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meno is unlimted.

Abstract

In sone Mobile | Pv6 depl oynents, identifying the nobile node or the
mobi ity service subscriber is not enough to distinguish between

mul tiple services possibly provisioned to the said nobile node and
its nmobility service subscription. A capability to specify different
services in addition to the nobile node identity can be |l everaged to
provide flexibility for nobility service providers on provisioning
mul tiple services to one nobility service subscription. This
docunment describes a Service Selection Mbility Option for both
conventional Mbile IPv6 and Proxy Mbile IPv6 that is intended to
assi st hone agents to nake a specific service selection for the
mobility service subscription during the binding registration
procedur e.
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1.

| nt roducti on

Mobile IPv6 [2] can identify nobile nodes in various ways, including
honme addresses [2], Network Access ldentifiers (NAIs) [6][7], and
credentials suitable for the Internet Key Exchange Protocol version 2
(IKEv2) [10]. In sone Mbile |IPv6 deploynments, identifying the
nobi |l e node or the nobility service subscriber via a Proxy Mbile
|Pv6 client [5] (hereafter, the nobile node and the Proxy Mobile |Pv6
client are used interchangeably) is not enough to distinguish between
mul tiple services possibly provisioned to the said nobile node and
its nmobility service subscription

The capability to specify different services in addition to the
nmobi l e node identity can be |l everaged to provide flexibility for
mobility service providers to provide nultiple services within the
same nobility service subscription. For exanple:

o Provide an enterprise data access for which the nobility service
provi der hosts connectivity and nobility services on behalf of the
enterprise.

0 Provide access to service donains that are otherw se not
accessi bl e from public networks because of some nobility service
provi der’s busi ness reasons.

o Provide simultaneous access to different service donmins that are
separated based on policies of the nobility service provider.

0 Enable easier policy and quality of service assignnment for
nmobility service providers based on the subscribed services.

o In the absence of a specifically indicated service, the hone agent
MUST act as if the default service, plain Internet access, had
been requested. There is no absolute requirenent that this
default service be allowed to all subscribers, but it is highly
RECOVMENDED i n order to avoid having normal subscribers enpl oy
operator-specific configuration values in order to get basic
servi ce.

Thi s docunent describes a Service Selection Mbility Option for
Mobile IPv6 that is intended to assist home agents to make specific
service selections for the nmobility service subscription during the
bi ndi ng regi stration procedure. The service selection may affect
honme agent routing decisions, Honme Address or Honme Network Prefix
assignnment policies, firewall settings, and security policies. The
Service Sel ection option should be used in every Binding Update that
makes a new registration to the hone agent.
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Sone of the potential use-cases were listed earlier in this section.
The general aimis better nanageability of services and service
provisioning fromthe point of view of both operators and service
providers. However, it should be understood that there are potenti al
depl oynment possibilities where selecting a certain service nay
restrict sinmultaneous access to other services froma user’s point of
view. For exanple, services may be located in different

admi ni strative domai ns or external customer networks that practice
excessive filtering of inbound and outbound traffic.

2. Requirenents

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [1].

3. Service Selection Mbility Option

At nost one Service Selection Mbility Option MAY be included in any
Bi ndi ng Update nessage. |f the Binding Update nessage includes any
aut hori zation-rel ated options (such as the Bi nding Authorization Data
option [2]) or authentication related options (such as the Mbility
Message Authentication option [8]), then the Service Sel ection option
MUST appear before any nobility nessage authorization- or

aut henti cation-rel ated options.

The Service Sel ection option SHOULD NOT be sent to a correspondent
node. The nobil e node cannot assune that the correspondent node has
any know edge about a specific service selection made between the
nobi | e node and the hone agent.

The Service Sel ection option has no alignnent requirenent as such

0 1 2 3
01234567890123456789012345678901
T S S S S T ol i 3
| Type = 20 | Lengt h |
T o i T S o T s T S e e i S S i St S S S
| Identifier...
T o i T S o T s T S e e i S S i St S S S

Service Selection Mbility Option
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0 Type: 8-bit identifier set to 20 of the type of the skipable
nobi lity option.

0 Length: 8-bit unsigned integer, representing the length of the
Service Selection Mbility Option in octets, excluding the Option
Type and Option Length fields. A value of zero (0) is not
al | oned.

o ldentifier: A variable-length encoded service identifier string
used to identify the requested service. The identifier string
length is between 1 and 255 octets. This specification allows
international identifier strings that are based on the use of
Uni code characters, encoded as UTF-8 [3], and formatted using
Nor mal i zati on Form KC (NFKC) as specified in [4].

"ims’, 'voip', and ’'voip.conpanyxyz.exanple.com are valid
exanpl es of Service Selection option Identifiers. At mninmum the
Identifier MJUST be uni que anmong the hone agents to which the
nobi | e node is authorized to register.

4. Processing Considerations
4.1. Mobil e Node Consi derations

A nmobile node or a Proxy Mobile IPv6 client MAY include, at nost, one
Service Selection Mbility Option into a Binding Update nessage. The
option is used to identify the service to be associated with the

bi ndi ng regi strati on and SHOULD only be included into the initial

Bi ndi ng Update nessage sent to a honme agent. |f the nobile node

wi shes to change the selected service, it is RECOWENDED that the
nmobi | e node de-register the existing binding with the honme agent

bef ore proceeding with a binding registration for a different

service. The provisioning of the service identifiers to the nobile
node or to the Proxy Mobile IPv6 client is out of the scope of this
speci ficati on.

The placenent of the Service Selection option is as follows: when
present, this option MJST appear after the Mbil e Node- Network Access
Identifier (MN-NAI) option, if the MN-NAl option is present, and

bef ore any authorization- and authentication-related options. The
Service Sel ection option can be used with any nobil e node
identification method such as a hone address, an M\N-NAI, and
credentials suitable for |KEv2.

If the nobile node receives a Binding Acknow edgenent with a Status
Code set to SERVI CE_AUTHORI ZATI ON_FAI LED and the nobil e node has an
exi sting binding with the Home Address or the Hone Network Prefix
used in the fail ed Binding Update nessage, the nobile node MJST
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delete the existing binding. |If there is no existing binding, the
nobi | e node proceeds as with any failed initial binding registration.

4.2. Home Agent Consi derations

Upon receiving a Binding Update nessage with a Service Sel ection
option, the hone agent authenticates and authorizes the nobile node.
If the hone agent supports the Service Selection, it MJST also verify
that the nobile node is authorized for the service it included in the
Service Selection option. The services the nobile node is authorized
for SHOULD be part of the general nobile node subscription profile.

If the nobile node is not authorized for the service, the hone agent
MUST deny the registration and send a Bi ndi ng Acknow edgenent with a
Stat us Code set to SERVI CE_AUTHORI ZATI ON_FAI LED (151).

The Service Selection option is used to assist the authorization and
identifies a specific service that is to be authorized. The Service
Sel ection option MAY al so affect the Honme Address or the Hone Network
Prefix all ocation when, for exanple, used with the M\-NAI option

For exanmple, for the sane NAl there MAY be different Hone Addresses
or Honme Network Prefixes depending on the identified service.
Furthernmore, the Service Selection option MAY also affect the routing
of the outbound IP packets in the home agent dependi ng on the

sel ected service. The hone agent MAY al so apply different policy or
quality of service treatnent to traffic flows based on the sel ected
servi ce.

If the newy arrived Binding Update nessage with a Service Sel ection
option indicates a change in the selected service, then the hone
agent MJST re-authorize the nobile node. Depending on the hone agent
policies, the services policies, Home Address or Home Network Prefix
al l ocation policies, and the subscription policies, the hone agent
may or may not be able to authorize the nobile node to the new
service. For example, the existing service and the new service could
require different Home Network Prefixes. |If the authorization fails,
then the hone agent MJST deny the registration, delete any binding
with the existing Home Address or Hone Network Prefix, and send a

Bi ndi ng Acknow edgenent with a Status Code set to

SERVI CE_AUTHORI ZATI ON_FAI LED (151).

4.3. Correspondent Node Considerations

Unl ess the correspondent node and the hone agent share the sane
know edge about nobility services, the Service Selection option is
nore or |ess useless information to the correspondent node. The
correspondent node SHOULD silently ignore the Service Sel ection
option in this case.
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8.

8.

1.

There are depl oynent cases where the hone agent and a correspondent
node, for exanple, belong to the sanme adninistrative donain. 1In this
case, it is possible that the correspondent node shares the sane
know edge of the services as the home agent. Therefore, the
correspondent node is, for exanple, able to provide service-based
traffic handling to nobil e nodes.

Security Considerations
The protection for the Service Selection Mbility Option depends on
the service that is being identified and eventually selected. |If the
service selection informati on should not be reveal ed on the wire,

Bi ndi ng Updat es and Bi ndi ng Acknow edgenents shoul d use Encapsul ati ng
Security Payload (ESP) [9] in transport node with a non-nul
encryption transformto provide nessage confidentiality.

| ANA Consi derati ons

A new Mobile IPv6 Mbility Option type has been assigned for the
following new nobility option described in Section 3:

Service Selection Mbility Option is set to 20

A new Mobile IPv6 registration denied by hone agent Status Code has
been assigned. The Status Code was allocated fromthe range 128-255:

SERVI CE_AUTHORI ZATI ON_FAI LED is set to 151
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this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
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on the procedures with respect to rights in RFC docunents can be
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Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this
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copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
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