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Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent specifies the IP Flow Informati on Export (I PFIX)
protocol that serves for transmtting IP Traffic Flow information
over the network. In order to transmt IP Traffic Flow information
froman Exporting Process to an information Collecting Process, a
comon representation of flow data and a standard neans of

comuni cating themis required. This docunment describes how the

| PFI X Data and Tenpl ate Records are carried over a nunber of
transport protocols froman |PFI X Exporting Process to an | PFI X

Col I ecting Process.
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1. Introduction

A data network with IP traffic primarily consists of IP flows passing

t hr ough

the network elenents. It is often interesting, useful, or

even required to have access to information about these flows that
pass through the network elenments for adninistrative or other
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purposes. The |IPFI X Collecting Process should be able to receive the
flow i nformati on passing through nultiple network el enents within the
data network. This requires uniformty in the nmethod of representing
the flow information and the nmeans of comrunicating the flows from
the network el enents to the collection point. This docunent
specifies the protocol to achieve these aforenentioned requirenents.
Thi s docunent specifies in detail the representation of different
flows, the additional data required for flow interpretation, packet
format, transport nechani sns used, security concerns, etc.

1.1. | PFI X Docunents Overvi ew

The | PFI X protocol provides network administrators with access to IP
flow information. The architecture for the export of neasured IP
flow information out of an |PFI X Exporting Process to a Collecting
Process is defined in [IPFI X-ARCH], per the requirenents defined in
[ RFC3917]. This docunment specifies how | PFI X data records and

tenpl ates are carried via a nunber of transport protocols fromlPFI X
Exporting Processes to I PFI X Collecting Processes. |PFIX has a
formal description of IPFIX Information El enents, their nane, type
and additional semantic information, as specified in [ RFC5102].
Finally, [IPFIX-AS] describes what type of applications can use the

| PFI X protocol and how they can use the infornation provided. It
furthernore shows how the I PFI X framework rel ates to other
architectures and franmeworks.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

The definitions of the basic ternms like IP Traffic Flow, Exporting
Process, Collecting Process, Cbservation Points, etc. are
semantically identical to those found in the |IPFI X requirenments
docunment [RFC3917]. Sonme of the ternms have been expanded for nore
clarity when defining the protocol. Additional terns required for
the protocol have al so been defined. Definitions in this docunent
and in [IPFI X-ARCH are equival ent, except that definitions that are
only relevant to the | PFI X protocol only appear here.

The terninology sunmary table in Section 2.1 gives a quick overvi ew
of the relationships between sone of the different terns defined.
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bservati on Poi nt

An Qobservation Point is a location in the network where | P packets
can be observed. Exanples include: a line to which a probe is
attached, a shared nedium such as an Ethernet-based LAN, a single
port of a router, or a set of interfaces (physical or |ogical) of
a router.

Note that every Cbservation Point is associated with an
bservation Donain (defined below), and that one Cbservati on Point
may be a superset of several other Cbservation Points. For
exanpl e, one (bservation Point can be an entire line card. That
woul d be the superset of the individual Cbservation Points at the
line card’ s interfaces.

Observati on Domai n

An Qoservation Domain is the |largest set of Cbservation Points for
which Flow i nformati on can be aggregated by a Metering Process.

For exanple, a router line card nmay be an Cbservation Donmain if it
is conposed of several interfaces, each of which is an Cbservation
Point. In the IPFI X Message it generates, the Observation Domain
includes its Cbservation Domain ID, which is unique per Exporting
Process. That way, the Collecting Process can identify the
specific Observation Domain fromthe Exporter that sends the |PFI X
Messages. Every Qbservation Point is associated with an
observation Domain. It is RECOVWENDED that Observation Domain | Ds
al so be uni que per |PFI X Device.

IP Traffic Fl ow or Fl ow

There are several definitions of the term’'flow being used by the
Internet comunity. Wthin the context of |PFIX we use the
follow ng definition

A Flow is defined as a set of |IP packets passing an Cbservation
Point in the network during a certain tinme interval. Al packets
bel onging to a particular Flow have a set of common properti es.
Each property is defined as the result of applying a function to
t he val ues of:

1. one or nore packet header fields (e.g., destination IP
address), transport header fields (e.g., destination port
nunber), or application header fields (e.g., RTP header
fields [ RFC3550]).

2. one or nore characteristics of the packet itself (e.g.
number of MPLS | abels, etc...).

C aise, et al. St andar ds Track [ Page 5]



RFC 5101 | PFI X Protocol Specification January 2008

3. one or nore of fields derived from packet treatnment (e.g.
next hop | P address, the output interface, etc...).

A packet is defined as belonging to a Flowif it conpletely
satisfies all the defined properties of the Flow

This definition covers the range froma Fl ow containing al
packets observed at a network interface to a Fl ow consisting of
just a single packet between two applications. It includes
packets sel ected by a sanpling nechani sm

FI ow Key
Each of the fields that:
1. belong to the packet header (e.g., destination |IP address),
2. are a property of the packet itself (e.g., packet |ength),

3. are derived from packet treatnent (e.g., Autononpus System
(AS) number),

and that are used to define a Flow are ternmed Fl ow Keys.

FIl ow Record

A Fl ow Record contains infornmation about a specific Flow that was
observed at an Cbservation Point. A Flow Record contains neasured
properties of the Flow (e.g., the total nunber of bytes for al

the Fl ow s packets) and usually characteristic properties of the
Fl ow (e.g., source |IP address).

Met eri ng Process

The Metering Process generates Flow Records. Inputs to the
process are packet headers and characteristics observed at an
bservation Point, and packet treatnent at the Cbservation Point
(for exanple, the selected output interface).

The Metering Process consists of a set of functions that includes
packet header capturing, tinestanping, sanpling, classifying, and
mai nt ai ni ng Fl ow Records.

The mai ntenance of Flow Records may include creating new records,
updati ng existing ones, conmputing Flow statistics, deriving
further Flow properties, detecting Flow expiration, passing Flow
Records to the Exporting Process, and del eting Fl ow Records.
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Exporting Process

The Exporting Process sends Fl ow Records to one or nore Collecting
Processes. The Flow Records are generated by one or nore Metering
Processes.

Exporter

A device that hosts one or nore Exporting Processes is terned an
Exporter.

| PFI X Device

An | PFI X Device hosts at |east one Exporting Process. It nay host
further Exporting Processes and arbitrary nunbers of Observation
Poi nts and Metering Processes.

Col l ecting Process

A Col l ecting Process receives Flow Records from one or nore
Exporting Processes. The Collecting Process night process or
store received Fl ow Records, but such actions are out of scope for
thi s docunent.

Col | ect or

A device that hosts one or nore Collecting Processes is terned a
Col | ect or.

Tenpl ate

A Tenplate is an ordered sequence of <type, length> pairs used to
compl etely specify the structure and semantics of a particular set
of information that needs to be comuni cated from an | PFI X Devi ce
to a Collector. Each Tenplate is uniquely identifiable by neans
of a Tenplate ID.

| PFI X Message

An | PFI X Message is a nmessage originating at the Exporting Process
that carries the IPFI X records of this Exporting Process and whose
destination is a Collecting Process. An |PFI X Message is

encapsul ated at the transport |ayer.
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Message Header
The Message Header is the first part of an | PFI X Message, which
provi des basic information about the nmessage, such as the |PFI X
version, length of the nmessage, nessage sequence nunber, etc.
Tenpl ate Record

A Tenpl ate Record defines the structure and interpretation of
fields in a Data Record.

Dat a Record

A Data Record is a record that contains values of the paraneters
corresponding to a Tenpl ate Record.

Options Tenpl ate Record
An Options Tenplate Record is a Tenplate Record that defines the
structure and interpretation of fields in a Data Record, including
defining how to scope the applicability of the Data Record.

Set

Set is a generic termfor a collection of records that have a
simlar structure. In an |IPFI X Message, one or nore Sets foll ow
the Message Header.

There are three different types of Sets: Tenplate Set, Options
Tenpl ate Set, and Data Set.

Tenpl ate Set

A Tenplate Set is a collection of one or nore Tenplate Records
that have been grouped together in an | PFI X Message.

Options Tenpl ate Set
An Options Tenplate Set is a collection of one or nore Options
Tenpl ate Records that have been grouped together in an | PFI X
Message.

Dat a Set
A Data Set is one or nore Data Records, of the same type, that are
grouped together in an |IPFI X Message. Each Data Record is

previously defined by a Tenplate Record or an Options Tenpl ate
Recor d.
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| nf ormati on El enent

An Information Element is a protocol and encodi ng-i ndependent
description of an attribute that may appear in an | PFl X Record.
The |1 PFI X i nformati on nodel [RFC5102] defines the base set of
Information El enents for IPFIX. The type associated with an
Informati on El enent indicates constraints on what it nay contain
and al so determ nes the valid encodi ng mechani snms for use in

| PFI X.

Transport Session

In Stream Control Transm ssion Protocol (SCTP), the transport
session is known as the SCTP associ ation, which is uniquely
identified by the SCTP endpoints [RFC4960]; in TCP, the transport
session is known as the TCP connection, which is uniquely
identified by the conbination of | P addresses and TCP ports used.
In UDP, the transport session is known as the UDP session, which
is uniquely identified by the conbination of |IP addresses and UDP
ports used.

2.1. Termnology Summary Tabl e

S o m m m o e o e e e e e e e e e e e e e e e e ee—a— - +
| | contents |
| Fo e e e e aia oo o e e e e e e o ae oo +
| Set | Tenpl ate | record |
S Fom e oo oo o +
| Dat a Set | / | Dat a Record(s) |
S Fom e oo oo o +
| Tenpl ate Set | Tenpl ate Record(s) | / |
S Fom e oo oo o +
| Options Tenplate | Options Tenplate | / |

Set | Record(s) | |
S Fom e oo oo o +

Figure A: Terninology Summary Tabl e

A Data Set is conposed of Data Record(s). No Tenplate Record is

i ncluded. A Tenplate Record or an Options Tenpl ate Record defines
the Data Record.

A Tenplate Set contains only Tenpl ate Record(s).

An Options Tenplate Set contains only Options Tenpl ate Record(s).
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3. | PFI X Message For mat
An | PFI X Message consists of a Message Header, foll owed by one or
nmore Sets. The Sets can be any of the possible three types: Data
Set, Tenplate Set, or Options Tenplate Set.

The format of the I PFI X Message is shown in Figure B.

o +
| Message Header |
o +
| Set |
o +
| Set |
o +
o +
| Set

o +

Fi gure B: | PFl X Message For mat

The Exporter MJUST code all binary integers of the Message Header and
the different Sets in network-byte order (also known as the
bi g- endi an byte ordering).

Fol |l owi ng are sonme exanpl es of | PFI X Messages:

1. An I PFI X Message consisting of interl eaved Tenpl ate, Data, and
Options Tenplate Sets -- A newly created Tenplate is exported as
soon as possible. So, if there is already an | PFI X Message with a
Data Set that is being prepared for export, the Tenpl ate and
Option Tenplate Sets are interleaved with this infornmation
subject to availability of space.

S o m o o o e o e e e e e o e o e e e e o e mememaoooo- +
| | +---------- I I T + S I I T + |
| Message | | Tenplate | | Data | | Options | | Data | |
| Header | | Set | | Set | ... | Tenplate | | Set | |
I | | I I | Set || ||
| | +---------- I I T + S I I T + |
S o m o o o e o e e e e e o e o e e e e o e mememaoooo- +

Figure C. |PFI X Message, Exanple 1
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2. An I PFI X Message consisting entirely of Data Sets -- After the
appropriate Tenpl ate Records have been defined and transmitted to
the Collecting Process, the ngjority of |PFIX Messages consi st
solely of Data Sets.

I | +

| Message | | Data | | Data | | Data | |
| Header | |

I |+

Figure D. | PFI X Message, Exanple 2

3. An I PFI X Message consisting entirely of Tenplate and Options
Tenpl ate Sets.

S o m o m o m o e e e e e e e e e e e e e e e mee—a— - +
| | +---------- + S TSR + S TSR + |
| Message | | Tenplate | | Tenplate | | Options | |
| Header | | Set | ... | Set | ... | Tenplate | |
I | | I I I | Set ||
| | +---------- + S TSR + S TSR + |
S o m o m o m o e e e e e e e e e e e e e e e mee—a— - +

Figure E | PFI X Message, Exanple 3
3.1. Message Header For mat
The format of the | PFI X Message Header is shown in Figure F.

0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Ver si on Nunber | Lengt h |
T o i T S o T s T S e e i S S i St S S S
| Export Time |
T o i T S o T s T S e e i S S i St S S S
| Sequence Number |
T o i T S o T s T S e e i S S i St S S S
| Gbservation Domain |ID |
T o i T S o T s T S e e i S S i St S S S

Figure F: | PFI X Message Header For mat
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Message Header Field Descriptions:
Ver si on

Version of Flow Record fornmat exported in this nessage. The val ue
of this field is 0x000a for the current version, increnenting by
one the version used in the NetFl ow services export version 9

[ RFC3954] .

Lengt h

Total length of the |IPFI X Message, neasured in octets, including
Message Header and Set(s).

Export Time

Time, in seconds, since 0000 UTC Jan 1, 1970, at which the |IPFI X
Message Header | eaves the Exporter.

Sequence Number

I ncremental sequence counter nodulo 2732 of all |PFI X Data Records
sent on this PR-SCTP stream fromthe current Observati on Domain by
the Exporting Process. Check the specific neaning of this field
in the subsections of Section 10 when UDP or TCP is selected as
the transport protocol. This value SHOULD be used by the

Col l ecting Process to identify whether any |PFI X Data Records have
been missed. Tenplate and Options Tenpl ate Records do not

i ncrease the Sequence Numnber.

Observati on Domain I D

A 32-bit identifier of the Observation Domain that is locally

uni que to the Exporting Process. The Exporting Process uses the
Qbservation Domain ID to uniquely identify to the Collecting
Process the Observation Domain that nmetered the Flows. It is
RECOMMENDED t hat this identifier also be unique per |IPFIX Device.
Col l ecting Processes SHOULD use the Transport Session and the
Qbservation Domain ID field to separate different export streans
originating fromthe same Exporting Process. The Cbservation
Dormai n | D SHOULD be 0 when no specific Qobservation Domain IDis
relevant for the entire | PFI X Message, for exanple, when exporting
the Exporting Process Statistics, or in case of a hierarchy of
Col I ectors when aggregated Data Records are export ed.
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3.2. Field Specifier Format

Vendors need the ability to define proprietary Information El enents,
because, for exanple, they are delivering a pre-standards product, or
the Information Elenment is, in some way, conmercially sensitive.

This section describes the Field Specifier format for both

| ETF-specified Informati on El enents [ RFC5102] and enterprise-specific
I nformation El enents.

The Information Elenments are identified by the Information El enent
identifier. When the Enterprise bit is set to 0, the correspondi ng
Information Elenent identifier will report an | ETF-specified
Information El enent, and the Enterprise Number MJST NOT be present.
Wien the Enterprise bit is set to 1, the corresponding Information
El enent identifier will report an enterprise-specific Information
El ement; the Enterprise Nunmber MJUST be present. An exanple of this
is shown in Section A 4.2.

The Field Specifier format is shown in Figure G

1
-Ii-O(JO

345678901
S R R E T +- +
Field Length |
R R R R TR T o e e e e e e - -+
Enterprlse Nunber |

T T S e T S S T T S S S e i Tk s i S

1 12
- +- -4 -
| i el
- +- +- -

Figure G Field Specifier Format
Wher e:
E

Enterprise bit. This is the first bit of the Field Specifier. |If
this bit is zero, the Information El enent ldentifier identifies an
| ETF-specified Information El enment, and the four-octet Enterprise
Nunber field MJUST NOT be present. |If this bit is one, the
Information El enent identifier identifies an enterprise-specific
Informati on El enent, and the Enterprise Nunber filed MJST be
present.

I nformati on El enent identifier

A nuneric value that represents the type of Infornation El enent.
Refer to [ RFC5102].
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Field Length

The length of the correspondi ng encoded I nformation Elenment, in
octets. Refer to [RFC5102]. The field Iength may be smaller than
the definition in [ RFC5102] if the reduced size encoding is used
(see Section 6.2). The value 65535 is reserved for vari abl e-
length I nformation El ements (see Section 7).

Enterpri se Number

| ANA enterprise nunber [PEN] of the authority defining the
Information El enent identifier in this Tenpl ate Record.

3.3. Set and Set Header For nat

A Set is a generic termfor a collection of records that have a
simlar structure. There are three different types of Sets: Tenplate
Sets, Options Tenplate Sets, and Data Sets. Each of these Sets
consists of a Set Header and one or nore records. The Set Format and
the Set Header Format are defined in the follow ng sections.

3.3.1. Set Formt

A Set has the format shown in Figure H  The record types can be
ei ther Tenpl ate Records, Options Tenpl ate Records, or Data Records.
The record types MJUST NOT be nmixed within a Set.

o m m o o o e e e e e e e e e e e emee—e oo +
| Set Header |
o m s o o o o e e e e e e e e e e eee—eoo- +
| record |
o m s o o o o e e e e e e e e e e eee—eoo- +
| record |
o m s o o o o e e e e e e e e e e eee—eoo- +
o m m o o o e e e e e e e e e e e emee—e oo +
| record |
o m s o o o o e e e e e e e e e e eee—eoo- +
| Padding (opt.) |
o m m o o o e e e e e e e e e e e emee—eoo - +

Figure H Set For mat
The Set Field Definitions are as foll ows:
Set Header

The Set Header Format is defined in Section 3.3.2.
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Record

One of the record Formats: Tenplate Record, Options Tenplate
Record, or Data Record Fornat.

Paddi ng

The Exporting Process MAY insert sone padding octets, so that the
subsequent Set starts at an aligned boundary. For security
reasons, the padding octet(s) MJST be conposed of zero (0) val ued
octets. The padding I ength MJST be shorter than any all owabl e
record in this Set. |If padding of the I PFI X Message is desired in
conbi nation with very short records, then the padding Information
El ement ' paddi ngCctets’ [RFC5102] can be used for paddi ng records
such that their length is increased to a nultiple of 4 or 8
octets. Because Tenplate Sets are always 4-octet aligned by
definition, padding is only needed in case of other alignnents
e.g., on 8-octet boundari es.

3.3.2. Set Header Fornat

Every Set contains a conmmon header. This header is defined in Figure
l.

0 1 2 3
01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Set ID | Lengt h |
T o i T S o T s T S e e i S S i St S S S

Figure |I: Set Header Format

The Set Header Field Definitions are as foll ows:

Set ID
Set ID value identifies the Set. A value of 2 is reserved for the
Tenpl ate Set. A value of 3 is reserved for the Option Tenpl ate
Set. Al other values from4 to 255 are reserved for future use.
Val ues above 255 are used for Data Sets. The Set ID values of O
and 1 are not used for historical reasons [ RFC3954].

Lengt h
Total length of the Set, in octets, including the Set Header, al
records, and the optional padding. Because an individual Set MAY

contain nultiple records, the Length value MJUST be used to
determ ne the position of the next Set.
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3. 4. Record For nat

| PFI X defines three record formats, defined in the next sections: the
Tenpl ate Record Format, the Options Tenplate Record Format, and the
Data Record Fornat.

3.4.1. Tenplate Record Format

One of the essential elenents in the IPFIX record format is the
Tenpl ate Record. Tenplates greatly enhance the flexibility of the
record format because they allow the Collecting Process to process

| PFI X Messages wi thout necessarily knowing the interpretation of all
Data Records. A Tenplate Record contains any conbi nation of

| ANA- assi gned and/ or enterprise-specific Information El enents
identifiers.

The format of the Tenplate Record is shown in Figure J. It consists
of a Tenplate Record Header and one or nore Field Specifiers. The
definition of the Field Specifiers is given in Figure G above.

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
| Tenpl ate Record Header |
ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
| Field Specifier |
ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
| Field Specifier |
ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
| Field Specifier

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +

Figure J: Tenpl ate Record For mat
The format of the Tenplate Record Header is shown in Figure K
0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenpl ate I D (> 255) | Fi el d Count |

T T S i S S T S S S S S i S S S

Figure K Tenpl ate Record Header Format
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The Tenpl ate Record Header Field Definitions are as foll ows:

Tenplate ID

Each of the newy generated Tenplate Records is given a unique
Tenplate ID. This uniqueness is local to the Transport Session
and Qoservation Domain that generated the Tenplate ID. Tenplate
| Ds 0-255 are reserved for Tenplate Sets, Options Tenpl ate Sets,
and other reserved Sets yet to be created. Tenplate IDs of Data
Sets are nunbered from 256 to 65535. There are no constraints
regarding the order of the Tenplate ID allocation.

Fi el d Count
Nunber of fields in this Tenplate Record.
The exanple in Figure L shows a Tenplate Set with m xed standard and

enterprise-specific Information Elenents. |t consists of a Set
Header, a Tenpl ate Header, and several Field Specifiers.
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0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Set ID=2 | Lengt h |
i i S i o i S S I T sl i S
| Tenplate I D = 256 | Field Count = N
i T S i i s ST Y Sy Y S T S T S
1

+
+

1| Information Element id. 1.1 | Field Length 1.
i S T i o T S I il c T ol I S I i S S S
Enterprise Nunber 1.1

B S i e S I T ol s ST I U SR Y S S T i S S

O] Information Elenent id. 1.2 | Field Length 1.2
i T S T i Tk S Y Sy Y S S Y S i S

ik S T S S Y S Y e S II-- it s o U S Y S Y S S

1| Information Element id. 1.N | Field Length 1. N
i T S T i Tk S Y Sy Y S S Y S i S

+

+

+

+

+

Enterprise Nunber 1.N
B T s T i S S s ati sl oTuis SIS YU SR S Y

+- +- +

Tenplate I D = 257 | Field Count = M
+- +-

1

+
1
+

i s S o iy ST T S S Y S S T G S S -
O] Information Elenment id. 2.1 | Field Length 2.
+- +-

+- +
T I S S e S T e S o T S i S R S SUp S S
+-

+
1
+

+

1| Information Element id. 2.2 | Field Length 2.2
i T o T i T S S o T i

+

Enterprise Nunber 2.2
B S i e S I T ol s ST I U SR Y S S T i S S

+

i T S T i Tk S Y Sy Y S S Y S i S
1| Information Element id. 2. M| Field Length 2. M
i S I T Tk ai ie S C

+

Enterprise Nunber 2. M
B i S S T R iny S S N S I g i
Paddi ng (opt)

+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
T S S S T o T S S S e S TSI S S S S ik T S

I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+

Figure L: Tenplate Set Exanple
Information Elenent ldentifiers 1.2 and 2.1 are defined by the I ETF
(Enterprise bit = 0) and, therefore, do not need an Enterprise Nunber
to identify them

3.4.2. Options Tenplate Record For mat
Thanks to the notion of scope, The Options Tenplate Record gives the

Exporter the ability to provide additional information to the
Col l ector that would not be possible with Flow Records al one.
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One Options Tenplate Record exanple is the "Flow Keys", which reports
the Flow Keys for a Tenplate, which is defined as the scope. Another
exanple is the "Tenpl ate configuration”, which reports the
configuration sanpling paraneter(s) for the Tenplate, which is
defined as the scope.

3.4.2.1. Scope

The scope, which is only available in the Options Tenplate Set, gives
the context of the reported Information Elenents in the Data Records.
Note that the | PFI X Message Header al ready contains the Qbservation
Donmain ID (the identifier of the Cbservation Donain). |[If not zero,
this Qobservation Domain I D can be considered as an inplicit scope for
the Data Records in the | PFI X Message. The Cbservation Donain ID
MJST be zero when the | PFI X Message contains Data Records with

di fferent Qobservation Domain |ID val ues defined as scopes.

Mul tiple Scope Fields MAY be present in the Options Tenpl ate Record,
in which case, the conposite scope is the conbination of the scopes.
For example, if the two scopes are defined as "netering process" and
"tenpl ate", the conbined scope is this Tenplate for this Metering
Process. The order of the Scope Fields, as defined in the Options
Tenpl ate Record, is irrelevant in this case. However, if the order
of the Scope Fields in the Options Tenplate Record is relevant, the
order of the Scope Fields MJUST be used. For exanple, if the first
scope defines the filtering function, while the second scope defines
the sanpling function, the order of the scope is inportant. Applying
the sanpling function first, followed by the filtering function,
woul d lead to potentially different Data Records than applying the
filtering function first, followed by the sanpling function. 1In this
case, the Coll ector deduces the function order by |ooking at the
order of the scope in the Options Tenpl ate Record.

The scope is an Information El ement specified in the | PFIX

I nformati on Mbdel [RFC5102]. An |PFIX-conpliant inplenmentation of
the Coll ecting Process SHOULD support this mnimum set of Information
El ements as scope: LineCardld, Tenplateld, exporterlPv4Address,
exporterl Pv6Address, and ingressinterface. Note that other
Information El enents, such as neteringProcessld, exportingProcessld,
observati onDomainld, etc. are also valid scopes. The |IPFIX protoco
doesn’t prevent the use of any Information El enents for scope.
However, sone |Infornmation Element types don’t make sense if specified
as scope; for exanple, the counter Information El enents.

Finally, note that the Scope Field Count MJUST NOT be zero.
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3.4.2.2. Options Tenplate Record For mat

An Options Tenpl ate Record contains any conbi nati on of | ANA-assi gned
and/or enterprise-specific Information El enments identifiers.

The fornmat of the Options Tenplate Record is shown in Figure M It
consi sts of an Options Tenpl ate Record Header and one or nore Field
Specifiers. The definition of the Field Specifiers is given in

Fi gure G above.

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
| Options Tenplate Record Header |
ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
| Field Specifier |
ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
| Field Specifier |
ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +
| Field Specifier

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +

Figure M Options Tenpl ate Record For mat

The format of the Options Tenpl ate Record Header is shown in Figure
N.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenplate ID (> 255) | Fi el d Count |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Scope Field Count |
I I i s S I S S

Figure N: Options Tenpl ate Record Header Format
The Options Tenpl ate Record Header Field Definitions are as foll ows:
Tenplate ID

Tenplate ID of this Options Tenplate Record. This value is greater
t han 255.
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Fi el d Count

Nurmber of all fields in this Options Tenplate Record, including the
Scope Fi el ds.

Scope Field Count

Nunber of scope fields in this Options Tenplate Record. The Scope
Fields are normal Fields except that they are interpreted as scope at
the Collector. The Scope Field Count MJUST NOT be zero.

The exanple in Figure O shows an Qption Tenplate Set with nixed | ETF
and enterprise-specific Information Elenents. It consists of a Set
Header, an Option Tenpl ate Header, and several Field Specifiers.

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2

| Set ID=3 | Lengt h

e aT S ST S S i i S S S I T
| Tenplate I D = 258 | Fi el d Count
e aT S ST S S i i S S S I T

e e I-|-
=N+ M |
ik I

| Scope Field Count = N | 0] Scope 1 Infor. Elenent Id. |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Scope 1 Field Length | 0] Scope 2 Infor. Elenent Id. |
R R i s i i S S S S S kSt S S S S S e e
| Scope 2 Field Length | |
R R i s i i S S S S S kSt S S S S S e e
\

| | 1] Scope N Infor. Elenent Id.

R e e s T e I T S S I S R N e i s S S S S S S S o

| Scope N Field Length | Scope N Enterprise Nunber

il s T T S S S S S i N T i ST S S S S S e e L T 2
Scope N Enterprise Number | 1] Option 1 Infor. Elenent Id. |

il s T T S S S S S i N T i ST S S S S S e e L T 2

| Option 1 Field Length | Option 1 Enterprise Number

R R i s i i S S S S S kSt S S S S S e e
Option 1 Enterprise Nunber | |

R R i s i i S S S S S kSt S S S S S e e

| |0] Option MInfor. Elenent Id. |
R R i s i i S S S S S kSt S S S S S e e
| Option MField Length | Paddi ng (optional) |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Figure O Option Tenplate Set Exanple
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3.4.3. Data Record Format

The Data Records are sent in Data Sets. The format of the Data

Record is shown in Figure P. It consists only of one or nore Field
Val ues. The Tenplate ID to which the Field Values belong is encoded
in the Set Header field "Set ID', i.e., "Set ID'" = "Tenplate ID".

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +

| Field Value I

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +

| Field Value I

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +

| Field Value

ot o e o e o e o e e e e e e e e e e e e e e e eioooo-- +

Figure P: Data Record For mat

Note that Field Values do not necessarily have a length of 16 bits.
Field Values are encoded according to their data type specified in
[ RFC5102] .

Interpretation of the Data Record format can be done only if the
Tenpl ate Record corresponding to the Tenplate IDis available at the
Col I ecting Process.

The exanple in Figure Q shows a Data Set. It consists of a Set Header
and several Field Val ues.
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0 1 2 3
01234567890123456789012345678901
T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Set ID = Tenplate ID | Lengt h |
T T T T S T T ot SIS U SN S S S S T ST S SIS S S S
Record 1 - Field Value 1 | Record 1 - Field Value 2 |
B i o T i i i S I T sl e S
Record 1 - Field Value 3 | |
B i T I T S S S R e i i S e s 2 ok S S e
Record 2 - Field Value 1 | Record 2 - Field Value 2 |
B i o T i i i S I T sl e S
Record 2 - Field Value 3 | |
B i T I T S S S R e i i S e s 2 ok S S e
Record 3 - Field Value 1 | Record 3 - Field Value 2 |
B i o T i i i S I T sl e S
Record 3 - Field Value 3 | |
B i T I T S S S R e i i S e s 2 ok S S e

| Paddi ng (optional) |
B i T I T S S S R e i i S e s 2 ok S S e

FT T AT AT T AT A T

Figure Q Data Set, Containing Data Records
4. Specific Reporting Requirenents

Sone specific Options Tenplates and Options Tenpl ate Records are
necessary to provide extra informati on about the Fl ow Records and
about the Metering Process.

The Option Tenplate and Options Tenpl ate Records defined in these
subsections, which inpose some constraints on the Metering Process
and Exporting Process inplenentations, MAY be inplenmented. |If

i npl erented, the specific Option Tenpl ates SHOULD be i npl enented as
specified in these subsections.

The mni mum set of Infornmation Elenents is always specified in these
Specific IPFI X Options Tenplates. Nevertheless, extra |Information
El emrents may be used in these specific Options Tenpl at es.

4.1. The Metering Process Statistics Option Tenpl ate
The Metering Process Statistics Option Tenplate specifies the
structure of a Data Record for reporting Metering Process statistics.

It SHOULD contain the following Inforrmation El enents that are defined
in [ RFC5102] :
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observati onDonai nl d
An identifier of an Cbservation Domain that
is locally unique to the Exporting Process.
This Informati on El ement MJST be defined as a
Scope Fi el d.

export edMessageTot al Count
The total nunber of |PFI X Messages that the
Exporting Process successfully sent to the
Col I ecting Process since the Exporting
Process re-initialization

export edFl owTot al Count
The total number of Flow Records that the
Exporting Process successfully sent to the
Col  ecting Process since the Exporting
Process re-initialization

export edQct et Tot al Count
The total nunber of octets that the Exporting
Process successfully sent to the Collecting
Process since the Exporting Process re-
initialization.

The Exporting Process SHOULD export the Data Record specified by the
Metering Process Statistics Option Tenplate on a regular basis or
based on sone export policy. This periodicity or export policy
SHOULD be confi gurabl e.

Note that if several Metering Processes are avail able on the Exporter
Qobservation Domain, the Information El enent neteringProcessid MIST be
specified as an additional Scope Field.

4.2. The Metering Process Reliability Statistics Qption Tenplate

The Metering Process Reliability Option Tenplate specifies the
structure of a Data Record for reporting lack of reliability in the
Metering Process. |t SHOULD contain the followi ng Information

El enents that are defined in [ RFC5102]:

observati onDonai nl d
An identifier of an Cbservation Domain that
is locally unique to the Exporting Process.
This Informati on El ement MJUST be defined as a
Scope Fi el d.
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i gnor edPacket Tot al Count
The total numnber of | P packets that the
Meteri ng Process did not process.

i gnor edCct et Tot al Count
The total nunber of octets in observed IP
packets that the Metering Process did not
process.

time first ignored
The tinmestanp of the first | P packet that was
ignored by the Metering Process. For this
ti mestanp, any of the "flowStart" tinmestanp
Information Elenents flowStartM | 1iseconds,
flowStartM croseconds, flowStartNanoseconds,
and flowStartDeltaM croseconds can be used.

time last ignored
The tinmestanp of the |ast |IP packet that was
ignored by the Metering Process. For this
ti mestanp, any of the "flowknd" tinmestanp
Information El enents floweEndM | |i seconds,
fl owendM cr oseconds, fl owEndNanoseconds, and
fl oweEndDel t aM croseconds can be used.

The Exporting Process SHOULD export the Data Record specified by the
Metering Process Reliability Statistics Option Tenplate on a regul ar
basi s or based on sone export policy. This periodicity or export
policy SHOULD be confi gurabl e.

Note that if several Metering Processes are avail able on the Exporter
Qobservation Domain, the Information El enent neteringProcessid MIST be
specified as an additional Scope Field.

4.3. The Exporting Process Reliability Statistics Option Tenplate

The Exporting Process Reliability Option Tenplate specifies the
structure of a Data Record for reporting lack of reliability in the
Exporting process. It SHOULD contain the foll owi ng |Infornmation

El enents that are defined in [ RFC5102]:

Exporting Process ID
The identifier of the Exporting Process for
which lack of reliability is reported. There
are three Information El enents specified in
[ RFC5102] that can be used for this purpose:
exporterl Pv4Address, exporterl Pv6Address, or
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exportingProcesslid. This Infornmation El enent
MJUST be defined as a Scope Field.

not Sent FlI owTot al Count
The total nunber of Flows that were generated by
the Metering Process and dropped by the Metering
Process or by the Exporting Process instead of
being sent to the Collecting Process.

not Sent Packet Tot al Count
The total nunber of packets in Flow Records that
were generated by the Metering Process and
dropped by the Metering Process or by the
Exporting Process instead of being sent to the
Col l ecting Process.

not Sent Cct et Tot al Count
The total nunber of octets in packets in Flow
Records that were generated by the Metering
Process and dropped by the Metering Process or
by the Exporting Process instead of being sent
to the Collecting Process.

time first fl ow dropped
The tinmestanp of the first Flow was dropped by
the Metering Process. For this tinestanp, any
of the "flowStart" tinmestanp |Information
El ements flowStartM I 1i seconds,
flowsStartM croseconds, flowStartNanoseconds, and
fl owstartDel taM croseconds can be used.

time last flow dropped
The tinmestanp of the last |IP packet that was
ignored by the Metering Process. For this
ti mestanp, any of the "flowEnd" tinestanp
Informati on El enents fl oweEndM | |i seconds,
f1 owendM croseconds, fl owEndNanoseconds, and
f1 oweEndDel t aM croseconds can be used.

The Exporting Process SHOULD export the Data Record specified by the
Exporting Process Reliability Statistics OQption Tenplate on a regul ar
basi s or based on sone export policy. This periodicity or export
policy SHOULD be confi gurabl e.

4.4. The Flow Keys Option Tenpl ate

The Fl ow Keys Option Tenpl ate specifies the structure of a Data
Record for reporting the Fl ow Keys of reported Flows. A Fl ow Keys
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Data Record extends a particular Tenplate Record that is referenced
by its templateld identifier. The Tenplate Record is extended by
speci fying which of the Information El enents contained in the
correspondi ng Data Records describe Flow properties that serve as
FIl ow Keys of the reported Flow.

The Fl ow Keys Option Tenplate SHOULD contain the foll ow ng
Informati on El enents that are defined in [ RFC5102] :

tenmpl atel d An identifier of a Tenplate. This
I nformati on El enent MJUST be defined as a
Scope Fi el d.

f | owKeyl ndi cat or Bitmap with the positions of the Flow Keys in

the Data Records.
5. I PFI X Message Header "Export Tinme" and Fl ow Record Tine

The | PFI X Message Header "Export Tine" field is the tinme in seconds
since 0000 UTC Jan 1, 1970, at which the | PFI X Message Header |eaves
the Exporter. The tine-related Information Elenents specified in

[ RFC5102] MAY use this "Export Tinme" as base tine and specify an
offset relative to it, instead of using a conmopn base tine, such as
0000 UTC Jan 1, 1970. Al Information El enents that do not have
their base tine defined by their data type MJUST have the base tine
clearly specified in their description.

For exanpl e, Data Records requiring a nicrosecond precision can
export the flow start and end tinmes with the flowStartM croseconds
and fl owendM croseconds Information El enents [ RFC5102], contai ning
the tinme since 0000 UTC Jan 1, 1970. An alternate solution is to
export the flowStartDeltaM croseconds and fl oweEndDel t aM cr oseconds
Informati on El enents [ RFC5102] in the Data Record, which respectively
report the flow start and end tinme offsets conpared to the | PFI X
Message Header "Export Tinme". The latter solution | owers the export
bandw dth requirenent while it increases the |oad on the Exporter, as
t he Exporting Process nmust calculate the flowStartDeltaM croseconds
and fl owendDel t aM croseconds of every single Data Record before
exporting the | PFI X Message.

It must be noted that using tine-related Information El enents with
of fset times, conpared to the | PFI X Message Header "Export Tine",

i nposes sone time constraints on the Data Records contained in the
| PFI X Message. In the exanple of flowStartDeltaM croseconds and

fl oweEndDel t aM croseconds | nformati on El ements [ RFC5102], the Data
Record mnmust be exported within a maxi mumof 71 minutes after its
creation. Qherwise, the 32-bit counter would not be sufficient to
contain the flow start tinme offset.
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6. Linkage with the Information Mdel

The Information El enments [ RFC5102] MJST be sent in canonical format
in network-byte order (also known as the big-endian byte ordering).

6.1. Encoding of |PFIX Data Types

The followi ng sections will define the encoding of the data types
specified in [ RFC5102] .

6.1.1. Integral Data Types

Integral data types -- octet, signed8, unsignedl6, signedl®6,

unsi gned32, signed32, signed64, and unsigned64 -- MJST be encoded
usi ng the default canonical format in network-byte order. Signed
Integral data types are represented in two' s conpl enent notation

6.1.2. Address Types

Address types -- macAddress, ipv4Address, and i pv6Address -- MJIST be
encoded the sane way as the integral data types. The nacAddress is
treated as a 6-octet integer, the i pv4Address as a 4-octet integer,
and the i pv6Address as a 16-octet integer.

6.1.3. float32

The fl oat32 data type MIUST be encoded as an | EEE singl e-preci sion
32-bit floating point-type, as specified in [|EEE. 754.1985].

6.1.4. float64

The float64 data type MJIST be encoded as an | EEE doubl e- preci sion
64-bit floating point-type, as specified in [|EEE. 754.1985].

6.1.5. bool ean

The bool ean data type is specified according to the TruthValue in

[ RFC2579]: it is an integer with the value 1 for true and a value 2
for false. Every other value is undefined. The bool ean data type
MUST be encoded in a single octet.

6.1.6. string and octetarray
The data type string represents a finite length string of valid
characters of the Unicode character encoding set. The string data

type MJST be encoded in UTF-8 format. The string is sent as an array
of octets using an Information El enment of fixed or variable |ength.
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The length of the Information El enent specifies the Iength of the
octetarray.

6.1.7. dateTi neSeconds

The data type dateTi neseconds represents a tine value in units of
seconds normalized to the GMI tinmezone. It MJST be encoded in a
32-bit integer containing the nunmber of seconds since 0000 UTC Jan 1,
1970. The 32-bit integer allows the time encoding up to 136 years.

6.1.8. dateTinmneM I | i seconds

The data type dateTinmeM||iseconds represents a tine value in units
of mlliseconds nornalized to the GWMI tinmezone. |t MJST be encoded
in a 64-bit integer containing the nunber of milliseconds since 0000
UrC Jan 1, 1970.

6.1.9. dateTi neM croseconds

The data type dateTi neM croseconds represents a tinme value in units
of m croseconds normalized to the GMI tinmezone. It MJST be encoded
in a 64-bit integer, according to the NTP format given in [RFC1305].

6. 1.10. dateTi neNanoseconds

The data type of dateTi neNanoseconds represents a tinme value in units
of nanoseconds normalized to the GMI tine zone. |t MJST be encoded
in a 64-bit integer, according to the NTP format given in [RFC1305].

6.2. Reduced Size Encoding of Integer and Fl oat Types

Information El enents containing integer, string, float, and
octetarray types in the informati on nodel MAY be encoded using fewer
octets than those inplied by their type in the information nodel
definition [RFC5102], based on the assunption that the smaller size
is sufficient to carry any val ue the Exporter may need to deliver.
Thi s reduces the network bandw dth requirenment between the Exporter
and the Collector. Note that the Information El enment definitions

[ RFC5102] will always define the maxi mum encodi ng si ze.

For instance, the information nodel [RFC5102] defines byteCount as an
unsi gned64 type, which would require 64 bits. However, if the
Exporter will never locally encounter the need to send a value |arger
than 4294967295, it may chose to send the value instead as an

unsi gned32. For exanple, a core router would require an unsi gned64
byt eCount, while an unsigned32 m ght be sufficient for an access
router.
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This behavior is indicated by the Exporter by specifying a type size
with a smaller length than that associated with the assigned type of
the Information Elenment. In the exanple above, the Exporter woul d
pl ace a length of 4 versus 8 in the Tenpl ate.

If reduced sizing is used, it MJST only be applied to the follow ng

i nt eger types: unsigned64, signed64, unsigned32, signhed32

unsi gnedl16, and signedl6. The signed versus unsigned property of the
reported value MJUST be preserved. The reduction in size can be to
any nunber of octets smaller than the original type if the data val ue
still fits, i.e., so that only |eading zeroes are dropped. For
exanpl e, an unsi gned64 can be reduced in size to 7, 6, 5, 4, 3, 2, or
1 octet(s).

Reduced si zing can al so be used to reduce float64 to float32. The
float32 not only has a reduced nunber range, but due to the smaller
manti ssa, is also | ess precise.

The reduced size encodi ng MUST NOT be applied to dateTi meM croseconds
or to dateTi neNanoseconds because these represent an inherent
structure that would be destroyed by using |l ess than the original
nunber of bytes.

7. Variable-Length Information El ement

The | PFI X Tenpl ate nmechanismis optimzed for fixed-Iength

I nformati on El enents [ RFC5102]. Where an Information El enent has a
variable | ength, the foll owi ng mechani sm MUST be used to carry the
length information for both the IETF and proprietary |Information

El ement s.

In the Tenplate Set, the Information Element Field Length is recorded
as 65535. This reserved length value notifies the Collecting Process
that Iength of the Infornmation Elenent will be carried in the

I nformati on El enent content itself.

In nost cases, the length of the Information Element will be |ess
than 255 octets. The follow ng | ength-encodi ng mechani sm optinizes
the overhead of carrying the Information El enment length in this
majority case. The length is carried in the octet before the
Information El enent, as shown in Figure R
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0 1 2 3
01234567890123456789012345678901
D s e S S e S T S I i i S S oy S S S S S s S S
| Length (< 255)]| I nformation El enent |
D s e S S e S T S I i i S S oy S S S S S s S S
| ... continuing as needed |
D s e S S e S T S I i i S S oy S S S S S s S S

Figure R Variable-Length Information El ement (length < 255 octets)

If the length of the Infornation Elenment is greater than or equal to
255 octets, the length is encoded into 3 octets before the
Information Elenent. The first octet is 255, and the length is
carried in the second and third octets, as shown in Figure S

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| 255 | Length (0 to 65535) | | E |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| ... continuing as needed |
il s T T S S S S S i N T i ST S S S S S e e L T 2

Figure S: Variable-Length Inforrmation El enent (length O to 65535
octets)

The octets carrying the length (either the first or the first three
octets) MUST NOT be included in the length of the Information
El erment .

8. Tenpl ate Managenent

This section describes Tenpl ate Managenment when usi ng SCTP and

PR- SCTP as the transport protocol. Any necessary changes to Tenpl ate
Managenent specifically related to TCP or UDP transport protocols are
specified in Section 10.

The Exporting Process assigns and maintains the Tenplate | Ds per SCTP
associ ation for the Exporter’s Observation Domains. A newy created
Tenpl ate Record is assigned an unused Tenplate ID by the Exporting
Process.

If a specific Information Elenment is required by a Tenplate, but is
not avail able in observed packets, the Exporting Process MAY choose
to export Flow Records without this Information Elenent in a Data
Record defined by a new Tenpl at e.
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If an Information Elenent is required nore than once in a Tenpl ate,
the different occurrences of this Infornation El ement SHOULD fol | ow
the logical order of their treatnents by the Metering Process. For
exanple, if a selected packet goes through two hash functions, and if
the two hash values are sent within a single Tenplate, the first
occurrence of the hash value should belong to the first hash function
in the Metering Process. For exanple, when exporting the two source
| P addresses of an IPv4 in | Pv4 packets, the first sourcel Pv4Address
I nformation El enent occurrence should be the | Pv4 address of the
outer header, while the second occurrence should be the inner header
one.

Tenpl ate Sets and Options Tenplate Sets may be sent on any SCTP
stream Tenplate Sets and Options Tenplate Sets MJST be sent
reliably, using SCTP-ordered delivery. As such, the Collecting
Process MUST store the Tenplate Record information for the duration
of the SCTP association so that it can interpret the corresponding
Data Records that are received in subsequent Data Sets.

The Exporting Process SHOULD transmt the Tenplate Set and Options
Tenpl ate Set in advance of any Data Sets that use that (Options)
Tenplate ID, to help ensure that the Collector has the Tenpl ate
Record before receiving the first Data Record. Data Records that
correspond to a Tenplate Record MAY appear in the sane and/or
subsequent | PFI X Message(s).

Different Cbservation Domains fromthe same SCTP associ ati on may use
the same Tenplate ID value to refer to different Tenpl ates.

The Tenpl ates that are not used anynore SHOULD be del eted. Before
reusing a Tenplate ID, the Tenplate MJST be deleted. In order to
del ete an allocated Tenplate, the Tenplate is wthdrawn through the
use of a Tenplate Wthdrawal Message.

The Tenpl ate Wthdrawal Message MJUST NOT be sent until sufficient
time has elapsed to allow the Collecting Process to receive and
process the |last Data Record using this Tenplate information. This
time MUST be configurable. A suitable default value is 5 seconds
after the |l ast Data Record has been sent.

The Tenplate ID froma w thdrawn Tenpl ate MJUST NOT be reused unti
sufficient tine has elapsed to allow for the Collecting Process to
recei ve and process the Tenplate Wthdrawal Message.

A Tenplate Wthdrawal Message is a Tenplate Record for that Tenplate

IDwith a Field Count of 0. The format of the Tenplate Wt hdrawal
Message is shown in Figure T.
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0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Set ID = (2 or 3) | Length = 16 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenplate ID N | Field Count = 0 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenplate ID ... | Field Count = 0 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenplate ID M | Field Count = 0 |

i T i i e S I ih s o S S ™
Figure T: Tenplate Wthdrawal Message For mat

The Set IDfield MJUST contain the value 2 for Tenplate Set Wt hdrawal
and the value 3 for Options Tenplate Set Wthdrawal. Miltiple

Templ ate IDs MAY be withdrawn with a single Tenplate Wt hdrawal
Message, in that case, paddi ng MAY be used.

The Tenplate Wthdrawal Message withdraws the Tenplate IDs for the
Qoservation Domain I D specified in the | PFl X Message Header.

The Tenpl ate Wthdrawal Message may be sent on any SCTP stream The
Tenpl ate Wt hdrawal Message MUST be sent reliably, using SCTP-ordered
delivery.

The Tenpl ate Wthdrawal Message MJUST NOT contain new Tenpl ate or
Options Tenpl at e Recor ds.

I f the neasurenent paraneters change such that a new Tenplate is
required, the Tenplate MJST be withdrawn (using a Tenplate Wt hdraw
Message and a new Tenpl ate definition) or an unused Tenplate | D MJST
be used. Exanples of the neasurenent changes are: a new sanpling
rate, a new Flow expiration process, a new filtering definition, etc.

When t he SCTP associ ation shuts down or the Exporting Process
restarts, all Tenplate assignnents are |lost and Tenplate | Ds MJST be
reassi gned.

If the Metering Process restarts, the Exporting Process MJST either
reuse the previously assigned Tenplate ID for each Tenplate, or it
MUST wi t hdraw the previously issued Tenplate | Ds by sending Tenpl ate
Wt hdraw Message(s) before reusing them

A Tenplate Wthdrawal Message to withdraw all Tenplates for the

Qobservation Domain I D specified in the | PFI X Message Header MAY be
used. Its format is shown in Figure U
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0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Set ID =2 | Length = 8 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenplate ID = 2 | Field Count = 0 |

il s T T S S S S S i N T i ST S S S S S e e L T 2
Figure U Al Data Tenplates Wthdrawal Message For mat

A Tenplate Wthdrawal Message to withdraw all Options Tenpl ates for
the Cbservation Domain |ID specified in the | PFl X Message Header NAY
be used. Its format is shown in Figure V.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Set ID =3 | Length = 8 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenplate ID = 3 | Field Count = 0 |

il s T T S S S S S i N T i ST S S S S S e e L T 2
Figure V: Al Options Tenplates Wthdrawal Message For mat

When t he SCTP association restarts, the Exporting Process MJST resend
all the Tenpl ate Records.

9. The Collecting Process’s Side

This section describes the Collecting Process when using SCTP and
PR- SCTP as the transport protocol. Any necessary changes to the
Col l ecting Process specifically related to TCP or UDP transport
protocols are specified in Section 10.

The Col | ecting Process SHOULD |isten for a new associ ati on request
fromthe Exporting Process. The Exporting Process will request a
nunber of streams to use for export. An Exporting Process MAY
request and support nore than one stream per SCTP associ ation.

If the Collecting Process receives a malfornmed | PFI X Message, it MJST
reset the SCTP association, discard the |IPFI X Message, and SHOULD | og
the error. Note that non-zero Set paddi ng does not constitute a

mal f or med | PFI X Message.

Tenpl ate Sets and Option Tenplate Sets are only sent once. The

Col l ecting Process MJST store the Tenplate Record infornmation for the
duration of the association so that it can interpret the

correspondi ng Data Records that are received in subsequent Data Sets.
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Tenpl ate I Ds are uni que per SCTP association and per Cbservation
Donmain. |If the Collecting Process receives a Tenplate that has

al ready been received but that has not previously been w thdrawn
(i.e., a Tenplate Record fromthe sane Exporter Cbservation Domai n
with the same Tenplate ID received on the SCTP associ ation), then the
Col l ecting Process MJST shut down the association.

When an SCTP association is closed, the Collecting Process MJST
di scard all Tenpl ates received over that association and stop
decodi ng | PFI X Messages that use those Tenpl ates.

The Coll ecting Process nornally receives Tenplate Records fromthe
Exporting Process before receiving Data Records. The Data Records
are then decoded and stored by the Collector. |If the Tenplate
Records have not been received at the tine Data Records are received,
the Col l ecting Process MAY store the Data Records for a short period
of time and decode them after the Tenpl ate Records are received. A
Col l ecting Process MJUST NOT assune that the Data Set and the

associ ated Tenplate Set (or Options Tenplate Set) are exported in the
sanme | PFI X Message.

The Coll ecting Process MJST note the Information El enent identifier
of any Information El enent that it does not understand and MAY
di scard that Information El enent fromthe Flow Record

The Col | ector MJST accept padding in Data Records and Tenpl ate
Records. The padding size is the Set Length nminus the size of the
Set Header (4 octets for the Set ID and the Set Length), nodulo the
Record size deduced fromthe Tenpl ate Record.

The | PFI X protocol has a Sequence Nunber field in the Export header
that increases with the nunber of |PFIX Data Records in the |IPFIX
Message. A Collector may detect out-of-sequence, dropped, or
duplicate |IPFI X Messages by tracking the Sequence Nunber. A
Col I ector SHOULD provide a | oggi ng mechani smfor tracking

out - of - sequence | PFI X Messages. Such out - of - sequence | PFI X Messages
may be due to Exporter resource exhaustion where it cannot transmt
nmessages at their creation rate, an Exporting Process reset,
congestion on the network |ink between the Exporter and Col | ector,
Col I ector resource exhaustion where it cannot process the |PFIX
Messages at their arrival rate, out-of-order packet reception
dupl i cate packet reception, or an attacker injecting false nmessages.

If a Collecting Process receives a Tenplate Wthdrawal Message, the
Col l ecting Process MJST del ete the correspondi ng Tenpl ate Records
associated with the specific SCTP association and specific
Qbservati on Donmi n, and stop decodi ng | PFI X Messages that use the
Wi t hdrawn Tenpl at es.
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If the Collecting Process receives a Tenplate Wthdraw nessage for a
Tenpl ate Record it has not received before on this SCTP associ ati on,
it MJUST reset the SCTP associ ation, discard the |IPFI X Message, and
SHOULD |l og the error as it does for malformed | PFI X Messages.

A Col lecting Process that receives | PFI X Messages from severa
Cbservati on Donmi ns on the sane Transport Session MJST be aware that
t he uni queness of the Tenplate IDis not guaranteed across
bservati on Donai ns.

The Col | ector MJST support the use of Tenplates containing rmultiple
occurrences of the sinmilar Information El enments.

10. Transport Protocol

The | PFI X Protocol Specification has been designed to be transport
protocol independent. Note that the Exporter can export to rultiple
Col l ecting Processes using independent transport protocols.

The | PFI X Message Header 16-bit Length field limts the |l ength of an
| PFI X Message to 65535 octets, including the header. A Collecting
Process MUST be able to handle | PFI X Message | engths of up to 65535
octets.

10.1. Transport Conpliance and Transport Usage

W need to differentiate between what nust be inplenented (so that
operators can interoperably deploy conpliant inplenentations from
di fferent vendors) and what should or could be used in various
operational environnments. W nust al so nmake sure that ALL

i npl erentati ons can operate in a congestion-aware and
congesti on- avoi dance node.

SCTP [ RFC4960] using the PR-SCTP extension specified in [ RFC3758]
MUST be inplenented by all conpliant inplenentations. UDP [UDP] MAY
al so be inplenented by conpliant inplenmentations. TCP [TCP] MAY al so
be i npl enented by conpliant inplenentations.

PR- SCTP SHOULD be used in depl oynents where Exporters and Col |l ectors
are communi cating over links that are susceptible to congestion
PR- SCTP i s capabl e of providing any required degree of reliability.

TCP MAY be used in deploynments where Exporters and Col |l ectors
conmuni cate over links that are susceptible to congestion, but
PR-SCTP is preferred due to its ability to linit back pressure on
Exporters and its nmessage versus stream orientation
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10.

10.

10.

10.

UDP MAY be used, although it is not a congestion-aware protocol
However, the IPFI X traffic between Exporter and Collector MJST run in
an environnment where IPFI X traffic has been provisioned for, or is
cont ai ned t hrough sone other neans.

2. SCTP

This section describes how | PFl X can be transported over SCTP
[ RFC4960] using the PR-SCTP [ RFC3758] extension

2.1. Congestion Avoi dance

The SCTP transport protocol provides the required | evel of congestion
avoi dance by design

SCTP will detect congestion in the end-to-end path between the | PFIX
Exporting Process and the I PFI X Collecting Process, and linit the
transfer rate accordingly. Wen an |IPFl X Exporting Process has
records to export, but detects that transmi ssion by SCIP is
tenporarily inpossible, it can either wait until sending is possible
again, or it can decide to drop the record. |In the latter case, the
dropped export data MJST be accounted for, so that the anount of
dropped export data can be reported.

2.2. Reliability

The SCTP transport protocol is by default reliable, but has the
capability to deliver nessages with partial reliability [RFC3758].

Using reliable SCTP nessages for the IPFI X export is not in itself a
guarantee that all Data Records will be delivered. |If there is
congestion on the link fromthe Exporting Process to the Collecting
Process, or if a significant nunber of retransm ssions are required,
t he send queues on the Exporting Process may fill up; the Exporting
Process MAY either suspend, export, or discard the |IPFI X Messages.

If Data Records are discarded the | PFI X Sequence Nunbers used for
export MUST reflect the | oss of data.

2.3. MU

SCTP provides the required | PFI X Message fragnmentati on service based
on path MrIU di scovery.
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10.

10.

10.

10.

2.4. Exporting Process
2.4.1. Association Establishment

The | PFI X Exporting Process SHOULD initiate an SCTP association with
the I PFI X Collecting Process. By default, the Collecting Process
listens for connections on SCTP port 4739. By default, the

Coll ecting Process listens for secure connections on SCTP port 4740
(refer to the Security Considerations section). By default, the
Exporting Process tries to connect to one of these ports. |t MJST be
possible to configure both the Exporting and Coll ecting Processes to
use a different SCTP port.

The Exporting Process MAY establish nore than one association
(connection "bundle" in SCTP terninology) to the Collecting Process.

An Exporting Process MAY support nore than one active association to
different Collecting Processes (including the case of different
Col  ecting Processes on the same host).

2.4.2. Associ ati on Shut down

When an Exporting Process is shut down, it SHOULD shut down the SCTP
associ ati on.

When a Col l ecting Process no |longer wants to receive | PFI X Messages,
it SHOULD shut down its end of the association. The Collecting
Process SHOULD continue to receive and process |PFI X Messages unti |
the Exporting Process has closed its end of the association

When a Col l ecting Process detects that the SCTP associ ati on has been
abnormally ternminated, it MJST continue to listen for a new
associ ati on establishnent.

When an Exporting Process detects that the SCTP association to the
Collecting Process is abnornmally ternminated, it SHOULD try to
re-establish the association.

Associ ation timeouts SHOULD be confi gurabl e.

2.4.3. Stream

An Exporting Process MAY request nore than one SCTP stream per

associ ation. Each of these streans may be used for the transm ssion

of I PFI X Messages containing Data Sets, Tenplate Sets, and/or Options
Tenpl ate Sets.
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10.

10.

10.

10.

10.

Dependi ng on the requirenments of the application, the Exporting
Process may send Data Sets with full or partial reliability, using
ordered or out-of-order delivery, over any SCTP stream establi shed
during SCTP Associ ati on setup

An | PFI X Exporting Process MAY use any PR-SCTP Service Definition as
per Section 4 of the PR-SCTP [ RFC3758] specification when using
partial reliability to transmit |PFI X Messages containing only Data
Set s.

However, Exporting Processes SHOULD nark such | PFI X Messages for
retransm ssion for as long as resource or other constraints all ow.

2.4.4. Tenpl ate Managenent

When the transport protocol is SCTP, the default Tenpl ate Managenent
described in Section 8 is used.

2.5. Collecting Process

When the transport protocol is SCTP, the default Collector processing
described in Section 9 is used.

2. 6. Fai | over

If the Collecting Process does not acknow edge the attenpt by the
Exporting Process to establish an association, the Exporting Process
shoul d retry using the SCTP exponential backoff feature. The
Exporter MAY log an alarmif the time to establish the association
exceeds a specified threshold, configurable on the Exporter.

If Collecting Process failover is supported by the Exporting Process,
a second SCTP associ ati on MAY be opened i n advance.

3. UDP
This section describes how | PFl X can be transported over UDP [ UDP].
3.1. Congestion Avoi dance

UDP has no integral congestion-avoi dance nechanism |ts use over
congestion-sensitive network paths is therefore not reconmended. UDP
MAY be used in deploynents where Exporters and Coll ectors al ways
comuni cate over dedicated Iinks that are not susceptible to
congestion, i.e., over provisioned |inks conpared to the maxi num
export rate fromthe Exporters.
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10.

10.

10.

3.2. Reliability

UDP is not a reliable transport protocol, and cannot guarantee
delivery of nessages. |PFIX Messages sent fromthe Exporting Process
to the Collecting Process using UDP may therefore be lost. UDP MJST
NOT be used unless the application can tolerate sonme |oss of |PFIX
Messages.

The Col | ecting Process SHOULD deduce the | oss and reordering of |PFIX
Data Records by looking at the discontinuities in the | PFI X Sequence
Nunber. In the case of UDP, the |PFI X Sequence Number contains the
total number of |IPFIX Data Records sent for the UDP Transport Session
prior to the receipt of this IPFI X Message, nodulo 2732. A Collector
SHOULD det ect out - of - sequence, dropped, or duplicate |IPFI X Messages
by tracking the Sequence Nunber. Tenplates sent fromthe Exporting
Process to the Collecting Process using UDP as a transport MJST be
re-sent at regular intervals, in case previous copies were | ost.

3.3. MU

The maxi mum si ze of exported nmessages MJST be configured such that
the total packet size does not exceed the path MIU. |If the path MIu
i s unknown, a maxi mum packet size of 512 octets SHOULD be used.

3.4. Port Nunbers

By default, the Collecting Process |istens on the UDP port 4739. By
default, the Collecting Process listens for secure connections on UDP
port 4740 (refer to the "Security Considerations" section). By
default, the Exporting Process tries to connect to one of these
ports. It MJST be possible to configure both the Exporting and

Col l ecting Processes to use a different UDP port.

3.5. Exporting Process

The Exporting Process MAY duplicate the | PFI X Message to the severa
Col l ecting Processes.

3.6. Tenpl at e Managenent

When | PFI X uses UDP as the transport protocol, Tenplate Sets and
Option Tenplate Sets MJST be re-sent at regular intervals. The
frequency of the (Options) Tenplate transm ssion MJST be
configurable. The default value for the frequency of the (Options)
Tenpl ate transmission is 10 m nutes. The Exporting Process SHOULD
transnit the Tenplate Set and Options Tenplate Set in advance of any
Data Sets that use that (Options) Tenplate ID to help ensure that the
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10.

Col l ector has the Tenplate Record before receiving the first Data
Record.

In the event of configuration changes, the Exporting Process SHOULD
send nmultiple copies of the new Tenplate definitions, in different

| PFI X Messages, at an accelerated rate. In such a case, it SHOULD
transnit the changed Tenpl ate Record(s) and Options Tenpl ate
Record(s), without any data, in advance to help ensure that the
Col l ector will have the correct Tenplate information before receiving
the first data.

If the Option Tenplate scope is defined in another Tenplate, then
both Tenpl ates SHOULD be sent in the sanme | PFI X Message. For
exanple, if a Flow Key Option Tenplate (see Section 4.4) is sent in
an Option Tenplate, then the associ ated Tenpl ate SHOULD be sent in
t he sanme | PFI X Message.

Fol | owi ng a configuration change that can nodify the interpretation
of the Data Records (for exanple, a sanpling rate change) a new
Tenpl ate I D MJST be used, and the old Tenplate ID MJST NOT be reused
until its lifetime (see Section 10.3.7) has expired.

If UDP is selected as the transport protocol, the Tenplate Wthdraw
Messages MJST NOT be used, as this method is inefficient due to the
unreliable nature of UDP

3.7. Collecting Process

The Col | ecting Process MJST associate a lifetime with each Tenpl ate
(or another definition of an identifier considered unique within the
Transport Session) received via UDP. Tenplates (and sinilar
definitions) not refreshed by the Exporting Process within the
lifetinme are expired at the Collecting Process. |If the Tenplate (or
other definition) is not refreshed before that lifetine has expired,
the Col l ecting Process MJUST discard that definition and any current
and future associated Data Records. |In which case, an al arm MJST be
| ogged. The Coll ecting Process MJUST NOT decode any further Data
Records that are associated with the expired Tenplate. |If a Tenplate
is refreshed with a Tenplate Record that differs fromthe previously
recei ved Tenpl ate Record, the Collecting Process SHOULD | og a war ni ng
and replace the previously received Tenplate Record with the new one.
The Tenplate lifetime at the Collecting Process MUST be at |east 3

ti mes higher than the Tenplate refresh tineout configured on the
Exporting Process.

Tenpl ate I Ds are uni que per UDP session and per Observation Domain.
At any given tine, the Collecting Process SHOULD nai ntain the
following for all the current Tenplate Records and Options Tenpl ate
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Records: <IPFI X Device, Exporter source UDP port, Observation Domain
I D, Tenplate ID, Tenplate Definition, Last Received>.

The Col | ecting Process SHOULD accept Data Records wi thout the

associ ated Tenpl ate Record (or other definitions) required to decode
the Data Record. |If the Tenplate Records (or other definitions such
as Common Properties) have not been received at the tine Data Records
are received, the Collecting Process SHOULD store the Data Records
for a short period of tine and decode them after the Tenpl ate Records
(or other definitions) are received. The short period of tine MJST
be lower than the lifetime of definitions associated with identifiers
consi dered unique within the UDP session

If the Collecting Process receives a malfornmed | PFI X Message, it MJST
di scard the | PFI X Message and SHOULD | og the error.

3. 8. Fai | over

Because UDP is not a connection-oriented protocol, the Exporting
Process is unable to deternmine fromthe transport protocol that the
Collecting Process is no |longer able to receive the | PFI X Messages.
Therefore, it cannot invoke a failover nechanism However, the
Exporting Process MAY duplicate the | PFI X Message to severa

Col l ecting Processes.

4. TCP

This section describes how | PFl X can be transported over TCP [ TCP]
4.1. Connection Managenent

4.1.1. Connection Establishnent

The | PFI X Exporting Process initiates a TCP connection to the

Col l ecting Process. By default, the Collecting Process listens for
connections on TCP port 4739. By default, the Collecting Process
listens for secure connections on TCP port 4740 (refer to the
Security Considerations section). By default, the Exporting Process
tries to connect to one of these ports. It MJST be possible to
configure both the Exporting Process and the Collecting Process to
use a different TCP port.

An Exporting Process MAY support nore than one active connection to
different Collecting Processes (including the case of different
Col  ecting Processes on the sanme host).

The Exporter MAY log an alarmif the tine to establish the connection
exceeds a specified threshold, configurable on the Exporter.
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10.4.1.2. G aceful Connection Rel ease

When an Exporting Process is shut down, it SHOULD shut down the TCP
connecti on.

When a Col l ecting Process no |longer wants to receive | PFlI X Messages,
it SHOULD close its end of the connection. The Collecting Process
SHOULD continue to read | PFI X Messages until the Exporting Process
has closed its end.

10.4.1.3. Restarting Interrupted Connecti ons

When a Col l ecting Process detects that the TCP connection to the
Exporting Process has term nated abnormally, it MJST continue to
listen for a new connection

When an Exporting Process detects that the TCP connection to the

Coll ecting Process has terminated abnormally, it SHOULD try to
re-establish the connection. Connection timeouts and retry schedul es
SHOULD be configurable. In the default configuration, an Exporting
Process MJUST NOT attenpt to establish a connection nore frequently
than once per minute.

10. 4. 1. 4. Fai | over

If the Collecting Process does not acknow edge the attenpt by the
Exporting Process to establish a connection, it will retry using the
TCP exponenti al backoff feature.

If Collecting Process failover is supported by the Exporting Process,
a second TCP connection MAY be opened in advance.

10.4.2. Data Transni ssi on

Once a TCP connection is established, the Exporting Process starts
sendi ng | PFl X Messages to the Coll ecting Process.

10.4.2.1. | PFI X Message Encodi ng

| PFI X Messages are sent over the TCP connection w thout any special
encoding. The Length field in the | PFlI X Message Header defines the
end of each I PFI X Message and thus the start of the next |PFIX
Message. This neans that |PFI X Messages cannot be interleaved.

In the case of TCP, the |IPFI X Sequence Nunber contains the tota
nunber of | PFIX Data Records sent fromthis TCP connection, fromthe
current Qobservation Donmain by the Exporting Process, prior to the
recei pt of this IPFI X Message, nodul o 2732.
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10.

I f an Exporting Process exports data frommultiple Cbservation
Dormai ns, it should be careful to choose |PFI X Message | engths
appropriately to mninze head-of-1ine bl ocking between different
(bservation Donains. Miltiple TCP connections MAY be used to avoid
head-of -1 i ne between different Cbservation Domai ns.

4.2.2. Tenpl ate Managenent

For each Tenplate, the Exporting Process MJST send the Tenpl ate
Record before exporting Data Records that refer to that Tenpl ate.

Tenpl ate I Ds are uni que per TCP connection and per Cbservation
Donmain. A Collecting Process MIST record all Tenplate and Options
Tenpl ate Records for the duration of the connection, as an Exporting
Process is not required to re-export Tenpl ate Records.

When the TCP connection restarts, the Exporting Process MJST resend
all the Tenpl ate Records.

When a TCP connection is closed, the Collecting Process MJST di scard
all Tenpl ates received over that connection and stop decodi ng | PFlI X
Messages that use those Tenpl at es.

The Tenpl ates that are not used anynore SHOULD be deleted. Before
reusing a Tenplate ID, the Tenplate MJST be deleted. In order to
del ete an allocated Tenplate, the Tenplate is wthdrawn through the
use of a Tenplate Wthdrawal Message over the TCP connecti on.

If the Collecting Process receives a malfornmed | PFI X Message, it MJST
reset the TCP connection, discard the | PFI X Message, and SHOULD | og
the error.

4.2.3. Congestion Handling and Reliability

TCP ensures reliable delivery of data fromthe Exporting Process to
the Collecting Process. TCP also controls the rate at which data can
be sent fromthe Exporting Process to the Collecting Process, using a
mechani smthat takes into account both congestion in the network and
the capabilities of the receiver

Therefore, an | PFI X Exporting Process may not be able to send | PFI X
Messages at the rate that the Metering Process generates it, either
because of congestion in the network or because the Collecting
Process cannot handl e | PFI X Messages fast enough. As long as
congestion is transient, the Exporting Process can buffer |PFIX
Messages for transmission. But such buffering is necessarily
limted, both because of resource limtations and because of
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timeliness requirenents, so ongoi ng and/or severe congestion may | ead
to a situation where the Exporting Process is bl ocked.

When an Exporting Process has Data Records to export but the
transm ssion buffer is full, and it wants to avoid blocking, it can
decide to drop sone Data Records. The dropped Data Records MJST be
accounted for, so that the amount can | ater be exported.

When an Exporting Process finds that the rate at which records shoul d
be exported is consistently higher than the rate at which TCP sendi ng
permits, it should provide back pressure to the Metering Processes.
The Metering Process could then adapt by tenporarily reducing the
anount of data it generates, for exanple, using sanpling or

aggr egati on.

10.4.3. Collecting Process

The Coll ecting Process SHOULD |isten for a new TCP connection from
the Exporting Process.

If the Collecting Process receives a malfornmed | PFI X Message, it MJST
reset the TCP connection, discard the |IPFI X Message, and SHOULD | og
the error. Note that non-zero Set paddi ng does not constitute a
mal f or med | PFI X Message.

Tenpl ate Sets and Option Tenplate Sets are only sent once. The
Col l ecting Process MJST store the Tenplate Record infornation for the
duration of the connection so that it can interpret the correspondi ng
Data Records that are received in subsequent Data Sets.

Tenpl ate I Ds are uni que per TCP connection and per Cbservation
Donmain. |If the Collecting Process receives a Tenplate that has

al ready been received but that has not previously been w thdrawn
(i.e., a Tenplate Record fromthe sane Exporter Cbservation Domai n
with the same Tenplate ID received on the TCP connection), then the
Col l ecting Process MJST shut down the connection

When a TCP connection is closed, the Collecting Process MJST di scard
all Tenpl ates received over that connection and stop decodi ng | PFlI X
Messages that use those Tenpl at es.

If a Collecting Process receives a Tenplate Wthdrawal Message, the
Col l ecting Process MJST del ete the correspondi ng Tenpl ate Records
associated with the specific TCP connection and specific Observation
Donai n, and stop decodi ng | PFI X Messages that use the withdrawn
Tenpl at es.
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If the Collecting Process receives a Tenplate Wthdrawal Message for
a Tenplate Record it has not received before on this TCP connection
it MJUST reset the TCP association, discard the |IPFI X Message, and
SHOULD |l og the error as it does for malformed | PFI X Messages.

Security Considerations

The security considerations for the | PFI X protocol have been derived
froman analysis of potential security threats, as discussed in the
"Security Considerations" section of |PFIX requirenents [ RFC3917].
The requirenents for IPFI X security are as foll ows:

1. IPFI X nust provide a nmechanismto ensure the confidentiality of
| PFI X data transferred froman Exporting Process to a Collecting
Process, in order to prevent disclosure of Flow Records
transported via | PFI X

2. I PFI X nmust provide a mechanismto ensure the integrity of |IPFIX
data transferred froman Exporting Process to a Collecting
Process, in order to prevent the injection of incorrect data or
control information (e.g., Tenplates) into an | PFI X Message
stream

3. I PFI X nust provide a nmechanismto authenticate |PFIX Collecting
and Exporting Processes, to prevent the collection of data from an
unaut hori zed Exporting Process or the export of data to an
unaut hori zed Col |l ecting Process.

Because | PFI X can be used to collect information for network
forensics and billing purposes, attacks designed to confuse, disable,
or take information froman |PFI X collection systemnay be seen as a
prime objective during a sophisticated network attack

An attacker in a position to inject fal se nmessages into an | PFI X
Message stream can either affect the application using |IPFl X (by
fal sifying data), or the IPFI X Collecting Process itself (by

nodi fyi ng or revoking Tenpl ates, or changing options); for this
reason, |PFIX Message integrity is inportant.

The | PFI X Messages thensel ves may al so contain information of val ue
to an attacker, including information about the configuration of the
network as well as end-user traffic and payl oad data, so care nust be
taken to confine their visibility to authorized users. Wen an

I nformation El enent containing end-user payload information is
exported, it SHOULD be transmitted to the Collecting Process using a
means that secures its contents agai nst eavesdroppi ng. Suitable
nmechani sns i nclude the use of either a direct point-to-point
connection or the use of an encryption nechanism It is the
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responsibility of the Collecting Process to provide a satisfactory
degree of security for this collected data, including, if necessary,
anonym zati on of any reported data.

1. Applicability of TLS and DTLS

Transport Layer Security (TLS) [RFC4346] and Dat agram Transport Layer
Security (DTLS) [ RFC4347] were designed to provide the
confidentiality, integrity, and authentication assurances required by
the | PFI X protocol, without the need for pre-shared keys.

Wth the nandatory SCTP and PR-SCTP transport protocols for |PFIX,
DTLS [ RFC4347] MUST be inplenented. |If UDP is selected as the |IPFI X
transport protocol, DTLS [RFC4347] MJST be inplenmented. |If TCP is
sel ected as the I PFI X transport protocol, TLS [RFC4346] MUST be

i npl enent ed.

Note that DTLS is selected as the security nechani smfor SCTP and

PR- SCTP. Though TLS bindings to SCTP are defined in [RFC3436], they
require all conmunication to be over reliable, bidirectional streans,
and require one TLS connection per stream This arrangenent is not
conpatible with the rational e behind the choice of SCTP as an | PFI X
transport protocol.

Not e that using DTLS [ RFC4347] has a vulnerability, i.e., a true man
inthe middle my attenpt to take data out of an association and fool
the sender into thinking that the data was actually received by the
peer. In generic TLS for SCTP (and/or TCP), this is not possible.
This neans that the renoval of a nmessage nay becone hidden fromthe
sender or receiver. Another vulnerability of using PR-SCTP with DTLS
is that soneone could inject SCTP control information to shut down
the SCTP association, effectively generating a |oss of |PFI X Messages
if those are buffered outside of the SCTP association. 1In the
future, techniques such as [dtls-for-sctp] could be used to overcone
these vul nerabiliti es.

When using DTLS over SCTP, the Exporting Process MJST ensure that
each | PFI X Message is sent over the same SCTP stream that woul d be
used when sending the sanme | PFI X Message directly over SCTP. Note
that DTLS may send its own control nessages on streamO with ful
reliability; however, this will not interfere with the processing of
stream O | PFI X Messages at the Collecting Process, because DTLS
consunes its own control nessages before passing | PFl X Messages up to
the application |ayer.
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2. Usage

The | PFI X Exporting Process initiates the communi cation to the |IPFI X
Col l ecting Process, and acts as a TLS or DTLS client according to

[ RFC4346] and [ RFC4347], while the IPFI X Collecting Process acts as a
TLS or DTLS server. The DTLS client opens a secure connection on the
SCTP port 4740 of the DITLS server if SCTP or PR-SCTP is selected as

the transport protocol. The TLS client opens a secure connection on
the TCP port 4740 of the TLS server if TCP is selected as the
transport protocol. The DTLS client opens a secure connection on the

UDP port 4740 of the DTLS server if UDP is selected as the transport
pr ot ocol .

3. Authentication

| PFI X Exporting Processes and | PFI X Collecting Processes are
identified by the fully qualified domain nane of the interface on
whi ch | PFI X Messages are sent or received, for purposes of X 509
client and server certificates as in [ RFC3280].

To prevent man-in-the-mddle attacks from i npostor Exporting or

Col  ecting Processes, the acceptance of data from an unauthori zed
Exporting Process, or the export of data to an unauthori zed
Col l ecting Process, strong nutual authentication via asymetric keys
MUST be used for both TLS and DTLS. Each of the I PFI X Exporting and
Col l ecting Processes MJST verify the identity of its peer against its
aut hori zed certificates, and MJIST verify that the peer’s certificate
mat ches its fully qualified domain nanme, or, in the case of SCTP, the
fully qualified domain name of one of its endpoints.

The fully qualified domain nanme used to identify an | PFI X Coll ecting
Process or Exporting Process may be stored either in a subjectAltNane
extensi on of type dNSName, or in the nost specific Cormmon Nane field
of the Subject field of the X 509 certificate. |If both are present,

t he subj ect Al t Nanme extension is given preference.

Internationalized donmain nanmes (IDN) in either the subjectAltNane
extensi on of type dNSName or the nobst specific Common Nane field of
the Subject field of the X 509 certificate MJST be encoded using
Punycode [ RFC3492] as described in Section 4 of [RFC3490],
"Conversion QOperations”

4. Protection agai nst DoS Attacks

An attacker may nmount a denial -of -service (DoS) attack agai nst an

| PFI X col l ection systemeither directly, by sending | arge anounts of
traffic to a Collecting Process, or indirectly, by generating |arge
anounts of traffic to be nmeasured by a Metering Process.
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Direct denial -of-service attacks can al so invol ve state exhaustion,
whet her at the transport layer (e.g., by creating a |l arge nunber of
pendi ng connections), or within the I PFI X Collecting Process itself
(e.g., by sending Flow Records pending Tenplate or scope information
a large amount of Options Tenplate Records, etc.).

SCTP mandat es a cooki e- exchange mechani sm desi gned to defend agai nst
SCTP st ate exhaustion denial -of-service attacks. Simlarly, TCP
provi des the "SYN cookie" mechanismto mitigate state exhaustion; SYN
cooki es SHOULD be used by any Coll ecting Process accepting TCP
connections. DTLS al so provi des cooki e exchange to protect agai nst
DTLS server state exhaustion

The reader should note that there is no way to prevent fake |IPFIX
Message processing (and state creation) for UDP & SCTP commruni cati on
The use of TLS and DTLS can obvi ously prevent the creation of fake
states, but they are thenselves prone to state exhaustion attacks.
Therefore, Collector rate limting SHOULD be used to protect TLS &
DTLS (like limting the nunber of new TLS or DTLS session per second
to a sensi bl e nunber).

| PFI X state exhaustion attacks can be mitigated by limting the rate
at whi ch new connections or associations will be opened by the
Col l ecting Process, the rate at which I PFl X Messages will be accepted
by the Collecting Process, and adaptively liniting the amount of
state kept, particularly records waiting on Tenplates. These rate
and state linits MAY be provided by a Collecting Process; if

provided, the limts SHOULD be user configurable.

Additionally, an IPFI X Collecting Process can elimnate the risk of
state exhaustion attacks fromuntrusted nodes by requiring TLS or
DTLS mutual aut hentication, causing the Collecting Process to accept
| PFI X Messages only fromtrusted sources.

Wth respect to indirect denial of service, the behavior of |PFIX
under overload conditions depends on the transport protocol in use.
For | PFI X over TCP, TCP congestion control would cause the flow of

| PFI X Messages to back off and eventually stall, blinding the |IPFIX
system PR-SCTP i nproves upon this situation sonewhat, as sone |PFI X
Messages woul d continue to be received by the Collecting Process due
to the avoi dance of head-of-1ine blocking by SCTP s nultiple streans
and partial reliability features, possibly affording sonme visibility
of the attack. The situation is simlar with UDP, as sone dat agrans
may continue to be received at the Collecting Process, effectively
appl ying sanpling to the I PFI X Message stream inplying that some
forensics may be |eft.
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To nmininize | PFl X Message | oss under overload conditions, sone
mechani smfor service differentiation could be used to prioritize

| PFI X traffic over other traffic on the same |link. Alternatively,

| PFI X Messages can be transported over a dedicated network. In this
case, care nust be taken to ensure that the dedi cated network can
handl e the expected peak | PFI X Message traffic.

11.5. Wien DILS or TLS I's Not an Option

The use of DITLS or TLS might not be possible in sone cases due to
performance i ssues or other operational concerns.

Wt hout TLS or DTLS nutual authentication, |PFIX Exporting Processes
and Col | ecting Processes can fall back on using | P source addresses
to authenticate their peers. A policy of allocating Exporting
Process and Col I ecting Process | P addresses from specified address
ranges, and using ingress filtering to prevent spoofing, can inprove
t he useful ness of this approach. Again, conpletely segregating |PFIX
traffic on a dedicated network, where possible, can inprove security
even further. |In any case, the use of open Collecting Processes
(those that will accept |PFI X Messages from any Exporting Process
regardl ess of I P address or identity) is discouraged.

Modern TCP and SCTP i npl enentations are resistant to blind insertion
attacks (see [RFC1948], [RFC4960]); however, UDP offers no such
protection. For this reason, |PFIX Message traffic transported via
UDP and not secured via DTLS SHOULD be protected via segregation to a
dedi cat ed net wor k.

11.6. Logging an |IPFI X Attack

| PFI X Col | ecting Processes MJST detect potential |PFIX Message
insertion or loss conditions by tracking the | PFlI X Sequence Number,
and SHOULD provide a | ogging mechani smfor reporting out-of-sequence
messages. Note that an attacker may be able to exploit the handling
of out-of -sequence nessages at the Collecting Process, so care should
be taken in handling these conditions. For exanple, a Collecting
Process that sinply resets the expected Sequence Nunber upon receipt
of a later Sequence Nunber could be tenporarily blinded by deliberate
injection of |ater Sequence Numbers.

| PFI X Exporting and Coll ecting Processes SHOULD | og any connection
attenpt that fails due to authentication failure, whether due to
bei ng presented an unaut hori zed or m snmatched certificate during TLS
or DTLS mutual authentication, or due to a connection attenpt from an
unaut hori zed I P address when TLS or DILS is not in use.
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| PFI X Exporting and Coll ecting Processes SHOULD detect and | og any
SCTP associ ation reset or TCP connection reset.

7. Securing the Collector

The security of the Collector and its inplenentation is inportant to
achi eve overall security. However, it is outside the scope of this
docunent .

| ANA Consi der ati ons

| PFI X Messages use two fields with assigned values. These are the

| PFI X Version Nunmber, indicating which version of the |IPFI X Protocol
was used to export an | PFI X Message, and the I PFI X Set ID, indicating
the type for each set of information within an | PFI X Message.

The | PFI X Versi on Nunber value of 10 is reserved for the | PFI X
protocol specified in this docunent. Set ID values of 0 and 1 are
not used for historical reasons [RFC3954]. The Set ID value of 2 is
reserved for the Tenplate Set. The Set ID value of 3 is reserved for
the Option Tenplate Set. All other Set ID values from4 to 255 are
reserved for future use. Set |ID values above 255 are used for Data
Set s.

New assi gnments in either |IPFIX Version Nunber or IPFIX Set ID
assignnments require a Standards Action [ RFC2434], i.e., they are to
be made via Standards Track RFCs approved by the | ESG
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Appendi x A. | PFI X Encodi ng Exanpl es

Thi s appendi x, which is a not a normative reference, contains |PFIX
encodi ng exanpl es.

Let’'s consider the exanple of an | PFl X Message conposed of a Tenpl ate
Set, a Data Set (which contains three Data Records), an Options

Tenpl ate Set and a Data Set (which contains 2 Data Records related to
the previous Options Tenpl ate Record).

| PFI X Message:

S o m o m o e e e e e e ememaoaoo-

| I SR TS +

| Message | | Tenplate | | Data |

| Header | | Set | | Set

| | | (1 Tenplate) | | (3 Data Records) |

| I SR TS +

S o m o m o e e e e e e ememaoaoo-
___________________________________________ +
Fom e e e e e oo o SR TS + |
| Options | | Data | |
| Tenpl ate Set | | Set | |
| (1 Tenpl ate) | | (2 Data Records) | |
Fom e e e e e oo o SR TS + |
___________________________________________ +

A. 1. Message Header Exanple

The Message Header is conposed of:

0 1 2 3
01234567890123456789012345678901
i T i i e S I ih s o S S ™
| Ver si on = 0x000a | Length = 152 |
i T i i e S I ih s o S S ™
| Export Tine |
i T i i e S I ih s o S S ™
| Sequence Number |
i T i i e S I ih s o S S ™
| Observation Domain | D |
i T i i e S I ih s o S S ™
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A. 2. Tenplate Set Exanples

A.2.1. Tenplate Set Using | ETF-Specified Information El ements

W want to report the followi ng Information El enents:

- The 1 Pv4 source | P address: sourcel Pv4Address in [ RFC5102],
with a length of 4 octets

- The I Pv4 destination |P address: destinationl Pv4Address in
[ RFC5102], with a length of 4 octets

- The next-hop | P address (1Pv4): ipNextHopl Pv4Address in
[ RFC5102], with a length of 4 octets

- The nunmber of packets of the Flow inPacketDeltaCount in
[ RFC5102], with a length of 4 octets

- The nunber of octets of the Flow inCctetDeltaCount in
[ RFC5102], with a length of 4 octets

Therefore, the Tenplate Set will be conposed of the foll ow ng:

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Set ID=2 | Length = 28 octets |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenpl ate | D 256 | Field Count = 5 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O] sour cel Pv4Address = 8 | Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O] destinationlPv4Address = 12 | Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O] ipNextHopl Pv4Address = 15 | Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O i nPacket Del t aCount = 2 | Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O i nCctetDeltaCount = 1 | Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2

A 2.2. Tenplate Set Using Enterprise-Specific Information El ements
W want to report the followi ng Information El enents:

- The 1 Pv4 source | P address: sourcel Pv4Address in [RFC5102], with a
I ength of 4 octets
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The | Pv4 destination |IP address: destinationl Pv4Address in
[ RFC5102], with a length of 4 octets

information, with a type of 15 and a length of 4

with a length of 4 octets

The nunber of octets of the Flow inCctetDeltaCount in [RFC5102],
with a length of 4 octets

Therefore, the Tenplate Set will be conposed of the foll ow ng:

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Set ID=2 | Length = 32 octets |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenpl ate | D 257 | Field Count = 5 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O sour cel Pv4Address = 8 | Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O] destinationlPv4dAddress = 12 | Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| 1] I'nformation Elenment 1d. = 15| Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Enterpri se nunber |
il s T T S S S S S i N T i ST S S S S S e e L T 2

| O i nPacket Del t aCount = 2 | Field Length = 4 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O i nCctetDel taCount = 1 | Field Length = 4 |

T S i S i S e T 2 S S i I S S
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A. 3. Data Set Exanple

In this exanple, we report the follow ng three Fl ow Records:

Src IP addr. | Dst IP addr. | Next Hop addr. | Packet | Cctets
| | | Nunber | Nunber

192.0.2.12 | 192.0.2.254 | 192.0.2.1 | 5009 | 5344385

192.0. 2. 27 | 192.0.2.23 | 192.0.2.2 | 748 | 388934

192.0.2.56 | 192.0.2.65 | 192.0.2.3 | 5 | 6534

0 1 2 3

01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Set ID = 256 | Length = 64 |
T o i T S o T s T S e e i S S i St S S S
| 192.0.2.12 |
T o i T S o T s T S e e i S S i St S S S
| 192. 0. 2. 254 |
T o i T S o T s T S e e i S S i St S S S
| 192.0.2.1 |
T o i T S o T s T S e e i S S i St S S S
| 5009 |
T o i T S o T s T S e e i S S i St S S S
| 5344385 |
T o i T S o T s T S e e i S S i St S S S
| 192.0. 2. 27 |
T o i T S o T s T S e e i S S i St S S S
| 192.0.2.23 |
T o i T S o T s T S e e i S S i St S S S
| 192.0.2.2 |
T o i T S o T s T S e e i S S i St S S S
| 748 |
T o i T S o T s T S e e i S S i St S S S
| 388934 |
T o i T S o T s T S e e i S S i St S S S
| 192.0.2.56 |
T o i T S o T s T S e e i S S i St S S S
| 192.0.2. 65 |
T o i T S o T s T S e e i S S i St S S S
| 192.0.2.3 |
T o i T S o T s T S e e i S S i St S S S
I 5 I
T o i T S o T s T S e e i S S i St S S S
| 6534 |
T o i T S o T s T S e e i S S i St S S S

Note that padding is not necessary in this exanple.
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A 4. Options Tenpl ate Set Exanpl es
A 4.1. Options Tenplate Set Using | ETF-Specified Information El enents

Per line card (the router being conposed of two line cards), we want
to report the following Information El enents:

- Total nunber of |PFIX Messages: exportedPacket Count [ RFC5102], with
a length of 2 octets

- Total nunber of exported Flows: exportedFl owCount [RFC5102], with a
I ength of 2 octets

The line card, which is represented by the lineCardld |Information
El ement [ RFC5102], is used as the Scope Field.

Therefore, the Options Tenplate Set will be:

0 1 2 3
01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Set ID =3 | Length = 24 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Tenpl ate | D 258 | Field Count = 3 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
Scope Field Count =1 | O] lineCardld = 141 |
i i S I S I i S S S S il s ot i S
Scope 1 Field Length = 4 | 0] exportedPacket Count = 41 |
i i S I S I i S S S S il s ot i S
Field Length = 2 | O export edFl owCount = 42
T i i S I iy s ST Y S Y S S S S
Field Length = 2 | Paddi ng

I
+-
I
+-
I
+-
I
T T T e S S T T o S S S T A S S S N i o

I
+
I
+
A 4.2. Options Tenplate Set Using Enterprise-Specific Information

El enent s

Per line card (the router being conposed of two line cards), we want
to report the followi ng Information El enents:

- Total nunber of |PFI X Messages: exportedPacket Count [ RFC5102],
with a length of 2 octets

- An enterprise-specific nunber of exported Flows, with a type of
42 and a length of 4 octets

The line card, which is represented by the lineCardld |Information
El ement [ RFC5102], is used as the Scope Field.
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The fornmat of the OQptions Tenplate Set is as follows:

0

1 2 3

01234567890123456789012345678901
T S T T S e T S T S S S il A SH S SIS

Set ID=3 | Length = 28 |

T T T S i S S S St e T w T i S i S

Tenpl ate I D 259 | Field Count = 3 |

T T T S i i S S St e I T T S i

I
+-
I
+-
I
+-+
I
+-

+

Scope Field Count =1 | O] lineCardld = 141 |

T S S T T T S S T it S S S S S S

Scope 1 Field Length = 4 | 0] exportedPacket Count = 41 |

T S T T I T S S i S I S S S S A

Field Length = 2 | 1] Inforrmation Element Id. = 42 |

B S T i S I o s ik a i i S S o S e

Field Length = 4 | Ent er pri se nunber .

B S T i S I o s ik a i i S S o S e
Ent er pri se nunber | Paddi ng

T S S T S i T St e I (I e ST S S i &

A 4. 3.

Options Tenplate Set Using an Enterprise-Specific Scope

In this exanple, we want to export the sane information as in the
exanple in Section A 4.1:

Total number of | PFI X Messages: exportedPacket Count [RFC5102],
with a length of 2 octets

Total number of exported Flows: exportedFl owCount [ RFC5102],
with a length of 2 octets

But this tinme, the information pertains to a proprietary scope,
identified by enterprise-specific Information El ement nunber 123.
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The format of the Options Tenplate Set is now as foll ows:

0 1 2 3
01234567890123456789012345678901
T S T T S e T S T S S S il A SH S SIS

| Set ID=3 | Length = 28 |
T S T T s T T o S T o s st s U S S Y I o S S
| Tenpl ate I D 260 | Field Count = 3 |
T i T R s s I T sl S ST Y S Y S S T S
| Scope Field Count =1 | 1| Scope 1 Infor. El. Id. = 123

T i T R s s I T sl S ST Y S Y S S T S
| Scope 1 Field Length = 4 | Ent erpri se Nunber ..
T S T T s T T o S T o s st s U S S Y I o S S
.. Ent er pri se Nunber | 0] exportedPacket Count = 41 |
T S T T s T T o S T o s st s U S S Y I o S S
| Field Length = 2 | O] export edFl owCount = 42 |
T S T T s T T o S T o s st s U S S Y I o S S

| Field Length = 2 Paddi ng |
T ST e e T T i S O i S ST M S S S S

A 4.4, Data Set Using an Enterprise-Specific Scope

In this exanple, we report the followi ng two Data Records:

Line Card ID | I'PFI X Message | Exported Fl ow Records
Line Card 1 (lineCardld=1) | 345 | 10201

Line Card 2 (lineCardld=2) | 690 | 20402

0 1 2 3

01234567890123456789012345678901
T o i T S o T s T S e e i S S i St S S S
| Set ID = 260 | Length = 20 |
T o i T S o T s T S e e i S S i St S S S
I 1 I
T o i T S o T s T S e e i S S i St S S S
| 345 | 10201 |
T o i T S o T s T S e e i S S i St S S S
I 2 I
T o i T S o T s T S e e i S S i St S S S
I 690 | 20402 |
T o i T S o T s T S e e i S S i St S S S
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A.5. Variable-Length Information El emrent Exanpl es

A.5.1. Exanple of Variable-Length Information El enment with Length
Inferior to 255 Cctets

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| 5 | 5 octet Information El enent |
il s T T S S S S S i N T i ST S S S S S e e L T 2

T T i S S S SRS

A.5.2. Exanple of Variable-Length Information El enent with Length 255
to 65535 Cctets

0 1 2 3

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| 255 | 1000 | lE ... |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| 1000 octet Information El enent |
il s T T S S S S S i N T i ST S S S S S e e L T 2

T I T i o ST S S S I mi s o S S S S
| ... |IE
T T i T S S I T i S =
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