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Abstract
This meno conpl enents the list of nmulticast infrastructure security
threat anal ysis docunents by describing Protocol |ndependent
Mul ticast (PIM threats specific to router interfaces connecting
host s.
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1. Introduction

There has been sone anal ysis of the security threats to the nulticast
routing infrastructures [ RFC4609], sonme work on inpl enmenting
confidentiality, integrity, and authorization in the multicast

payl oad [ RFC3740], and al so sonme anal ysis of security threats in
Internet Group Managenent Protocol/Milticast Listener Discovery

(1 Gw/ MLD) [ DALEY- MAGWA], but no comprehensive analysis of security
threats to PIMat the host-connecting (typically "Local Area

Net wor k") 1inks.

We define these PIMhost threats to include:

0 Nodes using PIMto attack or deny service to hosts on the same
l'ink,

0 Nodes using PIMto attack or deny service to valid nulticast
routers on the link, or

0 Nodes using PIM (Register nessages) to bypass the controls of
nmul ticast routers on the |ink

The attacking node is typically a host or a host acting as an
illegitimate router.

A node originating nulticast data can disturb existing receivers of
the group on the sanme link, but this issue is not PIMspecific so it
is out of scope. Subverting legitimate routers is out of scope.
Security inplications on nulticast routing infrastructure are
described in [ RFC4609] .

Thi s docunment anal yzes the PIM host-interface vulnerabilities,
formul ates a few specific threats, proposes sonme potential ways to
nmtigate these problens, and anal yzes how wel | those nethods
acconplish fixing the issues.

It is assunmed that the reader is fanmliar with the basic concepts of
Pl M

Anal ysis of PIM DM [RFC3973] is out of scope of this document.
2. Host-Interface PIM Vulnerabilities
This section briefly describes the main attacks agai nst host-

interface PIMsignaling, before we get to the actual threats and
mtigation methods in the next sections.
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The attacki ng node may be either a malicious host or an illegitimte
router.

2.1. Nodes May Send Illegitinate PIM Regi ster Messages

Pl M Regi st er nessages are sent unicast, and contain encapsul at ed
mul ti cast data packets. Malicious hosts or routers could also send
Regi ster nessages thenselves, for exanple, to get around rate-limts
or tointerfere with foreign Rendezvous Points (RPs), as described in
[ RFC4609] .

The Regi ster nessage can be targeted to any | P address, whether in or
out of the local PIMdomain. The source address may be spoofed,

unl ess spoofing has been prevented [ RFC3704], to create arbitrary
state at the RPs.

2.2. Nodes May Becone Illegitinate PIM Neighbors

When PI M has been enabled on a router’s host interface, any node can
al so becone a PI M nei ghbor using PIMHell o nessages. Having becone a
PI M nei ghbor in this way, the node is able to send other PIM nessages
to the router and nmay use those nessages to attack the router.

2.3. Routers May Accept PIM Messages from Non- Nei ghbors

The PI M SM ( Sparse Mdde) specification reconmends that Pl M nessages
ot her than Hell os should not be accepted, except fromvalid Pl M

nei ghbors. The Bidirectional-PIM (BIDIR-PIM specification specifies
t hat packets from non-nei ghbors "SHOULD NOT" be accepted; see Section
5.2 of [RFC5015]. However, the specification does not nmandate this,
so sone inplenmentations may be susceptible to attack from Pl M
nmessages sent by non- nei ghbors.

2.4, An lllegitimte Node May Be Elected as the PIMDR or DF

2.4.1. PIM SM Designated Router Election
In PIMSM the Designated Router (DR) on a Local Area Network (LAN)
is responsi ble for Register-encapsul ating data from new sources on
the LAN, and for generating Pl M Join/Prune nessages on behal f of
group menbers on the LAN.
A node that can becone a PI M nei ghbor can al so cause itself to be

el ected DR, whether or not the DR Priority option is being used in
PI M Hel | o nessages on the LAN.
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2.4.2. BID R PIMDesignated Forwarder Election

In BIDIR PIM[RFC5015], a Designated Forwarder (DF) is elected per
link. The DF is responsible for forwarding data downstreamonto the
link, and also for forwarding data fromits |ink upstream

A node that can becone a BID R-PI M neighbor (this is just like
beconi ng a PI M nei ghbor, except that the PIM Hell o nessages mnust

i nclude the Bidirectional Capable PIMHello option) can cause itself
to be elected DF by sending DF Ofer nessages with a better netric
than its neighbors.

There are also sone other BIDIR-PIM attacks related to DF el ecti on,
i ncl udi ng spoofing DF Offer and DF Wnner nessages (e.g., using a
legitinate router’s | P address), making all but the inpersonated
router believe that router is the DF. Al so, an attacker m ght
prevent the DF election fromconverging by sending an infinite
sequence of DF O fer nessages.

For further discussion of BIDDR PIMthreats, we refer to the Security
Consi derations section in [RFC5015].

2.5. A Node May Becone an Illegitimate PI M Asserted Forwarder

Wth a PIM Assert nessage, a router can be elected to be in charge of
forwarding all traffic for a particular (S, G or (*,G onto the LAN
Thi s overrides DR behavi or

The specification says that Assert nessages should only be accepted
from known PI M nei ghbors, and "SHOULD' be di scarded ot herw se. So,
ei ther the node nust be able to spoof an I P address of a current

nei ghbor, forma PI M adjacency first, or count on these checks being
di sabl ed.

The Assert Tiner, by default, is 3 mnutes; the state nust be
refreshed or it will be renoved automatically.

As noted before, it is also possible to spoof an Assert (e.g., using
a legitimate router’s I P address) to cause a tenporary disruption on
t he LAN.

2.6. BID R PIMDoes Not Use RPF Check

PI M protocols do not perform Reverse Path Forwardi ng (RPF) check on
the shared tree (e.g., in PPMSMfromthe RP to | ocal receivers). On
the other hand, RPF check is perforned, e.g., on stub host

interfaces. Because all forwarding in BIDIR-PIMis based on the
shared tree principle, it does not use RPF check to verify that the
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f orwar ded packets are being received froma "topologically correct”
direction. This has two i medi ately obvious inplications:

1. A node may maintain a forwarding loop until the Time to Live
(TTL) runs out by passing packets frominterface Ato B. This is
not believed to cause significant newrisk as with a sinilar ease
such a node could generate original packets that woul d | oop back
to its other interface.

2. A node may spoof source |P addresses in nulticast packets it
sends. Oher PIMprotocols drop such packets when performing the
RPF check. BID R-PIMaccepts such packets, allow ng easier
Deni al - of - Servi ce (DoS) attacks on the multicast delivery tree
and meking the attacker |ess traceabl e.

3. On-Link Threats

The previous section described sone PIMvulnerabilities; this section
gi ves an overview of the nore concrete threats exploiting those
vul nerabiliti es.

3. 1. Deni al -of -Service Attack on the Link

The easiest attack is to deny the nulticast service on the link

This could nean either not forwarding all (or parts of) nulticast
traffic fromupstreamonto the link, or not registering or forwarding
upstreamthe nmulticast transm ssions originated on the link

These attacks can be done in nmultiple ways: the nost typical one
woul d be becom ng the DR through becom ng a neighbor with Hello
nmessages and winning the DR election. After that, one could, for
exanpl e:

0 Not send any PI M Join/Prune nessages based on the | GW reports, or
0 Not forward or register any sourced packets.

Sendi ng PI M Prune nessages nmay al so be an effective attack vector
even if the attacking node is not elected DR, since PIMPrune
nmessages are accepted from downstreaminterfaces even if the router
is not a DR

An alternative nechanismis to send a PIM Assert nessage, spoofed to
cone froma valid PIM neighbor or non-spoofed if a PI M adjacency has
al ready been forned. For the particular (S,G or (*, G fromthe
Assert nessage, this creates the same result as getting elected as a
DR Wth BIDR-PIM simlar attacks can be done by beconing the DF
or by preventing the DF el ection from converging.
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3.2. Denial-of-Service Attack on the Qutside

It is also possible to perform Denial -of-Service attacks on nodes
beyond the link, especially in environments where a nulticast router
and/or a DR is considered to be a trusted node.

In particular, if DRs performsone formof rate-limting, for
exanpl e, on new Joi n/ Prune nessages, becom ng a DR and sendi ng those
nmessages yourself allows one to subvert these restrictions;
therefore, rate-linmting functions need to be deployed at nultiple

| ayers, as described in [ RFC4609].

In addition, any host can send PIM Regi ster nessages on their own, to
whi chever RP it wants; further, if unicast RPF (Reverse Path
Forwar di ng) mechani snms [ RFC3704] have not been applied, the packet
may be spoofed. This can be done to get around rate-limts, and/or
to attack renote RPs, and/or to interfere with the integrity of an
ASM group. This attack is also described in [ RFC4609].

Al so, BIDI R PIMdoes not prevent nodes fromusing topologically
i ncorrect addresses (source address spoofing) naking such an attack
nore difficult to trace.

3.3. Confidentiality, Integrity, or Authorization Violations

Contrary to unicast, any node is able to legitimately receive al

mul ticast transmission on the link by just adjusting the appropriate
link-layer multicast filters. Confidentiality (if needed) nust be
obt ai ned by cryptography.

If a node can becone a DR, it is able to violate the integrity of any
data streans sent by sources on the LAN, by nodifying (possibly in
subtl e, unnoticeable ways) the packets sent by the sources before
Regi st er - encapsul ati ng them

If a node can forma PIM nei ghbor adjacency or spoof the |IP address
of a current neighbor, then if it has external connectivity by sone
ot her means other than the LAN, the node is able to violate the
integrity of any data streans sent by external sources onto the LAN.
It would do this by sending an appropriate Assert nessage onto the
LAN to prevent the genuine PIMrouters forwarding the valid data,
obtaining the nulticast traffic via its other connection, and

nodi fyi ng those data packets before forwarding themonto the LAN

In either of the above two cases, the node could operate as norma
for sonme traffic, while violating integrity for sone other traffic.
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A nore el aborate attack is on authorization. There are sonme very
questionabl e nodel s [ HAYASHI ] where the current nulticast
architecture is used to provide paid nulticast service, and where the
aut hori zati on/authentication is added to the group nanagenent
protocols such as |GW. Needless to say, if a host would be able to
act as a router, it mght be possible to performall kinds of

attacks: subscribe to nulticast service without using IGW (i.e.

wi t hout having to pay for it), deny the service for the others on the
sane link, etc. 1In short, to be able to ensure authorization, a
better architecture should be used instead (e.g., [RFC3740]).

4. Mtigation Methods

This section lists some ways to mtigate the vulnerabilities and
threats listed in previous sections.

4. 1. Passi ve Mbde for PIM

The current PIM specification seens to mandate running the PIMHello
protocol on all PlIMenabled interfaces. Most inplenentations require
PIMto be enabled on an interface in order to send Pl M Regi ster
nmessages for data sent by sources on that interface or to do any

ot her PI M processi ng.

As described in [RFC4609], running full PIM wth Hello nessages and
all, is unnecessary for those stub networks for which only one router
is providing nmulticast service. Therefore, such inplenentations
shoul d provide an option to specify that the interface is "passive"
with regard to PIM no PIM packets are sent or processed (if

recei ved), but hosts can still send and receive nulticast on that

i nterface.

4.2. Use of IPsec anong PI M Routers

| nstead of passive node, or when nultiple PIMrouters exist on a
single link, one could al so use |IPsec to secure the PIM nessaging, to
prevent anyone from subverting it. The actual procedures have been
described in [ RFC4601] and [ LI NKLOCAL].

However, it is worth noting that setting up |Psec Security

Associ ations (SAs) manual ly can be a very tedious process, and the
routers night not even support |Psec; further automatic key
negotiati on nmay not be feasible in these scenarios either. A Goup
Donain of Interpretation (G)A) [RFC3547] server night be able to
mtigate this negotiation
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4.3. |IP Filtering PI M Messages

To elimnate both the unicast and multicast PIM nessages, in simlar
scenari os to those for which PIM passive node is applicable, it mght
be possible to block I P protocol 103 (all PIM nessages) in an input
access list. This is nore effective than PI M passive node, as this
al so bl ocks Regi ster nessages.

This is also acceptable when there is nore than one PIMrouter on the
link if IPsec is used (because the access-list processing sees the
valid PI M nmessages as | Psec AH ESP packets). 1In this case, unicast
Regi ster nmessages nmust al so be protected with | Psec or the routing

t opol ogy nust be such that the link is never used to originate, or
transit uni cast Regi ster nessages.

When nmultiple routers exist on a link, IPsec is not required if it is
possible to prevent hosts from sending Pl M nessages at the Ethernet
switch (or equivalent) host ports. This could be acconplished in at

| east two ways:

1. Use IP access lists on the stub routers to allow Pl M nessages
fromthe valid neighbor I P addresses only, and inplenent |IP
spoofing prevention at the Ethernet-swi tch-port |evel using
proprietary mechani sns, or

2. Filter out all PIMnessages at configured host ports on Ethernet
swi tches instead of doing it on the routers.

The main benefit of this approach is that multiple stub routers can
still conmmunicate through the LAN without |Psec but hosts are not
able to disturb the PIMprotocol. The drawback is that Ethernet
switches need to inplenent nmuch finer-grained IP layer filtering, and
t he operational requirenments of carefully maintaining these filters
coul d be significant.

4.4. Summary of Vulnerabilities and Mtigation Methods

This section summarizes the vulnerabilities, and how well the
mtigation methods are able to cope with them
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Summary of vulnerabilities and mitigations:

e o e e e e ooo- - SR S +
| Sec | Vulnerability | One stub router | >1 stub routers

| | | PASV|IPsec|Filt | PASV|IPsec|Filt
e o e e e e ooo- - F--- - - F--- - - F--- - - e +--- - - +--- - - +
| 2.1 | Hosts Registering | N | N | Y | N | N | Ysw|
e o e e e e ooo- - F--- - - F--- - - F--- - - e +--- - - +--- - - +
| 2.2 | Invalid Neighbor | Y | Y | Y | * | Y | Ysw
e o e e e e ooo- - F--- - - F--- - - F--- - - e +--- - - +--- - - +
| 2.3 | Adjacency Not Reqd | Y | Y | Y | * | Y | Ysw
e o e e e e ooo- - F--- - - F--- - - F--- - - e +--- - - +--- - - +
| 2.4 | Invalid DR /DF | Y | Y | Y | * | Y | Ysw
e o e e e e ooo- - F--- - - F--- - - F--- - - e +--- - - +--- - - +
| 2.5 | Invalid Forwarder | Y | Y | Y | * | Y | Ysw
e o e e e e ooo- - F--- - - F--- - - F--- - - e +--- - - +--- - - +
| 2.6 | No RPF Check (BIDR)| x | x | x | x | x | x
e o e e e e ooo- - F--- - - F--- - - F--- - - e +--- - - +--- - - +

Figure 1

"*" nmeans Yes if IPsec is used in addition; No otherw se.

"Ysw' nmeans Yes if IPsec is used in addition or IP filtering is done
on Ethernet switches on all host ports; No otherw se.

"N+" nmeans that the use of |Psec between the on-link routers does not
protect fromthis; |IPsec would have to be used at RPs.

x" means that, with BIDDR-PIM |P access lists or RPF nechani sns
need to be applied in stub interfaces to prevent originating packets
with topologically incorrect source addresses. This needs to be done
in addition to any other chosen approach

To sunmarize, |IP protocol filtering for all PIM nessages appears to
be the nost conplete solution when coupled with the use of |Psec
between the real stub routers when there are nore than one of them
However, IPsec is not required if PIMnessage filtering or a certain
ki nd of I P spoofing prevention is applied on all the host ports on

Et hernet switches. |f hosts performing registering is not considered
a serious problem |P protocol filtering and passive-node PIM seemto
be equival ent approaches. Additionally, if BIDR-PIMis used,
ingress filtering will need to be applied in stub interfaces to
mul ti cast packets, as well as unicast, to prevent hosts using wong
sour ce addresses.
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