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Status of This Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

A single physical link can have nmultiple prefixes assigned to it. In
that environnment, end hosts mght have nultiple I P addresses and be
required to use themselectively. RFC 3484 defines default source
and destination address selection rules and is inplenmented in a
variety of OSs. But, it has been too difficult to use operationally

for several reasons. |In sone environments where nultiple prefixes
are assigned on a single physical link, the host using the default
address selection rules will experience sonme trouble in

comuni cation. This docunent describes the possible problens that
end hosts could encounter in an environnent with nmultiple prefixes.
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1. Introduction
In IPv6, a single physical Iink can have nultiple prefixes assigned
toit. In such cases, an end host may have multiple | P addresses
assigned to an interface on that link. |In the IPv4-1Pv6 dual -stack

environnent or in a site connected to both a Unique Local Address
(ULA) [RFC4193] and gl obally routable networks, an end host typically
has multiple | P addresses. These are exanples of the networks that
we focus on in this docunment. |In such an environnent, an end host
may encounter sonme conmuni cation troubl es.

| nappropriate source address selection at the end host causes
unexpected asynmetric routing, filtering by a router, or discarding
of packets because there is no route to the host.

Considering a nulti-prefix environnent, destination address sel ection
is also inportant for correct or better conmunication establishnent.

RFC 3484 [ RFC3484] defines default source and destination address
selection algorithnse and is inplenented in a variety of OSs. But, it
has been too difficult to use operationally for several reasons, such
as | ack of an autoconfiguration nmethod. There are sonme problemtic
cases where the hosts using the default address selection rules
encount er conmuni cati on troubl es.

Thi s docunent describes the possibilities of incorrect address
sel ection that |lead to droppi ng packets and conmunication failure.
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1.1. Scope of This Document

As ot her mechani snms al ready exist, the nulti-hom ng techniques for
achi evi ng redundancy are basically out of our scope.

We focus on an end-site network environnment and unmanaged hosts in
such an environnment. This is because address sel ection behavior at
these kinds of hosts is difficult to manipulate, owing to the users
| ack of know edge, hosts’ |ocation, or massiveness of the hosts.

The scope of this docunent is to sort out problematic cases rel ated
to address selection. It includes problens that can be solved in the
framewor k of RFC 3484 and problens that cannot. For the latter, RFC
3484 mght be nodified to neet their needs, or another address

sel ection solution nmight be necessary. For the former, an additional
mechanismthat mitigates the operational difficulty mght be
necessary.

Thi s docunent al so includes sinple solution analysis for each

probl ematic case. This analysis basically just focuses on whether or
not the case can be solved in the framework of RFC 3484. |If not,
some possible solutions are described. Even if a case can be sol ved
in the franework of RFC 3484, as nentioned above, it does not
necessarily mean that there is no operational difficulty. For
exanple, in the environment stated above, it is not a feasible
solution to configure each host’'s policy table by hand. So, for such
a solution, the difficulty of configuration is yet another conmmon

pr obl em

Mat sunot o, et al. I nf or mat i onal [ Page 3]



RFC 5220 Address Sel ection PS July 2008

Pr obl em St at ement
Sour ce Address Sel ection

.1. Miltiple Routers on a Single Interface

| | nt er net |
I
2001: db8: 1000::/36 | | 2001: db8: 8000::/36
F- - - -+ +-F--- -+
| ISPL | | 1SP2 |
F- - - -+ +-F--- -+
I I
2001: db8: 1000: : : /48 | | 2001: db8: 8000: :/48
e e
| Routerl | | Router2 |
S S Fot oo -m - - +
I I
2001: db8: 1000: 1:: /64 | | 2001: db8: 8000: 1::/64
I I
----- i ST

I
+-+----+ 2001: db8: 1000: 1:: 100
| Host | 2001: db8:8000:1::100

Figure 1

General |y speaking, there is no interaction between next-hop

determ nati on and address selection. |In this example, when a host
starts a new connection and sends a packet via Routerl, the host does
not necessarily choose address 2001: db8: 1000: 1:: 100 gi ven by Routerl
as the source address. This causes the sanme problem as described in
t he next section, "Ingress Filtering Problent.

Sol uti on anal ysi s:
As this case depends on next-hop selection, controlling the
address sel ection behavior at the Host al one doesn’t solve the
entire problem One possible solution for this case is adopting
sour ce- addr ess-based routing at Routerl and Router2. Another
solution may be using static routing at Routerl, Router2, and the
Host, and using the corresponding static address sel ection policy
at the Host.
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2.1.2. Ingress Filtering Problem

| | nt er net |
I I
2001: db8: 1000::/36 | | 2001: db8: 8000::/36
F- - - -+ F-F--- -+
| ISPL | | 1SP2 |
F- - - -+ F-F--- -+
I
2001: db8: 1000:::/48 | | 2001: db8: 8000::/48
I IR ++
| Router |
R

| 2001: db8:1000:1::/64
| 2001: db8:8000:1::/64

+-+----+ 2001: db8: 1000: 1:: 100
| Host | 2001: db8:8000:1::100

Fi gure 2

When a relatively small site, which we call a "customer network", is
attached to two upstream | SPs, each | SP del egates a network address
bl ock, which is usually /48, and a host has nultiple | Pv6 addresses.

When t he source address of an outgoing packet is not the one that is
del egated by an upstream ISP, there is a possibility that the packet
will be dropped at the ISP by its ingress filter. |Ingress filtering
i s becomng nore popular anong ISPs to nmitigate the damage of

deni al - of - servi ce (DoS) attacks.

In this exanple, when the router chooses the default route to | SP2
and the host chooses 2001: db8:1000: 1:: 100 as the source address for
packets sent to a host (2001: db8:2000::1) sonewhere on the Internet,
t he packets may be dropped at | SP2 because of ingress filtering.

Sol uti on anal ysi s:
One possible solution for this case is adopting source-address-
based routing at the Router. Another solution may be using static
routing at the Router, and using the correspondi ng static address
sel ection policy at the Host.
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2.1.3. Half-d osed Network Problem

You can see a second typical source address selection problemin a
mul ti-honed site with global half-closed connectivity, as shown in
the figure below. In this case, Host-Ais in a nulti-honed network
and has two | Pv6 addresses, one del egated from each of the upstream
| SPs. Note that 1SP2 is a closed network and does not have
connectivity to the Internet.

| Host-C | 2001:db8:a000::1
+o-m - +- -+

| Internet | | Host-B | 2001: db8:8000::1

I I
2001: db8: 1000: / 36 | | 2001: db8: 8000::/36
S +- - - -+t

| ISPL | | 1SP2 | (O osed Network/VPN tunnel)
F- - - -+ F-F--- -+

2001: db8: 1000: /48 | | 2001: db8: 8000::/48

| Router |

R
| 2001: db8:1000:1::/64
| 2001: db8:8000:1::/64

______ .
I
R + 2001: db8: 1000: 1:: 100
| Host-A | 2001:db8:8000:1::100
S +

Fi gure 3

You do not need two physical network connections here. The
connection fromthe Router to I SP2 can be a logical |ink over ISPl
and the Internet.

When Host-A starts the connection to Host-B in | SP2, the source
address of a packet that has been sent will be the one del egated from
I SP2 (that is, 2001:db8:8000: 1::100) because of rule 8 (I ongest

mat chi ng prefix) in RFC 3484.

Host-C is | ocated sonmewhere on the Internet and has | Pv6 address

2001: db8: a000:: 1. Wen Host-A sends a packet to Host-C, the | ongest
mat chi ng al gorithm chooses 2001: db8: 8000: 1:: 100 for the source
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address. In this case, the packet goes through |ISP1 and may be
filtered by ISP1's ingress filter. Even if the packet is not
filtered by 1SP1, a return packet from Host-C cannot possibly be
delivered to Host-A because the return packet is destined for 2001

db8: 8000: 1:: 100, which is closed fromthe |Internet.

The inmportant point is that each host chooses a correct source
address for a given destination address. To solve this kind of
net wor k- pol i cy- based address selection problem it is likely that
delivering additional information to a node provides a better

solution than using algorithnms that are | ocal to the node.

Sol uti on anal ysi s:

Thi s problem can be solved in the RFC 3484 framework. For
exanpl e, configuring sone address selection policies into Host-A's

RFC 3484 policy table can solve this problem

4. Conbi ned Use of d obal and ULA

S
| ISP |
S

I
2001: db8: a: : /48

e
| Router |
S +- +
| 2001: db8: a: 100::/64
fdo1: 2: 3: 200: / 64 | | fdO1:2:3:100:/64
----- +- - +- B
I I
fdo1: 2: 3: 200: : 101 | | 2001: db8: a: 100: : 100
A s +-+----+ fd01: 2: 3: 100: : 100
| Printer | | Host |
S + Fo-m oo - +
Figure 4

As RFC 4864 [ RFC4864] describes, using a ULA nay be beneficial in
some scenarios. |If the ULAis used for internal comuni cation

packets with the ULA need to be filtered at the Router
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2.

1.

This case does not presently create an address sel ection problem
because of the dissimlarity between the ULA and the gl obal unicast
address. The |l ongest matching rule of RFC 3484 chooses the correct
address for both intra-site and extra-site conmmrunication.

In the future, however, there is a possibility that the | ongest
matching rule will not be able to choose the correct address anynore.
That is the nonment when the assignnent of those gl obal unicast
addresses starts, where the first bit is 1. In RFC 4291 [ RFC4291],

al nost all address spaces of |1Pv6, including those whose first bit is
1, are assigned as gl obal unicast addresses.

Nanely, when we start to assign a part of the address bl ock 8000::/1
as the gl obal unicast address and that part is used sonewhere in the
Internet, the |ongest matching rule ceases to function properly for
the people trying to connect to the servers with those addresses.

For exampl e, when the destination host has an | Pv6 address 8000::1,
and the originating host has 2001: db8: a: 100: : 100 and
fdol: 2: 3: 100:: 100, the source address will be fd01l:2:3:100:: 100,
because the | ongest matching bit length is 0 for 2001: db8: a: 100:: 100
and 1 for fdO1:2:3:100::100, respectively.

Sol uti on anal ysi s:
This problem can be solved in the RFC 3484 framework. For
exanpl e, configuring sone address selection policies into the
Host’s RFC 3484 policy table can solve this problem Another
solution is to nodify RFC 3484 and define ULA's scope snaller than
t he gl obal scope.

5. Site Renunbering

RFC 4192 [ RFC4192] describes a recommended procedure for renunbering
a network fromone prefix to another. An autoconfigured address has
alifetime, so by stopping advertisenent of the old prefix, the

aut oconfigured address is eventual ly invalidated.

However, invalidating the old prefix takes a long tine. You cannot
stop routing to the old prefix as long as the old prefix is not
renoved fromthe host. This can be a tough issue for |SP network
adm ni strators.

There is a technique of advertising the prefix with the preferred
lifetinme zero; however, RFC 4862 [ RFC4862], Section 5.5.4, does not
absolutely prohibit the use of a deprecated address for a new

out goi ng connection due to lintations on the capabilities of
appl i cati ons.
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2.

2.

1.

1.

| Router |

R
| 2001:db8:b::/64 (new
| 2001:db8:a::/64 (ol d)

+--+---+ 2001: db8: b::100 (new)
| Host | 2001: db8:a::100 (ol d)

Figure 5

Sol uti on anal ysi s:
This problemcan be mtigated in the RFC 3484 framework. For
exanpl e, configuring sone address selection policies into the
Host’s RFC 3484 policy table can solve this problem

6. Milticast Source Address Sel ection

This case is an exanple of site-local or global unicast
prioritization. Wen you send a nulticast packet across site
borders, the source address of the nmulticast packet should be a

gl obal ly routabl e address. The |ongest matching al gorithm however,
selects a ULAif the sending host has both a ULA and a G obal Unicast
Addr ess.

Sol uti on anal ysi s:
This problem can be solved in the RFC 3484 framework. For
exanpl e, configuring sone address selection policies into the
sendi ng host’s RFC 3484 policy table can solve this problem

7. Tenporary Address Sel ection

RFC 3041 [ RFC3041] defines a Tenporary Address. The usage of a
Tenporary Address has both pros and cons. It is good for view ng web
pages or communi cating with the general public, but it is bad for a
servi ce that uses address-based authentication and for | ogging

pur poses.

If you could turn the tenporary address on and off, that would be
better. If you could switch its usage per service (destination
address), that would al so be better. The sane situation can be found
when using an HA (home address) and a CoA (care-of address) in a
Mobil e 1 Pv6 [ RFC3775] networKk.
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2.

2.

2.

2.

Section 6 ("Future Wrk") of RFC 3041 di scusses that an APl extension
m ght be necessary to achieve a better address sel ecti on nechani sm
with finer granularity.

Sol uti on anal ysi s:
Thi s probl em cannot be solved in the RFC 3484 framework. A
possible solution is to make applications to select desirable
addresses by using the I Pv6 Socket API for Source Address
Sel ection defined in RFC 5014 [ RFC5014].

Destinati on Address Sel ection
1. IPv4d or IPv6 Prioritization
The default policy table gives |IPv6 addresses hi gher precedence than
| Pv4 addresses. There seemto be nmany cases, however, where network

adm ni strators want to control the address selection policy of end
hosts so that it is the other way around.
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2.

2.

| Tunnel |
| Service |
do o e -
| | |
| | |
::::::::::q

| =
| I'nternet || |
:::::::::::ll::
I | |
192.0.2.0/ 24 | |
+- - - -+ |
| 1SP | | |
+- - - -+ |
o I
| Pv4 (Native) | || I'Pv6 (Tunnel)
192.0.2.0/ 26 | |
e +4+- +
| Router |
S
| 2001:db8:a:1::/64
| 192.0.2.0/28
I
______ .

+-+----4+ 2001: db8: a: 1::100
| Host | 192.0.2.2

Figure 6

In the figure above, a site has native |IPv4 and tunnel ed | Pv6
connectivity. Therefore, the admnistrator may want to set a higher
priority for using IPv4 than for using | Pv6 because the quality of
the tunnel network seens to be worse than that of the native
transport.

Sol uti on anal ysi s:
Thi s problem can be solved in the RFC 3484 framework. For
exanpl e, configuring sone address selection policies into the
Host’s RFC 3484 policy table can solve this problem

2. ULA and | Pv4 Dual - St ack Envi r onnent

This is a special formof IPv4 and IPv6 prioritization. Wen an
enterprise has | Pv4 Internet connectivity but does not yet have | Pv6
Internet connectivity, and the enterprise wants to provide site-|ocal
| Pv6 connectivity, a ULA is the best choice for site-local |Pv6
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2.

connectivity. Each enpl oyee host will have both an | Pv4 gl obal or
private address and a ULA. Here, when this host tries to connect to
Host-B that has registered both A and AAAA records in the DNS, the
host will choose AAAA as the destination address and the ULA for the

source address. This will clearly result in a connection failure.
S, +
| Host-B | AAAA = 2001:db8::80
+o--- - +--+ A = 192.0.2.1
I
| Internet |

| no IPv6 connectivity

R
| Router |
R

I
| fdO1:2:3::/48 (ULA)
| 192.0.2.128/25

| Router |

R
| fdO1:2:3:4::/64 (ULA)
| 192.0.2.240/ 28

______ .
I
L S + fd01: 2:3:4::100 (ULA)
| Host-A | 192.0.2.245
S, +
Figure 7

Sol uti on anal ysi s:
Thi s problem can be solved in the RFC 3484 framework. For
exanpl e, configuring some address selection policies into Host-A's
RFC 3484 policy table can solve this problem

2. 3. ULA or @ obal Prioritization

Differentiating services by the client’s source address is very
common. | P-address-based authentication is a typical exanple of
this. Another typical exanple is a web service that has pages for
the public and internal pages for enployees or involved parties. Yet
anot her exanple is DNS zone splitting.
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However, a ULA and an | Pv6 gl obal address both have gl obal scope, and
RFC 3484 default rules do not specify which address shoul d be given
priority. This point makes | Pv6 inplenentati on of address-based
service differentiation a bit harder

Fom e e oo - +
| Host-B |
o=+
||
:::::::::::l ==
| Internet | |
:::::::::::l ==
I I
I I
S T T +
| ISP +------ + DNS | 2001:db8:a::80
a I S + fcl2: 3456: 789a: : 80

I
2001: db8: a:: /48 | |
fcl2: 3456: 789a: :/48 | |
LSRR SR
I

+

| Router |
N | +

| | 2001: db8: a: 100: : / 64

| | fcl2: 3456: 789a: 100: : / 64

__+_+___| _____
|

+-+---|--+ 2001: db8: a: 100: : 100

| Host-A | fcl2:3456:789a: 100:: 100

S, +

Fi gure 8

Sol uti on anal ysi s:
Thi s problem can be solved in the RFC 3484 framework. For
exanpl e, configuring some address selection policies into Host-A's
RFC 3484 policy table can solve this problem

3. Concl usion

We have covered problens related to destination or source address
selection. These problens have their roots in the situation where
end hosts have nmultiple IP addresses. In this situation, every end
host nust choose an appropriate destination and source address; this
choi ce cannot be achieved only by routers.
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It should be noted that end hosts nust be inforned about routing
policies of their upstream networks for appropriate address
selection. A site administrator nust consider every possibl e address
fal se-sel ecti on probl em and take count er measures bef or ehand.

4. Security Considerations

When an internediate router performs policy routing (e.g., source-
addr ess- based routing), inappropriate address sel ection causes
unexpected routing. For exanple, in the network described in Section
2.1.3, when Host-A uses a default address selection policy and
chooses an inappropriate address, a packet sent to a VPN can be
delivered to a location via the Internet. This issue can lead to
packet eavesdroppi ng or session hijack. However, sending the packet
back to the correct path fromthe attacker to the node is not easy,
so these two risks are not serious.

As docunented in the Security Considerations section of RFC 3484,
address sel ection algorithnms expose a potential privacy concern

When a nalicious host can nake a target host perform address

sel ection (for exanple, by sending an anycast or nulticast packet),
the malicious host can get know edge of multiple addresses attached
to the target host. |In a case like Section 2.1.4, if an attacker can
make the Host to send a nulticast packet and the Host perforns the
default address selection algorithm the attacker nay be able to
determ ne the ULAs attached to the host.

These security risks have roots in inappropriate address sel ection

Therefore, if a countermeasure is taken, and hosts al ways sel ect an
appropriate address that is suitable to a site’s network structure

and routing, these risks can be avoi ded.
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