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Abstract

Session Traversal Utilities for NAT (STUN) is a protocol that serves
as a tool for other protocols in dealing with Network Address

Transl ator (NAT) traversal. It can be used by an endpoint to
determ ne the I P address and port allocated to it by a NAT. It can
al so be used to check connectivity between two endpoints, and as a
keep-alive protocol to maintain NAT bindings. STUN works with nany
exi sting NATs, and does not require any special behavior fromthem

STUN is not a NAT traversal solution by itself. Rather, it is a tool
to be used in the context of a NAT traversal solution. This is an

i nportant change fromthe previous version of this specification (RFC
3489), which presented STUN as a conpl ete sol ution.

Thi s docunent obsol etes RFC 3489.
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1.

| nt roducti on

The protocol defined in this specification, Session Traversal
Uilities for NAT, provides a tool for dealing with NATs. It

provi des a neans for an endpoint to determine the |IP address and port
all ocated by a NAT that corresponds to its private |IP address and
port. It also provides a way for an endpoint to keep a NAT bindi ng
alive. Wth sonme extensions, the protocol can be used to do
connectivity checks between two endpoints [MMIJSIC-1CE], or to relay
packets between two endpoi nts [ BEHAVE- TURN] .

In keeping with its tool nature, this specification defines an
extensi bl e packet format, defines operation over several transport
protocols, and provides for two fornms of authentication.

STUN is intended to be used in context of one or nore NAT traversal
solutions. These solutions are known as STUN usages. Each usage
describes how STUN is utilized to achieve the NAT traversal solution
Typically, a usage indicates when STUN nessages get sent, which
optional attributes to include, what server is used, and what

aut henti cati on mechanismis to be used. Interactive Connectivity
Establ i shnent (1 CE) [MMUSIC-ICE] is one usage of STUN. SIP CQutbound
[ SI P-OQUTBOUND] is another usage of STUN. In sone cases, a usage will
require extensions to STUN. A STUN extension can be in the form of
new net hods, attributes, or error response codes. More infornation
on STUN usages can be found in Section 14.

Evol uti on from RFC 3489

STUN was originally defined in RFC 3489 [ RFC3489]. That
specification, sonmetinmes referred to as "classic STUN', represented
itself as a conplete solution to the NAT traversal problem |In that
solution, a client would discover whether it was behind a NAT,
determ ne its NAT type, discover its |IP address and port on the
public side of the outernpst NAT, and then utilize that |IP address
and port within the body of protocols, such as the Session Initiation
Protocol (SIP) [RFC3261]. However, experience since the publication
of RFC 3489 has found that classic STUN sinply does not work
sufficiently well to be a deployable solution. The address and port
| earned through classic STUN are sometinmes usable for comunications
with a peer, and sonetines not. Cassic STUN provided no way to

di scover whether it would, in fact, work or not, and it provided no
renmedy in cases where it did not. Furthernore, classic STUN s
algorithm for classification of NAT types was found to be faulty, as
many NATs did not fit cleanly into the types defined there.
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Classic STUN al so had a security vulnerability -- attackers could
provide the client with incorrect nmapped addresses under certain

t opol ogi es and constraints, and this was fundanmentally not sol vabl e
t hrough any cryptographi ¢ neans. Though this problemrenains wth
this specification, those attacks are now mitigated through the use
of nore conplete solutions that make use of STUN

For these reasons, this specification obsol etes RFC 3489, and instead
describes STUN as a tool that is utilized as part of a conplete NAT
traversal solution. ICE [MMJUSICICE] is a conplete NAT traversal
solution for protocols based on the of fer/answer [RFC3264]

met hodol ogy, such as SIP. SIP Qutbound [SIP-OUTBOUND] is a conplete
solution for traversal of SIP signaling, and it uses STUNin a very
different way. Though it is possible that a protocol may be able to
use STUN by itself (classic STUN) as a traversal solution, such usage
is not described here and is strongly discouraged for the reasons
descri bed above.

The on-the-wire protocol described here is changed only slightly from
classic STUN. The protocol now runs over TCP in addition to UDP
Extensibility was added to the protocol in a nore structured way. A
magi ¢ cooki e mechani sm for demultiplexing STUN with application
protocols was added by stealing 32 bits fromthe 128-bit transaction

I D defined in RFC 3489, allow ng the change to be backwards
conpati bl e. Mapped addresses are encoded using a new excl usive-or
format. There are other, nore minor changes. See Section 19 for a
nore conplete |isting.

Due to the change in scope, STUN has al so been renaned from"Sinple
Traversal of UDP through NAT" to "Session Traversal Uilities for
NAT". The acronymremains STUN, which is all anyone ever renenbers
anyway.

3. Overview of Operation

This section is descriptive only.
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[----- \
[/ STUN \\
| Server |
\\ /1
\----- /
Fom e + Public I nternet
................ NAT 2 [
Fomm e e oo oo +
Fom e + Private NET 2
................ NAT 1 [
Fomm e e oo oo +
[----- \
[/ STUN \\
| dient |
\\ /1 Private NET 1
\----- /

Figure 1: One Possible STUN Configuration

One possible STUN configuration is shown in Figure 1. In this
configuration, there are two entities (called STUN agents) that

i mpl enent the STUN protocol. The |ower agent in the figure is the
client, and is connected to private network 1. This network connects
to private network 2 through NAT 1. Private network 2 connects to
the public Internet through NAT 2. The upper agent in the figure is
the server, and resides on the public Internet.

STUN is a client-server protocol. It supports two types of
transactions. One is a request/response transaction in which a
client sends a request to a server, and the server returns a
response. The second is an indication transaction in which either
agent -- client or server -- sends an indication that generates no
response. Both types of transactions include a transaction |ID, which
is a randomy selected 96-bit nunmber. For request/response

Rosenberg, et al. St andar ds Track [ Page 6]



RFC 5389 STUN Cct ober 2008

transactions, this transaction ID allows the client to associate the
response with the request that generated it; for indications, the
transaction I D serves as a debuggi ng ai d.

Al'l STUN nessages start with a fixed header that includes a nethod, a
class, and the transaction ID. The nethod indicates which of the
various requests or indications this is; this specification defines
just one method, Binding, but other nethods are expected to be
defined in other docunents. The class indicates whether this is a
request, a success response, an error response, or an indication.
Fol l owi ng the fixed header cones zero or nore attributes, which are
Type- Lengt h- Val ue extensions that convey additional information for

t he specific nessage.

Thi s docunent defines a single nmethod called Binding. The Binding
nmet hod can be used either in request/response transactions or in

i ndi cation transactions. Wen used in request/response transactions,
the Bi nding method can be used to deternine the particular "binding"
a NAT has allocated to a STUN client. Wen used in either request/
response or in indication transactions, the Binding nethod can al so
be used to keep these "bindings" alive.

In the Binding request/response transaction, a Binding request is
sent froma STUN client to a STUN server. Wen the Binding request
arrives at the STUN server, it nmay have passed through one or nore
NATs between the STUN client and the STUN server (in Figure 1, there
were two such NATs). As the Binding request nessage passes through a
NAT, the NAT will nodify the source transport address (that is, the
source | P address and the source port) of the packet. As a result,
the source transport address of the request received by the server
will be the public IP address and port created by the NAT closest to
the server. This is called a reflexive transport address. The STUN
server copies that source transport address into an XOR- MAPPED
ADDRESS attribute in the STUN Bi ndi ng response and sends the Binding
response back to the STUN client. As this packet passes back through
a NAT, the NAT will nodify the destination transport address in the

| P header, but the transport address in the XOR MAPPED- ADDRESS
attribute within the body of the STUN response will remain untouched.
In this way, the client can learn its reflexive transport address

all ocated by the outernpst NAT with respect to the STUN server.

In some usages, STUN nust be nultiplexed with other protocols (e.g.,
[MWUSIC-ICE], [SIP-QUTBOUND]). In these usages, there nust be a way
to inspect a packet and determine if it is a STUN packet or not.
STUN provides three fields in the STUN header with fixed val ues that
can be used for this purpose. If this is not sufficient, then STUN
packets can al so contain a FI NGERPRI NT val ue, which can further be
used to distinguish the packets.
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STUN defines a set of optional procedures that a usage can decide to
use, called nechanisms. These nechani sns include DNS di scovery, a
redirection technique to an alternate server, a fingerprint attribute
for dermultiplexing, and two authentication and nessage-integrity
exchanges. The authenticati on nmechani sns revol ve around the use of a
user nane, password, and nessage-integrity value. Two authentication
nmechani sns, the long-termcredential mechanismand the short-term
credential mechanism are defined in this specification. Each usage
speci fies the nmechanisns allowed with that usage.

In the Iong-termcredential mechanism the client and server share a
pre- provisioned username and password and perform a di gest chall enge/
response exchange inspired by (but differing in details) to the one
defined for HITP [ RFC2617]. In the short-term credential mechani sm
the client and the server exchange a usernane and password through
sone out-of-band nmethod prior to the STUN exchange. For exanple, in
the | CE usage [ MMJSI C-1 CE] the two endpoints use out-of - band
signaling to exchange a usernane and password. These are used to
integrity protect and authenticate the request and response. There
is no challenge or nonce used.

4. Term nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MAY",
and "OPTIONAL" are to be interpreted as described in BCP 14, RFC 2119
[ RFC2119] and indicate requirenment |evels for conpliant STUN

i npl enent ati ons.

5. Definitions

STUN Agent: A STUN agent is an entity that inplenments the STUN
protocol. The entity can be either a STUN client or a STUN
server.

STUN Cient: A STUNclient is an entity that sends STUN requests and
recei ves STUN responses. A STUN client can al so send indications.
In this specification, the terns STUN client and client are
synonynous.

STUN Server: A STUN server is an entity that receives STUN requests
and sends STUN responses. A STUN server can also send
indications. In this specification, the terms STUN server and
server are synonynous.

Transport Address: The conbination of an | P address and port numnber
(such as a UDP or TCP port nunber).
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Ref | exi ve Transport Address: A transport address learned by a client
that identifies that client as seen by another host on an IP
network, typically a STUN server. When there is an intervening
NAT between the client and the other host, the reflexive transport
address represents the nmapped address allocated to the client on
the public side of the NAT. Reflexive transport addresses are
| earned fromthe napped address attribute ( MAPPED- ADDRESS or XOR-
MAPPED- ADDRESS) i n STUN responses.

Mapped Address: Sane neani ng as reflexive address. This termis
retained only for historic reasons and due to the nam ng of the
MAPPED- ADDRESS and XOR- MAPPED- ADDRESS attri but es.

Long-Term Credential: A usernane and associ ated password t hat
represent a shared secret between client and server. Long-term
credentials are generally granted to the client when a subscri ber
enrolls in a service and persist until the subscriber |eaves the
service or explicitly changes the credenti al

Long- Term Password: The password froma | ong-termcredenti al.

Short-Term Credential: A tenporary usernane and associ ated password
that represent a shared secret between client and server. Short-
termcredentials are obtained through sone kind of protoco
nmechani sm bet ween the client and server, preceding the STUN
exchange. A short-termcredential has an explicit tenporal scope,
whi ch may be based on a specific anount of tine (such as 5
m nutes) or on an event (such as termnation of a SIP dialog).

The specific scope of a short-termcredential is defined by the
appli cation usage.

Short - Term Password: The password conponent of a short-term
credential .

STUN I ndication: A STUN nessage that does not receive a response.

Attribute: The STUN termfor a Type-Length-Value (TLV) object that
can be added to a STUN nessage. Attributes are divided into two
types: conprehensi on-required and conprehensi on-optional. STUN
agents can safely ignore conprehensi on-optional attributes they
don’t understand, but cannot successfully process a nessage if it
contai ns conprehension-required attributes that are not
under st ood.

RTG Retransnission TineQut, which defines the initial period of

ti me between transm ssion of a request and the first retransnit of
that request.
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6. STUN Message Structure

STUN nessages are encoded in binary using network-oriented format
(most significant byte or octet first, also conmonly known as big-
endian). The transm ssion order is described in detail in Appendix B
of RFC 791 [RFCO791]. Unless otherw se noted, numeric constants are
in decimal (base 10).

Al'l STUN nessages MJST start with a 20-byte header followed by zero
or nore Attributes. The STUN header contains a STUN nessage type,
magi ¢ cookie, transaction ID, and nessage | ength.

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i
| 0 O] STUN Message Type | Message Length |
T S o T s T T o S T il sl S T R S i i

Magi ¢ Cooki e |
I T S I T i i S e S I S

I

+-

| | | |
| Transaction ID (96 bits) |
I I
+- +

T i S o e iy S S S S S S T i i S
Figure 2: Format of STUN Message Header

The nost significant 2 bits of every STUN nessage MJST be zeroes.
This can be used to differentiate STUN packets from ot her protocols
when STUN is nultiplexed with other protocols on the sane port.

The nmessage type defines the nmessage class (request, success
response, failure response, or indication) and the nessage nethod
(the primary function) of the STUN message. Although there are four
nmessage cl asses, there are only two types of transactions in STUN
request/response transactions (which consist of a request nmessage and
a response nessage) and indication transactions (which consist of a
single indication nessage). Response classes are split into error
and success responses to aid in quickly processing the STUN nessage.
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The nmessage type field is deconposed further into the follow ng
structure:

0 1
2 3 456789012345

I i S S ik N S S S
IMI M MMMMMMCMMMM
| 11| 10| 9| 8] 7] 1| 6] 5] |0 2|10

e e S e +- +- +

M
3
+

+
Figure 3: Format of STUN Message Type Field

Here the bits in the nessage type field are shown as nost significant
(ML1) through |least significant (M)). ML1 through M) represent a 12-
bit encoding of the method. Cl1 and CO represent a 2-bit encodi ng of
the class. A class of 0b0OO is a request, a class of 0ObOl is an

i ndication, a class of 0bl0 is a success response, and a class of
Ob1l is an error response. This specification defines a single

nmet hod, Binding. The nethod and class are orthogonal, so that for
each nethod, a request, success response, error response, and

i ndication are possible for that nmethod. Extensions defining new

met hods MUST i ndi cate which classes are pernmitted for that nethod.

For exampl e, a Binding request has cl ass=0b00 (request) and

nmet hod=0b000000000001 (Binding) and is encoded into the first 16 bits
as 0x0001. A Binding response has class=0b10 (success response) and
met hod=0b000000000001, and is encoded into the first 16 bits as
0x0101.

Note: This unfortunate encoding is due to assignment of values in
[ RFC3489] that did not consider encoding |Indications, Success, and
Errors using bit fields.

The magic cookie field MJST contain the fixed value 0x2112A442 in
network byte order. |In RFC 3489 [RFC3489], this field was part of
the transaction ID; placing the magic cookie in this |location allows
a server to detect if the client will understand certain attributes
that were added in this revised specification. |In addition, it aids
i n distinguishing STUN packets from packets of other protocols when
STUN is nultiplexed with those other protocols on the sanme port.

The transaction IDis a 96-bit identifier, used to uniquely identify
STUN transactions. For request/response transactions, the
transaction IDis chosen by the STUN client for the request and
echoed by the server in the response. For indications, it is chosen
by the agent sending the indication. It primarily serves to

correl ate requests with responses, though it also plays a snall role
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in helping to prevent certain types of attacks. The server also uses
the transaction ID as a key to identify each transacti on uniquely
across all clients. As such, the transaction ID MJST be uniformy
and randomy chosen fromthe interval O .. 2**96-1, and SHOULD be
cryptographically random Resends of the sanme request reuse the sane
transaction ID, but the client MJST choose a new transaction ID for
new transacti ons unl ess the new request is bit-wi se identical to the
previ ous request and sent fromthe sane transport address to the same
| P address. Success and error responses MJST carry the sane
transaction ID as their correspondi ng request. Wen an agent is
acting as a STUN server and STUN client on the same port, the
transaction IDs in requests sent by the agent have no relationship to
the transaction IDs in requests received by the agent.

The nmessage | ength MJST contain the size, in bytes, of the nessage
not including the 20-byte STUN header. Since all STUN attributes are
padded to a nultiple of 4 bytes, the last 2 bits of this field are

al ways zero. This provides another way to distinguish STUN packets
from packets of other protocols.

Fol | owi ng the STUN fi xed portion of the header are zero or nore
attributes. Each attribute is TLV (Type-Length-Val ue) encoded. The
details of the encoding, and of the attributes thenselves are given
in Section 15.

7. Base Protocol Procedures

This section defines the base procedures of the STUN protocol. It
descri bes how nessages are formed, how they are sent, and how t hey
are processed when they are received. It also defines the detailed

processing of the Binding nmethod. Oher sections in this docunent
descri be optional procedures that a usage nay elect to use in certain
situations. O her documents may define other extensions to STUN, by
addi ng new nethods, new attributes, or new error response codes.

7.1. Formng a Request or an |ndication

When formul ating a request or indication nessage, the agent MJST
follow the rules in Section 6 when creating the header. |In addition
the nmessage class MJST be either "Request" or "Indication" (as
appropriate), and the nethod nust be either Binding or some nethod
defined in anot her docunent.

The agent then adds any attributes specified by the nethod or the
usage. For exanmple, sone usages may specify that the agent use an
aut hentication nmethod (Section 10) or the FINGERPRINT attribute
(Section 8).
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If the agent is sending a request, it SHOULD add a SOFTWARE attri bute
to the request. Agents MAY include a SOFTWARE attribute in

i ndi cations, depending on the nmethod. Extensions to STUN shoul d

di scuss whet her SOFTWARE i s useful in new indications.

For the Binding nmethod with no authentication, no attributes are
requi red unl ess the usage specifies otherw se.

Al'l STUN nessages sent over UDP SHOULD be |l ess than the path MIU, if
known. If the path MIU is unknown, nessages SHOULD be the snaller of
576 bytes and the first-hop MIU for | Pv4 [RFC1122] and 1280 bytes for
| Pv6 [ RFC2460]. This value corresponds to the overall size of the IP
packet. Consequently, for IPv4, the actual STUN nessage woul d need
to be less than 548 bytes (576 minus 20-byte | P header, ninus 8-byte
UDP header, assuming no |IP options are used). STUN provi des no
ability to handl e the case where the request is under the MIU but the
response would be larger than the MIU. It is not envisioned that
this limtation will be an issue for STUN. The MU linmtation is a
SHOULD, and not a MJST, to account for cases where STUN itself is
bei ng used to probe for MIU characteristics [ BEHAVE-NAT]. Qutside of
this or simlar applications, the MU constraint MJST be foll owed.

7.2. Sending the Request or Indication

The agent then sends the request or indication. This docunent
specifies how to send STUN nessages over UDP, TCP, or TLS-over-TCP

ot her transport protocols may be added in the future. The STUN usage
nmust specify which transport protocol is used, and how t he agent
determ nes the | P address and port of the recipient. Section 9
descri bes a DNS-based nethod of determ ning the |IP address and port
of a server that a usage may elect to use. STUN rmay be used with
anycast addresses, but only with UDP and in usages where

aut hentication is not used.

At any tine, a client MAY have multipl e outstandi ng STUN requests
with the same STUN server (that is, nmultiple transactions in
progress, with different transaction IDs). Absent other limts to
the rate of new transactions (such as those specified by |ICE for
connectivity checks or when STUNis run over TCP), a client SHOULD
space new transactions to a server by RTO and SHOULD limit itself to
ten outstandi ng transactions to the sanme server.

7.2.1. Sending over UDP
When running STUN over UDP, it is possible that the STUN nessage

m ght be dropped by the network. Reliability of STUN request/
response transactions is acconplished through retransm ssions of the
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request nessage by the client application itself. STUN indications
are not retransmtted; thus, indication transactions over UDP are not
reliabl e.

A client SHOULD retransmit a STUN request nessage starting with an
interval of RTO ("Retransnission TinmeQut"), doubling after each
retransm ssion. The RTOis an estimate of the round-trip tine (RTT),
and is conputed as described in RFC 2988 [ RFC2988], with two
exceptions. First, the initial value for RTO SHOULD be confi gurabl e
(rather than the 3 s reconmended in RFC 2988) and SHOULD be greater
than 500 ns. The exception cases for this "SHOULD' are when ot her
nmechani sns are used to derive congestion thresholds (such as the ones
defined in ICE for fixed rate streans), or when STUN is used in non-
Internet environments with known network capacities. |In fixed-line
access links, a value of 500 nms is RECOWENDED. Second, the val ue of
RTO SHOULD NOT be rounded up to the nearest second. Rather, a 1 ns
accuracy SHOULD be maintained. As with TCP, the usage of Karn's

al gorithmis RECOMVENDED [ KARN87]. When applied to STUN, it neans
that RTT estimates SHOULD NOT be conputed from STUN transactions that
result in the retransnission of a request.

The val ue for RTO SHOULD be cached by a client after the conpletion
of the transaction, and used as the starting value for RTO for the
next transaction to the sane server (based on equality of IP
address). The value SHOULD be considered stale and di scarded after
10 m nutes.

Ret ransmi ssi ons continue until a response is received, or until a
total of Rc requests have been sent. Rc SHOULD be configurable and
SHOULD have a default of 7. |If, after the last request, a duration
equal to Rmtinmes the RTO has passed w thout a response (providing
anple tinme to get a response if only this final request actually
succeeds), the client SHOULD consider the transaction to have fail ed.
Rm SHOULD be configurabl e and SHOULD have a default of 16. A STUN
transaction over UDP is also considered failed if there has been a
hard | CWP error [RFC1122]. For exanple, assuming an RTO of 500 ns,
requests would be sent at tinmes 0 ns, 500 ns, 1500 ns, 3500 ns, 7500
ms, 15500 nms, and 31500 nms. If the client has not received a
response after 39500 ns, the client will consider the transaction to
have tinmed out.

7.2.2. Sending over TCP or TLS-over-TCP

For TCP and TLS-over-TCP, the client opens a TCP connection to the
server.
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In sone usages of STUN, STUN is sent as the only protocol over the

TCP connection. In this case, it can be sent without the aid of any
addi tional fram ng or denultiplexing. In other usages, or with other
extensions, it may be nultiplexed with other data over a TCP
connection. In that case, STUN MJUST be run on top of sone kind of

fram ng protocol, specified by the usage or extension, which allows
for the agent to extract conplete STUN nessages and conpl ete
application | ayer nessages. The STUN service running on the well -
known port or ports discovered through the DNS procedures in

Section 9 is for STUN al one, and not for STUN nultiplexed with other
data. Consequently, no frami ng protocols are used in connections to
those servers. Wen additional framing is utilized, the usage wl|
specify how the client knows to apply it and what port to connect to.
For example, in the case of |ICE connectivity checks, this information
is learned through out-of-band negotiation between client and server.

When STUN is run by itself over TLS-over-TCP, the

TLS RSA W TH_AES 128 CBC_SHA ci phersuite MJST be inplenented at a

m ninum | npl ement ati ons MAY al so support any ot her ciphersuite.
When it receives the TLS Certificate nessage, the client SHOULD
verify the certificate and inspect the site identified by the
certificate. |If the certificate is invalid or revoked, or if it does
not identify the appropriate party, the client MJST NOT send the STUN
nmessage or otherw se proceed with the STUN transaction. The client
MJST verify the identity of the server. To do that, it follows the

i dentification procedures defined in Section 3.1 of RFC 2818

[ RFC2818]. Those procedures assune the client is dereferencing a
URI. For purposes of usage with this specification, the client
treats the domain nanme or | P address used in Section 8.1 as the host
portion of the URI that has been dereferenced. Alternatively, a
client MAY be configured with a set of domains or |P addresses that
are trusted; if a certificate is received that identifies one of

t hose domains or | P addresses, the client considers the identity of
the server to be verified.

When STUN is run nultiplexed with other protocols over a TLS-over-TCP
connection, the mandatory ciphersuites and TLS handling procedures
operate as defined by those protocols.

Reliability of STUN over TCP and TLS-over-TCP is handled by TCP
itself, and there are no retransm ssions at the STUN protocol |evel.
However, for a request/response transaction, if the client has not
received a response by Ti seconds after it sent the SYN to establish
the connection, it considers the transaction to have tinmed out. Ti
SHOULD be configurable and SHOULD have a default of 39.5s. This

val ue has been chosen to equalize the TCP and UDP tineouts for the
default initial RTO

Rosenberg, et al. St andards Track [ Page 15]



RFC 5389 STUN Cct ober 2008

In addition, if the client is unable to establish the TCP connecti on,
or the TCP connection is reset or fails before a response is
received, any request/response transaction in progress is considered
to have fail ed.

The client MAY send nultiple transactions over a single TCP (or TLS-
over-TCP) connection, and it MAY send anot her request before
receiving a response to the previous. The client SHOULD keep the
connection open until it:

0 has no further STUN requests or indications to send over that
connection, and

0 has no plans to use any resources (such as a nmapped address
( MAPPED- ADDRESS or XOR- MAPPED- ADDRESS) or rel ayed address
[ BEHAVE- TURN] ) that were | earned though STUN requests sent over
t hat connection, and

o if multiplexing other application protocols over that port, has
fini shed using that other application, and

o if using that learned port with a renote peer, has established
communi cations with that renote peer, as is required by sonme TCP
NAT traversal techniques (e.g., [MWSIC- | CE-TCP]).

At the server end, the server SHOULD keep the connection open, and
let the client close it, unless the server has determ ned that the
connection has timed out (for exanple, due to the client

di sconnecting fromthe network). Bindings |earned by the client wll
remain valid in intervening NATs only while the connection remains
open. Only the client knows how long it needs the binding. The
server SHOULD NOT cl ose a connection if a request was received over
that connection for which a response was not sent. A server MJST NOT
ever open a connection back towards the client in order to send a
response. Servers SHOULD fol |l ow best practices regarding connection
managenent in cases of overl oad.

7.3. Receiving a STUN Message

This section specifies the processing of a STUN nessage. The
processing specified here is for STUN nessages as defined in this
specification; additional rules for backwards conpatibility are
defined in Section 12. Those additional procedures are optional, and
usages can elect to utilize them First, a set of processing
operations is applied that is independent of the class. This is

foll owed by class-specific processing, described in the subsections
that foll ow
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When a STUN agent receives a STUN nessage, it first checks that the
nmessage obeys the rules of Section 6. It checks that the first two
bits are 0, that the nmagic cookie field has the correct val ue, that
the nessage length is sensible, and that the nmethod value is a

supported nethod. It checks that the nmessage class is allowed for
the particular nethod. |If the nmessage class is "Success Response" or
"Error Response", the agent checks that the transaction ID matches a
transaction that is still in progress. |f the FINGERPRI NT extension
i s being used, the agent checks that the FINGERPRI NT attribute is
present and contains the correct value. |If any errors are detected,
the nmessage is silently discarded. In the case when STUN is being

mul ti pl exed with another protocol, an error nay indicate that this is
not really a STUN nessage; in this case, the agent should try to
parse the nessage as a different protocol

The STUN agent then does any checks that are required by a
aut henti cati on mechani smthat the usage has specified (see
Section 10).

Once the authentication checks are done, the STUN agent checks for
unknown attributes and known-but-unexpected attributes in the
nmessage. Unknown conprehensi on-optional attributes MJST be ignored
by the agent. Known-but-unexpected attributes SHOULD be ignored by
the agent. Unknown conprehension-required attributes cause
processi ng that depends on the nessage class and is described bel ow.

At this point, further processing depends on the nessage class of the
request.

7.3.1. Processing a Request

I f the request contains one or nore unknown conprehensi on-required
attri butes, the server replies with an error response with an error
code of 420 (Unknown Attribute), and includes an UNKNOAN- ATTRI BUTES
attribute in the response that |ists the unknown conprehension-
required attributes.

The server then does any additional checking that the nmethod or the
specific usage requires. |If all the checks succeed, the server
formul ates a success response as descri bed bel ow.

When run over UDP, a request received by the server could be the
first request of a transaction, or a retransm ssion. The server MJST
respond to retransm ssions such that the follow ng property is
preserved: if the client receives the response to the retransm ssion
and not the response that was sent to the original request, the
overall state on the client and server is identical to the case where
only the response to the original retransmi ssion is received, or
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where both responses are received (in which case the client will use
the first). The easiest way to neet this requirenment is for the
server to renenber all transaction IDs received over UDP and their
correspondi ng responses in the last 40 seconds. However, this
requires the server to hold state, and will be inappropriate for any
requests which are not authenticated. Another way is to reprocess
the request and reconpute the response. The latter technique MJST
only be applied to requests that are idenpotent (a request is

consi dered idenpotent when the sane request can be safely repeated
wi t hout inpacting the overall state of the system) and result in the
same success response for the sanme request. The Binding nethod is
considered to be idenpotent. Note that there are certain rare
network events that could cause the reflexive transport address val ue
to change, resulting in a different mapped address in different
success responses. Extensions to STUN MUST discuss the inplications
of request retransni ssions on servers that do not store transaction
state.

7.3.1.1. Forming a Success or Error Response

Wien form ng the response (success or error), the server follows the
rules of Section 6. The nethod of the response is the sane as that
of the request, and the nessage class is either "Success Response" or
"Error Response".

For an error response, the server MJST add an ERROR-CODE attri bute
containing the error code specified in the processing above. The
reason phrase is not fixed, but SHOULD be something suitable for the
error code. For certain errors, additional attributes are added to
the nmessage. These attributes are spelled out in the description
where the error code is specified. For exanple, for an error code of
420 (Unknown Attribute), the server MJST include an UNKNOAN-

ATTRI BUTES attribute. Certain authentication errors also cause
attributes to be added (see Section 10). Extensions may define other
errors and/or additional attributes to add in error cases.

If the server authenticated the request using an authentication
mechani sm then the server SHOULD add t he appropriate authentication
attributes to the response (see Section 10).

The server also adds any attributes required by the specific method
or usage. In addition, the server SHOULD add a SOFTWARE attribute to
t he nessage.

For the Binding nmethod, no additional checking is required unless the
usage specifies otherwi se. Wen forn ng the success response, the
server adds a XOR- MAPPED- ADDRESS attribute to the response, where the
contents of the attribute are the source transport address of the
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request nessage. For UDP, this is the source |IP address and source
UDP port of the request nessage. For TCP and TLS-over-TCP, this is
the source I P address and source TCP port of the TCP connection as
seen by the server

7.3.1.2. Sending the Success or Error Response

The response (success or error) is sent over the same transport as
the request was received on. |If the request was received over UDP
the destination IP address and port of the response are the source IP
address and port of the received request nessage, and the source IP
address and port of the response are equal to the destination IP
address and port of the received request nessage. |f the request was
recei ved over TCP or TLS-over-TCP, the response is sent back on the
same TCP connection as the request was received on.

7.3.2. Processing an Indication

If the indication contains unknown conprehensi on-required attributes,
the indication is discarded and processing ceases.

The agent then does any additional checking that the nmethod or the

specific usage requires. |If all the checks succeed, the agent then
processes the indication. No response is generated for an
i ndi cation.

For the Binding nmethod, no additional checking or processing is
required, unless the usage specifies otherwise. The nmere receipt of
the nmessage by the agent has refreshed the "bindings" in the

i nterveni ng NATSs.

Since indications are not re-transnmitted over UDP (unlike requests),
there is no need to handle re-transni ssions of indications at the
sendi ng agent.

7.3.3. Processing a Success Response

I f the success response contains unknown conprehensi on-required
attributes, the response is discarded and the transaction is
consi dered to have fail ed.

The client then does any additional checking that the nmethod or the
specific usage requires. |If all the checks succeed, the client then
processes the success response.

For the Binding nethod, the client checks that the XOR- MAPPED- ADDRESS

attribute is present in the response. The client checks the address
famly specified. |If it is an unsupported address famly, the
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attri bute SHOULD be ignored. |If it is an unexpected but supported
address famly (for exanmple, the Binding transaction was sent over

| Pv4, but the address fanmily specified is IPv6), then the client MAY
accept and use the val ue.

7.3.4. Processing an Error Response

If the error response contai ns unknown conprehension-required
attributes, or if the error response does not contain an ERROR CODE
attribute, then the transaction is sinply considered to have fail ed.

The client then does any processing specified by the authentication
nmechani sm (see Section 10). This may result in a new transaction
attenpt.

The processing at this point depends on the error code, the mnethod,
and the usage; the following are the default rules:

o If the error code is 300 through 399, the client SHOULD consi der
the transaction as failed unless the ALTERNATE- SERVER extension is
bei ng used. See Section 11.

o If the error code is 400 through 499, the client declares the
transaction failed; in the case of 420 (Unknown Attribute), the
response should contain a UNKNOAN- ATTRI BUTES attri bute that gives
addi tional infornmation

o If the error code is 500 through 599, the client MAY resend the
request; clients that do so MIUST limt the nunber of tines they do
this.

Any other error code causes the client to consider the transaction
fail ed.

8. FI NGERPRI NT Mechani sm

This section describes an optional mechanismfor STUN that aids in

di sti ngui shing STUN nessages from packets of other protocols when the
two are multiplexed on the same transport address. This mechanismis
optional, and a STUN usage nust describe if and when it is used. The
FI NGERPRI NT mechani smis not backwards conpatible with RFC 3489, and
cannot be used in environnents where such conpatibility is required.

In sone usages, STUN nessages are nmultiplexed on the sanme transport
address as other protocols, such as the Real Tinme Transport Protoco
(RTP). In order to apply the processing described in Section 7, STUN
nmessages nust first be separated fromthe application packets.

Rosenberg, et al. St andards Track [ Page 20]



RFC 5389 STUN Cct ober 2008

Section 6 describes three fixed fields in the STUN header that can be
used for this purpose. However, in sone cases, these three fixed
fields nay not be sufficient.

When t he FI NGERPRI NT extension is used, an agent includes the

FI NGERPRI NT attribute in nessages it sends to anot her agent.

Section 15.5 describes the placenent and value of this attribute.
When the agent receives what it believes is a STUN nmessage, then, in
addition to other basic checks, the agent al so checks that the
nmessage contains a FINGERPRI NT attribute and that the attribute
contains the correct value. Section 7.3 describes when in the
overal | processing of a STUN nessage the FINGERPRI NT check is
perfornmed. This additional check hel ps the agent detect nessages of
ot her protocols that mnight otherwi se seemto be STUN nessages.

9. DNS Discovery of a Server

This section describes an optional procedure for STUN that allows a
client to use DNS to determine the I P address and port of a server.

A STUN usage nust describe if and when this extension is used. To
use this procedure, the client nust know a server’s domai n nane and a
servi ce nane; the usage nust al so describe how the client obtains
these. Hard-coding the domain nane of the server into software is
NOT RECOVMENDED i n case the donain nanme is | ost or needs to change
for legal or other reasons.

Wien a client wishes to |ocate a STUN server in the public Internet
that accepts Bi nding request/response transactions, the SRV service
nane is "stun". Wen it wishes to |locate a STUN server that accepts
Bi ndi ng request/response transacti ons over a TLS session, the SRV
service nanme is "stuns". STUN usages MAY define additional DNS SRV
servi ce nanes.

The dormain nane is resolved to a transport address using the SRV
procedures specified in [RFC2782]. The DNS SRV service nanme is the
service nane provided as input to this procedure. The protocol in
the SRV | ookup is the transport protocol the client will run STUN
over: "udp" for UDP and "tcp" for TCP. Note that only "tcp" is
defined with "stuns" at this tine.

The procedures of RFC 2782 are followed to determ ne the server to
contact. RFC 2782 spells out the details of how a set of SRV records
is sorted and then tried. However, RFC 2782 only states that the
client should "try to connect to the (protocol, address, service)"

wi t hout giving any details on what happens in the event of failure.
When foll owi ng these procedures, if the STUN transaction tines out

wi t hout receipt of a response, the client SHOULD retry the request to
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the next server in the ordered defined by RFC 2782. Such a retry is
only possible for request/response transmni ssions, since indication
transacti ons generate no response or timeout.

The default port for STUN requests is 3478, for both TCP and UDP

Adm ni strators of STUN servers SHOULD use this port in their SRV
records for UDP and TCP. 1In all cases, the port in DNS MJST refl ect
the one on which the server is listening. The default port for STUN
over TLS is 5349. Servers can run STUN over TLS on the sane port as
STUN over TCP if the server software supports deternining whether the
initial nessage is a TLS or STUN nessage.

If no SRV records were found, the client perforns an A or AAAA record
| ookup of the domain nane. The result will be a list of IP
addresses, each of which can be contacted at the default port using
UDP or TCP, independent of the STUN usage. For usages that require
TLS, the client connects to one of the |IP addresses using the default
STUN over TLS port.

Aut henti cati on and Message-Integrity Mechani sns

This section defines two mechanisns for STUN that a client and server
can use to provide authentication and nmessage integrity; these two
nmechani sns are known as the short-term credential mechani smand the
| ong-term credential mechanism These two nechani sns are optional,
and each usage nust specify if and when these nechani sns are used.
Consequently, both clients and servers will know whi ch nmechanism (if
any) to follow based on know edge of which usage applies. For
exanmpl e, a STUN server on the public Internet supporting |ICE woul d
have no authentication, whereas the STUN server functionality in an
agent supporting connectivity checks would utilize short-term
credentials. An overview of these two nechanisns is given in
Section 3.

Each mechani sm specifies the additional processing required to use
that nechani sm extending the processing specified in Section 7. The
addi ti onal processing occurs in three different places: when formng
a nmessage, when receiving a nmessage i medi ately after the basic
checks have been performed, and when doing the detail ed processing of
error responses.

1. Short-Term Credenti al Mechani sm

The short-term credential nechani smassunes that, prior to the STUN
transaction, the client and server have used sone other protocol to
exchange a credential in the formof a usernane and password. This
credential is tine-limted. The tine linmt is defined by the usage.
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As an exanple, in the |ICE usage [ MMUSI C-I1 CE], the two endpoints use
out - of - band signaling to agree on a usernane and password, and this
usernane and password are applicable for the duration of the nedia
sessi on.

This credential is used to forma nessage-integrity check in each
request and in many responses. There is no challenge and response as
in the long-term nmechani snm consequently, replay is prevented by
virtue of the time-limted nature of the credenti al

1.1. Form ng a Request or Indication

For a request or indication nessage, the agent MJST include the
USERNAVE and MESSACGE- I NTEGRITY attributes in the nessage. The HVAC
for the MESSAGE- I NTEGRITY attribute is conputed as described in
Section 15.4. Note that the password is never included in the
request or indication.

1.2. Receiving a Request or Indication

After the agent has done the basic processing of a nmessage, the agent
performs the checks |isted below in order specified:

o If the nessage does not contain both a MESSACE-|I NTEGRI TY and a
USERNAME attri bute:

* |f the nmessage is a request, the server MJST reject the request
with an error response. This response MJUST use an error code
of 400 (Bad Request).

* |f the message is an indication, the agent MJST silently
di scard the indication.

o |f the USERNAME does not contain a usernanme value currently valid
within the server:

* |f the nmessage is a request, the server MJST reject the request
with an error response. This response MJUST use an error code
of 401 (Unauthori zed).

* |If the message is an indication, the agent MJST silently
di scard the indication.

o Using the password associated with the usernane, conpute the val ue
for the nmessage integrity as described in Section 15.4. |If the
resul ting val ue does not match the contents of the MESSAGE-
INTEGRITY attribute:

Rosenberg, et al. St andards Track [ Page 23]



RFC 5389 STUN Cct ober 2008

10.

10.

* |f the nmessage is a request, the server MJST reject the request
with an error response. This response MJST use an error code
of 401 (Unauthori zed).

* |If the message is an indication, the agent MJST silently
di scard the indication.

I f these checks pass, the agent continues to process the request or

i ndication. Any response generated by a server MJST include the
MESSAGE- | NTEGRI TY attribute, conmputed using the password utilized to
authenticate the request. The response MJST NOT contain the USERNAVE
attribute.

If any of the checks fail, a server MJUST NOT include a MESSAGE-

I NTEGRI TY or USERNAME attribute in the error response. This is
because, in these failure cases, the server cannot determ ne the
shared secret necessary to conpute MESSAGE-| NTECGRITY.

1.3. Receiving a Response
The client |ooks for the MESSAGE- I NTEGRITY attribute in the response.

If present, the client conputes the nessage integrity over the
response as defined in Section 15.4, using the sanme password it

utilized for the request. |If the resulting value matches the
contents of the MESSACE-INTEGRITY attribute, the response is
consi dered authenticated. |If the value does not match, or if

MESSAGE- | NTEGRI TY was absent, the response MJST be discarded, as if
it was never received. This neans that retransnits, if applicable,
will continue.

2. Long-Term Credential Mechani sm

The long-termcredential mechanismrelies on a |long-termcredential,
in the formof a usernane and password that are shared between client
and server. The credential is considered long-termsince it is
assunmed that it is provisioned for a user, and rermains in effect
until the user is no longer a subscriber of the system or is
changed. This is basically a traditional "log-in" usernane and
password given to users.

Because these usernanmes and passwords are expected to be valid for
extended periods of tine, replay prevention is provided in the form
of a digest challenge. |In this mechanism the client initially sends
a request, without offering any credentials or any integrity checks.
The server rejects this request, providing the user a realm (used to
gui de the user or agent in selection of a usernane and password) and
a nonce. The nonce provides the replay protection. It is a cookie,
sel ected by the server, and encoded in such a way as to indicate a
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duration of validity or client identity fromwhich it is valid. The
client retries the request, this tine including its usernanme and the
real m and echoing the nonce provided by the server. The client also
i ncl udes a nmessage-integrity, which provides an HVAC over the entire
request, including the nonce. The server validates the nonce and
checks the nessage integrity. |If they match, the request is
authenticated. |If the nonce is no longer valid, it is considered
"stale", and the server rejects the request, providing a new nonce.

I n subsequent requests to the sane server, the client reuses the
nonce, usernane, realm and password it used previously. In this
way, subsequent requests are not rejected until the nonce becones
invalid by the server, in which case the rejection provides a new
nonce to the client.

Note that the long-termcredential mechani smcannot be used to
protect indications, since indications cannot be challenged. Usages
utilizing indications nust either use a short-termcredential or omt
aut henti cati on and nessage integrity for them

Since the long-termcredential nechanismis susceptible to offline
dictionary attacks, deploynents SHOULD utilize passwords that are
difficult to guess. |In cases where the credentials are not entered
by the user, but are rather placed on a client device during device
provi sioni ng, the password SHOULD have at |east 128 bits of
randomess. | n cases where the credentials are entered by the user,
they should follow best current practices around password structure.

2.1. Formng a Request

There are two cases when fornming a request. In the first case, this
is the first request fromthe client to the server (as identified by
its I P address and port). In the second case, the client is

subm tting a subsequent request once a previous request/response
transacti on has conpl eted successfully. Forming a request as a
consequence of a 401 or 438 error response is covered in

Section 10.2.3 and is not considered a "subsequent request"” and thus
does not utilize the rules described in Section 10.2.1. 2.

2.1.1. First Request

If the client has not conpleted a successful request/response
transaction with the server (as identified by hostnanme, if the DNS
procedures of Section 9 are used, else IP address if not), it SHOULD
omt the USERNAME, MESSAGE-I|I NTEGRITY, REALM and NONCE attri butes.

In other words, the very first request is sent as if there were no
aut hentication or nessage integrity appli ed.
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2.1.2. Subsequent Requests

Once a request/response transaction has conpl eted successfully, the
client will have been presented a real mand nonce by the server, and
sel ected a usernanme and password with which it authenticated. The
client SHOULD cache the usernane, password, realm and nonce for
subsequent comuni cations with the server. Wen the client sends a
subsequent request, it SHOULD include the USERNAME, REALM and NONCE
attributes with these cached values. |t SHOULD include a MESSAGE-
INTEGRITY attribute, conputed as described in Section 15.4 using the
cached password.

2.2. Receiving a Request

After the server has done the basic processing of a request, it
performs the checks listed below in the order specified:

o If the nessage does not contain a MESSAGE-INTEGRITY attribute, the
server MUST generate an error response with an error code of 401
(Unaut hori zed). This response MJUST include a REALM value. It is
RECOMMENDED t hat the REALM val ue be the domain nanme of the
provi der of the STUN server. The response MJST include a NONCE
sel ected by the server. The response SHOULD NOT contain a
USERNAME or MESSAGE- | NTEGRI TY attri bute.

o If the nessage contains a MESSAGE-| NTEGRI TY attribute, but is
m ssing the USERNAME, REALM or NONCE attribute, the server MJST
generate an error response with an error code of 400 (Bad
Request). This response SHOULD NOT include a USERNAME, NONCE
REALM or MESSAGE-| NTEGRI TY attri bute.

o If the NONCE is no |longer valid, the server MJST generate an error
response with an error code of 438 (Stale Nonce). This response
MUST i ncl ude NONCE and REALM attri butes and SHOULD NOT i ncl ude the
USERNAME or MESSAGE-|I NTEGRITY attribute. Servers can invalidate
nonces in order to provide additional security. See Section 4.3
of [RFC2617] for guidelines.

o If the usernane in the USERNAME attribute is not valid, the server
MUST generate an error response with an error code of 401
(Unaut horized). This response MJST include a REALM value. It is
RECOVMENDED t hat t he REALM val ue be the domai n nane of the
provi der of the STUN server. The response MJST include a NONCE
sel ected by the server. The response SHOULD NOT contain a
USERNAME or MESSAGE-|I NTEGRITY attri bute.

Rosenberg, et al. St andards Track [ Page 26]



RFC 5389 STUN Cct ober 2008

10.

0 Using the password associated with the usernane in the USERNAME
attribute, conmpute the value for the nessage integrity as
described in Section 15.4. If the resulting value does not match
the contents of the MESSAGE-INTECRITY attribute, the server MJST
reject the request with an error response. This response MJST use
an error code of 401 (Unauthorized). It MJST include REALM and
NONCE attributes and SHOULD NOT i nclude the USERNAME or MESSAGE-

I NTEGRITY attribute.

I f these checks pass, the server continues to process the request.
Any response generated by the server (excepting the cases described
above) MUST include the MESSAGE-I NTEGRITY attribute, conputed using
t he usernane and password utilized to authenticate the request. The
REALM NONCE, and USERNAME attributes SHOULD NOT be i ncl uded.

2.3. Receiving a Response

If the response is an error response with an error code of 401
(Unaut horized), the client SHOULD retry the request with a new
transaction. This request MJST contain a USERNAVE, determ ned by the
client as the appropriate usernanme for the REALM fromthe error
response. The request MJST contain the REALM copied fromthe error
response. The request MJST contain the NONCE, copied fromthe error
response. The request MJST contain the MESSAGE-|I NTEGRITY attri bute,
comput ed using the password associated with the usernane in the
USERNAME attribute. The client MJUST NOT performthis retry if it is
not changi ng the USERNAMVE or REALM or its associ ated password, from
the previous attenpt.

If the response is an error response with an error code of 438 (Stale
Nonce), the client MJUST retry the request, using the new NONCE
supplied in the 438 (Stale Nonce) response. This retry MJST al so

i ncl ude the USERNAME, REALM and MESSAGE-| NTEGRITY.

The client |ooks for the MESSAGE-I NTEGRI TY attribute in the response
(either success or failure). |If present, the client conputes the
nmessage integrity over the response as defined in Section 15.4, using
the sanme password it utilized for the request. |If the resulting

val ue matches the contents of the MESSAGE-I NTEGRITY attribute, the
response is considered authenticated. |If the value does not match

or if MESSAGE-|I NTEGRI TY was absent, the response MJST be di scarded,
as if it was never received. This neans that retransmits, if
applicable, will continue.
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ALTERNATE- SERVER Mechani sm

This section describes a mechanismin STUN that allows a server to
redirect a client to another server. This extension is optional, and
a usage nust define if and when this extension is used.

A server using this extension redirects a client to another server by
replying to a request nessage with an error response nessage with an
error code of 300 (Try Alternate). The server MJST include an
ALTERNATE- SERVER attribute in the error response. The error response
nmessage MAY be aut henticated; however, there are uses cases for
ALTERNATE- SERVER wher e aut hentication of the response is not possible
or practical.

A client using this extension handles a 300 (Try Alternate) error
code as follows. The client |ooks for an ALTERNATE- SERVER attri bute
in the error response. |If one is found, then the client considers
the current transaction as failed, and reattenpts the request with
the server specified in the attribute, using the sane transport
protocol used for the previous request. That request, if

aut henticated, MJST utilize the sanme credentials that the client
woul d have used in the request to the server that perfornmed the
redirection. |If the client has been redirected to a server on which
it has already tried this request within the last five mnutes, it
MUST ignore the redirection and consider the transaction to have
failed. This prevents infinite ping-ponging between servers in case
of redirection |oops.

Backwards Conpatibility with RFC 3489

This section defines procedures that allow a degree of backwards
conmpatibility with the original protocol defined in RFC 3489

[ RFC3489]. This nechanismis optional, neant to be utilized only in
cases where a new client can connect to an old server, or vice versa.
A usage nust define if and when this procedure is used.

Section 19 lists all the changes between this specification and RFC
3489 [ RFC3489]. However, not all of these differences are inportant,
because "classic STUN' was only used in a few specific ways. For the
pur poses of this extension, the inportant changes are the foll ow ng.

I n RFC 3489:

o UDP was the only supported transport.

o The field that is now the nmagic cookie field was a part of the
transaction ID field, and transaction IDs were 128 bits | ong.
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0 The XOR- MAPPED- ADDRESS attri bute did not exist, and the Binding
met hod used t he MAPPED- ADDRESS attri bute instead.

0 There were three conprehension-required attributes, RESPONSE-
ADDRESS, CHANGE- REQUEST, and CHANGED- ADDRESS, that have been
removed fromthis specification

*  CHANGE- REQUEST and CHANGED- ADDRESS are now part of the NAT
Behavi or Di scovery usage [ BEHAVE-NAT], and the other is
depr ecat ed.

1. Changes to Cient Processing

A client that wants to interoperate with an [ RFC3489] server SHOULD
send a request nessage that uses the Binding nethod, contains no
attributes, and uses UDP as the transport protocol to the server. |If
successful, the success response received fromthe server wll
contain a MAPPED- ADDRESS attribute rather than an XOR- MAPPED- ADDRESS
attribute. A client seeking to interoperate with an ol der server
MUST be prepared to receive either. Furthernmore, the client MJST

i gnore any Reserved conprehension-required attributes that m ght
appear in the response. O the Reserved attributes in Section 18. 2,
0x0002, 0x0004, 0x0005, and 0x000B nay appear in Binding responses
froma server conpliant to RFC 3489. Qher than this change, the
processing of the response is identical to the procedures described
above.

2. Changes to Server Processing

A STUN server can detect when a given Binding reqguest nessage was
sent froman RFC 3489 [ RFC3489] client by the absence of the correct
value in the magic cookie field. Wen the server detects an RFC 3489
client, it SHOULD copy the value seen in the magic cookie field in

t he Binding request to the nmagic cookie field in the Binding response
nmessage, and insert a MAPPED ADDRESS attribute instead of an XOR-
MAPPED- ADDRESS attri bute.

The client mght, in rare situations, include either the RESPONSE-
ADDRESS or CHANGE- REQUEST attributes. In these situations, the
server will view these as unknown conprehensi on-required attributes
and reply with an error response. Since the nmechanisns utilizing
those attributes are no | onger supported, this behavior is
accept abl e.

The RFC 3489 version of STUN | acks both the magi c cookie and the
FI NGERPRI NT attribute that allows for a very high probability of
correctly identifying STUN nessages when nmultiplexed with ot her
protocols. Therefore, STUN inplenentations that are backwards
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conpati ble with RFC 3489 SHOULD NOT be used in cases where STUN wil |
be multiplexed with another protocol. However, that should not be an
i ssue as such nultiplexing was not available in RFC 3489.

Basi ¢ Server Behavi or

This section defines the behavior of a basic, stand-al one STUN
server. A basic STUN server provides clients with server reflexive
transport addresses by receiving and replying to STUN Bi ndi ng
requests.

The STUN server MJST support the Binding nethod. |t SHOULD NOT
utilize the short-termor long-termcredential mechanism This is
because the work involved in authenticating the request is nore than
the work in sinply processing it. It SHOULD NOT utilize the
ALTERNATE- SERVER nechani sm for the sanme reason. It MJST support UDP
and TCP. It MAY support STUN over TCP/TLS; however, TLS provides

m ni mal security benefits in this basic node of operation. It MAY
utilize the FINGERPRI NT nmechani sm but MJST NOT require it. Since the
stand-al one server only runs STUN, FINCGERPRI NT provides no benefit.
Requiring it would break compatibility with RFC 3489, and such
conpatibility is desirable in a stand-al one server. Stand-al one STUN
servers SHOULD support backwards conpatibility with [ RFC3489]

clients, as described in Section 12.

It is RECOMVENDED t hat admi nistrators of STUN servers provide DNS
entries for those servers as described in Section 9.

A basic STUN server is not a solution for NAT traversal by itself.
However, it can be utilized as part of a solution through STUN
usages. This is discussed further in Section 14.

STUN Usages

STUN by itself is not a solution to the NAT traversal problem

Rat her, STUN defines a tool that can be used inside a |arger
solution. The term "STUN usage" is used for any solution that uses
STUN as a conponent.

At the time of witing, three STUN usages are defined: Interactive
Connectivity Establishment (ICE) [MMUSICICE], Cient-initiated
connections for SIP [SIP-OQUTBOUND], and NAT Behavi or Di scovery

[ BEHAVE- NAT]. O her STUN usages may be defined in the future.

A STUN usage defines how STUN is actually utilized -- when to send
requests, what to do with the responses, and whi ch optional
procedures defined here (or in an extension to STUN) are to be used.
A usage woul d al so defi ne:
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o Wich STUN net hods are used.
o What authentication and nessage-integrity mechani sns are used.

o The considerations around manual vs. automatic key derivation for
the integrity nmechanism as discussed in [ RFC4107].

o What nechanisns are used to distinguish STUN nessages from ot her
nmessages. Wien STUN is run over TCP, a fram ng nmechani sm may be
required.

0 How a STUN client determ nes the | P address and port of the STUN
server.

0 Whether backwards conpatibility to RFC 3489 is required.

o What optional attributes defined here (such as FlI NGERPRI NT and
ALTERNATE- SERVER) or in other extensions are required.

In addition, any STUN usage nust consider the security inplications
of using STUN in that usage. A nunber of attacks against STUN are
known (see the Security Considerations section in this docunent), and
any usage nust consider how these attacks can be thwarted or
mtigated.

Finally, a usage nust consider whether its usage of STUN is an
exanpl e of the Unilateral Self-Address Fixing approach to NAT
traversal, and if so, address the questions raised in RFC 3424
[ RFC3424] .

STUN Attri butes

After the STUN header are zero or nore attributes. Each attribute
MJUST be TLV encoded, with a 16-bit type, 16-bit |length, and val ue.
Each STUN attri bute MJIST end on a 32-bit boundary. As nentioned
above, all fields in an attribute are transmtted nost significant
bit first.

0 1 2 3
01234567890123456789012345678901
T i T s s I T sl S P Y S Y S S S S
| Type | Lengt h |
T i T s s I T sl S P Y S Y S S S S

| Val ue (vari abl e) ca
T i T s s I T sl S P Y S Y S S S S

Figure 4: Format of STUN Attributes
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The value in the length field MIUST contain the | ength of the Value
part of the attribute, prior to padding, nmeasured in bytes. Since
STUN aligns attributes on 32-bit boundaries, attributes whose content
is not a multiple of 4 bytes are padded with 1, 2, or 3 bytes of
padding so that its value contains a nmultiple of 4 bytes. The
paddi ng bits are ignored, and may be any val ue.

Any attribute type MAY appear nore than once in a STUN nessage.

Unl ess specified otherw se, the order of appearance is significant:
only the first occurrence needs to be processed by a receiver, and
any duplicates MAY be ignored by a receiver.

To allow future revisions of this specification to add new attri butes
if needed, the attribute space is divided into two ranges.

Attributes with type val ues between 0x0000 and Ox7FFF are

conpr ehensi on-required attri butes, which neans that the STUN agent
cannot successfully process the nmessage unless it understands the
attribute. Attributes with type val ues between 0x8000 and OxFFFF are
conpr ehensi on-optional attributes, which neans that those attributes
can be ignored by the STUN agent if it does not understand them

The set of STUN attribute types is nmaintained by ANA.  The initial
set defined by this specification is found in Section 18. 2.

The rest of this section describes the format of the vari ous
attributes defined in this specification.

1. NMAPPED- ADDRESS

The MAPPED- ADDRESS attribute indicates a reflexive transport address
of the client. It consists of an 8-bit address fanmily and a 16-bit
port, followed by a fixed-length value representing the |IP address.
If the address famly is |IPv4, the address MJST be 32 bits. |If the
address famly is IPv6, the address MJST be 128 bits. Al fields
must be in network byte order.
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The format of the MAPPED- ADDRESS attribute is:

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s
|O0OO0O0O0O0O0 0 Fanmily | Por t |
T T T S i T S S St e I c T A S S

I I
| Address (32 bits or 128 bits) |
I I
+- +

T i S o e iy S S S S S S T i i S
Figure 5: Format of MAPPED- ADDRESS Attri bute
The address famly can take on the foll ow ng val ues:

Ox01: 1 Pv4
0x02: 1 Pv6

The first 8 bits of the MAPPED- ADDRESS MJST be set to 0 and MUST be
i gnored by receivers. These bits are present for aligning paraneters
on natural 32-bit boundari es.

This attribute is used only by servers for achi eving backwards
conpatibility with RFC 3489 [ RFC3489] clients.

15. 2. XOR- MAPPED- ADDRESS

The XOR- MAPPED- ADDRESS attribute is identical to the MAPPED ADDRESS
attribute, except that the reflexive transport address is obfuscated
t hrough the XOR function.

The format of the XOR- MAPPED- ADDRESS i s:

0 1 2 3
01234567890123456789012345678901
e o i T S o T i T e o i S S ik S S S
[X X X X X X X X| Fam |y | X- Port |
e o i T S o T i T e o i S S ik S S S
| X- Address (Vari abl e)

e o i T S o T i T e o i S S ik S S S

Figure 6: Format of XOR- MAPPED- ADDRESS Attri bute

The Family represents the IP address famly, and is encoded
identically to the Fam |y in MAPPED- ADDRESS.
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X-Port is conputed by taking the napped port in host byte order,
XORing it with the nost significant 16 bits of the magic cookie, and
then the converting the result to network byte order. |If the IP
address family is I Pv4, X-Address is conputed by taking the mapped IP
address in host byte order, XORing it with the nagic cookie, and
converting the result to network byte order. |If the IP address
famly is I Pv6, X-Address is conmputed by taking the napped | P address
in host byte order, XORing it with the concatenation of the nmagic
cooki e and the 96-bit transaction ID, and converting the result to
network byte order.

The rules for encoding and processing the first 8 bits of the
attribute’'s value, the rules for handling nultiple occurrences of the
attribute, and the rules for processing address fanilies are the sane
as for MAPPED- ADDRESS

Not e: XOR- MAPPED- ADDRESS and MAPPED- ADDRESS differ only in their
encodi ng of the transport address. The forner encodes the transport
address by exclusive-or'ing it with the magic cookie. The latter
encodes it directly in binary. RFC 3489 originally specified only
MAPPED- ADDRESS. However, depl oynent experience found that sone NATs
rewite the 32-bit binary payl oads containing the NAT's public IP
address, such as STUN s MAPPED- ADDRESS attribute, in the well-neaning
but nisguided attenpt at providing a generic ALG function. Such
behavior interferes with the operation of STUN and al so causes
failure of STUN s nessage-integrity checking.

3. USERNAME

The USERNAME attribute is used for nmessage integrity. It identifies
t he username and password conbi nation used in the nessage-integrity
check.

The val ue of USERNAME is a variable-length value. It MJST contain a
UTF- 8 [ RFC3629] encoded sequence of |ess than 513 bytes, and MJST
have been processed using SASLprep [ RFC4013].

4. MESSAGE- | NTEGRI TY

The MESSAGE- I NTEGRITY attribute contains an HVAC- SHA1 [ RFC2104] of
the STUN nmessage. The MESSAGE-|I NTEGRITY attribute can be present in
any STUN nessage type. Since it uses the SHA1 hash, the HVAC will be
20 bytes. The text used as input to HVAC is the STUN nessage,

i ncludi ng the header, up to and including the attribute preceding the
MESSACE- | NTEGRITY attribute. Wth the exception of the FI NGERPRI NT
attri bute, which appears after MESSAGE-I NTEGRI TY, agents MJST ignore
all other attributes that foll ow MESSAGE-| NTEGRI TY.
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The key for the HVAC depends on whether long-termor short-term
credentials are in use. For long-termcredentials, the key is 16
byt es:

key = MD5(usernane realm":" SASLprep(password))

That is, the 16-byte key is fornmed by taking the MD5 hash of the
result of concatenating the following five fields: (1) the usernane,
with any quotes and trailing nulls renmoved, as taken fromthe
USERNAME attribute (in which case SASLprep has al ready been applied);
(2) a single colon; (3) the realm with any quotes and trailing nulls
renoved; (4) a single colon; and (5) the password, with any trailing
nul s renoved and after processing using SASLprep. For exanple, if
the usernane was 'user’, the realmwas 'realm, and the password was
"pass’, then the 16-byte HVAC key woul d be the result of perform ng
an MD5 hash on the string 'user:realmpass’, the resulting hash being
0x8493f bc53ba582f b4c044c456bdc40eb

For short-termcredential s:
key = SASLprep(password)

where MD5 is defined in RFC 1321 [RFC1321] and SASLprep() is defined
in RFC 4013 [ RFC4013].

The structure of the key when used with | ong-termcredentials
facilitates deploynent in systems that also utilize SIP. Typically,
SIP systens utilizing SIP' s digest authentication nmechani sm do not
actually store the password in the database. Rather, they store a
val ue called H(Al), which is equal to the key defined above.

Based on the rules above, the hash used to construct MESSAGE-
INTEGRITY includes the length field fromthe STUN nessage header
Prior to perform ng the hash, the MESSAGE-I NTEGRITY attribute MJST be
inserted into the nessage (with dummy content). The I ength MJST then
be set to point to the length of the nmessage up to, and incl uding,
the MESSAGE-|I NTEGRITY attribute itself, but excluding any attributes
after it. Once the conputation is perforned, the value of the
MESSAGE- | NTEGRITY attribute can be filled in, and the val ue of the
length in the STUN header can be set to its correct value -- the
length of the entire nessage. Similarly, when validating the
MESSAGE- | NTEGRITY, the length field should be adjusted to point to
the end of the MESSAGE-I NTEGRITY attribute prior to calculating the
HVAC. Such adjustment is necessary when attributes, such as

FI NGERPRI NT, appear after MESSAGE-| NTEGRI TY.
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5. FI NGERPRI NT

The FINGERPRI NT attribute MAY be present in all STUN nessages. The
value of the attribute is conputed as the CRC-32 of the STUN nessage
up to (but excluding) the FINGERPRINT attribute itself, XOR ed with
the 32-bit val ue 0x5354554e (the XOR hel ps in cases where an
application packet is also using CRC-32 init). The 32-bit CRCis
the one defined in I TU V.42 [ITU. V42.2002], which has a generator

pol ynoni al of x32+x26+x23+x22+Xx16+Xx12+X11+X10+X8+X7+X5+X4+x2+x+1

When present, the FINCGERPRI NT attribute MJST be the last attribute in
the nmessage, and thus will appear after MESSAGE-| NTEGRI TY.

The FINGERPRINT attribute can aid in distinguishing STUN packets from
packets of other protocols. See Section 8.

As with MESSAGE-I NTEGRITY, the CRC used in the FINGERPRINT attribute
covers the length field fromthe STUN nessage header. Therefore,
this value nust be correct and include the CRC attribute as part of
the message length, prior to conmputation of the CRC. Wen using the
FI NGERPRI NT attribute in a nmessage, the attribute is first placed
into the message with a durmy val ue, then the CRC is conputed, and
then the value of the attribute is updated. |[If the MESSAGE-|I NTEGRI TY
attribute is also present, then it nust be present with the correct
nmessage-integrity value before the CRC is conputed, since the CRCis
done over the value of the MESSAGE-I NTEGRITY attribute as well.

6. ERROR- CODE

The ERROR-CODE attribute is used in error response nessages. It
contains a nuneric error code value in the range of 300 to 699 plus a
textual reason phrase encoded in UTF-8 [ RFC3629], and is consi stent
inits code assignnments and semantics with SIP [ RFC3261] and HTTP

[ RFC2616] . The reason phrase is nmeant for user consunption, and can
be anything appropriate for the error code. Recommended reason
phrases for the defined error codes are included in the | ANA registry
for error codes. The reason phrase MJST be a UTF-8 [ RFC3629] encoded
sequence of less than 128 characters (which can be as |ong as 763

byt es).

0 1 2 3
01234567890123456789012345678901
T S o T s T T o S T il sl S T R S i i

| Reserved, should be 0O | O ass| Nurnber
T i T s s I T sl S P Y S Y S S S S
| Reason Phrase (vari abl e)

R e s o T i i i i S S SR S S e S S S

Figure 7: ERROR-CODE Attribute
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To facilitate processing, the class of the error code (the hundreds
digit) is encoded separately fromthe rest of the code, as shown in
Fi gure 7.

The Reserved bits SHOULD be 0, and are for alignnment on 32-bit
boundaries. Receivers MJST ignore these bits. The C ass represents
the hundreds digit of the error code. The value MJST be between 3
and 6. The Nunber represents the error code nodulo 100, and its

val ue MJST be between 0 and 99.

The followi ng error codes, along with their recomended reason
phrases, are defined:

300 Try Alternate: The client should contact an alternate server for
this request. This error response MJST only be sent if the
request included a USERNAMVE attribute and a valid MESSAGE-

I NTEGRITY attribute; otherwise, it MJST NOT be sent and error
code 400 (Bad Request) is suggested. This error response MJST
be protected with the MESSAGE-I NTEGRI TY attribute, and receivers
MUST val i date the MESSAGE- | NTEGRI TY of this response before
redirecting thenselves to an alternate server

Note: Failure to generate and validate nmessage integrity
for a 300 response allows an on-path attacker to falsify a
300 response thus causi ng subsequent STUN nessages to be
sent to a victim

400 Bad Request: The request was mal formed. The client SHOULD NOT
retry the request w thout nodification fromthe previous
attenpt. The server may not be able to generate a valid
MESSAGE- | NTECRITY for this error, so the client MJST NOT expect
a valid MESSAGE-I NTEGRITY attribute on this response.

401 Unaut horized: The request did not contain the correct
credentials to proceed. The client should retry the request
with proper credentials.

420 Unknown Attribute: The server received a STUN packet contai ning
a conprehension-required attribute that it did not understand.
The server MUST put this unknown attribute in the UNKNOMN
ATTRI BUTE attribute of its error response.

438 Stale Nonce: The NONCE used by the client was no | onger valid.
The client should retry, using the NONCE provided in the
response.

500 Server Error: The server has suffered a tenporary error. The
client should try again.
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7. REALM

The REALM attribute nay be present in requests and responses. It
contains text that nmeets the grammar for "real mval ue" as described
in RFC 3261 [ RFC3261] but without the double quotes and their
surroundi ng whitespace. That is, it is an unquoted real mvalue (and
is therefore a sequence of qdtext or quoted-pair). It MIST be a
UTF- 8 [ RFC3629] encoded sequence of |ess than 128 characters (which
can be as long as 763 bytes), and MJST have been processed using
SASLprep [ RFC4013].

Presence of the REALM attribute in a request indicates that |long-term
credentials are being used for authentication. Presence in certain
error responses indicates that the server wishes the client to use a
Il ong-termcredential for authentication.

8. NONCE

The NONCE attribute nay be present in requests and responses. It

contai ns a sequence of qdtext or quoted-pair, which are defined in
RFC 3261 [ RFC3261]. Note that this means that the NONCE attribute
will not contain actual quote characters. See RFC 2617 [ RFC2617],
Section 4.3, for guidance on selection of nonce values in a server.

It MJUST be | ess than 128 characters (which can be as long as 763
byt es).

9.  UNKNOWN- ATTRI BUTES

The UNKNOWN- ATTRI BUTES attribute is present only in an error response
when the response code in the ERROR-CODE attribute is 420.

The attribute contains a list of 16-bit val ues, each of which
represents an attribute type that was not understood by the server

0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| Attribute 1 Type | Attribute 2 Type
T S o T s T T o S T il sl S T R S i i
| Attribute 3 Type | Attribute 4 Type

T T T S T S S S S e T T T R

Figure 8: Format of UNKNOWN- ATTRI BUTES Attri bute
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Note: In [RFC3489], this field was padded to 32 by duplicating the
last attribute. 1In this version of the specification, the nornma
padding rules for attributes are used instead.

10. SOFTWARE

The SOFTWARE attribute contains a textual description of the software
bei ng used by the agent sending the nessage. It is used by clients
and servers. Its value SHOULD incl ude manufacturer and version
nunber. The attribute has no inpact on operation of the protocol

and serves only as a tool for diagnostic and debuggi ng purposes. The
val ue of SOFTWARE is variable length. It MJST be a UTF-8 [ RFC3629]
encoded sequence of |ess than 128 characters (which can be as |long as
763 bytes).

11. ALTERNATE- SERVER

The alternate server represents an alternate transport address
identifying a different STUN server that the STUN client should try.

It is encoded in the same way as MAPPED- ADDRESS, and thus refers to a
single server by IP address. The |IP address fam |y MJST be identi cal
to that of the source |IP address of the request.

Security Considerations
1. Attacks against the Protoco
1.1. CQutside Attacks
An attacker can try to nodify STUN nessages in transit, in order to

cause a failure in STUN operation. These attacks are detected for
both requests and responses through the nessage-integrity mechani sm

using either a short-termor long-termcredential. O course, once
detected, the nmani pul ated packets will be dropped, causing the STUN
transaction to effectively fail. This attack is possible only by an

on-path attacker

An attacker that can observe, but not nodify, STUN nmessages in-
transit (for exanple, an attacker present on a shared access nedi um
such as W-Fi), can see a STUN request, and then inmediately send a
STUN response, typically an error response, in order to disrupt STUN
processing. This attack is also prevented for nessages that utilize
MESSAGE- | NTEGRI TY. However, sonme error responses, those related to
authentication in particular, cannot be protected by MESSAGE-
INTEGRITY. Wen STUN itself is run over a secure transport protoco
(e.g., TLS), these attacks are conpletely mtigated.
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Dependi ng on the STUN usage, these attacks nmay be of m ni mal
consequence and thus do not require nessage integrity to mtigate.
For example, when STUN is used to a basic STUN server to discover a
server reflexive candidate for usage with I CE, authentication and
nmessage integrity are not required since these attacks are detected
during the connectivity check phase. The connectivity checks

t hensel ves, however, require protection for proper operation of |ICE
overall. As described in Section 14, STUN usages descri be when

aut hentication and nmessage integrity are needed.

Since STUN uses the HMAC of a shared secret for authentication and
integrity protection, it is subject to offline dictionary attacks.
When aut hentication is utilized, it SHOULD be with a strong password
that is not readily subject to offline dictionary attacks.

Protection of the channel itself, using TLS, nitigates these attacks.
However, STUN is npbst often run over UDP and in those cases, strong
passwords are the only way to protect against these attacks.

1.2. | nsi de Attacks

A rogue client may try to launch a DoS attack agai nst a server by
sending it a |arge nunmber of STUN requests. Fortunately, STUN
requests can be processed statelessly by a server, making such
attacks hard to | aunch.

A rogue client may use a STUN server as a reflector, sending it
requests with a falsified source |P address and port. |In such a
case, the response would be delivered to that source IP and port.
There is no anplification of the nunmber of packets with this attack
(the STUN server sends one packet for each packet sent by the
client), though there is a small increase in the anmount of data,
since STUN responses are typically larger than requests. This attack
is mtigated by ingress source address filtering.

Reveal ing the specific software version of the agent through the
SOFTWARE attribute might allow themto beconme nore vulnerable to
attacks against software that is known to contain security holes.
| npl ement ers SHOULD nmake usage of the SOFTWARE attribute a
configurabl e option

2. Attacks Affecting the Usage

This section lists attacks that m ght be | aunched agai nst a usage of
STUN. Each STUN usage nust consi der whet her these attacks are
applicable to it, and if so, discuss counter-nmeasures.

Most of the attacks in this section revolve around an attacker
nodi fying the reflexive address | earned by a STUN client through a
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Bi ndi ng request/response transaction. Since the usage of the
reflexive address is a function of the usage, the applicability and
renmedi ati on of these attacks are usage-specific. In comon
situations, nodification of the reflexive address by an on-path
attacker is easy to do. Consider, for exanple, the conmon situation
where STUN is run directly over UDP. In this case, an on-path
attacker can nodify the source |IP address of the Binding request
before it arrives at the STUN server. The STUN server will then
return this I P address in the XOR- MAPPED- ADDRESS attribute to the
client, and send the response back to that (falsified) IP address and
port. |If the attacker can also intercept this response, it can
direct it back towards the client. Protecting against this attack by
usi ng a nessage-integrity check is inpossible, since a nessage-
integrity val ue cannot cover the source |P address, since the

i nterveni ng NAT nust be able to nodify this value. Instead, one
solution to preventing the attacks listed belowis for the client to
verify the refl exive address | earned, as is done in |ICE [ MVSI C- | CE]
O her usages may use other means to prevent these attacks.

2.1. Attack |I: Distributed DoS (DDoS) agai nst a Tar get
In this attack, the attacker provides one or nore clients with the

sane faked reflexive address that points to the intended target.
This will trick the STUN clients into thinking that their reflexive

addresses are equal to that of the target. |If the clients hand out
that reflexive address in order to receive traffic on it (for
exanmple, in SIP nessages), the traffic will instead be sent to the

target. This attack can provide substantial anplification
especially when used with clients that are using STUN to enable
mul ti nedi a applications. However, it can only be |aunched agai nst
targets for which packets fromthe STUN server to the target pass
through the attacker, liniting the cases in which it is possible.

2.2. Attack Il: Silencing a dient

In this attack, the attacker provides a STUN client with a faked
reflexive address. The reflexive address it provides is a transport
address that routes to nowhere. As a result, the client won't
receive any of the packets it expects to receive when it hands out
the reflexive address. This exploitation is not very interesting for
the attacker. It inpacts a single client, which is frequently not
the desired target. Moreover, any attacker that can nmount the attack
could al so deny service to the client by other means, such as
preventing the client fromreceiving any response fromthe STUN
server, or even a DHCP server. As with the attack in Section 16.2.1
this attack is only possible when the attacker is on path for packets
sent fromthe STUN server towards this unused |IP address.
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2.3. Attack Ill: Assuming the Identity of a dient

This attack is simlar to attack Il. However, the faked reflexive
address points to the attacker itself. This allows the attacker to
receive traffic that was destined for the client.

2.4. Attack |V: Eavesdropping

In this attack, the attacker forces the client to use a reflexive
address that routes to itself. It then forwards any packets it
receives to the client. This attack would allow the attacker to
observe all packets sent to the client. However, in order to |launch
the attack, the attacker nust have al ready been able to observe
packets fromthe client to the STUN server. |In nost cases (such as
when the attack is launched from an access network), this neans that
the attacker could already observe packets sent to the client. This
attack is, as a result, only useful for observing traffic by
attackers on the path fromthe client to the STUN server, but not
generally on the path of packets being routed towards the client.

3. Hash Agility Plan

This specification uses HVAC- SHA-1 for conputation of the nessage
integrity. |If, at a later time, HVAGC-SHA-1 is found to be
conpromi sed, the following is the renmedy that will be appli ed.

We will define a STUN extension that introduces a new nessage-
integrity attribute, conputed using a new hash. Cients would be
required to include both the new and ol d nmessage-integrity attributes
in their requests or indications. A new server will utilize the new
nmessage-integrity attribute, and an old one, the old. After a
transition period where nixed inplenentations are in deploynent, the
ol d nmessage-integrity attribute will be deprecated by another
specification, and clients will cease including it in requests.

It is also inportant to note that the HVAC i s done using a key that
is itself conputed using an MD5 of the user’s password. The choice
of the MD5 hash was nade because of the existence of |egacy databases
that store passwords in that form If future work finds that an HVAC
of an MD5 input is not secure, and a different hash is needed, it can
al so be changed using this plan. However, this would require
administrators to repopul ate their databases.

| AB Consi derations
The | AB has studied the problemof Unilateral Self-Address Fixing

(UNSAF), which is the general process by which a client attenpts to
determne its address in another real mon the other side of a NAT
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t hrough a col | aborative protocol reflection nmechani sm (RFC3424

[ RFC3424]). STUN can be used to performthis function using a

Bi ndi ng request/response transaction if one agent is behind a NAT and
the other is on the public side of the NAT

The | AB has mandat ed that protocols devel oped for this purpose
docunent a specific set of considerations. Because sone STUN usages
provi de UNSAF functions (such as ICE [MMJSIC-ICE] ), and others do
not (such as SIP Qutbound [SIP-OUTBOUND] ), answers to these

consi derations need to be addressed by the usages thensel ves.

| ANA Consi der ati ons

| ANA has created three new registries: a "STUN Met hods Registry", a
"STUN Attributes Registry", and a "STUN Error Codes Registry". |ANA
has al so changed the nane of the assigned | ANA port for STUN from
"nat-stun-port" to "stun".

1. STUN Met hods Registry

A STUN nethod is a hex nunmber in the range 0x000 - OxFFF. The
encodi ng of STUN nmethod into a STUN nessage is described in
Section 6.

The initial STUN net hods are:

0x000: (Reserved)
0x001: Bi ndi ng
0x002: (Reserved; was SharedSecret)

STUN net hods in the range 0x000 - Ox7FF are assigned by | ETF Revi ew
[ RFC5226]. STUN nethods in the range 0x800 - OxFFF are assi gned by
Desi gnat ed Expert [RFC5226]. The responsibility of the expert is to
verify that the sel ected codepoint(s) are not in use and that the
request is not for an abnornally |arge nunber of codepoints.

Techni cal review of the extension itself is outside the scope of the
desi ghat ed expert responsibility.

2. STUN Attribute Registry

A STUN Attribute type is a hex nunber in the range 0x0000 - OxFFFF.
STUN attribute types in the range 0x0000 - Ox7FFF are consi dered
conpr ehensi on-requi red; STUN attribute types in the range 0x8000 -
OXFFFF are consi dered conprehension-optional. A STUN agent handl es
unknown conprehensi on-required and conprehensi on-optional attributes
differently.

The initial STUN Attributes types are:
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Conpr ehensi on-requi red range (0x0000-Ox7FFF):
0x0000: (Reserved)
0x0001: MAPPED- ADDRESS
0x0002: (Reserved; was RESPONSE- ADDRESS)
0x0003: (Reserved; was CHANGE- ADDRESS)
0x0004: (Reserved; was SOURCE- ADDRESS)
0x0005: (Reserved; was CHANGED- ADDRESS)
0x0006: USERNAME
0x0007: (Reserved; was PASSWORD)
0x0008: MESSAGE- | NTEGRI TY
0x0009: ERROR- CODE
Ox000A: UNKNOWN- ATTRI BUTES
0x000B: (Reserved; was REFLECTED- FROV)
0x0014: REALM
0x0015: NONCE
0x0020: XOR- MAPPED- ADDRESS

Conpr ehensi on- opti onal range (0x8000- OxFFFF)
0x8022: SOFTWARE
0x8023: ALTERNATE- SERVER
0x8028: FI NGERPRI NT

STUN Attribute types in the first half of the conprehension-required
range (0x0000 - Ox3FFF) and in the first half of the conprehension-
optional range (0x8000 - OxBFFF) are assigned by | ETF Revi ew

[ RFC5226]. STUN Attribute types in the second half of the

conpr ehensi on-requi red range (0x4000 - Ox7FFF) and in the second half
of the conprehension-optional range (0xCO000 - OxFFFF) are assigned by
Desi gnat ed Expert [RFC5226]. The responsibility of the expert is to
verify that the sel ected codepoint(s) are not in use, and that the
request is not for an abnornally |arge nunber of codepoints.

Techni cal review of the extension itself is outside the scope of the
desi ghat ed expert responsibility.

3. STUN Error Code Registry

A STUN error code is a nunber in the range 0 - 699. STUN error codes
are acconpani ed by a textual reason phrase in UTF-8 [ RFC3629] that is
i ntended only for human consunption and can be anything appropri ate;
this docunent proposes only suggested val ues.

STUN error codes are consistent in codepoint assignnments and
semantics with SIP [ RFC3261] and HTTP [ RFC2616] .

The initial values in this registry are given in Section 15.6.
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New STUN error codes are assigned based on | ETF Revi ew [ RFC5226] .
The specification nust carefully consider how clients that do not
understand this error code will process it before granting the
request. See the rules in Section 7.3.4.

4. STUN UDP and TCP Port Nunbers

| ANA has previously assigned port 3478 for STUN. This port appears
in the I ANA registry under the noni ker "nat-stun-port”. In order to
align the DNS SRV procedures with the regi stered protocol service,

| ANA is requested to change the nane of protocol assigned to port
3478 from"nat-stun-port" to "stun", and the textual name from
"Sinple Traversal of UDP Through NAT (STUN)" to "Session Traversa
Uilities for NAT", so that the I ANA port registry would read:

stun 3478/ tcp Session Traversal Uilities for NAT (STUN) port
stun 3478/ udp Session Traversal Uilities for NAT (STUN) port

In addition, | ANA has assigned port number 5349 for the "stuns"
service, defined over TCP and UDP. The UDP port is not currently
defined; however, it is reserved for future use.

Changes since RFC 3489

This specification obsoletes RFC 3489 [RFC3489]. This specification
differs fromRFC 3489 in the foll owi ng ways:

0 Renoved the notion that STUN is a conplete NAT traversal solution
STUN is now a tool that can be used to produce a NAT traversal
solution. As a consequence, changed the nanme of the protocol to
Session Traversal Utilities for NAT.

0 Introduced the concept of STUN usages, and described what a usage
of STUN nust docunent.

0 Renoved the usage of STUN for NAT type detection and bi ndi ng
lifetine discovery. These techniques have proven overly brittle
due to wider variations in the types of NAT devices than descri bed
in this docunent. Renobved the RESPONSE- ADDRESS, CHANGED- ADDRESS
CHANGE- REQUEST, SOURCE- ADDRESS, and REFLECTED- FROM attri but es.

0 Added a fixed 32-bit magi c cookie and reduced | ength of
transaction ID by 32 bits. The nmagi c cookie begins at the same
of fset as the original transaction ID
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0 Added the XOR- MAPPED- ADDRESS attri bute, which is included in
Bi ndi ng responses if the magic cookie is present in the request.
O herwi se, the RFC 3489 behavior is retained (that is, Binding
response i ncludes MAPPED ADDRESS). See di scussion i n XOR- MAPPED-
ADDRESS regardi ng this change.

0 Introduced formal structure into the nessage type header field,
with an explicit pair of bits for indication of request, response,
error response, or indication. Consequently, the nessage type
fieldis split into the class (one of the previous four) and
met hod.

0o Explicitly point out that the nost significant 2 bits of STUN are
0b00, allowing easy differentiation with RTP packets when used
with | CE

0 Added the FINGERPRINT attribute to provide a nethod of definitely
detecting the difference between STUN and anot her protocol when
the two protocols are multipl exed together.

0 Added support for IPv6. Mude it clear that an IPv4 client could
get a v6 mapped address, and vice versa.

0 Added long-termcredential -based aut hentication
0 Added the SOFTWARE, REALM NONCE, and ALTERNATE- SERVER attri but es.

0 Renoved the SharedSecret nmethod, and thus the PASSWORD attri bute.
Thi s nethod was al nbst never inplenmented and is not needed with
current usages.

0 Renoved recommendation to continue listening for STUN responses
for 10 seconds in an attenpt to recogni ze an attack.

o Changed transaction tiners to be nore TCP friendly.

0 Renoved the STUN exanple that centered around the separation of
the control and nmedia planes. |Instead, provided nore information
on using STUN wi th protocols.

o Defined a generic padding mechani smthat changes the
interpretation of the length attribute. This would, in theory,
break backwards compatibility. However, the nmechanismin RFC 3489
never worked for the few attributes that weren't aligned naturally
on 32-bit boundaries.

0 REALM SERVER, reason phrases, and NONCE linited to 127
characters. USERNAME to 513 bytes.
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0 Changed the DNS SRV procedures for TCP and TLS. UDP remains the
same as before.
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Appendi x A.  C Snippet to Determine STUN Message Types

G ven a 16-bit STUN nessage type value in host byte order in nsg_type
paraneter, below are C nacros to deternine the STUN nessage types:

#define | S_ REQUEST(nsg_type) (((rmsg_type) & 0x0110) == 0x0000)
#define |'S_|I NDI CATI ON(nmsg_t ype) (((rmsg_type) & 0x0110) == 0x0010)
#define IS _SUCCESS RESP(nsg_type) (((nsg_type) & 0x0110) == 0x0100)
#define IS ERR RESP(nsg_type) (((rmsg_type) & 0x0110) == 0x0110)
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