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Dynam ¢ Host Configuration Protocol Options Used by PXELI NUX

Status of This Menp

This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Thi s docunent describes the use by PXELI NUX of some DHCP Option Codes
nunbering from 208-211.
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1.

| nt roducti on

PXE, the Preboot eXecution Environnent, is a first-stage network
bootstrap agent. PXE is |oaded out of firmvare on the client host,
and performs DHCP [3] queries to obtain an | P address.

Once on the network, it |oads a second-stage bootstrap agent as
configured by DHCP header and option contents.

PXELI NUX i s one such second-stage bootstrap agent. Once PXE has
passed execution to it, PXELINUX seeks its configuration froma cache
of DHCP options supplied to the PXE first-stage agent, and then takes
action based upon those options.

Most frequently, this inplies loading via Trivial File Transfer
Protocol (TFTP) [6] one or nore inmages that are deconpressed into
menory, then executed to pass execution to the final Host Operating
System

PXELI NUX uses DHCP options 208-211 to govern parts of this bootstrap
process, but these options are not requested by the PXE DHCP cli ent
at the tinme it acquires its lease. At that tine, the PXE bootl oader
has no knowl edge that PXELINUX is going to be in use, and even so,
woul d have no way to know what option(s) PXELINUX nmight digest.

Local installations that serve this PXELINUX imge to its clients
nmust al so configure their DHCP servers to provide these options even
t hough they are not on the DHCP Paraneter Request List [4].

These options are:

o "MAGC' - 208 - An option whose presence and content verifies to
the PXELI NUX boot| oader that the options nunbered 209-211 are for
the purpose as described herein.

o "ConfigFile" - 209 - Configures the path/filenane conponent of the
configuration file s |location, which this bootl oader should use to
configure itself.

o "PathPrefix" - 210 - Configures a value to be prepended to the
ConfigFile to discern the directory location of the file.

0 "RebootTine" - 211 - Configures a tineout after which the
bootstrap programw || reboot the system (nost likely returning it
to PXE).

Hi storically, these option codes nunbering from 208-211 were
designated ' Site Local’, but after publication of RFC3942 [8], they
were nmade avail able for allocation as new standard DHCP opti ons.
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3.

3.

Thi s docunent marks these codes as assi gned.

This direct assignnent of option code values in the option
definitions belowis unusual as it is not nmentioned in DHCP Option
Code assignment guidelines [5]. This docunent’s Option Code

assi gnments are done within RFC 3942’ s provisions for docunenting
prior use of option codes within the new range (128-223 inclusive).

Ter ni nol ogy

o "first-stage bootloader” - Although a given bootl oadi ng order may
have many stages, such as where a BIOS boots a DOS Boot Disk
whi ch then | oads a PXE executable, it is, in this exanple, only
the PXE executable that this docunent describes as the "first-
stage bootl oader” -- in essence, this is the first stage of
booting at which DHCP is invol ved.

0 "second-stage bootl oader" - This describes a program| oaded by the
first-stage bootl oader at the behest of the DHCP server.

0 "bootl oader" and "network bootstrap agent" - These are synonyms,
excepting that "bootloader" is intentionally vague in that its
next form of bootstrapping may not in fact involve network

resour ces.
The key words "MAY", "MJST", "MJST NOT", "SHOULD', and "SHOULD NOT"
in this docunent are to be interpreted as described in RFC 2119 [2].
MAG C Option
Description

If this option is provided to the PXE bootl oader, then the value is
checked by PXELINUX to match the octet string f1:00:74:7e. If this
mat ches, then PXELI NUX bootl oaders will al so consume options 209-211
as described below. Oherw se, they are ignored.

This neasure was intended to ensure that, as the 'Site Local’ option
space is not allocated froma central authority, no conflict would
result in a PXELINUX bootl| oader inproperly digesting options intended
for anot her purpose.
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3.

3.

3.

4.

4.

2. Packet For mat
The MAG C Option fornmat is as foll ows:

Code Length mlL nR B3 n4

The code for this option is 208. The length is always four.
3. Applicability

This option is absolutely inapplicable to any other purpose.
4. Response to RFC 3942

The option code 208 will be adopted for this purpose and inmedi ately
deprecated. Future standards action nmay return this option to an
avail abl e status should it be necessary.

A collision of the use of this option is harmess (at |east from
PXELI NUX point of view) by design: if it does not nmatch the

af orenenti oned magi ¢ val ue, the PXELI NUX bootl oader will take no
speci al action.

The PXELI NUX project will deprecate the use of this option; future
versions of the software will not evaluate its contents.

It is reasonable to utilize this option code for another purpose, but
it is reconmended to do this at a later tine, given the desire to
avoi d potential collisions in |egacy user bases.

Configuration File Option
1. Description

Once the PXELI NUX execut abl e has been entered fromthe PXE

boot| cader, it evaluates this option and loads a file of that name
via TFTP. The contents of this file serve to configure PXELINUX in
its next stage of bootloadi ng (specifying boot inage nanes,

| ocations, boot-tinme flags, text to present the user in nenu

sel ections, etc).

In the absence of this option, the PXELINUX agent will search the
TFTP server (as determned by PXE prior to this stage) for a config
file of several default nanes.
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4.2. Packet Format
The Configuration File Option format is as follows:

Code Lengt h Config-file...

The code for this option is 209. The Config-file (cl..c(n)) is an
NVT-ASCI I [1] printable string; it is not term nated by a zero or any
ot her val ue.

4.3. Applicability

Any boot | oader, PXE or otherw se, that nakes use of a separate
configuration file rather than containing all configurations within
DHCP options (which may be inpossible due to the Iinted space
avail abl e for DHCP options) may concei vably nmake use of this option.

4.4. Response to RFC 3942
The code 209 will be adopted for this purpose.
4.5. dient and Server Behavi our

The Config File Option MJST be supplied by the DHCP server if it
appears on the Parameter Request List, but MJUST al so be supplied if
the server adm nistrator believed it would | ater be useful to the
client (such as because the server is configured to offer a second-
stage boot inmge, which they know will nake use of it). The option
MUST NOT be supplied if no value has been configured for it, or if a
val ue of zero length has been confi gured.

The DHCP client MJST only cache this option in a |ocation the second-
st age boot | oader nmay access.

The second-stage bootl|l oader MJUST, in concert with other DHCP options
and fields, use this option’s value as a filenane to be | oaded via
TFTP and read for further second-stage-| oader-specific configuration
paraneters. The format and content of such a file is specific to the
second- st age boot | oader, and as such, is out of scope of this
docunent .
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5. Path Prefix Option
5.1. Description

In PXELINUX case, it is often the case that several different

envi ronnents woul d have the same TFTP path prefix, but would have
different filenanes (for exanple: hosts’ bootloader inmages and config
files may be kept in a directory structure derived fromtheir Mdia
Access Control (MAC) address). Consequently, it was deened
worthwhile to deliver a TFTP path prefix configuration option, so
that these two things could be configured separately in a DHCP Server
configuration: the prefix and the possibly host-specific file

| ocati on.

The actual filenane that PXELI NUX requests fromits TFTP server is
derived by prepending this value to the Config File Option above.
Once this config file is | oaded and during processing, any TFTP file
paths specified within it are simlarly processed -- prepending the
contents of this option

5.2. Packet For mat
The Path Prefix Option fornmat is as foll ows:

Code Length Pat h- Prefi x. ..

The code for this option is 210. The Path Prefix is an NVT- ASCl
printable string; it is not termnated by zero or any other val ue.

5.3. Applicability
This option came into existence because server admnistrators found
it useful to configure the prefix and suffix of the config file path
separately. A group of different PXE booting clients nay use the
same path prefix, but different filenames, or vice versa.

The "shortcut’ this represents is worthwhile, but it is questionable
whet her that needs to manifest itself on the protocol wre.
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It only becomes interesting froma protocol standpoint if other
options are adopted that prefix this value as well -- performng a
kind of string conpression is highly beneficial to the limted
avai |l abl e DHCP opti on space.

But it’s clearly inapplicable to any current use of, e.g., the

FI LENAME header contents or the DHCP Boot File Nanme option (#67).
Use of these fields is encoded on firmware of thousands of devices
that can't or are not likely to be upgraded. Altering any behaviour
here is likely to cause severe conpatibility problens.

Al t hough conpression of the TFTP-1 oaded configuration file contents
is not a conpelling factor, contrived configurations using these

val ues nay al so exist: where each of a large variety of different
clients |l oad the sanme configuration file, with the same contents, but
due to a differently configured path prefix actually load different

i mmges. Whether this sort of use is truly needed remai ns unproven

5.4. Response to RFC 3942
The code 210 will be adopted for this purpose.
5.5. dient and Server Behavi our

The Path Prefix option MJST be supplied by the DHCP server if it
appears on the Parameter Request List, but MJUST al so be supplied if
the server adm nistrator believed it would | ater be useful to the
client (such as because the server is configured to offer a second-
stage boot inmge that they know will nake use of it). The option
MUST NOT be supplied if no value has been configured for it, or if a
val ue of zero length has been confi gured.

The DHCP client MUST only cache this option in a |ocation where the
second- st age boot| oader may access it.

The second-stage bootl oader MUST prepend this option’s value, if any,
to the contents of the ConfigFile option prior to obtaining the
resulting value via TFTP, or the default 'Config File Search Path’

whi ch the second-stage bootl oader iterates in the absence of a Config
File Option. The client MAY prepend the value to other configuration
directives within that file once it has been | oaded. The client MJST
NOT prepend this option’s value to any other DHCP option contents or
field, unless explicitly stated in a docunent describing that option
or field.
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6. Reboot Tinme Option
6.1. Description

Shoul d PXELI NUX be executed, and then for sone reason, be unable to
reach its TFTP server to continue bootstrapping, the client will, by
default, reboot itself after 300 seconds have passed. This may be
too long, too short, or inappropriate behaviour entirely, depending
on the environnent.

By configuring a non-zero value in this option, admins can inform
PXELI NUX of which specific tineout is desired. The client wll

reboot itself if it fails to achieve its configured network resources
wi thin the specified nunber of seconds.

This reboot will run through the system s normal boot-tine execution

path, nost likely leading it back to PXE and therefore PXELINUX. So,
in the general case, this is akin to returning the client to the DHCP
INIT state.

By configuring zero, the feature is disabled, and instead the client
chooses to renove itself fromthe network and wait indefinitely for
operator intervention

It should be stressed that this is in no way related to configuring a
| ease tine. The perceived transition to INIT state is due to client

running state -- reinitializing itself -- not due to |ease timer
activity. That is, it is not safe to assunme that a PXELI NUX cli ent
wi |l abandon its | ease when this timer expires.

6.2. Packet Format

The Reboot Tine Option format is as foll ows:

S S S, Fomm oo o - S Fomm oo o - +
| 211 | 4 | Reboot Tine |
S S S, Fomm oo o - S Fomm oo o - +

The code for this option is 211. The length is always four. The
Reboot Time is a 32-bit (4 byte) integer in network byte order
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6.3. Applicability

Any network bootstrap programin any sufficiently conplex networKking
envi ronnent coul d conceivably enter into such a sinilar condition
either due to having its I P address stolen out fromunder it by a
rogue client on the network, by being noved between networks where
its PXE-derived DHCP | ease is no longer valid, or any simlar means.

It seems desirable for any network bootstrap agent to inplenent an
ultimate timeout for it to start over.

The client may, for exanple, get different working configuration
paranmeters froma different DHCP server upon restarting.

6.4. Response to RFC 3942
The code 211 will be adopted for this purpose.
6.5. dient and Server Behavi our

The Reboot Tinme Option MJST be supplied by the DHCP server if it
appears on the Parameter Request List, but MJUST al so be supplied if
the server adm nistrator believed it would | ater be useful to the
client (such as because the server is configured to offer a second-
stage boot inmge that they know will nake use of it). The option
MUST NOT be supplied if no value has been configured for it, or if it
contains a value of zero |ength.

The DHCP client MJST only cache this option in a |ocation the second-
st age boot | oader nmay access.

If the value of this option is nonzero, the second-stage boot| oader
MUST schedule a tineout: after a nunber of seconds equal to this
option’s val ue have passed, the second-stage bootl oader MJST reboot
the system ultimately returning the path of execution back to the
first-stage bootloader. It MJST NOT reboot the system once the
thread of execution has been passed to the host operating system (at
which point, this timeout is effectively obviated).

If the value of this option is zero, the second-stage bootl oader MJST
NOT schedul e such a tinmeout at all. Any second-stage bootl oader that
finds it has encountered excessive tineouts attenpting to obtain its
host operating system SHOULD di sconnect itself fromthe network to
wai t for operator intervention, but MAY continue to attenpt to
acquire the host operating systemindefinitely.
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7.

Speci fication Conformance

To conformto this specification, clients and servers MJST inpl enent
the Configuration File, Path Prefix, and Reboot Tine options as
di rect ed.

The MAG C option MAY NOT be inplenented, as it has been deprecat ed.
Security Considerations

PXE and PXELINUX allow any entity acting as a DHCP server to execute
arbitrary code upon a system At present, no PXE inplenmentation is
known to inplenent authentication nechanisns [7] so that PXE clients
can be sure they are receiving configuration information fromthe
correct, authoritative DHCP server

The use of TFTP by PXE and PXELI NUX al so | acks any form of
cryptographic signature -- so a "Man in the Mddle’ attack may | ead
to an attacker’s code being executed on the client system Since
this is not an encrypted channel, any of the TFTP | oaded data may

al so be exposed (such as in |oading a "RAMDI SK" image, which contains
/etc/passwd or simlar information).

The use of the Ethernet MAC Address as the client’s unique identity
may allow an attacker who takes on that identity to gain

i nappropriate access to a client systenis network resources by being
given by the DHCP server whatever 'keys’ are required, in fact, to be
the target system (to boot up as though it were the target).

Great care should be taken to secure PXE and PXELINUX installations,
such as by using IP firewalls, to reduce or elimnate these concerns.

A nearby attacker nmight feed a "Reboot Tine" option value of 1 second
to a nmass of unsuspecting clients, to effect a Denial O Service
(DoS) upon the DHCP server, but then again it may just as easily
supply these clients with rogue second-stage bootl oaders that sinply
transnit a fl ood of packets.

This docunent in and by itself provides no security, nor does it
i npact existing DCHP security as described in RFC 2131 [ 3].

| ANA Consi der ati ons
| ANA has done the follow ng:
1. Moved DHCPv4 Option code 208 from’ Tentatively Assigned to

"Assigned’ , referencing this docunent. |ANA has marked this sane
option code, 208, as Deprecated.
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Moved DHCPv4 Option code 209 from’' Tentatively Assigned to
"Assigned’ , referencing this docunent.

Moved DHCPv4 Option code 210 from ' Tentatively Assigned to
"Assigned’ , referencing this docunent.

Moved DHCPv4 Option code 211 from ' Tentatively Assigned to
"Assigned’ , referencing this docunent.

know edgenent s

e options were designed and i nplenented for the PXELI NUX project

by H Peter Anvin, and he was instrunmental in producing this

docu
this
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ment. Shane Kerr has al so provided feedback that has inproved
docunent .
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2007).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
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THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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