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Status of This Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Thi s docunent describes certain security threats to SCTP. It also
describes ways to mitigate these threats, in particular by using
techni ques fromthe SCTP Specification Errata and |Issues nmeno (RFC
4460). These techniques are included in RFC 4960, which obsol etes
RFC 2960. It is hoped that this information will provide sonme usef ul
background information for many of the newest requirenents spelled
out in the SCTP Specification Errata and |ssues and included in RFC
4960.
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1. Introduction

Stream Control Transmi ssion Protocol, originally defined in

[ RFC2960], is a multi-homed transport protocol. As such, unique
security threats exists that are addressed in various ways within the
protocol itself. This docunent describes certain security threats to
SCTP. It also describes ways to mtigate these threats, in
particul ar by using techniques fromthe SCTP Specification Errata and
| ssues nenp [ RFC4460]. These techniques are included in [ RFC4960],
whi ch obsol etes [RFC2960]. It is hoped that this information wll
provi de sone useful background information for many of the newest
requirements spelled out in the [ RFC4460] and included in [ RFC4960].

This work and sonme of the changes that went into [ RFC4460] and

[ RFC4960] are ruch indebted to the paper on potential SCTP security
ri sks [ EFFECTS] by Aura, N kander, and Camarillo. Wthout their
wor k, sonme of these changes woul d renmai n undocunented and potenti al
threats.

The rest of this docunment will concentrate on the various attacks
that were illustrated in [EFFECTS] and detail the preventative
nmeasures now in place, if any, within the current SCTP standards.

2. Address Canping or Stealing

This attack is a formof denial of service attack crafted around
SCTP's multi-honming. |In effect, an illegitimte endpoint connects to
a server and "canps upon" or "holds up" a valid peer’s address. This
is done to prevent the legitinmate peer from conmunicating with the
server.
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2.1. Attack Details

S + S + S TSR +
| Evil | | Server | | dient |
| e e + A +=IP-C & D |
| Attacker | | | | Victim |
S + S + S TSR +

Figure 1: Canping

Consi der the scenario illustrated in Figure 1. The attacker
legitinmately holds I P-A and wi shes to prevent the "Cient-Victini
from conmuni cating with the "Server’. Note also that the client is
mul ti-honed. The attacker first guesses the port nunber our client
wWill use in its association attenpt. It then uses this port and sets
up an association with the server listing not only IP-A but also IP-C
inits initial INIT chunk. The server will respond and set up the

associ ation, noting that the attacker is multi-homed and hol ds both
| P-A and | P-C.

Next, the victimsends in an INIT nessage listing its two valid
addresses, IP-C and IP-D. In response, it will receive an ABORT
nmessage with possibly an error code indicating that a new address was
added in its attenpt to set up an existing association (a restart
with new addresses). At this point, "Cient-Victim is now prevented
fromsetting up an association with the server until the server
realizes that the attacker does not hold the address |IP-C at sone
future point by using a HEARTBEAT based nmechanism See the
nmtigation option subsection of this section.

2.2. Analysis

This particular attack was discussed in detail on the SCTP

i npl enentors list in March of 2003. CQut of that discussion, changes
were made in the BSD i npl enentation that are now present in

[ RFC4960] . In close exam nation, this attack depends on a nunber of
specific things to occur.

1) The attacker nust set up the association before the victimand

nmust correctly guess the port nunber that the victimwill use. |If
the victimuses any other port nunber the attack will fail.
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2) SCTP' s existing HEARTBEAT nechani sm as defined already in

[ RFC2960] will eventually catch this situation and abort the evil
attacker’s association. This nmay take several seconds based on
def aul t HEARTBEAT tinmers but the attacker hinself will |ose any

associ ati on.

3) If the victimis either not nmulti-honed, or the address set that
it uses is conpletely canped upon by the attacker (in our exanple
if the attacker had included IP-Dinits INIT as well), then the
client’s INIT nessage would initiate an associ ati on between the
client and the server while destroying the association between the
attacker and the server. Fromthe servers’ perspective, this is a
restart of the association

2.3. Mtigation Option

[ RFC4960] adds a new set of requirenments to better counter this
attack. In particular, the HEARTBEAT mechani sm was nodified so that
addr esses unknown to an endpoint (i.e., presented in an INNT with no
pre-know edge given by the application) enter a new state call ed
"UNCONFI RMED'. During the tinme that any address is UNCONFI RVED and

yet considered avail abl e, heartbeating will be done on those
UNCONFI RVED addresses at an accelerated rate. This will |essen the
time that an attacker can "canmp" on an address. |In particular, the

rate of heartbeats to UNCONFI RVMED addresses is done every RTO. Al ong
with this expanded rate of heartbeating, a new 64-bit random nonce is
required to be inside HEARTBEATs to UNCONFI RVED addresses. In the
HEARTBEAT- ACK, the random nonce nust match the value sent in the
HEARTBEAT before an address can | eave the UNCONFI RVED state. This
will prevent an attacker from generating fal se HEARTBEAT- ACKs wi th
the victinms source address(es). |In addition, clients that do not
need to use a specific port nunmber should choose their port nunbers
on a random basis. This makes it hard for an attacker to guess that
nunber .

3. Association Hijacking 1

Associ ation hijacking is the ability of some other user to assune the
sessi on created by another endpoint. |In cases of a true man-in-the-
m ddl e, only a strong end-to-end security nodel can prevent this.
However, with the addition of the SCTP extension specified in

[ RFC5061], an endpoint that is NOT a man-in-the-mddle may be able to
assume anot her endpoint’s associ ati on.
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3.1. Attack Details

The attack is nmade possi ble by any nmechanismthat |ets an endpoi nt
acquire sone other | P address that was recently in use by an SCTP
endpoi nt. For exanple, DHCP may be used in a nobile network with
short I P address lifetimes to reassign | P addresses to mgrant hosts.

| P-A DHCP- Server's Peer - Ser ver

I
1 |-DHCP-Rel (I P-A)---->]|

2 |------ ASCONF( ADD- | P(I P-B), DEL-1P(IP-A)---->XXl ost
tinme
I
| - DHCP- newnet - - - - - - >
3 |<---Assign (IP-A
I
4 | <--meaa-- Tag: X-DATA()------------------
I
R INFT()----mmmmmme e oo - >
S R INIT-ACK()-=----=---------mmmm - -
I
6 |----ASCONF(ADD-IP(IP-2),DEL-IP(IP-A))------ >

Fi gure 2: Association Hijack via DHCP

At point 1, our valid client releases the IP address IP-A It
presumably acquires a new address (IP-B) and sends an ASCONF to ADD
the new address and delete to old address at point 2, but this packet
is lost. Thus, our peer (Peer-Server) has no idea that the forner
peer is no longer at IP-A. Now at point 3, a new "evil" peer obtains
an address via DHCP and it happens to get the re-assignhed address

| P-A.  Qur Peer-Server sends a chunk of DATA at point 4. This
reveals to the new owner of |IP-A that the former owner of |P-A had an
association with Peer-Server. So at point 5, the new owner of IP-A
sends an INIT. The INNT-ACK is sent back and inside it is a COXIE.
The cookie woul d of course hold tie-tags, which would Iist both sets
of tags that could then be used at point 6 to add in any other IP
addresses that the owner of IP-A holds and thus acquire the

associ ati on.

It should be noted that this attack is possible in general whenever

the attacker is able to send packets with source address |P-A and
recei ve packets with destination address |P-A
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3.2. Analysis
This attack depends on a nunber of events:

1) Both endpoints rnust support the SCTP extension specified in
[ RFC5061] .

2) One of the endpoints nust be using the SCTP extension for mobility
specified in [ RFC5061] .

3) The I P address nust be acquired in such a way as to nmake the
endpoi nt the owner of that IP address as far as the network is
concer ned.

4) The true peer nust not receive the ASCONF packet that deletes |IP-A
and adds its new address to the peer before the new "evil" peer
gets control of the association.

5) The new "evil" peer must have an alternate address, aside fromthe
IP-Athat it can add to the association, so it can delete |IP-A
preventing the real peer fromre-acquiring the association when it
finally retransmts the ASCONF (from step 2).

3.3. Mtigation Option

[ RFC4960] adds a new counter neasure to this threat. It is now
required that Tie-Tags in the State-Cookie paranmeter not be the
actual tags. Instead, a new pair of two 32-bit nonces nust be used

to represent the real tags within the association. This prevents the
attacker fromacquiring the real tags and thus prevents this attack
Furthermore, the use of the SCTP extension specified in [ RFC5061]
requires the use of the authentication mechani smdefined in

[ RFC4895]. This requires the attacker to be able to capture the
traffic during the association setup. If in addition an endpoint-
pair shared key is used, capturing or intercepting these setup
nmessages does not enable the attacker to hijack the association.

4. Association Hijacking 2

Associ ation hijacking is the ability of some other user to assune the
sessi on created by another endpoint. |n cases where an attacker can
send packets using the victinms | P-address as a source address and can
recei ve packets with the victins’ address as a destination address,
the attacker can easily restart the association. |If the peer does
not pay attention to the restart notification, the attacker has taken
over the association.
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4.1. Attack Details

Assume that an endpoint E1 having an | P-address A has an SCTP

associ ation with endpoint E2. After the attacker is able to receive
packets to destination address A and send packets with source address
A, the attacker can performa full four-way handshake using the |IP-
addresses and port nunbers fromthe received packet. E2 will

consider this a restart of the association. |If and only if the SCTP
user of E2 does not process the restart notification, the user wll
not recogni ze that the association just restarted. Fromthis

per spective, the association has been hijacked.

4.2. Analysis
This attack depends on a nunber of circunstances:

1) The I P address nmust be acquired in such a way as to nake the evil
endpoi nt the owner of that |IP address as far as the network or
| ocal LAN i s concerned.

2) The attacker nust receive a packet belonging to the association or
connecti on.

3) The other endpoint’s user does not pay attention to restart
notifications.

4.3. Mtigation Option

It is inportant to note that this attack is not based on a weakness
of the protocol, but on the ignorance of the upper layer. This
attack is not possible if the upper |ayer processes the restart
notifications provided by SCTP as described in section 10 of

[ RFC2960] or [RFC4960]. Note that other IP protocols may al so be
affected by this attack.

5. Bombing Attack (Amplification) 1

The bonbing attack is a nethod to get a server to anplify packets to
an i nnocent victim

5.1. Attack Details

This attack is performed by setting up an association with a peer and
listing the victinse IP address in the INNT s |list of addresses.

After the association is setup, the attacker nakes a request for a

| arge data transfer. After making the request, the attacker does not
acknowl edge data sent to it. This then causes the server to re-
transmt the data to the alternate address, i.e., that of the victim
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5.

5.

2.

3.

After waiting an appropriate tinme period, the attacker acknow edges
the data for the victim At sonme point, the attackers address is
consi dered unreachabl e since only data sent to the victins address is
acknowl edged. At this point, the attacker can send strategic

acknowl edgnents so that the server continues to send data to the
victim

Alternatively, instead of stopping the sending of SACKs to enforce a
path failover, the attacker can use the ADD- I P extension to add the
address of the victimand nmake that address the primary path.

Anal ysi s
This attack depends on a nunber of circunstances:

1) The victimnust NOT support SCTP, otherwise it would respond with
an "out of the blue" (OOIB) abort.

2) The attacker nust tine its sending of acknow edgnents correctly in
order to get its address into the failed state and the victims
address as the only valid alternative.

3) The attacker nust guess TSN val ues that are accepted by the
recei ver once the bonbing begins since it nust acknow edge packets
it is no | onger seeing.

Mtigation Option

[ RFC4960] makes two changes to prevent this attack. First, it
details proper handling of |CMP nmessages. Wth SCTP, the | QW
nmessages provide valuable clues to the SCTP stack that can be
verified with the tags for authenticity. Proper handling of an | CVP
protocol unreachable (or equivalent) would cause the associ ation
setup by the attacker to be inmediately failed upon the first
retransm ssion to the victins address.

The second change nmade in [ RFC4960] is the requirenment that no
address that is not CONFIRMED is allowed to have DATA chunks sent to
it. This prevents the switch-over to the alternate address from
occurring, even when | CVMP nessages are lost in the netwrk and
prevents any DATA chunks from being sent to any other destination
other then the attacker itself. This also prevents the alternative
way of using ADD-IP to add the new address and make it the primary
addr ess.
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An SCTP i npl enent ati on should abort the association if it receives a
SACK acknow edgi ng a TSN that has not been sent. This nmakes TSN
guessing for the attacker quite hard because if the attacker

acknowl edges one TSN too fast, the association will be abort ed.

6. Bonbing Attack (Amplification) 2

This attack all ows an attacker to use an arbitrary SCTP endpoint to
send nmultiple packets to a victimin response to one packet.

6.1. Attack Details

The attacker sends an INIT listing nmultiple |IP addresses of the
victimin the INNT' s list of addresses to an arbitrary endpoint.
Optionally, it requests a long cookie lifetinme. Upon reception of
the INIT-ACK, it stores the cookie and sends it back to the other
endpoi nt. When the other endpoint receives the COOKIE, it will send
back a COOKIE-ACK to the attacker and up to HB. Max. Bur st HEARTBEATS
to the victinms address(es) (to confirmthese addresses). The victim
responds with ABORTs or | CMP nessages resulting in the renoval of the
TCB at the other endpoint. The attacker can now resend the stored
cookie as long as it is valid, and this will again result in up to
HB. Max. Bur st HEARTBEATs sent to the victim’s).

6.2. Analysis

The nultiplication factor is limted by the nunber of addresses of
the victimand of the endpoint HB. Max.Burst. Al so, the shorter the
cookie lifetine, the earlier the attacker has to go through the
initial stage of sending an INIT instead of just sending the COXIE
It should also be noted that the attack is nore effective if |arge
HEARTBEATs are used for path confirmation

6.3. Mtigation Option

To limt the effectiveness of this attack, the new paraneter
HB. Max. Bur st was introduced in [ RFC4960] and an endpoi nt shoul d:

1) not allow very large cookie lifetines, even if they are requested.
2) not use |arger HB. Max.Burst parameter values than recommended.
Note that an endpoint may decide to send only one Heartbeat per
RTT instead of the maximum (i.e., HB.Max.Burst). An endpoint that
chooses this approach will however slow down detection of
endpoi nts canping on valid addresses.

3) not use | arge HEARTBEATs for path confirmation
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7.

\l

Associ ati on Redirection

This attack all ows an attacker to wongly set up an association to a
di fferent endpoint.

.1. Attack Details

The attacker sends an INIT sourced fromport X and directed towards
port 'Y . \Wen the INNT-ACK is returned, the attacker sends the
COOKI E- ECHO chunk and either places a different destination or source
port in the SCTP conmmon header, i.e., X+1 or Y+1. This possibly sets
up the association using the nodified port nunbers.

.2. Analysis

This attack depends on the failure of an SCTP inplenmentation to store
and verify the ports within the COXIE structure.

.3. Mtigation Option

This attack is easily defeated by an inplenmentation including the
ports of both the source and destination within the COXIE. |If the
source and destination ports do not match those within the COXIE
chunk when the COXIE is returned, the SCTP inplenmentation silently
di scards the invalid COXIE

Borbi ng Attack (Anmplification) 3

This attack all ows an attacker to use an SCTP endpoint to send a
| arge nunber of packets in response to one packet.

.1. Attack Details

The attacker sends a packet to an SCTP endpoi nt, which requires the
sending of multiple chunks. |If the SCTP endpoi nt does not support
bundling on the sending side, it mght send each chunk per packet.
These packets can either be sent to a victimby using the victins
address as the sources address, or it can be considered an attack
agai nst the network. Since the chunks, which need to be sent in
response to the received packet, may not fit into one packet, an
endpoi nt supporting bundling on the sending side nmight send rmultiple
packet s.

Exanpl es of these packets are packets containing a | ot of unknown
chunks that require an ERROR chunk to be sent, known chunks that
initiate the sending of ERROR chunks, packets containing a |ot of
HEARTBEAT chunks, and so on
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8.2. Analysis

This attack depends on the fact that the SCTP endpoi nt does not
support bundling on the sending side or provides a bad inplenmentation
of bundling on the sending side.

8.3. Mtigation Option

First of all, path verification nust happen before sendi ng chunks

ot her than HEARTBEATs for path verification. This ensures that the
above attack cannot be used agai nst other hosts. To avoid the
attack, an SCTP endpoi nt should inplement bundling on the sending
side and should not send multiple packets in response. |If the SCTP
endpoi nt does not support bundling on the sending side, it should not
send in general nore than one packet in response to a received one.
The details of the required handling are described in [ RFC4960].

9. Bombing Attack (Amplification) 4

This attack all ows an attacker to use an SCTP server to send a | arger
packet to a victimthan it sent to the SCTP server

9.1. Attack Details

The attacker sends packets using the victinms address as the source

address containing an INIT chunk to an SCTP Server. The server then
sends a packet containing an I NI T-ACK chunk to the victim which is

nost |likely larger than the packet containing the INT.

9.2. Analysis
This attack is a byte and not a packet anplification attack and,
wi t hout protocol changes, is hard to avoid. A possible nmethod to
avoid this attack would be the usage the PAD paraneter defined in
[ RFC4820] .

9.3. Mtigation Option

A server should be inplenented in a way that the generated | N T- ACK
chunks are as snall as possible.

10. Bonbing Attack (anplification) 5

This attack all ows an attacker to use an SCTP endpoint to send a
| arge nunber of packets in response to one packet.
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10.1. Attack Details

The attacker sends a packet to an SCTP endpoint, which requires the
sending of multiple chunks. |If the MIU towards the attacker is
small er than the MIU towards the victim the victimnight need to
send nore than one packet to send all the chunks. The difference
between the MIUs might be extrenely large if the attacker sends
mal i ci ous | CVP packets to make use of the path MIU di scovery.

10.2. Analysis

This attack depends on the fact that an SCTP inpl enentati on ni ght not
limt the nunber of response packets correctly.

10.3. Mtigation Option

First of all, path verification nust happen before sendi ng chunks

ot her than HEARTBEATs for path verification. This nakes sure that
the above attack cannot be used agai nst other hosts. To avoid the
attack, an SCTP endpoi nt should not send nultiple packets in response
to a single packet. The chunks not fitting in this packet should be
dr opped.

11. Security Considerations

Thi s docunent is about security; as such, there are no additional
security considerations.
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