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Presence Aut horization Rul es
Status of This Menp

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Aut horization is a key function in presence systens. Authorization
policies, also known as authorization rules, specify what presence

i nformati on can be given to which watchers, and when. This

speci fication defines an Extensible Markup Language (XM.) docunent
format for expressing presence authorization rules. Such a docunent
can be mani pul ated by clients using the XML Configuration Access
Prot ocol (XCAP), although other techniques are permitted.
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1. Introduction

The Session Initiation Protocol (SIP) for Instant Messaging and
Presence (SIMPLE) specifications allow a user, called a watcher, to
subscribe to another user, called a presentity [17], in order to
learn their presence information [18]. This subscription is handl ed
by a presence agent. However, presence information is sensitive, and
a presence agent needs authorization fromthe presentity prior to
handi ng out presence information. As such, a presence authorization
docunent format is needed. This specification defines a format for
such a docunent, called a presence authorization docunent.
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[8] specifies a framework for representing authorization policies,
and is applicable to systens such as geo-location and presence. This
framework is used as the basis for presence authorization docunents.
In the framework, an authorization policy is a set of rules. Each
rul e contains conditions, actions, and transformati ons. The

condi tions specify under what conditions the rule is to be applied to
presence server processing. The actions elenent tells the server
what actions to take. The transformations el ement indicates how the
presence data is to be nani pul ated before being presented to that

wat cher, and as such, defines a privacy filtering operation. [8]
identifies a small nunber of specific conditions commbn to presence
and | ocation services, and leaves it to other specifications, such as
this one, to fill in usage specific details.

A presence authorization docunent can be nani pul ated by clients using
several neans. One such nmechanismis the XM. Configuration Access
Protocol (XCAP) [2]. This specification defines the details
necessary for using XCAP to manage presence authorization docunents.

2. Term nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MNAY",
and "OPTI ONAL" are to be interpreted as described in RFC 2119 [1] and
i ndicate requirenent |levels for conpliant inplenmentations.

3. Structure of Presence Authorizati on Docunents

A presence authorization docunent is an XM. docunent, formatted
according to the schema defined in [8]. Presence authorization
docunents inherit the MM type of common policy docunents,

appl i cation/aut h-policy+xm . As described in [8], this docunent is
conmposed of rules that contain three parts - conditions, actions, and
transformati ons. Each action or transformation, which is also called
a perm ssion, has the property of being a positive grant of
information to the watcher. As a result, there is a well-defined
nmechani sm for conbi ni ng actions and transformati ons obtai ned from
several sources. This nmechanismis privacy safe, since the |ack of
any action or transformation can only result in less information
bei ng presented to a watcher.

This section defines the new conditions, actions, and transformations
defined by this specification.
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3.1. Conditions
3.1.1. ldentity

Al though the <identity> element is defined in [8], that specification
i ndi cates that the specific usages of the framework docunment need to
define details that are protocol and usage specific. |In particular,
it is necessary for a usage of the common policy framework to:

o Define acceptabl e nmeans of authentication.

o0 Define the procedure for representing the identity of the WR
(Watcher/ Requestor) as a URI or Internationalized Resource
Identifier (IR) [13].

This sub-section defines those details for systens based on [18]. It
does so in general terns, so that the recommendati ons defined here
apply to existing and future authentication nechanisns in SIP.

3.1.1.1. Acceptable Forns of Authentication

When used with SIP, a request is considered authenticated if one of
the following is true:

The watcher proves its identity to the server through a form of
crypt ographi ¢ authentication, including authentication based on a
shared secret or a certificate, and that authentication yields an
identity for the watcher

The request conmes froma sender that is asserting the identity of the
wat cher, and:

1. the assertion includes a claimthat the asserting party used a
form of cryptographic authentication (as defined above) to
determine the identity of the watcher, and

2. the server trusts that assertion, and

3. the assertion provides an identity in the formof a URI.

Based on this definition, exanples of valid authentication techniques

include SIP [5], digest authentication [4], cryptographically

verified identity assertions (RFC 4474 [15]), and identity assertions

made in closed network environments (RFC 3325 [16]).

However, the anonynous authentication described on page 194 of RFC
3261 [5] is not considered a valid nechani smfor authentication
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because it does not produce an identity for the watcher. However, an
anonynous From header field, when used in conjunction with RFC 4474
[15], is considered an acceptabl e nmechani smfor authentication, since
it still inplies that the asserting node performed authentication
that produced the identity of the watcher.

3.1.1.2. Conputing a URI for the Watcher

Conputing the URI for the watcher depends on whether the identity is
bei ng ascertai ned through authentication or through an asserted
identity.

If an identity assertion is being utilized, the asserted identity
itself (which is in the formof a URl for acceptable fornms of
identity assertion) is utilized as the URI. If the identity
assertion nmechanismasserts multiple URIs for the watcher, then each
of themis used for the conparisons outlined in [8], and if any of
them mat ch a <one> or <except> elenent, the watcher is considered a
mat ch.

If an identity is being deternmined directly by a cryptographic
aut henti cation, that authentication nust produce a URI, or nust
produce sonme formof identifier that can be |inked, through
provisioning, to a URI that is bound to that identifier.

For example, in the case of SIP Digest authentication, the

aut hentication process produces a username scoped within a realm
That username and real mare bound to an Address of Record (AOR)

t hrough provisioning, and the resulting ACRis used as the watcher
URI. Consider the follow ng "user record" in a database:

SIP ACR sip:alice@xanple.com
di gest usernane: al

di gest password: f779aj vvh8a6s6
di gest realm exanpl e.com

If the presence server receives a SUBSCRI BE request, challenges it
with the real mset to "exanple.cont, and the subsequent SUBSCRI BE
contains an Authorization header field with a usernane of "ali" and a
di gest response generated with the password "f779aj vvh8a6s6", the
identity used in matching operations is "sip:alice@xanple.coni.

In SIP systens, it is possible for a user to have aliases - that is,

there are multiple SIP AORs "assigned" to a single user. In terns of
this specification, there is no relationship between those aliases.
Each would ook like a different user. This will be the consequence

for systens where the watcher is in a different donmain than the
presentity. However, even if the watcher and presentity are in the
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same domain, and the presence server knows that there are aliases for
the watcher, these aliases are not mapped to each other or used in
any way.

SIP also allows for anonynous requests. |f a request is anonynous
because the watcher utilized an authentication nmechani smthat does
not provide an identity to the presence server (such as the SIP

di gest "anonynous" username), the request is considered

unaut henti cated (as discussed above) and will match only an enpty
<identity> elenent. If a request is anonynous because it contains a
Privacy header field [14], but still contains an asserted identity

nmeeting the criteria defined above, that identity is utilized, and
the fact that the request was anonynous has no inpact on the identity
processi ng.

It is inportant to note that SIP frequently uses both SIP URI and te
URI [12] as identifiers, and to nake matters nore confusing, a SIP
URI can contain a phone nunber in its user part, in the sane fornmat
used in atel URI. A W identity that is a SIP URl with a phone
nunber will NOT match the <one> and <except> conditions whose 'id is
atel URl with the same nunber. The sane is true in the reverse. |If
the WR identity is atel URI, this will not match a SIP URl in the
<one> or <except> conditions whose user part is a phone nunber. URIs
of different schemes are never equival ent.

3.1.2. Sphere

The <sphere> elenment is defined in [8]. However, each application
maki ng use of the comon policy specification needs to determ ne how
the presence server conputes the value of the <sphere> to be used in
the evaluation of the condition

To conmpute the val ue of <sphere>, the presence agent exani nes al
publ i shed presence docunents for the presentity. |If at |east one of
them i ncl udes the <sphere> elenent [9] as part of the person data
conponent [10], and all of those containing the el enent have the same
value for it, which is the value used for the <sphere> in presence
policy processing. |If, however, the <sphere> el enent was not present
in any of the published docunents, or it was present but had

i nconsi stent values, its value is considered undefined in terns of
presence policy processing.

Care nust be taken in using <sphere> as a condition for deternining

t he subscription handling. Since the value of <sphere> changes
dynamically, a state change can cause a subscription to be suddenly
termnated. The watcher has no way to know, aside from polling, when
their subscription would be reinstated as the val ue of <sphere>
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changes. For this reason, <sphere>is primarily useful for natching
on rules that define transformations.

3.2. Actions
3.2.1. Subscription Handling

The <sub-handl i ng> el enent specifies the subscription authorization
deci sion that the server should make. It also specifies whether or
not the presence docunment for the watcher should be constructed using
"polite blocking". Usage of polite blocking and the subscription
aut hori zation decision are specified jointly since proper privacy
handling requires a correl ation between them As discussed in [8],
since the conbination algorithmruns independently for each

perm ssion, if correlations exist between perm ssions, they nust be
nmerged into a single variable. That is what is done here. The
<sub- handling> el ement is an enunerated Integer type. The defined
val ues are:

bl ock: This action tells the server to reject the subscription,
placing it in the "term nated" state. It has the value of zero,
and it represents the default value. No value of the <sub-
handl i ng> el ement can ever be lower than this. Strictly speaking,
it is not necessary for a rule to include an explicit block
action, since the default in the absence of any action will be
bl ock. However, it is included for conpl eteness.

confirm This action tells the server to place the subscription in
the "pendi ng" state, and await input fromthe presentity to
determ ne how to proceed. It has a value of ten

polite-block: This action tells the server to place the subscription
into the "active" state, and to produce a presence docunent that
i ndicates that the presentity is unavailable. A reasonable
docunment woul d excl ude device and person infornation el enents, and
include only a single service whose basic status is set to closed
[3]. This action has a value of twenty.

allow. This action tells the server to place the subscription into
the "active" state. This action has a value of thirty.

NOTE WELL: Pl acing a value of block for this el ement does not
guarantee that a subscription is denied! [If any matching rule has
any other value for this elenent, the subscription will receive
treat ment based on the maxi num of those other values. This is
based on the conmbining rules defined in [8].
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Future specifications that wish to define new types of actions MJST
define an entirely new action (separate from <sub-handling>), and
define their own set of values for that action. A docunent could
contain both <sub-handling> and a subscription handling action
defined by a future specification; in that case, since each action is
al ways a positive grant of information, the resulting action is the

| east restrictive one across both el enents.

The exact behavior of a presence server upon a change in the sub-
handl i ng val ue can be described by utilizing the subscription
processing state machine in Figure 1 of RFC 3857 [6].

I f the <sub-handling> perm ssion changes value to "bl ock", this
causes a "rejected" event to be generated into the subscription state
machine for all affected subscriptions. This will cause the state
machine to nove into the "term nated" state, resulting in the
transni ssion of a NOTIFY to the watcher with a Subscription-State
header field with value "terminated" and a reason of "rejected" [7],
which term nates their subscription. |If a new subscription arrives
| ater on, and the val ue of <sub-handling> that applies to that
subscription is "block", the subscription processing follows the
"subscribe, policy=reject" branch fromthe "init" state, and a 403
response to the SUBSCRI BE i s generat ed.

I f the <sub-handling> perm ssion changes value to "confirm', the
processi ng depends on the states of the affected subscriptions.
Unfortunately, the state machine in RFC 3857 does not define an event
corresponding to an authorization decision of "pending". |If the
subscription is in the "active" state, it noves back into the

"pendi ng" state. This causes a NOTIFY to be sent, updating the
Subscription-State [7] to "pending”". No reason is included in the
Subscription-State header field (none are defined to handle this
case). No further docunments are sent to this watcher. There is no
change in state if the subscription is in the "pending", "waiting",
or "term nated" states. |If a new subscription arrives |later on, and
the val ue of <sub-handling> that applies to that subscription is
"confirmi', the subscription processing follows the "subscribe, no
policy" branch fromthe "init" state, and a 202 response to the
SUBSCRI BE i s generated, followed by a NOTIFY with Subscription-State
of "pending". No presence docunent is included in that NOTIFY.

I f the <sub-handling> perm ssion changes val ue from "bl ocked" or
"confirm to "polite-block”™ or "allow', this causes an "approved"
event to be generated into the state machine for all affected
subscriptions. |If the subscription was in the "pending" state, the
state machine will nove to the "active" state, resulting in the
transni ssion of a NOTIFY with a Subscription-State header field of
"active", and the inclusion of a presence docunent in that NOTIFY.
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I f the subscription was in the "waiting" state, it will nove into the
"terminated" state. If a new subscription arrives later on, and the
val ue of <sub-handling> that applies to that subscription is
"polite-block" or "allow', the subscription processing follows the
"subscri be, policy=accept" branch fromthe "init" state, and a 200 K
response to the SUBSCRIBE is generated, followed by a NOTIFY with
Subscription-State of "active" with a presence docunent in the body
of the NOTIFY.

3.3. Transformations

The transformati ons defined here are used to drive the behavior of
the privacy filtering operation. Each transformation defines the
visibility a watcher is granted to a particul ar conponent of the
presence docunment. One group of transformations grants visibility to
person, device, and service data el ements based on identifying
information for those el enents. Another group of transformations
provi des access to particular data elenents in the presence docunent.

3.3.1. Providing Access to Data Conponent El ements

The transformations in this section provide access to person, devi ce,
and service data conmponent elenments. Once access has been granted to
such an el ement, access to specific presence attributes for that

el enent is controlled by the permi ssions defined in Section 3.3.2.

3.3.1. 1. Devi ce I nformati on

The <provi de-devi ces> permi ssion allows a watcher to see <device>
informati on present in the presence docunent. It is a set variable.
Each nmenber of the set provides a way to identify a device or group
of devices. This specification defines three types of elenents in
the set - <class> which identifies a device occurrence by cl ass;
<devi cel D>, which identifies a device occurrence by device ID;, and
<occurrence-id> which identifies a device occurrence by occurrence
ID. The device ID and occurrence ID are defined in [10]. Each
menber of the set is identified by its type (class, devicelD, or
occurrence-id) and value (value of the class, value of the devicelD,
or value of the occurrence-id).

For exampl e, consider the follow ng <provi de-devi ces> el enent:
<provi de- devi ces>
<devi cel D>ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6</ devi cel D>

<cl ass>bi z</ cl ass>
</ provi de- devi ces>
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This set has two nenbers. This is conbined with a <provide-devi ces>
el enent froma different rule:

<provi de- devi ces>
<cl ass>hone</ cl ass>
<cl ass>bhi z</ cl ass>
</ provi de- devi ces>

The result of the set conbination (using the union operation) is a
set with three el enents

<provi de- devi ces>

<cl ass>hone</ cl ass>

<cl ass>bhi z</ cl ass>

<devi cel D>ur n: uui d: f 81d4f ae- 7dec- 11d0- a765- 00a0c91e6bf 6</ devi cel D>
</ provi de- devi ces>

The <provi de-devices> el ement can al so take on the special val ue
<al | -devices>, which is a short-hand notation for all device
occurrences present in the presence docunent.

Permission is granted to see a particular device occurrence if one of
the device identifiers in the set identifies that device occurrence.
If a <class> permission is granted to the watcher, and the <cl ass> of
t he device occurrence matches the value of the <class> perm ssion
based on case-sensitive equality, the device occurrence is included
in the presence docunent. |If a <devicelD> pernissionis granted to
the watcher, and the <devicel D> of the device occurrence matches the
val ue of the <devicel D> perm ssion based on URl equival ence, the

devi ce occurrence is included in the presence docunent. If an
<occurrence-id> pernmission is granted to the watcher, and the
<occurrence-id> of the device occurrence matches the value of the
<occurrence-i d> perni ssion based on case-sensitive equality, the

devi ce occurrence is included in the presence docunent. |n addition
a device occurrence is included in the presence docunent if the

<al | - devi ces> permni ssion was granted to the watcher.

3.3.1. 2. Person | nformati on

The <provi de-persons> perm ssion allows a watcher to see the <person>
informati on present in the presence docunent. It is a set variable.
Each nmenber of the set provides a way to identify a person
occurrence. This specification defines two types of elenents in the
set - <class> which identifies a person occurrence by class, and
<occurrence-id> which identifies an occurrence by its occurrence |ID.
Each nmenber of the set is identified by its type (class or
occurrence-id) and val ue (value of the class or value of the
occurrence-id). The <provide-persons> el enent can al so take on the
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speci al val ue <all-persons> which is a short-hand notation for al
person occurrences present in the presence docunent. The set
conbination is done identically to the <provi de-devices> el enent.

Permission is granted to see a particular person occurrence if one of
the person identifiers in the set identifies that person occurrence.
If a <class> permission is granted to the watcher, and the <cl ass> of
t he person occurrence matches the value of the <class> perm ssion
based on case-sensitive equality, the person occurrence is included
in the presence docunent. |f an <occurrence-id> permssion is
granted to the watcher, and the <occurrence-id> of the person
occurrence matches the val ue of the <occurrence-id> pernmni ssion based
on case-sensitive equality, the person occurrence is included in the
presence docunment. In addition, a person occurrence is included in
the presence docunent if the <all-persons> pernission was granted to
t he wat cher.

3.3.1.3. Service Information

The <provi de-services> perm ssion allows a watcher to see service

i nformati on present in <tuple> elenents in the presence docunent.

Li ke <provi de-devices>, it is a set variable. Each nenber of the set
provides a way to identify a service occurrence. This specification
defines four types of elenents in the set - <class> which identifies
a service occurrence by class; <occurrence-id> which identifies a
service by its occurrence ID;, <service-uri> which identifies a
service by its service URI; and <service-uri-schenme>, which
identifies a service by its service URI schenme. Each nenber of the
set is identified by its type (class, occurrence-id, service-uri, or
servi ce-uri-schene) and val ue (value of the class, value of the
occurrence-id, value of the service-uri, or value of the service-
uri-schene). The <provide-services> elenent can al so take on the
speci al value <all-services> which is a short-hand notation for al
servi ce occurrences present in the presence docunent. The set

conbi nation is done identically to the <provi de-persons> el enent.

Permission is granted to see a particular service occurrence if one
of the service identifiers in the set identifies that service
occurrence. |If a <class> permssion is granted to the watcher, and
the <class> of the service occurrence matches the val ue of the

<cl ass> perni ssion based on case-sensitive equality, the service
occurrence is included in the presence docunent. |If a <service-uri>
permi ssion is granted to the watcher, and the <service-uri> of the
servi ce occurrence matches the value of the <service-uri> perm ssion
based on URI equival ence, the service occurrence is included in the
presence docunment. |f an <occurrence-id> permission is granted to
the watcher, and the <occurrence-id> of the service occurrence

mat ches the val ue of the <occurrence-id> pernission based on case-
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sensitive equality, the service occurrence is included in the
presence docunment. |f a <service-uri-schene> pernission is granted
to the watcher, and the schene of the service URI for the service
occurrence matches the val ue of <service-uri-scheme> based on case-
sensitive equality, the service occurrence is included in the
presence docunment. |In addition, a service occurrence is included in
the presence docunent if the <all-services> perm ssion was granted to
t he wat cher.

3.3.2. Providing Access to Presence Attributes

The pernissions of Section 3.3.1 provide coarse-grai ned access to
presence data by allow ng or bl ocking specific services or devices,
and all owi ng or bl ocking person information.

Once person, device, or service information is included in the
docunent, the permssions in this section define which presence
attributes are reported there. Certain information is always
reported. In particular, the <contact>, <service-class> [9], <basic>
status, and <tinestanp> elenents in all <tuple> elenents, if present,
are provided to watchers. The <timestanp> elenent in all <person>

el enents, if present, is provided to watchers. The <tinmestanp> and
<devicel D> elenents in all <device> elenents, if present, are
provided to all watchers.

3.3.2.1. Provide Activities

Thi s perm ssion controls access to the <activities> el enment defined
in[9]. The name of the elenment providing this permission is

<provide-activities> and it is a Boolean type. |If its value is
TRUE, then the <activities> elenment in the person data elenent is
reported to the watcher. |If FALSE, this presence attribute is

renoved if present.
3.3.2.2. Provide d ass

This permission controls access to the <class> elenent defined in
[9]. The nanme of the elenent providing this permssion is <provide-

class>, and it is a Boolean type. |If its value is TRUE, then any
<class> elenent in a person, service, or device data elenent is
reported to the watcher. |If FALSE, this presence attribute is

renoved if present.
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3.3.2. 3. Provi de Devi cel D

This perm ssion controls access to the <devicel D> elenent in a
<tuple> elenment, as defined in [9]. The nane of the el enent
providing this perm ssion is <provide-devicelD>, and it is a Bool ean
type. If its value is TRUE, then the <devicel D> elenent in the
service data elenent is reported to the watcher. |If FALSE, this
presence attribute is renoved if present. Note that the <devicel D>
in a device data elenent is always included, and not controlled by
this perm ssion.

3.3.2.4. Provide Mod

This permi ssion controls access to the <nood> el enent defined in [9].
The name of the elenment providing this permssion is <provide-nood>,
and it is a Boolean type. |If its value is TRUE, then the <npod>

el enent in the person data elenent is reported to the watcher. |If
FALSE, this presence attribute is renpved if present.

3.3.2.5. Provide Place-is

This perm ssion controls access to the <place-is> elenent defined in
[9]. The nanme of the elenent providing this permssion is <provide-

pl ace-is> and it is a Boolean type. |If its value is TRUE, then the
<pl ace-is> elenent in the person data elenment is reported to the
watcher. |If FALSE, this presence attribute is renoved if present.

3.3.2.6. Provide Place-type

This perm ssion controls access to the <place-type> el ement defined
in[9]. The name of the elenment providing this permnmission is

<provi de-pl ace-type>, and it is a Boolean type. If its value is
TRUE, then the <place-type> elenment in the person data elenent is
reported to the watcher. |If FALSE, this presence attribute is

renoved if present.
3.3.2.7. Provide Privacy

This perm ssion controls access to the <privacy> el enent defined in
[9]. The nanme of the elenent providing this permssion is <provide-

privacy> and it is a Boolean type. |If its value is TRUE, then the
<privacy> elenment in the person or service data elenent is reported
to the watcher. |If FALSE, this presence attribute is renoved if
present.
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3.3.2.8. Provide Rel ationship

Thi s perm ssion controls access to the <rel ationshi p> el ement defined
in[9]. The name of the elenment providing this permnission is

<provi de-rel ationship> and it is a Boolean type. |If its value is
TRUE, then the <relationship> elenent in the service data elenent is
reported to the watcher. |If FALSE, this presence attribute is

renoved if present.
3.3.2.9. Provide Sphere

This permi ssion controls access to the <sphere> el enent defined in
[9]. The nanme of the elenent providing this permssion is <provide-

sphere>, and it is a Boolean type. |If its value is TRUE, then the
<sphere> el enent in the person data elenent is reported to the
watcher. |If FALSE, this presence attribute is renoved if present.

3.3.2.10. Provide Status-Icon

Thi s perm ssion controls access to the <status-icon> el enent defined
in[9]. The name of the elenment providing this permnission is

<provide-status-icon> and it is a Boolean type. |If its value is
TRUE, then any <status-icon> elenent in the person or service data
element is reported to the watcher. |If FALSE, this presence

attribute is renoved if present.
3.3.2.11. Provide Tinme-Ofset

Thi s perm ssion controls access to the <tine-offset> el enent defined
in[9]. The name of the elenment providing this permission is

<provide-tinme-offset> and it is a Boolean type. |If its value is
TRUE, then the <tine-offset> elenent in the person data elenent is
reported to the watcher. |If FALSE, this presence attribute is

renoved if present.
3.3.2.12. Provide User-Input

Thi s perm ssion controls access to the <user-input> el enent defined
in[9]. The name of the elenment providing this permission is
<provide-user-input> and it is an enunerated integer type. |Its
val ue defines what infornation is provided to watchers in person,
devi ce, or service data el enents:

false: This value indicates that the <user-input> elenent is renoved
fromthe docunent. It is assigned the nuneric value of O.
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bare: This value indicates that the <user-input> elenment is to be
retai ned. However, any "idle-threshold" and "since" attributes
are to be renoved. This value is assigned the numeric val ue of
10.

thresholds: This value indicates that the <user-input> elenment is to
be retai ned. However, only the "idle-threshold" attribute is to
be retained. This value is assigned the nuneric val ue of 20.

full: This value indicates that the <user-input> elenent is to be
retained, including any attributes. This value is assigned the
nuneri c val ue of 30.

3.3.2.13. Provide Note

This perm ssion controls access to the <note> el enent defined in [3]
for <tuple> and [10] for <person> and <device>  The nane of the

el ement providing this permssion is <provide-note> and it is a
Bool ean type. |If its value is TRUE, then any <note> elenents in the
person, service, or device data elements are reported to the watcher
If FALSE, this presence attribute is renoved if present.

Thi s permi ssion has no bearing on any <note> val ues present within
<activities> <mpod> <place-is> <place-type> <privacy>,

<rel ationshi p>, or <service-class> elements. Notes within these

el ements are essentially values for their respective el enents, and
are present if the respective elenent is pernmitted in the presence
docunent. For exanple, if an <activities> elenent is present in a
presence docunment, and there is a <note> value for it, that note is
present in the docunent sent to the watcher if the <provide-
activities> permission is given, regardl ess of whether the <provide-
note> permi ssion is given.

3.3.2.14. Provide Unknown Attri bute

It is inportant that systens be allowed to include proprietary or new
presence information and that users be able to set perm ssions for
that information, w thout requiring an upgrade of the presence server
and aut horization system For this reason, the <provide-unknown-
attribute> permssion is defined. This permission indicates that the
unknown presence attribute with the given nane and nanespace
(supplied as mandatory attributes of the <provi de-unknown-attri bute>
el ement) should be included in the docunent. Its type is Bool ean

The val ue of the nane attribute MJUST be an unqualified el enent name
(nmeani ng that a namespace prefix MJST NOT be included), and the val ue
of the ns attribute MJUST be a nanespace URI. The two are conbined to
forma qualified elenment nane, which will be matched to all unknown
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child elenments of the Presence Information Data Fornmat (Pl DF)

<tupl e>, <device>, or <person> elenents with the same qualified name.
In this context, "unknown" means that the presence server is not
aware of any schemas that define authorization policies for that
element. By definition, this will exclude the <provide-unknown-
attribute> rule frombeing applied to any of the presence status
extensi ons defined by RPID, since authorization policies for those
are defined here.

Anot her consequence of this definition is that the interpretation of
t he <provi de-unknown-attribute> el enent can change should the
presence server be upgraded. For exanple, consider a server that,
prior to the upgrade, had an authorization docunent that used

<provi de-unknown-attribute> with a value of TRUE for sonme attribute,
say foo. This attribute was from a namespace and schema unknown to
the server, and so the attribute was provided to watchers. However,
after upgrade, the server is now aware of a new nanespace and schema
for a permi ssion that grants access to the foo attribute. Now, the
<provi de-unknown-attri bute> perm ssion for the foo attribute will be
ignored, resulting in a renoval of those elenments from presence
docunents sent to watchers. The systemrenmins privacy safe, but
behavi or mi ght not be as expected. Developers of systens that allow
clients to set policies are advised to check the capabilities of the
server (using the mechani smdescribed in Section 8) before upl oading
a new aut horization docunent, to make sure that the behavior will be
as expect ed.

3.3.2.15. Provide Al Attributes

Thi s perm ssion grants access to all presence attributes in all of
the person, device, and tuple elements that are present in the
docunent (the ones present in the docunment are deternined by the
<pr ovi de- persons>, <provi de-devices> and <provi de-services>
permssions). It is effectively a macro that expands into a set of
provi de-activities, provide-class, provide-devicelD, provide-npod,
provi de- pl ace-i s, provide-place-type, provide-privacy, provide-

rel ati onshi p, provide-sphere, provide-status-icon, provide-tine-

of fset, provide-user-input, provide-note, and provide-unknown-

attri bute perm ssions such that each presence attribute in the
docunent has a permission for it. This inplies that, so long as an
entire person, service, or device occurrence is provided, every
single presence attribute, including ones not known to the server
and/or defined in future presence docunent extensions, is granted to
t he wat cher.
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4.

When to Apply the Authorization Policies

This specification does not nandate at what point in the processing
of presence data the privacy filtering aspects of the authorization
policy are applied. However, they must be applied such that the
final presence docunent sent to the watcher is conpliant to the
privacy policy described in the authorization docunents that apply to
the user (there can be nore than one; the rules for conbining them
are described in [8]). Mre concretely, if the presence docunent
sent to a watcher is D, and the privacy filtering operation applied
do a presence docunent x is F(x), then D MJST have the property that
D=FD. In other words, further applications of the privacy
filtering operation would not result in any further changes of the
presence docunent, meking further application of the filtering
operation a no-op. A corollary of this is that F(F(D)) = D for al

D

The subscription processing aspects of the docunent get applied by
the server when it decides to accept or reject the subscription

| mpl erent ati on Requi rements

The rules defined by the docunment in this specification forma
"contract" of sorts between a client that creates this docunment and
the server that executes the policies it contains. Consequently,
presence servers inplenmenting this specification MJST support all of
the conditions, actions, and transfornations defined in this
specification. |If servers were to inplenment a subset of these,
clients would need a nmechani smto discover which subset is support ed.
No such nechanismis defined.

It is RECOWENDED that clients support all of the actions,
transformations, and conditions defined in this specification. |If a
client supports a subset, it is possible that a user might manipul ate
their authorization rules froma different client, supporting a

di fferent subset, and store those results on the server. Wen the
user goes back to the first client and views their presence

aut horization rules there, the client may not be able to properly
render or mani pul ate the docunent retrieved fromthe server, since it
may contain conditions, actions, or transfornmations not supported by
the client. The only reason that this normative requirenent is not a
MJUST is that there are valid conditions in which a user manipul ates
their presence authorization rules froma single client, in which
case this problem does not occur

Thi s specification makes no normative reconmendati ons on the
mechani smused to transport presence authorization docunents from
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clients to their servers. Although Section 9 defines howto utilize
XCAP, XCAP is not normatively required by this specification.

6. Exanpl e Docunent

The foll owi ng presence authorization docunent specifies perm ssions
for the user "user@xanple.cont. The watcher is allowed to access
presence information (the "allow value for <sub-handling>). They
will be granted access to the presence data of all services whose
contact URI schenes are sip and mailto. Person information is also
provi ded. However, since there is no <provide-devices> no device

information will be given to the watcher. Wthin the service and
person information provided to the watcher, the <activities> el ement
will be shown, as will the <user-input> elenment. However, any
"idle-threshol d" and "since" attributes in the <user-input> el ement
will be renmobved. Finally, the presence attribute <foo> will be shown
to the watcher. Any other presence attributes will be renpved.

<?xm version="1.0" encodi ng="UTF-8"?>
<cr:ruleset xmns="urn:ietf:paranms: xm :ns: pres-rul es"”
xm ns: pr="urn:ietf:parans: xm :ns: pres-rul es"
xm ns:cr="urn:ietf:parans: xm : ns: conmon- pol i cy">
<cr:rule id="a">
<cr:conditions>
<cr:identity>
<cr:one id="sip:user @xanpl e.con'/>
</cr:identity>
</cr:conditions>
<cr:actions>
<pr: sub- handl i ng>al | ow</ pr: sub- handl i ng>
</cr:actions>
<cr:transformati ons>
<pr:provide-services>
<pr:service-uri-schene>si p</pr:service-uri-scheme>
<pr:service-uri-scheme>mail to</pr:service-uri-schenme>
</ pr:provide-services>
<pr: provide- persons>
<pr:all-persons/>
</ pr: provi de- persons>
<pr:provide-activities>true</pr:provide-activities>
<pr:provide-user-input >bare</pr: provi de-user-input >
<pr: provi de-unknown-attribute
ns="ur n: vendor - speci fi c: f oo- nanmespace”
name="f 00" >t rue</ pr: provi de- unknown-attri but e>
</cr:transformtions>
</cr:rul e>
</cr:rul eset>
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7. XM Schenmm

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema target Namespace="urn:ietf:parans: xm :ns: pres-rul es"
xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"
xm ns:cr="urn:ietf:paranms: xm : ns: conmon- pol i cy"
xm ns: pr="urn:ietf:paranms: xm : ns: pres-rul es"
el ement For mDef aul t ="qual i fi ed" attri buteFornDefaul t="unqualified">
<xs:inport nanmespace="urn:ietf:paramnms: xm :ns: comon-policy"/>
<xs: si npl eType name="bool eanPer ni ssi on" >
<xs:restriction base="xs: bool ean"/>
</ xs: si npl eType>
<xs: el ement nane="service-uri-scheme" type="xs:token"/>
<xs: el ement nane="cl ass" type="xs:token"/>
<xs: el ement nane="occurrence-id" type="xs:token"/>
<xs: el ement nane="service-uri" type="xs:anyURl"/>
<xs: conpl exType nane="provi deServi cePer m ssi on">
<xs: choi ce>
<xs: el ement nane="all-services">
<xs: conpl exType/ >
</ xs: el enent >
<xs: sequence m nCccurs="0" maxQccur s="unbounded" >
<xs: choi ce>
<xs:elenment ref="pr:service-uri"/>
<xs:element ref="pr:service-uri-schene"/>
<xs:element ref="pr:occurrence-id"/>
<xs:elenment ref="pr:class"/>
<xS:any nanespace="##ot her" processContents="1ax"/>
</ xs: choi ce>
</ Xs: sequence>
</ xs: choi ce>
</ xs: conpl exType>
<xs: el ement nane="provi de-servi ces"
type="pr: provi deServi cePer ni ssion"/ >
<xs: el ement nane="devi cel D' type="xs:anyURl "/ >
<xs: conpl exType nane="provi deDevi cePerni ssi on">
<xs: choi ce>
<xs: el ement nane="all - devi ces">
<xs: conpl exType/ >
</ xs: el enent >
<xs:sequence m nCccurs="0" nmaxCccur s="unbounded">
<xs: choi ce>
<xs: el ement ref="pr:devicelD'/>
<xs:element ref="pr:occurrence-id"/>
<xs:elenment ref="pr:class"/>
<xS:any nanespace="##ot her" processContents="1ax"/>
</ xs: choi ce>
</ Xs: sequence>
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</ xs: choi ce>
</ xs: conpl exType>
<xs: el ement nane="provi de-devi ces"
type="pr: provi deDevi cePer m ssi on"/ >
<xs: conpl exType nane="provi dePer sonPer ni ssi on" >
<xs: choi ce>
<xs: el enment nane="all - persons" >
<xs: conpl exType/ >
</ xs: el enent >
<xs: sequence m nCccurs="0" maxQCccur s="unbounded" >
<xs: choi ce>
<xs: el ement ref="pr:occurrence-id"/>
<xs:elenment ref="pr:class"/>
<xS:any nanespace="##ot her" processContents="1ax"/>
</ xs: choi ce>
</ Xs: sequence>
</ xs: choi ce>
</ xs: conpl exType>
<xs: el ement nane="provi de- persons”
type="pr: provi dePer sonPer mm ssi on"/ >
<xs: el ement nane="provi de-activities"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-cl ass"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-devi cel D'
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de- nood"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-pl ace-is"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-pl ace-type"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-privacy"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-rel ati onshi p"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-stat us-icon"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-sphere"
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provide-tinme-offset”
t ype="pr: bool eanPer m ssi on"/ >
<xs: el ement nane="provi de-user-input">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="fal se"/>
<xs:enuneration val ue="bare"/>
<xs:enuneration val ue="t hreshol ds"/ >
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<xs:enuneration value="full"/>
</Xxs:restriction>
</ xs: si npl eType>
</ xs: el enent >
<xs: el ement nane="provi de-note" type="pr: bool eanPerni ssion"/>
<xs: el ement nane="sub-handl i ng">
<xs: si npl eType>
<xs:restriction base="xs:token">
<xs:enuneration val ue="bl ock"/ >
<xs: enuneration val ue="confirnm/>
<xs:enuneration val ue="polite-block"/>
<xs:enuneration value="all ow'/>
</Xxs:restriction>
</ xs: si npl eType>
</ xs: el enent >
<xs: conpl exType nane="unknownBool eanPer m ssi on" >
<xs: si npl eCont ent >
<xSs: ext ensi on base="pr: bool eanPer m ssi on" >
<xs:attribute nane="nanme" type="xs:string" use="required"/>
<xs:attribute name="ns" type="xs:string" use="required"/>
</ Xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
<xs: el ement nanme="provi de-unknown-attri bute"
t ype="pr: unknownBool eanPer ni ssi on"/ >
<xs: el ement nane="provide-all-attributes">
<xs: conpl exType/ >
</ xs: el enent >
</ xs: schema>

8. Schema Extensibility

It is anticipated that future changes to this specification are
acconpl i shed through extensions that define new types of perm ssions.
These extensions MJST exist within a different nanmespace.
Furthernmore, the schena defined above and the nanespace for el enents
defined within it MJUST NOT be altered by future specifications.
Changes in the basic schema, or in the interpretation of elenents
within that schema, may result in violations of user privacy due to
m sinterpretati on of docunents.

When extensions are nade to the set of permissions, it becones
necessary for the agent constructing the pernission docunent
(typically a SIP user agent, though not necessarily) to know which
perm ssions are supported by the server. This allows the agent to
know how to build a docunent that results in the desired behavi or,

si nce unknown pernmni ssions would be ignored by the server. To handle
this, when presence authorization docunents are transported using
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XCAP, the XCAP capabilities docunent stored at the server SHOULD
contain the nanespaces for the perm ssions supported by the presence
server. This way, an agent can query for this list prior to
constructing a docunent.

9. XCAP Usage

The followi ng section defines the details necessary for clients to
mani pul at e presence aut horizati on docunents from a server using XCAP

[(e]

.1. Application Unique ID
XCAP requires application usages to define a unique application usage
ID (AUID) in either the |ETF tree or a vendor tree. This
specification defines the "pres-rules" AU D wthin the |ETF tree, via
the 1 ANA registration in Section 11.
9.2. XM Schenma
XCAP requires application usages to define a schema for their
docunents. The schena for presence authorization docunents is in
Section 7.
9.3. Default Nanespace
XCAP requires application usages to define the default namespace for
their URIs. The default namespace is urn:ietf:params: xm:ns: pres-
rul es.
9.4. M M Type
XCAP requires application usages to define the MM type for
docunents they carry. Presence authorization docunents inherit the
M ME type of conmon policy docunents, application/auth-policy+xm.
9.5. Validation Constraints
There are no additional constraints defined by this specification
9.6. Data Semantics

Semantics of a presence authorization docunent are discussed in
Section 3.
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9.7. Nam ng Conventions

When a presence agent receives a subscription for sonme user foo

within a domain, it will look for all docunents within http://[xcap
root]/pres-rul es/users/foo, and use all docunments found beneath that
point to guide authorization policy. |If only a single docunent is

used, it SHOULD be called "index"
9.8. Resource |nterdependencies

There are no additional resource interdependencies defined by this
appl i cati on usage.

9.9. Authorization Policies

This application usage does not nodify the default XCAP authorization
policy, which is that only a user can read, wite, or nodify their
own docunents. A server can allow privileged users to nmodify
docunents that they don't own, but the establishnent and indication
of such policies are outside the scope of this docunent.

10. Security Considerations

Presence authorization policies contain very sensitive information.
They indi cate which other users are "liked" or "disliked" by a user.
As such, when these docunents are transported over a network, they
SHOULD be encrypt ed.

Modi fi cati on of these docunments by an attacker can disrupt the
service seen by a user, often in subtle ways. As a result, when
t hese docunents are transported, the transport SHOULD provi de
authenticity and nmessage integrity.

In the case where XCAP is used to transfer the docunment, both clients
and servers MJST inpl enent HTTP over Transport Layer Security (TLS)
and HTTP Di gest authentication. Sites SHOULD authenticate clients
usi ng di gest authentication over TLS, and sites SHOULD define the
root services URI as an https URI.

Aut hori zati on docunents thensel ves exist for the purposes of
providing a security function - privacy. The SIP presence
specifications [18] require the usage of an authorization function
prior to the granting of presence information, and this specification
nmeets that need. Presence authorization docunents inherit the
privacy properties of the comon policy format on which they are
based. This format has been designed to be privacy-safe, which neans
that failure of the presence server to obtain or understand an

aut hori zati on docunent can never reveal nore information than is
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desired about the user, only less. This is a consequence of the fact
that all perm ssions are positive grants of information, and not
negati ve grants.

A consequence of this design is that the results of conbining severa
aut hori zati on docunents can be non-obvious to end users. For
exanple, if one authorization docunent grants perm ssion for al

users fromthe exanple.comdomain to see their presence, and another
document bl ocks joe@xanpl e.com the conbination of these will stil
provi de presence to joe@xanple.com Designers of user interfaces
are encouraged to carefully pay attention to the results of conbining
mul tiple rules.

Anot her concern is cases where a user sets their privacy preferences
fromone client, uploads their presence authorization docunent to a
server, and then nodifies themfroma different client. |If the
clients support different subsets of the docunent format, users may
be confused about what information is being revealed. Cients
retrieving presence authorization docunments froma server SHOULD
render, to the users, information about rules that they do not
understand, so that users can be certain what rules are in place.

11. | ANA Consi der ati ons

There are several | ANA considerati ons associated with this
speci ficati on.

11.1. XCAP Application Usage |ID

This section registers an XCAP Application Usage |ID (AU D) according
to the | ANA procedures defined in [2].

Nanme of the AU D:. pres-rules
Description: Presence rules are docunents that describe the

perm ssions that a presentity [17] has granted to users that seek
to watch their presence
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11.2. URN Sub- Nanespace Regi stration

This section registers a new XM. nanespace, per the guidelines in
[11]

URI: The URI for this namespace is
urn:ietf:parans: xm :ns: pres-rul es.

Regi strant Contact: |ETF, SIMPLE working group (sinple@etf.org),
Jonat han Rosenberg (j drosen@ drosen. net).

XM_:
BEG N

<?xm version="1.0""?7>
<! DOCTYPE htm PUBLIC "-//WBC// DTD XHTM. Basic 1.0//EN"
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht M - basi c10. dtd" >
<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">
<head>
<neta http-equiv="content-type"
content="text/htm ; charset =i so-8859-1"/>
<titl e>Presence Rul es Nanespace</title>
</ head>
<body>
<hl>Nanespace for Perm ssion Statenents</hl>
<h2>urn:ietf:paranms: xm :ns: pres-rul es</ h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc5025.txt">
RFC5025</ a>. </ p>
</ body>
</htm >
END

11.3. XM Schema Registrations
This section registers an XM. schema per the procedures in [11].
URI: urn:ietf:parans: xm :schema: pres-rul es.

Regi strant Contact: |ETF, SIMPLE working group (sinple@etf.org),
Jonat han Rosenberg (j drosen@ drosen. net).

The XML for this schema can be found as the sol e content of
Section 7.
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Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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