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Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent describes a set of Extension Headers for the
Uni di recti onal Lightweight Encapsul ation (ULE), RFC 4326.

The Extension Header fornmats specified in this docunent define
extensions appropriate to both ULE and the Generic Stream
Encapsul ati on (GSE) for the second-generation fram ng structure
defined by the Digital Video Broadcasting (DvB) famly of

speci fications.

Tabl e of Contents

1. I ntroduCti ON ... e e e e 2
2. Conventions Used in This DoCcUMBNE ... ... .t 3
3. Description of the Method ...... ... .. .. . . . . . . . . . 4
3.1. MPEG 2 TS-Concat EXtensi On . ........ i, 5
3.2. PDU-Concat EXtensi ON . ...ttt e e e e e 8
3.3. TimeStanp EXtensi ON . ... ... 12
4. | ANA Considerati ONS . ...ttt e e e 13
5. Acknow edgment S . .. ... 13
6. Security Considerati ONS ... ... ...t 14
7. Ref BreNCEeS .. e 14
7.1. Normative References . ....... . i 14
7.2. Informative References ....... ... i 14
Appendi x A. The Second- CGeneration DVB Transni ssi on
Speci ficati ONS ... . 16

Fai rhurst & Collini-Nocker Standards Track [ Page 1]



RFC 5163 Ext ension Formats for the ULE Encapsul ati on April 2008

1

| nt roducti on

Thi s docunent describes three Extension Headers that may be used with
both the Unidirectional Lightweight Encapsul ation (ULE) [RFC4326] and
the Generic Stream Encapsul ation (GSE) [GSE]. ULE is defined for
links that enploy the MPEG 2 Transport Stream and supports a w de
variety of physical-layer bearers [ RFC4259].

GSE has been designed for the Generic Mde (also known as the CGeneric
Stream (GS)), offered by second-generation DVB physical |ayers, and
in the first instance for DVB-S2 [ETSI-S2]. The requirenments for the
Generic Stream are described in [S2-REQ . The inportant
characteristics of this encapsulation are described in the appendi x
of this docunent. GSE mmintains a design philosophy that presents a
network interface that is cormon to that presented by ULE and uses a
simlar construction for SubNetwork Data Units (SNDUs).

The first Extension Header defines a nmethod that allows one or nore
TS Packets [I SO MPEQR2] to be sent within a ULE SNDU. This method may
be used to provide control plane information including the

transm ssion of MPEG 2 Program Specific Information (PSI) for the
Multiplex. |In GSE, there is no native support for Transport Stream
packets and this nethod is therefore suitable for providing an MPEG 2
control plane.

A second Extension Header allows one or nore PDUs to be sent within
the same ULE SNDU. This method is designed for cases where a |arge
nunber of small PDUs are directed to the sane Network Point of
Attachnment (NPA) address. The nethod may inprove transm ssion
efficiency (by removing duplicated MAC | ayer overhead). It can al so
reduce processing overhead for a receiver that is not configured to
recei ve the NPA address associated with an SNDU, allow ng this
receiver to then skip several PDUs in one operation. The nethod is
defined as a generic Extension Header and may be used for |Pv4 or

| Pv6 packets. |If, and when, a conpression format is defined for ULE
or Ethernet, the method may al so be used in conbination with this
nmet hod.

A third Extensi on Header provides an optional TinmeStanp value for an
SNDU. Exanples of the use of this TinmeStanp option include

nmoni toring and benchmarki ng of ULE and GSE |inks. Receivers that do
not wi sh to decode (or do not support) the Ti meStanp extension nmay
di scard the extension and process the remai ni ng PDU or Extension
Header s.

The appendi x includes a sunmary of key design issues and
considerations relating to the GSE Specification defined by the DVB
Techni cal Mdul e [ GSE] .
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2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

b: bit. For exanple, one byte consists of 8b.
B: byte. G oups of bytes are represented in Internet byte order.

BBFrame payl oad: The data field part of a Baseband frame [ETSI-S2]
that nay be used for the comuni cati on of data. Typical BBFranes
range in size from 3072 to 58192 bits according to the choice of
nodul ation format and Forward Error Correction (FEC) in use.

DVB: Digital Video Broadcasting. A framework and set of associ ated
st andards published by the European Tel econmuni cati ons Standards
Institute (ETSI) for the transm ssion of video, audio, and data.

E: Aone-bit flag field defined in GSE [ GSE].

Encapsul ator: A network device [ RFC4259] that receives PDUs and
formats these into Payload Units (known here as SNDUs) for output in
DVB-S or the Generic Mde of DVB-S2.

GS: CGeneric Stream A stream of BBFranes identified by a common
| nput Stream ldentifier, and which does not use the MPEG 2 TS f or mat
[ETSI-S2]. It represents layer 2 of the |1SO OSI reference nodel.

GSE: Ceneric Stream Encapsul ation [GSE]. A nethod for encapsul ating
PDUs to forma Generic Stream which is sent using a sequence of
BBFranmes. This encapsul ation format shares the sane extension format
and basic processing rules of ULE and uses a comon | ANA Regi stry.
LT: Atwo-bit flag field defined in GSE [ GSE].

MAC. Medi um Access Control [IEEE-802.3]. A link-layer protocol
defined by the | EEE 802. 3 st andard.

MPEG 2: A set of standards specified by the Mtion Picture Experts
G oup (MPEG, and standardi zed by the International Organization for
St andar di zation (1SO' I EC 113818-1) [I SO MPER2], and ITU-T (in H 220).

Next - Header: A Type val ue indicating an Extensi on Header [RFC4326].
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NPA: Network Point of Attachment [RFC4326]. |In this docunent, refers
to a destination address (resenbling an | EEE MAC address) within the
DVB-S/ S2 transm ssion network that is used to identify individua
Recei vers or groups of Receivers.

PID: Packet ldentifier [ISO MPEQR]. A 13-bit field carried in the
header of each TS Packet. This identifies the TS Logical Channel to
which a TS Packet belongs [I SO MPEQ]. The TS Packets that formthe
parts of a Table Section or other Payload Unit nust all carry the
same PID value. The all-ones PID value indicates a Null TS Packet
introduced to naintain a constant bit rate of a TS Miultiplex. There
is no required relationship between the PID val ues used for TS

Logi cal Channels transnmitted using different TS Milti pl exes.

PDU:. Protocol Data Unit [RFC4259]. Exanples of a PDU include
Et hernet frames, |Pv4 or |Pv6 datagrans, and other network packets.

PSI: Program Specific Information [|I SO MPER] .
S: Aone-bit flag field defined in [ GSE].

SI Table: Service Information Table [I SO MPEQ]. In this docunent,
this termdescribes a table that is been defined by another standards
body to convey information about the services carried on a DVB

Mul ti pl ex.

SNDU: SubNetwork Data Unit [ RFC4259]. In this docunment, this is an
encapsul ated PDU sent using ULE or GSE

Stream A logical flow froman Encapsul ator to a set of Receivers.

TS: Transport Stream [l SO MPER?], a nethod of transm ssion at the
MPEG 2 | evel using TS Packets; it represents layer 2 of the |1SQ CS
ref erence nodel .

ULE: Unidirectional Lightweight Encapsulation (ULE) [ RFC4326]. A
nmet hod that encapsulates PDUs into SNDUs that are sent in a series of
TS Packets using a single TS Logical Channel. The encapsul ation
defines an extension format and an associ ated | ANA Regi stry.

3. Description of the Method
In ULE, a Type field value that is |less than 1536 in decim
i ndi cates an Extension Header. This section describes a set of three

extension formats for the ULE encapsul ation. [GSE] uses a Type field
that adopts the sanme semantics as specified by RFC 4326. The
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encapsul ation format differs in that GSE does not include a Cyclic
Redundancy Check (CRC) for each SNDU, has different header flags, and
utilizes a different SNDU | ength cal cul ati on [ GSE].

There is a natural ordering of Extension Headers, which is determ ned
by the fields upon which the Extension Header operates. A suitable
ordering for many applications is presented in the list below (from
first to last header within an SNDU). This does not inply that al
types of Extensions should be present in a single SNDU.  The
presented ordering nmay serve as a guideline for optimzation of

Recei ver processing.

|Fields related 1o Extension Header| Exampl e Extension Headers |
| Link framng and transmssion | TimeStamp Extension )
| Entire remaining SNDU Payload | Encryption Extension \
| Goup of encapsulated POUs | PDU oncat or TS Goneat )
| Speci fic encapsulated PDU | IEEE defined type )
| | Test or MAC bridgi ng Extension

i o m m e e e e e e e eeao o +

Tabl e 1: Recomrended ordering of Extension Headers
.1. MPEG 2 TS-Concat Extension

The MPEG 2 TS-Concat Extension Header is specified by an | ANA-
assi gned H Type val ue of 0x0002 in hexadecimal. This is a Mandatory
Ext ensi on Header.

The extension is used to transport one or nore MPEG 2 TS Packets
within a ULE SNDU. The nunber of TS Packets carried in a specific
SNDU is deternmined fromthe size of the renainder of the payl oad
follow ng the MPEG 2 TS Extension Header. The nunmber of TS Packets
contained in the SNDU is therefore (Length-N10+D*6) / 188, where N
is the nunber of bytes associated with Extensi on Headers that precede
the MPEG 2 TS-Concat Extension (zero if there are none) and Dis the
value of the D-bit.

A Receiver MJST check the validity of the Length value prior to
processing the payload. A valid Length corresponds to an integral
nunber of TS Packets. An invalid Length (a remainder fromthe

di vision by 188) MJST result in the discard of all encapsulated TS
Packets and SHOULD be recorded as TS-Concat size m smatch error.
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01234567890123456789012345678901
i S I i s ST T S R o
| O] Length (15b) | Type = 0x0002
i S I i s ST T S R o
Recei ver Destination NPA Address (6B)

+ T o i SR S A TR i S S S R
T T s S S S S

| TS- Packet 1

i ST S T s T S e e i ST S S S S S S i
| TS-Packet 2 (if Length > 2*188)

I etc.

i ST S T s T S e e i ST S S S S S S i
| (CRC- 32)

+

T I S S T S i S S S e T I o S SR S

Figure 1: ULE/ SNDU Format for a TS-Packet Payl oad (D=0)

+

+

+

i | e R |

+

+

2008

Figure 1 illustrates the format of this Extension Header for ULE with

a value D=0, which indicates the presence of an NPA address

[ RFC4326]. In this case, the valid payl oad Length for a ULE SNDU

with no other extensions is (Length-10) / 188.

The method used to define the Length in GSE differs to that of ULE
The equival ent case for GSE would result in a payl oad Length val ue of

(Length-6) / 188 (Figure 2).

o

1234567890123456789012345678901
B i S S T i i S T S T N i s S
Length (12b) | Type = 0x0002
B i S S T i i S T S T N i s S
Recei ver Destination NPA Address (6B)

T S il T ST I i S Y S
-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-I+
TS- Packet 1

wn
+— +
m
+— +
o
L=

i S S i i T s ST U SR Y S SR T S S S e S
TS- Packet 2 (if Length > 2*188)

etc.
T I S T S s ST S S e T A Sp S

+— -+ -+ +—-— +- +

Figure 2: GSE/ SNDU Format for a TS-Packet Payl oad (LT=00)

+

+

+

I
|
I
+
I
I
+
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Fragnented GSE SNDUs are protected by a CRC-32 carried in the fina
fragment. After reassenbly, this CRC-32 is renoved and the resulting
SNDU carries a Total Length field. The fields labeled S and E are
defined by [GSE] and contain control flags used by the GSE Iink

| ayer. The Label Type (LT) field specifies the presence and format
of the GSE | abel. The LT field is only specified for the first
fragnent (or a non-fragnented) GSE SNDU (i.e., when S=1).

In ULE, a value of D=1 is also permtted and indi cates the absence of
an NPA address (Figure 3). A simlar format is supported in GSE

0 1 2 3

012345678901 23456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| 1] Length (15b) | Type = 0x0002 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
TS- Packet 1

i S S i i T s ST U SR Y S SR T S S S e S
TS- Packet 2 (if Length > 2*188)

i | s i | B

etc.
T T S e T S S S T o S i S e i Tk S S S
(CRC- 32) |

T S S e T S S T o S S S e e T S S S

+— +— N +— Il —

Figure 3: ULE/ SNDU Format for a TS-Packet Payl oad (D=1)

The TS-Concat extension nay be used to transport one or nore MPEG 2
TS Packets of arbitrary content, interpreted according to [|ISO
MPER2]. One expected use is for the transm ssion of MPEG 2 SI/PS
signal ling [ RFC4259].

NULL TS Packets [I SO MPER] SHOULD NOT be sent using this

encapsul ation. To reduce transm ssion overhead and processing, an
Encapsul at or SHOULD specify a maxi mum period of time that it can wait
before sending all queued TS Packets. This is known as the TS
Packi ng Threshold. This value MJST be bounded and SHOULD be
configurable in the Encapsulator. A larger value can inprove

ef ficiency, but incurs higher jitter and could increase the
probability of corruption. |If additional TS Packets are NOT received
within the TS Packi ng Threshold, the Encapsul ator MJST i nmedi ately
send any queued TS Packets.

The use of this format to transfer MPEG 2 cl ock references (e.g., a

Net wor k Cl ock Reference, NCR) over ULE/GSE fram ng raises timng
consi derations at the encapsul ation gateway, including the need to
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updat e/ nodify the timng information prior to transm ssion by the
physi cal layer. These issues are not considered here, but this
operation may be sinplified in GSE by ensuring that all SNDUs that
carry this Extension Header are placed before other data within the
BBFranme Dat aFi el d [ GSE] .

Thi s docunent does not specify how TS Packets are to be handl ed at
the Receiver. However, it notes:

* A Receiver needs to consistently associate all TS Packets in a
Streamwith one TS Logi cal Channel (Streamj. |If an Encapsul ator
transnits nore than one Stream of TS Packets each encapsul ated at a
different level or with a different NPA address, a Receiver needs
to ensure that each is independently denultiplexed as a separate
Stream (Section 3.2 [ RFC4259]).

* |f an Encapsul ator transmits service information encapsul ated at
different levels or with different NPA addresses, the Receivers
need to ensure each Streamis related to the corresponding Sl table
information (if any). A RECOMMENDED way to reduce signaling
interactions is to ensure each PID value uniquely identifies a
Streamwithin a TS Multiplex carrying ULE and al so any TS Packets
encapsul ated by a ULE/ GSE Stream

The need for consistency in the use of PIDs and the rel ated service
information is described in section 4.2 of [RFC4947].

3.2. PDU-Concat Extension

The PDU- Concat Extension Header is specified by an | ANA-assi gned

H Type val ue of 0x0003 in hexadecimal. This is a Mandatory Next-
Header Extension. It enables a sequence of (usually short) PDUs to
be sent within a single SNDU Payl oad.

The base header contains the Length of the entire SNDU. This carries
the value of the conbined |l ength of all PDUs to be encapsul at ed,

i ncludi ng each set of encapsul ati on headers. The base header MAY be

foll owed by one or nore additional Extension Headers that precede the
PDU- Concat Extension Header. These Extension Headers (e.g., a

Ti meSt anp Extension) apply to the conposite concatenated PDU

The Extension Header also contains a 16-bit ULE Type field describing
t he encapsul ated PDU, PDU- Concat-Type. Although any Type val ue
specified in the ULE Next-Header Registry (including Extension Header
Types) nay be assigned to the encapsul ated PDU (except the recursive
use of a PDU Concat type), all concatenated PDUs MJST have a conmpn
ULE Type (i.e., all concatenated PDUs passed by the network |ayer
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must be associated with the same Type value). This sinplifies the
recei ver design, and reduces the transm ssion overhead for common use
cases.

Each PDU is prefixed by its length in bytes (shown in the follow ng
di agranms as PDU x-Length for the xth PDU). Encapsul ated PDUs are of
arbitrary length (in bytes) and are not necessarily aligned to 16-bit
or 32-bit boundaries within the SNDU (as shown in the figures 4, 5,
and 6). The nobst significant bit of the first byte is reserved, R
and this specification requires that this MIST be set to zero.

Recei vers MJST ignore the value of the R bit. The length of each PDU
MJUST be | ess than 32758 bytes, but will generally be nuch snaller.

When t he SNDU header indicates the presence of an SNDU Destination
Address field (i.e., D=0 in ULE), a Network Point of Attachment, NPA,
field directly follows the fourth byte of the SNDU header. NPA
destination addresses are 6 byte nunbers, normally expressed in
hexadeci nal, used to identify the Receiver(s) in a transm ssion
network that should process a received SNDU. \Wen present, the

Recei ver MJST associ ate the sane specified MAC/ NPA address with all
PDUs within the SNDU Payl oad. This MAC/ NPA address MJST al so be
forwarded with each PDU, if required by the forwarding interface.

01234567890123456789012345678901
il s T T S S S S S i N T i ST S S S S S e e L T 2
| O] Length (15b) | Type = 0x0003 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
Recei ver Destination NPA Address (6B) |

PDU- 2

I-i- i S S T et s U S Sy
| | PDU- Concat - Type |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| R PDU- 1- Length (15b) | |
i ST S T et shi U S S +
= PDU- 1 =
!I-- i S R T o s T T S S R R +-|+
| R PDU- 2- Length (15b) | |
i ST S T et shi U S S +
I I

More PDUs as required
il s T T S S S S S i N T i ST S S S S S e e L T 2
(CRC- 32) |

T T S i S e e i i S S S S S A i s

Figure 4: ULE/ SNDU Format for a PDU Concat Payl oad (D=0)
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o

1234567890123456789012345678901
B S T i T I il sk sl I S I S I S S
Length (12b) | Type = 0x0003 |
B S T i T I il sk sl I S I S I S S
Recei ver Destination NPA Address (6B) |
T ol I I ks s (T S S

| PDU- Concat - Type |

B i S S T i i S S i ik S
PDU- 1- Length (15b) |

B T T T e S ity S

PDU- 1

n
+= +
m
+— +
o
L=

+ 2

1
+

B T S S T i S R T T i i i SIS U U U S S S S S
PDU- 2- Length (15b) |
B T T S il ik S S S
PDU- 2

Py}

T+ T HE T AT T T T+
+ +

- n+—+—-— 1+

More PDUs as required
il s T T S S S S S i N T i ST S S S S S e e L T 2
Figure 5: GSE/ SNDU Format for a PDU Concat Payl oad (LT=00)
When t he SNDU header indicates the absence of an SNDU Desti nation
Address field (i.e., D=1 in ULE), all encapsul ated PDUs MJST be
processed as if they had been received wi thout an NPA address.
The value of D in the ULE header indicates whether an NPA/ MAC address

is in use [RFC4326]. A similar format is supported in GSE (using the
LT field).
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01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

PDU- 2

| 1] Length (15b) | Type = 0x0003 |
il s T T S S S S S i N T i ST S S S S S e e L T 2
| PDU- Concat - Type | R PDU- 1- Length (15b) |
il s T T S S S S S i N T i ST S S S S S e e L T 2
= PDU- 1 =
I I
il s T T S S S S S i N T i ST S S S S S e e L T 2
| Rl PDU- 2- Length (15b) | |
I I i s S I S S +
I I

More PDUs as required

T I T i o ST S S S I mi s o S S S S
(CRC- 32) |

il s T T S S S S S i N T i ST S S S S S e e L T 2
Figure 6: ULE/ SNDU Format for a PDU Concat Payl oad (D=1)

To reduce transm ssion overhead and processing, an Encapsul ator
SHOULD specify a maxi mum period of tine it will wait before sending a
Concatenated PDU. This is known as the PDU Packi ng Threshold. This
val ue MJST be bounded and SHOULD be configurable in the Encapsul ator.
A larger value can inprove efficiency, but incurs higher jitter and
could increase the probability of corruption. |f additional PDUs are
NOT received within the PDU Packi ng Threshol d, the Encapsul at or MJST
i medi ately send all queued PDUs.

The Receiver processes this Extension Header by verifying that it
supports the specified PDU Concat Type (unsupported Types MJST be
di scarded, but the receiver SHOULD record a PDU Type error

[ RFC4326]). It then extracts each encapsulated PDU in turn. The
Recei ver MUST verify the Length of each PDU. It MJST al so ensure
that the sum of the Lengths of all processed PDUs equals the Length
specified in the SNDU base header. A Receiver SHOULD di scard the
whole SNDU if the total and PDU sizes are not consistent and this
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event SHOULD be recorded as a PDU Concat size mismatch error. A
recei ver MUST NOT forward a partial PDU with an indicated PDU Length
greater than the nunber of unprocessed bytes remaining in the SNDU
payl oad field.

3.3. TinmeStanp Extension

The Ti meStanp Extension Header is an Optional Extension Header that
permts an Encapsulator to add a TineStanp field to an SNDU. The

Ti meSt anp Ext ensi on Header is specified by the | ANA-assigned H Type
val ue of 257 decimal. This extension is an Optional Extension Header
([ RFC4326], Section 5).

This extension is designed to support nonitoring and nmeasurenent of
the performance of a link to indicate the quality of an operational
ULE link. This may be useful for GSE links (e.g., where significant
conplexity exists in the scheduling provided by the | ower |ayers).
Possi bl e uses of this extension include:

Val i dation of in-sequence ordering per Logical Channel

Measur ement of one-way del ay (when synchroni zed with the sender)
Measurement of PDU Jitter introduced by the |ink

Measurement of PDU |l oss (with additional information from sender)

* X X X

Figure 7 shows the format of this extension with a HLEN val ue of 3
indicating a TimeStanp of length 4B with a Type field (there is no
inmplied byte-alignment).

0 7 15 23 31
SRS SRS SRS SN +
| 0x03 | 0x01 | Ti meSt anp H |
SRS SRS SRS SN +
| Ti meStanp LO | Type |
SRS SRS SRS SN +

Figure 7: Format of the 32-bit TinmeStanp Extension Header

The extension carries a 32-bit value (TinmeStanp H plus Ti neStanp
LO. The specified resolution is 1 mcrosecond. The value therefore
i ndi cates the nunber of 1-microsecond ticks past the hour in

Uni versal Time when the PDU was encapsul ated. This val ue nmay be
earlier than the tine of transm ssion, due for exanple to Packing,
gueui ng, and ot her Encapsul ator processing. The value is right-
justified to the 32-bit field. Systens unable to insert TineStanps
at the specified resolution MJST pad the unused | east-significant
bits with a value of zero
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The last two bytes carry a 16-bit Type field that indicates the type
of payload carried in the SNDU or the presence of a further Next-
Header ([ RFC4326], Section 4.4).

Recei vers MAY process the Ti neStanp when the PDU encapsul ation is
renoved. Receivers that do not inplenent, or do not wish to process,
the TimeStanp Extension MAY skip this Extensi on Header. Receivers
MUST continue to process the remai nder of the SNDU, forwarding the
encapsul at ed PDU.

4. | ANA Consi derations
| ANA has assigned three new Next-Header Type values fromthe | ANA ULE
Next - Header Registry. These options are defined for specific use
cases envi saged by GSE, but are conpatible with ULE

The foll owi ng assignments have been nade in this docunent and
regi stered by | ANA:

Type Nane Ref er ence
2: TS- Concat Section 3.1
3: PDU- Concat Section 3.2
Type Name H LEN Ref er ence
257: Ti meSt anp 3 Section 3.3

The TS-Concat Extension is a Mandatory next-type Extension Header,
specified in Section 3.1 of this docunent. The value of this next-
header is defined by an | ANA assi gned H Type val ue of 0x0002.

The PDU- Concat Extension is a Mandatory next-type Extension Header
specified in Section 3.2 of this docunent. The value of this next-
header is defined by an | ANA assi gned H Type val ue of 0x0003.

The TinmeStanp Extension is an Optional next-type Extension Header
specified in Section 3.3 of this docunent. The value of this next-
header is defined by an | ANA assi gned H Type val ue of 257 deci mal.
Thi s docunents defines the format for an HLEN val ue of 0x3.
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Security Considerations

Security considerations for ULE are described in [ RFC4326], and
further informati on on security aspects of using ULE are described in
the security considerations of [RFC4259] and [ Sec-Req].

An attacker that is able to inject arbitrary TS Packets in a ULE or
GSE Stream may nodify layer 2 signalling information transmtted by
the MPEG 2 TS-Concat extension. Since this attack requires access to
the link and/or |ayer 2 equipnent, such an attack could also directly
attack signalling informati on sent as native TS Packets (not

encapsul ated by ULE/GSE). Security issues relating to the

transm ssion and interpretation of layer 2 signalling information
(including Address Resolution) within a TS Multiplex are described in
[ RFC4947]. The use of security nechanisns to protect the MPEG 2
signalling information is discussed by [ Sec-Req].
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Appendi x A,  The Second- Generation DVB Transm ssion Specifications

This section provides informative background to the network-I|ayer
requi rements of the second-generati on DVB Transmni ssion
Specifications. The second-generation waveforns specified by the
Digital Video Broadcasting project offer two main enhancenents.

First, nmore efficient physical-layer nmethods that enploy higher-order
nmodul ation with stronger FEC and pernit adaptive codi ng and
nodul ati on response to changes in traffic and propagati on conditi ons.
Second, at the link layer, they offer greater flexibility in fram ng.
Support is provided for a range of streamformats including the
classical Transport Stream (TS) [RFC4259]. 1In addition, a new nethod
called Generic Stream (GS) (or the Generic Mde) is supported. A GS
can be packetized or continuous and is intended to provide native
transport of other network-|ayer services. One such nethod is that
provi ded by the CGeneric Stream Encapsul ati on (GSE) [ GSE].

For example, the DVB-S2 [ETSI-S2] transm ssion |ink sequentially

mul ti pl exes a series of baseband frames (BBFranes). Each BBFrane
conprises a fixed-size 10B header and a payload. The payl oad carries
a DataField and uses padding to fill any unused space. A stream
conpri ses a sequence of BBFranes associated with an I nput Stream
Identifier (ISI) that is carried in the header of each BBFrame. The
si npl est schene uses a single stream (with just one ISl value), but
multiple streans are permitted. The BBFranes formng a stream may be
of variable size (selected froma set of allowed sizes), and nust use
the sanme streamformat (i.e., TS or GSE). Each stream represents an
i ndependent |ink with independent address resol ution [ RFC4947].

GSE provides functions that are equivalent to those of the

Uni di rectional Lightweight Encapsul ation (ULE) [ RFC4326]. It
supports the transnission of |IP packets and other network-Iayer
protocols. The network-layer interface resenbles that of ULE, where
it adopts common nechanisns for a Length field, a 16-bit Type field,
and support for Extension Headers. As in ULE, GSE permts nmultiple
address formats, indicated by the LT field (functionally equival ent
tothe Dfield in ULE). The default addressi ng node uses a 6-byte
NPA and a suppressed NPA address (functionally equivalent to D=1 in
ULE) .

GSE al so provides nore flexible fragmentation at the interface to the
physi cal layer (using the S and E flags). This adapts the SNDUs to a
vari abl e-si zed |ink-layer frame, and reflects the nore conpl ex
requirenments in terns of fragnentation and assenbly that arise when
usi ng point-to-mnultipoint adaptive physical layers. The integrity of
a reassenbled SNDU is validated using a CRC-32 in the |ast fragnent
for the correspondi ng PDU
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this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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