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Abstract

Thi s docunent defines the format of an electronic signature that can
remain valid over |long periods. This includes evidence as to its
validity even if the signer or verifying party later attenpts to deny
(i.e., repudiates) the validity of the signature.

The format can be considered as an extension to RFC 3852 and RFC
2634, where, when appropriate, additional signed and unsigned
attri butes have been defi ned.

The contents of this Informational RFC anmobunt to a transposition of
the ETSI Technical Specification (TS) 101 733 V.1.7.4 (CM5 Advanced
El ectronic Signatures -- CAdES) and is technically equivalent to it.

The technical contents of this specification are naintained by ETSI.

The ETSI TS and further updates are available free of charge at:
http://ww. etsi.org/WbSite/ Standards/ St andar dsDownl oad. aspx
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1. Introduction

This docunent is intended to cover electronic signatures for various
types of transactions, including business transactions (e.g.,
purchase requisition, contract, and invoice applications) where
long-termvalidity of such signatures is inportant. This includes
evidence as to its validity even if the signer or verifying party
later attenpts to deny (i.e., repudiates; see |ISOIEC 10181-5
[1S0OL0181-5]) the validity of the signature.

Thus, the present docunment can be used for any transaction between an
i ndi vidual and a conpany, between two conpani es, between an

i ndi vidual and a governnental body, etc. The present document is

i ndependent of any environnment; it can be applied to any environment,
e.g., smart cards, d obal System for Mbile Comruni cati on Subscri ber
Identity Module (GSM SIM cards, special prograns for electronic

si ghatures, etc.

The European Directive on a conmunity framework for El ectronic

Si gnatures defines an electronic signature as: "Data in electronic
formwhich is attached to or logically associated with other

el ectroni c data and which serves as a nethod of authentication".

An el ectronic signature, as used in the present docunent, is a form
of advanced el ectronic signature, as defined in the Directive.

2. Scope
The scope of the present document covers el ectronic signature formats
only. The aspects of Electronic Signature Policies are defined in
RFC 3125 [RFC3125] and ETSI TR 102 272 [ TR102272].
The present docunment defines a nunber of electronic signature

formats, including electronic signatures that can remain valid over
Il ong periods. This includes evidence as to its validity even if the
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signer or verifying party later attenpts to deny (repudi ates) the
validity of the electronic signature.

The present docunent specifies use of Trusted Service Providers
(e.g., Time-Stanmping Authorities) and the data that needs to be
archived (e.g., cross-certificates and revocation lists) to neet the
requi rements of long-term el ectronic signatures.

An el ectronic signature, as defined by the present docunent, can be
used for arbitration in case of a dispute between the signer and
verifier, which may occur at some later tinme, even years later.

The present docunent includes the concept of signature policies that
can be used to establish technical consistency when validating
el ectronic signatures, but it does not nandate their use.

The present docunent is based on the use of public key cryptography
to produce digital signatures, supported by public key certificates.
The present docunent al so specifies the use of tinme-stanping and

ti me-marking services to prove the validity of a signature long after
the nornmal lifetinme of critical elenments of an el ectronic signature.
Thi s docunment al so, as an option, defines ways to provide very

| ong-term protection agai nst key conpromi se or weakened al gorithns.

The present docunent builds on existing standards that are widely
adopted. These include:

- RFC 3852 [4]: "Cryptographic Message Syntax (CMS)";

- SO 1EC 9594-8/1 TU- T Recommendation X. 509 [1]: "Information
technol ogy - Open Systens |Interconnection - The Directory:
Aut henti cati on framework";

- RFC 3280 [2]: "Internet X 509 Public Key Infrastructure (PKI X)
Certificate and Certificate Revocation List (CRL) Profile";

- RFC 3161 [7]: "Internet X 509 Public Key Infrastructure
Ti me- Stanp Protocol (TSP)".

NOTE: See Section 11 for a full set of references.
The present docunment describes formats for advanced el ectronic
signatures using ASN.1 (Abstract Syntax Notation 1) [14]. ASN. 1l is
encoded using X 690 [16].
These formats are based on CVM5 (Cryptographi c Message Syntax) defined

in RFC 3852 [4]. These electronic signatures are thus called CAdES
for "CM5 Advanced El ectronic Signatures”.
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Anot her docunent, TS 101 903 [TS101903], describes formats for XM
advanced el ectronic signatures (XAdES) built on XM.DSI G as specified
in [ XMLDSI G .

In addition, the present docunent identifies other docunents that
define formats for Public Key Certificates, Attribute Certificates,
and Certificate Revocation Lists and supporting protocols, including
protocols for use by trusted third parties to support the operation
of electronic signature creation and validation

| nf ormati ve annexes i ncl ude:

illustrations of extended forns of Electronic Signature fornats
that protect against various vulnerabilities and exanpl es of

val i dati on processes (Annex B)

- descriptions and expl anations of sonme of the concepts used in
the present docunment, giving a rationale for normative parts of
the present docunent (Annex O);

- information on protocols to interoperate with Trusted Service
Provi ders (Annex D);

- gui dance on nam ng (Annex E);

- an exanple structured content and MM (Annex F);

- the relationship between the present docunment and the directive
on el ectronic signature and associ ated st andardi zati on

initiatives (Annex G ;

- APls to support the generation and verification of electronic
signatures (Annex H);

- cryptographic algorithnms that may be used (Annex 1); and
- nam ng schenmes (see Annex J).

3. Definitions and Abbreviations

3.1. Definitions

For the purposes of the present document, the follow ng ternms and
definitions apply:

Arbitrator: an arbitrator entity nmay be used to arbitrate a dispute

between a signer and verifier when there is a disagreenent on the
validity of a digital signature.
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Attribute Authority (AA): an authority that assigns privil eges by
issuing attribute certificates.

Authority Certificate: a certificate issued to an authority (e.g.,
either to a certification authority or an attribute authority).

Attribute Authority Revocation List (AARL): a revocation list
containing a list of references to certificates issued to AAs that
are no |longer considered valid by the issuing authority.

Attribute Certificate Revocation List (ACRL): a revocation |ist
containing a list of references to attribute certificates that are no
| onger considered valid by the issuing authority.

Certification Authority Revocation List (CARL): a revocation |ist
containing a list of public key certificates issued to certification
authorities that are no |longer considered valid by the certificate

i ssuer.

Certification Authority (CA): an authority trusted by one or nore
users to create and assign public key certificates; optionally, the
certification authority may create the users’ keys.

NOTE: See | TU- T Recomendation X. 509 [1].

Certificate Revocation List (CRL): a signed list indicating a set of
public key certificates that are no | onger considered valid by the
certificate issuer

Digital Signature: data appended to, or a cryptographic
transformation of, a data unit that allows a recipient of the data
unit to prove the source and integrity of the data unit and protect
agai nst forgery, e.g., by the recipient.

NOTE: See |SO 7498-2 [|S07498-2].

El ectronic Signature: data in electronic formthat is attached to or
logically associated with other electronic data and that serves as a
nmet hod of authentication.

NOTE: See Directive 1999/93/EC of the European Parlianent and of
the Council of 13 Decenber 1999 on a Community franmework for
el ectronic signatures [EUD rective].

Ext ended El ectronic Signatures: electronic signatures enhanced by
conpl ementing the baseline requirenments with additional data, such as
ti me-stanp tokens and certificate revocation data, to address
comonly recogni zed threats.
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Explicit Policy-based Electronic Signhature (EPES): an el ectronic
signature where the signature policy that shall be used to validate
it is explicitly specified.

Grace Period: a tinme period that pernits the certificate revocation
i nformation to propagate through the revocation process to relying
parti es.

Initial Verification: a process perforned by a verifier done after an
el ectronic signature is generated in order to capture additional
i nformation that could nake it valid for long-termverification.

Public Key Certificate (PKC): public keys of a user, together with
sone other information, rendered unforgeable by encipherment with the
private key of the certification authority that issued it.

NOTE: See | TU- T Recommendation X. 509 [1].

Ri vest - Shami r- Adl eman (RSA): an asynmetric cryptography al gorithm
based on the difficulty to factor very |large nunbers using a key
pair: a private key and a public key.

Signature Policy: a set of rules for the creation and validation of
an el ectronic signature that defines the technical and procedura
requirements for electronic signature creation and validation, in
order to neet a particul ar business need, and under which the
sighature can be determ ned to be valid.

Signature Policy Issuer: an entity that defines and issues a
signature policy.

Signature Validation Policy: part of the signature policy that
specifies the technical requirenents on the signer in creating a
signature and verifier when validating a signature.

Signer: an entity that creates an el ectronic signature.

Subsequent Verification: a process performed by a verifier to assess
the signature validity.

NOTE: Subsequent verification nay be done even years after the
el ectroni c signhature was produced by the signer and conpl eted by
the initial verification, and it mnmight not need to capture nore
data than those captured at the time of initial verification

Ti me- Stanp Token: a data object that binds a representation of a

datumto a particular tine, thus establishing evidence that the datum
exi sted before that tine.
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3.

2.

Time-Mark: information in an audit trail froma Trusted Service
Provi der that binds a representation of a datumto a particular tine,
t hus establishing evidence that the datum exi sted before that tine.

Ti me- Marking Authority: a trusted third party that creates records in
an audit trail in order to indicate that a datum exi sted before a
particular point in tine.

Ti me- Stanpi ng Authority (TSA): a trusted third party that creates
time-stanp tokens in order to indicate that a datumexisted at a
particular point in tine.

Time-Stanmping Unit (TSU): a set of hardware and software that is
managed as a unit and has a single tine-stanp token signing key
active at a tine.

Trusted Service Provider (TSP): an entity that helps to build trust
rel ati onshi ps by nmaking avail abl e or providing some information upon
request.

Validation Data: additional data that may be used by a verifier of
el ectronic signatures to determine that the signature is valid

Valid Electronic Signature: an electronic sighature that passes
val i dati on.

Verifier: an entity that verifies evidence.
NOTE 1: See 1SQO'| EC 13888-1 [|SO13888-1].

NOTE 2: Wthin the context of the present docunent, this is an
entity that validates an el ectronic signature.

Abbr evi ati ons

For the purposes of the present document, the follow ng abbreviations
apply:

AA Attribute Authority

AARL Attribute Authority Revocation List

ACRL Attribute Certificate Revocation List

API Application ProgramInterface

ASCl | American Standard Code for Information Interchange
ASN. 1 Abstract Syntax Notation 1

CA Certification Authority

CAD Card Accepting Device

CAdES CM5 Advanced El ectronic Signature

CAdES- A CAdES with Archive validation data
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CAdES- BES CAdES Basi c Electronic Signature

CAdES- C CAdES with Conpl ete validation data

CAdES- EPES  CAdES Explicit Policy Electronic Signature

CAdES- T CAJES with Tine

CAdES- X CAdES with eXtended validation data

CAdES- X Long CAdES with EXtended Long validation data

CARL Certification Authority Revocation Li st

CVvB Crypt ographi ¢ Message Synt ax

CRL Certificate Revocation List

CWA CEN (European Committee for Standardi zation) Wrkshop
Agr eenment

DER Di stingui shed Encodi ng Rules (for ASN. 1)

DSA Digital Signature Al gorithm

EDI FACT El ectronic Data | nterchange For Adm nistration,
Commer ce and Transport

EESSI Eur opean El ectroni c Signature Standardization
Initiative

EPES Explicit Policy-based El ectronic Signature

ES El ectronic Signature

ESS Enhanced Security Services (enhances CMS)

| DL Interface Definition Language

M NVE Mul ti purpose Internet Mail Extensions

OCSP Online Certificate Status Provider

ab Qoj ect I Dentifier

PKC Public Key Certificate

PKI X Public Key Infrastructure using X 509
(1 ETF Worki ng G oup)

RSA Ri vest - Shami r - Adl erman

SHA- 1 Secure Hash Algorithm1

TSA Ti me- St anpi ng Aut hority

TSP Trusted Service Provider

TST Ti me- St anp Token

TSU Ti me- St anpi ng Uni t

URI Uni f orm Resource ldentifier

URL Uni f or m Resour ce Locat or

XM Ext ensi bl e Mar kup Language

XMLDSI G XM. Digital Signature

4. Overvi ew
The present docunment defines a nunber of Electronic Signature (ES)
formats that build on CM5 (RFC 3852 [4]) by adding signed and
unsi gned attri butes.
Thi s section:

- provides an introduction to the major parties invol ved
(Section 4.1),
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i ntroduces the concept of signature policies (Section 4.2),
- provides an overview of the various ES formats (Section 4.3),

- introduces the concept of validation data, and provi des an
overview of formats that incorporate validation data
(Section 4.4), and

- presents relevant considerations on arbitration
(Section 4.5) and for the validation process (Section 4.6).

The formal specifications of the attributes are specified in Sections
5 and 6; Annexes C and D provide rationale for the definitions of the
different ES forns.

4.1. Major Parties

The maj or parties involved in a business transaction supported by
el ectronic signatures, as defined in the present docunent, are:

- the signer;

- the verifier;

Trusted Service Providers (TSP); and
- the arbitrator.

The signer is the entity that creates the electronic signature. Wen
the signer digitally signs over data using the prescribed format,
this represents a conmitnent on behal f of the signing entity to the
dat a bei ng signed.

The verifier is the entity that validates the el ectronic signature;
it my be a single entity or nultiple entities.

The Trusted Service Providers (TSPs) are one or nore entities that
help to build trust relationshi ps between the signer and verifier.
They support the signer and verifier by means of supporting services
i ncluding: user certificates, cross-certificates, tinme-stanp tokens,
CRLs, ARLs, and OCSP responses. The following TSPs are used to
support the functions defined in the present document:

- Certification Authorities;

- Registration Authorities;

- CRL Issuers;

- OCSP Responders;

- Repository Authorities (e.g., a Directory);
- Time-Stanping Authorities;

- Time-Marking Authorities; and

- Signature Policy Issuers.
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Certification Authorities provide users with public key certificates
and a revocation service.

Regi stration Authorities allow the identification and registration of
entities before a CA generates certificates.

Repository Authorities publish CRLs issued by CAs, signature policies
i ssued by Signature Policy |Issuers, and optionally public key
certificates.

Ti me- St anpi ng Authorities attest that some data was fornmed before a
given trusted tine.

Ti me- Marki ng Authorities record that sone data was fornmed before a
given trusted tine.

Signature Policy Issuers define the signature policies to be used by
signers and verifiers.

In sone cases, the follow ng additional TSPs are needed:
- Attribute Authorities.

Attributes Authorities provide users with attributes linked to public
key certificates.

An Arbitrator is an entity that arbitrates in disputes between a
signer and a verifier.

4.2. Signature Policies

The present docunent includes the concept of signature policies that
can be used to establish technical consistency when validating
el ectroni c signatures.

When a conprehensive signature policy used by the verifier is either
explicitly indicated by the signer or inplied by the data being
signed, then a consistent result can be obtai ned when validating an
el ectronic signature.

When the signature policy being used by the verifier is neither

i ndi cated by the signer nor can be derived fromother data, or the
sighature policy is inconplete, then verifiers, including
arbitrators, may obtain different results when validating an

el ectronic signature. Therefore, conprehensive signature policies
that ensure consistency of signature validation are reconmended from
both the signer’s and verifier’s point of view
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Further information on signature policies is provided in:

- TR 102 038 [ TR102038];

- Sections 5.8.1, C 1, and C. 3.1 of the present docunent;
- RFC 3125 [ RFC3125]; and

- TR 102 272 [ TR102272].

4.3. Electronic Signature Formats

The current section provides an overview for two forns of CMS
advanced el ectronic signature specified in the present docunent,
nanely, the CAdES Basic El ectronic Signature (CAdES-BES) and the
CAdES Explicit Policy-based El ectronic Signature (CAdES-EPES).
Confornmance to the present docunent mandates that the signer create
one of these fornats.

4.3.1. CAdES Basic Electronic Signature (CAJES-BES)

A CAdES Basic Electronic Signhature (CAJES-BES), in accordance with
the present docunment, contains:

- The signed user data (e.g., the signer’s docunent), as defined
in CM5 (RFC 3852 [4]);

- Acollection of mandatory signed attributes, as defined in CM5
(RFC 3852 [4]) and in ESS (RFC 2634 [5]);

- Additional mandatory signed attributes, defined in the present
docunent; and

- The digital signature value conmputed on the user data and, when
present, on the signed attributes, as defined in CM5 (RFC 3852
[4]).

A CAdES Basic El ectronic Signhature (CAJES-BES), in accordance with
the present document, nay contain:

- acollection of additional signed attributes; and
- a collection of optional unsigned attributes.
The mandatory signed attributes are:
- Content-type. It is defined in RFC 3852 [4] and specifies the
type of the Encapsul atedContentlnfo val ue being signed. Details

are provided in Section 5.7.1 of the present docunent.
Rationale for its inclusion is provided in Annex C. 3.7;
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- Message-digest. It is defined in RFC 3852 [4] and specifies the
nessage di gest of the eContent OCTET STRING wi thin
encapContentInfo being signed. Details are provided in Section
5.7.2;

- ESS signing-certificate OR ESS signing-certificate-v2. The ESS
signing-certificate attribute is defined in Enhanced Security
Services (ESS), RFC 2634 [5], and only allows for the use of
SHA-1 as a digest algorithm The ESS signing-certificate-v2
attribute is defined in "ESS Update: Adding CertlD Al gorithm
Agility", RFC 5035 [15], and allows for the use of any digest
algorithm A CAdES-BES cl ai ming conpliance with the present
docunment nust include one of them Section 5.7.3 provides the
details of these attributes. Rationale for its inclusion is
provi ded in Annex C 3.3.

Optional signed attributes may be added to the CAdES-BES, incl uding
optional signed attributes defined in CM5 (RFC 3852 [4]), ESS (RFC
2634 [5]), and the present docunent. Listed bel ow are optional
attributes that are defined in Section 5 and have a rational e
provided in Annex C

- Signing-tine: as defined in CVMs (RFC 3852 [4]), indicates the
time of the signature, as clained by the signer. Details and
short rationale are provided in Section 5.9.1. Annex C 3.6
provi des the rationale.

- content-hints: as defined in ESS (RFC 2634 [5]), provides
i nformati on that describes the innernpst signed content of a
nmulti-layer nessage where one content is encapsulated in
another. Section 5.10.1 provides the specification details.
Annex C. 3.8 provides the rationale.

- content-reference: as defined in ESS (RFC 2634 [5]), can be
i ncorporated as a way to |ink request and reply nessages in an
exchange between two parties. Section 5.10.1 provides the
specification details. Annex C 3.9 provides the rationale.

- content-identifier: as defined in ESS (RFC 2634 [5]), contains
an identifier that may be used later on in the previous
content-reference attribute. Section 5.10.2 provides the
specification details.

- commitnent-type-indication: this attribute is defined by the
present docunent as a way to indicate the comrtnment endorsed by
the signer when producing the signature. Section 5.11.1
provi des the specification details. Annex C 3.2 provides the
rational e.
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- signer-location: this attribute is defined by the present
docunent. It allows the signer to indicate the place where the
signer purportedly produced the signature. Section 5.11.2
provi des the specification details. Annex C 3.5 provides the
rational e.

- signer-attributes: this attribute is defined by the present
docurment. It allows a clainmed or certified role to be
incorporated into the signed information. Section 5.11.3
provi des the specification details. Annex C 3.4 provides the
rational e.

- content-tine-stanp: this attribute is defined by the present
docurment. It allows a tine-stanp token of the data to be signed
to be incorporated into the signed information. It provides
proof of the existence of the data before the signature was
created. Section 5.11.4 provides the specification details.
Annex C. 3.6 provides the rationale.

A CAdES-BES form can al so incorporate instances of unsigned
attributes, as defined in CM5 (RFC 3852 [4]) and ESS (RFC 2634 [5]).

- CounterSignature, as defined in CM5 (RFC 3852 [4]); it can be
i ncor porated wherever enbedded signatures (i.e., a signature on
a previous signature) are needed. Section 5.9.2 provides the
specification details. Annex C.5 in Annex C provides the
rational e.

The structure of the CAdJES-BES is illustrated in Figure 1.

+------ El ect. Si gnature (CAdES-BES)------ +
I i + |
[|+--------- R e S + | |
||| Signer’s | | Signed | Digital | |
||| Docunent | |Attributes| Signature | |
|11 || I | |
HRSEEEEEEES R R + ]
R + |
o m o m o e e e e e e e e e e e e e meeao - +

Figure 1: Illustration of a CAdES-BES

The signer’s conformance requirenents of a CAJES-BES are defined in
Section 8. 1.
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NOTE: The CAdES-BES is the minimum format for an electronic
signature to be generated by the signer. Onits own, it does not
provi de enough information for it to be verified in the |onger
term For exanple, revocation information issued by the rel evant
certificate status information issuer needs to be avail able for
long-termvalidation (see Section 4.4.2).

The CAdES-BES satisfies the |egal requirenents for electronic
sighatures, as defined in the European Directive on Electronic

Si gnatures, (see Annex C for further discussion on the relationship
of the present docunment to the Directive). It provides basic
authentication and integrity protection.

The semantics of the signed data of a CAJES-BES or its context may
inplicitly indicate a signature policy to the verifier.

Specification of the contents of signature policies is outside the
scope of the present document. However, further information on
sighature policies is provided in TR 102 038 [ TRL02038], RFC 3125
[ RFC3125], and Sections 5.8.1, C. 1, and C 3.1 of the present
docunent .

4.3.2. CAdES Explicit Policy-based El ectronic Signatures (CAJES- EPES)

A CAdES Explicit Policy-based Electronic Signature (CAJES-EPES), in
accordance with the present docunent, extends the definition of an
el ectronic signature to conformto the identified signature policy.

A CAdES Explicit Policy-based El ectronic Signature (CAJES-EPES)

i ncorporates a signed attribute (sigPolicylD attribute) indicating
the signature policy that shall be used to validate the electronic
sighature. This signed attribute is protected by the signature. The
sighature may al so have other signed attributes required to conform
to the nandated signature policy.

Section 5.7.3 provides the details on the specification of
signature-policy-identifier attribute. Annex C 1 provides a short
rationale. Specification of the contents of signature policies is
outsi de the scope of the present docunent.

Further information on signature policies is provided in TR 102 038

[ TRLO2038] and Sections 5.8.1, C 1, and C 3.1 of the present
docunent .
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The structure of the CAJES-EPES is illustrated in Figure 2.

R El ect. Signature (CAdES-EPES) --------------- +
I I
R e + |
NIRCEEETEEEE + ||
IN | e + ||
I e v T
|| | Signer's | | | Si ghature | Signed | Digital |
|| | Docunent | | | Policy ID| Attributes | Signature|
IN I TR + | ||
In | e + ||
|| e + ||
R e + |
I I
o m o m o e o e e o e o e o e e e oo emama—aoo - +
Figure 2: Illustration of a CAJES- EPES

The signer’s conformance requirenents of CAJES- EPES are defined in
Section 8. 2.

4.4. Electronic Signature Formats with Validation Data

Val idation of an electronic signature, in accordance with the present
docunent, requires additional data needed to validate the electronic
signature. This additional data is called validation data, and

i ncl udes:

Public Key Certificates (PKCs);

revocation status informati on for each PKC

trusted time-stanps applied to the digital signature, otherw se
a time-mark shall be available in an audit | og.

when appropriate, the details of a signature policy to be used
to verify the electronic signature.

The validation data nmay be collected by the signer and/or the

verifier. Wen the signature-policy-identifier signed attribute is
present, it shall mnmeet the requirenents of the signature policy.
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Validation data includes CA certificates as well as revocation status
information in the formof Certificate Revocation Lists (CRLs) or
certificate status informati on (OCSP) provided by an online service.
Val i dation data al so includes evidence that the signature was created
before a particular point in tinme; this nay be either a time-stanp
token or tine-mark

The present docunment defines unsigned attributes able to contain
val i dation data that can be added to CAJES- BES and CAdES- EPES,

| eading to electronic signature formats that include validation data.
The sections bel ow sumarize these formats and their nost rel evant
characteristics.

4.4.1. Electronic Sighature with Time (CAJES-T)

An electronic signature with time (CAJES-T), in accordance with the
present docunent, is when there exits trusted tinme associated with
t he ES.

The trusted tinme may be provi ded by:

- atinme-stanp attribute as an unsigned attribute added to the ES;
and

- atime-mark of the ES provided by a Trusted Service Provider.

The tinme-stanp attribute contains a tine-stanp token of the
el ectronic signature value. Section 6.1.1 provides the specification
details. Annex C 4.3 provides the rationale.

A tinme-mark provided by a Trusted Service would have a sim|ar effect
to the signature-tinme-stanp attribute, but in this case, no attribute
is added to the ES, as it is the responsibility of the TSP to provide
evi dence of a tine-mark when required to do so. The managenent of
time marks is outside the scope of the present docunent.

Trusted tine provides the initial steps towards providing long-term
validity. Electronic signatures with the tine-stanp attribute or a
ti me-marked BES/ EPES, formng the CAJES-T are illustrated in Figure
3.
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4.

4.

Signer’s | | Signed | Digital

+
I I _ _
| | | Si gnature-ti me-stanp
| | Docunent | |Attributes| Signature
| I
I I

+

attribute required
when using tinme
st anps.

+

I I
I I
I I
I I
I I
-------------------------------------- | or the BES/ EPES |
| shall be tinme-marked

I I
| Managenent and |
| provision of tine |
| mark is the |
| responsibility of |
| the TSP. |
+

Figure 3: Illustration of CAJES-T formats

NOTE 1: A time-stanp token is added to the CAdES-BES or CAdES- EPES
as an unsigned attri bute.

NOTE 2: Tinme-stanp tokens that may thensel ves include unsi gned
attributes required to validate the time-stanp token, such as the
compl ete-certificate-references and conpl et e-revocati on-references
attributes, as defined by the present docunent.

2. ES with Conplete Validation Data References (CAdES- Q)

El ectronic Signature with Conplete validation data references
(CAJES-C), in accordance with the present docunent, adds to the
CAdES-T the conpl ete-certificate-references and

conpl ete-revocati on-references attributes, as defined by the present
docunent. The conplete-certificate-references attribute contains
references to all the certificates present in the certification path
used for verifying the signature. The conplete-revocation-references
attribute contains references to the CRLs and/or OCSPs responses used
for verifying the signature. Section 6.2 provides the specification
details. Storing the references allows the val ues of the
certification path and the CRLs or OCSPs responses to be stored

el sewhere, reducing the size of a stored electronic signature format.
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Sections C. 4.1 to C. 4.2 provide rationale on the usage of validation
data and when it is suitable to generate the CAJES-C form

El ectronic signatures, with the additional validation data form ng
the CAdES-C, are illustrated in Figure 4.

Y LR R P E CAAES-C ------mmmmmmmcee e ee e +
R R R R P CAJES-T --------- + |
| S TSR S I R + |
| | | Timestanp | | | | |
| |attribute | | | | |
| | +- CAdES- BES or CAdES-EPES ------ +|oyer | | | | |
11 |ldigital | | | Conplete | |
[ || +--------- L + | |signature | | | certificate | |
|[1]]Signer’s || Signed | Digital ||is | | | and | |
|1]] Docunment || Attributes|Signature||mandatory | | | revocation | |
[111 [ ] | []if is not | | | references | |
RERCEEEEEEES b + | Itimenarked| | | ]
LR EREEETREEEE R +1 ] ]
I e I + e e e m e oo o + |
o m ot o e o e o e o e o e e e e o e e e e e e e e e e e e e e e e e e e e e mi—ioooo - +
Figure 4: Illustration of CAdJES-C for mat

NOTE 1: The conplete certificate and revocation references are
added to the CAJES-T as an unsigned attri bute.

NOTE 2: As a mininmum the signer will provide the CAJES- BES or
when indicating that the signature conforns to an explicit signing
policy, the CAdES- EPES.

NOTE 3: To reduce the risk of repudiating signhature creation, the
trusted tinme indication needs to be as close as possible to the
time the signature was created. The signer or a TSP could provide
the CAAES-T; if not, the verifier should create the CAJES-T on
first receipt of an electronic signature because the CAdES- T

provi des i ndependent evidence of the existence of the signature
prior to the trusted tine indication

NOTE 4: A CAdES-T trusted tinme indication nust be created before a
certificate has been revoked or expired.

NOTE 5: The signer and TSP coul d provide the CAdES-C to nininize
this risk, and when the signer does not provide the CAJES-C, the
verifier should create the CAJES-C when the required conponent of
revocati on and validation data becone available; this may require
a grace period.
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NOTE 6: A grace period pernits certificate revocation informtion

to propagate through the revocati on processes.

This period could

extend fromthe tinme an authorized entity requests certificate
revocation to when the information is available for the relying

party to use. In order

to make sure that the certificate was not

revoked at the tine the signature was tine-marked or tine-stanped,

verifiers should wait until the end of the grace peri od.

A

signature policy may define specific values for grace peri ods.

An illustration of a grace period is provided in Figure 5.
A G ace Period --------- >+
g S S S o m e e e e e e oo Fomm oo oo oo - +
N N N N N N
I I I I I I
O | | | | |
Si gnature | First | Second |
creation | revocation | revocation |
tinme | st at us | st at us |
| checki ng | checki ng |
I I I
Ti me- st anp Certification Build
or pat h CAdES- C
time-mark construction
over & verification
signature
Figure 5: Illustration of a grace period

NOTE 7: CWA 14171 [CWA14171] specifies a signature validation

process using CAJES-T, CAdES-C, and a grace peri od.
provi des exanpl e validation processes.
addi ti onal
val i dati on process.

Annex B
Annex C. 4 provides
i nformati on about applying grace periods during the

The verifier’s conformance requirenments are defined in Section 8.3
for time-stanped CAJES-C, and Section 8.4 for timnme-marked CAJES-C.
The present docunment only defines conformance requirenents for the

verifier

up to an ES with Conpl ete validation data (CAdES-C).

Thi s

means that none of the extended and archive fornms of electronic

signhatures, as defined in Sections 4.4.3 to 4.4. 4,
i npl enented to achi eve conformance to the present docunent.

Ext ended El ectronic Signature Formats

need to be

CAdES- C can be extended by addi ng unsigned attributes to the

el ectronic signature.

attributes that are applicable for very long-termverification

Pi nkas, et al.

The present docunent defines various unsigned
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for preventing sone disaster situations that are discussed in Annex
C. Annex B provides the details of the various extended formats, al
the required unsigned attributes for each type, and how t hey can be
used within the electronic signature validation process. The
sections bel ow gi ve an overview of the various fornms of extended
sighature formats in the present docunent.

4.4.3.1. EXtended Long El ectronic Signature (CAdES-X Long)

Ext ended Long fornmat (CAdES-X Long), in accordance with the present
docunent, adds the certificate-values and revocati on-val ues
attributes to the CAAES-C fornmat. The first one contains the whole
certificate path required for verifying the signature; the second one
contains the CRLs and/ OCSP responses required for the validation of
the signature. This provides a known repository of certificate and
revocation information required to validate a CAJES-C and prevents
such information fromgetting lost. Sections 6.3.3 and 6.3.4 give
specification details. Annex B.1.1 gives details on the production
of the format. Annexes C4.1 to C. 4.2 provide the rationale.

The structure of the CAJES-X Long format is illustrated in Figure 6.

R T CAdES- X-Long ----------------------------- +
R R R R TR CadES-C --+ |
| S TSR S I R + |
|| +------ CAdES ------------------- +| Timestanmp | | | | |
11 || over | | | Conplete | |
[ || +--------- L + | | digital | | | certificate | |
|]]]Signer’s || Signed | Digital ||signhature | | | and | |
|1]] Docunment || Attributes|Signature]| | | | revocation | |
|11 N I || Optional | | | data | |
[[]+--------- AR EEEEEEEE + | | when ||| | |
[ [ #---mmm e + timemarked| | | | |
|| oo +] ]
| S, S I R + |
[ | Complete | | |
| | certificate | | |
| | | and _ | | I
| | revocation | | |
| | references | | |
| LAEEEEE R + | I
I e I + |
I I
o m ot o e o e o e o e o e e e e o e e e e e e e e e e e e e e e e e e e e e mi—ioooo - +
Figure 6: Illustration of CAdES-X-Long
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4.4.3.2. EXtended Electronic Signature with Tinme Type 1

(CAJES- X Type 1)

Extended format with tine type 1 (CAJES-X Type 1), in accordance with
t he present docunment, adds the CAJES-C-tine-stanp attribute, whose
content is a time-stanp token on the CAdES-C itself, to the CAJES-C
format.

This provides an integrity and trusted tine protection over all the
el enents and references. It may protect the certificates, CRLs, and
OCSP responses in case of a later conpronise of a CA key, CRL key, or
OCSP i ssuer key. Section 6.3.5 provides the specification details.

Annex B.1.2 gives details on the production of the tine-stanping
process. Annex C. 4.4.1 provides the rationale.

The structure of the CAJES-X Type 1 format is illustrated in Figure

Ti mest anp
over

di gital
signature

w

igner’s || Signed | Digital

+
I
| |
| | Ti mest anp
| Docunent || Attributes| Signature
I I
I
+

I I
I I
I I
I I
| over |
| CAJES-C |
I I
I I
I I

| Opt i onal

when
ti me- mar ked

| Conplete |
| certificate |
| and |
| revocation |
| references |

Figure 7: Illustration of CAJES-X Type 1
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4.4.3.3. EXtended Electronic Signature with Tinme Type 2
(CAJES- X Type 2)

Extended format with tine type 2 (CAJES-X Type 2), in accordance with
the present docunment, adds to the CAdES-C fornat the

CAdES- C-ti ne-stanped-certs-crls-references attri bute, whose content
is atinme-stanp token on the certification path and revocation

i nformation references. This provides an integrity and trusted time
protection over all the references.

It may protect the certificates, CRLs and OCSP responses in case of a
| ater conprom se of a CA key, CRL key or OCSP issuer key.

Bot h CAdJES- X Type 1 and CAdES- X Type 2 counter the same threats, and
the usage of one or the other depends on the environnment. Section
6.3.5 provides the specification details. Annex B.1.3 gives details
on the production of the tinme-stanping process. Annex C. 4.4.2
provides the rationale.

The structure of the CAJES-X Type 2 format is illustrated in Figure

A CAAES- X-Type 2 --------mmmmm e e oo - - +
R R P T CAdES-C ---+ |
| heooo oo + |
[ | +----- CAdES -------------omme - +| Tinmestanp || |
| || over | I
[]]+--------- S + || digital [] +------------- +|
[|||Signer’s | | Signed | Digital || signature || | Time-stanmp ||
|||]Docurmrent | |Attributes| signature || || | only over |
|11 || I || optional || | conplete | |
[ ]| +--------- S + || when || | certificate ||
IR + timemarked || | and |
[ ] R +| | revocation ||
[ ] R + | | references ||
[ ] | Conplete | | +------------- +|
[ ] | certificate | | |
| | and || I
[ ] | revocation | | |
| | | references | | |
|| R + | |
R e e + |
o m o m o e o e o e e e e e e e e o e e e e e e e o e e e e e e e e e e e e e e e e e e e e e eea— - +
Figure 8: Illustration of CAdES-X Type 2
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EXt ended Long El ectronic Signature with Tinme (CAdJES-X Long

i n accordance

is a conbination of CAJES-X Long and one
of the two forner types (CAdJES-X Type 1 and CAdES- X Type 2).

Annex

B.1.4 gives details on the production of the tine-stanping process.
Annex C. 4.8 in Annex C provides the rationale.

The structure of the CAJES-X Long Type 1 and CAdES- X Long Type 2

format is illustrated in Figure 9.
R CAdES- X Long Type 1 Or 2 ---------ommmmmi oo +
| P +|
R R CAdES-C --+| +------------ +| |
| | ||| Timestamp |||
[ | +------- CAdES --------ccmccmmanannn oo + 1] over | ]
||l || Timestanp | ||| CAdES-C |||
] | | over | [ +ememmmeeee + |
[[]+--------- tho-o oo + ||digital | || R |
[1]|Signer’s || Signed | Digital | | signature | ||+------------ +|
|]]] Document ||Attributes| signature || _ | ||| Timestamp |||
|11 N I || Optional | ||| only over []]
[[]+--------- AR EEEEEEEE + | | when | |I| conplete |||
R e +|timemarked| ||| certificate]|
| | LR + ||| and  |]]
[ ] ||| Revocation |||
[ ] A L + ||| References ||
| | Conplete | |[|+-=---=------ + |
[ ] | certificate | |+-------------- +|
|| | and ] ] eieeeeooes + |
[ ] | revocation | | | Conplete | ]
[ ] | references | | |certificate | |
| LAEEEEE R +1 | and ||
I e + |revocation | |
| | wvalue | ]
| S + |
o m o e o e o e o e o e e e e e e e e e o e e e e e e o e e e e e e e e e e e e e eeeooo-- +
Figure 9: Illustration of CAJES-X Long Type 1 and CAdES Long Type 2
4.4.4. Archival Electronic Signature (CAJES-A)
Archival Form (CAdES-A), in accordance with the present docunent,
buil ds on a CAdES-X Long or a CAdES-X Long Type 1 or 2 by addi ng one
or nore archive-tine-stanp attributes. This formis used for
archival of long-termsignatures. Successive tine-stanps protect the
whol e material agai nst vul nerabl e hashing algorithnms or the breaking
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of the cryptographic material or algorithms. Section 6.4 contains
the specification details. Sections C.4.5 and C 4.8 provide the
rational e.

The structure of the CAJES-A formis illustrated in Figure 10.

A R CADES- A ------ i mmm o - +
R i + |
[ ] Fom e S I e + |
[|+--------mmmmmm e - - CAAES-C ----+4| +------------ | | | ]
| AR + ||| Tirmestanp |[] | ||
[||+---- CAJES-BES ----+| Tinmestanp | ||| over [11] | | |
[11] or CAdeS-EPES || over | |11 CAdES-C ||| | Archive | |
|11 |[digital | |[+------------ H| | ||
[11] || signature | || or || | Timestanp | |
|11 N | [+ +H || ||
|11 || Optional | ||| Timestanp ||| | ||
|11 | | when | |Il only over ||| | ||
|11 || Timemarked| ||| conplete ||| | ||
[ [ 4----mmmmmem e e +| | ||| certificate||]| +---------- + |
1] oo + ][] and ]l |
[ ] e R + ||| revocation ||| |
[ 1] | Conplete | ||l references ||| |
[ 1] | certificate | ||+------------ + | |
| | and _ | [ 4--mmmme - + I
[ 1] | revocation | | +------------ + | |
[]] | references | | | Conplete | | |
[ 1] A + | |certificate | | |
|| || and | | I
IR e + |revocation | | |
| | val ues || I
|| oo + | |
R i + |
o m o m o m o e e e o e e o o o o o o o e e e e e e e m e mememamooo- +
Figure 10: Illustration of CAdES-A

4.5. Arbitration

The CAdES-C may be used for arbitration should there be a dispute
between the signer and verifier, provided that:

- the arbitrator knows where to retrieve the signer’s certificate
(if not already present), all the cross-certificates and the
requi red CRLs, ACRLs, or OCSP responses referenced in the
CAdES- C;
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- when time-stanping in the CAAES-T is being used, the certificate
fromthe TSU that has issued the tinme-stanp token in the CAJES-T
format is still withinits validity period,;

- when time-stanping in the CAAES-T is being used, the certificate
fromthe TSU that has issued the tinme-stanp token in the CAJES-T
format is not revoked at the tinme of arbitration

- when time-marking in the CAJES-T is being used, a reliable audit
trail fromthe Time-Marking Authority is available for
exam nation regarding the timne;

- none of the private keys corresponding to the certificates used
to verify the signature chain have ever been conprom sed;

- the cryptography used at the tinme the CAdES-C was built has not
been broken at the time the arbitration is perforned; and

- if the signature policy can be explicitly or inplicitly
identified, then an arbitrator is able to deternine the rules
required to validate the electronic signature.

4.6. Validation Process

The validation process validates an electronic signature; the output
status of the validation process can be:

- invalid;
- inconpl ete validation; or
- valid.

An invalid response indicates that either the signature format is
incorrect or that the digital signature value fails verification
(e.g., the integrity check on the digital signature value fails, or
any of the certificates on which the digital signature verification
depends is known to be invalid or revoked).

An inconpl ete validation response indicates that the signature
validation status is currently unknown. In the case of inconplete
val i dation, additional information nay be nmade available to the
application or user, thus allowing themto decide what to do with the
el ectronic signature. In the case of inconplete validation, the

el ectronic signature may be checked again at sonme later tine when
addi tional infornation becones avail abl e.
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5.

5.

5.

NOTE: For exanple, an inconplete validation may be because all the
required certificates are not available or the grace period is not
conpl et ed.

A valid response indicates that the signature has passed
verification, and it conplies with the signature validation policy.

Exanpl e val i dati on sequences are illustrated in Annex B.
El ectronic Signature Attributes

This section builds upon the existing Cryptographi c Message Syntax
(Cvs), as defined in RFC 3852 [4], and Enhanced Security Services
(ESS), as defined in RFC 2634 [5]. The overall structure of an

El ectronic Signature is as defined in CMS5. The Electronic Signature
(ES) uses attributes defined in CM5, ESS, and the present documnent.
The present docunment defines ES attributes that it uses and that are
not defined el sewhere.

The mandated set of attributes and the digital signature value is
defined as the mninum El ectronic Signature (ES) required by the
present docunent. A signature policy nmay nandate that other signed
attri butes be present.

1. General Syntax
The general syntax of the ESis as defined in CVM5 (RFC 3852 [4]).

NOTE: CMS defines content types for id-data, id-signedData,

i d-envel opedDat a, id-digestedData, id-encryptedData, and

i d-aut henti catedbData. Although CVB permits other docunents to
define other content types, the ASN. 1 type defined should not be a
CHO CE type. The present docunent does not define other content
types.

2. Data Content Type

The data content type of the ESis as defined in CM5 (RFC 3852 [4]).
NOTE: If the content type is id-data, it is recommended that the
content be encoded using M Mg, and that the MME type is used to
identify the presentation format of the data. See Annex F.1 for
an exanple of using MME to identify the encoding type.

3. Signed-data Content Type

The Signed-data content type of the ES is as defined in CM5 (RFC 3852
[4]).
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5.4. SignedData Type

The syntax of the SignedData of the ES is as defined in CM5 (RFC 3852
[4]).

The fields of type SignedData are as defined in CM5 (RFC 3852 [4]).

The identification of a signer’s certificate used to create the
sighature is always signed (see Section 5.7.3). The validation
policy may specify requirenments for the presence of certain
certificates. The degenerate case, where there are no signers, is
not valid in the present docunent.

5.5. Encapsul atedCont ent| nfo Type

The syntax of the Encapsul atedContentlnfo type ES is as defined in
CVMs (RFC 3852 [4]).

For the purpose of long-termvalidation, as defined by the present
docunent, it is advisable that either the eContent is present, or the
data that is signed is archived in such as way as to preserve any
data encoding. It is inmportant that the OCTET STRI NG used to
generate the signature remains the sane every tine either the
verifier or an arbitrator validates the signature.

NOTE: The eContent is optional in CVB

- Wien it is present, this allows the signed data to be
encapsul ated in the SignedData structure, which then
contains both the signed data and the signature. However,
the signed data nmay only be accessed by a verifier able to
decode the ASN. 1 encoded Si gnedData structure.

- Wien it is missing, this allows the signed data to be sent
or stored separately fromthe signature, and the SignedData
structure only contains the signature. It is, in the case
of the signature, only the data that is signed that needs to
be stored and distributed in such as way as to preserve any
dat a encodi ng.

The degenerate case where there are no signers is not valid in the
present docunent.

5.6. Signerlnfo Type

The syntax of the Signerinfo type ES is as defined in CM5 (RFC 3852
[4]).
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Per-signer information is represented in the type Signerinfo. 1In the
case of multiple independent signatures (see Annex B.5), there is an
instance of this field for each signer

The fields of type Signerlnfo have the neanings defined in CVMs (RFC
3852 [4]), but the signedAttrs field shall contain the follow ng
attributes:

- content-type, as defined in Section 5.7.1; and

- message-di gest, as defined in Section 5.7.2;

- signing-certificate, as defined in Section 5.7.3.
5.6.1. Message Di gest Cal cul ation Process

The message di gest cal culation process is as defined in CM5 (RFC 3852

[4]).
5.6.2. Message Signature Generation Process

The input to the nmessage sighature generation process is as defined
in CM5 (RFC 3852 [4]).

5.6.3. Message Signature Verification Process

The procedures for nmessage sighature verification are defined in CVB
(RFC 3852 [4]) and enhanced in the present docunent: the input to the
signhature verification process nust be the signer’s public key, which
shall be verified as correct using the signing certificate reference
attribute containing a reference to the signing certificate, i.e.,
when SigningCertificatevV2 fromRFC 5035 [16] or SigningCertificate
fromESS [5] is used, the public key fromthe first certificate
identified in the sequence of certificate identifiers from
SigningCertificate nmust be the key used to verify the digita

si ghat ur e.

5.7. Basic ES Mandatory Present Attributes
The following attributes shall be present with the signed-data
defined by the present docunent. The attributes are defined in CVS
(RFC 3852 [4]).

5.7.1. content-type
The content-type attribute indicates the type of the signed content.

The syntax of the content-type attribute type is as defined in CVS
(RFC 3852 [4]) Section 11.1.
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NOTE 1: As stated in RFC 3852 [4] , the content-type attribute
nmust have its value (i.e., ContentType) equal to the eContentType
of the Encapsul atedContent|nfo val ue bei ng signed.

NOTE 2: For inplenentations supporting signature generation, if
the content-type attribute is id-data, then it is recommended that
the eContent be encoded using M ME. For inplenmentations
supporting signature verification, if the signed data (i.e.,
eContent) is M Me-encoded, then the O D of the content-type
attribute nmust be id-data. In both cases, the MM
content-type(s) nust be used to identify the presentation fornat
of the data. See Annex F for further details about the use of

M ME.

5.7.2. Message Di gest

The syntax of the nessage-digest attribute type of the ES is as
defined in CM5 (RFC 3852 [4]).

5.7.3. Signing Certificate Reference Attributes

The Signing certificate reference attributes are supported by using
either the ESS signing-certificate attribute or the
ESS-signing-certificate-v2 attribute.

These attributes shall contain a reference to the signer’s
certificate; they are designed to prevent sinple substitution and
rei ssue attacks and to allow for a restricted set of certificates to
be used in verifying a signature. They have a conpact form (much
shorter than the full certificate) that allows for a certificate to
be unanbi guously identified.

One, and only one, of the following alternative attributes shall be
present with the signedData, defined by the present docunent:

- The ESS signing-certificate attribute, defined in ESS [5], nust
be used if the SHA-1 hashing algorithmis used.

- The ESS signing-certificate-v2 attribute, defined in "ESS
Update: Adding CertlID AlgorithmAgility", RFC 5035 [15], which
shall be used when other hashing algorithns are to be used.

The certificate to be used to verify the signature shall be
identified in the sequence (i.e., the certificate fromthe signer),
and the sequence shall not be enpty. The signature validation policy
may nmandate other certificates be present that may include all the
certificates up to the trust anchor.
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5.7.3.1. ESS signing-certificate Attribute Definition

The syntax of the signing-certificate attribute type of the ESis as
defined in Enhanced Security Services (ESS), RFC 2634 [5], and
further qualified in the present document.

The sequence of the policy information field is not used in the
present docunent.

The ESS signing-certificate attribute shall be a signed attribute.
The encoding of the ESSCertID for this certificate shall include the
i ssuerSerial field.

I f present, the issuerAndSerial Nunber in Signerldentifier field of
the Signerinfo shall match the issuerSerial field present in
ESSCertID. 1In addition, the certHash from ESSCert|D shall match the
SHA-1 hash of the certificate. The certificate identified shall be
used during the signature verification process. |f the hash of the
certificate does not match the certificate used to verify the
signhature, the signature shall be considered invalid.

NOTE: Where an attribute certificate is used by the signer to
associate a role, or other attributes of the signer, with the
el ectronic signature; this is placed in the signer-attributes
attribute as defined in Section 5.8.3.

5.7.3.2. ESS signing-certificate-v2 Attribute Definition

The ESS signing-certificate-v2 attribute is simlar to the ESS
signing-certificate defined above, except that this attribute can be
used with hashing al gorithnms other than SHA- 1.

The syntax of the signing-certificate-v2 attribute type of the ESis
as defined in "ESS Update: Adding CertID Algorithm Agility", RFC 5035
[15], and further qualified in the present document.

The sequence of the policy information field is not used in the
present docunent.

This attribute shall be used in the sane manner as defined above for
the ESS signing-certificate attribute.

The object identifier for this attribute is:
i d-aa-signingCertificateV2 OBJECT I DENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smne(16) id-aa(2) 47 }
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I f present, the issuerAndSerial Nunber in Signerldentifier field of
the Signerinfo shall match the issuerSerial field present in
ESSCert1Dv2. In addition, the certHash from ESSCert|l Dv2 shall match
the hash of the certificate conputed using the hash function
specified in the hashAlgorithmfield. The certificate identified
shall be used during the signature verification process. |f the hash
of the certificate does not match the certificate used to verify the
sighature, the signature shall be considered invalid.

NOTE 1: Where an attribute certificate is used by the signer to
associate a role, or other attributes of the signer, with the
el ectronic signature; this is placed in the signer-attributes
attribute as defined in Section 5.8.3.

NOTE 2: RFC 3126 was using the other signing-certificate attribute
(see Section 5.7.3.3) for the same purpose. Its use i s now
deprecated, since this structure is sinmpler

5.7.3.3. Oher signing-certificate Attribute Definition

RFC 3126 was using the other signing-certificate attribute as an
alternative to the ESS signing-certificate when hashing al gorithns

other than SHA-1 were being used. |Its use is now deprecated, since
the structure of the signing-certificate-v2 attribute is sinpler
Its description is however still present in this version for

backwards conmpatibility.

i d-aa-ets-otherSigCert OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
smne(1l6) id-aa(2) 19 }

The ot her-signing-certificate attribute value has the ASN. 1 syntax
O her Si gni ngCertificate:

O herSigningCertificate ::= SEQJUENCE {
certs SEQUENCE OF Ot her Certl D,
pol i cies SEQUENCE OF Policyl nformati on OPTI ONAL
-- NOT USED I N THE PRESENT DOCUMENT }
O herCertl D ::= SEQUENCE {
ot her Cert Hash O her Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL }
Q herHash ::= CHO CE {
shalHash O herHashVal ue, -- This contains a SHA-1 hash

ot her Hash O her HashAl gAndVal ue}

O her HashVal ue :: = OCTET STRI NG
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O her HashAl gAndVal ue :: = SEQUENCE ({
hashAl gorithm Al gorithmdentifier,
hashVal ue O her HashVval ue }

5.8. Additional Mandatory Attributes for Explicit Policy-based
El ectroni c Si gnatures

5.8.1. signature-policy-identifier

The present docunent mandates that for CAdES-EPES, a reference to the
signature policy is included in the signedData. This reference is
explicitly identified. A signature policy defines the rules for
creation and validation of an electronic signature, and is included
as a signed attribute with every Explicit Policy-based El ectronic
Signature. The signature-policy-identifier shall be a signed
attribute.

The followi ng object identifier identifies the
signhature-policy-identifier attribute:

i d-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1l)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
snmine(16) id-aa(2) 15}

signature-policy-identifier attribute values have ASN. 1 type
Si gnaturePol i cyl dentifier:

SignaturePolicyldentifier ::= CHO CE {
signaturePolicyld Si gnat urePol i cyl d,
si gnaturePol icylnplied Si gnat urePol i cyl npli ed
-- not used in this version
}
SignaturePolicyld ::= SEQUENCE {
sigPolicyld Si gPol i cyl d,
si gPol i cyHash Si gPol i cyHash

sigPolicyQualifiers SEQUENCE SI ZE (1..MAX) OF
Si gPol i cyQualifierlnfo OPTI ONAL}

Si gnaturePolicylnplied ::= NULL
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The sigPolicyld field contains an object-identifier that uniquely
identifies a specific version of the signature policy. The syntax of
this field is as foll ows:

SigPolicyld ::= OBJECT | DENTI FI ER

The sigPolicyHash field optionally contains the identifier of the
hash al gorithm and the hash of the value of the signature policy.

The hashVal ue within the sigPolicyHash nay be set to zero to indicate
that the policy hash value is not known.

NOTE: The use of a zero sigPolicyHash value is to ensure backwards
conpatibility with earlier versions of the current docunment. |f

si gPol i cyHash is zero, then the hash value should not be checked
agai nst the cal cul ated hash val ue of the signature policy.

If the signature policy is defined using ASN. 1, then the hash is

cal cul ated on the value without the outer type and length fields, and
t he hashing algorithmshall be as specified in the field

si gPol i cyHash

If the signature policy is defined using another structure, the type
of structure and the hashing algorithmshall be either specified as
part of the signature policy, or indicated using a signature policy

qualifier.
Si gPol i cyHash ::= O her HashAl gAndVal ue
O her HashAl gAndVal ue :: = SEQUENCE ({
hashAl gorithm Al gorithmdentifier,
hashVal ue O her HashVval ue }
O her HashVal ue ::= OCTET STRI NG

A Signature Policy ldentifier may be qualified with other information
about the qualifier. The semantics and syntax of the qualifier is as
associated with the object-identifier in the sigPolicyQualifierld
field. The general syntax of this qualifier is as foll ows:

SigPolicyQualifierinfo ::= SEQJENCE {
sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFI NED BY sigPolicyQualifierld }

Pi nkas, et al. I nf or mat i onal [ Page 37]



RFC 5126 CVMB Advanced El ectronic Sighatures February 2008

The present docunent specifies the follow ng qualifiers:

- spuri: this contains the web URI or URL reference to the
signhature policy, and

- sp-user-notice: this contains a user notice that should be
di spl ayed whenever the signature is validated.

sigpolicyQualifierlds defined in the present document:
SigPolicyQualifierld ::= OBJECT | DENTI FI ER

i d-spqg-ets-uri OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
sm nme(16) id-spq(5) 1}

SPuri ::= I A5String
i d-spqg-ets-unotice OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
snmine(16) id-spq(5) 2}
SPUser Noti ce ::= SEQUENCE ({
not i ceRef Not i ceRef erence OPTI ONAL,
explicitText Di spl ayText OPTI ONAL}
Not i ceRef erence ::= SEQUENCE {

or gani zati on Di spl ayText,
not i ceNunber s SEQUENCE OF | NTEGER }

Di spl ayText ::= CHO CE {
vi si bl eString VisibleString (SIZE (1..200)),
brmpStri ng BMPSt ri ng (SIZzE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200)) }

5.9. CMB Inported Optional Attributes
The following attributes may be present with the signed-data; the
attributes are defined in CM5 (RFC 3852 [4]) and are inported into
the present docunment. \Where appropriate, the attributes are
qualified and profiled by the present docunent.

5.9.1. signing-tine

The signing-tinme attribute specifies the tinme at which the signer
clainms to have performed the signing process.
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Signing-tine attribute values for ES have the ASN. 1 type SigningTi me
as defined in CM5 (RFC 3852 [4]).

NOTE: RFC 3852 [4] states that dates between January 1, 1950 and
Decenber 31, 2049 (inclusive) nust be encoded as UTCTi ne. Any
dates with year values before 1950 or after 2049 nust be encoded
as Cenerali zedTi ne.

5.9.2. countersignature

The countersignature attribute values for ES have ASN. 1 type
Counter Signature, as defined in CM5 (RFC 3852 [4]). A
countersignature attribute shall be an unsigned attribute.

5.10. ESS-Inported Optional Attributes

The following attributes may be present with the signed-data defined
by the present docunment. The attributes are defined in ESS and are
inported into the present docunment and are appropriately qualified
and profiled by the present documnent.

5.10.1. content-reference Attribute

The content-reference attribute is a link fromone SignedData to
another. It may be used to link a reply to the original nessage to
which it refers, or to incorporate by reference one SignhedData into
another. The content-reference attribute shall be a signed
attribute.

content-reference attribute values for ES have ASN. 1 type
Cont ent Ref erence, as defined in ESS (RFC 2634 [5]).

The content-reference attribute shall be used as defined in ESS (RFC
2634 [5]).

5.10.2. content-identifier Attribute

The content-identifier attribute provides an identifier for the
signed content, for use when a reference may be later required to
that content; for exanple, in the content-reference attribute in
ot her signed data sent later. The content-identifier shall be a
signed attribute.

content-identifier attribute type values for the ES have an ASN. 1
type Contentldentifier, as defined in ESS (RFC 2634 [5]).

The m nimal content-identifier attribute should contain a
concat enati on of user-specific identification information (such as a
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user name or public keying material identification informtion), a
General i zedTime string, and a random nunber.

5.10.3. content-hints Attribute

The content-hints attribute provides information on the innernpst
signhed content of a nulti-layer nmessage where one content is
encapsul ated i n anot her.

The syntax of the content-hints attribute type of the ESis as
defined in ESS (RFC 2634 [5]).

When used to indicate the precise fornmat of the data to be presented
to the user, the follow ng rules apply:

- the content Type indicates the type of the associated content.
It is an object identifier (i.e., a unique string of integers)
assigned by an authority that defines the content type; and

- when the contentType is id-data, the contentDescription shal

define the presentation fornmat; the format may be defined by
M ME types.

When the format of the content is defined by MM types, the
follow ng rul es apply:

- the content Type shall be id-data, as defined in CM5 (RFC 3852
[4]);

- the contentDescription shall be used to indicate the encoding of
the data, in accordance with the rul es defined RFC 2045 [6]; see
Annex F for an exanple of structured contents and M M

NOTE 1: id-data OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1) pkcs7(7) 1}

NOTE 2: contentDescription is optional in ESS (RFC 2634 [5]). It nay
be used to conpl enment content Types defined el sewhere; such
definitions are outside the scope of the present docunent.

5.11. Additional Optional Attributes Defined in the Present Docunent

This section defines a nunber of attributes that may be used to
i ndicate additional infornation to a verifier:

a) the type of commtnment fromthe signer, and/or

b) the clainmed | ocation where the signature is perforned, and/or
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c) clainmed attributes or certified attri butes of the signer
and/ or

d) a content time-stanp applied before the content was signed.
5.11.1. comitnent-type-indication Attribute

There may be situations where a signer wants to explicitly indicate
to a verifier that by signing the data, it illustrates a type of
conmi tment on behalf of the signer. The commitnent-type-indication
attri bute conveys such information

The commitment-type-indication attribute shall be a signed attribute.
The comitnent type nay be:

- defined as part of the signature policy, in which case, the
comm tment type has precise semantics that are defined as part
of the signature policy; and

- be a registered type, in which case, the comitnent type has
precise semantics defined by registration, under the rules of
the registration authority. Such a registration authority may
be a trading association or a legislative authority.

The signature policy specifies a set of attributes that it
"recogni zes". This "recogni zed" set includes all those comm tnent
types defined as part of the signature policy, as well as any
externally defined commtment types that the policy nay choose to
recogni ze. Only recognized commtment types are allowed in this
field.

The followi ng object identifier identifies the
comm tment-type-indication attribute:

i d-aa-ets-conmmtnent Type OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 16}

comm tment-type-indication attribute val ues have ASN. 1 type
Commi t ment Typel ndi cati on.

Commi t ment Typel ndi cati on ::= SEQUENCE ({
conmi t ment Typel d Conmi t ment Typel dentifier,
comm t ment TypeQual i fier SEQUENCE SI ZE (1.. MAX) OF
Conmi t ment TypeQual i fier OPTI ONAL}

Commi t ment Typel dentifier ::= OBJECT | DENTI FI ER
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Commi t ment TypeQual i fier ::= SEQUENCE {
conmi t ment Typel denti fier Conmi t ment Typel denti fier,
qualifier ANY DEFI NED BY conmmi t nent Typel dentifier }

The use of any qualifiers to the commtnent type is outside the scope
of the present docunent.

The followi ng generic conmitnent types are defined in the present
docunent :

id-cti-ets-proof O Origin OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 1}

id-cti-ets-proof Of Recei pt OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 2}

id-cti-ets-proof O Delivery OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
cti(6) 3}

id-cti-ets-proof Of Sender OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 4}

id-cti-ets-proof O Approval OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
cti(6) 5}

id-cti-ets-proof O Creation OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
cti(6) 6}

These generic conmitnent types have the foll owi ng neanings:

Proof of origin indicates that the signer recognizes to have created,
approved, and sent the message.

Proof of receipt indicates that signer recognizes to have received
the content of the nessage.

Proof of delivery indicates that the TSP providing that indication
has delivered a nessage in a |local store accessible to the recipient
of the nessage.

Proof of sender indicates that the entity providing that indication
has sent the nmessage (but not necessarily created it).

Proof of approval indicates that the signer has approved the content
of the nessage.
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Proof of creation indicates that the signer has created the nessage
(but not necessarily approved, nor sent it).

5.11.2. signer-location Attribute

The signer-location attribute specifies a menonic for an address
associated with the signer at a particul ar geographical (e.g., city)

| ocation. The menonic is registered in the country in which the
signer is located and is used in the provision of the Public Tel egram
Service (according to | TU-T Recommendation F.1 [11]).

The signer-location attribute shall be a signed attribute. The
follow ng object identifier identifies the signer-location attribute:

i d- aa- et s-signerLocati on OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 17}

Signer-location attribute val ues have ASN. 1 type SignerLocation

Si gner Location ::= SEQUENCE {
-- at least one of the follow ng shall be present:
count r yNane [ 0] DirectoryString OPTI ONAL
-- As used to nane a Country in X 500
| ocal i t yNane [1] DirectoryString OPTI ONAL,
-- As used to nane a locality in X 500
post al Adddress [ 2] Post al Address OPTI ONAL }
Post al Address ::= SEQUENCE SI ZE(1..6) OF DirectoryString

5.11.3. signer-attributes Attribute

The signer-attributes attribute specifies additional attributes of
the signer (e.g., role). It may be either

- clainmed attributes of the signer; or

- certified attributes of the signer.
The signer-attributes attribute shall be a signed attribute. The
follow ng object identifier identifies the signer-attribute

attri bute:

i d-aa-ets-signerAttr OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) id-aa(2) 18}
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signer-attributes values have ASN. 1 type SignerAttribute:
SignerAttribute ::= SEQUENCE OF CHO CE {
cl ai medAttri butes [ 0] Cl ai redAttri but es,
certifiedAttributes [1] CertifiedAttributes }
CainmedAttributes ::= SEQUENCE OF Attri bute

CertifiedAttributes ::= AttributeCertificate
-- as defined in RFC 3281: see Section 4.1.

NOTE 1: Only a single signer-attributes can be used.

NOTE 2: Attribute and AttributeCertificate are as defined
respectively in | TU-T Reconmendations X. 501 [9] and X 509 [1].

5.11.4. content-tinme-stanp Attribute
The content-tinme-stanp attribute is an attribute that is the
ti me-stanp token of the signed data content before it is signed. The
content-tinme-stanp attribute shall be a signed attribute.

The followi ng object identifier identifies the content-tinme-stanp
attribute:

i d-aa-ets-content Ti mestanp OBJECT | DENTIFIER :: =
{ iso(1) nenber- body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
smnme(16) id-aa(2) 20}

content-tinme-stanp attribute values have ASN. 1 type Content Ti nestanp:
Content Ti mestanp ::= Ti meSt anpToken

The val ue of nessagel nprint of TimeStanpToken (as described in RFC
3161 [7]) shall be a hash of the value of the eContent field within
encapContentinfo in the signedData.

For further information and definition of TinmeStanpToken, see Section
7.4.

NOTE: content-time-stanp indicates that the signed information was
formed before the date included in the content-tine-stanp.

5.12. Support for Miltiple Signatures
5.12.1. | ndependent Signatures

Mul ti pl e i ndependent signatures (see Annex B.5) are supported by
i ndependent Signerlnfo from each signer.
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Each Signerinfo shall include all the attributes required under the
present document and shall be processed independently by the
verifier.

NOTE: | ndependent signatures may be used to provide i ndependent
signatures fromdifferent parties with different signed
attributes, or to provide nmultiple signatures fromthe sane party
using alternative signature algorithns, in which case the other
attributes, excluding tinme values and signature policy
information, will generally be the sane.

5.12.2. Enbedded Signatures

Mul ti pl e enbedded sighatures (see Annex C.5) are supported using the
countersignature unsigned attribute (see Section 5.9.2). Each
counter signature is carried in countersignature held as an unsigned
attribute to the Signerinfo to which the counter-signature is
appl i ed.

NOTE: Counter signhatures may be used to provide sighatures from
different parties with different signed attributes, or to provide
multiple signatures fromthe sane party using alternative
signature algorithms, in which case the other attributes,
excluding time values and signature policy information, wll
generally be the sane.

6. Additional Electronic Signature Validation Attributes

This section specifies attributes that contain different types of
validation data. These attributes build on the electronic signature
specified in Section 5. This includes:

- Signature-tine-stanp applied to the el ectronic signhature val ue
or a Time-Mark in an audit trail. This is defined as the
El ectronic Signature with Tine (CAJES-T); and

- Complete validation data references that conprise the tine-stanp
of the signature value, plus references to all the certificates
(conmplete-certificate-references) and revocation (conplete-
revocation-references) information used for full validation of
the electronic signature. This is defined as the El ectronic
Signature with Conplete data references (CAJES-C).

NOTE 1: Formats for CAdES-T are illustrated in Section 4.4, and
the attributes are defined in Section 6.1.1.
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NOTE 2: Formats for CAJES-C are illustrated in Section 4.4. The
required attributes for the CAJES-C signature fornmat are defined
in Sections 6.2.1 to 6.2.2; optional attributes are defined in
Sections 6.2.3 and 6. 2. 4.

In addition, the follow ng optional extended forms of validation data
are al so defined; see Annex B for an overview of the extended fornms
of validation data:

- CAJES-X with time-stanp: there are two types of tine-stanps used
in extended validation data defined by the present docunent;

- Type 1(CAdES-X Type 1): conprises a tinme-stanp over the ES
with Conplete validation data (CAJES-C); and

- Type 2 (CAdES- X Type2): conprises a timnme-stanp over the
certification path references and the revocation informtion
ref erences used to support the CAdES-C

NOTE 3: Formats for CAdJES-X Type 1 and CAdES- X Type 2 are
illustrated in Sections B.1.2 and B. 1.3, respectively.

- CAdES- X Long: conprises the Conplete validation data
references (CAdES-C), plus the actual values of all the
certificates and revocation information used in the CAJES-C.

NOTE 4: Formats for CAJES-X Long are illustrated in Annex B.1. 1.

- CAdES- X Long Type 1 or CAdES-X Long Type 2: conprises an
X-Time-Stanp (Type 1 or Type 2), plus the actual val ues of
all the certificates and revocation information used in the
CAdES- C as per CAdES- X Long.

This section al so specifies the data structures used in Archive
val i dation data format (CAdES-A)of extended forns:

- Archive formof electronic signature (CAJES-A) conpri ses:
- the Conplete validation data references (CAdJES-Q),
- the certificate and revocation values (as in a CAdES-X Long ),

- any existing extended el ectronic signature time-stanps
(CAJES- X Type 1 or CAdES- X Type 2), if present, and

- the signed user data and an additional archive tinme-stanp
applied over all that data.
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An archive tine-stanp nmay be repeatedly applied after |ong
periods to maintain validity when el ectronic signature and
ti me-stanping al gorithnms weaken

The additional data required to create the fornms of electronic
signature identified above is carried as unsigned attributes

associ ated with an individual signature by being placed in the

unsi gnedAttrs field of Signerinfo. Thus, all the attributes defined
in Section 6 are unsigned attributes.

NOTE 5: Where multiple signatures are to be supported, as
described in Section 5.12, each signature has a separate
Signerinfo. Thus, each signature requires its own unsigned
attribute values to create CAJES-T, CAdES-C, etc.

NOTE 6: The optional attributes of the extended validation data
are defined in Sections 6.3 and 6. 4.

6.1. signature tine-stanp Attribute (CAJES-T)
An electronic signature with tinme-stanp is an el ectronic signhature
for which part, but not all, of the additional data required for
validation is available (i.e., sone certificates and revocation
i nformation are available, but not all).
The mni mum structure tine-stanp validation data is:

- the signature tine-stanp attribute, as defined in Section 6.1.1,
over the ES signature val ue.

6.1.1. signature-tine-stanp Attribute Definition
The signature-tinme-stanp attribute is a TimeStanpToken conputed on
the signature value for a specific signer; it is an unsigned
attribute. Several instances of this attribute may occur with an
el ectronic signature, fromdifferent TSAs.

The followi ng object identifier identifies the signature-tine-stanp
attribute:

i d-aa-si gnatureTi meStanpToken OBJECT I DENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm nme(16) id-aa(2) 14}

The signature-tinme-stanp attribute value has ASN. 1 type
Si gnat ur eTi neSt anpToken

Si gnat ur eTi meSt anpToken :: = Ti meSt anpToken
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6.

6.

2.

2.

The val ue of the nmessagelnprint field within Ti nmeStanpToken shall be
a hash of the value of the signature field within Signerinfo for the
si gnedDat a bei ng ti me- st anped.

For further information and definition of TinmeStanpToken, see Section
7.4.

NOTE 1: In the case of multiple signatures, it is possible to have
a:

- TimeStanpToken conmputed for each and all signers; or
- TimeStanpToken conputed on one signer’s signature; and no
- TimeStanpToken on anot her signer’s signature.

NOTE 2: In the case of multiple signatures, several TSTs, issued
by different TSAs, nay be present within the sanme signerlinfo (see
RFC 3852 [4]).

Compl ete Validation Data References (CAdES-C)

An electronic signature with Conplete validation data references
(CAJES-C) is an electronic signature for which all the additional
data required for validation (i.e., all certificates and revocation
information) is available. This formis built on the CAJES-T form
defi ned above.

As a nininmum the Conplete validation data shall include the
fol |l ow ng:

- atime, which shall either be a signature-tinestanp attribute,
as defined in Section 6.1.1, or a time-mark operated by a
Ti me- Marki ng Authority;

- complete-certificate-references, as defined in Section 6.2.1;

- conpl ete-revocation-references, as defined in Section 6.2.2.
1. conplete-certificate-references Attribute Definition
The conpl ete-certificate-references attribute is an unsigned
attribute. It references the full set of CA certificates that have
been used to validate an ES with Conpl ete validation data up to (but

not including) the signer’s certificate. Only a single instance of
this attribute shall occur with an electronic signature.
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NOTE 1: The signer’'s certificate is referenced in the signing
certificate attribute (see Section 5.7.3).

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 21}

6.

The conplete-certificate-references attribute value has the ASN. 1
syntax Conpl eteCertificateRefs.

Conpl eteCertificateRefs ::= SEQUENCE OF O herCertlID
O herCertIDis defined in Section 5.7.3. 3.

The |ssuerSerial that shall be present in OherCertlD. The certHash
shall match the hash of the certificate referenced.

NOTE 2: Copies of the certificate values nmay be held using the
certificate-values attribute, defined in Section 6.3.3.

This attribute may include references to the certification chain
for any TSUs that provides tinme-stanp tokens. In this case, the
unsi gned attribute shall be added to the signedData of the

rel evant time-stanp token as an unsignedAttrs in the signerlnfos
field.

2.2. conplete-revocation-references Attribute Definition

The conpl ete-revocation-references attribute is an unsi gned
attribute. Only a single instance of this attribute shall occur with
an electronic signature. It references the full set of the CRL,

ACRL, or OCSP responses that have been used in the validation of the
signer, and CA certificates used in ES with Conpl ete validation data.
This attribute indicates that the verifier has taken due diligence to
gat her the avail able revocation information. The references stored
inthis attribute can be used to retrieve the referenced information,
if not stored in the CMS structure, but sonewhere el se.

The followi ng object identifier identifies the

conpl ete-revocation-references attribute:

i d-aa-ets-revocati onRefs OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)

us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 22}
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The conpl ete-revocation-references attribute value has the ASN. 1

syntax Conpl et eRevocati onRef s:

Conpl et eRevocati onRefs ::= SEQUENCE OF Crl CcspRef
Crl CcspRef @ : = SEQUENCE {

crlids [0] CRLListID OPTI ONAL,

ocspi ds [1] CcspListI D OPTI ONAL,

ot her Rev [ 2] O her RevRef s OPTI ONAL
}

Conpl et eRevocati onRefs shall contain one Crl OcspRef for the
signing-certificate, followed by one for each O herCertID in the
Conpl eteCertificateRefs attribute. The second and subsequent

Crl CcspRef fields shall be in the same order as the GtherCertID to
which they relate. At |east one of CRLListID or CcspListlD or

O her RevRef s shoul d be present for all but the "trusted"

certificate path.

CRLListID ::= SEQUENCE {
crls SEQUENCE OF Crl Val i datedl D }
CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crildentifier Crlldentifier OPTIONAL }
Crlldentifier ::= SEQUENCE {
crlissuer Nane,
crllssuedTi nme UTCTi ne,
cr | Nunber | NTEGER OPTI ONAL }
QcspListID ::= SEQUENCE {
ocspResponses SEQUENCE OF QOcspResponsesi D }
CcspResponsesI D :: = SEQUENCE ({
ocspldentifier Ccspl dentifier,
ocspRepHash O her Hash OPTI ONAL
}
Ccspldentifier ::= SEQUENCE {
ocspResponder| D Responder | D,
-- As in OCSP response data
pr oducedAt General i zedTi e
-- As in OCSP response data
}
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When creating a crl Validatedl D, the crlHash is conputed over the
entire DER encoded CRL including the signature. The crllidentifier
woul d normal ly be present unless the CRL can be inferred from other
i nformati on.

The crlldentifier is to identify the CRL using the issuer name and
the CRL issued time, which shall correspond to the tinme thisUpdate
contained in the issued CRL, and if present, the crl Nunber. The
criListID attribute is an unsigned attribute. |In the case that the
identified CRL is a Delta CRL, then references to the set of CRLs to
provide a conplete revocation list shall be included.

The Ccspldentifier is to identify the OCSP response using the issuer
nane and the tinme of issue of the OCSP response, which shal
correspond to the tine produced as contained in the issued OCSP
response. Since it my be needed to make the difference between two
OCSP responses received within the sane second, the hash of the
response contained in the CcspResponsesli D nay be needed to solve the
anmbi gui ty.

NOTE 1: Copies of the CRL and OCSP responses val ues may be held
using the revocation-values attribute defined in Section 6. 3. 4.

NOTE 2: It is reconmended that this attribute be used in
preference to the O herRevocati onl nfoFormat specified in RFC 3852
to mai ntain backwards conpatibility with the earlier version of
this specification

The syntax and semantics of other revocation references are outside
the scope of the present docunment. The definition of the syntax of
the other formof revocation information is as identified by

O her RevRef Type.

This attribute may include the references to the full set of the CRL,
ACRL, or OCSP responses that have been used to verify the
certification chain for any TSUs that provide tine-stanp tokens. In
this case, the unsigned attribute shall be added to the signedData of
the relevant tinme-stanp token as an unsignedAttrs in the signerlnfos
field.

6.2.3. attribute-certificate-references Attribute Definition

This attribute is only used when a user attribute certificate is
present in the electronic signature.

The attribute-certificate-references attribute is an unsigned
attribute. It references the full set of AA certificates that have
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been used to validate the attribute certificate. Only a single
instance of this attribute shall occur with an el ectronic signature.

id-aa-ets-attrCertificateRefs OBJECT IDENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
smne(16) id-aa(2) 44}

The attribute-certificate-references attri bute val ue has the ASN. 1
syntax AttributeCertificateRefs:

AttributeCertificateRefs ::= SEQUENCE OF herCertlD
O herCertIDis defined in Section 5.7.3. 3.

NOTE: Copies of the certificate values nmay be held using the
certificate-values attribute defined in Section 6. 3. 3.

6.2.4. attribute-revocation-references Attribute Definition
This attribute is only used when a user attribute certificate is
present in the electronic signature and when that attribute
certificate can be revoked.

The attribute-revocation-references attribute is an unsigned
attribute. Only a single instance of this attribute shall occur with

an electronic signature. It references the full set of the ACRL or
OCSP responses that have been used in the validation of the attribute
certificate. This attribute can be used to illustrate that the

verifier has taken due diligence of the available revocation
i nformati on.

The followi ng object identifier identifies the
attri bute-revocati on-references attri bute:

i d-aa-ets-attrRevocati onRefs OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9) snine(16)
i d-aa(2) 45}

The attri bute-revocation-references attri bute val ue has the ASN. 1
syntax Attribut eRevocati onRefs:

AttributeRevocationRefs ::= SEQUENCE OF Crl CcspRef
6.3. Extended Validation Data (CAdES-X)
This section specifies a nunber of optional attributes that are used

by extended fornms of electronic signhatures (see Annex B for an
overview of these fornms of validation data).
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6.3.1. Tinme-Stanped Validation Data (CAJES-X Type 1 or Type 2)

The extended validation data may include one of the follow ng
additional attributes, form ng a CAdES-X Ti ne-Stanp val i dati on data
(CAJES- X Type 1 or CAdES-X Type 2), to provide additional protection
agai nst |l ater CA conpronise and provide integrity of the validation
dat a used:

- CAdES-C Tine-stanp, as defined in Section 6.3.5 (CAJES- X Type
1); or

- Time-Stanped Certificates and CRLs references, as defined in
Section 6.3.6 (CAJES-X Type 2).

6.3.2. Long Validation Data (CAdES-X Long, CAdES-X Long Type 1 or 2)

The extended validation data may al so include the follow ng
addi tional information, formng a CAdES-X Long, for use if |ater
val i dati on processes may not have access to this infornmation:

- certificate-values, as defined in Section 6.3.3; and
- revocation-val ues, as defined in Section 6. 3. 4.

The extended validation data may, in addition to certificate-val ues
and revocation-values as defined in Sections 6.3.3 and 6.3.4, include
one of the following additional attributes, form ng a CAdES-X Long
Type 1 or CAdES- X Long Type 2.

- CAdES-C Ti me-stanp, as defined in Section 6.3.3 (CAJES-X | ong
Type 1); or

- Time-Stanped Certificates and CRLs references, as defined in
Section 6.3.4 (CAJES-X Long Type 2).

The CAdES- X Long Type 1 or CAdES- X Long Type 2 provides additional
protection against |ater CA conpronise and provides integrity of the
val i dation data used.

NOTE 1: The CAdES- X-Long signature provides |ong-term proof of the
validity of the signature for as long as the CA keys, CRL Issuers
keys, and OCSP responder keys are not conprom sed and are
resistant to cryptographic attacks.

NOTE 2: As long as the tinme-stanp data remains valid, the CAdJES-X
Long Type 1 and the CAJES- X Long Type 2 provide the foll ow ng

i mportant property for |ong-standing signatures; that having been
found once to be valid, it shall continue to be so nonths or years
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later, long after the validity period of the certificates has
expired, or after the user key has been conprom sed.

6.3.3. certificate-values Attribute Definition

This attribute may be used to contain the certificate information
required for the following fornms of extended el ectronic signature:
CAdES- X Long, ES X-Long Type 1, and CAdES- X Long Type 2; see Annex
B.1.1 for an illustration of this formof electronic signature.

The certificate-values attribute is an unsigned attribute. Only a
single instance of this attribute shall occur with an electronic
signature. It holds the values of certificates referenced in the
conpl ete-certificate-references attribute.

NOTE: If an attribute certificate is used, it is not provided in
this structure but shall be provided by the signer as a
signer-attributes attribute (see Section 5.11.3).

The followi ng object identifier identifies the certificate-val ues
attribute:

i d-aa-ets-certVal ues OBJECT IDENTIFIER ::= { iso(1l) nenber-body(?2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) id-aa(2) 23}

The certificate-values attribute value has the ASN. 1 syntax
CertificateVal ues.

CertificateValues ::= SEQUENCE OF Certificate

Certificate is defined in Section 7.1. (which is as defined in ITUT
Recomendati on X. 509 [1]).

This attribute may include the certification information for any TSUs
that have provided the time-stanmp tokens, if these certificates are
not already included in the TSTs as part of the TSUs signatures. In
this case, the unsigned attribute shall be added to the signedData of
the relevant tine-stanp token

6.3.4. revocation-values Attribute Definition
This attribute is used to contain the revocation infornmation required
for the following forns of extended el ectronic signature: CAdES-X
Long, ES X-Long Type 1, and CAdES- X Long Type 2; see Annex B.1.1 for
an illustration of this formof electronic signature.

The revocation-values attribute is an unsigned attribute. Only a
single instance of this attribute shall occur with an electronic
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signature. It holds the values of CRLs and OCSP referenced in the
conpl ete-revocation-references attribute.

NOTE: It is recormmended that this attribute be used in preference
to the Ot herRevocati onl nfoFormat specified in RFC 3852 to naintain
backwards conpatibility with the earlier version of this

speci ficati on.

The followi ng object identifier identifies the revocation-val ues
attribute:

i d-aa-ets-revocationVal ues OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm nme(16) id-aa(2) 24}

The revocation-values attribute value has the ASN. 1 syntax
Revocati onVal ues

Revocati onVal ues ::= SEQUENCE {
crlVval s [0] SEQUENCE OF CertificateLi st OPTI ONAL,
ocspVal s [ 1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,
ot her RevVal s [2] O herRevVval s OPTI ONAL }

O herRevVal s :: = SEQUENCE {
O her RevVal Type O her RevVal Type,
O her RevVval s ANY DEFI NED BY O her RevVal Type }

O her RevVal Type ::= OBJECT | DENTI FI ER

The syntax and semantics of the other revocation val ues
(O herRevVal s) are outside the scope of the present docunent.

The definition of the syntax of the other form of revocation
information is as identified by O herRevRef Type.

CertificateList is defined in Section 7.2. (which is as defined in
| TUT Reconmendation X. 509 [1]).

Basi cOCSPResponse is defined in Section 7.3. (which is as defined in
RFC 2560 [3]).

This attribute may include the values of revocation data including
CRLs and OCSPs for any TSUs that have provided the tine-stanp tokens,
if these certificates are not already included in the TSTs as part of
the TSUs signatures. |In this case, the unsigned attribute shall be
added to the signedData of the relevant tine-stanp token.
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6.

3.

5. CAdES-C-tine-stanp Attribute Definition
This attribute is used to protect against CA key conprormi se.

This attribute is used for the timnme-stanping of the conplete

el ectronic signature (CAdES-C). It is used in the follow ng fornms of
extended el ectronic signature; CAdES-X Type 1 and CAdES- X Long Type
1; see Annex B. 1.2 for an illustration of this formof electronic

si ghat ur e.

The CAJES-C-tinme-stanp attribute is an unsigned attribute. It is a
time-stanp token of the hash of the electronic signature and the
conpl ete validation data (CAdJES-C). It is a special-purpose

Ti meSt anpToken Attribute that tinme-stanps the CAJES-C. Severa

i nstances of this attribute may occur with an el ectronic signature
fromdifferent TSAs.

NOTE 1: It is recommended that the attributes being tinme-stanped
be encoded in DER. If DER is not enployed, then the binary
encodi ng of the ASN. 1 structures being time-stanped should be
preserved to ensure that the recal culation of the data hash is
consi stent.

NOTE 2: Each attribute is included in the hash with the attrType
and attrVal ues (including type and | ength) but w thout the type
and | ength of the outer SEQUENCE

The followi ng object identifier identifies the CAdES-C Ti nestanp
attribute:

i d-aa-ets-escTi meStanp OBJECT I DENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) id-aa(2) 25}

The CAdES-C-tinmestanp attribute value has the ASN. 1 syntax
ESCTi meSt anpToken

ESCTi meSt anpToken :: = Ti meSt anpToken

The val ue of the nessagelnmprint field within TineStanpToken shall be
a hash of the concatenated values (w thout the type or length
encodi ng for that value) of the follow ng data objects:

- OCTETSTRING of the SignatureValue field within Signerlnfo;

- signature-tine-stanp, or a tine-mark operated by a Ti nme- Marki ng
Aut hority;

- complete-certificate-references attribute; and
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- conpl ete-revocation-references attribute.

For further information and definition of the TimeStanpToken, see
Section 7. 4.

6.3.6. tine-stanped-certs-crls-references Attribute Definition

This attribute is used to protect agai nst CA key conpromise. This
attribute is used for the tinme-stanping certificate and revocation

references. It is used in the following forns of extended el ectronic
signature: CAdES-X Type 2 and CAdES- X Long Type 2; see Annex B.1.3
for an illustration of this formof electronic signature.

A tine-stanped-certs-crls-references attribute is an unsigned

attribute. It is a tine-stanp token issued for a list of referenced
certificates and OCSP responses and/or CRLs to protect against
certain CA conpromises. Its syntax is as follows:

NOTE 1: It is recommended that the attributes being tinme-stanped
be encoded in DER. If DER is not enployed, then the binary
encodi ng of the ASN. 1 structures being time-stanped shoul d be
preserved to ensure that the recal culation of the data hash is
consi stent.

NOTE 2: Each attribute is included in the hash with the attrType
and attrVal ues (including type and | ength) but w thout the type
and | ength of the outer SEQUENCE

The followi ng object identifier identifies the
ti me-stanped-certs-crls-references attribute:

i d-aa-ets-cert CRLTi nestanp OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
smne(16) id-aa(2) 26}
The attribute value has the ASN. 1 syntax Ti nmestanpedCertsCRLs:
Ti mest anpedCert sCRLs :: = Ti meSt anpToken
The val ue of the nessagelnprint field within the Ti neStanpToken shal
be a hash of the concatenated values (w thout the type or |ength
encodi ng for that value) of the follow ng data objects, as present in
the ES with Conpl ete validation data (CAdES-C):

- complete-certificate-references attribute; and

- conpl ete-revocation-references attribute.
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6.4. Archive Validation Data

Where an electronic signature is required to last for a very |ong
time, and the tinme-stanp token on an electronic signature is in
danger of being invalidated due to al gorithmweakness or limts in
the validity period of the TSA certificate, it may be required to
time-stanp the electronic signature several tinmes. Wen this is
required, an archive tine-stanp attribute nay be required for the
archive formof the electronic signature (CAJES-A). This archive
time-stanp attribute may be repeatedly applied over a period of tine.

6.4.1. archive-tinme-stanp Attribute Definition

The archive-tinme-stanp attribute is a tinme-stanp token of nany of the
el ements of the signedData in the electronic signature. |If the
certificate-values and revocation-values attributes are not present
in the CAJES-BES or CAdES-EPES, then they shall be added to the

el ectronic signature prior to conmputing the archive tine-stanp token

The archive-tinme-stanp attribute is an unsigned attribute. Severa
i nstances of this attribute may occur with an el ectronic signature
both over tine and fromdifferent TSUs.

The followi ng object identifier identifies the nested
archive-tine-stanp attri bute:

i d-aa-ets-archiveTi nestanmpV2 OBJECT IDENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
smne(16) id-aa(2) 48}

Archive-tine-stanp attribute val ues have the ASN. 1 syntax
Ar chi veTi meSt anpToken

Archi veTi meSt anpToken :: = Ti meSt anpToken

The val ue of the nessagelnmprint field within TineStanpToken shall be
a hash of the concatenation of:

- the encapContentinfo el ement of the SignedData sequence;

- any external content being protected by the signature, if the
eContent el enent of the encapContentinfo is omitted,

- the Certificates and crls elenents of the SignedData sequence,
when present, and;

- all data elenents in the Signerlnfo sequence including all
signed and unsigned attri butes.
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NOTE 1: An alternative archiveTinestanp attribute, identified by
an object identifier { iso(l) menber-body(2) us(840)

rsadsi (113549) pkcs(1) pkcs-9(9) snine(16) id-aa(2) 27, is defined
in prior versions of TS 101 733 [TS101733] and in RFC 3126

The archiveTinestanp attribute, defined in versions of TS 101 733
prior to 1.5.1 and in RFC 3126, is not conpatible with the
attribute defined in the current docunent. The archiveTi nestanp
attribute, defined in versions 1.5.1 to 1.6.3 of TS 101 733, is
conpatible with the current docunent if the content is internal to
encapContentinfo. Unless the version of TS 101 733 enpl oyed by
the signing party is known by all recipients, use of the

archi veTimestanp attribute defined in prior versions of TS 101 733
i s deprecated.

NOTE 2: Counter signatures held as countersignature attributes do
not require independent archive tine-stanps, as they are protected
by the archive tine-stanp agai nst the containing SignedData
structure.

NOTE 3: Unless DER is used throughout, it is recomended that the
bi nary encoding of the ASN.1 structures being tinme-stanped be
preserved when being archived to ensure that the recal cul ati on of
the data hash is consistent.

NOTE 4: The hash is cal cul ated over the concatenated data el enents
as received/stored, including the Type and Length encodi ng.

NOTE 5: Whilst it is recomended that unsigned attributes be DER
encoded, it cannot generally be so guaranteed except by prior
arrangenent. For further information and definition of

Ti meSt anpToken, see Section 7.4. The tinmestanp should be created
usi ng stronger algorithns (or |onger key lengths) than in the
original electronic signatures and weak al gorithm (key | ength)

ti mest anps.

NOTE 6: This form of ES al so provides protection against a TSP key
conpromni se

The ArchiveTinmeStanp will be added as an unsigned attribute in the

Si gnerlnfo sequence. For the validation of one ArchiveTi neStanp, the
data el enents of the Signerlnfo nust be concatenated, excluding al

| at er ArchivTi neStanpToken attri butes.

Certificates and revocation information required to validate the
Archi veTi meStanp shall be provided by one of the foll ow ng nethods:
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The TSU provides the information in the SignedData of the
ti mestanp token;

Addi ng the conplete-certificate-references attribute and the
conpl ete-revocation-references attribute of the TSP as an
unsigned attribute within TimeStanpToken, when the required
information is stored el sewhere; or

Addi ng the certificate-values attribute and the
revocation-values attribute of the TSP as an unsigned attribute
wi thin TimeStanpToken, when the required information is stored
el sewhere

r Standard Data Structures

blic Key Certificate Format

The X. 509 v3 certificate basis syntax is defined in ITUT
Reconmendation X. 509 [1]. A profile of the X. 509 v3 certificate is

defin

7.2. Ce

ed in RFC 3280 [2].

rtificate Revocation List Fornmat

The X. 509 v2 CRL syntax is defined in I TUT Recommendati on X 509 [1].

A pro

file of the X.509 v2 CRL is defined in RFC 3280 [2].

7.3. OCSP Response For nmat

The f
7.4. Ti

The f
prof i

ormat of an OCSP token is defined in RFC 2560 [ 3].
nme- St anp Token For mat

ormat of a TimeStanpToken type is defined in RFC 3161 [7] and
led in ETSI TS 101 861 [TS101861].

7.5. Name and Attribute Formats

The s

yntax of the nam ng and other attributes is defined in ITUT

Recommendati on X 509 [1].

NOTE: The nanme used by the signer, held as the subject in the

Si
Wi
th

gner’s certificate, is allocated and verified on registration
th the Certification Authority, either directly or indirectly
rough a Registration Authority, before being issued with a

Certificate.
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7.

8.

6.

The present document places no restrictions on the form of the nane.
The subject’s nanme may be a distinguished nanme, as defined in ITUT
Reconmendati on X. 500 [12], held in the subject field of the
certificate, or any other nanme formheld in the subjectAl tNanme
certificate extension field, as defined in I TUT Recormendati on X 509
[1]. In the case that the subject has no distingui shed nane, the
subj ect nane can be an enpty sequence and the subject Al t Nane
extension shall be critical

Al Certification Authorities, Attribute Authorities, and
Ti me- St anpi ng Aut horities shall use distinguished nanmes in the
subject field of their certificate.

The di stingui shed name shall include identifiers for the organization
providing the service and the legal jurisdiction (e.g., country)
under which it operates.

Where a signer signs as an individual, but wishes to also identify
hi mf hersel f as acting on behalf of an organization, it nay be

necessary to provide two i ndependent forns of identification. The
first identity, which is directly associated with the signing key,

identifies himher as an individual. The second, which is nanaged
i ndependently, identifies that person acting as part of the
organi zation, possibly with a given role. 1In this case, one of the

two identities is carried in the subject/subjectAltNane field of the
signer’s certificate as described above.

The present docunment does not specify the format of the signer’s
attribute that may be included in public key certificates.

NOTE: The signer’s attribute may be supported by using a clainmed
role in the CMs signed attributes field or by placing an attribute
certificate containing a certified role in the CV5 signed
attributes field; see Section 7.6.

AttributeCertificate

The syntax of the AttributeCertificate type is defined in RFC 3281
[ 13].

Conf or mance Requi renents

For inpl ementations supporting signature generation, the present
docunent defines conformance requirenents for the generation of two
fornms of basic electronic signature, one of the two forms nust be

i mpl enent ed.
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For inpl enentations supporting signature verification, the present
docunent defines conformance requirenments for the verification of two
fornms of basic electronic signature, one of the two forms nust be

i npl enent ed.

The present docunment only defines conformance requirenents up to an
ES with Conplete validation data (CAdES-C). This nmeans that none of
t he extended and archive fornms of the electronic signature (CAdES- X,
CAdES-A) need to be inplenented to get conformance to the present
docunent .

On verification the inclusion of optional signed and unsi gned

attri butes nmust be supported only to the extent that the signature is
verifiable. The semantics of optional attributes nmay be unsupport ed,
unl ess specified otherwi se by a signature policy.

8.1. CAdES-Basic Electronic Signature (CAJES-BES)

A system supporting CAJES-BES signers, according to the present
docunent, shall, at a mninmum support generation of an el ectronic
sighature consisting of the foll owi ng conponents:

- The general CMS syntax and content type, as defined in RFC 3852
[4] (see Sections 5.1 and 5. 2);

- CM5 SignedData, as defined in RFC 3852 [4], with the version set
to 3 and at |east one Signerinfo present (see Sections 5.3 to
5.6);

- The following CM5 attributes, as defined in RFC 3852 [4]:

- content-type; this shall always be present (see Section
5.7.1); and

- message-digest; this shall always be present (see Section
5.7.2).

- One of the followng attributes, as defined in the present
docunent :

- signing-certificate: as defined in Section 5.7.3.1; or
- signing-certificate v2 : as defined in Section 5.7.3. 2.

NOTE: RFC 3126 was using the other signing-certificate attribute
(see Section 5.7.3.3). |Its use is now deprecated, since the
structure of the signing-certificate v2 attribute is sinpler than
the other signing-certificate attribute.
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8.2. CAdES-Explicit Policy-based El ectronic Signature
A system supporting Policy-based signers, according to the present
docurment, shall, at a mninmum support the generation of an
el ectroni c signature consisting of the previous conponents defined
for the basic signer, plus:
- The following attributes, as defined in Section 5.9:

- signature-policy-identifier; this shall always be present
(see Section 5.8.1).

8.3. Verification Using Tinme-Stanping

A system supporting verifiers, according to the present docunent,
with time-stanping facilities shall, at a m ninmm support:

- verification of the mandated conponents of an electronic
signature, as defined in Section 8.1;

- signature-tine-stanp attribute, as defined in Section 6.1.1;

- complete-certificate-references attribute, as defined in Section
6.2.1;

- conpl ete-revocation-references attribute, as defined in Section
6.2.2;

- Public Key Certificates, as defined in | TU-T Reconmendati on
X.509 [1] (see Section 8.1); and

- either of:

- Certificate Revocation Lists, as defined in ITUT
Reconmendati on X. 509 [1] (see Section 8.2); or

- Online Certificate Status Protocol, as defined in RFC 2560
[3] (see Section 8.3).

8.4. Verification Using Secure Records

A system supporting verifiers, according to the present docunent,
shall, at a mninmm support:

- verification of the mandated conponents of an electronic
signature, as defined in Section 8.1;
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- complete-certificate-references attribute, as defined in Section
6.2.1;

- conpl ete-revocation-references attribute, as defined in Section
6.2.2;

- arecord of the electronic signature and the time when the
signature was first validated, using the referenced certificates
and revocation information, nust be maintained, such that
records cannot be undetectably nodifi ed;

- Public Key Certificates, as defined in | TU-T Reconmendati on
X.509 [1] (see Section 8.1); and

- either of:

- Certificate Revocation Lists, as defined in ITUT
Recomrendati on X. 509 [1] (see Section 8.2); or

- online Certificate Status Protocol, as defined in RFC 2560
[3] (see Section 8.3).
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Annex A (Normative): ASN. 1 Definitions

Thi s annex provides a summary of all the ASN. 1 syntax definitions for
new syntax defined in the present docunent.

A.1l. Signature Format Definitions Using X 208 ASN. 1 Synt ax

NOTE: The ASN. 1 nodul e defined in Annex A. 1 using syntax defined
in | TUT Recommendation X. 208 [14] has precedence over that
defined in Annex A .2 in the case of any conflict.

ETS- El ectroni cSi gnat ur eFor mat s- Explicit Syntax88 { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) id-nmod(0)
eSi gnat ure-explicit88(28)}

DEFI NI TIONS EXPLICIT TAGS :: =

BEG N

-- EXPORTS All

| MPORTS

-- Cryptographic Message Syntax (CMS): RFC 3852

Contentl nfo, ContentType, id-data, id-signedData, SignedData,
Encapsul at edCont ent I nfo, Signerlnfo, id-contentType,
i d- messageDi gest, MessageDi gest, id-signingTinme, SigningTine,
i d-countersignature, Countersignature
FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
snmi ne(16) nodul es(0) cns-2004(24) }

-- ESS Defined attributes: ESS Update
-- RFC 5035 (Adding CertID AlgorithmAgility)

i d-aa-signingCertificate, SigningCertificate, |ssuerSerial,
i d- aa- cont ent Ref erence, Content Ref erence, id-aa-contentldentifier,
Contentldentifier, id-aa-signingCertificateV2
FROM Ext endedSecurityServi ces-2006
{ iso(1) nenber-body(2) us(840) rsadsi(113549)
pkcs(1) pkcs-9(9) snine(16) nodul es(0) id-nod-ess-2006(30) }

-- Internet X 509 Public Key Infrastructure - Certificate and CRL
-- Profile: RFC 3280

Certificate, Algorithmdentifier, CertificatelList, Name,
DirectoryString, Attribute, BMPString, UTF8String
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FROM PKI X1Explicit88
{iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-nod(0) id-pkixl-explicit(18)}

Gener al Names, General Nane, Policylnformation
FROM PKI X1l nplicit88
{iso(l) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0) id-pkixl-inmplicit (19)}

-- Internet Attribute Certificate Profile for Authorization - RFC 3281

AttributeCertificate
FROM PKI XAttributeCertificate {iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) nechanisns(5) pkix(7)
i d-nmod(0) id-nod-attribute-cert(12)}

-- OCSP - RFC 2560

Basi cOCSPResponse, Responder| D
FROM OCSP {iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechanisns(5) pkix(7) id-nod(0) id-nod-ocsp(14)}

-- Time Stanmp Protocol RFC 3161

Ti meSt anpToken
FROM PKI XTSP
{iso(l) identified-organization(3) dod(6) internet(1l) security(5)
mechani sns(5) pkix(7) id-nmod(0) id-nod-tsp(13)}

-- Definitions of Qbject Identifier arcs used in the present docunent

-- O D used referencing el ectronic signature mechani sns based on
-- the present docunent for use with the | ndependent Data Unit
-- Protection (I DUP) APl (see Annex D)

i d-etsi-es-IDUP-Mechani smv1l OBJECT | DENTIFIER :: =

{ itu-t(0) identified-organization(4) etsi(0)
el ectroni c-signature-standard (1733) partl (1) idupMechanism (4)
etsi ESvl(1) }

-- Basic ES CM5 Attributes Defined in the present docunent
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-- OtherSigningCertificate - deprecated

i d-aa-ets-otherSigCert OBJECT I DENTIFIER :: =
{ iso(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
snmine(16) id-aa(2) 19 }

O herSigningCertificate ::= SEQJENCE {
certs SEQUENCE OF O herCert | D,
pol i ci es SEQUENCE OF Pol i cyl nformati on OPTI ONAL
-- NOT USED I N THE PRESENT DOCUMENT
}
QO herCertlID ::= SEQUENCE ({
ot her Cert Hash O her Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL }
Q herHash ::= CHO CE {
shalHash O her HashVal ue,

-- This contains a SHA-1 hash
ot her Hash O her HashAl gAndVal ue}

-- Policy ES Attributes Defined in the present docunent

-- Mandatory Basic Electronic Signhature Attributes as above,
-- plus in addition.

-- Signature-policy-identifier attribute
i d-aa-ets-sigPolicyld OBJECT IDENTIFIER :: =

{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs9(9)
smne(1l6) id-aa(2) 15 }

Si gnaturePolicy ::= CHO CE {

si gnaturePolicyld Si gnat urePol i cyl d,

si gnat urePol i cyl nplied Si gnat urePol i cyl npl i ed

-- not used in this version

}
Si gnaturePolicyld ::= SEQUENCE {

sigPolicyld Si gPol i cyl d,

si gPol i cyHash Si gPol i cyHash,

sigPolicyQualifiers SEQUENCE SI ZE (1..MAX) OF
Si gPol i cyQual ifierlnfo OPTI ONAL
}

Si gnaturePolicylnplied ::= NULL
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SigPolicyld ::= OBJECT | DENTI FI ER
Si gPol i cyHash ::= O her HashAl gAndVal ue
O her HashAl gAndVal ue :: = SEQUENCE ({
hashAl gorithm Al gorithmdentifier,
hashVal ue O her HashVval ue }
O her HashVal ue :: = OCTET STRI NG
SigPol i cyQualifierlnfo ::= SEQUENCE {
sigPolicyQualifierld SigPolicyQualifierld,
sigQualifier ANY DEFI NED BY sigPolicyQualifierld }
SigPolicyQualifierld ::= OBJECT | DENTI FI ER

i d-spqg-ets-uri OBJECT IDENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
smne(16) id-spq(5) 1}

SPuri ::= 1 A5String
i d-spg-ets-unotice OBJECT I DENTIFIER :: =

{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs9(9)
smne(16) id-spq(5) 2}

SPUser Noti ce ::= SEQUENCE ({
not i ceRef Not i ceRef erence OPTI ONAL,
explicitText Di spl ayText OPTI ONAL}
Noti ceRef erence ::= SEQUENCE {
or gani zati on Di spl ayText,

not i ceNunber s SEQUENCE OF | NTEGER }

Di spl ayText ::= CHO CE {
vi si bl eString VisibleString (SIZE (1..200)),
brmpStri ng BMPSt ri ng (SIZzE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200)) }

-- Optional Electronic Signature Attributes
-- Commitnent-type attribute

i d-aa-ets-conmtnent Type OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 16}

Conmi t ment Typel ndi cati on ::= SEQUENCE ({
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conmi t ment Typel d Conmi t ment Typel dentifier,
comm t ment TypeQual i fi er SEQUENCE SI ZE (1..MAX) OF
Commi t ment TypeQual i fier OPTI ONAL}

Conmi t nent Typel dentifier ::= OBJECT | DENTIFI ER

Conmi t ment TypeQual i fier ::= SEQUENCE {
conm t ment Typel denti fier Conm t nent Typel dentifier,
qualifier ANY DEFI NED BY conmmi t nent Typel dentifier }

id-cti-ets-proof O Origin OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 1}

id-cti-ets-proof Of Recei pt OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 2}

id-cti-ets-proof O Delivery OBJECT | DENTIFIER :: =
{ iso(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
snmine(16) cti(6) 3}

id-cti-ets-proof Of Sender OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 4}

id-cti-ets-proof Of Approval OBJECT | DENTIFIER :: =
{ iso(1) nmenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
snmine(16) cti(6) 5}

id-cti-ets-proof Of Creati on OBJECT | DENTIFIER :: =
{ iso(1) nmenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
snine(16) cti(6) 6}

-- Signer-location attribute

i d- aa- ets-signerLocati on OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 17}

Si gner Location ::= SEQUENCE {
-- at least one of the follow ng shall be present
count r yName [ 0] DirectoryString OPTI ONAL,
-- As used to nane a Country in X 500
| ocal i t yNane [1] DirectoryString OPTI ONAL,
-- As used to nane a locality in X 500
post al Adddress [ 2] Post al Addr ess OPTI ONAL }

Post al Address ::= SEQUENCE S| ZE(1..6) OF DirectoryString

-- Signer-attributes attribute
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i d-aa-ets-signerAttr OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 18}
SignerAttribute ::= SEQUENCE OF CHO CE {
cl ai medAttri but es [0] O ainedAttributes,
certifiedAttributes [1] CertifiedAttributes }
CainmedAttributes ::= SEQUENCE OF Attribute

CertifiedAttributes ::= AttributeCertificate
-- as defined in RFC 3281: see Section 4.1

-- Content-tinme-stanp attribute
i d-aa-ets-content Ti nestanp OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 20}
Content Ti mestanp ::= Ti neStanpToken
-- Signature-tinme-stanp attribute
i d-aa-si gnatureTi neStanpToken OBJECT | DENTIFIER :: =
{ iso(1) nmenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
snine(16) id-aa(2) 14}
Si gnat ur eTi meSt anpToken :: = Ti meSt anpToken

-- Conplete-certificate-references attribute

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 21}

Compl eteCertificateRefs ::= SEQUENCE OF G herCertlID

-- Conpl ete-revocation-references attribute

i d-aa-ets-revocati onRefs OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 22}
Conpl et eRevocati onRefs ::= SEQUENCE OF Crl CcspRef
Crl CcspRef @ : = SEQUENCE {
crlids [0] CRLListID  OPTI ONAL,
ocspi ds [1] CecspListiD OPTI ONAL,
ot her Rev [2] O herRevRefs OPTI ONAL
}
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CRLLi stID ::= SEQUENCE {
crls SEQUENCE OF Crl Val i dat edl D}
CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crlildentifier Crlldentifier OPTIONAL}
Crlldentifier ::= SEQUENCE {
crlissuer Nane,
crl |l ssuedTi e UTCTi ne,
cr | Nunber | NTEGER OPTI ONAL }
QcspListID ::= SEQUENCE {
ocspResponses SEQUENCE OF QOcspResponses| D}
CcspResponsesI D :: = SEQUENCE {
ocspldentifier Ccspldentifier,
ocspRepHash O her Hash OPTI ONAL
Ccspldentifier ::= SEQUENCE {
ocspResponder| D Responder | D,
-- As in OCSP response data
pr oducedAt General i zedTi me
-- As in OCSP response data
}
O her RevRefs :: = SEQUENCE {
ot her RevRef Type O her RevRef Type,
ot her RevRef s ANY DEFI NED BY ot her RevRef Type
}
O her RevRef Type ::= OBJECT | DENTI FI ER

-- Certificate-values attribute

i d-aa-ets-certValues OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 23}

CertificateValues ::= SEQUENCE OF Certificate
-- Certificate-revocation-values attribute
i d-aa-ets-revocati onVal ues OBJECT IDENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
sm nme(16) id-aa(2) 24}

Revocati onVal ues ::= SEQUENCE {

Pi nkas, et al. I nf or mat i onal [ Page 75]



RFC 5126 CVMB Advanced El ectronic Sighatures February 2008

crlVvals [0] SEQUENCE OF CertificatelList OPTI ONAL,
ocspVal s [1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,
ot her RevVval s [2] O herRevVal s OPTI ONAL}
O herRevVal s :: = SEQUENCE {
ot her RevVal Type O her RevVal Type,
ot her RevVal s ANY DEFI NED BY ot her RevVal Type
}
O her RevVal Type ::= OBJECT | DENTI FI ER

-- CAdES-C tinme-stanp attribute

i d-aa-ets-escTimeStanp OBJECT I DENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 25}

ESCTi meSt anpToken :: = Ti neSt anpToken

-- Tinme-Stanped Certificates and CRLs

i d-aa-ets-cert CRLTi nmestanp OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 26}

Ti mest anpedCert sCRLs ::= Ti meSt anpToken

-- Archive tinme-stanp attribute

i d-aa-ets-archiveTi nestanpV2 OBJECT IDENTIFIER ::={ iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 48}

Ar chi veTi neSt anpToken ::= Ti neSt anpToken

-- Attribute-certificate-references attribute
id-aa-ets-attrCertificateRefs OBJECT IDENTIFIER ::= { iso(1)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 44}

AttributeCertificateRefs ::= SEQUENCE OF O herCertlID

-- Attribute-revocation-references attribute

i d-aa-ets-attrRevocati onRefs OBJECT I DENTIFIER ::= { iso(1)
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 45}

AttributeRevocationRefs ::= SEQUENCE OF Crl CcspRef
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END
A. 2. Signature Format Definitions Using X 680 ASN. 1 Syntax

NOTE: The ASN. 1 nodul e defined in Annex A.1 has precedence over
that defined in Annex A 2 using syntax defined in ITUT
Recomrendati on X. 680 (1997) [8] in the case of any conflict.

ETS- El ectroni cSi gnat ur eFor mat s- Expl i cit Syntax97 { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) snmine(16) id-nmod(0)
eSi gnat ure-explicit97(29)}

DEFI NI TIONS EXPLICIT TAGS :: =

BEG N

-- EXPORTS Al -

| MPORTS

-- Cryptographic Message Syntax (CMS): RFC 3852

Contentl nfo, ContentType, id-data, id-signedData, SignedData,
Encapsul at edCont ent I nf o, Si gnerl nfo,
i d-content Type, id-nessageDi gest, MessageDi gest, id-signingTine,
Si gni ngTi me, id-countersignature, Countersignature
FROM Cr ypt ogr aphi cMessageSynt ax2004
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm ne(16) nodul es(0) cns-2004(24) }

-- ESS Defined attributes: ESS Update
-- RFC 5035 (Adding CertID AlgorithmAgility)

i d-aa-signingCertificate, SigningCertificate, |ssuerSerial,
i d- aa- cont ent Ref erence, Content Ref erence, id-aa-contentldentifier,
Contentldentifier, id-aa-signingCertificateV2
FROM Ext endedSecurityServi ces-2006
{ iso(1) nenber-body(2) us(840) rsadsi(113549)
pkcs(1) pkcs-9(9) snine(16) nodul es(0) id-nod-ess-2006(30) }

-- Internet X 509 Public Key Infrastructure
-- Certificate and CRL Profile: RFC 3280

Certificate, Algorithmdentifier, CertificatelList, Name,
Attribute

FROM PKI X1Explicit88
{iso(l) identified-organization(3) dod(6) internet(1)
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security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pkix1-explicit(18)}

Gener al Names, General Nane, Policylnformation
FROM PKI X1l nplicit88 {iso(l1l) identified-organization(3) dod(6)
internet(1l) security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pkix1-inplicit(19)}

-- Internet Attribute Certificate Profile for Authorization - RFC 3281
AttributeCertificate
FROM PKI XAttributeCertificate {iso(1l) identified-organization(3)
dod(6) internet(1l) security(5) nechanisnms(5) pkix(7) id-nmd(0)
id-nmod-attribute-cert(12)}
-- OCSP RFC 2560
Basi cOCSPResponse, Responder| D
FROM OCSP {iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechanisns(5) pkix(7) id-nod(0) id-nod-ocsp(14)}

-- RFC 3161 Internet X 509 Public Key Infrastructure
-- Time-Stanmp Protocol

Ti meSt anpToken

FROM PKI XTSP {iso(1l) identified-organization(3) dod(6) internet(1)

security(5) mechanisns(5) pkix(7) id-nod(0) id-nod-tsp(13)}
-- X. 520

DirectoryString {}
FROM Sel ect edAttri but eTypes
{joint-iso-itu-t ds(5) nodul e(1l) selectedAttributeTypes(5) 4}

-- Definitions of Qbject Identifier arcs used in the present docunent

-- O D used referencing el ectronic signature mechani sns based
-- on the present docunent for use with the IDUP APl (see Annex D)

i d-etsi-es-I1DUP-Mechani smvl OBJECT | DENTIFIER :: =

{ itu-t(0) identified-organization(4) etsi(0)

el ectroni c-signature-standard (1733) partl (1) idupMechanism (4)
etsi ESv1i(1l) }
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-- Basic ES Attributes Defined in the present docunent

-- CMs Attributes defined in the present document
-- OtherSigningCertificate - deprecated
i d-aa-ets-otherSigCert OBJECT IDENTIFIER ::= { iso(1)

nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
snine(16) id-aa(2) 19 }

O herSigningCertificate ::= SEQUENCE {
certs SEQUENCE OF O herCert | D,
pol i ci es SEQUENCE OF Pol i cyl nformati on OPTI ONAL
-- NOT USED I N THE PRESENT DOCUMENT
}
O herCertlID ::= SEQUENCE {
ot her Cert Hash O her Hash,
i ssuer Seri al | ssuer Serial OPTI ONAL }
Q herHash ::= CHO CE {

shalHash O her HashVal ue,
-- This contains a SHA-1 hash
ot her Hash O her HashAl gAndVal ue}

-- Policy ES Attributes Defined in the present docunent

-- Mandatory Basic Electronic Signhature Attributes, plus in addition.
-- Signature Policy ldentifier

i d-aa-ets-sigPolicyld OBJECT IDENTIFIER ::= { iso(1l)
nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)
snmine(16) id-aa(2) 15}

Si gnaturePolicy ::= CHO CE {

si gnaturePolicyld Si gnat urePol i cyl d,

si gnaturePol icyl nplied Si gnat urePol i cyl npl i ed

-- not used in this version

}
Si gnaturePolicyld ::= SEQUENCE {

sigPolicyld Si gPol i cyl d,

si gPol i cyHash Si gPol i cyHash,

sigPolicyQualifiers SEQUENCE SI ZE (1.. MAX) OF
Si gPol i cyQual i fierlnfo OPTI ONAL
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}

Si gnaturePolicylnplied ::= NULL
SigPolicyld ::= OBJECT | DENTI FI ER

Si gPol i cyHash ::= O her HashAl gAndVal ue
O her HashAl gAndVal ue :: = SEQUENCE {

hashAl gorithm Al gorithmdentifier,
hashVal ue O her HashVval ue

}
O her HashVal ue ::= OCTET STRI NG

SigPolicyQualifierlnfo ::= SEQUENCE {

sigPolicyQalifierld SI G POLI CY- QUALI FI ER. & d

({SupportedSi gPolicyQualifiers}),

CVMB Advanced El ectronic Sighatures

February 2008

qualifier SI G POLI CY- QUALI FI ER &Qual i fi er
({SupportedSi gPolicyQualifiers}
{@igPolicyQualifierld})OPTI ONAL }

Support edSi gPol i cyQualifiers SI G POLI CY-QUALI FIER :: =
{ noticeToUser | pointerToSi gPol Spec }

SI G- POLI CY- QUALI FI ER :: = CLASS {

& d OBJECT | DENTI FI ER UNI QUE,

&Qualifier OPTI ONAL }

W TH SYNTAX {
SI G POLI CY- QUALI FI ER-1 D & d
[SIG QUALI FI ER- TYPE &Qualifier] }

noti ceToUser SI G POLI CY-QUALIFIER :: = {

SI G POLI CY- QUALI FIER-1 D id-spg-ets-unotice SI G QUALI FI ER- TYPE

SPUser Noti ce }

poi nt er ToSi gPol Spec SI G POLI CY- QUALI FI ER :: = {
SI G POLI CY- QUALI FIER-I1 D id-spg-ets-uri

i d-spqg-ets-uri OBJECT IDENTIFIER :: = {

nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)

snmine(16) id-spq(5) 1}

SPuri ::= 1 A5String

i d-spg-ets-unotice OBJECT IDENTIFIER :: = {
menber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs9(9)

sm nme(16) id-spqg(5) 2}
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SPUser Noti ce ::= SEQUENCE ({
not i ceRef Not i ceRef erence OPTI ONAL,
explicitText Di spl ayText OPTI ONAL}
Noti ceRef erence ::= SEQUENCE {
or gani zati on Di spl ayText,

not i ceNumber s SEQUENCE OF | NTEGER }

Di spl ayText ::= CHO CE {
vi si bl eString VisibleString (SIZE (1..200)),
brmpStri ng BMPSt ri ng (SIZzE (1..200)),
utf8String UTF8Stri ng (SIZE (1..200)) }

-- Optional Electronic Signature Attributes
-- Commitrment Type

i d-aa-ets-conmtnent Type OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 16}

Conmi t ment Typel ndi cati on ::= SEQUENCE ({
conmi t ment Typel d Conmi t ment Typel dentifier,
comm t ment TypeQual i fier SEQUENCE SI ZE (1..MAX) OF
Conmi t ment TypeQual i fier OPTI ONAL}

Conmi t nent Typel dentifier ::= OBJECT | DENTI FI ER
Conmi t ment TypeQual i fier ::= SEQUENCE {
comritnentQualifierld COVM TMENT- QUALI FI ER. &i d,
qualifier COVM TMENT- QUALI FI ER. &Qual i fier OPTI ONAL }
COVM TMENT- QUALI FI ER :: = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Qualifier OPTI ONAL }
W TH SYNTAX {
COWM TMENT- QUALI FIER- I D & d

[ COMM TMENT- TYPE &Qual ifier] }

id-cti-ets-proof O Origin OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 1}

id-cti-ets-proof Of Recei pt OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 2}

id-cti-ets-proof O Delivery OBJECT IDENTIFIER ::= { iso(1)

nmenber - body(2) us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) sm ne(16)
cti(6) 3}
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id-cti-ets-proof Of Sender OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) cti(6) 4}

id-cti-ets-proof Of Approval OBJECT | DENTIFIER :: =
{ iso(1) nmenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
snmine(16) cti(6) 5}

id-cti-ets-proof Of Creati on OBJECT | DENTIFIER :: =
{ iso(1) menber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
snine(16) cti(6) 6}

-- Signer Location

i d- aa- et s-signerLocati on OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 17}

Si gner Location ::= SEQUENCE {
-- at least one of the follow ng shall be present
countryNarme [0] DirectoryString{maxSi ze} OPTI ONAL,
-- as used to nane a Country in X 520
localityNanme [1] DirectoryString{mxSi ze} OPTI ONAL,
-- as used to nane a locality in X 520
post al Adddress [2] Postal Address OPTI ONAL }

Post al Address ::= SEQUENCE Sl ZE(1..6) OF DirectoryString{mxSi ze}
-- maxSi ze parametrization as specified in X 683

-- Signer Attributes

i d-aa-ets-signerAttr OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 18}

SignerAttribute ::= SEQUENCE OF CHO CE {
cl ai medAttri but es [0] O ainedAttributes,
certifiedAttributes [1] CertifiedAttributes }
CainmedAttributes ::= SEQUENCE OF Attribute

CertifiedAttributes ::= AttributeCertificate
-- as defined in RFC 3281: see Section 4.1

-- Content Tinmestanp
i d-aa-ets-contentTi mestanp OBJECT | DENTIFIER :: =
{ iso(1) nmenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)

snine(16) id-aa(2) 20}
Content Ti mestanp ::= Ti meSt anpToken
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-- Signature Tinmestanp
i d-aa-si gnatureTi neSt anpToken OBJECT | DENTIFIER :: =
{ iso(1) nmenber-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-9(9)
sm nme(16) id-aa(2) 14}
Si gnat ur eTi meSt anpToken :: = Ti meSt anpToken
-- Conmplete Certificate Refs.

id-aa-ets-certificateRefs OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 21}

Compl eteCertificateRefs ::= SEQUENCE OF G herCertlID

-- Conpl ete Revocation Refs

i d-aa-ets-revocati onRefs OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(1l6) id-aa(2) 22}
Conpl et eRevocati onRefs ::= SEQUENCE OF Crl CcspRef
Crl CcspRef @ : = SEQUENCE {
crlids [0] CRLListID  OPTI ONAL,
ocspi ds [1] CecspListiD OPTI ONAL,
ot her Rev [2] O herRevRefs OPTI ONAL
}
CRLLi st1D ::= SEQUENCE {
crls SEQUENCE OF Crl Validatedl D
}
CrlValidatedl D ::= SEQUENCE {
crl Hash O her Hash,
crlildentifier Crlldentifier OPTI ONAL }
Crlldentifier ::= SEQUENCE {
crlissuer Nane,
crllssuedTi ne UTCTi e,
crl Nunber | NTEGER OPTI ONAL
}
CcspListID ::= SEQUENCE {
ocspResponses SEQUENCE OF CcspResponses| D
}
CcspResponsesI D :: = SEQUENCE {
ocspldentifier Ccspldentifier,
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ocspRepHash O her Hash OPTI ONAL

}
Ccspldentifier ::= SEQUENCE {

ocspResponder| D Responder | D,

-- As in OCSP response data

pr oducedAt General i zedTi ne

-- As in OCSP response data
}
O her RevRefs :: = SEQUENCE {

ot her RevRef Type OTHER- REVOCATI ON- REF. &i d,

ot her RevRef s SEQUENCE OF OTHER- REVOCATI ON- REF. &Type
}

OTHER- REVOCATI ON- REF : : = CLASS {
&Type,

& d OBJECT | DENTI FI ER UNI QUE }
W TH SYNTAX {
W TH SYNTAX &Type ID & d }
-- Certificate Val ues

i d-aa-ets-certValues OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 23}

CertificateValues ::= SEQUENCE OF Certificate
-- Certificate Revocation Val ues
i d- aa-ets-revocati onVal ues OBJECT | DENTI FIER :: =

{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
sm nme(16) id-aa(2) 24}

Revocati onVal ues ::= SEQUENCE {
crlVvals [0] SEQUENCE OF CertificatelList OPTI ONAL,
ocspVal s [ 1] SEQUENCE OF Basi cOCSPResponse OPTI ONAL,
ot her RevVal s [2] O herRevVval s OPTI ONAL
}
O herRevVal s :: = SEQUENCE {
ot her RevVal Type OTHER- REVOCATI ON- VAL. &i d,
ot her RevVal s SEQUENCE OF OTHER- REVOCATI ON- REF. &Type
}
OTHER- REVOCATI ON- VAL :: = CLASS {
&Type,
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& d OBJECT | DENTI FI ER UNI QUE }
W TH SYNTAX {
W TH SYNTAX &Type ID & d }

-- CAdES- C Ti nest anp
i d-aa-ets-escTinmeStanp OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smne(16) id-aa(2) 25}

ESCTi meSt anpToken :: = Ti meSt anpToken
-- Tine-Stanped Certificates and CRLs
i d-aa-ets-cert CRLTi mestanp OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 26}

Ti mest anpedCert sCRLs :: = Ti neStanpToken
-- Archive Tinmestanp
i d-aa-ets-archiveTi mestanpV2 OBJECT I DENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 48}

Archi veTi meSt anpToken :: = Ti meSt anpToken
-- Attribute certificate references
id-aa-ets-attrCertificateRefs OBJECT I DENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 44}

AttributeCertificateRefs ::= SEQUENCE OF O herCertlD
-- Attribute revocation references
i d-aa-ets-attrRevocati onRefs OBJECT | DENTIFIER :: =
{ iso(1) nenber-body(2) us(840) rsadsi(113549) pkcs(1l) pkcs-9(9)
snine(16) id-aa(2) 45}

AttributeRevocationRefs ::= SEQUENCE OF Crl CcspRef

END
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Annex B (Informative): Extended Forns of Electronic Signatures

Section 4 provides an overview of the various formats of electronic
sighatures included in the present docunent. This annex lists the
attributes that need to be present in the various extended el ectronic
sighature formats and provi des exanpl e validati on sequences using the
extended fornats.

B.1. Extended Forns of Validation Data

The Conplete validation data (CAJES-C) described in Section 4.3 and
illustrated in Figure 3 may be extended to create electronic
signatures with extended validation data. Sone el ectronic signature
fornms that include extended validation are expl ai ned bel ow.

An X-Long el ectronic signature (CAdES-X Long) is the CAAES-C with the
val ues of the certificates and revocation i nformation

This formof electronic signature can be useful when the verifier
does not have direct access to the follow ng information

- the signer’s certificate;

- all the CA certificates that nake up the full certification
pat h;

- all the associated revocation status information, as referenced
in the CAJES-C.

In sone situations, additional time-stanps nay be created and added
to the Electronic Signatures as additional attributes. For exanple:

- time-stanping all the validation data as held with the ES
(CAJES-C), this eXtended validation data is called a CAJES- X
Type 1; or

- tinme-stanping individual reference data as used for conplete
validation. This formof eXtended validation data is called an
CAdES- X Type 2.

NOTE 1: The advant ages/drawbacks for CAdJES- X Type 1 and CAdES- X
Type 2 are discussed in Annex C. 4.4.

The above tinme-stanp forns can be useful when it is required to

counter the risk that any CA keys used in the certificate chain may
be conpronmi sed
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A conbination of the two formats above nay be used. This form of
eXtended validation data is called an ES X-Long Type 1 or CAdES- X
Long Type 2. This formof electronic signature can be useful when
the verifier needs both the values and proof of when the validation
dat a exi st ed.

NOTE 2: The advant ages/drawbacks for CAdES-X | ong Type 1 and
CAdES- X I ong Type 2 are discussed in Annex C. 4.6.

B.1.1. CAdES-X Long
An electronic signature with the additional validation data form ng
t he CAdES- X Long form (CAdES-X-Long) is illustrated in Figure B.1 and
conprises the foll ow ng:

- CAdES-BES or CAdES-EPES, as defined in Sections 4.3, 5.7, or
5. 8;

- complete-certificate-references attribute, as defined in Section
6.2.1;

- conpl ete-revocation-references attribute, as defined in Section
6.2.2.

The following attributes are required if a TSP is not providing a
time-mark of the ES

- signature-tine-stanp attribute, as defined in Section 6.1.1.
The following attributes are required if the full certificate val ues
and revocation values are not already included in the CAdES- BES or
CAdES- EPES:

- certificate-values attribute, as defined in Section 6. 3. 3;

- revocation-values attribute, as defined in Section 6. 3. 4.

If attributes certificates are used, then the followi ng attributes
may be present:

- attribute-certificate-references attribute, defined in Section
6.2.3;

- attribute-revocation-references attribute, as defined in Section
6.2.4.

O her unsigned attributes may be present, but are not required.
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NOTE: Attribute certificate and revocation references are only
present if a user attribute certificate is present in the
el ectronic sighature; see Sections 6.2.2 and 6. 2. 3.

S TSR S I R
----- CAdES- BES or CAdES-EPES ----+ |Tinestanp | |
| |over |
| |digital |
[ | [ | || |signature |
igner’s || Signed ||Digital |] | |
[ | | | I
| | | | I
I I

+
I I
| Conplete |
| certificate |
| and |
| revocation |
I I
I I
I I
I I

+

w

|
| Docunent Attributes||signature | Opti onal dat a
I |l | when

| timemar ked

+
| Conpl et e |
| certificate|
| and |
| revocation |
| references |

+

Figure B.1: Illustration of CAJES-X-Long
B.1.2. CAdES-X Type 1
An electronic signature with the additional validation data form ng
the eXtended validation data - Type 1 X is illustrated in Figure B.2
and conprises the foll ow ng:

- the CAdES-BES or CAdES-EPES, as defined in Sections 4.2, 5.7, or
5. 8;

- complete-certificate-references attribute, as defined in Section
6.2.1;

- conpl ete-revocation-references attribute, as defined in Section
6.2.2;

- CAJES-C-Tinestanp attribute, as defined in Section 6.3.5.
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The following attributes are required if a TSP is not providing a
time-mark of the ES

- signature-tine-stanp attribute, as defined in Section 6.1.1.

If attributes certificates are used, then the followi ng attributes
may be present:

- attribute-certificate-references attribute, defined in Section
6.2.3;

- attribute-revocation-references attribute, as defined in Section
6.2.4.

O her unsigned attributes may be present, but are not required.

A LT CAdES- X-Type 1 -----------mmmmmmm o e oo oo - +
---------------------------------- CAJES-C ------+

--- CAdES- BES or CAdES-EPES ------ +| Ti mest anp
| over

di gital
signature

S o o S +I
| Signer’s || Signed || Digital ||
| Docurent || Attributes||signature]|
I |

I

w

I I
I I
I I
| Tinestanp |
| over |
| CAdES- C |
when | |
---------------------------------- +| ti memar ked | |
I I

I
I
I
| Opti onal
I
I

| Conpl et e
|certificate
| and

| revocation
| ref erences

+ " +

Figure B.2: Illustration of CAJES-X Type 1
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B.1.3. CAdES-X Type 2
An electronic signature with the additional validation data form ng
the eXtended Validation Data - Type 2 Xis illustrated in Figure B.3
and conprises the foll ow ng:

- CAdES-BES or CAdES-EPES, as defined in Sections 4.2, 5.7, or
5. 8;

- complete-certificate-references attribute, as defined in Section
6.2.1;

- conpl ete-revocation-references attribute, as defined in Section
6.2.2;

- time-stanped-certs-crls-references attribute, as defined in
Section 6. 3. 6.

The following attributes are required if a TSP is not providing a
time-mark of the ES

- signature-tine-stanp attribute, as defined in Section 6.1.1.

If attributes certificates are used, then the followi ng attributes
may be present:

- attribute-certificate-references attribute, defined in Section
6.2.3;

- attribute-revocation-references attribute, as defined in Section
6.2.4.

O her unsigned attributes may be present, but are not required.
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R R CAAES- X-Type 2 -------mmmmmmm e oo +
R R LT R P CAdJES-C --+ |
| oooooo-- + | |
| | +-- CAdES-BES or CAdES-EPES ------- +| Ti nestanp | | |
1] || over || |
[]]+--------- oo - - oo oo -- oo +| | di gital | | +------------- + |
T o Il lllsignature | | | Tinestanp | |
|]]|Signer’s || Signed || Digital ||| | | | only over | ]
||| ] Docurment || Attributes||signature|||Optional | | | Conplete | |
|11 |l |l | | | when | | | certificate | |
[ ]| +--------- L R +| | Ti memarked| | | and | |
IR e A + | | revocation | |
[ ] L +| | references | |
[ ] | Conpl et e [| +------------- + |
[ ] | certificate]| |
| | and | I
[ ] | revocation || |
[ ] | references || |
| R + |
R i i + |
I I
o m o m o o o e e e o o o o o o e e o e e e e o e e e o mememaoooo - +
Figure B.3: Illustration of CAJES-X Type 2

B.1.4. CAdES-X Long Type 1 and CAdES- X Long Type 2
An electronic signature with the additional validation data form ng
t he CAJES- X Long Type 1 and CAdES-X Long Type 2 is illustrated in
Figure B.4 and conprises the foll ow ng:

- CAdES-BES or CAdES-EPES, as defined in Sections 4.3, 5.7, or
5. 8;

- complete-certificate-references attribute, as defined in Section
6.2.1;

- conpl ete-revocation-references attribute, as defined in Section
6.2.2;

The following attributes are required if a TSP is not providing a
time-mark of the ES

- signature-tine-stanp attribute, as defined in Section 6.1.1.
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The following attributes are required if the full certificate val ues
and revocation values are not already included in the CAdES- BES or
CAdES- EPES:

- certificate-values attribute, as defined in Section 6. 3. 3;

- revocation-values attribute, as defined in Section 6.3.4.

If attributes certificates are used, then the followi ng attributes
may be present:

- attribute-certificate-references attribute, defined in Section
6.2.3;

- attribute-revocation-references attribute, as defined in Section
6.2.4.

Plus one of the following attributes is required:
- CAJES-C-Tinestanp attribute, as defined in Section 6.3.5;

- time-stanped-certs-crls-references attribute, as defined in
Section 6. 3. 6.

O her unsigned attributes may be present, but are not required.
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R CADES- X-Type 1 Or 2 --------mmmmmmm i m oo +
| S R I +|
R e CAdES-C --+| +------------ +| |
| | Foo-oo-o-- + ||| Tirmestanp |||
| | +-- CAdES-BES or CAdES- EPES ------- +| Timestanmp | | ]| over |

||l | | over | |1l CAJES-C |||
[]]+--------- R oo --- +| | di gi tal | | +------------ + |
I Il |l|signature | || or [
||I|Signer's || Signed || Digital [[| | [ 4mmmeeeee + |
|1]] Docunment ||Attributes||Signature|]||Optional | ||| Tinmestanp ||

|11 N N | || when | [I] only over |||
[ +--------- Fho-eeeeee A TR +| | timemarked| ||| conplete ||

R e L + ||| certificate|]|
| | | and  |]]
| ] L +||| revocation ||

| | Conpl et e |[11] references ||

| |certificate||]|+------------ + |
| | | and oA +|
| | revocation || +------------ + |
| | references || | Conplete | ]
| A +| |certificate | |
I e + | and | |
| | revocation | |
| | val ues | ]
| S + |
o m o e o e o e o e o e e e e e e e e e o e e e e e e o e e e e e e e e e e e e e eeeooo-- +

Figure B.4: Illustration of CAJES-X Long Type 1

and CAdES- X Long Type 2
B.2. Tinme-Stanp Extensions
Each i nstance of the tine-stanp attribute may include, as unsigned
attributes in the signedData of the tinme-stanp, the follow ng
attributes related to the TSU

- complete-certificate-references attribute of the TSU, as defined
in Section 6.2.1;

- conpl ete-revocation-references attribute of the TSU, as defined
in Section 6.2.2;

- certificate-values attribute of the TSU, as defined in Section
6. 3. 3;

- revocation-values attribute of the TSU, as defined in Section
6.3.4.
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O her unsigned attributes may be present, but are not required.
B.3. Archive Validation Data (CAJES-A)

Before the al gorithns, keys, and other cryptographic data used at the
time the CAAES-C was built beconme weak and the cryptographic
functions beconme vul nerable, or the certificates supporting previous
ti me-stanps expire, the signed data, the CAdES-C, and any additi onal
information (i.e., any CAdES-X) should be tine-stanped. If possible,
this should use stronger algorithns (or |onger key lengths) than in
the original tine-stanp. This additional data and tinme-stanp is
called Archive validation data required for the ES Archive format
(CAJES-A). The Tinme-stanping process nmay be repeated every tine the
protection used to tine-stanp a previ ous CAJES- A beconmes weak. A
CAdES- A nay thus bear multiple enbedded tine-stanps.

An exanple of an electronic signature (ES), with the additional

val i dation data for the CAdES-C and CAdES-X form ng the CAJES-A is
illustrated in Figure B.5.
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A R CADES- A- - - - - - - - s m e m e +
R i + |
[ ] R S I + |
[|+---------mmmmme - - - CAAES-C ----+4| +------------ | | | ]
| AR + ||| Tirmestanp |[] | ||
||| +-- CAJES-BES ------ +| Tinmestanmp | | ]| over [11] | | |
[11] or CAdES-EPES || over | Il CAAJES-C ||| | Archive | |
|11 |[digital | |[+------------ H| | ||
[11] || signature | || or || | Timestanp | |
|11 N | [+ +H || ||
|11 | [optional | ||| Timestanp ||| | ||
|11 | | when | |Il only over ||| | ||
|11 || timemarked| ||| conplete ||| | ||
[]]+------------------- oo - - oo + ||| certificate||| +---------- + |
| ||l and | ] I
[ ] R +||| revocation ||| |
[ 1] | Conplete [1|] references ||| |
[ 1] | certificate ||| +------------ + | |
| | and _ | [ +--------mmm--- + I
[ 1] | revocation || +------------ + | |
[]] | references || | Conplete | | |
[ 1] R LR +| |certificate | | |
| [ +----mmmmmm e +] and | | I
[ ] | revocation | | |
| | values || I
|| oo + | |
R i + |
o m o m o o o e e e o o o o o o e e o e e e e o e e e o mememaoooo - +
Figure B.5: Illustration of CAdES-A

The CAdES- A conprises the follow ng el enents:

- the CAdES-BES or CAdES-EPES, including their signed and unsi gned
attri butes;

- complete-certificate-references attribute, as defined in Section
6.2.1;

- conpl ete-revocation-references attribute, as defined in Section
6.2.2.

The following attributes are required if a TSP is not providing a
time-mark of the ES

- signature-tine-stanp attribute, as defined in Section 6.1.1.
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If attributes certificates are used, then the followi ng attributes
may be present:

- attribute-certificate-references attribute, defined in Section
6.2.3;

- attribute-revocation-references attribute, as defined in Section
6.2.4.

The following attributes are required if the full certificate val ues
and revocation values are not already included in the CAdES- BES or
CAdES- EPES:

- certificate-values attribute, as defined in Section 6. 3. 3;

- revocation-values attribute, as defined in Section 6.3.4.
At least one of the following two attributes is required:

- CAJES-C-Tinestanp attribute, as defined in Section 6.3.5;

- time-stanped-certs-crls-references attribute, as defined in
Section 6. 3. 6.

The following attribute is required:

- archive-tine-stanp attributes, defined in Section 6.4.1.
Several instances of the archive-tinme-stanp attribute may occur with
an el ectronic signature, both over tine and fromdifferent TSUs. The
ti me-stanp should be created using stronger algorithns (or |onger key
lengths) than in the original electronic signatures or tine-stanps.

O her unsigned attributes of the ES may be present, but are not
required.

The archive-time-stanp will itself contain the certificate and
revocation information required to validate the archive-tine-stanp;
this may include the follow ng unsigned attributes:

- complete-certificate-references attribute of the TSU, as defined
in Section 6.2.1;

- conpl ete-revocation-references attribute of the TSU, as defined
in Section 6.2.2;

- certificate-values attribute of the TSU, as defined in Section
6. 3. 3;
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- revocation-values attribute of the TSU, as defined in Section
6. 3. 4.
O her unsigned attributes may be present, but are not required.
B.4. Exanple Validation Sequence
As described earlier, the signer or initial verifier may collect all
the additional data that fornms the electronic signature. Figure B.6

and the subsequent description describe how the validation process
may build up a conplete electronic signature over tine.

A R CAJES-C ------------- +
R R T CAJES-T ------ + |
[ [4-----c--emen-- CAdES ------------ + | |
[ [+--------------ma- - s A H oA +| S + |
I | | ||| Timestanmp|| |Conplete | |
[1]1]Sign.Pol | || Digital ||]|over || Jcertificate| |
[11]] 1d. | Signed | |signature|||digital || | and | |
[11]| option.|attributes]|| ||| signature|| |revocation | |
R P | EERREEEEES H b + references | |
[ + I | e + |
R R EEEEE RS o | n |
| 1] / I I I
| #--mmmem | - [---nnn-- + I I
R e | ---------- L [ === +
| /2 R
Fom e - - - + | / /
I I v / I
| Signer’s | o + LR +
| docunent |----- >| Validation Process |---->|- Valid |
| | o + 4 |- Invalid |
Fooeme - - + | | A | - Validation
v o v o | Inconplete |
S + - - - + Fomm e e oo +
| Si ghature| | Trusted |
| Policy | |Service |
| I'ssuer | |Provider|
S + - - - +
Figure B.6: Illustration of a CAdES validation sequence

Soon after receiving the electronic signature (CAdES) fromthe signer
(1), the digital signature value may be checked; the validation
process shall at least add a tine-stanp (2), unless the signer has
provi ded one which is trusted by the verifier. The validation
process nay also validate the el ectronic signature using additional
data (e.g., certificates, CRL, etc.) provided by Trusted Service
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Provi ders. \Wen applicable, the validation process will also need to
conformto the requirenents specified in a signature policy. |If the
val i dation process is validation inconplete, then the output from
this stage is the CAJES-T.

To ascertain the validity status as Valid or Invalid and comuni cate
that to the user (4), all the additional data required to validate
the CAdES-C nust be available (e.g., the conplete certificate and
revocation information).

Once the data needed to conplete validation data references (CAdES-C)
is available, then the validation process shoul d:

- obtain all the necessary additional certificates and revocation
status i nformati on

- complete all the validation checks on the ES using the conplete
certificate and revocation information (if a time-stanp i s not
al ready present, this may be added at the sane stage, conbining
the CAJES-T and CAdES- C processes);

- record the conplete certificate and revocation references (3);

indicate the validity status to the user (4).

At the sane tinme as the validation process creates the CAJES-C, the
val i dation process may provide and/or record the val ues of
certificates and revocation status information used in CAJES-C (5).
The end result is called CAdES- X Long.

This is illustrated in Figure B.7.
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e T I P CAdES- X Long -+
[+ m s m e o CAJES-C ------------- + |
[|+------=--=------ CAdES ------------ + | |
[ [+--------------ma- - s A H oA + I +|
[ | | | || Ti mest anp| | | Conplete ||
[111]]Sign.Pol | || Digital |]|]|over | || certificate|]
[11]] 1d. | Signed | |signature|||digital | | and [ ]
[11]| option.|attributes]|| | || si gnature| | | revocation ||
NN I | | [ | +--------- + || values ||
[ [+--------------ma- - s A +| L oA - +|
[ #--mmmmmm e e + | | Conplete [ ] N |
[ ] | | Jcertificate|] | |
| | I 2| | and | | I I
[ ] | | |revocation || | |
[ ] | | |references || | |
| | 1| LR +| I I
IR | ------- R Neomm s + / |
R | ------ R [--------- R +
| N [ ------- /
R + | / [ 3 / 5
I I v I I I
| Signer’s | e + R +
| docunent |----- >| Validation Process |----- > - Valid |
| | e + 4 | - Invalid |
S + | N | N Fom e e e oo - +
v v
Fomm e oo + - - - - +
| Si gnature| | Trusted
| Policy | |Service |
| I'ssuer | |Provider|
Fomm e oo + - - - - +
Figure B.7: Illustration of a CAdES validati on sequence

wi th CAdES- X Long

When the validation process creates the CAdJES-C, it nmay al so create
extended forns of validation data.

Afirst alternative is to tine-stanp all data form ng the CAdES- X
Type 1.

This is illustrated in Figure B.8.
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R I CAdES- X Type 1 ----- +
[+ m s m e o CAAES-C - ----------------- + |
[|+------=--=------ CAdES ------------ + | |
[ [+--------------ma- - s A H oA o S HoA---- - +|
[ | | ||| Timestanp|| Conplete ||| [ |
[111]]Sign.Pol | || Digital |]|]|over || cert. [ 1] Time- |
[11]] 1d. | Signed | |signature|||digital || and |||stamp ||
[11]| option.|attributes]|| |||signature|| revoc. ||| over ||
IR | [ +--------- H oA +| ref erences| | | CAAES- (] |
[ [ +----mmmmm e e + I A I |11 | |
[ #--mmmmmm e e + | S HoA---- - +|
| | I I A I A I
| | 1| / I I I I
IR I R [ ----- + | |
R I I | -------- R R [ ----+
| 2/ ---3---- /
R + | / L B------
I I v I |/
| Signer’s | oo + Fom e +
| docunent |----- >| Validation Process |----- > ] - Valid |
| | e + 4 | - Invalid |
S + | N | N TS +
v v
Fomm e oo + - - - - +
| Si gnature| | Trusted
| Policy | |Service |
| I'ssuer | |Provider|
Fomm e oo + - - - - +
Figure B.8: Illustration of CAJES with eXtended validation data

CAdES- X Type 1
Anot her alternative is to tine-stanp the certificate and revocation
i nformation references used to validate the electronic signature (but
not the signature) (6). The end result is called CAJES- X Type 2.

This is illustrated in Figure B.9.
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R i P CAdES- X Type 2 -------- +
[+ m s m e o CAJES-C ------------- + |
[|+------=--=------ CAdES ------------ + | |
[ [+--------------ma- - s A H oA + I +|
[ | | | || Ti mest anp| || Timestanp ||
|| ]1]]Sign. Pol| | | | || over I [ | over | |
[11]] 1d. | Signed |[|Digital |||digital | | | conpl ete [ ]
[11]| option.|attributes]|]|signature]|]|]|signature| || certificate]|
NN I | | |11 I [ | | |
[ [+--------------ma- - R H oA + | and [ ]
[ #--mmmmmm e e A e +| | revocation ||
[ ] | | | Conplete ||| references |
[ ] | | Jcertificate||+----------- +|
| | I || and | | A I
| ] 1| 2 | |revocation || | |
[ ] | | |references || | |
| | I [ +| I I
| #--mmmm e | --------- | --- N e + I I
I I I 3 | / I
I I I S I
| | / / / 6 |
| | / / / |
| | / / / |
R I I | ----- | == ] - ] s +
I I I I
v I I I
Fom e oo oo + Fomm oo e +
| Validation Process |----- > - Valid |
R L + 4 | - Invalid |
| N | N Fom e e e oo - +
v v
Fomm e oo + - - - - +
| Si gnature| | Trusted
| Policy | |Service |
| I'ssuer | |Provider|
Fomm e oo + - - - - +
Figure B.9: Illustration of CAJES with eXtended validation data

CAdES- X Type 2

Before the algorithns used in any of the el ectronic signhatures becone
or are likely to be conprom sed or rendered vul nerable in the future,
it may be necessary to tine-stanp the entire el ectronic signature,
including all the values of the validation and user data as an ES
with Archive validation data (CAdES-A) (7).

A CADES-A is illustrated in Figure B.10.
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R L CADES- A -------m i e - +
I I
| +-- CAJES-X Long Type 1 or 2 ---------- + |
| | 4o + I
| | I I
|| | | Archive | |
| | | Time-stanp | I
| | I I
| | 4 + I
| T e + n |
| . + N N N N | |
I I I / I
| | Signers’ | I / I
| | Docunent |\ | | | | / |
| ] | \ 1 2|1 3] 5] 6| 7/ |
| - + 0\ I / I
I \ I / I
R T \ - -] -] -] - R +
\ I I
[ I
I I
voov | I
o m o e o e e e oo + Fomm oo e +
| Val i dati on Process | -=---- > - Valid |
R + 4 | - Invalid |
| A | A domm e e +
v v
S + - - - +
| Si ghature| | Trusted |
| Policy | |Service |
| I'ssuer | |Provider|
S + - - - +
Figure B.10: Illustration of CAJES-A

B.5. Additional Optional Features

The present docunent al so defines additional optional features to:

i ndicate a comm tnent type being made by the signer;

indicate the clained tine when the signhature was done;

i ndicate the clained |ocation of the signer;

indicate the clained or certified role under which a signature
was creat ed;
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- support counter signatures;
- support nultiple signatures.
Annex C (Informative): Ceneral Description

Thi s annex expl ains sone of the concepts and provides the rationale
for normative parts of the present docunent.

The specification below includes a description of why and when each
conmponent of an electronic signature is useful, with a brief
description of the vulnerabilities and threats and the manner by
whi ch they are countered.

C. 1. The Signature Policy

The signature policy is a set of rules for the creation and
val i dation of an electronic signature, under which the signhature can
be deternined to be valid. A given legal/contractual context may
recogni ze a particular signature policy as nmeeting its requirenents.
A signature policy may be issued, for exanple, by a party relying on
the electronic signatures and selected by the signer for use with
that relying party. Alternatively, a signature policy may be
establ i shed through an el ectronic tradi ng associ ation for use anbngst
its menbers. Both the signer and verifier use the sane signature

policy.

The signature policy may be explicitly identified or may be inplied
by the semantics of the data being signed and other external data,
like a contract being referenced, which itself refers to a signature
policy. An explicit signature policy has a gl obally unique
reference, which is bound to an el ectronic signhature by the signer as
part of the signature calcul ation

The signature policy needs to be available in human readable form so
that it can be assessed to neet the requirements of the |egal and
contractual context in which it is being applied. To facilitate the
automati c processing of an electronic signature, the parts of the
signature policy, which specify the electronic rules for the creation
and validation of the electronic signature, also need to be

conpr ehensively defined and in a conputer-processable form

The signature policy thus includes the follow ng:

- rules that apply to technical validation of a particul ar
si gnat ure;
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- rules that may be inplied through adoption of Certificate
Policies that apply to the electronic signature (e.g., rules for
ensuring the secrecy of the private signing key);

- rules that relate to the environnent used by the signer, e.g.
the use of an agreed CAD (Card Accepting Device) used in
conjunction with a smart card.

For example, the najor rules required for technical validation can
i ncl ude:

recogni zed root keys or "top-level certification authorities"
- acceptable certificate policies (if any);
- necessary certificate extensions and values (if any);

- the need for the revocation status for each conponent of the
certification tree;

- acceptable TSAs (if tinme-stanp tokens are being used);

- acceptabl e organi zations for keeping the audit trails with
time-marks (if time-marking is being used);

- acceptable AAs (if any are being used), and;

- rules defining the conponents of the electronic signature that
shall be provided by the signer with data required by the
verifier when required to provide |ong-term proof.

C. 2. Signed Information

The informati on being signed may be defined as a M Me-encapsul at ed
nmessage that can be used to signal the fornat of the content in order
to select the right display or application. It can be conposed of
formatted data, free text, or fields froman electronic form
(e-fornm. For exanple, the Adobe(tnm) format "pdf" or the eXtensible
Mar k up Language (XM.) may be used. Annex D defines how the content
may be structured to indicate the type of signed data using M M

C. 3. Conponents of an Electronic Signature
C.3.1. Reference to the Signature Policy
When two i ndependent parties want to evaluate an el ectronic

signhature, it is fundanental that they get the same result. This
requi rement can be net using conprehensive signhature policies that
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ensure consi stency of signature validation. Signature policies can
be identified inplicitly by the data being signed, or they can be
explicitly identified using the CAJES-EPES form of el ectronic
sighature; the CAJES- EPES mandates a consi stent signature policy nust
be used by both the signer and verifier.

By signing over the Signature Policy lIdentifier in the CAdES- EPES,
the signer explicitly indicates that he or she has applied the
sighature policy in creating the signature.

In order to unanbiguously identify the details of an explicit
sighature policy that is to be used to verify a CAJES- EPES, the
sighature, an identifier, and hash of the "Signature policy" shall be
part of the signed data. Additional infornmation about the explicit
policy (e.g., web reference to the docunent) may be carried as
"qualifiers" to the Signature Policy Identifier.

In order to unanbiguously identify the authority responsible for
defining an explicit signature policy, the "Signature policy" can be
si ghed.

C.3.2. Commitnent Type |ndication

The commitnment type can be indicated in the electronic sighature
ei t her:

- explicitly using a "comm tnent type indication"” in the
el ectroni ¢ signhature;

- implicitly or explicitly fromthe semantics of the signed data.

If the indicated comritnent type is explicit using a "conm tnent type
i ndication" in the electronic signature, acceptance of a verified
signature inplies acceptance of the semantics of that comm tnent

type. The semantics of explicit commitnent type indications may be
subj ect to signer and verifier agreenent, specified as part of the
signhature policy or registered for generic use across nultiple
policies.

| f a CAJES- EPES el ectronic signhature format is used and the

el ectronic signature includes a commtnent type indication other than
one of those recogni zed under the signature policy, the signature
shall be treated as invalid.

How conmitnent is indicated using the semantics of the data being
signhed is outside the scope of the present docunent.
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C 3.

NOTE: Exanpl es of commitnent indicated through the semantics of
the data being signed are:

- an explicit conmitnent nade by the signer indicated by the type
of data being signed over. Thus, the data structure being
signed can have an explicit conmtnment within the context of the
application (e.g., ED FACT purchase order);

- aninplicit conmmitnent that is a comitnrment nade by the signer
because the data being signed over has specific semantics
(rmeaning), which is only interpretable by humans, (i.e., free
text).

3. Certificate Identifier fromthe Signer

In many real-life environments, users will be able to get from
different CAs or even fromthe same CA, different certificates
containing the same public key for different names. The prine
advantage is that a user can use the sane private key for different
purposes. Miltiple use of the private key is an advantage when a
smart card is used to protect the private key, since the storage of a
smart card is always linmted. Wen several CAs are invol ved, each
different certificate may contain a different identity, e.g., as a
citizen of a nation or as an enployee froma conpany. Thus, when a
private key is used for various purposes, the certificate is needed
to clarify the context in which the private key was used when
generating the signature. Were there is the possibility that
multiple private keys are used, it is necessary for the signer to
indicate to the verifier the precise certificate to be used.

Many current schenes sinply add the certificate after the signed data
and thus are vulnerable to substitution attacks. |If the certificate
fromthe signer was sinply appended to the signature and thus not
protected by the signature, anyone could substitute one certificate
for another, and the nessage woul d appear to be signed by soneone
else. In order to counter this kind of attack, the identifier of the
signer has to be protected by the digital signature fromthe signer.

In order to unanbiguously identify the certificate to be used for the
verification of the signature, an identifier of the certificate from
the signer shall be part of the signed data.

C.3.4. Role Attributes

Wil e the nane of the signer is inportant, the position of the signer
Wi thin a conmpany or an organi zation is of paranmount inportance as
well. Sone information (i.e., a contract) may only be valid if
signed by a user in a particular role, e.g., a Sales Director. In
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many cases, who the sales Director really is, is not that inportant,
but being sure that the signer is enpowered by his conmpany to be the
Sal es Director is fundanental

The present docunent defines two different ways for providing this
feature:

- by placing a clainmed role nanme in the CM5 signed attributes
field;

- by placing an attribute certificate containing a certified role
nane in the CMS signed attributes field.

NOTE: Anot her possi bl e approach woul d have been to use additi onal
attributes containing the roles nanme(s) in the signer’s identity
certificate. However, it was decided not to follow this approach
as it significantly conplicates the managenent of certificates.

For exanple, by using separate certificates for the signer’s
identity and rol es neans new identity keys need not be issued if a
user’s rol e changes.

C.3.4.1. dained Role

The signer may be trusted to state his own role w thout any
certificate to corroborate this claim in which case, the clained
role can be added to the signature as a signed attribute.

C.3.4.2. Certified Role

Unli ke public key certificates that bind an identifier to a public
key, Attribute Certificates bind the identifier of a certificate to
sone attributes, like a role. An Attribute Certificate is NOT issued
by a CA but by an Attribute Authority (AA). The Attribute Authority,
in nost cases, mght be under the control of an organization or a
conpany that is best placed to know which attributes are rel evant for
which individual. The Attribute Authority may use or point to public
key certificates issued by any CA, provided that the appropriate
trust may be placed in that CA. Attribute Certificates nay have
various periods of validity. That period nmay be quite short, e.g.,
one day. Wile this requires that a new Attribute Certificate be
obtai ned every day, valid for that day, this can be advant ageous
since revocation of such certificates may not be needed. When
signing, the signer will have to specify which Attribute Certificate
it selects. In order to do so, the Attribute Certificate will have
to be included in the signed data in order to be protected by the
digital signature fromthe signer.
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In order to unanbiguously identify the attribute certificate(s) to be
used for the verification of the signature, an identifier of the
attribute certificate(s) fromthe signer shall be part of the signed
dat a.

C.3.5. Signer Location

In sone transactions, the purported location of the signer at the
time he or she applies his signature may need to be indicated. For
this reason, an optional |ocation indicator shall be able to be

i ncl uded.

In order to provide indication of the |location of the signer at the
time he or she applied his signature, a location attribute may be
i ncluded in the signature.

C.3.6. Signing Tine

The present docunent provides the capability to include a clained
signing tine as an attribute of an el ectronic signature.

Using this attribute, a signer may sign over atine that is the
clainmed signing time. Wen an ES with Tinme is created (CAJES-T),
then either a trusted tine-stanp is obtained and added to the ES or a
trusted time-mark exists in an audit trail. Wen a verifier accepts
a signature, the two tinmes shall be within acceptable Iimts.

A further optional attribute is defined in the present docunent to
time-stanp the content and to provide proof of the existence of the
content, at the tinme indicated by the tinme-stanmp token

Using this optional attribute, a trusted secure tinme may be obtained
bef ore the document is signed and included under the digital
signature. This solution requires an online connection to a trusted
ti me-stanpi ng service before generating the signature and nay not
represent the precise signing tinme, since it can be obtained in
advance. However, this optional attribute may be used by the signer
to prove that the signed object existed before the date included in
the tinme-stanp (see Section 5.11.4).

C.3.7. Content Fornmat

When presenting signed data to a human user, it may be inportant that
there is no anbiguity as to the presentation of the signed
information to the relying party. 1In order for the appropriate
representation (text, sound, or video) to be selected by the relying
party when data (as opposed to data that has been further signed or
encrypted) is encapsulated in the SignedData (indicated by the
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eCont ent Type wi t hin Encapsul at edContentInfo being set to id-data),
further typing information should be used to identify the type of
docunent being signed. This is generally achieved using the M Me
content typing and encodi ng mechani sm defined in RFC 2045 [6]).
Further information on the use of MME is given in Annex F.

C.3.8. content-hints

The contents-hints attribute provides infornmation on the innernost
signhed content of a nulti-layer nmessage where one content is
encapsul ated in another. This nay be useful if the signed data is
itself encrypted.

C.3.9. Content Cross-Referencing

When presenting a signed data is in relation to another signed data,
it my be inportant to identify the signed data to which it rel ates.
The content-reference and content-identifier attributes, as defined
in ESS (RFC 2634 [5]), provide the ability to link a request and
reply nessages in an exchange between two parties.

C. 4. Conponents of Validation Data
C. 4.1. Revocation Status Infornmation

A verifier will have to ascertain that the certificate of the signer
was valid at the time of the signature. This can be done by either:

- using Certificate Revocation Lists (CRLS);

- using responses froman online certificate status server (for
exanpl e, obtained through the OCSP protocol).

NOTE 1: The time of the signature may not be known, so
ti me-stanping or tinme-marking nay be used to provide the tine
i ndi cati on of when it was known that the signature existed.

NOTE 2: When validating an el ectronic signature and checking
revocation status infornmation, if a "grace period" is required, it
needs to be suitably | ong enough to allow the involved authority
to process a "last-mnute" revocation request and for the request
to propagate through the revocation system This grace period is
to be added to the tine included with the tine-stanp token or the
time-mark, and thus the revocation status information should be
captured after the end of the grace period.
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C4.1.1. CRL Information

When using CRLs to get revocation information, a verifier will have
to nmake sure that he or she gets, at the tine of the first
verification, the appropriate certificate revocation infornmation from
the signer’s CA. This should be done as soon as possible to mnimze
the time del ay between the generation and verification of the
sighature. However, a "grace period" is required to allow CAs tine
to process revocation requests.

For exampl e, a revocation request nay arrive at a CA just before

i ssuing the next CRL, and there nmay not enough time to include the
revi sed revocation status information. This involves checking that
the signer certificate serial nunber is not included in the CRL.
Either the signer, the initial verifier, or a subsequent verifier nay
obtain this CRL. |If obtained by the signer, then it shall be
conveyed to the verifier. It may be convenient to archive the CRL
for ease of subsequent verification or arbitration. Alternatively,
provided the CRL is archived el sewhere, which is accessible for the
purpose of arbitration, then the serial nunber of the CRL used may be
archived together with the verified electronic signature as a CAJES-C
form

Even if the certificate serial nunber appears in the CRL with the
status "suspended" (i.e., on hold), the signature is not to be deened
as valid since a suspended certificate is not supposed to be used
even by its rightful owner

C4.1.2. OCSP Information

When using OCSP to get revocation information, a verifier will have
to nmake sure that he or she gets, at the tine of the first
verification, an OCSP response that contains the status "valid".

This shoul d be done as soon as possible after the generation of the
sighature, still providing a "grace period" suitable enough to all ow
the involved authority to process a "last-minute" revocation request.
The signer, the verifier, or any other third party may fetch this
OCSP response. Since OCSP responses are transient and thus are not
archived by any TSP, including CA, it is the responsibility of every
verifier to make sure that it is stored in a safe place. The
sinplest way is to store them associated with the electronic
signature. An alternative would be to store themso that they can
then be easily retrieved and i ncorporate references to themin the

el ectronic signature itself as a CAJES-C form
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In the sane way as for the case of the CRL, it may happen that the
certificate is declared as invalid but with the secondary status
"suspended". In such a case, the same coment as for the CRL
appl i es.

C4.2. Certification Path

A verifier may have to ascertain that the certification path was
valid, at the tinme of the signature, up to a trust point, according
to the:

- naming constraints;
- certificate policy constraints;
- signature policy, when applicable.

Since the time of the signature cannot be known with certainty, an
upper linmt of it should be used as indicated by either the
time-stanp or tine-nmark.

In this case, it will be necessary to capture all the certificates
fromthe certification path, starting with those fromthe signer and
ending up with those of the self-signed certificate fromone trusted
root; when applicable, this may be specified as part of the Signature
Policy. 1In addition, it will be necessary to capture the Certificate
Aut hority Revocation Lists (CARLs) to prove that none of the CAs from
the chain were revoked at the tinme of the signature. Again, all this
material may be incorporated in the electronic signature (ES X
forms). An alternative would be to store this information so that it
can be easily retrieved and incorporate references to it in the

el ectronic signature itself as a CAJES-C form

C.4.3. Tinme-Stanping for Long Life of Signatures

An inportant property for |ong-standing signatures is that a
signature, having been found once to be valid, shall continue to be
so nonths or years |later

A signer, verifier, or both may be required to provide, on request,
proof that a digital signature was created or verified during the
validity period of all the certificates that make up the certificate
path. In this case, the signer, verifier, or both will also be
required to provide proof that the signer’s certificate and all the
CA certificates used to forma valid certification path were not
revoked when the signature was created or verifi ed.
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It would be quite unacceptable to consider a signature as invalid
even if the keys or certificates were |later conprom sed. Thus, there
is a need to be able to denonstrate that the signature keys were
valid at the tinme that the signature was created to provide | ong-term
evi dence of the validity of a signature.

It could be the case that a certificate was valid at the tine of the
signhature but revoked sone tine later. |In this event, evidence shal
be provided that the docunent was signed before the signing key was
revoked. Tine-stanping by a Tine-Stanping Authority (TSA) can

provi de such evidence. A tine-stanp is obtained by sending the hash
val ue of the given data to the TSA. The returned "tine-stanp” is a
si gned docunent that contains the hash value, the identity of the
TSA, and the tinme of stanping. This proves that the given data

exi sted before the tinme of stanping. Tinme-stanping a digital
signature (by sending a hash of the signature to the TSA) before the
revocation of the signer’s private key provi des evidence that the
signature had been created before the certificate was revoked.

If a recipient wants to hold a valid electronic signature, he wll
have to ensure that he has obtained a valid tine-stanp for it before
that key (and any key involved in the validation) is revoked. The
sooner the tinme-stanp is obtained after the signing tine, the better
Any time-stanp or tinme-mark that is taken after the expiration date
of any certificate in the certification path has no value in proving
the validity of a signature.

It is inportant to note that signhatures may be generated "off-1Iine"
and tinme-stanped at a later time by anyone, for exanple, by the
signer or any recipient interested in the value of the signature.
The time-stanp can thus be provided by the signer, together with the
si gned docunent, or obtained by the recipient follow ng receipt of

t he signed docunent.

The time-stanp is NOT a conponent of the Basic El ectronic Signature,
but it is the essential conmponent of the ES with Tine.

It is required, in the present docunent, that if a signer’s digital
sighature value is to be tine-stanped, the tinme-stanp token is issued
by a trusted source, known as a Tine-Stanping Authority.

The present docunment requires that the signer’s digital signature

val ue be tine-stanped by a trusted source before the electronic
signhature can becone an ES with Conpl ete validation data. Acceptable
TSAs nmay be specified in a Signhature Validation Policy.

This technique is referred to as CAJES-C in the present docunent.
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Shoul d both the signer and verifier be required to tinme-stanp the
signature value to neet the requirements of the signature policy, the
sighature policy may specify a permitted tinme delay between the two
ti me-stanps

C.4.4. Tine-Stanping for Long Life of Signature before CA Key
Conpr oni ses

Ti me- st anped, extended el ectronic signatures are needed when there is
a requirenent to safeguard against the possibility of a CA key in the
certificate chain ever being conprom sed. A verifier may be required
to provide, on request, proof that the certification path and the
revocation informati on used at the tinme of the signature were valid,
even in the case where one of the issuing keys or OCSP responder keys
is later conpromn sed.

The present docunent defines two ways of using tine-stanps to protect
agai nst this conproni se

- time-stanp the ES with Conpl ete validation data, when an OCSP
response is used to get the status of the certificate fromthe
signer (CAdES-X Type 1). This format is suitable to be used
with an OCSP response, and it offers the additional advantage of
providing an integrity protection over the whol e data;

- time-stanp only the certification path and revocation
i nformation references when a CRL is used to get the status of
the certificate fromthe signer (CAdES-X Type2). This format is
suitable to be used with CRLs, since the tine-stanped
i nformati on may be used for nore than one signature (when
signers have their certificates issued by the sane CA and when
si gnatures can be checked using the sane CRLsS).

NOTE: The signer, verifier, or both may obtain the tine-stanp.

C4.4.1. Time-Stanping the ES with Conplete Validation Data (CAJES- X
Type 1)

When an OCSP response is used, it is necessary to tinme-stanp in
particul ar that response in the case the key fromthe responder woul d
be conprom sed. Since the information contained in the OCSP response
is user specific and tinme specific, an individual tine-stanmp is
needed for every signature received. Instead of placing the
time-stanp only over the certification path references and revocation
i nformati on references, which include the OCSP response, the
time-stanp is placed on the CAAES-C. Since the certification path
and revocation information references are included in the ES with
Conpl ete validation data, they are also protected. For the same
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cryptographic price, this provides an integrity nechani smover the ES
with Conplete validation data. Any nodification can be i medi ately
detected. It should be noticed that other nmeans of
protecting/detecting the integrity of the ES with Conpl ete validation
data exi st and could be used. Although the technique requires a
time-stanp for every signature, it is well suited for individua

users wishing to have an integrity-protected copy of all the
val i dat ed signhatures they have received.

By time-stanping the conplete electronic signature, including the
digital signature as well as the references to the certificates and
revocation status infornation used to support validation of that
signature, the time-stanp ensures that there is no anmbiguity in the
nmeans of validating that signature.

This technique is referred to as CAJES-X Type 1 in the present
docunent .

NOTE: Trust is achieved in the references by including a hash of
the data being referenced.

If it is desired for any reason to keep a copy of the additional data
bei ng referenced, the additional data may be attached to the

el ectronic signature, in which case the electronic signature becones
a CAJES- X Long Type 1, as defined by the present docunent.

A CAdES- X Long Type 1 is sinply the concatenation of a CAJES- X Type
1, with a copy of the additional data being referenced.

C4.4.2. Time-Stanping Certificates and Revocation |nformation
Ref erences (CAdES- X Type 2)

Ti me- stanpi ng each ES with Conpl ete validation data, as defined
above, may not be efficient, particularly when the same set of CA
certificates and CRL information is used to validate many signatures.

Ti me-stanping CA certificates will stop any attacker from i ssuing
bogus CA certificates that could be clained to exist before the CA
key was conprom sed. Any bogus timne-stanped CA certificates wll
show that the certificate was created after the legitinate CA key was
conpromi sed. In the same way, tinme-stanping CA CRLs will stop any
attacker fromissuing bogus CA CRLs that could be clained to exi st
bef ore the CA key was conproni sed.

Ti me- st anpi ng of commonly used certificates and CRLs can be done

centrally, e.g., inside a conpany or by a service provider. This
met hod reduces the anount of data the verifier has to time-stanp; for
exanple, it could be reduced to just one tinme-stanp per day (i.e., in
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the case where all the signers use the sane CA, and the CRL applies
for the whole day). The information that needs to be tine-stanped is
not the actual certificates and CRLs, but the unanbi guous references
to those certificates and CRLs.

This technique is referred to as CAJES-X Type 2 in the present
docunent and requires the follow ng:

- all the CA certificates references and revocation infornation
references (i.e., CRLs) used in validating the CAdES-C are
covered by one or nore tine-stanps.

Thus, a CAJES-C with a time-stanp signature value at tinme Tl can be
proved valid if all the CA and CRL references are tine-stanped at
time T1+.

C. 4.5. Tinme-Stanping for Archive of Signature

Advances in conmputing increase the probability of being able to break
al gorithms and compromi se keys. There is therefore a requirenent to
be able to protect electronic signatures against this possibility.

Over a period of tine, weaknesses may occur in the cryptographic

al gorithnms used to create an electronic signature (e.g., due to the
time available for cryptoanal ysis, or inprovenents in

cryptoanal ytical techniques). Before such weaknesses becone I|ikely,
a verifier should take extra nmeasures to nmaintain the validity of the
el ectronic signature. Several techniques could be used to achieve
this goal, depending on the nature of the weakened cryptography. In
order to sinplify nmatters, a single technique called Archive
val i dation data, covering all the cases, is being used in the present
docunent .

Archive validation data consists of the validation data and the
conplete certificate and revocation data, timne-stanped together with
the electronic signature. The Archive validation data is necessary
if the hash function and the crypto algorithns that were used to
create the signature are no |onger secure. Also, if it cannot be
assuned that the hash function used by the Tine-Stanping Authority is
secure, then nested tine-stanps of the Archived El ectronic Signature
are required.

The potential for a Trusted Service Provider (TSP) key conproni se
shoul d be significantly |lower than user keys because TSP(s) are
expected to use stronger cryptography and better key protection. It
can be expected that new algorithns (or old ones with greater key
lengths) will be used. |In such a case, a sequence of time-stanps
will protect against forgery. Each tinme-stanp needs to be affixed
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before either the conpromise of the signing key or the cracking of
the algorithnms used by the TSA. TSAs (Tine-Stanping Authorities)
shoul d have | ong keys (e.g., which at the tinme of drafting the
present document was at |east 2048 bits for the signing RSA

al gorithm and/or a "good" or different algorithm

Nested tine-stanps will also protect the verifier against key
conpromni se or cracking the algorithmon the old electronic
si ghat ur es.

The process will need to be perfornmed and iterated before the
cryptographic algorithns used for generating the previous tine-stanp
are no |longer secure. Archive validation data may thus bear nultiple
enbedded ti nme- stanps.

This technique is referred to as CAJES-A in the present docunent.
C. 4.6. Reference to Additional Data

Usi ng CAJES- X Type 1 or CAdES- X Type 2 extended validation data,
verifiers still need to keep track of all the conponents that were
used to validate the signature, in order to be able to retrieve them
again later on. These conponents may be archived by an externa
source, like a Trusted Service Provider; in which case, referenced
information that is provided as part of the ES with Conplete
val i dation data (CAJES-C) is adequate. The actual certificates and
CRL information reference in the CAJES-C can be gat hered when needed
for arbitration.

If references to additional data are not adequate, then the actua
values of all the certificates and revocation information required
may be part of the electronic signature. This technique is referred
to as CAJES-X Long Type 1 or CAdES- X Long Type 2 in the present
docunent .

C.4.7. Tinme-Stanping for Miutual Recognition
In sone business scenarios, both the signer and the verifier need to
time-stanp their own copy of the signature value. Ideally, the two
ti me-stanps should be as cl ose as possible to each other.
EXAMPLE: A contract is signed by two parties, A and B,
representing their respective organizations; to tinme-stanp the
signer and verifier data, two approaches are possible:

- under the ternms of the contract, a predefined conmnon
"trusted" TSA nmay be used;
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- if both organizations run their own time-stanping services, A
and B can have the transaction tine-stanped by these two
ti me-stanpi ng services.

In the latter case, the electronic signature will only be considered
valid if both time-stanps were obtained in due tinme (i.e., there
shoul d not be a |ong del ay between obtaining the two timnme-stanps).
Thus, neither A nor B can repudiate the signing tinme indicated by
their own tinme-stanping service. Therefore, A and B do not need to
agree on a comon "trusted" TSA to get a valid transacti on.

It is inportant to note that signhatures may be generated "off-I|ine"
and time-stanped at a later tinme by anyone, e.g., by the signer or
any recipient interested in validating the signature. The tine-stanp
over the signature fromthe signer can thus be provided by the
signer, together with the signed docunent, and/or be obtained by the
verifier follow ng receipt of the signed docunent.

The busi ness scenarios may thus dictate that one or nore of the

| ong-term signature tinme-stanpi ng nethods descri bed above be used.
This nmay be part of a nutually agreed Signature Validation Policy
that is part of an agreed signature policy under which digital
sighatures may be used to support the business relationship between
the two parti es.

C.4.8. TSA Key Conprom se

TSA servers should be built in such a way that once the private
signature key is installed, there is mninmal |ikelihood of conprom se
over as long as a possible period. Thus, the validity period for the
TSA' s keys should be as | ong as possi bl e.

Both the CAJES-T and the CAdES-C contain at |east one tine-stanp over
the signer’s signature. |n order to protect agai nst the conproni se
of the private signature key used to produce that tine-stanp, the
Archive validation data can be used when a different Tinme-Stanping
Authority key is involved to produce the additional tinme-stamp. |If
it is believed that the TSA key used in providing an earlier

ti me-stanp may ever be conpromised (e.g., outside its validity
period), then the CAdJES-A should be used. For extrenely |ong
periods, this nmay be applied repeatedly using new TSA keys.

This technique is referred to as a nested CAdES-A in the present
docunent .
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C.5. Miltiple Signatures

Sone el ectronic signatures nay only be valid if they bear nore than
one signature. This is generally the case when a contract is signed
between two parties. The ordering of the signatures may or may not
be inportant, i.e., one may or nmay not need to be applied before the
ot her.

Several forns of nultiple and counter signatures need to be
supported, which fall into two basic categori es:

- independent signatures;
- enbedded si gnat ures.

| ndependent signatures are parallel signatures where the ordering of
the signatures is not inportant. The capability to have nore than
one i ndependent signature over the sane data shall be provided.

Enbedded signatures are applied one after the other and are used
where the order in which the signhatures are applied is inportant.
The capability to sign over signed data shall be provided.

These fornms are described in Section 5.13. Al other nultiple
signhature schenes, e.g., a signed docunment with a countersignature,
doubl e countersignatures, or nmultiple signhatures can be reduced to
one or nore occurrences of the above two cases.

Annex D (Infornmative): Data Protocols to Interoperate with TSPs

D.1. Operational Protocols
The followi ng protocols can be used by signers and verifiers to
interoperate with Trusted Service Providers during the electronic
sighature creation and validation

D.1.1. Certificate Retrieval
User certificates, CA certificates, and cross-certificates can be
retrieved froma repository using the Lightweight Directory Access
Protocol as defined in RFC 3494 [ RFC3494], with the schema defined in
RFC 4523 [ RFC4523].

D.1.2. CRL Retrieval
Certificate revocation lists, including authority revocation lists
and partial CRL variants, can be retrieved froma repository using

the Lightweight Directory Access Protocol, as defined in RFC 3494
[ RFC3494], with the schema defined in RFC 4523 [ RFC4523].
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D.1.3. Online Certificate Status
As an alternative to the use of certificate revocation lists, the
status of a certificate can be checked using the Online Certificate
Status Protocol (OCSP), as defined in RFC 2560 [3].

D.1.4. Time-Stanping

The time-stanpi ng service can be accessed using the Tinme-Stanping
Protocol defined in RFC 3161 [7].

D. 2. Managenent Protocols

Signers and verifiers can use the followi ng nanagenent protocols to
manage the use of certificates.

D.2.1. Request for Certificate Revocation

Request for a certificate to be revoked can be made using the
revocation request and response nessages defined in RFC 4210
[ RFC4210] .

Annex E (Informative): Security Considerations
E.1. Protection of Private Key

The security of the electronic signature nechani smdefined in the
present docunent depends on the privacy of the signer’s private key.

| mpl enent ati ons shoul d take steps to ensure that private keys cannot
be conpronmi sed

E.2. Choice of Algorithns

| mpl enenters should be aware that cryptographic algorithns becone
weaker with time. As new cryptoanal ysis techni ques are devel oped and
computi ng perfornmance inproves, the work factor to break a particul ar
cryptographic algorithmw |l reduce. Therefore, cryptographic

al gorithminpl ementati ons should be nodul ar, allow ng new al gorithns
to be readily inserted. That is, inplenenters should be prepared for
the set of nandatory-to-inplenment algorithms to change over tine.

Pi nkas, et al. I nf or mat i onal [ Page 119]



RFC 5126 CVMB Advanced El ectronic Sighatures February 2008

Annex F (Informative): Exanple Structured Contents and M ME

F.

F.

1

1

Use of M ME to Encode Data

The signed content may be structured using M ME (Ml tipurpose
Internet Mail Extensions -- RFC 2045 [6]). Wiilst the MM structure
was initially developed for Internet email, it has a nunber of
features that make it useful to provide a commobn structure for
encodi ng a range of el ectronic docunents and other nulti-nedia data
(e.g., photographs, video). These features include:

- providing a neans of signalling the type of "object" being
carried (e.g., text, imge, ZIP file, application data);

- providing a neans of associating a file name with an object;

- associating several independent objects (e.g., a docunent and
image) to forma nulti-part object;

- handling data encoded in text or binary and, if necessary,
re-encodi ng the binary as text.

When encodi ng a single object, MM consists of:

- header information, foll owed by;

- encoded content.
This structure can be extended to support multi-part content.
1. Header Information
A M ME header includes:
M ME Version information: e.g., MME-Version: 1.0
Content type information, which includes information describing the
content sufficient for it to be presented to a user or application
process, as required. This includes information on the "nedia type
(e.g., text, image, audio) or whether the data is for passing to a
particular type of application. |In the case of text, the content

type includes information on the character set used, e.g.,
Content - Type: text/plain; charset="us-ascii"

Cont ent - encodi ng i nformation, which defines how the content is
encoded (see bel ow about encodi ng supported by M ME).
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O her information about the content, such as a description or an
associated file nane.

An exanpl e M ME header for text object is:

M nme-Version: 1.0
Cont ent - Type: text/plain; charset=lSO 8859-1
Cont ent - Tr ansf er - Encodi ng: quot ed- pri nt abl e

An exanple M ME header for a binary file containing a pdf docunent
is:

Cont ent - Type: application/ pdf

Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Descri ption: JCFV201. pdf

Cont ent - Di sposition: filename="JCFV201. pdf"

F.1.2. Content Encoding

M ME supports a range of nechani snms for encodi ng both text and binary
dat a.

Text data can be carried transparently as lines of text data encoded
in 7- or 8-bit ASCII characters. MME also includes a
"quot ed- printabl e" encodi ng that converts characters other than the
basic ASCII into an ASCI| sequence.

Bi nary can either be carried:
- transparently as 8-bit octets; or

- converted to a basic set of characters using a systemcalled
Base64.

NOTE: As there are sone mmil relays that can only handle 7-bit
ASCl |, Base64 encoding is usually used on the Internet.

F.1.3. Mul ti-Part Content

Several objects (e.g., text and a file attachnent) can be associ at ed
toget her using a special "nulti-part" content type. This is
i ndicated by the content type "nultipart” with an indication of the
string to be used indicating a separation between each part.

In addition to a header for the overall nmultipart content, each part

i ncludes its own header information indicating the inner content type
and encodi ng.
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An exanple of a nultipart content is:

M nme-Version: 1.0

Content - Type: nultipart/m xed; boundary="----
= Next Part _000_01BC4599. 98004A80"

Cont ent - Tr ansf er - Encodi ng: 7bi t

------ = Next Part_000_01BC4599. 98004A80
Content - Type: text/plain; charset=l SO 8859-1
Cont ent - Tr ansf er - Encodi ng: 7bi t

Per your request, |’ve attached our proposal for the Java Card Version
2.0 APl and the Java Card FAQ

------ = Next Part_000_01BC4599. 98004A80

Cont ent - Type: application/pdf; nane="JCFV201. pdf"

Cont ent - Tr ansf er - Encodi ng: base64

Cont ent - Descri pti on: JCFV201. pdf

Content - Di sposition: attachment; filenane="JCFV201. pdf"

O0MBR4KGx GUEAAAAAAAAAAAAAAAAAAAAAPGADAP7/ CQAGAAAAAAAAAAAAAAACAAAAAGAAAAA
AAAAAEAAAL AAAAAEAAADH! | | 1 AAAAAANAAAAGAAAA [ 111 TTTTTTTETTEEETEEErTErrrr
111111111 AANNAAQAYg==

------ = Next Part_000_01BC4599. 98004A80- -

Mul ti part content can be nested. So a set of associated objects
(e.g., HTML text and images) can be handled as a single attachnment to
anot her object (e.g., text).

The Content-Type fromeach part of the S/M M nessage indicates the
type of content.

F.2. S/IMME

The specific use of MME to carry CMS (extended as defined in the
present document) secured data is called S'M M (see [ RFC3851]).

S/IM ME carries electronic signhatures as either:

- an "application/pkcs7-m me" object with the CM5 carried as a
bi nary attachnment (PKCS7 is the nanme of the early version of
CMVE) .

The signed data may be included in the SignedData, which itself
may be included in a single S'M M object. See [RFC3851],
Section 3.4.2: "Signing Using application/pkcs7-minme with

Si gnedDat a" and Figure F.1 hereafter.
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or

- a "multipart/signed" object with the signed data and the
si gnature encoded as separate M ME obj ects.
The signed data is not included in the SignedData, and the CMVS
structure only includes the signature. See [RFC3851], Section
3.4.3: "Signing Using the nmultipart/signed Format" and Figure
F.2 hereafter.
Fomm e e o oo R e RS o SRS +
I | | | | _ I
| S/I'M ME || CAdES || M ME || pdf file |
I | | | | I
| Cont ent - Type=| | Si gnedDat a| | Cont ent - Type=| | Dear M Snmi t h|
| application/ || eContent ||application/ || Received |
| pkcs7-m ne [ ] | | pdf || 100 tins |
I | | | | I
| sm me-type= || /| | ] /| || M™M.Jones |
| signed-data || [ ----- + [ ------ + |
| IR + \ e + |
| I L R ARt +
| || | e +
| EREEEERREE +
Fomm e e o oo +

Figure F.1: Signing Using application/pkcs7-m ne
F.2.1. Using application/pkcs7-m me

This approach is simlar to handling signed data as any other binary

file attachnent.
An exanpl e of signed data encoded using this appro
Cont ent - Type: application/pkcs7-mi ne;

Cont ent - Tr ansf er - Encodi ng: base64
Content-Di sposition: attachnent;

sm ne-type=s
filename=sni nme. p7

567CGhl G Hf YT6ghyHhHUUj pf yF4f 8HHGTr f vhdhj H776t bB9
77n8HHGTOHAVQpf yF467CGhl GF Hf YT6r f vbnj 756t bBghyHh
HUuj hJh4VQpf yF467Chl G Hf YGTr f vbnj T6j H7756t bBOH7N
6YT64VOChI G Hf Qbnj 75
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F.2.2. Using application/pkcs7-signature

CVB al so supports an alternative structure where the signature and
data being protected are separate M ME objects carried within a
single nessage. In this case, the signed data is not included in the
Si gnedData, and the CMS structure only includes the signature. See

[ RFC3851], Section 3.4.3: "Signing Using the nultipart/signed Format"
and Figure F.2 hereafter

An exanpl e of signed data encoded using this approach is:

Content - Type: nultipart/signed,
prot ocol ="appl i cati on/ pkcs7-si gnature"
m cal g=shal; boundary=boundary42

- -boundary42
Content - Type: text/plain

This is a cl ear-signed nessage.
- -boundary42

Cont ent - Type: application/ pkcs7-signature; nanme=sni ne. p7s
Cont ent - Tr ansf er - Encodi ng: base64
Content-Di sposition: attachment; fil enane=smn ne. p7s

ghyHhHUuj hdhj H77n8HHGTr f vbnj 756t bBOHAVQpf yF467Chl G Hf YT6
4VQf yF467ChI G Hf YT6j H7 7n8HHGghy HhHUUj hdh756t bBOHGTT f vbnj
N8HHGTY f vhihj H7 76t bBOHAVQbnj 7567ChI & Hf YT6ghyHhHUUj pf yF4
7Chl & Hf YT64VQbnj 756

- -boundary42- -
Wth this second approach, the signed data passes through the CM5
process and is carried as part of a multiple-parts signed MM

structure, as illustrated in Figure F.2. The CMS structure just
hol ds the el ectronic signature.

Pi nkas, et al. | nf or mat i onal [ Page 124]



RFC 5126 CVMB Advanced El ectronic Sighatures February 2008

SRS o ot S B RS +
I [ | [ | | | I
| M ME || CAdES [ ] M ME || pdf file

I [ | [ | | | I
| Cont ent - Type= || Si gnedDat a| | Cont ent - Type=| | Dear M Sm t h|
| mul tipart/ | | | application/ || Received |
| si gned | | | pdf || 2100 tins |
I /1 | | | | | | I
| R L + /| || M™M.Jones

| LR R + [ ----- + |
| \ |1 |1 \ oo + |
| Content - Type= || | ] \ | | $----cmmeaen +
| appl i cation/ | ] R +

| pdf [ | I

I [ | I

| Cont ent - Type= || |

| appl i cati on/ | |

| pkcs7-signature|| |
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Figure F.2: Signing Using application/pkcs7-signature

This second approach (nultipart/signed) has the advantage that the
si gned data can be decoded by any M ME-conpatible systemeven if it
does not recogni ze CM5-encoded el ectroni c signatures.

Annex G (Informative): Relationship to the European Directive and EESS
G 1. Introduction

Thi s annex provides an indication of the relationship between

el ectronic signatures created under the present document and

requi rements under the European Parlianent and Council Directive on a
Community framework for el ectronic signatures.

NOTE: Legal advice should be sought on the specific nationa
| egi slation regardi ng use of el ectronic signatures.

The present docunent is one of a set of standards that has been
defined under the "European El ectronic Signature Standardization
Initiative" (EESSI) for electronic signature products and sol utions
conpliant with the European Directive for Electronic Signatures.
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G 2. Electronic Signhatures and the Directive
This directive defines electronic signatures as:

- "data in electronic formwhich are attached to or logically
associ ated with other electronic data and whi ch serve as a
net hod of authentication”.

The directive states that an el ectronic signature should not be
deni ed "l egal effectiveness and admissibility as evidence in |egal
proceedi ngs" solely on the grounds that it is in electronic form

The directive identifies an electronic signature as having
equi val ence to a hand-witten signature if it nmeets specific
criteria:

- it is an "advanced el ectronic signature" with the follow ng
properti es:

a) it is uniquely linked to the signatory;
b) it is capable of identifying the signatory;

c) it is created using nmeans that the signatory can nmaintain
under his sole control; and

d) it is linked to the data to which it relates in such a
manner that any subsequent change of the data is detectable.

- it is based on a certificate that nmeets detailed criteria given
in Annex | of the directive and is issued by a
"certification-service-provider" that neets requirenments given
in Annex Il of the directive. Such a certificate is referred to
as a "qualified certificate"

- it is created by a "device", for which detailed criteria are
given in Annex IIl of the directive. Such a device is referred
to a "secure-signature-creation device"

This formof electronic signature is referred to as a "qualified
el ectronic signature” in EESSI (see bel ow).
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G 3. ETSI Electronic Signature Formats and the Directive

An electronic signature created in accordance with the present
docunent is:

a) considered to be an "electronic signature" under the terns of
the Directive;

b) considered to be an "advanced el ectronic signature" under the
terms of the Directive;

c) considered to be a "Qualified Electronic Signature", provided
the additional requirenents in Annex I, Il, and Ill of the
Directive are net. The requirenents in Annex I, Il, and IIl of
the Directive are outside the scope of the present docunent,
and are subject to standardization el sewhere.

G 4. EESSI Standards and C asses of Electronic Signature
G 4.1. Structure of EESSI Standardization

EESS|I | ooks at standards in several areas. See the ETSI and CEN web
sites for the |atest |ist of standards and their versions:

- use of X 509 public key certificates as qualified certificates;

- security Managenent and Certificate Policy for CSPs |ssuing
Qualified Certificates;

- security requirenents for trustworthy systems used by CSPs
I ssuing Qualified Certificates;

- security requirenents for Secure Signature Creation Devices;
- security requirenents for Signature Creation Systens;

- procedures for Electronic Signature Verification;

- electronic signature syntax and encodi ng fornmats;

- protocol to interoperate with a Time-Stanping Authority;

- Policy requirenents for Tinme-Stanping Authorities; and

- XM. el ectronic signature formats.
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Each of these standards addresses a range of requirenents, including
the requirements of Qualified Electronic Signatures, as specified in
Article 5.1 of the Directive. However, sone of them al so address
general requirenents of electronic signatures for business and

el ectronic commerce, which all fall into the category of Article 5.2
of the Directive. Such variation in the requirenents nmay be
identified either as different levels or different options.

G 4.2. Casses of Electronic Signatures

Since sone of these standards address a range of requirenents, it may
be useful to identify a set of standards to address a specific

busi ness need. Such a set of standards and their uses define a class
of electronic signature. The first class already identified is the
qualified electronic signature, fulfilling the requirenents of
Article 5.1 of the Directive.

A limted nunber of "classes of electronic signatures" and
correspondi ng profiles could be defined in close cooperation with
actors on the nmarket (business, users, suppliers). The need for such
standards is envisaged, in addition to those for qualified electronic
sighatures, in areas such as:

- different classes of electronic signatures with long-term
validity;

- electronic signatures for business transactions with limted
val ue.

G 4.3. Electronic Signature C asses and the ETSI El ectronic Signature
For mat

The el ectronic signature format defined in the present docunent is
applicable to the EESSI area "electronic signature and encodi ng
formats".

An el ectronic signature produced by a signer (see Section 5 and
conformance Section 10.1) is applicable to the proposed class of
el ectronic signature: "qualified electronic signatures fulfilling
article 5.1".

Wth the addition of attributes by the verifier (see Section 6 and

conformance Section 10.2) the qualified electronic signhature supports
long-termvalidity.
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Annex H (Informative): APlIs for the Generation and Verification of
El ectroni ¢ Signatures Tokens

Wil e the present docunent describes the data format of an electronic
signature, the question is whether there exist APlIs (Application
Progranm ng Interfaces) able to manipul ate these structures. At

| east two such APIs have been defined; one set by the I ETF and

anot her set by the OMG ((bj ect Managenent G oup).

H 1. Data Fram ng

In order to be able to use either of these APIs, it will be necessary
to frame the previously defined electronic signature data structures
usi ng a nechani smindependent token format. Section 3.1 of RFC 2743
[ RFC2743] specifies a mechani smindependent |evel of encapsul ating
representation for the initial token of a GSS-API context
establ i shment sequence, incorporating an identifier of the mechanism
type to be used on that context and enabling tokens to be interpreted
unabm guously.

In order to be processable by these APls, all electronic sighature
data formats that are defined in the present docunent shall be framed
follow ng that description

The encoding format for the token tag is derived fromASN. 1 and DER
but its concrete representation is defined directly in terns of
octets rather than at the ASN. 1 level, in order to facilitate

i nteroperabl e inplenentati on without use of general ASN. 1 processing
code. The token tag consists of the followi ng elenents, in order:

1) 0x60 -- Tag for RFC 2743 SEQUENCE; i ndicates that constructed
form definite | ength encoding follows.

2) Token-length octets, specifying | ength of subsequent data
(i.e., the sutmed | engths of elenments 3 to 5 in this list, and
of the nechani smdefined token object following the tag). This
el enent conprises a variable nunber of octets:

a) If the indicated value is less than 128, it shall be

represented in a single octet with bit 8 (high order) set to
"0" and the remaining bits representing the val ue.
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b) If the indicated value is 128 or nore, it shall be
represented in two or nore octets, with bit 8 of the first
octet set to "1" and the rermaining bits of the first octet
speci fying the nunber of additional octets. The subsequent
octets carry the value, 8 bits per octet, with the nost
significant digit first. The m ni mum nunber of octets shall
be used to encode the length (i.e., no octets representing
| eadi ng zeros shall be included within the | ength encoding).

0x06 -- Tag for OBJECT | DENTI FI ER

bj ect identifier length -- length (nunber of octets) of the
encoded object identifier contained in elenent 5 encoded per
rul es as described in 2a) and 2b) above.

object identifier octets -- variable nunber of octets, encoded
per ASN. 1 BER rul es:

- The first octet contains the sumof two val ues:

(1) the top-level object identifier conponent, nultiplied by
40 (decimal); and

(2) the second-I|evel object identifier conponent.

This special case is the only point within an object
identifier encoding where a single octet represents
contents of nore than one conponent.

- Subsequent octets, if required, encode successively | ower
conmponents in the represented object identifier. A
conmponent’ s encodi ng may span nultiple octets, encoding 7
bits per octet (nost significant bits first) and with bit
8 set to "1" on all but the final octet in the conponent’s
encodi ng. The m ni num nunber of octets shall be used to
encode each conponent (i.e., no octets representing
| eadi ng zeros shall be included within a conponent’s
encodi ng) .

NOTE: In many inplenmentations, elements 3 to 5 may be stored and
ref erenced as a contiguous string constant.

The t

oken tag is imMmediately foll owed by a nechani sm defi ned token

object. Note that no independent size specifier intervenes follow ng
the object identifier value to indicate the size of the
mechani sm def i ned t oken obj ect.
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Tokens conform ng to the present docunent shall have the follow ng
ODin order to be processabl e by |IDUP-APIs

i d-etsi-es-IDUP-Mechani smv1l OBJECT | DENTIFIER :: =

{ itu-t(0) identified-organization(4) etsi(0)
el ectroni c-signature-standard (1733) partl (1) |DUPMechani sm (4)
etsi ESvl(1) }

H 2. | DUP-GSS-APlIs Defined by the | ETF

The | ETF CAT WG produced, in Decenber 1998, an RFC (RFC 2479

[ RFC2479]) under the nane of |DUP-GSS- APl (I ndependent Data Unit
Protection) able to handle the electronic signature data format
defined in the present docunent.

The | DUP- GSS- APl i ncl udes support for non-repudi ati on services.

It supports evidence generation, where "evidence" is infornation that
either by itself, or when used in conjunction with other informtion
is used to establish proof about an event or action, as well as

evi dence verification

| DUP supports various types of evidences. Al the types defined in
| DUP are supported in the present docunent through the
comm tment -t ype paraneter.

Section 2.3.3 of IDUP describes the specific calls needed to handl e
evidence ("EV' calls). The "EV' group of calls provides a sinple,
hi gh-level interface to underlying | DUP nechani sns when application
devel opers need to deal with only evidence: not with encryption or
integrity services.

Al'l generations and verification are perfornmed according to the
content of a NR policy that is referenced in the context.

Get _token_details is used to return the attributes that correspond to
a given input token to an application. Since |DUP-GSS-API tokens are
meant to be opaque to the calling application, this function allows
the application to determ ne informati on about the token w thout
having to violate the opaqueness intention of IDUP. O prinmary

i nportance is the nmechanismtype, which the application can then use
as input to the I DUP_Establish Env() call in order to establish the
correct environment in which to have the token processed.

Gener at e_t oken generates a non-repudi ati on token using the current
envi ronnent .
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Verify_evidence verifies the evidence token using the current
environnent. This operation returns a major_status code that can be
used to determ ne whether the evidence contained in a token is
conplete (i.e., can be successfully verified (perhaps years) later).
If a token’s evidence is not conplete, the token can be passed to
anot her APlI, formconplete pidu, to conplete it. This happens when a
status "conditionally valid" is returned. That status corresponds to
the status "validation inconplete" of the present docunent.

Form conmplete_PIDU is used prinmarily when the evidence token itself
does not contain all the data required for its verification, and it
is anticipated that sonme of the data not stored in the token may
beconme unavail able during the interval between generation of the

evi dence token and verification unless it is stored in the token

The Form Conpl ete_PI DU operati on gathers the m ssing information and
includes it in the token so that verification can be guaranteed to be
possi bl e at any future tine.

H 3. CORBA Security Interfaces Defined by the OMG

Non-repudi ation interfaces have been defined in "CORBA Security", a
docunent produced by the OMG (Cbj ect Managenent Group). These
interfaces are described in IDL (Interface Definition Language) and
are optional

The handling of "tokens" supporting non-repudiation is done through
the followi ng interfaces:

set _NR features specifies the features to apply to future
evi dence generation and verification operations;

- get_NR features returns the features that will be applied to
future evidence generation and verification operations;

- generate_token generates a non-repudi ati on token using the
current non-repudi ation features;

- verify_evidence verifies the evidence token using the current
non-repudi ati on features;

- get_tokens_details returns informati on about an input
non-repudi ati on token. The information returned depends upon
the type of token;

- formconpl ete_evidence is used when the evidence token itself
does not contain all the data required for its verification, and
it is anticipated that some of the data not stored in the token
may becone unavail able during the interval between generation of
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the evidence token and verification unless it is stored in the
token. The form conpl ete_evi dence operation gathers the m ssing
information and includes it in the token so that verification
can be guaranteed to be possible at any future tine.

NOTE: The simlarity between the two sets of APIs is noticeable.
Annex | (Informative): Cryptographic Al gorithmns

RFC 3370 [10] describes the conventions for using severa
cryptographic algorithns with the Crytographi c Message Syntax (CWVB).
Only the hashing and signing algorithns are appropriate for use with
the present docunent.

Since the publication of RFC 3370 [10], MD5 has been broken. This
algorithmis no | onger considered appropriate and has been del et ed
fromthe |ist of algorithmns.

I.1. Digest A gorithns
l.1.1. SHA-1

The SHA-1 digest algorithmis defined in FIPS Pub 180-1. The
algorithmidentifier for SHA-1 is:

sha-1 OBJECT IDENTIFIER ::={ iso(1) identified-organization(3) oiw14)
secsig(3) algorithnm(2) 26 }

The Algorithm dentifier paranmeters field is optional. |If present,
the parameters field shall contain an ASN.1 NULL. I nplenentations
shoul d accept SHA-1 Algorithm dentifiers with absent paranmeters as
wel | as NULL paraneters. |Inplenentations should generate SHA-1

Al gorithmdentifiers with NULL paraneters.

|.1.2. Ceneral

The following is a selection of work that has been done in the area
of digest algorithns or, as they are often called, hash functions:

- SO TEC 10118-1 (1994) [1SO10118-1]: "Information technol ogy -
Security techniques - Hash-functions - Part 1. Ceneral". 1SQIEC
10118-1 contains definitions and describes basic concepts.

- SO 1EC 10118-2 (1994) [1S0O10118-2]: "Information technol ogy -
Security techniques - Hash-functions - Part 2: Hash-functions

using an n-bit block cipher algorithnf. [1SOI1EC 10118-2
specifies two ways to construct a hash-function froma bl ock
ci pher.
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| SO I EC 10118-3 (1997) [1SO10118-3]: "Information technol ogy -
Security techniques - Hash-functions - Part 3: Dedicated
hash-functions”. |1SOIEC 10118-3 specifies the follow ng

dedi cat ed hash-functi ons:

- SHA-1 (FIPS 180-1);
- RI PEMD- 128;
- RI PEMD- 160.

- SO 1EC 10118-4 (1998) [1S0O10118-4]: "Information technol ogy -
Security techniques - Hash-functions - Part 4: Hash-functions
usi ng nodul ar arithnetic".

- RFC 1320 (PS 1992): "The MY Message-Di gest Algorithni. RFC
1320 specifies the hash-function M)4. Today, MM4 is considered
out dat ed.

- RFC 1321 (I 1992): "The MD5 Message-Digest Algorithm. RFC 1321
(informational) specifies the hash-function MD5. Today, MD5 is
not recomended for new i npl enent ati ons.

- FIPS Publication 180-1 (1995): "Secure Hash Standard". FIPS
180-1 specifies the Secure Hash Al gorithm (SHA), dedi cated hash-
function devel oped for use with the DSA. The original SHA,
published in 1993, was slightly revised in 1995 and renaned
SHA- 1.

- ANSI X9.30-2 (1997) [X9.30-2]: "Public Key Cryptography for the
Fi nanci al Services Industry - Part 2: The Secure Hash Al gorithm
(SHA-1)". X9.30-2 specifies the ANSI-Version of SHA-1.
- ANSI X9.31-2 (1996) [X9.31-2]: "Public Key Cryptography Using
Reversi ble Algorithnms for the Financial Services Industry - Part
2: Hash Algorithnms". X9.31-2 specifies hash algorithns.
I.2. Digital Signature Al gorithns
I.2.1. DSA
The DSA signature algorithmis defined in FIPS Pub 186. DSA is
al ways used with the SHA-1 nessage digest algorithm The al gorithm
identifier for DSA is:

i d-dsa-wi th-shal OBJECT IDENTIFIER ::= { iso(1l) nmenber-body(2) us(840)
x9-57 (10040) x9cm(4) 3}

The Al gorithm dentifier parameters field shall not be present.
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1.2.2. RSA

The RSA signature algorithmis defined in RFC 3447 [RFC3447]. RFC
3370 [10] specifies the use of the RSA signature algorithmw th the
SHA-1 algorithm The algorithmidentifier for RSAwith SHA-1 is:

ShalW t hRSAEncrypti on OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkecs-1(1) 5}

NOTE: RFC 3370 [10] reconmends that MD5 not be used for new
i mpl ement ati ons.

|.2.3. Ceneral

The following is a selection of work that has been done in the
area of digital signature nmechani sns:

- FIPS Publication 186 (1994): "Digital Signature Standard".
NIST's Digital Signature Al gorithm (DSA) is a variant of
El Ganmal ' s Discrete Logarithm based digital signature nechani sm
The DSA requires a 160-bit hash-function and mandat es SHA- 1.

- | EEE P1363 (2000) [P1363]: "Standard Specifications for Public-
Key Cryptography”. |EEE P1363 contains nmechanisns for digital
signatures, key establishnent, and enci phernment based on three
famlies of public key schenes:

- "Conventional"” Discrete Logarithm (DL)-based techniques, i.e.,
Diffie-Hellman (DH) key agreenent, Menezes- Qu-Vanstone (M) key
agreenent, the Digital Signature Al gorithm (DSA), and
Nyber g- Rueppel (NR) digital signatures;

- Elliptic Curve (EC)-based variants of the DL-nmechani sns
specified above, i.e., EC-DH, EC M), EC DSA, and EC-NR  For
elliptic curves, inplenentation options include nod p and
characteristic 2 with polynom al or normal basis representation;

- Integer Factoring (IF)-based techniques, including RSA
encryption, RSA digital signatures, and RSA-based key transport.

- ISOTEC 9796-2 (1997) [1S0O796-2]: "Information technol ogy -
Security techniques - Digital signhature schenes giving nessage
recovery - Part 2: Mechani sms using a hash-function". 1SO1IEC
9796-2 specifies digital signature nechanisnms with parti al
nessage recovery that are al so based on the RSA techni que but
nmake use of a hash-function.
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| SO I EC 9796-4 (1998) [ISCA796-4]: "Digital signature schenes
gi ving nmessage recovery - Part 4: Discrete |ogarithm based
nmechani sns”. |SO | EC 9796-4 specifies digital signature
nmechani sns with partial nmessage recovery that are based on

Di screte Logarithmtechniques. The docunment includes the
Nyber g- Rueppel schene.

| SO 1 EC 14888-1 [1S014888-1]: "Digital signatures wi th appendi x
- Part 1: General". 1SQOIEC 14888-1 contains definitions and
descri bes the basic concepts of digital signatures with
appendi X.

| SO 1 EC 14888-2 [1S014888-2]: "Digital signatures wi th appendi x

- Part 2: ldentity-based nechanisnms”. |SQO|EC 14888-2 specifies
digital signature schenes w th appendi x that make use of
identity-based keying material. The docunent includes the

zer o- knowl edge techni ques of Fiat-Shamir and Cuill ou- Qui squater

| SO I EC 14888-3 [1S014888-3]: "Digital signatures wi th appendi x
- Part 3. Certificate-based nmechanisns". |1SQO|EC 14888-3
specifies digital signature schenmes with appendi x that make use
of certificate-based keying material. The docunent includes
five schenes:

- DSA;

- EC-DSA, an elliptic curve-based analog of NIST's Digital
Si gnature Al gorithm

- Poi nt cheval - Vaudeney si gnat ures;

- RSA signat ures;

- ESI G\

| SO | EC 15946-2 (2002) [1S015946-2]: "Cryptographic techni ques
based on elliptic curves - Part 2: Digital signatures”,
specifies digital signature schenes with appendix using elliptic
curves.

The document includes two schenes:

- EC-DSA, an elliptic curve-based analog of NIST's Digital
Si gnature Al gorithm

- EC-AW/, an elliptic curve-based anal og of the Agnew Mil | er-
Vanst one signature al gorithm
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- ANSI X9.31-1 (1997) [X9.31-1]: "Public Key Cryptography Using
Reversi ble Algorithms for the Financial Services Industry - Part
1: The RSA Signature Algorithnf. ANSI X9.31-1 specifies a
digital signature nechani smw th appendi x using the RSA public
key techni que.

- ANSI X9.30-1 (1997) [X9.30-1]: "Public Key Cryptography Using
Irreversible Algorithns for the Financial Services |Industry -
Part 1: The Digital Signature Al gorithm (DSA)". ANSI X9.30-1
specifies the DSA, NNIST's Digital Signature Al gorithm

- ANSI X9.62 (1998) [X9.62]: "Public Key Cryptography for the
Fi nanci al Services Industry - The Elliptic Curve Digital
Signature Algorithm (ECDSA)". ANSI X9.62 specifies the Elliptic
Curve Digital Signature Algorithm an analog of NIST's Digital
Signature Al gorithm (DSA) using elliptic curves. The appendices
provide tutorial information on the underlying mathematics for
elliptic curve cryptography and gi ve many exanpl es.

Annex J (Informative): Quidance on Nami ng
J.1. Allocation of Nanes

The subj ect name shall be allocated through a registration schene
adm ni stered through a Registration Authority (RA) to ensure

uni queness. This RA may be an independent body or a function carried
out by the Certification Authority.

In addition to ensuring uni queness, the RA shall verify that the nane
al l ocated properly identifies the applicant and that authentication
checks are carried out to protect against masquerade.

The nane allocated by an RA is based on registration infornation
provi ded by, or relating to, the applicant (e.g., his personal nane,
date of birth, residence address) and information allocated by the
RA. Three variations commonly exist:

- the nane is based entirely on registration information, which
uni quely identifies the applicant (e.g., "Pierre Durand (born
on) July 6, 1956");

- the nane is based on registration information, with the addition
of qualifiers added by the registration authority to ensure
uni queness (e.g., "Pierre Durand 12");

- the registration information is kept private by the registration

authority and the registration authority allocates a
"pseudonyn'.
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J.2. Providing Access to Registration Information

Under certain circunstances, it nay be necessary for information used
during registration, but not published in the certificate, to be made
available to third parties (e.g., to an arbitrator to resolve a

di spute or for law enforcenment). This registration information is
likely to include personal and sensitive information.

Thus, the RA needs to establish a policy for:

- whether the registration information should be discl osed;
- to whom such informati on shoul d be di scl osed;
- under what circunstances such information should be

di scl osed.

This policy may be different whether the RA is being used only within
a conmpany or for public use. The policy will have to take into
account national legislation and in particular any data protection
and privacy | egislation.

Currently, the provision of access to registration is a |local matter
for the RA. However, if open access is required, standard protocols,
such as HITP -- RFC 2068 (Internet Wb Access Protocol), may be

enpl oyed with the addition of security nechani sms necessary to neet
the data protection requirenents (e.g., Transport Layer Security --
RFC 4346 [ RFC4346]) with client authentication.

J. 3. Naming Schenes
J.3.1. Naming Schenes for Individual Ctizens

In some cases, the subject name that is contained in a public key
certificate may not be neani ngful enough. This nay happen because of
t he exi stence of homobnyns or because of the use of pseudonyns. A

di stinction could be made if nore attributes were present. However,
adding nore attributes to a public key certificate placed in a public
repository woul d be goi ng agai nst the privacy protection
requirenments.

In any case, the Registration Authority will get information at the
time of registration, but not all that information will be placed in
the certificate. In order to achieve a bal ance between these two

opposite requirenents, the hash val ues of sone additional attributes
can be placed in a public key certificate. When the certificate
owner provides these additional attributes, then they can be
verified. Using bionetrics attributes nmay unambi guously identify a
person. Exanples of bionmetrics attributes that can be used include:
a picture or a manual signature fromthe certificate owner

Pi nkas, et al. I nf or mat i onal [ Page 138]



RFC 5126 CVMB Advanced El ectronic Sighatures February 2008

NOTE: Using hash val ues protects privacy only if the possible
inputs are | arge enough. For exanple, using the hash of a
person’s social security nunber is generally not sufficient since
it can easily be reversed.

A picture can be used if the verifier once net the person and | ater
on wants to verify that the certificate that he or she got relates to
t he person whomwas net. |In such a case, at the first exchange, the
picture is sent, and the hash contained in the certificate may be
used by the verifier to verify that it is the right person. At the
next exchange, the picture does not need to be sent again.

A manual signature may be used if a signed docunent has been received
bef orehand. |In such a case, at the first exchange, the draw ng of
the manual signature is sent, and the hash contained in the
certificate nmay be used by the verifier to verify that it is the

ri ght manual signature. At the next exchange, the nmanual signature
does not need to be sent again.

J.3.2. Nanming Schenmes for Enployees of an Organi zation

The nanme of an enpl oyee within an organization is likely to be sone
conbi nati on of the name of the organization and the identifier of the
enpl oyee within that organi zation

An organi zation nane is usually a registered nane, i.e., business or
tradi ng name used in day-to-day business. This nanme is registered by
a Naming Authority, which guarantees that the organization’s

regi stered name i s unanmbi guous and cannot be confused wi th anot her

or gani zati on.

In order to get nore infornmati on about a given registered
organi zation nanme, it is necessary to go back to a publicly available
di rectory maintained by the Nam ng Authority.

The identifier may be a nane or a pseudonym (e.g., a nickname or an
enpl oyee nunber). Wen it is a name, it is supposed to be
descriptive enough to unanbi guously identify the person. Wien it is
a pseudonym the certificate does not disclose the identity of the
person. However, it ensures that the person has been correctly
authenticated at the time of registration and therefore may be
eligible to sone advantages inplicitly or explicitly obtained through
the possession of the certificate. |In either case, however, this can
be insufficient because of the existence of hononyns.

Pl acing nore attributes in the certificate may be one solution, for

exanpl e, by giving the organization unit of the person or the nane of
a city where the office is |l ocated. However, the nore information is
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placed in the certificate, the nore problens arise if there is a
change in the organization structure or the place of work. So this
may not be the best solution. An alternative is to provide nore
attributes (like the organization unit and the place of work) through
access to a directory naintained by the conmpany. It is likely that,
at the tinme of registration, the Registration Authority got nore

i nformati on than what was placed in the certificate, if such

addi tional information is placed in a repository accessible only to

t he organi zati on
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