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Sieve Email Filtering: Body Extension
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract
Thi s docunent defines a new command for the "Sieve" email filtering

| anguage that tests for the occurrence of one or nore strings in the
body of an emmil nessage.
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1. Introduction

The "body" test checks for the occurrence of one or nore strings in
the body of an emmil nmessage. Such a test was initially discussed
for the [SIEVE] base docunent, but was subsequently renpved because
it was thought to be too costly to inplenent.

Nevert hel ess, several server vendors have inplemented sonme form of
the "body" test.

Thi s docunent reintroduces the "body" test as an extension, and
specifies its syntax and semanti cs.

2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ KEYWORDS] .

Conventions for notations are as in [SIEVE] Section 1.1, including
the use of the "Usage:" |abel for the definition of text and tagged
argument synt ax.

The rules for interpreting the grammar are defined in [SIEVE] and
inherited by this specification. In particular, readers of this
docunent are rem nded that according to [SIEVE] Sections 2.6.2 and
2.6.3, optional argunents such as COVWPARATOR and MATCH TYPE can
appear in any order.

3. Capability ldentifier

The capability string associated with the extension defined in this
docunent is "body".

4. Test body

Usage: "body" [COVWPARATOR] [ MATCH TYPE] [ BODY- TRANSFORM
<key-list: string-list>

The body test matches content in the body of an email nessage, that
is, anything following the first enpty line after the header. (The
enpty line itself, if present, is not considered to be part of the

body.)

The COVPARATOR and MATCH TYPE keyword paraneters are defined in
[SIEVE]. As specified in Sections 2.7.1 and 2.7.3 of [SIEVE], the
default COVMPARATOR is "i;ascii-casenap” and the default MATCH TYPE is
s,
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The BODY- TRANSFORM i s a keyword paraneter that governs how a set of
strings to be natched agai nst are extracted fromthe body of the
nmessage. |f a message consists of a header only, not followed by an
enpty line, then that set is enpty and all "body" tests return fal se,
i ncluding those that test for an enpty string. (This is sinilar to
how t he "header" test always fails when the naned header fields
aren’t present.) Oherw se, the transform nust be followed as
defined below in Section 5.

Note that the transformations defined here do *not* match agai nst
each line of the nmessage i ndependently, so the strings will usually
contain CRLFs. How these can be matched is governed by the
conmparator and match-type. For exanple, with the default conparator
of "i;ascii-casemap”, they can be included literally in the key
strings, or be matched with the "*" or "?" wldcards of the :matches
mat ch-type, or be skipped with :contains.

5. Body Transform

Prior to matching content in a nessage body, "transformati ons" can be
applied that filter and decode certain parts of the body. These
transformati ons are selected by a "BODY- TRANSFORM' keyword par amet er

Usage: ":raw'
/[ ":content" <content-types: string-list>
/[ ":itext"

The default transformation is :text.
5.1. Body Transform ":raw'

The ":raw' transform matches agai nst the entire undecoded body of a
nmessage as a single item

If the specified body-transformis ":raw', the [M ME structure of
the body is irrelevant. The inplenentation MJST NOT renove any
transfer encoding fromthe nmessage, MJST NOT refuse to filter
nmessages with syntactic errors (unless the environnent it is part of
rejects themoutright), and MJST treat nultipart boundaries or the
M ME headers of enclosed body parts as part of the content being

mat ched agai nst, instead of MM structures to interpret.

Degener & Cuent her St andar ds Track [ Page 3]



RFC 5173 Sieve Email Filtering: Body Extension April 2008

Exanpl e:
require "body";

# This will match a nessage containing the literal text
# "MAKE MONEY FAST" in body parts (ignoring any

# content-transfer-encodi ngs) or MM headers other than
# the outernost RFC 2822 header.

if body :raw :contains "MAKE MONEY FAST" ({
di scard;
}

5.2. Body Transform ":content"

If the body transformis ":content”, the MM parts that have the
specified content types are matched agai nst i ndependently.

I f an individual content type begins or ends with a '/’ (slash) or
contains nultiple slashes, then it natches no content types.

O herwise, if it contains a slash, then it specifies a ful

<type>/ <subtype> pair, and natches only that specific content type.
If it is the enpty string, all MM content types are natched.

O herwise, it specifies a <type> only, and any subtype of that type
matches it.

The search for MM parts natching the :content specification is
recursive and automatically descends into nmultipart and

message/ rfc822 M ME parts. Al MM parts with matching types are
searched for the key strings. The test returns true if any

conbi nati on of a searched M ME part and key-Ilist argument match.

If the :content specification nmatches a multipart MM part, only the
prol ogue and epil ogue sections of the part will be searched for the
key strings, treating the entire prologue and the entire epil ogue as
separate strings; the contents of nested parts are only searched if
their respective types match the :content specification

If the :content specification natches a nmessage/rfc822 MM part,
only the header of the nested nmessage will be searched for the key
strings, treating the header as a single string; the contents of the
nest ed nessage body parts are only searched if their content type
mat ches the :content specification

For other MME types, the entire part will be searched as a single
string.
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(Mat ches agai nst container types with an enpty match string can be
useful as tests for the existence of such parts.)

Exanpl e:
From Whonever
To: Soneone
Dat e: \Wenever
Subj ect: what ever
Content - Type: nultipart/m xed; boundary=out er

& This is a multi-part nessage in MM fornmat.

--outer
Content-Type: nultipart/alternative; boundary=i nner

& This is a nested nulti-part nessage in MM fornat.

&
--inner
Content - Type: text/plain; charset="us-ascii"
$ Hello
$
--inner
Content - Type: text/htm ; charset="us-ascii"
% <htm ><body>Hel | o</ body></htm >
%
--inner--
&
& This is the end of the inner MME nultipart.
&
--outer
Cont ent - Type: nessage/rfc822
I From Soneone Else
I Subject: hello request
$ Please say Hello
$
--outer--
&
& This is the end of the outer MME nultipart.
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In the above exanple, the "&, '$, "%, and !’ characters at the
start of a line are used to illustrate what portions of the exanple
nmessage are used in tests:

- the lines starting with & are the ones that are tested when a
"body :content "nultipart" :contains "M ME"' test is executed.

- the lines starting with '$ are the ones that are tested when a
"body :content "text/plain" :contains "Hello"' test is executed.

- the lines starting with "% are the ones that are tested when a
"body :content "text/html" :contains "Hello"' test is executed.

- the lines starting with '$ or '% are the ones that are tested
when a ' body :content "text" :contains "Hello" test is executed.

- the lines starting with !’ are the ones that are tested when a
"body :content "nessage/rfc822" :contains "Hello"' test is
execut ed.

Conparisons are performed on octets. |Inplenentations decode the
content-transfer-encoding and convert text to [UTF-8] as input to the
conmparator. M ME parts that cannot be decoded and converted MAY be

treated as plain US-ASCI I, onmitted, or processed according to |ocal
conventions. A NUL octet (character zero) SHOULD NOT cause early
ternmination of the content being conpared against. |nplenentations
MUST support the "quoted-printable", "base64", "7bit", "8bit", and
"bi nary" content transfer encodings. |nplenentations MJUST be capabl e
of converting to UTF-8 the US-ASCI I, |SO 8859-1, and the US-ASCl |

subset of | SO 8859-* character sets.

Each matched part is matched agai nst independently: search
expressi ons MJUST NOT match across M ME part boundaries. M ME headers
of the containing part MJST NOT be included in the data.
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Exanpl e:
require ["body", "fileinto"];

# Save any nessage with any text M ME part that contains the
# words "mssile" or "coordinates" in the "secrets" folder.

if body :content "text" :contains ["nissile", "coordinates"] {
fileinto "secrets";
}

# Save any nessage with an audio/nmp3 M ME part in
# the "jukebox" folder.

i f body :content "audio/nmp3" :contains "" {
fileinto "jukebox";
}

5.3. Body Transform":text"

The ":text" body transform matches against the results of an
i npl ementation’s best effort at extracting UTF-8 encoded text from a
nessage.

It is unspecified whether this transformation results in a single
string or nultiple strings being matched against. All the text
extracted froma given non-container MM part MJST be in the sane
string.

In sinple inplenentations, :text MAY be treated the same as :content
"text".

Sophi sticated i nmplenmentati ons MAY strip mark-up fromthe text prior
to mat ching, and MAY convert nedia types other than text to text
prior to matching.

(For exanple, they nmay be able to convert proprietary text editor
formats to text or apply optical character recognition algorithnms to
i mge data.)

Exanpl e:
require ["body", "fileinto"];

# Save nessages nentioning the project schedule in the
# project/schedul e fol der
if body :text :contains "project schedul e" {
fileinto "project/schedul e";
}
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6. Interaction with O her Sieve Extensions

Any extension that extends the grammar for the COVWARATOR or NMATCH
TYPE nonterminals will also affect the inplenmentati on of "body".

Wl dcard expressions used with "body" are exenpt fromthe side
effects described in [VARIABLES]. That is, they MJST NOT set match
variables (${1}, ${2}...) to the input values corresponding to

wi | dcard sequences in the matched pattern. However, if the extension
is present, variable references in the key strings or content type
strings are evaluated as described in this docunent.

7. | ANA Consi derati ons

The following tenplate specifies the | ANA registration of the Sieve
extension specified in this docunent:

To: iana@ana.org
Subj ect: Registration of new Sieve extension

Capability name: body

Descri pti on: Provides a test for matching against the
body of the nessage being processed
RFC nunber: RFC 5173

Cont act Address: The Sieve discussion |ist
<ietf-nma-filters@nt. org>

8. Security Considerations

The system MUST be sized and restricted in such a manner that even
mal i ci ous use of body matching does not deny service to other users
of the host system

Filters relying on string matches in the raw body of an ermail nessage
may be nore general than intended. Text matches are no repl acenent
for a spam virus, or other security related filtering system
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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