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Handover Key Managenment and Re- Aut hentication Probl em Stat enent

Status of This Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Thi s docunent describes the Handover Keying (HOKEY) re-authentication
probl em statenment. The current Extensible Authentication Protocol
(EAP) keying framework is not designed to support re-authentication
and handovers without re-executing an EAP nethod. This often causes
unacceptabl e latency in various nobile wireless environnents. This
docunent details the problem and defines design goals for a generic
mechani smto reuse derived EAP keying material for handover.
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1. Introduction

The Extensibl e Authentication Protocol (EAP), specified in RFC 3748
[ RFC3748] is a generic framework supporting rmultiple authentication
nmet hods. The primary purpose of EAP is network access control. It
al so supports exporting session keys derived during the

aut henti cation. The EAP keying hierarchy defines two keys that are
derived at the top level, the Master Session Key (MSK) and the

Ext ended Master Session Key (EMSK)

I n many conmon depl oynent scenarios, an EAP peer and EAP server

aut henticate each other through a third party known as the pass-

t hrough authenticator (hereafter referred to as sinply
"authenticator"). The authenticator is responsible for encapsul ating
EAP packets from a network-access technol ogy | ower layer within the
Aut henti cati on, Authorization, and Accounting (AAA) protocol. The
aut henti cator does not directly participate in the EAP exchange, and
sinply acts as a gateway during the EAP nethod execution

After successful authentication, the EAP server transports the MSK to
the authenticator. Note that this is performed usi ng AAA protocols,
not EAP itself. The underlying L2 or L3 protocol uses the MSK to
derive additional keys, including the transient session keys (TSKs)
used for per-packet encryption and authenticati on.

Note that while the authenticator is one |ogical device, there can be
mul ti pl e physical devices involved. For exanple, the CAPWAP node

[ RFC3990] splits authenticators into two |ogical devices: Wreless
Term nati on Points (WPs) and Access Controllers (ACs). Depending on
the configuration, authenticator features can be split in a variety
of ways between physical devices; however, fromthe EAP perspective,
there is only one | ogical authenticator.

Wr el ess handover between access points or base stations is typically
a conpl ex process that involves several |ayers of protocol execution
Oten tinmes executing these protocols results in unacceptabl e del ays
for many real -tinme applications such as voice [ MSA03]. One part of

t he handover process is EAP re-authentication, which can contribute
significantly to the overall handover tinme [ MSPCAO4]. Thus, in many
environnments we can | ower overall handover tine by |owering EAP re-
aut hentication tinme.

I n EAP existing inplenentations, when a peer arrives at the new

aut henticator, it runs an EAP nethod irrespective of whether it has
been authenticated to the network recently and has unexpired keying
material. This typically involves an EAP-Response/ldentity nessage
fromthe peer to the server, followed by one or nore round trips
bet ween t he EAP server and peer to performthe authentication,
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foll owed by the EAP-Success or EAP-Failure nessage fromthe EAP
server to the peer. At a mninmum the EAP exchange consists of 1.5
round trips. However, given the way EAP interacts with AAA, and
given that an EAP identity exchange is typically enployed, at |least 2
round trips are required to the EAP server. An even hi gher nunber of
round trips is required by the nost conmonly used EAP nethods. For

i nstance, EAP-TLS (Extensible Authentication Protocol - Transport
Layer Security) requires at least 3, but typically 4 or nore, round
trips.

There have been attenpts to solve the problemof efficient re-
authentication in various ways. However, those solutions are either
EAP- net hod specific or EAP | ower-1layer specific. Furthernore, these
solutions do not deal with scenarios involving handovers to new

aut henticators, or they do not conformto the AAA keying requirenents
specified in [ RFC4962] .

Thi s docunment provides a detailed description of efficient EAP-based
re-aut hentication protocol design goals. The scope of this protoco
is specifically re-authenticati on and handover between authenticators
within a single administrative domain. Wile the design goals
presented in this document may facilitate inter-technol ogy handover
and inter-adninistrative-donai n handover, they are outside the scope
of this protocol.

2. Term nol ogy

In this docunment, several words are used to signhify the requirenents
of the specification. These words are often capitalized. The key
words "MJST", "MJUST NOT", "REQUI RED', "SHALL", "SHALL NOT", " SHOULD'
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [RFC2119], with the
qualification that, unless otherw se stated, they apply to the design
of the re-authentication protocol, not its inplenentation or
appl i cati on.

Wth respect to EAP, this docunent follows the term nol ogy that has
been defined in [ RFC3748] and [ EAP-KEYI NG .

3. Problem Statement

Under the existing nodel, any re-authentication requires a full EAP
exchange with the EAP server to which the peer initially
authenticated [ RFC3748]. This introduces handover |atency from both
network transit time and processing delay. |In service provider

net wor ks, the hone EAP server for a peer could be on the other side
of the world, and typical intercontinental |atencies across the
Internet are 100 to 300 mlliseconds per round trip [LGS07].
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Processi ng del ays average a couple of mlliseconds for symretric-key
operations and hundreds of milliseconds for public-key operations.

An EAP conversation with a full EAP nmethod run can take two or nore
round trips to conplete, causing delays in re-authentication and
handover tinmes. Sone methods specify the use of keys and state from
the initial authentication to finish subsequent authentications in
fewer round trips and without using public-key operations (detailed
in Section 6.1). However, even in those cases, multiple round trips
to the EAP server are required, resulting in unacceptabl e handover
times.

In sunmmary, it is undesirable to run an EAP ldentity and conpl ete EAP
nmet hod exchange each tine a peer authenticates to a new aut henti cator
or needs to extend its current authentication with the same
authenticator. Furthernore, it is desirable to specify a method-

i ndependent, efficient, re-authentication protocol. Keying nmaterial
fromthe initial authentication can be used to enable efficient re-
authentication. |t is also desirable to have a |ocal server with

| ow | atency connectivity to the peer that can facilitate re-
authentication. Lastly, a re-authentication protocol should also be
capabl e of supporting scenari os where an EAP server passes
authentication information to a renote re-authentication server,
allowing a peer to re-authenticate locally, w thout having to
comuni cate with its home re-authentication server

These problens are the prinmary i ssues to be resolved. In solving
them there are a nunber of constraints to conformto, and those
result in some additional work to be done in the area of EAP keying.

4. Design CGoals

The following are the goals and constraints in designing the EAP re-
aut henti cati on and key managenent protocol

Lower -l atency operation: The protocol MJST be responsive to handover
and re-authentication | atency performance objectives within a
nobi | e access network. A solution that reduces |atency as

conmpared to a full EAP authentication will be nobst favorable,
since in networks that rely on reactive re-authentication this
will directly inpact handover tines.

EAP | ower -1 ayer independence: Any keying hierarchy and protoco
defined MJUST be | ower-1layer independent in order to provide
capabilities over heterogeneous technol ogies. The defined
protocols MAY require sonme additional support fromthe | ower
| ayers that use it, but should not require any particular | ower
| ayer.
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EAP net hod i ndependence: Changes to existing EAP nmet hods MJUST NOT be
required as a result of the re-authentication protocol. There
MUST be no requirenments inposed on future EAP nethods, provided
they satisfy [ EAP-KEYING and [ RFC4017]. Note that the only EAP
nmet hods for which independence is required are those that
currently conformto the specifications of [EAP-KEYING and
[ RFC4017]. In particular, nmethods that do not generate the keys
requi red by [ EAP-KEYI NG need not be supported by the re-
aut henti cation protocol .

AAA protocol conpatibility and keying: Any nodifications to EAP and
EAP keyi ng MJUST be conpatible wi th RADI US [ RADEXT- DESI GN] and
Di aneter [DI ME-APP-DESI GN]. Extensions to both RAD US and
Di ameter to support these EAP nodifications are acceptable. The
desi gns and protocols nmust be configurable to satisfy the AAA key
managenent requirenments specified in RFC 4962 [ RFC4962] .

Conpatibility: Conpatibility and coexistence with conpliant
([ RFC3748] [ EAP-KEYI NG ) EAP depl oynments MJUST be provided.
Specifically, the protocol should be designed such that a peer not

supporting fast re-reauthentication should still function in a
networ k supporting fast re-authentication, and al so a peer
supporting fast re-authentication should still function in a

net wor k not supporting fast re-authentication.

Cryptographic Agility: Any re-authentication protocol MJST support
cryptographic algorithmagility, to avoid hard-coded primtives
whose security nay eventually prove to be conpromised. The
protocol MAY support cryptographic al gorithm negotiation, provided
it does not adversely affect overall performance (i.e., by
requiring additional round trips).

| mpact to Existing Deploynents: Any re-authentication protocol MAY
nmake changes to the peer, authenticator, and EAP server, as
necessary to neet the aforementi oned design goals. 1In order to
facilitate protocol deploynent, protocols should seek to mninmze
t he necessary changes, wi thout sacrificing performance.

5. Security Coals
This section draws fromthe guidance provided in [ RFC4962] to further

define the security goals to be achieved by a conplete re-
aut henti cati on keyi ng sol ution.
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5.1. Key Context and Domi no Effect

Any key mnust have a well-defined scope and nust be used in a specific
context and for the intended use. This specifically means the
lifetinme and scope of each key nust be defined clearly so that al
entities that are authorized to have access to the key have the sane
context during the validity period. 1In a hierarchical key structure,
the lifetime of | ower-level keys must not exceed the lifetinme of

hi gher-1evel keys. This requirement may inply that the context and
the scope paraneters have to be exchanged. Furthernore, the
semanti cs of these parameters nust be defined to provide proper
channel binding specifications. The definition of exact paraneter
syntax definition is part of the design of the transport protocol
used for the paraneter exchange, and that nay be outside scope of
this protocol.

If a key hierarchy is depl oyed, conprom sing |ower-I|evel keys nust
not result in a conprom se of higher-level keys that were used to
derive the lower-1level keys. The conpromnise of keys at each |eve
must not result in conpronise of other keys at the same level. The
same principle applies to entities that hold and rmanage a particul ar
key defined in the key hierarchy. Conproni sing keys on one

aut henti cat or nust not reveal the keys of another authenticator.
Note that the conpromnise of higher-1level keys has security
inplications on | ower |evels.

Gui dance on paraneters required, caching, and storage and del etion
procedures to ensure adequate security and authorizati on provisioning
for keying procedures nust be defined in a solution docunent.

Al the keying material nust be uniquely nanmed so that it can be
managed effectively.

5.2. Key Freshness
As [ RFC4962] defines, a fresh key is one that is generated for the

i ntended use. This would nean the key hierarchy nust provide for
creation of nultiple cryptographically separate child keys froma

root key at higher level. Furthernore, the keying solution needs to
provi de nechani snms for refreshing each of the keys within the key
hi er ar chy.
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5.3. Authentication

Each handover keying participant nust be authenticated to any other
party with whomit communicates to the extent it is necessary to
ensure proper key scoping, and securely provide its identity to any
other entity that may require the identity for defining the key
scope.

5.4. Authorization

The EAP Key managenent document [ EAP-KEYI NG di scusses several

vul nerabilities that are common to handover mechani sns. One

i nportant issue arises fromthe way the authorization decisions m ght
be handl ed at the AAA server during network access authenticati on.
Furthernmore, the reasons for making a particul ar authorization

deci sion are not comuni cated to the authenticator. |In fact, the

aut henticator only knows the final authorization result. The
proposed sol ution nmust nmake efforts to docunent and nmitigate

aut hori zati on attacks.

5.5. Channel Binding

Channel Binding procedures are needed to avoid a conprom sed

i nternmedi at e aut henticator providing unverified and conflicting
service information to each of the peer and the EAP server. To
support fast re-authentication, there will be internmediate entities
bet ween t he peer and the back-end EAP server. Various keys need to
be established and scoped between these parties and sone of these
keys may be parents to other keys. Hence, the channel binding for
this architecture will need to consider layering internediate
entities at each level to make sure that an entity with a higher

| evel of trust can exam ne the truthful ness of the clains nmade by

i nternedi ate parti es.

5.6. Transport Aspects

Dependi ng on the physical architecture and the functionality of the
el enents involved, there may be a need for nultiple protocols to
performthe key transport between entities involved in the handover
keying architecture. Thus, a set of requirements for each of these
protocols, and the paraneters they will carry, must be devel oped.

The use of existing AAA protocols for carrying EAP nessages and
keying material between the AAA server and AAA clients that have a
role within the architecture considered for the keying problemwl |
be carefully exam ned. Definition of specific paranmeters, required
for keying procedures and for being transferred over any of the |inks
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in the architecture, are part of the scope. The relation between the
identities used by the transport protocol and the identities used for
keyi ng al so needs to be expl ored.

6. Use Cases and Rel ated Wrk

In order to further clarify the itens listed in scope of the proposed
work, this section provides sone background on related work and the
use cases envisioned for the proposed work.

6.1. Method-Specific EAP Re-Authentication

A nunber of EAP net hods support fast re-authentication. |In this
section, we exanmine their properties in further detail

EAP- SI M [ RFC4186] and EAP- AKA [ RFC4187] support fast re-

aut henti cation, bootstrapped by the keys generated during an initial
full authentication. 1In response to the typical EAP-Request/
Identity, the peer sends a specially formatted identity indicating a
desire to performa fast re-authentication. A single round-trip
occurs to verify know edge of the existing keys and provide fresh
nonces for generating new keys. This is followed by an EAP success.
In the end, it requires a single local round trip between the peer
and aut henticator, followed by another round trip between the peer
and EAP server. AKA is based on synmetric-key cryptography, so
processing latency is mnimal

EAP- TTLS [ EAP-TTLS] and PEAP (Protected EAP Protocol)

[ JOSEFSSON- PPPEXT] support using TLS session resunption for fast re-
aut hentication. During the TLS handshake, the client includes the
nmessage | D of the previous session he wishes to resune, and the
server can echo that ID back if it agrees to resune the session

EAP- FAST [ RFC4851] al so supports TLS session resunption, but
additionally allows statel ess session resunption as defined in

[ RFC5077]. Overall, for all three protocols, there are still two
round trips between the peer and EAP server, in addition to the | ocal
round trip for the ldentity request and response.

To inprove performance, fast re-authentication needs to reduce the
nunber of overall round trips. Optimal perfornance could result from
elimnating the EAP-Request/ldentity and EAP-Response/ldentity
nmessages observed in typical EAP nethod execution, and allowi ng a
single round trip between the peer and a | ocal re-authentication
server.

d ancy, et al. I nf or mat i onal [ Page 9]



RFC 5169 HOKEY Re- Auth PS March 2008

6.2. | EEE 802.11r Applicability

One of the EAP | ower |ayers, |EEE 802.11 [|EEE. 802-11R-D9.0], is in
the process of specifying a fast handover nmechanism Access Points
(APs) are grouped into nobility domains. [Initial authentication to
any AP in a nobility domain requires execution of EAP, but handover
between APs within the nobility domain does not require the use of
EAP.

Internal to the nmobility domain are sets of security associations to
support key transfers between APs. |n one nodel, relatively few
devices, called RO-KHs, act as authenticators. All EAP traffic
traverses an RO-KH, and it derives the initial |EEE 802.11 keys. It
then distributes cryptographically separate keys to APs in the

mobi ity domai n, as necessary, to support the client nmobility. For a
depl oynment with M designated RO-KHs and N APs, this requires MN
security associations. For small M this approach scal es reasonably.
Anot her approach allows any AP to act as an RO-KH, necessitating a
full mesh of N2 security associations, which scales poorly.

The nodel that utilizes designated RO-KHs is architecturally simlar
to the fast re-authentication nodel proposed by HOKEY. HCKEY,
however, allows for handover between authenticators. This would
all ow an | EEE 802. 11r - enabl ed peer to handover fromone mobility
domai n to another wi thout performing an EAP aut henti cati on.

6.3. CAPWAP Applicability

The CAPWAP (Control and Provisioning of Wrel ess Access Poi nts)

prot ocol [ CAPWAP- PROTOCOL- SPEC] all ows the functionality of an | EEE
802. 11 access point to be split into two physical devices in
enterprise deployments. Wreless Term nation Points (WPs) inplenent
t he physical and | ow | evel Media Access Control (MAC) layers, while a
centralized Access Controller (AC) provides higher-1level managenent
and protocol execution. Cient authentication is handled by the AC
whi ch acts as the AAA authenticator.

One of the many features provided by CAPWAP is the ability to roam
between WIPs wi t hout executing an EAP authentication. To acconplish
this, the AC caches the MSK froman initial EAP authentication, and
uses it to execute a separate four-way handshake with the station as
it nmoves between WIPs. The keys resulting fromthe four-way
handshake are then distributed to the WIP to which the station is
associ ated. CAPWAP is transparent to the station

CAPWAP currently has no nmeans to support roani ng between ACs in an

enterprise network. The proposed work on EAP efficient re-
aut henti cati on addresses is an inter-authenticator handover problem
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9.

froman EAP perspective, which applies during handover between ACs.

I nter- AC handover is a topic yet to be addressed in great detail and
the re-authentication work can potentially address it in an effective
manner .

Security Considerations

Thi s docunent details the HOKEY problem statenent. Since HOKEY is an
aut hentication protocol, there is a nyriad of security-related issues
surrounding its devel opment and depl oynent.

In this docunment, we have detailed a variety of security properties
inferred from [ RFC4962] to which HOKEY nust conform including the
managenent of key context, scope, freshness, and transport;

resi stance to attacks based on the domi no effect; and authentication
and aut horization. See Section 5 for further details.
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