Net wor k Wor ki ng Group J. Lim

Request for Comments: 5346 W Kim
Cat egory: I nfornmational C. Park
NI DA

L. Conroy

RVRL

Oct ober 2008

Oper ational Requirenents for ENUM Based Softswi tch Use
Status of This Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Thi s docunent describes experiences of operational requirenents and
several considerations for ENUM based softswi tches concerning call
routi ng between two Korean Voice over IP (VolP) carriers, gained
during the ENUM pre-conmercial trial hosted by the National Internet
Devel opment Agency of Korea (N DA) in 2006.

These experiences show that an interimsolution can naintain the
stability of ongoing commercial softswitch system operations during
the initial stage of ENUM service, where the DNS does not have
sufficient data for the mpgjority of calls.

Tabl e of Contents

1. Introduction . . . . . . . . 2
2. Call Routing on Softswitch . . 2
3. Infrastructure ENUM Trial in Korea . e e e 3
4. Operational Requirenments for ENUM Based Softswitches . 4
4.1. Call Routing Cases for DNS Response Codes 4
4.1.1. Trial Policies . . . . . . . . . . .. 4
4.1.2. Trial ENUM Lookup Rul es . 6
4.2. Call Routing Cases for Domainparts . 7
5. Trial Results Ce e 9
6. 'el64.arpa’ Considerations . ]
7. Security Considerations . . . . . . . . . . . . . . . . .. .10
8. Acknow edgenents . . . . . . . . . . . . . . . . . . .. ... 1
9. References . . . . . . . . . . . . . . . . . ... ..., .01
9.1. Normative References . . . . . . . . . . . . . . . . ... 1
9.2. Informative References . . . . . . . . . . . . . . . . .. 1

Lim et al. I nf or mat i onal [ Page 1]



RFC 5346 Enum Based Softsw tch Use Oct ober 2008

1.

| nt roducti on

ENUM [ RFC3761] is a mappi ng system based on DNS [ RFC1034] [ RFC1035]
that converts froman E 164 [E164] nunber to a domain nane using the
Nanmi ng Authority Pointer (NAPTR) [ RFC3403] resource record type.
ENUMis able to store different service types (such as fax, emil
honepage, SIP, H 323 and so on) for every E. 164 nunber. It
originally focused on how end-users could gain access to other end-
users’ communi cation contact information through the Internet.

Recent |y, discussion on the need to update RFC 3761 has begun to
ensure that the standard al so works in the "Infrastructure ENUM
scenari o, where ENUM provi des routing information between carriers.
This resulted in two docunents, the updated ENUM specification

[ RFC3761bi s] and an Enunservi ce gui de [ ENUMSERVI CE- GUI DE]

When providing Vol P service, a VolP carrier that wants to integrate
various protocols typically uses a softswitch. However, such a
systemis still inefficient for interconnection, nunber portability,
and sharing protocol support information anong carriers, because each
softswitch does not have conplete end-to-end routing information for
all carriers. This information can be stored in DNS, using ENUM
Therefore, carriers can expect to gain nany advantages if they use
ENUM within the call routing functions of their softsw tches.

To confirmthese benefits and to verify the perfornmance of ENUM
enabl ed softswitches, N DA cooperated with two Korean Vol P service
providers for an Infrastructure ENUMtrial in 2006. N DA is a non-
profit organization with a nandate to manage 2.8.el64. ar pa.
(representing the +82 country code of Korea). NI DA pronotes and
facilitates technical cooperation on a national scal e between
partners, and this includes ENUM During the trial, N DA provided a
centralized ENUM DNS to each Vol P service provider for call routing.
The data used in this Infrastructure trial was al so accessible to the
public (i.e., it was an Internet-based system rather than a cl osed
schene).

Call Routing on Softswtch

In the PSTN (Public Switched Tel ephone Network), hardware-based

swi tches predoninate. A softswitch provides simlar functionality,
but is inplenented on a conputer system by software. It typically
has to support various signalling protocols (such as SIP [ RFC3261],
H 323 [H323], Media Gateway Control Protocol (M3CP) [RFC3435], and
others) to make call connections for Vol P service, often on the
boundary point between the circuit and packet network.
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To make a call, first of all a softswi tch nust discover routing
information. It has to process the E 164 nunber that conmes froma
caller through its own routing table. The goal is to deternine how
the call can be routed towards the callee, so that either the cal
can be processed through the softswitch or the caller can connect to
the callee directly.

Today, call routing is often based on a prefix of the dialled nunber.
This is used very widely not only for |egacy PSTN switches, but also
for softswitches. So, if a softswitch exclusively uses ENUM DNS for
call routing, then, in the beginning nost of the calls queried to
ENUM DNS would fail if there are only a small group of carriers
provisioning data into ENUM However, a softswitch will have a

hi gher success rate with ENUM DNS as the nunber of carriers grows,
and so the overall percentage of nunbers provisioned in ENUM
increases. In short, ENUM as a | ong-term sol ution has obvious
benefits, but the problemlies in migrating fromtoday' s prefix-based
routing towards that |ong-term ENUM based sol ution

3. Infrastructure ENUM Trial in Korea

As described in Section 1, NIDA and two Vol P service providers built
ENUM processing nodul es into their softswi tches, interconnected these
via the I P network, and provisioned their trial users’ nunbers into a
centralized ENUM DNS system operated by NIDA. The carriers
provisioned their E. 164 nunbers using Extensible Provisioning
Protocol (EPP) [RFC4114] to a centralized Registration Server (also
operated by NIDA). Changes to the ENUM data were inplenmented and
updated to the ENUM DNS instantly, using DNS Dynam c Update

[ RFC2136] .

In the trial, the EPP-based provisioning sub-system was devel oped and
operated separately fromthe carriers’ main customer provisioning
systens and protocols. It was not integrated, as the carriers

al ready operated their own customer provisioning systens that were
totally different fromthe EPP-based nodel, and (as m ssion-critica
components) those were not open to nodification
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Call routing
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Figure 1. Infrastructure ENUM Trial System Topol ogy
4. Operational Requirements for ENUM Based Softsw tches
4.1. Call Routing Cases for DNS Response Codes

To use ENUM DNS, each softswi tch needs to have an ENUM nodul e t hat
converts froman E. 164 nunber to the ENUM donmai n nane (as defined in
RFC 3761) and processes a query to ENUM DNS. Thi s ENUM nodul e uses
the al gorithmspecified in RFC 3761.

However, in the initial stage of ENUMDNS roll-out, ENUM shares call
routing information froma limted nunber of carriers. There is the
problemthat a softswitch can't find all of the call routing
information it needs just using ENUM To solve this problem ENUM
based softswi tches have to follow a consistent set of rules.

4.1.1. Trial Policies

As a matter of policy in this trial, all tel ephone nunbers in use

wi thin an "ENUM only" nunber range (i.e., ones in which an endpoint
could only be reached via a URI found during an ENUM | ookup of a

t el ephone nunber in this range, and for which there was no PSTN Poi nt
of Interconnect) were arranged to return a NAPTR response. For
ranges in which there was a PSTN Point of Interconnect, this was not
required.
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Thus, no data (at all) needed to be provisioned into an associ at ed
ENUM domai n for such a nunber if it were possible to "reach" that

nunber via the PSTN, unless there were also an | P-based Point of

I nt erconnect serving that nunber and the serving carrier chose to
make this option avail abl e.

In those donains in which NAPTRs for ENUM processing were
provi si oned, these NAPTRs were always 'terminal’ rules -- non-
term nal NAPTRs were not used. |[|f non-term nal NAPTRs were to be
provi si oned, then the standard operati on of ENUM processi ng mi ght
have required extra DNS | ookups before the set of NAPTRs for a

t el ephone nunber could be evaluated. The delay and i ndeterm nacy
this would introduce was not consi dered accept abl e.

The case where a valid URI was present is covered in Section 4.1.2
(rule 2 A second point). The case where an ENUM entry was not
provi sioned for a nunber that had an active PSTN Poi nt of

I nterconnect is covered in Section 4.1.2 (rule 2 B)

For "ENUM only" ranges, where a given nunber in that range was in
service (i.e., there was an | P-based Point of Interconnect to a
carrier), avalid SIP or H 323 URI was always provisioned into the
associ ated ENUM donain. This is covered in Section 4.1.2 (rule 2 A
second point).

In such an "ENUM only" range, if the nunber was not in service, a TXT
record was provisioned but no valid NAPTRs woul d be present. This
ensured that a query for NAPTRs in a given (out of service, "ENUM
only" range) donmain woul d succeed (i.e., return a RCODE of 0), but
that the nunber of answers would al so be zero. This is covered in
Section 4.1.2 (rule 2 A first point). Note that this point also
covers the case where only NAPTRs that cannot be used to initiate a
call exist in such a zone.

Where a valid URI was provisioned, the ENUM | ookup woul d conpl ete by
returning that value for further processing. This further processing
is covered in Section 4. 2.

For "ENUM onl y" ranges, there was a further policy requirenent that
an | P-based Point of Interconnect specified inside a NAPTR (as the
domai npart of a valid URI) must be accessible for all potential
carriers. The server could reject a subsequent SIP Invitation, but
its machi ne address had to resolve. This was intended to avoid the
condi ti on where the domain nane did not resolve, the softswitch |ogic
woul d attenpt to place the call via the PSTN, and this would fai

and/ or | oop.
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This "rmust resolve" requirenment was not needed for nunbers that had
an active PSTN Point of Interconnect (i.e., the vast majority of
assi gned nunbers). |If the domain nanme did not resolve, the cal
woul d "drop back" to PSTN processing.

4.1.2. Trial ENUM Lookup Rul es
In the Korean trial, the rules were:

1. The ENUM nodul e of the softswitch converts an E. 164 nunber com ng
fromthe Vol P subscriber to an ENUM domai n name (as defined in
RFC 3761).

2. The ENUM nodul e, acting as a DNS stub resolver, sends a query to
a recursive nane server.

3. If the ENUM nodul e receives a DNS answer, the call routing
process nmay branch off in several ways, depending on the Rcode
value in the DNS response nessage, as shown bel ow.

A.  Rcode=0 (No error condition)
There is, potentially, an answer to the correspondi ng query.
The nornmal call routing process needs to differentiate
between the foll owi ng conditions:

+ The response includes no URI (such as SIP or H 323) that
can be used to initiate a call --
The call fails inmediately.
Note: In the trial, the condition in which a tel ephone
nunber :

- is valid,
- can only be reached via the Internet, but
- is not currently in service

is indicated by an ENUM domai n t hat DOES exi st but DOES
NOT include any supported (routable) NAPTRs. A softswitch
receiving this response interprets it as indicating that
the call can be dropped i mediately -- it would fail if
passed to the PSTN.

+ There is at | east one usable URI (such as SIP and/or H. 323
URI'S) --
The softswi tch picks one based on the preference and order
field values in the NAPTR Resource Record Set, and routes
the call using the nethod described in Section 4. 2.
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4.

2.

B. Rcode=3 (Nane error), 1 (Format Error), 2 (Server Failure), 4
(Not | nplenented), or 5 (Refused)
There is no valid answer for the query.
The softswitch has no choice but to route the call using the
E. 164 nunber with its vendor-specific nethod (such as a
prefix-based method). 1In this case, it neans that the cal
has to be delivered through the PSTN for onward call routing.

It is also inportant to stress that the ENUM DNS servers mnust
respond to all queries they receive fromthe softswitches.

If the ENUM nodule in a softswitch does not receive a
response, it will eventually tine out, and the ENUM nodul e
will treat this as a DNS error. However, the delay involved
islong in terns of the normal call setup time, and should be
avoi ded.

It would have been possible to nodify the DNS code in each
softswitch to have shorter tinme-outs than normal to cover

m sconfiguration of a DNS server, but this choice was not
considered in the trial. The softswitch DNS stack was used
for several purposes other than "pure" ENUM | ookups.
Configuring it in a non-conplaint manner was consi dered
unacceptabl e, due to the need to anal yze the inpact of that
choi ce on other DNS operations thoroughly before it could be
i mpl enented safely.

Call Routing Cases for Domainparts

If the DNS response has a valid URI, such as SIP or H. 323, the
softswitch can resolve the donain nanme part of that URI to route a
call by searching two different sources. One is a recursive
naneserver, and the other is a fixed routing table held in the
softswitch, mapping fromthe donain name to the correspondi ng
gateway’ s host nanme and | P address.

If there are many points of interconnection, using a recursive
naneserver is useful for resolving a domain nane, but if there are
just a few known carriers and they do not change this interconnection
information frequently, a fixed (internal) routing table nmapping from
domai n name to the correspondi ng gateway hostnane and | P address is
nmore efficient (rather than querying the recursive naneserver every
time). In addition, carriers would |ike to charge an interconnection
fee for all received calls, so they tend to nmake interconnection only
with trusted carriers based on some sort of bilateral agreement
between these carriers. They nmay agree on a specific gateway for
this purpose, so the interconnection information is often private to
the parties of this particular agreenent.
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In principle, these two approaches could be used in parallel, but in
practice, if the DNS-based approach could be used, there would be no
point in retaining the expensive and el aborate "offline"
infrastructure to exchange and install the tables for domain routing.
In this trial, uncertainty over the performance and reliability of
ENUM based processing nmeant that the softswtitches were configured so
that they could be switched between the two approaches inmedi ately.
This was a tenporary expedient only, and would not be a reasonable
approach in the long term

These two types of domain routing are also affected by the Rcode=0
case described in Section 4.1.

There are two choices for routing. These are described and conpared
her e:

1. Case when using a fixed routing table:

A. If the domain nanme part of the URI is found in the internal
fixed routing table, the softswitch can use it.

B. If the domain nanme part of the URI does not exist in the
fixed routing table, the call is forwarded to the PSTN

2. Case when using a recursive nameserver

A. If the domain nanme part of the URI can be resolved via the
recursive naneserver, the softswitch can use it.

B. |If the domain nane part of the URI cannot be resolved on the
recursive naneserver for any reason (such as a response with
no usabl e resource records according to [ RFC3263] and
[ RFC3261], or with Rcode=1, 2, 3, 4, or 5), the call nust be
forwarded to the PSTN.

Case (1) seens inefficient because the adm nistrator maintains two
managenent points for nunmbers: the ENUM DNS and the softswitch
itself. However, this configuration can mnimze the call routing
failure ratio during the transition period of ENUM (when there are
relatively few provisioned ENUM entries and so few | P-based Points O
I nterconnection). Thus, case (1) could reasonably be inplenmented on
the softswitches during the trial phase, and thereafter, as ENUM
entries are popul ated, case (2) would be a reasonabl e choi ce.

Wth these choices, the two carriers could use ENUM DNS for cal
routi ng without any inpact on their ongoing conmercial VolP service.
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5.

Trial Results

To provide a stable conmercial service, an ENUM based softsw tch nust
have a defined performance, in the sane way as nust any non- ENUM
based softswitch. The only difference between these two types of
softswitches is the searching mechanismfor call routing informtion,
whi ch can be stored in the softswitch itself or in the DNS.
Therefore, a simlar delay time for call routing is inportant to
guarantee quality of service. During the trial, each carrier
nmeasured this delay time when using the SIP protocol. This was based
on the "Answer Delay time", defined as the el apsed tinme between
requesting a call ('INVITE nessage) and receiving a response ('200
K nessage) [ RFC3261].

o e e e e e—oaoo- Fomm oo - Fomm e +
| Call Type | ENUM | Non- ENUM |
o e e e e e—oaoo- Fomm oo - Fomm e +
| Carrier A->A | 2.33 | 2.28 |
| Carrier A->B | 2.23 | 2.25 |
| Carrier A->other(PSTN) | 4.11 | 3.79 |
| Carrier B->B | 2.18 | 2.05 |
| Carrier B->A | 2.19 | 2.19 |
| Carrier B->other(PSTN) | 3.95 | 3.41 |
o e e e e e—oaoo- Fomm oo - Fomm e +

Table 1: Average Answer Delay Tine (Sec)

As shown in Table 1, there is little difference in time (under a
second) between the ENUM and non- ENUM cases. Therefore, it is
difficult for a caller with either carrier to detect the choice (ENUM
or non-ENUM as an aspect of quality when a call initiates. This
means that ENUM definitely works well with softswitches on a

conmer ci al basi s.

To make the trial nore realistic, the resolver that was used by these
ENUM based softsw tches was a recursive nameserver that could be
accessed publicly. This was done as it was felt that a tough
condition would be better to verify the fact that an ENUM based
softswitch works as well as a non- ENUM based softswitch in providing
a commerci al Vol P service.

'el64. arpa’ Considerations

During the trial, the Infrastructure ENUM depl oyed in the

2.8.e164. arpa zone could be accessed via the (public) Internet. In
this situation, each carrier questioned whether or not the
centralized nunber managenent under the ENUM DNS was realistic.
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Anot her issue concerned responsibility for routing errors. Al
carriers can use the shared ENUM data to route their calls. However,
if there are routing errors (due to the data being provisioned
incorrectly), it is not always clear who has responsibility for these
errors and who can correct the data. The errors occur in the
networks of the carriers placing the calls. Unless the identity of
the carrier responsible for delivering service to this tel ephone
nunber is known, it is not obvious (to the carrier handling the
error) who should be informed of these problens. This is a
particul ar i ssue when nunber portability is introduced.

In addition, the carriers also question whether or not Infrastructure
ENUM needs to be accessible publicly. To prevent disclosure of

t el ephone nunbers, they would prefer to access the ENUM DNS
privately. Therefore, any ENUM nodul e enbedded in a softsw tch needs
to be flexible to adopt these considerations during the interim
period of ENUM before conmon policies and agreenents have been

f or ged.

7. Security Considerations

Thi s docunent inherits the security considerations described in RFC
3761 and [ RFC5067], as the ENUM DNS used with softswitches in this
trial could be accessed publicly.

In addition, if the recursive resolvers handling ENUM queri es com ng
froma softswitch were to be conprom sed by an attacker, that
attacker would be able to force calls to fail or cause delay to
calls. Therefore, the DNS resolvers used should allow access from
the local network to which the softswitch is connected, whil st
restricting access fromoutside, using a proper access-list policy.
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