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Status of This Meno

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

This docunent is an informative overview of how | egacy applications
can be made to work with the Host ldentity Protocol (HIP). HP
proposes to add a cryptographi c nanme space for network stack nanes.
From an application viewpoint, H P-enabled systens support a new
address fam ly of host identifiers, but it may be a long tine unti
such HI P-aware applications are widely deployed even if host systens
are upgraded. This informational document discusses inplenentation
and Application Progranm ng Interface (APlI) issues relating to using
H P in situations in which the systemis H P-aware but the
applications are not, and is intended to aid inplenentors and early
adopters in thinking about and locally solving systens issues
regardi ng the increnental deploynment of HIP.
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1. Introduction

The Host Identity Protocol (H P) [RFC5201] is an experinmental effort
in the ETF and I RTF to study a new public-key-based nane space for
use as host identifiers in Internet protocols. Fully deployed, the
H P architecture woul d pernit applications and users to explicitly
request the systemto send packets to another host by expressing a
| ocati on-i ndependent uni que name of a peer host when the system cal
to connect or send packets is perfornmed. However, there will be a
transition period during which systenms becone H P-enabl ed but
applications are not. This informational docunent does not propose
normative specification or even suggest that different HP

i npl enent ati ons use nore uni form nmethods for | egacy application
support, but is intended instead to aid inplenentors and early
adopters in thinking about and sol ving systens issues regarding the
i ncrenment al depl oynment of HIP.

When applications and systens are both H P-aware, the coordination
between the application and the system can be straightforward. For
exanpl e, using the term nology of the w dely used sockets Application
Programming Interface (APl), the application can issue a system cal
to send packets to another host by naming it explicitly, and the
system can performthe necessary name-to-address mapping to assign
appropriate routabl e addresses to the packets. To enable this, a new
address fanmily for hosts could be defined, and additional API

extensi ons could be defined (such as allowi ng I P addresses to be
passed in the systemcall, along with the host name, as hints of
where to initially try to reach the host).
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Thi s docunment does not define a native H P APl such as descri bed
above. Rather, this docunent is concerned with the scenario in which
the application is not H P-aware and a traditional |P-address-based
APl is used by the application.

The discussion so far assunes that applications are witten directly
to a sockets API. However, many applications are built on top of

m ddl eware that exports a higher-level APl to the application. In
this case, for the purpose of this docunent, we refer to the

conbi nati on of the niddl eware and the ni ddl ewar e-based application as
an overall application, or client of the sockets API.

When HIP is enabled on a system but the applications are not Hi P-
aware, there are a few basic possibilities to use H P, each of which
may or may not be supported by a given H P inplenentation. W report
here on techni ques that have been used or considered by experinmenta
H P inpl enmentations. W organize the discussion around the policy
chosen to use or expose HIP to the applications. The first option is
that users are conpletely unaware of HI P, or are unable to contro
whether or not HIP is invoked, but rather the system chooses to
enable H P for some or all sessions based on policy. The second
option is that the user makes a decision to try to use H P by
conveying this informati on somehow within the constraints of the
unnodi fied application. W discuss both of these use cases in detail
bel ow

H P was designed to work with unnodified applications, to ease

i ncrenental deploynment. For instance, the HT is the sane size as
the I Pv6 address, and the design thinking was that, during initial
experinments and transition periods, the H Ts could substitute in data
structures where | Pv6 addresses were expected. However, to a varying
degree dependi ng on the nechani sm enpl oyed, such use of H P can alter
the semantics of what is considered to be an | P address by
applications. Applications use |P addresses as short-lived | ocal
handl es, long-lived application associations, callbacks, referrals,
and identity conparisons [APP-REF]. The transition techniques

descri bed bel ow have inplications on these different uses of IP
addresses by | egacy applications, and we will try to clarify these
inmplications in the bel ow di scussions.

2. Term nol ogy
Cal | back: The application at one end retrieves the | P address of
the peer and uses that to later comuni cate "back" to the peer.
An exanple is the FTP PORT command.

Host ldentity: An abstract concept applied to a conputing platform
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Host ldentifier (H): A public key of an asymmetric key pair used as
a nanme for a Host Identity. Mre details are available in
[ RFC5201] .

Host ldentity Tag (HIT): A 128-bit quantity conposed with the hash
of a Host Identity. More details are available in [ RFC4843] and
[ RFC5201] .

Local Scope ldentifier (LSI): A 32- or 128-bit quantity locally
representing the Host ldentity at the I Pv4d or |Pv6 API

Long-lived application associations: The |IP address is retained by
the application for several instances of conmunication.

Ref erral : In an application with nore than two parties, party B
takes the | P address of party A and passes that to party C. After
this, party C uses the |IP address to conmunicate with A

Resol ver: The system function used by applications to resolve domain
nanes to | P addresses.

Short-lived | ocal handle: The IP addresses is never retained by the
application. The only usage is for the application to pass it
fromthe DNS APIs (e.g., getaddrinfo()) and the APl to the
protocol stack (e.g., connect() or sendto()).

3. Enabling H P Transparently within the System

When bot h users and applications are unaware of H P, but the host
adm ni strator chooses to use H P between hosts, a few options are
possible. The first basic option is to performa mapping of the
application-provided | P address to a host identifier within the
stack. The second option, if DNSis used, is to interpose a |oca
agent in the DNS resolution process and to return to the application
a HT or alocally scoped handle, formatted Iike an | P address.

3.1. Applying HP to Cases in Wich |IP Addresses Are Used

Consi der the case in which an application issues a "connect(ip)"
systemcall to set the default destination to a system nanmed by
address "ip", but for which the host adm nistrator would like to
enable HIP to protect the conmunications. The user or application
intends for the systemto communicate with the host reachable at that
| P address. The decision to invoke H P nust be done on the basis of
host policy. For exanple, when an |Psec-based inplenmentation of H P
is being used, a policy may be entered into the security policy

dat abase that nandates to use or to try H P based on a match on the
source or destination |IP address, port nunbers, or other factors.
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The mapping of I P address to host identifier nay be inplenented by
nodi fyi ng the host operating systemor by w apping the existing
sockets API, such as in the TESLA approach [ TESLA]

There are a nunber of ways that H P could be configured by the host
admini strator in such a scenario.

Manual configuration:

Pre-existing Security Associations (SAs) nay be avail able due to
previ ous adm ni strative action, or a binding between an | P address
and a HT could be stored in a configuration file or database.

Qpportunistically:

The systemcould send an |11 to the Responder with an enpty val ue
for Responder HIT.

Using DNS to nmap | P addresses to His:

If the Responder has host identifiers registered in the forward
DNS zone and has a PTR record in the reverse zone, the Initiator
could performa reverse+forward | ookup to learn the H T associ at ed
with the address. Al though the approach should work under norna
circunstances, it has not been tested to verify that there are no
recursion or bootstrapping issues, particularly if HPis used to
secure the connection to the DNS servers. Discussion of the
security inmplications of the use or absence of DNS Security
(DNSSEC) is deferred to the Security Considerations section.

Using HIP in the above fashion can cause additional setup del ays
conpared to using plain IP. For opportunistic node, a host nust wait
to | earn whether the peer is H P-capable, although the delays may be
mtigated in some inplenentations by sending initial packets (e.g.,
TCP SYN) in parallel to the HHP |1 packet and waiting sone tinme to
receive a HP RL before processing a TCP SYN ACK. Note that there
presently does not exist specification for how to i nvoke such
connections in parallel. Resolution |atencies may al so be incurred
when using DNS in the above fashion.

A possible way to reduce the above-noted | atencies, in the case that
the application uses DNS, would be for the systemto
opportunistically query for H P records in parallel to other DNS
resource records, and to tenporarily cache the H Ts returned with a
DNS | ookup, indexed by the |IP addresses returned in the sane entry,
and pass the I P addresses up to the application as usual. If an
application connects to one of those IP addresses within a short tine
after the | ookup, the host should initiate a base exchange using the
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cached HI Ts. The benefit is that this renoves the uncertainty/del ay
associ ated with opportunistic H P, because the DNS record suggests
that the peer is H P-capable.

3.2. Interposing a H P-Aware Agent in the DNS Resol ution

In the previous section, it was noted that a H P-unaware application
m ght typically use the DNS to fetch | P addresses prior to invoking
socket calls. A H P-enabled system nmi ght nmake use of DNS to
transparently fetch host identifiers for such domain names prior to
t he onset of comunication

A systemwith a | ocal DNS agent could alternately return a Loca
Scope ldentifier (LSI) or HT rather than an I P address, if HP
information is available in the DNS or other directory that binds a
particul ar domain name to a host identifier, and otherwise to return

an | P address as usual. The system can then nmaintain a mapping
between LSI and host identifier and performthe appropriate
conversion at the systemcall interface or below The application

uses the LSI or HHT as it would an I P address. This techni que has
been used in overlay networking experiments such as the Internet
Indirection Infrastructure (i3) and by at |east one H P

i npl emrent ati on.

In the case when resolvers can return rultiple destination
identifiers for an application, it may be configured that sone of the
identifiers can be H P-based identifiers, and the rest can be | Pv4 or
| Pv6 addresses. The systemresolver may return H P-based identifiers
in front of the list of identifiers when the underlying system and
policies support HP. An application processing the identifiers
sequentially will then first try a H P-based connection and only then
ot her non-H P based connections. However, certain applications my

| aunch the connections in parallel. In such a case, the non-H P
connections nmay succeed before H P connections. Based on | ocal
system policies, a systemmy disallow such behavior and return only
Hl P- based identifiers when they are found from DNS

If the application obtains LSIs or H Ts that it treats as IP
addresses, a few potential hazards arise. First, applications that
performreferrals may pass the LSl to another systemthat has no
system context to resolve the LSI back to a host identifier or an IP
address. Note that these are the sanme type of applications that wll
likely break if used over certain types of network address
translators (NATs). Second, applications may cache the results of
DNS queries for a long tine, and it nay be hard for a H P systemto
determ ne when to perform garbage collection on the LSI bindings.
However, when using H Ts, the security of using the HI Ts for identity
conpari son may be stronger than in the case of using |IP addresses.
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3.

3.

Finally, applications may generate log files, and adm nistrators or
ot her consuners of these log files nay becone confused to find LSIs
or HTs instead of |IP addresses. Therefore, it is recomended that
the HHP software logs the H Ts, LSIs (if applicable), corresponding
| P addresses, and Fully Qualified Domain Nane (FQDN)-rel ated

i nformation so that administrators can correlate other logs with H P
identifiers.

It may be possible for an LSI or HT to be routable or resol vabl e,
either directly or through an overlay, in which case it would be
preferable for applications to handle such names instead of IP
addresses. However, such networks are out of scope of this docunent.

Di scussi on

Sol utions preserving the use of |IP addresses in the applications have
the benefit of better support for applications that use |IP addresses
for long-lived application associations, callbacks, and referrals,

al though it should be noted that applications are di scouraged from
using I P addresses in this nmanner due to the frequent presence of
NATs [ RFC1958]. However, they have weaker security properties than

t he approaches outlined in Section 3.2 and Section 4, because the

bi ndi ng between host identifier and address is weak and not visible
to the application or user. |In fact, the semantics of the
application’s "connect(ip)" call nay be interpreted as "connect nme to
the systemreachable at | P address ip" but perhaps no stronger
semantics than that. H P can be used in this case to provide perfect
forward secrecy and aut hentication, but not to strongly authenticate
the peer at the onset of communi cations.

Using | P addresses at the application |ayer may not provide the full
potential benefits of H P nobility support. It allows for nobility
if the systemis able to readdress |long-lived, connected sockets upon
a H P readdress event. However, as in current systens, nobility wll
break in the connectionless case, when an application caches the IP
address and repeatedly calls sendto(), or in the case of TCP when the
system | ater opens additional sockets to the sane destination

Section 4.1.6 of the base H P protocol specification [RFC5201] states
that inplenentations that learn of H T-to-1P address bindings through
the use of HI P opportunistic node nmust not enforce those bindings on
| at er conmuni cations sessions. This inplies that when | P addresses
are used by the applications, systens that attenpt to
opportunistically set up H P nust not assune that |ater sessions to
the sanme address will conmunicate with the same host.
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The | egacy application is unaware of H P and therefore cannot notify
t he user when the application uses HP. However, the operating
system can notify the user of the usage of H P through a user agent.
Further, it is possible for the user agent to nanme the network
application that caused a H P-rel ated event. This way, the user is
aware when he or she is using H P even though the | egacy network
application is not. Based on usability tests frominitial

depl oynment s, displaying the H Ts and LSIs should be avoi ded in user
interfaces. Instead, traditional security measures (lock pictures,
col ored address bars) should be used where possible.

One drawback to spoofing the DNS resolution is that sone
applications, or selected instances of an application, actually my
want to fetch | P addresses (e.g., diagnhostic applications such as
ping). One way to provide finer granularity on whether the resol ver
returns an | P address or an LSl is to have the user forma nodified
domai n nane when he or she wants to invoke HIP. This leads us to
consider, in the next section, use cases for which the end user
explicitly and selectively chooses to enable H P

4. Users Invoking HHP with a Legacy Application

The previous section described approaches for configuring H P for

| egacy applications that did not necessarily involve the user.
However, there nay be cases in which a | egacy application user wants
to use HHP for a given application instance by signaling to the H P-
enabl ed systemin sone way. |If the application user interface or
configuration file accepts |IP addresses, there may be an opportunity
to provide a HHT or an LSI in its place. Furthernore, if the
application uses DNS, a user nmay provide a specially crafted domain
nane to signal to the resolver to fetch H P records and to signal to
the systemto use HHP. W describe both of these approaches bel ow.

4.1. Connecting to a HT or LSI

Section 3.2 above describes the use of H Ts or LSIs as spoofed return
val ues of the DNS resolution process. A simlar approach that is
nmore explicit is to configure the application to connect directly to
a HT (e.g., "connect(H T)" as a socket call). This scenario has
stronger security senantics, because the application is asking the
systemto send packets specifically to the named peer system H Ts
have been defined as Overlay Routabl e Cryptographic Hash Identifiers
(ORCHI Ds) such that they cannot be confused with routable IP

addr esses; see [ RFC4843].

Thi s approach al so has a few challenges. Using H Ts can be nore

cunbersone for human users (due to the flat H T name space) than
using either | Pv6 addresses or domain nanes. Another challenge with
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this approach is in actually finding the IP addresses to use, based
on the HHT. Sonme type of HI T resolution service would be needed in
this case. A third challenge of this approach is in supporting
cal | backs and referrals to possibly non-H P-aware hosts. However,
si nce nost conmunications in this case would |likely be to other HI P-
aware hosts (else the initial H P associations would fail to
establish), the resulting referral problem may be that the peer host
supports H P but is not able to performH T resolution for some
reason.

4.2. Using a Modified DNS Nane

Specifically, if the application requests to resolve "H P-

www. exanpl e. com’ (or sone sinilar prefix string), then the system
returns an LSI, while if the application requests to resolve

"www. exanpl e. comt', | P address(es) are returned as usual. The use of
a prefix rather than suffix is recommended, and the use of a string
delimter that is not a dot (".") is also reconmended, to reduce the
i kelihood that such nodified DNS nanes are m stakenly treated as
nanes rooted at a new top-level domain. Limts of domain nane |ength
or | abel length (255 or 63, respectively) should be considered when
prependi ng any prefixes.

4.3. O her Techniques

Alternatives to using a nodified DNS nane that have been experimented
with include the follow ng. Commuand-line tools or tools with a
graphi cal user interface (GUJI) can be provided by the systemto all ow
a user to set the policy on which applications use H P. Another
comon technique, for dynamically linked applications, is to
dynamically link the application to a nodified library that waps the
systemcalls and interposes H P |layer communi cations on them this
can be invoked by the user by running commands through a speci al
shel |, for exanple.

5. Local Address Managenent

The previous two sections focused mainly on controlling client
behavior (HIPinitiator). W nust also consider the behavior for
servers. Typically, a server binds to a wildcard |IP address and
wel | -known port. In the case of H P use with | egacy server

i npl erentations, there are again a few options. The system may be
configured manually to always, optionally (depending on the client
behavi or), or never use HP with a particular service, as a matter of
policy, when the server specifies a wildcard (IP) address.
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Wien a system APl call such as getaddrinfo [RFC3493] is used for
resolving local addresses, it may also return H'Ts or LSIs, if the
system has assigned HI Ts or LSIs to internal virtual interfaces
(comon in many H P inplenentations). The application nmay use such
identifiers as addresses in subsequent socket calls.

Sonme applications may try to bind a socket to a specific |oca

address, or nmay inplenment server-side access control lists based on
socket calls such as getsocknanme() and getpeernane() in the C- based
socket APIs. If the local address specified is an | P address, again,
the underlying systemnay be configured to still use HP. If the

| ocal address specified is a HT (Section 4), the system should
enforce that connections to the local application can only arrive to
the specified HT. If a systemhas many H's, an application that
binds to a single H T cannot accept connections to the other H's but
the one corresponding to the specified HT.

When a host has multiple H's and the socket behavi or does not
prescribe the use of any particular H as a local identifier, it is a
matter of local policy as to howto select a H to serve as a |ocal
identifier. However, systens that bind to a wildcard may face

probl ems when nultiple HHTs or LSIs are defined. These problens are
not specific to HIP per se, but are also encountered in non-H P

mul ti homi ng scenarios with applications not designed for nultihom ng.

As an exanple, consider a client application that sends a UDP
datagramto a server that is bound to a wildcard. The server
application receives the packet using recvfrom() and sends a response
using sendto(). The problemhere is that sendto() may actually use a
different server HT than the client assunes. The client will drop
the response packet when the client inplenents access control on the
UDP socket (e.g., using connect()).

Rei npl ementi ng the server application using the sendnmsg() and
recvimsg() to support multihom ng (particularly considering the
ancillary data) would be the ultimate solution to this problem but
with | egacy applications is not an option. As a workaround, we nake
suggestion for servers providing UDP-based services w th non-

mul ti hom ng- capabl e services. Such servers should announce only the
H T or public key that matches to the default outgoing HI T of the
host to avoid such problens.

Finally, sonme applications may create a connection to a local HIT.

In such a case, the local system may use NULL encryption to avoid
unnecessary encryption overhead, and rmay be ot herw se nore perni ssive
t han usual such as excluding authentication, Diffie-Hellmn exchange,
and puzzle.
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6.

Security Considerations

In this section, we discuss the security of the systemin genera
terns, outlining some of the security properties. However, this
section is not intended to provide a conplete risk analysis. Such an
anal ysis would, in any case, be dependent on the actual application
using HP, and is therefore considered out of scope.

The scenarios outlined above differ considerably in their security
properties. Wen the DNS is used, there are further differences
related to whether or not DNSSEC [ RFC4033] is used, and whether the
DNS zones are considered trustworthy enough. Here we nmean that there
shoul d exi st a del egation chain to whatever trust anchors are
available in the respective trees, and the DNS zone admi nistrators in
charge of the netblock should be trusted to put in the right

i nformati on.

When | P addresses are used by applications to nane the peer system
the security properties depend on the configuration nmethod. Wth
manual configuration, the security of the systemis conparable to a
non-H P systemwith simlar |Psec policies. The security semantics
of an initial opportunistic key exchange are roughly equal to non-
secured I P, the exchange is vulnerable to man-in-the-nmniddle attacks.
However, the systemis |ess vulnerable to connection hijacking
attacks. If the DNS is used, if both zones are secured (or the H Ts
are stored in the reverse DNS record) and the client trusts the
DNSSEC si gnatures, the systemnmay provide a fairly high security

| evel. However, much depends on the details of the inplenentation,
the security and adm nistrative practices used when signing the DNS
zones, and other factors.

Using the forward DNS to nmap a domain nanme into an LSl is a case that
is closest to the nost typical use scenarios today. |f DNSSEC is
used, the result is fairly simlar to the current use of certificates
with Transport Layer Security (TLS). |If DNSSEC is not used, the
result is fairly simlar to the current use of plain IP, with the
addi tional protection of data integrity, confidentiality, and
prevention of connection hijacking that opportunistic H P provides.
If DNSSEC is used, data integrity and data origin authentication
services are added to the nornal DNS query protocol, thereby
providing nore certainty that the desired host is being contacted, if
the DNS records thensel ves are trustworthy.
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If the application is basing its operations on H Ts, the connections
becone automatically secured due to the inplicit channel bindings in
H P. That is, when the application nakes a connect(H T) systemcall,
either the resulting packets will be sent to a node possessing the
correspondi ng private key or the security association will fail to be
est abl i shed.

When t he system provi des (spoofs) LSIs or H Ts instead of IP
addresses as the result of name resolution, the resultant fields may
i nadvertently show up in user interfaces and system|logs, which may
cause operational concerns for sone network adninistrators.
Therefore, it is recommended that the H P software | ogs the H Ts,
LSIs (if applicable), corresponding |IP addresses, and FQDN-rel ated

i nformation so that administrators can correlate other logs with H P
identifiers.
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