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Status of This Menop

This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Mul timedia Internet Keying (MKEY) is a key managenent protocol that
can be used for real-tinme applications. In particular, it has been
defined focusing on the support of the Secure Real -tinme Transport
Protocol (SRTP). MKEY itself is standardized within RFC 3830 and
defines four key distribution nethods. Myreover, it is defined to
al | ow extensions of the protocol. As MKEY becones nore and nore
accepted, extensions to the base protocol arise, especially in termns
of additional key distribution nethods but also in terns of payl oad
enhancenent s.

Thi s docunent provides an overvi ew about the M KEY base docunent in
general as well as the existing extensions for MKEY, which have been
defined or are in the process of definition. It is intended as an
addi ti onal source of information for developers or architects to
provide nore insight in use case scenarios and notivations as well as
advant ages and di sadvantages for the different key distribution
schenes. The use cases discussed in this docunent are strongly
related to dedicated SIP call scenarios providing challenges for key
managenent in general, anong them nedi a before Session Description
Protocol (SDP) answer, forking, and shared key conferencing.
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1

| nt roducti on

Key distribution describes the process of delivering cryptographic
keys to the required parties. MKEY [RFC3830], the Miltinedia

I nternet Keying, has been defined focusing on support for the
establ i shment of security context for the Secure Real -time Transport
Protocol [RFC3711]. Note that RFC 3830 is not restricted to be used
for SRTP only, as it features a generic approach and allows for
extensions to the key distribution schenes. Thus, it nay al so be
used for security paranmeter negotiation for other protocols.

For M KEY, neanwhile, seven key distribution nethods are described:
o Symmetric key distribution as defined in [ RFC3830] (M KEY- PSK)
o Asymetric key distribution as defined in [ RFC3830] (M KEY-RSA)

o Diffie-Hellnman key agreenent protected by digital signatures as
defined in [ RFC3830] (M KEY- DHSI GN)

0 Unprotected key distribution (M KEY-NULL)

o Diffie-Hellnman key agreenent protected by symetric pre-shared
keys as defined in [ RFC4650] (M KEY- DHHMAC)

0 Security Assertion Markup Language (SAM.) assisted Diffie-Hellnman
key agreenent as defined (not avail able as a separate docunent,
but discussions are reflected within this docunent (M KEY- DHSAM.))

o Asymmetric key distribution (based on asymetric encryption) with
in-band certificate provision as defined in [ RFC4738]
(M KEY- RSA- R)

Note that the latter three nodes are extensions to MKEY as there
have been scenari os where none of the first four nodes defined in
[ RFC3830] fits perfectly. There are further extensions to M KEY
conprising al gorithm enhancenents and a new payl oad definition
supporting protocols other than SRTP

Al gorithm extensions are defined in the foll owi ng docunent:

o Elliptic Curve Cryptography (ECC) algorithns for MKEY as defined
in [ MSEC- M KEY]

Fries & Ignjatic I nf or mat i onal [ Page 3]



RFC 5197 M KEY Mbdes Applicability June 2008

Payl oad extensions are defined in the follow ng docunents:

0 Bootstrapping TESLA, defining a new payload for the Tined
Efficient Stream Loss-tol erant Authentication (TESLA) protocol
[ RFC4082] as defined in [ RFC4442]

o The Key ID information type for the general extension payload as
defined in [ RFC4563]

0 Open Mobile Alliance (OWA) Broadcast (BCAST) M KEY Genera
Ext ensi on Payl oad Specification as defined in [ RFC4909]

o Integrity Transform Carrying Roll-over Counter for SRTP as defined
in [RFC4771]. Note that this is rather an extension to SRTP and
requires MKEY to carry a new paraneter, but is stated here for
conpl et eness.

Thi s docunent provides an overvi ew about RFC 3830 and the relations
to the different extensions to provide a framework when using M KEY.
It is intended as an additional source of information for devel opers
or architects to provide nore insight in use case scenarios and
notivations as well as advantages and di sadvantages for the different
key distribution schemes. The use cases discussed in this docunent
are inspired by specific protocol workings of SIP that have proved to
be problematic for a general key distribution nechanisns in general
These protocol workings are described in detail in Wng, et al.

[ SI P-MEDI A] and include the follow ng:

o Early Media (i.e., nedia that arrives before the SDP answer)
o Forking
o0 Call Transfer/Redirect/Retarget
o Shared Key Conferencing

2. Terminology and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
The followi ng definitions have been taken from [ RFC3830]:
(Data) Security Protocol: the security protocol used to protect the

actual data traffic. Exanples of security
protocols are | Psec and SRTP
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Data Security Association information for the security
protocol, including a TEK and a set of paraneters/
polici es.

Crypto Session, uni- or bidirectional data strean(s),
protected by a single instance of a security protocol.

Crypto Session Bundle, collection of one or nore
Crypt o Sessions, which can have commbn TGKs (see
bel ow) and security paraneters.

Crypto Session ID, unique identifier for the CS within
a CSB.

Crypto Session Bundle ID,
CSB.

uni que identifier for the

TEK Ceneration Key, a bit-string agreed upon by two or
nore parties, associated with CSB. Fromthe T
Traffic-Encrypting Keys can then be generated w t hout
needi ng further comuni cati on.

Traffic-Encrypting Key, the key used by the security
protocol to protect the CS (this key may be used
directly by the security protocol or may be used to
derive further keys depending on the security
protocol). The TEKs are derived fromthe CSB' s T&K

the process of re-negotiating/updating the TGK (and
consequently future TEK(S)).

the initiator of the key managenent protocol, not
necessarily the initiator of the comrunication

the responder in the key managenent protocol

a random or pseudo-random (see [ RFC4086]) string used
to protect against sone off-line pre-conputation
attacks on the underlying security protocol

t he protocol header

a keyed pseudo-random function
encryption of mwith the key k

random val ue
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ti mest anp

the certificate of x

the signature fromx using the private key of x
the public key of x

the identity of x

an optional piece of information

zero or nobre occurrences

concat enati on

OR (sel ection operator)

exponenti ati on

excl usi ve or

The followi ng definitions have been added to the ones from [ RFC3830]:

SSRC

KEMAC

V

SP

For ki ng

Redi r ect

Ret ar get

Fries & Ignjatic

Synchroni zati on Source ldentifier

M KEY Key Data Transport Payl oad, containing a set of
encrypt ed sub-payl oads and a Message Aut hentication
Code (MAC).

M KEY Verification Message
Security Paraneter

The ability of a SIP proxy to replicate an incom ng
request to multiple outgoing requests in order to
efficiently find the called party for rendezvous. SIP
forking can be done in serial (depth-first search) or
in parallel (breadth-first search).

The ability of a SIP proxy to send a final response
that redirects the caller to send a request to an
alternate | ocation

The ability of a SIP proxy to re-wite the Request-UR

thereby altering the destination of the request
wi thout explicitly notifying the user agent client.
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3.

M KEY Overvi ew

This section will provide an overvi ew about MKEY. M KEY focuses on
the setup of cryptographic context to secure nultinedia sessions in a
het er ogeneous environment. MKEY is mainly intended to be used for
peer-to-peer, sinple one-to-many, and small-size (interactive)

groups. One objective of MKEY is to produce a data security
association (SA) for the security protocol, including a Traffic-
Encrypting Key (TEK), which is derived froma TEK Generation Key
(T&K), and used as input for the security protocol.

M KEY supports the possibility of establishing keys and paraneters
for nmore than one security protocol (or for several instances of the
same security protocol) at the sane time. The concept of Crypto
Session Bundle (CSB) is used to denote a collection of one or nore
Crypto Sessions that can have commbn TGK and security paraneters, but
that obtain distinct TEKs from M KEY.

M KEY as defined in RFC 3830 may proceed with one roundtrip at nost,
using a so-called Initiator nessage for the forward direction and a
Responder message for the backward direction. Note that there exist
M KEY schenmes that nay proceed within a half roundtrip (e.g., based
on a pre-shared key), while other schemes require a full roundtrip
(e.g., Diffie-Hellman-based schenes). The nmain objective of the
Initiator’'s message (I _MESSAGE) is to transport one or nore TCGKs
(carried in the KEMAC field) and a set of security paraneters (SPs)
to the Responder in a secure manner. As the verification nessage
fromthe Responder is optional for some schenes, the Initiator

i ndi cates whether or not it requires a verification nessage fromthe
Responder.

The focus of the follow ng subsections lies on the key distribution
met hods as well as the discussion about advantages and di sadvant ages
of the different schenmes. Note that the MKEY key distribution
schenmes rely on | oosely synchroni zed cl ocks. [If clock

synchroni zation is not available, the replay handling of MKEY (cf.

[ RFC3830]) may not work. This is due to the fact that M KEY does not
use a chal |l enge-response nechani smfor replay handling; instead,

ti mestanps are used together with nessage caching. Thus, the

requi red synchronizati on depends on the nunber of nessages that can
be cached on either side. Therefore, MKEY recomends adjusting the
cache size depending on the clock skew in the depl oyment environment.
Mor eover, RFC 3830 recommends the |1SO tine synchronization protocol
[1SO sec_tine]. |If replay handling is not available, an attacker nay
be able to replay an ol der nessage that he eavesdropped earli er,
leading to different TGKs on both sides. As these are fed to the
application utilizing MKEY (e.g., SRTP or TESLA), both sides may
rely on different keys and thus may be unable to communicate with
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each other. The fornmat applied to the tinmestanps submitted in MKEY
have to nmatch the NTP fornat described in [RFCL305]. |In other cases,
such as of a SIP endpoint, clock synchronization by deriving tine
froma trusted outbound proxy nmay be appropriate

The different MKEY-rel ated schenes are conpared regardi ng the
followng criteria:

o Mandatory for inplenentation: provides information, if RFC 3830
requires the inplenmentation of this schene.

o Scalability: describes the technical feasibility to easily depl oy
a solution based on the considered schene.

o0 Dependency on PKl: states if the support of a PKI is required to
support this scheme. Note that PKI here relates to PKI services
i ke key generation, distribution, and revocation.

0 Provision of Perfect Forward Secrecy (PFS): describes the support
of PFS, which is, according to RFC 4949 [ RFC4949], the property
that conpronising the long-termkeying nmaterial does not
conpr oni se sessi on keys that were previously derived fromthe
long-termmateri al .

0 Key generation involvenent: describes if both or just one of the
participants is actively involved in key generation. The option
to involve both parties in the key generation is considered here
as it addresses several points:

* |f both sides contribute public entropy, it is ensured that
each side can guarantee that keys are fresh to avoid replay
att acks.

* Invol vemrent of both sides avoids that one side generates
(intentionally or unintentionally) weak (predictable) nonces,
which in turn may result in weak keys.

0 Support of group keying: feasibility of the MKEY option to be
used al so for group keying, e.g., in conferencing scenari os.

If MKEY is used for SRTP [ RFC3711] bootstrapping, it also uses the
SSRC to associate security policies with actual sessions. The SSRC
identifies the synchronization source. The value is chosen randonly,
with the intent that no two synchronization sources within the sane
SRTP session will have the sanme SSRC. Although the probability of
mul tipl e sources choosing the same identifier is low, all (S)RTP

i npl erent ati ons nmust be prepared to detect and resolve collisions.
Neverthel ess, in nultinmedia communi cati on scenari 0os supporting
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forking (see Section 5.2) or retargeting (see Section 5.3) collisions
may occur |eading to so-called two-tinme pads; i.e., the sanme key is
used for nmedia streanms to different destinations. This occurs if two
branches have the same TEK (based on the M KEY key establishnment) and
choose the sane 32-bit SSRC for the SRTP streams. The SRTP key
derivation will then produce the sane session keys (as the input

val ues are the sane) and also derive the sane initialization vector
per packet, as the SSRCs are the sane. Note that two tinme pads may
al so occur for nedia streans to the sanme destination. This is
outlined in [ RFC3711].

3.1. Pre-Shared Key (PSK) Protected Distribution

This option of the key managenment uses a pre-shared secret key to
derive key material for integrity protection and encryption to
protect the actual exchange of key material. Note that the pre-
shared secret is agreed upon before the session, e.g., by out-of-band
means. The responder nessage is optional and may be used for mnutual
aut hentication (proof of possession of the pre-shared secret) or
error signaling.

Initiator Responder
| _MESSAGE =
HDR, T, RAND, [IDi],[!IDr],
{SP}, KEMAC -
R_MESSAGE =
[<---] HDR, T, [IDr], V

The advantages of this approach lay in the fact that there is no
dependency on a PKI (Public Key Infrastructure), the solution
consunes | ow bandw dt h and enabl es high performance, and is all in
all a sinple straightforward nmaster key provisioning. The

di sadvant ages are that perfect forward secrecy is not provided and
key generation is just perforned by the Initiator. Furthernore, the
approach is not scalable to larger configurations but is acceptable
in small-sized groups. Note that according to [RFC3830], this option
is mandatory to inplenent.

3.2. Public Key Encrypted Key Distribution

Usi ng the asymmetric option of the key managenent, the Initiator
generates the key nmaterial (TGKs) to be transmitted and sends it
encrypted with a so-called envel ope key, which in turn is encrypted
with the receiver’s public key. The envel ope key, env-key, which is
a random nunber, is used to derive the auth-key and the enc-key.

Mor eover, the envel ope key may be used as a pre-shared key to
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establish further crypto sessions. The responder nessage is optional
and may be used for mnutual authentication or error signaling.

Initiator Responder

| _MESSAGE =
HDR, T, RAND, [IDi|CERTi],
[1Dr], {SP}, KEMAC, [CHASH,
PKE,  SI GNi RS
R_MESSAGE =
[<---] HDR, T, [IDr], V

An advantage of this approach is that it allows the usage of self-
signed certificates, which in turn can avoid a full-blowm PKI. Note
that using self-signed certificates may result in limted scalability
and al so require additional neans for authentication such as exchange
of fingerprints of the certificates or simlar techniques. The

di sadvant ages conprise the necessity of a PKI for full scalability,
the performance of the key generation just by the Initiator, and no
provi sion of perfect forward secrecy. Additionally, the Responder
certificate needs to be available in advance at the sender’s side.
Furthermore, the verification of certificates may not be done in real
time. This could be the case in scenarios where the revocation
status of certificates is checked through a further conponent.
Depending on the Initiator role, this scheme can also be applied in
gr oup- based conmuni cati on, where a central server distributes the
group key protected with the public keys of the associated clients.
Note that according to [ RFC3830], this option is nandatory to

i mpl enent .

3.3. Diffie-Hellman Key Agreenment Protected with Digital Signatures

The Diffie-Hell man option of the key managenent enabl es a shared
secret establishnent between the Initiator and Responder in a way
where both parties contribute to the shared secret. The Diffie-
Hel | man key agreenent is authenticated (and integrity protected)
usi ng digital signatures.

Initiator Responder
| _MESSAGE =
HDR, T, RAND, [IDi| CERTi],
[IDr], {SP}, DH, SIGN --->
R_MESSAGE =
<--- HDR, T, [IDr|CERTr],

IDi, DH, DH , SIG\r
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[ RFC3830] does nandate the support of RSA as a specific asymretric
algorithmfor the signature generation. Additionally, the algorithm
used for signature or public key encryption is defined by, and
dependent on, the certificate used. Besides the use of X 509v3
certificates, it is nandatory to support the Diffie-Hellnan group
"OQAKLEY5" [RFC2412]. It is also possible to use other Diffie-Hell man
groups within MKEY. This can be done by defining a new mappi ng sub-
payl oad and the associated policy payload according to [ RFC3830].

The advantages of this approach are a fair, nmutual key agreenent
(both parties provide to the key), perfect forward secrecy, and the
absence of the need to fetch a certificate in advance as needed for

t he M KEY- RSA net hod depi cted above. Mreover, it also provides the
option to use self-signed certificates to avoid a PKlI depl oynent.
Not e that, depending on the security policy, self-signed certificates
may not be suitable for every use case.

Negatively to remark is that this approach scales mainly to point-to-
poi nt and depends on PKI for full scalability. Miltiparty
conferencing i s not supported using just MKEY-DHSI GN. Neverthel ess,
the established Diffie-Hellman-Secret may serve as a pre-shared key
to bootstrap group-related security parameter. Furthernore, as for
the M KEY- RSA node descri bed above, the verification of certificates
may not necessarily be done in real tine. This could be the case in
scenari os where the revocation status of certificates is checked
through a further conponent. Note that, according to [ RFC3830], it
is optional to inplenent this schene.

3.4. Unprotected Key Distribution

RFC 3830 al so supports a node to provide a key in an unprotected
manner (M KEY-NULL). This is based on the symetric key encryption
option depicted in Section 3.1 but is used with the NULL encryption
and the NULL authentication algorithnms. It nay be conmpared with the
pl ai n approach in SDP security descriptions [ RFC4568]. M KEY-NULL
conpletely relies on the security of the underlying |ayer, e.g.,
provided by TLS. This option should be used with caution as it does
not protect the key managenent.

Based on the nissing cryptographic protection of this nmethod, it is
obvi ous that perfect forward secrecy is not provided. As it is based
on the pre-shared secret node, only the Initiator contributes to the
key managenent. The nmethod itself is highly scal able, but again,

Wi t hout proper protection through an underlying security layer, it is
not advi sable for use.
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3.5. Diffie-Hell man Key Agreenment Protected with Pre-Shared Secrets

This is an additional option, which has been defined in [ RFC4650].
In contrast to the nmethod described in Section 3.3, here the Diffie-
Hel | man key agreenent is authenticated (and integrity protected)
using a pre-shared secret and keyed hash function.

Initiator Responder
| _MESSAGE =
HDR, T, RAND, [IDi],
IDr, {SP}, DHi, KEMAC e
R_MESSAGE =
<--- HDR, T,[IDr], ID,

DHr, DHi, KEMAC
TCK = gM(xi * yi) TCK = gM(xi * yi)

For the integrity protection of the Diffie-Hellman key agreenent,

[ RFC4650] mandates the use of HVAC SHA-1. Regarding Diffie-Hellman
groups, [RFC3830] is referenced. Thus, it is mandatory to support
the Diffie-Hell man group "OAKLEY5" [RFC2412]. It is also possible to
use other Diffie-Hellman groups within MKEY. This can be done by
defining a new mappi hg sub-payl oad and the associ ated policy payl oad
according to RFC 3830. This option has al so several advantages, as
there are the fair nutual key agreenent, the perfect forward secrecy,
and no dependency on a PKlI and PKI standards. Moreover, this schene
has a sound performance and reduced bandw dth requirenents conpared
to M KEY-DH SI GN and provides a sinple and strai ghtforward nmaster key
provisioning. The establishnent of shared secrets and the |ack of
support for group keying is a disadvantage.

Thi s nmode of operation provides an efficient schene in deploynents
where there is a central trusted server that is provisioned with
shared secrets for many clients. Such setups could, for exanple, be
enterprise Private Branch Exchanges (PBXs), service provider proxies,
etc. In contrast to the plain pre-shared key encryption-based node,
described in Section 3.1, this node offers perfect forward secrecy as
wel | as active involvenment in the key generation of both parties

i nvol ved.

3.6. SAM.-Assisted DH key Agreenent
There has been a | onger discussion during | ETF neetings and al so on
the | ETF MSEC neiling |ist about a SAM.-assisted DH approach. This

i dea has not been subnitted as a separate docunent. Neverthel ess,
the discussion is reflected here as it is targeted to fulfill genera
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requi rements on key managenent approaches. Those requirenents can be
sumari zed as:

1. Mitual authentication of involved parties

2. Both parties involved contribute to the session key generation
3. Provide perfect forward secrecy

4. Support distribution of group session keys

5. Provide liveliness tests when involved parties do not have a
reliable clock

6. Support of linmted parties involved

To fulfill all of the requirenents, it was proposed to use a classic
Diffie-Hell man key agreenment protocol for key establishnent in
conjunction with a User Agent’s (UA's) SIP server signed el enent,

aut henticating the Diffie-Hellman key and the 1D using the SAML
(Security Assertion Markup Language [ SAML_overvi ew]) approach. Here
the client’s public Diffie-Hellman credentials are signed by the
server to forma SAM. assertion (referred to as CRED bel ow), which
may be used for later sessions with other clients. This assertion
needs at |east to convey the ID, public DH key, expiry, and the
signature fromthe server. It provides the involved clients with
mut ual aut henticati on and nessage integrity of the key management
nessages exchanged.

Initiator Responder
| _MESSAGE =
HDR, T, RAND1, [CREDI],
| Dr, {SP} >
R_MESSAGE =
<---  HDR T, [CREDr], IDi, DHr,
RAND2, (SP)

TGK = HVACX( RAND1| RAND2), where x = gM(xi * xr).

Additionally, the schene proposes a second roundtrip to avoid the
dependence on synchroni zed cl ocks and provide |iveliness checks.

This is achi eved by exchangi ng nonces, protected with the session
key. The second roundtrip can also be used for distribution of group
keys or to leverage a weak DH key for a stronger session key. The
trigger for the second roundtrip would be handled via SP, the
security policy conmuni cated via M KEY.
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I nitiator Responder
| _MESSAGE =
HDR, SI GN( ENC( RAND3) ) >
R _MESSAGE =
<--- SI GN( ENC( RAND4) )

Note that if group keys are to be provided, RAND woul d be substituted
by that group key.

Wth the second roundtrip, this approach also provides an option for
all of the other key distribution nmethods, when |iveliness checks are
needed. The drawback of the second roundtrip is that these nessages
need to be integrated into the call flow of the signaling protocol

In a straight-forward call, one roundtrip may be enough to set up a
session. Thus, this second roundtrip would require additional
nmessages to be exchanged.

Regarding the different criteria discussed in the introduction of
this section, the advantages of this approach are a fair, nutual key
agreenent (both parties provide to the key), and perfect forward
secrecy. Through the second roundtrip, the dependency on
synchroni zed cl ocks can be avoi ded. Mreover, this second roundtrip
enabl es the distribution of a group key and thus enhances the
scalability fromminly point-to-point to also nultiparty
conferencing. The usage of SAM.-assisted DH may decrease the hidden
| at ency cost through the credential validation necessary to be done
for the signed DH schene described in Section 3.3. |If the UA
received its SAML assertion fromits domain's SIP server, it is
trusting the server inplicitly, thus, it my extend that trust to
relying on it to validate the other party’s SAML assertion. This
elimnates not only the hidden validation |atency but also its
comput ati onal cost to the UA

Negatively to remark is that this proposal does have one significant
security risk. The UA's SIP server can cheat and create an extra

aut hentication object for the UA where it has the Diffie-Hellnman
private key. Wth this, the (SIP) server issuing the SAML assertion
can successfully launch a Man-in-the-Mddle (MTM attack agai nst two
of its UAs. Also, two SIP servers can collude so that either can
successfully launch a M TM attack against their UAs. A UA can bl ock
this attack if its Diffie-Hell man key is authenticated by a
trustworthy third party and this whole object is signed by the SIP
server. Moreover, this approach uses two roundtrips, increasing the
necessary bandwi dth and al so the setup tinme, which nmay be crucial for
many scenari os. For the credential generation, usually a separate
conmponent (server) is necessary, so serverless call setup is not
support ed.
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3.7. Asymetric Key Distribution with In-Band Certificate Exchange

This is an additional option, which has been defined in [ RFC4738].
It describes the asymetric key distribution with optional in-band
certificate exchange.

Initiator Responder

| _MESSAGE =

HOR, T, [ID|CERTi], [IDr],

{SP}, [RAND], SIGN -
R_MESSAGE =
<---  HDR [GenExt(CSB-1D)], T,

RAND, [IDr|CERTr], [SP],
KEMAC, SI G\r

This option has sone advantages conpared to the asymetric key
distribution stated in Section 3.2. Here, the sender and receiver do
not need to know the certificate of the other peer in advance as it
may be sent in the MKEY Initiator message (if the receiver knows the
certificate in advance, RFC 3830's M KEY-RSA node nay be used
instead). Thus, the receiver of this nessage can utilize the
received key material to encrypt the session paranmeter and send them
back as part of the MKEY responder nessage. The certificate check
may be done depending on the signing authority. |If the certificate
is signed by a publicly accepted authority, the certificate
val i dation can be done in a straightforward manner, by using the
conmonly known certificate authority’s public key. |In the other

case, additional steps may be necessary. The disadvantage is that no
perfect forward secrecy is provided.

This node is neant to provide an easy option for certificate

provi sioning when PKI is present and/or required. Specifically in
SIP, session invitations can be retargeted or forked. M KEY nodes
that require the Initiator to target a single well-known Responder
may be inpractical here as they may require nultiple roundtrips to do
key negotiation. By allowi ng the Responder to generate secret

mat eri al used for key derivation, this node allows for an efficient
key delivery schene. Note that the Initiator can contribute to the
key material since the key is derived from CSB-1D and RAND payl oads
in unicast use cases. This node is also useful in multicast
scenari os where nultiple clients are contacting a known server and
are downl oadi ng the key. Responder workload is significantly reduced
in these scenarios conpared to MKEY in public key node. This is due
to the fact that the RSA asymretric encryption requires |ess effort
conpared to the decryption using the private key (the public key is
usual |y shorter than the private key, hence |ess performance for
encryption conpared to decryption). Exanples of deploynments where
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this nmode can be used are enterprises with PKI, service provider
setups where the service provider decides to provision certificates
to its users, etc.

4. Further M KEY Extensions

This section will provide an overvi ew about further M KEY [ RFC3830]
extensions for crypto algorithms and generic payl oad enhancenents, as
wel | as enhancenents to support the negotiation of security
paraneters for security protocols other than SRTP. These extensions
have been defined in several additional docunents.

4.1. ECC Al gorithns Support

[ MSEC- M KEY] proposes extensions to the authentication, encryption,
and digital signature nethods described for use in MKEY, enploying
elliptic curve cryptography (ECC). These extensions are defined to
align MKEY with other ECC i npl enentati ons and standards.

The notivation for supporting ECC within MKEY stens fromthe
foll om ng advant ages:

o0 ECC nodes are nore and nore added to security protocols.

0 ECC support requires considerably smaller keys by keeping the sane
security level conmpared to other asynmmetric techniques (like RSA)
Elliptic curve algorithnms are capabl e of providing security
consi stent with Advanced Encryption Standard (AES) keys of 128,
192, and 256 bits without extensive growmh in asymetric key
si zes.

0 As stated in [ MSEC-M KEY], inplenentations have shown that
elliptic curve algorithns can significantly inprove performance
and security-per-bit over other recomended al gorithns.

These advant ages nake the usage of ECC especially interesting for
enbedded devi ces, which may have only linmited performance and storage
capabilities.

[ MSEC- M KEY] proposes several ECC-based nechani snms to enhance the
M KEY key distribution schenes:

0 Use of ECC nethods extending the Diffie-Hellman key exchange:
M KEY- DHSI GN wi t h ECDSA or ECGDSA

0 Use of ECC nethods extending the Diffie-Hellman key exchange:
M KEY- DHSI GN wi t h ECDH
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0o Use of Elliptic Curve Integrated Encryption Schene (M KEY-ECI ES)
o Use of Elliptic Curve Menezes- Qu-Vanst one Scheme( M KEY- ECM)

The foll owi ng subsections will provide nore detailed information
about the nmessage exchanges for M KEY-ECH ES and M KEY- ECMV.

4.1.1. Elliptic Curve Integrated Encryption Scheme application in M KEY

The followi ng figure shows the nmessage exchange for the M KEY-ECI ES
schene:

Initiator Responder

| _MVESSAGE =
HDR, T, RAND, [IDi|CERTi],
[1Dr], {SP}, KEMAC,
[ CHASH], PKE, SIGNi >
R_MESSAGE =
[<---] HDR, T, [IDr], V

4.1.2. Elliptic Curve Menezes- Qu- Vanstone Schenme Application in MKEY

The followi ng figure shows the nmessage exchange for the M KEY- ECMYV

schene:
Initiator Responder
| _MESSAGE =
HDR, T, RAND, [IDi|CERTi],

[1D], {SP},

ECCPTi, SIGN -

R_MESSAGE =
[<---] HOR, T, [IDr], V

4.2. New M KEY Payl oad for Bootstrappi ng TESLA

TESLA [ RFC4082] is a protocol for providing source authentication in
mul ticast scenarios. TESLA is an efficient protocol with | ow

conmuni cati on and conputati on overhead, which scales to | arge nunbers
of receivers, and also tol erates packet |oss. TESLA is based on

| oose tine synchronization between the sender and the receivers.
Source authentication is realized in TESLA by using Message

Aut henti cati on Code (MAC) chaining. The use of TESLA within the
Secure Real -tinme Transport Protocol (SRTP) has been published in

[ RFC4383] targeting multicast authentication in scenarios, where SRTP
is applied to protect the multinedia data. This solution assunes
that TESLA paraneters are nade avail abl e by out - of - band nechani sns.
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[ RFC4442] specifies payloads for MKEY to bootstrap TESLA for source
aut henti cati on of secure group comunications using SRTP. TESLA may
be bootstrapped using one of the MKEY key managenent approaches
descri bed above by sending the M KEY nessage via unicast, nulticast,
or broadcast. This approach provides the necessary paraneter payl oad
extensions for the usage of TESLA in SRTP. Nevertheless, if the
paraneter set is also sufficient for other TESLA use cases, it can be
applied as well.

4.3. MM Extensions to the Key ID Infornation Type

Thi s extension specifies a new Type (the Key ID Information Type) for
the General Extension Payload. This is used in, e.g., the Miltinedia
Broadcast/Mil ticast Service (MBMS) specified in the 3rd Generation
Partnership Project (3GPP). MBMS requires the use of MKEY to convey
the keys and rel ated security paraneters needed to secure the
multinedia that is nmulticast or broadcast.

One of the requirenents that MBMS puts on security is the ability to
perform frequent updates of the keys. The rationale behind this is
that it will be costly for subscribers to re-distribute the
decryption keys to non-subscribers. The cost for re-distributing the
keys using the unicast channel should be higher than the cost of
purchasing the keys for this schene to have an effect. To achieve
this, MBMS uses a three-|level key managenent, to distribute group
keys to the clients, and be able to re-key by pushing down a new
group key. MBMS has the need to identify which types of keys are
involved in the MKEY nessage and their identity.

[ RFC4563] specifies a new Type for the General Extension Payload in

M KEY, to identify the type and identity of involved keys. Moreover,
as MBMS uses M KEY both as a registration protocol and a re-key
protocol, this RFC specifies the necessary additions that allow M KEY
to function both as a unicast and nulticast re-key protocol in the
MBMS setting.

4.4. OVA BCAST M KEY General Extension Payl oad Specification

The docunent [ RFC4909] specifies a new general extension payload type
for use in the Open Mbile Alliance (OvA) Browser and Content

Br oadcast (BCAST) group. QOVA BCAST s service and content protection
speci fication uses short-term key nmessage and | ong-term key nmessage
payl oads that in certain broadcast distribution systens are carried
in MKEY. The docunent defines a general extension payload to allow
possi bl e extensions to M KEY w thout defining a new payl oad. The
general extension payload can be used in any MKEY nessage and is
part of the authenticated or signed data part. Note that only a

par anet er description is included, but no key information.
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4.5. Supporting Integrity Transform Carrying the Rollover Counter

The document [RFC4771] defines a new integrity transformfor SRTP

[ RFC3711] providing the option to also transmt the Roll Over Counter
(ROC) as part of dedicated SRTP packets. This extension has been
defined for use in the 3GPP nulticast/broadcast service. Wile the
comuni cating parties did agree on a starting ROC, in sone cases the
receiver may not be able to synchronize his ROC with the one used by
the sender even if it is signhaled to himout of band. Here the new
extensi on provides the possibility for the receiver to re-synchronize
to the sender’s ROC. To signal the use of the newintegrity
transform new definitions for certain MKEY payl oads need to be
done. These new definitions conprise the integrity transformitself
as well as a newintegrity transform paraneters. Moreover, the
docunent specifies additional paranmeter, to enable the usage of
different integrity transforns for SRTP and SRTCP

5. Selection and Interworking of MKEY Mdes

While MKEY and its extensions provide a variety of choices in terns
of nodes of operation, an inplenentation may choose to sinmplify its
behavior. This can be achieved by operating in a single node of
operation when in the Initiator’'s role. Were PKI is avail able

and/ or required, an inplenentation may choose, for exanple, to start
all sessions in RSA-R node, and it would be trivial for it to act as
a Responder in public key node. |[If envel ope keys are cached, it can
then al so choose to do re-keying in shared key node. It is outside
the scope of MKEY or MKEY extensions if the caching of envel ope
keys is allowed. This is a matter of the configuration of the

i nvol ved conponents. This local configuration is also outside the
scope of MKEY. |In general, nodes of operation where the Initiator
generates keying material are useful when two peers are aware of each
ot her before the M KEY communi cation takes place. |f a peer chooses
not to operate in the public key node, it nay reject the certificate
of the Initiator. The sane applies to peers that choose to operate
in one of the DH nodes excl usively.

Forward M KEY nodes, where the Initiator provides the key materi al

i ke public key or shared key node when used in SIP/SDP may |ead to
conplications in sonme call scenarios, for exanple, forking scenarios
where key derivation material gets distributed to multiple parties.
As nentioned earlier, this may be inpractical as sone of the
destinations may not have the resources to validate the nessage and
may cause the Initiator to drop the session invitation. Even in the
case in which all parties involved have all the prerequisites for
interpreting the MKEY nessage received, there is a possible problem
with multiple Responders starting nedia sessions using the sanme key.
Wiile the SSRCs will be different in nost of the cases, they are only
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32 bits long and there is a high probability of a two-tinme pad
problem This is due to the support of scenarios |like forking (see
al so Section 5.2) or retargeting (see also Section 5.3), where a two-
time pad occurs if two branches have the sane TEK (based on the M KEY
key establishment) and choose the sanme 32-bit SSRC for the SRTP
streans and transnit SRTP packets. As suggested earlier, forward
nodes are nost useful when the two peers are aware of each ot her

bef ore the comuni cation takes place (as is the case in key renewal
scenari os when costly public key operations can be avoi ded by using

t he envel ope key).

The following list gives an idea how the different M KEY nodes may be
used or conbi ned, depending on avail able key material at the
Initiator side.

1. If the Initiator has a PSK with the Responder, it uses the PSK
node.

2. If the Initiator has a PSK with the Responder, but needs PFS or
knows that the Responder has a policy that both parties should
provide entropy to the key, then it uses the DH HVAC node.

3. If the Initiator has the RSA key of the Responder, it uses the
RSA node to establish the TGK Note that the TGK may be used as
PSK together with Option 1 for further key managenent operations.

4. |If the Initiator does not expect the responder to have his
certificate, he may use RSA-R  Using RSA-R, he can provide the
Initiator’s certificate information in-band to the receiver.
Moreover, the Initiator may al so provide a random nunber that can
be used by the receiver for key generation. Thus, both parties
can be involved in the key managenent. But as the inclusion of
t he random nunber cannot be forced by the Initiator, true PFS
cannot be provided. Note that in this node, after establishing
the TG, it may be used as PSK with other M KEY nodes.

5. The Initiator uses DH SIGN when PFS is required by his policy and
he knows that the Responder has a policy that both parties should
provide entropy. Note that also in this node, after establishing
the TG, it may be used as PSK with other M KEY nodes.

6. If no PSK or certificate is available at the Initiator’s side
(and likew se at the responder’s side) but |ower-Ilevel security
(like TLS or IPsec) is in place the user may use the unprotected
node of MKEY. It has to considered that using the unprotected
node enabl es i nternediate nodes like proxies to actually get the
exchanged master key in plain. This may not be intended,
especially in cases where the internedi ate node is not trusted.
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5.1.

Fri

Besi des the avail able key material, choosing between the different
nodes of M KEY depends strongly on the use case. This section wll
depi ct dedi cated scenarios to discuss the feasibility of the
different nodes in these scenarios. A conparison of the different
nodes of operation regarding the influences and requirenents to the
depl oyi ng infrastructure as well as the cryptographic strength can be
found in [SIP-MEDIA]. The following Iist provides the nost pron nent
call scenarios and are matter of further discussion

o Early Media

o Forking

0 Call Transfer/Redirect/Retarget
o Shared Key Conferencing

M KEY and Early Media

The termearly nedia describes two different scenarios. The first
one relates to the case where nedia data are received before the
actual SDP signaling answer has been received. This may arise
through the different |atency on the signaling and nedia path. This
case is often referred to as nedi a before signaling answer. The
second scenari o describes the case were nedia data are send fromthe
call ee before sending the final SIP 200 OK nmessage. This situation
appears usually in call center scenarios, when queuing a waiting |oop
or when providing personal ring tones.

In early nedia scenarios, SRTP data may be received before the answer
over the SIP signaling arrives. The two M KEY npdes, which only
requi re one nessage to be transported (Section 3.1 and Section 3.2),
work nicely in early nedia situations, as both sender and receiver
have all the necessary paraneters in place before actually sending/
receiving encrypted data. The other nodes, featuring either Diffie-
Hel | man key agreenment (Section 3.3, Section 3.5, and Section 3.6) or
t he enhanced asymmetric variant (Section 3.7), suffer fromthe
requirenments that the Initiator has to wait for the response before
being able to decrypt the inconming SRTP nedia. In fact, even if
early media is not used, in other words if nedia is not sent before
the SDP answer, a simlar problemmay arise fromthe fact that SIP/
SDP signaling has to traverse multiple proxies on its way back and
media may arrive before the SDP answer. It is expected that this
del ay woul d be significantly shorter than in the case of early nedia
t hough.
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It is worth nmentioning here that security descriptions [ RFC4568] have
basically the sane problemas the initiating end needs the SDP answer
before it can start decrypting SRTP nedi a.

To cope with the early nedia problem there are further approaches to
descri be security preconditions [RFC5027]; i.e., certain
preconditions need to be net to enable voice data encryption. One
exanmpl e, for instance, is that a scenario where a provisional
response, containing the required MKEY paraneter, is sent before
encrypted nedia is processed.

5.2. MKEY and ForKking

In SIP forking scenarios, a SIP proxy server sends an | NVITE request
to nore than one location. This neans also that the M KEY payl oad,
which is part of the SDP, is sent to several (different) |ocations.
M KEY nobdes supporting signatures nay be used in forking scenarios
(Section 3.3 and Section 3.7) as here the receiver can validate the
signature. There are limtations with the synretric key encryption
as well as the asynmetric key encryption nodes (Section 3.1 and
Section 3.2). This is due to the fact that in synmetric encryption
the recipient needs to possess the synmetric key before handling the
M KEY data. For asymmetric M KEY nodes, if the sender is aware of
the forking he may not know in advance to which | ocation the INVITE
is forked and thus may not use the right receiver certificate to
encrypt the MKEY envel ope key. Note that the sender may include
several MKEY containers into the same | NVITE nessage to cope with
forking, but this requires the know edge of all forking targets in
advance and al so requires the possession of the target certificates.
It is out of the scope of MKEY to specify behavior in such a case.
M KEY Diffie Hellnman nodes or MKEY-RSA R Section 3.7 do not have
this problem In scenarios where the sender is not aware of forking,
only the intended receiver is able to decrypt the M KEY cont ai ner.

If forking is conmbined with early nedia, the situation gets
aggravated. |If MKEY nodes requiring a full roundtrip are used, like
the signed Diffie-Hellnman, multiple responses may overl oad the end
device. An exanple is forking to 30 destinations (group pickup),
while MKEY is used with the signed Diffie-Hell man node together with
security preconditions. Here, every target would answer with a
provi si onal response, |leading to 30 signature validations and Diffie-
Hel I man cal cul ations at the sender’s site. This nay lead to a

prol onged nedi a setup del ay.

Mor eover, depending on the M KEY node chosen, a two-tinme pad nmay
occur in dependence of the negotiated key material and the SSRC. For
the non Diffie-Hell man nodes other than RSA-R, a two-tine pad nay
occur when multiple receivers pick the same SSRC.
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5.3. MKEY and Call Transfer/Redirect/Retarget

In a SIP environment, MKEY exchange is tied to SDP of fer/answer and
irrespective of the inplenentation nodel used for call transfer the
sane properties and limtations of MKEY nodes apply as in a nornal
call setup scenario.

In certain SIP scenarios, the functionality of redirect is supported.
In redirect scenarios, the call initiator gets a response that the
called party for instance has tenporarily noved and may be reached at
a different destination. The caller can now performa cal
establishment with the new destination. Depending on the originally
chosen M KEY node, the caller may not be able to performthis node
with the new destination. To be nore precise, MKEY-PSK and M KEY-
DHHVAC require a pre-shared secret in advance. M KEY-RSA requires
the knowl edge about the target’s certificate. Thus, these nodes may
influence the ability of the caller to initiate a session

Anot her functionality that may be supported in SIP is retargeting.
In contrast to redirect, the call initiator does not get a response
about the different target. The SIP proxy sends the request to a
different target about receiving a redirect response fromthe
originally called target. This nost likely will |ead to problens
when using M KEY nodes requiring a pre-shared key (M KEY-PSK, M KEY-
DHHVAC) or where the caller used asymmetric key encryption (M KEY-
RSA) because the key nmanagenent was originally targeted to a

di fferent destination.

5.4. MKEY and Shared Key Conferencing

First of all, not all nodes of M KEY support shared key conferencing.
Mainly the Diffie-Hellman nodes cannot be used straight-forward for
conferencing as this nmechanismresults in a pair w se shared secret
key. Al other nodes can be applied in conferencing scenarios by
obeying the Initiator and Responder roles; i.e., the half roundtrip
nodes need to be initiated by the conferencing unit to be able to
distribute the conferencing key. The remaining full roundtrip node,
M KEY RSA-R, will be initiated by the client, while the conferencing
unit provides the conferencing key based on the received certificate.

An exanpl e conferencing architecture is defined in the | ETF s XCON
WG The scope of this working group relates to a nmechanism for
menber shi p and aut hori zation control, a nechanismto nmani pul ate and
descri be nedia "nixing" or "topology" for multiple nedia types
(audi o, video, text), a mechanismfor notification of conference-
rel ated events/changes (for exanple, a floor change), and a basic
floor control protocol. A docunent describing possible use case
scenarios is available in [ RFC4597].
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5.

5.

M KEY Mbde Sunmary

The following two tables sunmarize the discussion fromthe previous
subsections. The first table nmatches the scenarios discussed in this
section to the different M KEY npdes.

M KEY Early Secure Ret ar get Redi r ect Shar ed
node Medi a For ki ng Key Conf
PSK (3.1) Yes Yes*
RSA (3.2) Yes Yes*
DH SI GN (3. 3) Yes* Yes Yes

Unprotected (3.4) Yes
DH HVAC (3. 5)
RSA-R (3.7) Yes Yes Yes Yes

* In centralized conferencing, the nedia m xer needs to send the
M KEY Initiator nessage.

The following table maps the M KEY npdes to key managenent-rel ated
properties.

M KEY Manual Needs PFS Key Generation
node Keys PKI | nvol venent
PSK (3.1) Yes No No Initiator

RSA (3.2) No Yes No Initiator

DH SI CGN (3. 3) No Yes Yes Bot h
Unprotected (3.4) No No No Initiator

DH HVAC (3.5) Yes No Yes Bot h

RSA-R (3.7) No Yes No Bot h*

* Assunmed the Initiator provides the (optional) RAND val ue
Transport of M KEY Messages

M KEY defi nes nmessage formats to transport key information and
security policies between communicating entities. |t does not define
t he enbeddi ng of these nessages into the used signaling protocol

This definition is provided in separate docunments, depending on the
used signaling protocol. Nevertheless, MKEY can al so be transported
over plain UDP or TCP to port 2269.

Several |ETF-defined protocols utilize the Session Description
Protocol (SDP, [RFC4566]) to transport the session paraneters.
Exanpl es are the Session Initiation Protocol (SIP, [RFC3261] or the
Gateway Control Protocol (GCP, [RFC5125]). The transport of M KEY
nmessages as part of SDP is described in [ RFC4567]. Here, the
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conpl ete M KEY nessage is base64 encoded and transnitted as part of
the SDP part of the signaling protocol nessage. Note that as severa
key distribution nessages may be transported within one SDP

contai ner, [RFC4567] also conprises an integrity protection regarding
all supplied key distribution attenpts. Thus, bidding-down attacks
wi Il be recognized. Regarding RTSP, [RFC4567] defines header
extensions allowi ng the transport of MKEY nessages. Here, the
initial nessages uses SDP, while the renaining part of the key
managenent is perfornmed using the header extensions.

M KEY is also applied in ITU-T protocols Iike H 323, which is used to
establ i sh conmuni cation sessions simlar to SIP. For H 323, a
security framework exists, which is defined in H 235. Wthin this
framework, H. 235.7 [H 235.7] describes the usage of MKEY and SRTP in
the context of H 323. 1In contrast to SIP, H 323 uses ASN. 1 (Abstract
Syntax Notation). Thus, there is no need to encode the M KEY

contai ner as base64. Wthin H 323, the MKEY container is binary
encoded.

7. MKEY Alternatives for SRTP Security Parameter Negotiation

Besi des M KEY, there exist several approaches to handle the security
paraneter establishnment. This is due to the fact that sone
limtations in certain scenarios have been seen. Exanples are early
nmedi a and forking situations as described in Section 5. The
followng |ist provides a short summary about possible alternatives:

0 sdescription - [RFC4568] describes a key managenent schene, which
uses SDP for transport and conpletely relies on underlying
protocol security. For transport, the docunment defines an SDP
attribute transmitting all necessary SRTP paraneter in clear. For
security, it references TLS and SSMME. In contrast to MKEY, the
SRTP paraneter in the Initiator-to-Responder direction is actually
sent in the nessage fromthe Initiator to the Responder rather
than vice versa. This may lead to problens in early nedia
scenari os.

0 sdescription with early nmedia support - [WNG MVSI C] enhances the
above schene with the possibility to also be usable in early nedia
scenari os, when security preconditions are not used.

0 Encrypted Key Transport for Secure RTP - [ MCCREW SRTP] is an
extension to SRTP that provides for the secure transport of SRTP
mast er keys, Rollover Counters, and other information, wthin
SRTCP. This facility enables SRTP to work for decentralized
conferences with mnimal control, and to handl e situations caused
by SIP forking and early nedia. It nay also be used in
conj unction with M KEY.
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o Diffie-Hellmn support in SDP - [BAUGHER] defines a new SDP
attribute for exchanging Diffie-Hellman public keys. The
attribute is an SDP session-level attribute for describing DH
keys, and there is a new nedi a-l evel paraneter for describing
public keying material for SRTP key generati on.

0 DTLS- SRTP describing SRTP extensions for DTLS - [AVT-DILS]
descri bes a nmethod of using DTLS key managenent for SRTP by using
a new extension that indicates that SRTP is to be used for data
protection and that establishes SRTP keys.

o ZRTP - [ZI MVERVANN] defines ZRTP as RTP header extensions for a
Diffie-Hell man exchange to agree on a session key and paraneters
for establishing SRTP sessions. The ZRTP protocol is conpletely
sel f-contained in RTP and does not require support in the
signaling protocol or assune a PKI.

There has been a |l ong discussion regarding a preferred key managenent
approach in the | ETF coping with the different scenarios and

requi rements continuously sorting out key nanagenent approaches.
During | ETF 68, three options were considered: MKEY in an updated
version (referred to as MKEYv2), ZRTP, and DTLS-SRTP. The potenti al
key managenent protocol for the standards track for nedia security
was voted in favor of DTLS-SRTP. Thus, the reader is pointed to the
appropriate resources for further information on DILS- SRTP
[AVT-DTLS]. Note that M KEY has al ready been deployed for setting up
SRTP security context and is also targeted for use in MBMS
appl i cati ons.

8. Summary of M KEY-Rel ated | ANA Regi strations

For M KEY and the extensions to MKEY, | ANA registrations have been
made. Here only a link to the appropriate | ANA registration is
provided to avoid inconsistencies. The | ANA registrations for MKEY
payl oads can be found under

http://ww. i ana. or g/ assi gnnment s/ ni key- payl oads. These regi strations
conprise the MKEY base registrations as well as registrations nade
by M KEY extensions regardi ng the payl oad.

The | ANA registrations for MKEY port nunbers can be found under
http://ww. i ana. or g/ assi gnnment s/ port-nunbers (search for M KEY).

9. Security Considerations
Thi s docunent does not define extensions to existing protocols. It
rat her provides an overvi ew about the set of M KEY npdes and

avai |l abl e extensions and provides i nformati on about the applicability
of the different nodes in different scenarios to support the decision
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10.

11.

11.

11.

maki ng for network architects regarding the appropriate M KEY schene
or extension to be used in a dedicated target scenario. Choosing
between the different schenes described in this docunent strongly

i nfluences the security of the target systemas the different schenes
provide different levels of security and also require different

i nfrastructure support.

As this docunment is based on the M KEY base specification as well as
the different specifications of the extensions, the reader is
referred to the original docunents for the specific security
consi derati ons.
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