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The OSPF Opaque LSA Option

Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent defines enhancenents to the OSPF protocol to support a
new class of link state advertisenents (LSAs) called Opaque LSAs.
Opaque LSAs provide a generalized mechanismto allow for the future
extensibility of OSPF. (Opaque LSAs consist of a standard LSA header
foll owed by application-specific information. The information field
may be used directly by OSPF or by other applications. Standard OSPF
i nk-state database flooding nmechani snms are used to distribute Opaque
LSAs to all or sone limted portion of the OSPF topol ogy.

Thi s docunment replaces RFC 2370 and adds to it a mechanismto enable

an OSPF router to validate Autononpbus System (AS)-scope Opaque LSAs
originated outside of the router’s OSPF area.
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1.

1.

1.

| nt roducti on

Over the last several years, the OSPF routing protocol [OSPF] has
been wi dely depl oyed throughout the Internet. As a result of this
depl oynment and the evol uti on of networking technol ogy, OSPF has been
extended to support nany options; this evolution will obviously
conti nue.

Thi s docunent defines enhancenents to the OSPF protocol to support a
new class of link state advertisenents (LSAs) called Opaque LSAs.
Opaque LSAs provide a generalized mechanismto allow for the future
extensibility of OSPF. The information contained in Opaque LSAs nmay
be used directly by OSPF or indirectly by sone application wishing to
distribute information throughout the OSPF domain. The exact use of
Opaque LSAs is beyond the scope of this docunent.

Opaque LSAs consist of a standard LSA header followed by a 32-bit

al i gned application-specific information field. Like any other LSA,
the Opaque LSA uses the |ink-state database distribution mechanism
for flooding this information throughout the topology. The Iink-
state type field of the Opaque LSA identifies the LSA s range of
topol ogi cal distribution. This range is referred to as the fl ooding
scope.

It is envisioned that an inplenentation of the Opague option provides
an application interface for 1) encapsul ati ng application-specific
information in a specific Opaque type, 2) sending and receiving
application-specific information, and 3) if required, informng the
application of the change in validity of previously received

i nformati on when topol ogi cal changes are detected.

Organi zation of This Docunent

This docunent first defines the three types of Opaque LSAs foll owed
by a description of OSPF packet processing. The packet processing
sections include nodifications to the flooding procedure and to the
nei ghbor state machine. Appendix A then gives the packet fornmats.

Acknow edgmnent s

W would like to thank Acee Lindem for his detail ed review and usef ul
feedback. The handling of AS-scope Opaque LSAs described in this
docunent is taken from "Validation of OSPF AS-scope opaque LSAs"
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2. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

3. The Opaque LSA

Opaque LSAs are types 9, 10, and 11 link state advertisenents.
Opaque LSAs consist of a standard LSA header followed by a 32-bit

al i gned application-specific information field. Standard |ink-state
dat abase fl oodi ng mechani snms are used for distribution of Opaque
LSAs. The range of topol ogical distribution (i.e., the flooding
scope) of an Opaque LSA is identified by its link-state type. This
section docunents the floodi ng of Opaque LSAs.

The floodi ng scope associated with each Opaque |link-state type is
defined as follows.

0 Link-state type-9 denotes a |link-1ocal scope. Type-9 Opaque LSAs
are not flooded beyond the | ocal (sub)network.

0 Link-state type-10 denotes an area-local scope. Type-10 Opaque
LSAs are not flooded beyond the borders of their associated area.

0 Link-state type-11 denotes that the LSA is flooded throughout the
Aut onormous System (AS). The fl ooding scope of type-11 LSAs are
equi valent to the fl ooding scope of AS-External (type-5) LSAs.
Specifically, type-11 Opaque LSAs are 1) fl ooded throughout all
transit areas, 2) not flooded into stub areas or Not- So- Stubby
Areas (NSSAs), see [NSSA], fromthe backbone, and 3) not
originated by routers into their connected stub areas or NSSAs.

As with type-5 LSAs, if a type-11 Opaque LSA is received in a stub
area or NSSA from a neighboring router within the stub area or
NSSA, the LSA is rejected.

The link-state ID of the Opaque LSA is divided into an Opaque type
field (the first 8 bits) and a type-specific ID (the remaining 24
bits). The packet format of the Opaque LSA is given in Appendi x A
Section 7 describes Opaque type allocation and assi gnnent.

The responsibility for proper handling of the Opaque LSA s fl oodi ng
scope is placed on both the sender and receiver of the LSA. The
recei ver must always store a valid received Opaque LSA in its link-
state dat abase. The receiver nmust not accept Opaque LSAs that
violate the flooding scope (e.g., a type-11 (donmai n-w de) Opaque LSA
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is not accepted in a stub area or NSSA). The flooding scope affects
both the synchronization of the |ink-state database and the fl oodi ng
procedur e.

The followi ng describes the nodifications to these procedures that
are necessary to insure conformance to the Opaque LSA s Scoping
Rul es.

3.1. Flooding Opaque LSAs

The floodi ng of OQpaque LSAs MUST follow the rul es of flooding scope
as specified in this section. Section 13 of [OSPF] describes the
OSPF fl oodi ng procedure. Those procedures MJST be foll owed as

defi ned except where nodified in this section. The follow ng
descri bes the Opaque LSA s type-specific flooding restrictions.

o If the OQpaque LSA is type-9 (the flooding scope is link-local) and
the interface that the LSA was received on is not the sane as the
target interface (e.g., the interface associated with a particul ar
target nei ghbor), the Qpaque LSA MJST be di scarded and not
acknowl edged. An inplenentati on SHOULD keep track of the IP
interface associated with each Opaque LSA having a |ink-1ocal
fl oodi ng scope.

o If the Qpaque LSA is type-10 (the fl ooding scope is area-|ocal)
and the area associated with the Opaque LSA (as identified during
origination or froma received LSA's associ ated OSPF packet
header) is not the sanme as the area associated with the target
i nterface, the Qpaque LSA MJST be di scarded and not acknow edged.
An inplenmentati on SHOULD keep track of the OSPF area associ at ed
wi th each Opaque LSA having an area-local flooding scope.

o If the Opaque LSA is type-11 (the LSA is flooded throughout the
AS) and the target interface is associated with a stub area or
NSSA, the Opaque LSA MUST NOT be flooded out the interface. A
type-11 Opaque LSA that is received on an interface associ ated
with a stub area or NSSA MJUST be di scarded and not acknow edged
(the neighboring router has flooded the LSA in error).

When opaque- capabl e routers and non-opaque-capabl e OSPF routers are
m xed together in a routing domain, the Opaque LSAs are typically not
fl ooded to the non-opaque-capable routers. As a general design
principle, optional OSPF advertisenents are only flooded to those
routers that understand them

An opaque-capabl e router learns of its neighbor’s opaque capability

at the beginning of the "Database Exchange Process" (see Section 10.6
of [COSPF] regarding receiving Database Description packets froma
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nei ghbor in state ExStart). A neighbor is opaque-capable if and only
if it sets the Obit in the Options field of its Database Description
packets; the Obit SHOULD NOT be set and MJST be ignored when
received in packets other than Database Description packets. Using
the O-bit in OSPF packets other than Dat abase Description packets
Will result in interoperability issues. The setting of the Obit is
a "SHOULD NOT" rather than a "MJST NOT" to remain conpatible with
earlier specifications.

In the next step of the Database Exchange process, Opaque LSAs are
included in the Database sunmary list that is sent to the neighbor
(see Sections 3.2 below and 10.3 of [OSPF]) when the neighbor is
opaque capabl e.

When fl oodi ng Opaque LSAs to adjacent nei ghbors, an opaque-capabl e
router | ooks at the neighbor’s opaque capability. Opaque LSAs are
only fl ooded to opaque-capabl e nei ghbors. To be nore precise, in
Section 13.3 of [CSPF], Opaque LSAs MJST be placed on the link-state
retransm ssion |lists of opaque-capabl e nei ghbors and MJST NOT be

pl aced on the link-state retransmnission Iists of non-opaque-capabl e
nei ghbors. However, when sending Link State Update packets as

mul ti casts, a non-opaque-capabl e nei ghbor nay (inadvertently) receive
Opaque LSAs. The non-opaque-capable router will then sinply discard
the LSA (see Section 13 of [OSPF] regarding receiving LSAs having
unknown LS types).

Information contained in received Opaque LSAs SHOULD only be used
when the router originating the LSA is reachable. As nentioned in
[ OSPFv3], reachability validation MAY be done less frequently than
every SPF calculation. Additionally, routers processing received
Opaque LSAs MAY choose to give priority to processing base OSPF LSA
types over (Opaque LSA types.

3.2. Modifications to the Neighbor State Machine
The state nmachine as it exists in Section 10.3 of [OSPF] renunins
unchanged except for the action associated with State: ExStart,
Event: Negoti ati onDone, which is where the Database summary list is
built. To incorporate the Opaque LSA in OSPF, this action is changed
to the follow ng.
State(s): ExStart

Event: Negoti ati onDone
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4.

New state: Exchange

Action: The router MJUST list the contents of its entire area
i nk-state database in the nei ghbor Database summary
list. The area |link-state database consists of the
Rout er LSAs, Network LSAs, Summary LSAs, type-9 Opaque
LSAs, and type-10 Opaque LSAs contained in the area
structure, along with AS External and type-11 Opaque LSAs
contained in the global structure. AS External and
type-11 Opaque LSAs MJST be onmitted froma virtua
nei ghbor’ s Database summary list. AS External LSAs and
type- 11 Opaque LSAs MJST be onmitted fromthe Database
summary list if the area has been configured as a stub
area or NSSA (see Section 3.6 of [OSPF]).

Type-9 Opaque LSAs MUST be onitted fromthe Database
summary list if the interface associated with the

nei ghbor is not the interface associated with the Opaque
LSA (as noted upon reception).

Any advertisenent whose age is equal to MaxAge MUST be

omtted fromthe Database summary list. It MJST instead
be added to the neighbor’s link-state retransmni ssion
list. A sumary of the Database summary list will be

sent to the neighbor in Database Description packets.

Only one Dat abase Description Packet is allowed to be
outstandi ng at any one tinme. For nore detail on the

sendi ng and receiving of Database Description packets,
see Sections 10.6 and 10.8 of [OSPF].

Protocol Data Structures

The Opaque option is described herein in ternms of its operation on
various protocol data structures. These data structures are included
for explanatory uses only. They are not intended to constrain an

i npl enentation. In addition to the data structures |isted bel ow,
this specification references the various data structures (e.g., OSPF
nei ghbors) defined in [ OSPF].

In an OSPF router, the following itemis added to the Iist of globa
OSPF data structures described in Section 5 of [OSPF]:

0 Opaque capability. Indicates whether the router is running the
Opaque option (i.e., capable of storing OQpaque LSAs). Such a
router will continue to interoperate w th non-opaque-capabl e OSPF
routers.
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4.1. Additions to the OSPF Nei ghbor Structure

The OSPF nei ghbor structure is defined in Section 10 of [OSPF]. In
an opaque-capable router, the following itens are added to the OSPF
nei ghbor structure:

0 Neighbor Options. This field was already defined in the OSPF
specification. However, in opaque-capable routers, there is a new
option that indicates the neighbor’'s Opaque capability. This new
option is learned in the Database Exchange process through
reception of the neighbor’s Database Description packets and
det er mi nes whet her OQpaque LSAs are fl ooded to the neighbor. For a
nore detail ed explanation of the flooding of the Qpaque LSA, see
Section 3 of this docunent.

5. Inter-Area Considerations

As defined above, link-state type-11 Opaque LSAs are fl ooded

t hroughout the Autonomous System (AS). One issue related to such

AS- scoped Opaque LSAs is that there nmust be a way for OSPF routers in
renote areas to check availability of the LSA originator

Specifically, if an OSPF router originates a type-11 LSA and, after
that, goes out of service, OSPF routers |ocated outside of the
originator’'s OSPF area have no way of detecting this fact and may use
the stale information for a considerable period of time (up to 60
mnutes). This could prove to be suboptinmal for sone applications
and may result in others not functioning.

Type-9 Opaque LSAs and type-10 Qpaque LSAs do not have this problem
as a receiving router can detect if the advertising router is
reachable within the LSA s respective flooding scope. 1In the case of
type-9 LSAs, the originating router nust be an OSPF nei ghbor in
Exchange state or greater. 1In the case of type-10 Opaque LSAs, the
intra-area SPF calculation will determine the advertising router’s
reachability.

There is a parallel issue in OSPF for the AS-scoped AS External LSAs
(type-5 LSAs). OSPF addresses this by using AS border information
advertised in AS boundary router (ASBR) Summary LSAs (type-4 LSAs);
see Section 16.4 of [OSPF]. This same nechanismis reused by this
docunent for type-11 Opaque LSAs.

To enable OSPF routers in renote areas to check availability of the
originator of link-state type-11 Opaque LSAs, the originators
advertise thenselves as ASBRs. This will enable routers to track the
reachability of the LSA originator either directly via the SPF
calculation (for routers in the same area) or indirectly via type-4
LSAs originated by ABRs (for routers in other areas). It is
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i nportant to note that per [COSPF], this solution does not apply to
OSPF stub areas or NSSAs as AS-scoped Opaque LSAs are not fl ooded
into these area types.

The procedures related to inter-area Qpaque LSAs are as foll ows:

(1) An OSPF router that is configured to originate AS-scope opaque
LSAs will advertise itself as an ASBR and MUST foll ow t he
requirements related to setting of the Options field E-bit in
OSPF LSA headers as specified in [ OSPF].

(2) Wen processing a received type-11 Opaque LSA, the router MJST
|l ook up the routing table entries (potentially one per attached
area) for the ASBR that originated the LSA. If no entries exist
for the ASBR (i.e., the ASBR is unreachable), the router MJST do
nothing with this LSA. It also MJST discontinue using all Opaque
LSAs injected into the network by the sane originator whenever it
is detected that the originator is unreachable.

6. Managenent Consi derations

The updated OSPF M B, [RFC4750], provides explicit support for Opaque
LSAs and SHOULD be used to support inplenentations of this docunent.
See Section 12.3 of [RFC4750] for details. In addition to that
section, inplenentations supporting [RFC4750] will also include
Opaque LSAs in all appropriate generic LSA objects, e.g.

ospf Ori gi nat eNewLsas and ospfLsdbTabl e.

7. Backward Conpatibility

The sol ution proposed in this docunment introduces no interoperability
issues. |In the case that a non-opaque-capabl e nei ghbor receives
Opaque LSAs, per [CSPF], the non-opaque-capable router will sinply

di scard the LSA

Note that OSPF routers that inplement [RFC2370] will continue using
stal e type-11 LSAs even when the LSA originator inplenents the
i nter-area procedures described in Section 6 of this docunent.

8. Security Considerations

There are two types of issues that need be addressed when | ooki ng at
protecting routing protocols from m sconfigurations and malici ous
attacks. The first is authentication and certification of routing
protocol information. The second is denial-of-service attacks
resulting fromrepetitive origination of the sanme router
advertisenent or origination of a | arge nunber of distinct
advertisenents resulting in database overflow. Note that both of
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t hese concerns exist independently of a router’s support for the
Opaque option

To address the authentication concerns, OSPF protocol exchanges are
aut henticated. OSPF supports multiple types of authentication; the
type of authentication in use can be configured on a per-network-
segnent basis. One of OSPF s authentication types, nanely the

Crypt ographi ¢ authentication option, is believed to be secure agai nst
passive attacks and provide significant protection against active
attacks. Wen using the Cryptographi c authentication option, each
router appends a "nmessage digest" to its transmtted OSPF packets.
Recei vers then use the shared secret key and received digest to
verify that each received OSPF packet is authentic.

The quality of the security provided by the Cryptographic

aut hentication option depends conpletely on the strength of the
nmessage digest algorithm (MD5 is currently the only nmessage di gest

al gorithm specified), the strength of the key being used, and the
correct inplenentation of the security nmechanismin all comrunicating
OSPF i nmpl enentations. It also requires that all parties maintain the
secrecy of the shared secret key. None of the standard OSPF

aut hentication types provide confidentiality. Nor do they protect
against traffic analysis. For nore information on the standard OSPF
security mechani sms, see Sections 8.1, 8.2, and Appendix D of [OSPF].

Repetitive origination of advertisenents is addressed by OSPF by
mandating a limt on the frequency that new instances of any
particul ar LSA can be originated and accepted during the floodi ng
procedure. The frequency at which new LSA instances may be
originated is set equal to once every MnLSInterval seconds, whose
value is 5 seconds (see Section 12.4 of [OSPF]). The frequency at
whi ch new LSA instances are accepted during flooding is once every
M nLSArrival seconds, whose value is set to 1 (see Section 13,
Appendi x B, and G 5 of [OSPF]).

Proper operation of the OSPF protocol requires that all OSPF routers
mai ntain an identical copy of the OSPF |ink-state database. However,
when the size of the |ink-state database becones very |l arge, sone
routers nay be unable to keep the entire database due to resource
shortages; we termthis "database overflow'. Wen database overfl ow
is anticipated, the routers with limted resources can be
accommodat ed by configuring OSPF stub areas and NSSAs. [ OVERFLOW
details a way of gracefully handling unantici pated database

overfl ows.
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In the case of type-11 Opaque LSAs, this docunent reuses an ASBR
tracki ng nechanismthat is already enployed in basic OSPF for type-5
LSAs. Therefore, applying it to type-11 Opaque LSAs does not create
any threats that are not already known for type-5 LSAs.

9. | ANA Consi derati ons

Thi s docunent updates the requirenments for the OSPF Qpaque LSA type
registry. Three follow ng changes have been nade:

1. References to [RFC2370] have been replaced with references to this
docunent .

2. The Opaque type values in the range of 128-255 have been reserved
for "Private Use" as defined in [ RFC5226].

3. The reference for Opaque type registry value 1, Traffic
Engi neering LSA, has been updated to [ RFC3630].

The registry now reads:

Open Shortest Path First (OSPF) Opaque Link-State
Advertisenents (LSA) Option Types

Regi stries included bel ow
- Opaque Link-State Advertisenents (LSA) Option Types

Regi stry Nane: Opaque Link-State Advertisenments (LSA) Option Types
Ref erence: [ RFC5250]

Range Regi strati on Procedures Not es

0- 127 | ETF Consensus

128- 255 Private Use

Regi stry:

Val ue Opaque Type Ref er ence
1 Traffic Engi neering LSA [ RFC3630]
2 Sycanore Optical Topol ogy Descriptions [ Moy]

3 grace-LSA [ RFC3623]
4 Router Information (RI) [ RFC4970]

5-127 Unassi gned
128-255 Private Use
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Appendi x A  COSPF Data Fornmats

Thi s appendi x describes the format of the Options Field foll owed by
t he packet format of the Opaque LSA

A.1. The Options Field

The OSPF Options field is present in OSPF Hell o packets, Database
Description packets, and all link state adverti senents. The Options
field enabl es OSPF routers to support (or not support) optiona
capabilities, and to comunicate their capability |level to other OSPF
routers. Through this nechanism routers of differing capabilities
can be m xed within an OSPF routing domain.

When used in Hell o packets, the Options field allows a router to

rej ect a nei ghbor because of a capability nmismatch. Alternatively,
when capabilities are exchanged in Database Description packets a
router can choose not to flood certain link state advertisenents to a
nei ghbor because of its reduced functionality. Lastly, listing
capabilities in link state advertisenents allows routers to forward
traffic around reduced functionality routers by excluding themfrom
parts of the routing table calculation.

All 8 bits of the OSPF Options field have been assigned, although
only the Obit is described conpletely by this docunment. Each bit is
described briefly below. Routers SHOULD reset (i.e., clear)
unrecogni zed bits in the Options field when sending Hell o packets or
Dat abase Description packets and when originating link state
advertisenents. Conversely, routers encountering unrecogni zed Option
bits in received Hell o Packets, Database Description packets, or link
state advertisenents SHOULD i gnore the capability and process the
packet/adverti sement normally.

The Options Field

MT- bi t
This bit describes the router’s nulti-topol ogy |ink-excluding
capability, as described in [ OSPF-MI].

E-bit

This bit describes the way AS-External LSAs are fl ooded, as
described in Sections 3.6, 9.5, 10.8, and 12.1.2 of [ OSPF].
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MC- bi t
This bit describes whether IP nulticast datagrans are forwarded
according to the specifications in [ MOSPF].

N P- bi t
This bit describes the handling of Type-7 LSAs, as specified in
[ NSSA] .

DC- bi t

This bit describes the router’s handling of demand circuits, as
specified in [ DEMD].

EA- bi t
This bit describes the router’s willingness to receive and
forward External -Attributes-LSAs. Wiile defined, the docunents
specifying this bit have all expired. The use of this bit may
be deprecated in the future.

O bit
This bit describes the router’s willingness to receive and
forward Opaque LSAs as specified in this docunent.

DN- bi t
This bit is used to prevent |looping in BGP/ MPLS I P VPNs, as
specified in [ RFC4576] .

A.2. The Opaque LSA

Opaque LSAs are Type 9, 10, and 11 link state advertisenments. These
advertisenents MAY be used directly by OSPF or indirectly by some
application wishing to distribute information throughout the OSPF
domain. The function of the Opaque LSA option is to provide for
future OSPF extensibility.

Opaque LSAs contain sone nunber of octets (of application-specific
data) padded to 32-bit alignment. Like any other LSA, the Qpaque LSA
uses the link-state database distribution mechanismfor flooding this
i nformati on throughout the topology. However, the Qpaque LSA has a
fl oodi ng scope associated with it so that the scope of flooding may
be link-local (type-9), area-local (type-10), or the entire OSPF
routing domain (type-11). Section 3 of this docunment describes the

fl oodi ng procedures for the Opaque LSA
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0 1 2 3
01234567890123456789012345678901
T S T T S e T S S T i S S S S s i s

| LS age | Opti ons | 9, 10, or 11
T S o T s T T o S T il sl S T R S i i
Opaque Type | Opaque I D |

T S o T s T T o S T il sl S T R S i i
| Advertising Router |
T S o T s T T o S T il sl S T R S i i
| LS Sequence Number |
T S o T s T T o S T il sl S T R S i i
| LS checksum | Length |
T S o T s T T o S T il sl S T R S i i
+
+

Opaque I nformation

— Y — 4+ —

Li nk- State Type

The link-state type of the Qpaque LSA identifies the LSA s range
of topological distribution. This range is referred to as the

fl oodi ng scope. The follow ng explains the flooding scope of each
of the link-state types.

o A value of 9 denotes a link-local scope. Opaque LSAs with a
i nk-1ocal scope MJST NOT be fl ooded beyond the | ocal
(sub) net wor k.

o A value of 10 denotes an area-local scope. Opaque LSAs with an
area-|l ocal scope MJST NOT be flooded beyond their area of
origin.

o A value of 11 denotes that the LSA is flooded throughout the
Aut ononous System (e.g., has the sane scope as type-5 LSAs).
Opaque LSAs with AS-wi de scope MJUST NOT be flooded into stub
areas or NSSAs.

Syntax of the Opaque LSA' s Link-State ID
The link-state ID of the Opaque LSA is divided into an Qpaque Type
field (the first 8 bits) and an Opaque ID (the remaining 24 bits).

See section 7 of this docunment for a description of Opaque type
al l ocation and assi gnment.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Berger, et al. St andar ds Track [ Page 17]






