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Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

Thi s docunent specifies ROHC (Robust Header Conpression) profiles
that efficiently conpress RTP/UDP/I P (Real - Ti me Transport Protocol,
User Datagram Protocol, Internet Protocol), RTP/UDP-Lite/lP (User
Dat agram Protocol Lite), UDP/IP, UDP-Lite/lIP, IP and ESP/IP
(Encapsul ating Security Payl oad) headers.

This specification defines a second version of the profiles found in
RFC 3095, RFC 3843 and RFC 4019; it supersedes their definition, but
does not obsol ete them

The ROHCv2 profiles introduce a nunmber of sinplifications to the

rul es and al gorithms that govern the behavior of the conpression
endpoints. It also defines robustness nechanisnms that may be used by
a conpressor inplenmentation to increase the probability of

deconpr essi on success when packets can be | ost and/or reordered on
the ROHC channel. Finally, the ROHCv2 profiles define their own
specific set of header formats, using the ROHC fornal notation.

Pell etier & Sandl und St andards Track [ Page 1]



RFC 5225

ROHCv2 Profiles April

Tabl e of Contents

PP

.1
. 2.
. 3.

e

I nt roducti on

Ter m nol ogy .

Acronyns .

Background ( I nf or rrat [ ve)

Classification of Header. F| eI ds .o .
| mpr ovenents of ROHCv2 over RFC 3095 Pr Ofl I es .
Qperational Characteristics of ROHCv2 Profiles

5. Overview of the ROHCv2 Profiles (Inforrratlve)

ook

GEGRSINES

1.
1.2. Tradeoff between Robustness to Losses and to

1.
2.

2.
. 2.

Conmpressor Concepts . . .
1. Optimstic Approach .

Reor deri ng
3. Interactions W|th the Decorrpressor Cont ext
Deconpr essor Concepts . .
1. Deconpressor State Mchine
2. Deconpressor Context Minagenent
3. Feedback Logic e

6. RO—|Q/2 Profiles (Norrrat|;/e5

ONOPPPPIPPORPNIPPNROOPIIDPOWNE

oo

Pell etier

W0 W W ww

CPOPNINDPDPO O

Channel Paraneters, Segnent atl on, and Reordering
Profile Operation, Per-context
Control Fields

1. Master Sequence Nunber (I\/BN)
2. Reordering Ratio .
3. |P-ID Behavior . .

4., UDP-Lite Coverage BehaV| or

5. Timestanp Stride .

6. Tine Stride . .

7. CRC-3 for Control Flelds

Reconstruction and Verification
Conpressed Header Chains . . .
Header Formats and Encodi ng thhods .
baseheader _ext ensi on_headers
baseheader _out er _headers
inferred udp Iength . .o
inferred_i p_v4_header checksum
|nferred_nlne_header_checksum
inferred ip v4_length .
inferred_ip_v6_length . .

Scal ed RTP Ti nest anp Cbnpres5|on
timer_based_| sb . .o

CoNoh~ONE

.10. inferred_scaled field .

.11. control _crc3_encoding . .

.12. inferred_sequenti al ipid.

.13. list_csrc(cc_val ue)
Encodi ng Met hods with Exter naI Paranmeters as Argunents

Header Fornats

2008

& Sandl| und St andards Track [ Page 2]



RFC 5225 ROHCv2 Profiles April 2008

6.8.1 Initialization and Refresh Header Format (IR) . . . . 40
6.8.2. Conpressed Header Formats (CO . . . . . . . . . . . 41
6.9. Feedback Formats and Options . . . . . . . . . . . . . . 100
6.9.1 Feedback Formats . . . . . . . . . . . . . . . . . . 100
6.9.2. Feedback Options . . . . . . . . . . . . . . . . . . 102

7. Security Considerations . . . . . . . . . . . . . . . . . . . 104
8. | ANA Considerations . . . . . . . . . . . . . . . . . . . . . 105
9. Acknow edgenents . . . . . . . . . . . . . . . . . . . . . . 105
10. References . . . e 1 0 [
10.1. Normmtive References e 1 0 [
10. 2. Informative References . . . . . . . . . . o7
Appendi x A. Detailed C aSS|f|cat|on of Fbader Fields . . . . . 108
A.l. |Pv4 Header Fields . . . . . . . . . . . . . . . . . . . 109

A 2 | Pv6 Header Fields . . . . . . . . . . . . . . . . . . . 112

A 3 UDP Header Fields I
A 4 UDP-Lite Header Fields . . . . . . . . . . . . . . . . . 114
A5 RTP Header Fields . . . . . . . . . . . . . . . . . . . . 115
A 6 ESP Header Fields . . . . . . . . . . . . . . . . . . . . 117
A. 7. |Pv6 Extension Header Fields . . . . . . . . . . . . . . 117
A.8. CRE Header Fields . . . . . . . . . . . . . . . . . . . . 118
A.9. MNE Header Fields . . . . . . . . . . . . . . . . . . . 119
A.10. AH Header Fields . . . . . . . . . . . . . . . . . . .. 120
Appendi x B. Compr essor | nplenentation Guidelines . . . . . . . 121
B.1. Reference Managenent . . e 2
B.2. W ndow based LSB Encodi ng (VVLSB) S R 2
B.3. WLSB Encodi ng and Ti ner - based Cbnpre35|on e e o122

Pel l etier & Sandl und St andar ds Track [ Page 3]



RFC 5225 ROHCv2 Profiles April 2008

1.

| nt roducti on

The ROHC WG has devel oped a header conpression franmework on top of

whi ch various profiles can be defined for different protocol sets or
conpression requirements. The ROHC framework was first docunmented in
[ RFC3095], together with profiles for conpression of RTP/ UDP/IP

(Real -Ti ne Transport Protocol, User Datagram Protocol, |nternet
Protocol), UDP/IP, IP and ESP/IP (Encapsul ating Security Payl oad)
headers. Additional profiles for conpression of |IP headers [ RFC3843]
and UDP-Lite (User Datagram Protocol Lite) headers [RFC4019] were

| ater specified to conplete the initial set of ROHC profil es.

Thi s docunent defines an updated version for each of the above
mentioned profiles, and the definitions depend on the ROHC franmework
as found in [RFC4995]. The franework is required reading to
understand the profile definitions, rules, and their role.

Specifically, this docunent defines header conpression schenes for

o RTP/ UDP/ I P . profile 0x0101
o UDP/I P : profile 0x0102
o ESP/IP . profile 0x0103
olP . profile 0x0104
o RTP/UDP-Lite/lP : profile 0x0107
o UDP-Lite/lP . profile 0x0108

Each of the profiles above can conpress the foll ow ng type of
ext ensi on headers:

o AH [ RFC4302]
0 GRE [ RFC2784] [ RFC2890]
0o M NE [ RFC2004]
0 |Pv6 Destination Options header[ RFC2460]
0 | Pv6 Hop-by-hop Options header[ RFC2460]
0 |Pv6 Routing header [RFC2460]
Ter ni nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Pel l etier & Sandl und St andar ds Track [ Page 4]



RFC 5225 ROHCv2 Profiles April 2008

Thi s docunment is consistent with the term nology found in the ROHC
framework [ RFC4995] and in the formal notation for ROHC [ RFC4997] .
In addition, this docunment uses or defines the follow ng terns:

Acknow edgnent Numnber

The Acknow edgment Nunber identifies what packet is being
acknow edged in the RoHCv2 feedback el ement (See Section 6.9).
The value of this field normally corresponds to the Master
Sequence Nunber (MSN) of the header that was |ast successfully
deconpressed, for the conpression context (CID) for which the
f eedback information applies.

Chai ning of Iltens

A chain of itens groups fields based on simlar characteristics.
ROHCv2 defines chain itens for static, dynamic and irregular
fields. Chaining is achieved by appending an itemto the chain
for each header in its order of appearance in the unconpressed
packet. Chaining is useful to construct conpressed headers from
an arbitrary nunber of any of the protocol headers for which a
ROHCv2 profile defines a conpressed format.

CRC-3 Control Fields Validation

The CRC-3 control fields validation refers to the validation of
the control fields. This validation is performed by the
deconpressor when it receives a Conpressed (CO header that
contains a 3-bit Cyclic Redundancy Check (CRC) cal cul ated over
control fields. This 3-bit CRC covers controls fields carried in
the CO header as well as specific control fields in the context.
In the formal definition of the header formats, this 3-bit CRCis
| abel ed "control _crc3" and uses the control _crc3_encodi ng (See

al so Section 6.6.11).

Del ta

The delta refers to the difference in the absolute value of a
field between two consecutive packets being processed by the sane
conpr essi on endpoi nt.

Reor dering Depth

The nunber of packets by which a packet is received late within
its sequence due to reordering between the conpressor and the
deconpressor, i.e., reordering between packets associated with the
sanme context (CID). See the definition of sequentially late
packet bel ow.
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ROHCv2 Header Types

ROHCv2 profiles use two different header types: the Initialization
and Refresh (I R) header type, and the Conpressed (CO header type.

Sequentially Early Packet

A packet that reaches the deconpressor before one or severa
packets that were del ayed over the channel, where all of the said
packets belong to the same header-conpressed flow and are

associ ated to the sane conpression context (CID). At the tinme of
the arrival of a sequentially early packet, the packet(s) del ayed
on the link cannot be differentiated fromlost packet(s).

Sequentially Late Packet

A packet is late within its sequence if it reaches the
deconpressor after one or several other packets belonging to the
sanme Cl D have been received, although the sequentially |ate packet
was sent fromthe conpressor before the other packet(s). How the
deconpressor detects a sequentially |ate packet is outside the
scope of this specification, but it can for exanple use the MSN
for this purpose.

Timestanp Stride (ts_stride)

The tinmestanp stride (ts_stride) is the expected increase in the
ti mestanp val ue between two RTP packets with consecutive sequence
nunbers. For exanple, for a nedia encoding with a sanple rate of
8 kHz producing one frame every 20 ns, the RTP tinmestanp wll
typically increase by n * 160 (= 8000 * 0.02), for sone integer n.

Time Stride (tinme_stride)
The tinme stride (tine_stride) is the tine interval equivalent to

one ts_stride, e.g., 20 ns in the exanple for the RTP tinestanp
i ncrenment above.

Pel l etier & Sandl und St andar ds Track [ Page 6]



RFC 5225 ROHCv2 Profiles April 2008

3.

4.

Acronyns

This section lists nost acronyns used for reference, in addition to
t hose defined in [ RFC4995].

AH Aut henti cati on Header.

ESP Encapsul ati ng Security Payl oad.

GRE Generic Routing Encapsul ation.

FC Ful | Context state (deconpressor).

| P I nternet Protocol.

LSB Least Significant Bits.

M NE M ni mal Encapsul ation in |P.

VEB Most Significant Bits.

VSN Mast er Sequence Number.

NC No Context state (deconpressor).

QA Optim stic Approach

RC Repair Context state (deconpressor).

ROHC Header conpression framework (RFC 4995).

ROHCv 2 Set of header conpression profiles defined in this docunent.

RTP Real -time Transport Protocol

SSRC Synchroni zation source. Field in RTP header

CSRC Contributing source. The RTP header contains an optiona
list of contributing sources.

TC Traffic Class. Field in the IPv6 header. See also TOS

TGOS Type O Service. Field in the IPv4 header. See also TC

TS RTP Ti mest anp.

TTL Time to Live. Field in the |IPv4 header

UDP User Dat agram Pr ot ocol

UDP- Lite User Datagram Protocol Lite.
Background (I nformative)

This section provides background i nformation on the conpression
profiles defined in this docunent. The fundanentals of genera

header compression and of the ROHC framework may be found in sections
3 and 4 of [RFC4995], respectively. The fundanentals of the fornmal
notation for ROHC are defined in [ RFC4997]. [RFC4224] describes the
i npacts of out-of-order delivery on profiles based on [ RFC3095].

1. dassification of Header Fields

Section 3.1 of [RFC4995] expl ains that header conpression is possible
due to the fact that there is nmuch redundancy between field val ues
within the headers of a packet, especially between the headers of
consecutive packets.

Appendix A lists and classifies in detail all the header fields
relevant to this docunent. The appendi x concludes with
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recommendati ons on how the various fields should be handl ed by header
conpression al gorithns.

The main conclusion is that nost of the header fields can easily be
conpressed away since they never or seldomchange. A small nunber of

fi el ds however need nore sophisticated nechani sns.

These fields are:

- IPv4 Identification (16 bits) - IP-1D

- ESP Sequence Number (32 bits) - ESP SN

- UDP Checksum (16 bits) - Checksum
- UDP-Lite Checksum (16 bits) - Checksum
- UDP-Lite Checksum Coverage (16 bits) - CCov

- RTP Mar ker (1 bit ) - Mbit

- RTP Sequence Numnber (16 bits) - RTP SN

- RTP Ti nmest anp (32 bits) - TS

In particular, for RTP, the analysis in Appendix A reveals that the
val ues of the RTP Tinestanp (TS) field usually have a strong
correlation to the RTP Sequence Number (SN), which increnents by one
for each packet emitted by an RTP source. The RTP Mbit is expected
to have the sanme value nost of the tinme, but it needs to be

comuni cated explicitly on occasion.

For UDP, the Checksum field cannot be inferred or recal cul ated at the
receiving end without violating its end-to-end properties, and is
thus sent as-is when enabled (mandatory with I Pv6). The sanme applies
to the UDP-Lite Checksum (nandatory with both IPv4 and I Pv6), while
the UDP-Lite Checksum Coverage may in some cases be conpressible.

For IPv4, a simlar correlation as that of the RTP TS to the RTP SN
is often observed between the Identifier field (IP-1D) and the nmaster
sequence nunber (MSN) used for conpression (e.g., the RTP SN when
conpr essi ng RTP headers).

4.2. Inprovenents of ROHCv2 over RFC 3095 Profiles

The ROHCv2 profil es can achi eve conpression efficiency and robust ness
that are both at |east equivalent to RFC 3095 profiles [ RFC3095],
when used under the same operating conditions. |In particular, the
size and bit layout of the smallest conpressed header (i.e., PT-0
format WO 0 in RFC 3095, and pt_0 _crc3 in ROHCv2) are identical.

There are a nunber of differences and i nprovenents between profiles
defined in this docunent and their earlier version defined in RFC
3095. This section provides an overvi ew of sone of the nost
significant inprovenents:
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Tol erance to reordering

Profiles defined in RFC 3095 require that the channel between
conmpr essor and deconpressor provide in-order delivery between
conpr essi on endpoi nts. ROHCv2 profiles, however, can handl e
robustly and efficiently a limted anbunt of reordering after the
conpression point as part of the conpression algorithmitself. In
addition, this inproved support for reordering rmakes it possible
for ROHCv2 profiles to handle prelink reordering nore efficiently.

Qperational |ogic

Profiles in RFC 3095 define nultiple operational nodes, each with
di fferent updating | ogic and conpressed header formats. ROHCv2
profiles operate in unidirectional operation until feedback is
first received for a context (CID), at which point bidirectional
operation is used; the formats are i ndependent of what operati onal
| ogic is used.

ext ensi on header

Profiles in RFC 3095 conpress | P Extension headers using |ist
conpression. ROHCv2 profiles instead treat extension headers in

t he sane manner as other protocol headers, i.e., using the

chai ning mechani sm it thus assumes that extension headers are not
added or renoved during the lifetine of a context (ClD), otherw se
conpression has to be restarted for this flow

encapsul ati on
Profiles in RFC 3095 can conpress at nost two levels of IP

headers. ROHCv2 profiles can conpress an arbitrary nunber of IP
headers.

Li st conpression

ROHCv2 profiles do not support reference-based |ist conpression.

Robust ness and repairs

ROHCv2 profiles do not define a format for the IR DYN packet;

i nstead, each profile defines a conpressed header that can be used
to performa nore robust context repair using a 7-bit CRC
verification. This also inplies that only the IR header can
change the association between a CID and the profile it uses.
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Pel

Feedback

ROHCv2 profiles mandate a CRC in the format of the FEEDBACK- 2,
while this is optional in RFC 3095. A different set of feedback
options is also used in ROHCv2 conpared to RFC 3095.

Operational Characteristics of ROHCv2 Profiles
Robust header conpression can be used over different |ink
technol ogies. Section 4.4 of [RFC4995] lists the operati onal
characteristics of the ROHC channel. The ROHCv2 profil es address a
wi de range of applications, and this section sunmarizes sone of the
operational characteristics that are specific to these profiles.
Packet |ength
ROHCv2 profiles assunme that the |ower |ayer indicates the | ength
of a conpressed packet. ROHCv2 conpressed headers do not contain
length information for the payl oad.
Qut - of - order delivery between conpression endpoints

The definition of the ROHCv2 profiles places no strict requirenent

on the delivery sequence between the conpression endpoints, i.e.
packets nmay be received in a different order than the conpressor
has sent themand still have a fair probability of being

successful | y deconpressed.

However, frequent out-of-order delivery and/or significant
reordering depth will negatively inpact the conpression
efficiency. More specifically, if the conpressor can operate
using a proper estimate of the reordering characteristics of the
pat h between the conpression endpoints, |arger headers can be sent
nore often to increase the robustness agai nst deconpression
failures due to out-of-order delivery. Qherw se, the conpression
efficiency will be inpaired froman increase in the frequency of
deconpression failures and recovery attenpts.

Overview of the ROHCv2 Profiles (Informative)

This section provides an overvi ew of concepts that are inportant and
useful to the ROHCv2 profiles. These concepts nmay be used as

gui deli nes for inplenentations but they are not part of the normative
definition of the profiles, as these concepts relate to the
conpression efficiency of the protocol without inpacting the
interoperability characteristics of an inplenmentation.
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5.1. Conpressor Concepts

Header conpression can be conceptually characterized as the
interaction of a conpressor with a deconpressor state machi ne, one
per context. The responsibility of the conpressor is to convey the
i nformati on needed to successfully deconpress a packet, based on a
certain confidence regarding the state of the deconpressor context.

This confidence is obtained fromthe frequency and the type of

i nformation the conpressor sends when updating the deconpressor
context fromthe optinistic approach (Section 5.1.1), and optionally
from f eedback nmessages (See Section 6.9), received fromthe

deconpr essor.

5.1.1. Optimstic Approach

A conpressor always uses the optim stic approach when it perforns
context updates. The conpressor normally repeats the sane type of

update until it is fairly confident that the deconpressor has
successfully received the information. |If the deconpressor
successfully receives any of the headers containing this update, the
state will be available for the deconpressor to process snaller

conpr essed headers.

If field X in the unconpressed header changes val ue, the conpressor
uses a header type that contains an encoding of field X until it has
gai ned confidence that the deconpressor has received at |east one
packet containing the new value for X. The conpressor normally
selects a conpressed format with the small est header that can convey
t he changes needed to achi eve confi dence.

The nunber of repetitions that is needed to obtain this confidence is
normal ly related to the packet |oss and out-of-order delivery
characteristics of the |ink where header conpression is used; it is
thus not defined in this docunment. It is outside the scope of this
specification and is left to inplenentors to decide.

5.1.2. Tradeoff between Robustness to Losses and to Reordering

The ability of a header conpression algorithmto handl e sequentially

| ate packets is mainly linited by two factors: the interpretation
interval offset of the sliding wi ndow used for |sb encoded fields

[ RFC4997], and the optim stic approach (See Section 5.1.1) for seldom
changi ng fi el ds.

Pell etier & Sandl und St andards Track [ Page 11]



RFC 5225 ROHCv2 Profiles April 2008

| sb encoded fields:

The interpretation interval offset specifies an upper limt for
the maxi mum reordering depth, by which is it possible for the
deconpressor to recover the original value of a dynamcally
changing (i.e., sequentially increnenting) field that is encoded
usi ng a wi ndow based |sb encoding. |Its value is typically bound
to the nunber of |sb conpressed bits in the conpressed header
format, and thus grows with the nunber of bits transnmitted.
However, the offset and the Isb encoding only provide robustness
for the field that it conpresses, and (inplicitly) for other
sequentially changing fields that are derived fromthat field.

This is shown in the figure bel ow

<--- interpretation interval (size is 2"k) ---->
| o TR L L LR |
v_ref-p v_ref v_ref + (2"k-1) - p
Lower Upper
Bound Bound
<--- reordering --> <--------- | osses --------- >

where p is the nmaxi mum negative delta, corresponding to the
maxi mum reordering depth for which the |sb encoding can recover
the original value of the field,

where (2"k-1) - p is the maxi mum positive delta, corresponding
to the nmaxi mum nunber of consecutive | osses for which the Isb
encodi ng can recover the original value of the field;

where v_ref is the reference value, as defined in the Isb
encodi ng nmet hod in [ RFC4997].

There is thus a tradeoff between the robustness against reordering
and the robustness agai nst packet | osses, with respect to the
number of MSN bits needed and the distribution of the
interpretation interval between negative and positive deltas in
the MSN

Sel dom changi ng fi el ds

The optimstic approach (Section 5.1.1) provides the upper limt
for the maxi numreordering depth for sel dom changing fields.

There is thus a tradeoff between conpression efficiency and

robustness. \When only information on the MSN needs to be conveyed to
t he deconpressor, the tradeoff relates to the nunber of conpressed
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MBN bits in the conpressed header format. O herw se, the tradeoff
relates to the inplenentation of the optimstic approach

In particular, conpressor inplenmentations should adjust their
optimistic approach strategy to match both packet |oss and reordering
characteristics of the Iink over which header conpression is applied.
For exanpl e, the nunber of repetitions for each update of a non-Isb
encoded field can be increased. The conpressor can ensure that each
update is repeated until it is reasonably confident that at |east one
packet containing the change has reached the deconpressor before the
first packet sent after this sequence.

5.1.3. Interactions with the Deconpressor Context

The conpressor normally starts conpression with the initial
assunption that the deconpressor has no useful infornmation to process
the new flow, and sends Initialization and Refresh (I R) packets.

Initially, when sending the first IR packet for a conpressed fl ow,
the conpressor does not expect to receive feedback for that flow,
until such feedback is first received. At this point, the conpressor
may then assunme that the deconpressor will continue to send feedback
in order to repair its context when necessary. The fornmer is
referred to as unidirectional operation, while the latter is called
bi di recti onal operation

The conpressor can then adjust the conpression |evel (i.e., what
header format it selects) based on its confidence that the
deconpressor has the necessary information to successfully process
the conpressed headers that it sel ects.

In other words, the responsibilities of the conpressor are to ensure
that the deconpressor operates with state information that is
sufficient to successfully deconpress the type of conpressed
header(s) it receives, and to all ow the deconpressor to successfully
recover that state information as soon as possible otherwi se. The
conpressor therefore selects the type of conpressed header based on
the followi ng factors:

0 the outcone of the encodi ng nethod applied to each field;

0 the optimstic approach, with respect to the characteristics of
t he channel

0 the type of operation (unidirectional or bidirectional), and if in

bi di recti onal operation, feedback received fromthe deconpressor
(ACKs, NACKs, STATIC NACK, and options).
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Encodi ng nmet hods normal |y use previous value(s) froma history of
packets whose headers it has previously conpressed. The optimstic
approach is neant to ensure that at |east one conpressed header
containing the information to update the state for a field is
received. Finally, feedback indicates what actions the deconpressor
has taken with respect to its assunptions regarding the validity of
its context (Section 5.2.2); it indicates what type of conpressed
header the deconpressor can or cannot deconpress.

The deconpressor has the nmeans to detect deconpression failures for
any conpressed (CO header format, using the CRC verification.
Dependi ng on the frequency and/or on the type of the failure, it

m ght send a negative acknow edgenent (NACK) or an explicit request
for a conplete context update (STATIC NACK). However, the
deconpressor does not have the neans to identify the cause of the
failure, and in particular the deconpression of what field(s) is
responsible for the failure. The conpressor is thus al ways
responsi ble for deternmining the nost suitable response to a negative
acknow edgenent, using the confidence it has in the state of the
deconpressor context, when selecting the type of conpressed header it
will use when conpressing a header

5.2. Deconpressor Concepts

The deconpressor nornmally uses the | ast received and successfully
val i dated (IR packets) or verified (CO packets) header as the
reference for future deconpression

The deconpressor is responsible for verifying the outcone of every
deconpression attenpt, to update its context when successful, and
finally to request context repairs by making coherent usage of
feedback once it has started using feedback

Specifically, the outcone of every deconpression attenpt is verified
using the CRC present in the conpressed header; the deconpressor
updates the context information when this outconme is successfully
verified; finally, if the deconpressor uses feedback once for a
conpressed flow, then it will continue to do so for as long as the
correspondi ng context is associated with the same profile.

5.2.1. Deconpressor State Machine
The deconpressor operation may be represented as a state machi ne
defining three states: No Context (NC), Repair Context (RC), and Ful
Context (FC).

The deconpressor starts without a valid context, the NC state. Upon
receiving an IR packet, the deconpressor validates the integrity of
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its header using the CRC-8 validation. If the IR header is
successfully validated, the deconpressor updates the context and uses
this header as the reference header, and noves to the FC state. Once
the deconpressor state machi ne has entered the FC state, it does not
normal |y | eave; only repeated deconpression failures will force the
deconpressor to transit downwards to a | ower state. Wen context
damage is detected, the deconpressor noves to the repair context (RC
state, where it stays until it successfully verifies a deconpression
attenpt for a conpressed header with a 7-bit CRC or until it
successfully validates an IR header. When static context damage is
detected, the deconpressor noves back to the NC state.

Below is the state nachine for the deconpressor. Details of the
transitions between states and deconpression logic are given in the
sub-sections follow ng the figure.

CRC-8(1R) Validation

+o-mo- Seanan- Seanan- Seanan- Seanan- Seanan- Seanan- Seanan- Seaan- Seanan- >o .- -+
| CRC-8(I R |
| 'CRC-8(IR) or CRC-7(CO or or CRC-7(CO |
| PT not allowed CRC-8(I1 R or CRC-3(CO |
| +--->-- -+ Fom > a oo - R >----- S R SRR S S
|| I I | ||
| \Y; | v o vV Vv
Fom e e e o oo T R oty +
| No Context (NC) | | Repair Context (RC) | | Full Context (FC |
Fom e e e o oo T R oty +
NN Static Context | M TCRG-7(CO or | N Context Damage | |
| | Damage Detected | | PT not allowed | | Detected | |
| +--<----- <mm - G <-mmmt - a<e-- - <-mm-- <--+ |
I I
| Static Context Danmage Detected |
oo <emm o <-m--- <-m--- <-m--- <emem-- <-m--- <-m--- <----- - +
wher e:
CRC-8(1R . Successful CRC-8 validation for the IR header.
ICRC-8(1R) . Unsuccessful CRC-8 validation for the IR header.
CRC-7(CO and/ or
CRC- 3(CO . Successful CRC verification for the deconpression

of a CO header, based on the nunber of CRC bits
carried in the CO header.

I CRC- 7( CO : Failure to CRC verify the deconpression of a CO
header carrying a 7-bit CRC.
PT not al |l owed . The deconpressor has received a packet type (PT)

for which the deconpressor’s current context does
not provide enough valid state information to
deconpress the packet.
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Static Context Damage Detected: See definition in Section 5.2.2.
Cont ext Danage Detected: See definition in Section 5.2.2.
5.2.1.1. No Context (NC) State

Initially, while working in the No Context (NC) state, the
deconpr essor has not yet successfully validated an | R header.

At tenpting deconpression:

In the NC state, only packets carrying sufficient information on
the static fields (i.e., IR packets) can be deconpressed.

Upward transition:

The decompressor can nove to the Full Context (FC) state when the
CRC validation of an 8-bit CRC in an IR header is successful.

Feedback | ogi c:

In the NC state, the deconpressor should send a STATIC-NACK if a
packet of a type other than IR is received, or if an IR header has
failed the CRC-8 validation, subject to the feedback rate
linmtation as described in Section 5.2.3.

5.2.1.2. Repair Context (RC) State
In the Repair Context (RC) state, the deconpressor has successfully
deconpr essed packets for this context, but does not have confidence
that the entire context is valid.

At tenpting deconpression:

In the RC state, only headers covered by an 8-bit CRC (i.e., IR
or CO headers carrying a 7-bit CRC can be deconpressed.

Upward transition:
The decompressor can nove to the Full Context (FC) state when the

CRC verification succeeds for a CO header carrying a 7-bit CRC or
when validation of an 8-bit CRC in an IR header succeeds.

Downward transition:

The deconpressor noves back to the NC state if it assunes static
cont ext damage.
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Feedback | ogi c:

In the RC state, the deconpressor should send a STATI C- NACK when
CRC-8 validation of an IR header fails, or when a CO header
carrying a 7-bit CRC fails and static context damage is assuned,
subject to the feedback rate linitation as described in

Section 5.2.3. If any other packet type is received, the
deconpressor should treat it as a CRC verification failure to
determine if NACK is to be sent.

5.2.1.3. Full Context (FC) State

5.

2.

In the Full Context (FC) state, the deconpressor assunes that its
entire context is valid.

Attenpting deconpression

In the FC state, deconpression can be attenpted regardl ess of the
type of packet received.

Downward transition

The deconpressor nmoves back to the RC state if it assunes context
damage. |If the deconpressor assunes static context damage, it
noves directly to the NC state.

Feedback | ogi c:

In the FC state, the deconpressor should send a NACK when CRC-8
validation or CRC verification of any header type fails and if
context danage is assunmed, or it should send a STATIC NACK if
static context damage is assuned; this is subject to the feedback
rate limtation described in Section 5.2.3.

2. Deconpressor Context Managenent

Al'l header formats carry a CRC and are context updating. A packet
for which the CRC succeeds updates the reference values of all header
fields, either explicitly (fromthe information about a field carried
within the conpressed header) or inplicitly (fields inferred from

ot her fields).

The deconpressor nmay assume that sonme or the entire context is
invalid, when it fails to validate or to verify one or nore headers
using the CRC. Because the deconpressor cannot know the exact
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reason(s) for a CRC failure or what field caused it, the validity of
t he context hence does not refer to what specific part(s) of the
context is deenmed valid or not.

Validity of the context rather relates to the detection of a problem
with the context. The deconpressor first assumes that the type of
information that nost likely caused the failure(s) is the state that
normal |y changes for each packet, i.e., context damage of the dynanic
part of the context. Upon repeated deconpression failures and
unsuccessful repairs, the deconpressor then assunes that the entire
context, including the static part, needs to be repaired, i.e.,
static context damage. Failure to validate the 3-bit CRC that
protects control fields should be treated as a deconpression failure
when the deconpressor asserts the validity of its context.

Cont ext Danmge Detection

The assunption of context damage neans that the deconpressor wll
not attenpt deconpression of a CO header that carries only a 3-bit
CRC, and will only attenpt deconpression of IR headers or CO
headers protected by a CRC 7.

Static Context Danmage Detection

The assunption of static context danage nmeans that the
deconpressor refrains fromattenpti ng deconpressi on of any type of
header other than the IR header.

How t hese assunptions are nade, i.e., how context damage is detected,
is open to inplenentations. It can be based on the residual error
rate, where a low error rate nakes the deconpressor assunme danage
nore often than on a high rate |ink

The deconpressor inplenents these assunptions by selecting the type
of conpressed header for which it will attenpt deconpression. In
other words, validity of the context refers to the ability of a
deconpressor to attenpt (or not) deconpression of specific packet

t ypes.

When ROHCv2 profiles are used over a channel that cannot guarantee

i n-order delivery, the deconpressor nay refrain fromupdating its
context with the content of a sequentially |ate packet that is
successfully deconpressed. This is to avoid updating the context
with information that is older than what the deconpressor already has
inits context.
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5.

6.

6.

2.3. Feedback Logic

ROHCv2 profiles may be used in environnents with or w thout feedback
capabilities from deconpressor to conpressor. ROHCv2 however assumnes
that if a ROHC feedback channel is available and if this channel is
used at |east once by the deconpressor for a specific context, this
channel will be used during the entire conpression operation for that
context (i.e., bidirectional operation).

The ROHC framework defines 3 types of feedback nessages: ACKs, NACKs,
and STATI C-NACKs. The senmantics of each nessage is defined in
Section 5.2.4.1. of [RFC4995]. What feedback to send is coupled with
the context managenent of the deconpressor, i.e., with the

i npl enent ati on of the context damage detection algorithns as
described in Section 5.2.2.

The deconpressor should send a NACK when it assumes context damage,
and it should send a STATI C-NACK when it assunes static context
damage. The deconpressor is not strictly expected to send ACK

f eedback upon successful deconpression, other than for the purpose of
i mprovi ng conpression efficiency.

When ROHCv2 profiles are used over a channel that cannot guarantee
i n-order delivery, the deconpressor may refrain from sendi ng ACK
feedback for a sequentially |ate packet that is successfully
deconpr essed.

The deconpressor should linit the rate at which it sends feedback
for both ACKs and STATI C- NACK/ NACKs, and shoul d avoi d sendi ng
unnecessary duplicates of the sanme type of feedback nessage that may
be associated with the sane event.

ROHCv2 Profiles (Normative)
1. Channel Paraneters, Segmentation, and Reordering

The conpressor MJUST NOT use ROHC segnentation (see Section 5.2.5 of
[ RFC4995]), i.e., the Maxi num Reconstructed Reception Unit (MRRU)
MJUST be set to 0, if the configuration of the ROHC channel contains
at | east one ROHCv2 profile in the list of supported profiles (i.e.,
t he PROFI LES paraneter) and if the channel cannot guarantee in-order
delivery of packets between conpression endpoints.
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6.2. Profile Operation, Per-context

ROHCv2 profiles operate differently, per context, dependi ng on how

t he deconpressor nmakes use of the feedback channel, if any. Once the
deconpr essor uses the feedback channel for a context, it establishes
t he feedback channel for that C D

The conpressor always starts with the assunption that the
deconpressor will not send feedback when it initializes a new context
(see also the definition of a new context in Section 5.1.1. of

[ RFC4995], i.e., there is no established feedback channel for the new
context. At this point, despite the use of the optinistic approach
deconpression failure is still possible because the deconpressor nay
not have received sufficient information to correctly deconpress the
packets; therefore, until the deconpressor has established a feedback
channel, the conpressor SHOULD periodically send IR packets. The
periodicity can be based on tinmeouts, on the nunber of conpressed
packets sent for the flow, or any other strategy the inplenenter
chooses.

The reception of either positive feedback (ACKs) or negative feedback
(NACKs or STATI C- NACKs) fromthe deconpressor establishes the

f eedback channel for the context (CID) for which the feedback was
received. Once there is an established feedback channel for a
specific context, the conpressor can nake use of this feedback to
estimate the current state of the deconpressor. This helps to

i ncrease the conmpression efficiency by providing the information
needed for the conpressor to achieve the necessary confidence |evel
Wien the feedback channel is established, it becomes superfluous for
the conpressor to send periodic refreshes, and instead it can rely
entirely on the optimstic approach and feedback fromthe

deconpr essor.

The deconpressor MAY send positive feedback (ACKs) to initially
establish the feedback channel for a particular flow Either
positive feedback (ACKs) or negative feedback (NACKs or STATI C NACKs)

establishes this channel. Once it has established a feedback channe
for a CID, the deconpressor is REQU RED to continue sendi ng feedback
for the lifetime of the context (i.e., until it receives an IR packet

that associates the CIDto a different profile), to send error
recovery requests and (optionally) acknow edgnents of significant
cont ext updat es.

Conpression w thout an established feedback channel will be |ess

ef ficient, because of the periodic refreshes and the | ack of feedback
to trigger error recovery; there will also be a slightly higher
probability of | oss propagati on conpared to the case where the
deconpr essor uses feedback
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6.

6.

6.

3.

3.

3.

Control Fields

RCOHCv2 defines a nunber of control fields that are used by the
deconpressor in its interpretation of the header fornats received
fromthe conpressor. The control fields listed in the follow ng
subsections are defined using the formal notation [ RFC4997] in
Section 6.8.2.4 of this docunent.

1. Master Sequence Number (MSN)

The Master Sequence Nunber (MSN) field is either taken froma field
that already exists in one of the headers of the protocol that the
profile conpresses (e.g., RTP SN), or alternatively it is created at
the conpressor. There is one MSN space per context.

The MBN field has the followi ng two functions:

o Differentiating between reference headers when receiving feedback

dat a;
o Inferring the value of incrementing fields (e.g., IPv4
Identifier).

There is one MSN field in every ROHCv2 header, i.e., the MSN is

al ways present in each header type sent by the conpressor. The MSN
is sent in full in IR headers, while it can be |Isb encoded within CO
header formats. The deconpressor always includes LSBs of the MSN in
t he Acknow edgnment Nunber field in feedback (see Section 6.9). The
conpressor can later use this field to infer what packet the
deconpressor is acknow edgi ng.

For profiles for which the MSN is created by the conpressor (i.e.,
0x0102, 0x0104, and 0x0108), the follow ng applies:

0 The conpressor only initializes the MSN for a context when that
context is first created or when the profile associated with a
cont ext changes;

0o Wen the MSNis initialized, it is initialized to a random val ue;

0 The value of the MSN SHOULD be increnented by one for each packet
that the conpressor sends for a specific CID

2. Reordering Ratio
The control field reorder_ratio specifies how nmuch reordering is

handl ed by the | sb encoding of the MBN. This is useful when header
conpression is performed over links with varying reordering
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characteristics. The reorder_ratio control field provides the neans
for the conpressor to adjust the robustness characteristics of the

| sb encoding nmethod with respect to reordering and consecutive

| osses, as described in Section 5.1.2.

6. 3. 3. | P-1 D Behavi or

The IP-ID field of the | Pv4 header can have different change
patterns: sequential in network byte order, sequential byte-swapped,
random or constant (a constant value of zero, although not conformant
with [RFC0791], has been observed in practice). There is one IP-1D
behavi or control field per IP header. The control field for the

| P-1 D behavior of the innernost | P header deterni nes which set of
header formats is used. The IP-1D behavior control field is also
used to deternmine the contents of the irregular chain item for each
| P header.

ROHCv2 profiles MJST NOT assign a sequential behavior (network byte
order or byte-swapped) to any IP-1D but the one in the innernost IP
header when conpressing nore than one | evel of IP headers. This is
because only the IP-1D of the innernost |IP header is likely to have a
sufficiently close correlation with the MSN to conpress it as a
sequentially changing field. Therefore, a conpressor MJST assign
either the constant zero IP-I1D or the random | P-1D behavior to
tunnel i ng headers.

6.3.4. UDP-Lite Coverage Behavi or

The control field coverage_behavi or specifies how the checksum
coverage field of the UDP-Lite header is conpressed with RoHCv2. It
can indicate one of the follow ng encodi ng nethods: irregul ar,
static, or inferred encoding.

6.3.5. Tinestanp Stride

The ts_stride control field is used in scaled RTP tinmestanp encoding
(see Section 6.6.8). It defines the expected increase in the RTP
ti mestanp between consecutive RTP sequence nunbers.

6.3.6. Tinme Stride
The tinme_stride control field is used in tiner-based conpression
encodi ng (see Section 6.6.9). Wen tiner-based conpression is used,

time_stride should be set to the expected difference in arrival tine
bet ween consecutive RTP packets.
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6.3.7. CRC-3 for Control Fields

ROHCv2 profiles define a CRC-3 cal cul ated over a nunber of control
fields. This 3-bit CRC protecting the control fields is present in
t he header format for the co_common and co_repair header types.

The deconpressor MJST al ways validate the integrity of the contro
fields covered by this 3-bit CRC when processing a co_conmonh or a
co_repair conpressed header.

Failure to validate the control fields using this CRC should be

consi dered as a deconpression failure by the deconpressor in the

al gorithmthat assesses the validity of the context. However, if the
deconpression attenpt can be verified using either the CRC-3 or the
CRC-7 cal cul ated over the unconpressed header, the deconpressor MAY
still forward the deconpressed header to upper layers. This is
because the protected control fields are not always used to
deconpress the header (i.e., co_comopn or co_repair) that updates
their respective val ue.

The CRC pol ynoni al and coverage of this CRC-3 is defined in
Section 6.6.11.

6.4. Reconstruction and Verification
Val i dation of the IR header (8-bit CRC)

The decompressor MJST al ways validate the integrity of the IR
header using the 8-bit CRC carried within the IR header. Wen the
header is validated, the deconpressor updates the context with the
information in the IR header. Qherwise, if the IR cannot be
val i dated, the context MJST NOT be updated and the IR header MJST
NOT be delivered to upper |ayers.

Verification of CO headers (3-bit CRC or 7-bit CRC

The deconpressor MJST al ways verify the deconpression of a CO
header using the CRC carried within the conpressed header. When
t he deconpression is verified and successful, the deconpressor
updates the context with the information received in the CO
header; otherw se, if the reconstructed header fails the CRC
verification, these updates MJST NOT be performed.

A packet for which the deconpression attenpt cannot be verified
usi ng the CRC MUST NOT be delivered to upper |ayers.
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6.

5.

Deconpressor inplenmentations may attenpt corrective or repair
neasures on CO headers prior to perform ng the above actions, and
the result of any deconpression attenpt MJST be verified using the
CRC.

Compr essed Header Chai ns

Sonme header types use one or nore chains containing sub-header

i nformation. The function of a chain is to group fields based on
simlar characteristics, such as static, dynam c, or irregular
fields.

Chaining is done by appending an item for each header to the chain in
their order of appearance in the unconpressed packet, starting from
the fields in the outernost header

In the text below, the term <protocol _nane> is used to identify
formal notation nanmes corresponding to different protocol headers.
The mappi ng between these is defined in the follow ng table:

i S +
| Protocol | protocol _nane |
i S +
| 1 Pv4 RFC 0791 | ipv4 |
| 1Pv6 RFC 2460 | ipv6 |
| UDP RFC 0768 | udp |
| RTP RFC 3550 | rtp |
| ESP RFC 4303 | esp |
| UDP-Lite RFC 3828 | udp_lite |
| AH RFC 4302 | ah |
| GRE RFC 2784, RFC 2890 | gre |
| M NE RFC 2004 | mine |
| I'Pv6 Destination Option RFC 2460 | dest _opt |
| I'Pv6 Hop-by-hop Options RFC 2460 | hop_opt

| I'Pv6 Routing Header RFC 2460 | rout_opt

i S +

Static chain:

The static chain consists of one itemfor each header of the chain
of protocol headers that is conpressed, starting fromthe
outernost | P header. In the formal description of the header
formats, this static chain itemfor each header type is |abeled
<protocol _nane> static. The static chainis only used in the IR
header fornmat.
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6.

6.

Dynam ¢ chai n:

The dynamic chain consists of one itemfor each header of the
chain of protocol headers that is conpressed, starting fromthe
outernost | P header. In the formal description of the header
formats, the dynamic chain itemfor each header type is |abeled
<prot ocol _nane> dynam c. The dynanmic chain is only used in the IR
and co_repair header formats.

I rregul ar chain:

The structure of the irregular chain is anal ogous to the structure
of the static chain. For each conpressed header that uses the
general format of Section 6.8, the irregular chain is appended at
a specific location in the general format of the conpressed

headers. In the formal description of the header fornats, the
irregular chain itemfor each header type is a format whose nane
is suffixed by "_irregular". The irregular chain is used in al

CO headers, except for the co_repair format.

The format of the irregular chain for the innernost |P header
differs fromthe format used for the outer |IP headers, because the
i nnernost | P header is part of the conpressed base header. |In the
definition of the header formats using the fornmal notation, the
argunent "is_innernost", which is passed to the correspondi ng
encodi ng nmethod (i pv4 or ipv6), determ nes what irregular chain
itenms to use. The format of the irregular chain itemfor the
outer I P headers is also determined using one flag for TTL/Hop
Limt and TOS/TC. This flag is defined in the format of some of
the conpressed base headers.

ROHCv2 profiles conpress extension headers as other headers, and thus
extensi on headers have a static chain, a dynam c chain, and an
i rregul ar chain.

ROHCv2 profiles define chains for all headers that can be conpressed,
i.e., RTP [RFC3550], UDP [RFCO768], ESP [ RFC4303], UDP-Lite

[ RFC3828], | Pv4 [ RFCO791], |Pv6 [ RFC2460], AH [ RFC4302], GRE

[ RFC2784] [ RFC2890], M NE [ RFC2004], |Pv6 Destination Options header

[ RFC2460], |1Pv6 Hop-by-hop Options header [ RFC2460], and | Pv6 Routing
header [ RFC2460].

Header Formats and Encodi ng Met hods
The header formats are defined using the ROHC formal notation. Sone

of the encoding nethods used in the header fornmats are defined in
[ RFC4997], while other nethods are defined in this section.
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6.6.1. baseheader_extensi on_headers

The baseheader _ext ensi on_headers encodi ng net hod ski ps over al
fields of the extension headers of the innernost |P header, w thout
encoding any of them Fields in these extension headers are instead
encoded in the irregular chain.

This encoding is used in CO headers (see Section 6.8.2). The

i nnernost | P header is conbined with other header(s) (i.e., UDP, UDP-
Lite, RTP) to create the conpressed base header. 1In this case, there
may be a nunber of extension headers between the | P headers and the
ot her headers.

The base header defines a representation of the extension headers, to
conply with the syntax of the formal notation; this encoding nethod
provides this representation.

6.6.2. baseheader_out er_headers

The baseheader out er _headers encodi ng nmet hod ski ps over all the
fields of the extension header(s) that do not belong to the innernost
| P header, w thout encoding any of them Changing fields in outer
headers are instead handl ed by the irregular chain.

This encoding nethod, sinilarly to the baseheader_extensi on_headers
encodi ng net hod above, is necessary to keep the definition of the
header formats syntactically correct. It describes tunneling IP
headers and their respective extension headers (i.e., all headers

| ocated before the innernost |P header) for CO headers (see

Section 6.8.2).

6.6.3. inferred_udp_length

The deconpressor infers the value of the UDP I ength field as being
the sum of the UDP header |ength and the UDP payl oad | ength. The
conpressor must therefore ensure that the UDP length field is
consistent with the length field(s) of precedi ng subheaders, i.e.,
there nmust not be any padding after the UDP payload that is covered
by the I P Length.

Thi s encoding nmethod is also used for the UDP-Lite Checksum Cover age

field when it behaves in the same manner as the UDP length field

(i.e., when the checksum al ways covers the entire UDP-Lite payl oad).
6.6.4. inferred_ip_v4_header_checksum

Thi s encodi ng nmet hod conpresses the header checksumfield of the | Pv4
header. This checksumis defined in RFC 791 [ RFC0791] as foll ows:
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Header Checksum 16 bits

A checksum on the header only. Since sone header fields change
(e.g., time tolive), this is reconputed and verified at each
point that the internet header is processed.

The checksum al gorithmis:

The checksumfield is the 16 bit one’s conpl enent of the one’s
conpl ement sumof all 16 bit words in the header. For purposes
of conputing the checksum the value of the checksumfield is
zero.

As descri bed above, the header checksum protects individual hops from
processing a corrupted header. As the data that this checksum
protects is nostly conpressed away and is instead taken fromstate
stored in the context, this checksum becones cunul ative to the ROHC
CRC. Wen using this encoding nethod, the checksumis reconputed by
t he deconpressor

The inferred_i p_v4_header_checksum encodi ng net hod t hus conpresses

t he header checksumfield of the |IPv4 header down to a size of zero
bits, i.e., no bits are transmtted in conpressed headers for this
field. Using this encoding nethod, the deconpressor infers the val ue
of this field using the conputation above.

The conpressor MAY use the header checksumto validate the
correctness of the header before conpressing it, to avoid processing
a corrupted header

6.6.5. inferred_m ne_header_checksum

Thi s encodi ng nmet hod conpresses the mnimal encapsul ati on header
checksum This checksumis defined in RFC 2004 [ RFC2004] as foll ows:

Header Checksum

The 16-bit one’s conplenment of the one’s conpl enent sum of all
16-bit words in the mininmal forwarding header. For purposes of
computi ng the checksum the value of the checksumfield is O.
The | P header and I P payload (after the mininmal forwarding
header) are not included in this checksum conputati on.

The inferred_m ne_header _checksum encodi ng net hod conpresses the

m ni mal encapsul ati on header checksum down to a size of zero bits,
i.e., no bits are transnitted in conpressed headers for this field.
Using this encodi ng nethod, the deconpressor infers the value of this
field using the above conputation.
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The notivations for inferring this checksumare sinmlar to the ones
expl ai ned above in Section 6.6.4.

The conpressor MAY use the m nimal encapsul ati on header checksumto
val i date the correctness of the header before conpressing it, to
avoi d processing a corrupted header.

6.6.6. inferred_ip_v4_length

Thi s encodi ng nmet hod conpresses the total length field of the | Pv4d
header. The total length field of the | Pv4 header is defined in RFC
791 [ RFCO791] as foll ows:

Total Length: 16 bits

Total Length is the length of the datagram neasured in octets,
including internet header and data. This field allows the
length of a datagramto be up to 65,535 octets.

The inferred_i p_v4_l ength encodi ng met hod conpresses the | Pv4d header
checksum down to a size of zero bits, i.e., no bits are transnitted
in conpressed headers for this field. Using this encoding nethod,
the deconpressor infers the value of this field by counting in octets
the length of the entire packet after deconpression

6.6.7. inferred_ip_v6_Ilength

Thi s encodi ng nmet hod conpresses the payload length field in the | Pv6
header. This length field is defined in RFC 2460 [ RFC2460] as
foll ows:

Payl oad Length: 16-bit unsigned integer

Length of the IPv6 payload, i.e., the rest of the packet
following this I Pv6 header, in octets. (Note that any

ext ensi on headers present are considered part of the payl oad,
i.e., included in the length count.)

The "inferred_i p_v6_I ength" encodi ng net hod conpresses the payl oad
length field of the IPv6 header down to a size of zero bits, i.e., no
bits are transmitted in conpressed headers for this field. Using
this encodi ng nmethod, the deconpressor infers the value of this field
by counting in octets the length of the entire packet after
deconpr essi on.

| Pv6 headers using the junbo payl oad option of RFC 2675 [ RFC2675]

will not be conpressible with this encodi ng nethod since the val ue of
the payload length field does not match the length of the packet.
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6.6.8. Scal ed RTP Ti nestanp Conpression

Thi s section provides additional details on encodings used to scale
the RTP timestanp, as defined in the formal notation in
Section 6.8.2.4.

The RTP timestanp (TS) usually increases by a multiple of the RTP
Sequence Number’'s (SN s) increase and is therefore a suitable

candi date for scaled encoding. This scaling factor is |abeled
ts_stride in the definition of the profile in the formal notation

The conpressor sets the scaling factor based on the change in TS with
respect to the change in the RTP SN

The default value of the scaling factor ts_stride is 160, as defined
in Section 6.8.2.4. To use a different value for ts_stride, the
conpressor explicitly updates the value of ts_stride to the
deconpressor using one of the header formats that can carry this

i nformati on.

When t he conpressor uses a scaling factor that is different than the
default value of ts_stride, it can only use the new scaling factor
once it has enough confidence that the deconpressor has successfully
cal cul ated the residue (ts_offset) of the scaling function for the

ti mestanp. The conpressor achieves this by sendi ng unscal ed

ti mestanp values, to allow the deconpressor to establish the residue
based on the current ts_stride. The conpressor MAY send the unscal ed
timestanp in the sanme conpressed header(s) used to establish the

val ue of ts_stride

Once the conpressor has gai ned enough confidence that both the val ue
of the scaling factor and the value of the residue have been
established in the deconpressor, the conpressor can start conpressing
packets using the new scaling factor

When t he conpressor detects that the residue (ts_offset) val ue has
changed, it MJST NOT sel ect a conpressed header format that uses the
scal ed tinestanp encodi ng before it has re-established the residue as
descri bed above.

When the value of the tinestanp field waps around, the value of the
resi due of the scaling function is likely to change. Wen this
occurs, the conpressor re-establishes the new residue val ue as
descri bed above.

I f the deconpressor receives a conpressed header containing scal ed
timestanp bits while the ts_stride equals zero, it MJUST NOT deliver
the packet to upper layers and it SHOULD treat this as a CRC
verification failure.
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Whet her or not the scaling is applied to the RTP TS field is up to
the conpressor inplenentation (i.e., the use of scaling is OPTIONAL),
and is indicated by the tsc_indicator control field. |In case scaling
is applied to the RTP TS field, the value of ts_stride used by the
conpressor is up to the inplenentation. A value of ts_stride that is
set to the expected increase in the RTP tinestanp between consecutive
unit increases of the RTP SN will provide the nost gain for the
scal ed encoding. Qher values nay provide the sanme gain in sone
situations, but nay reduce the gain in others.

When scal ed tinmestanp encoding is used for header formats that do not
transnit any | sb-encoded tinestanp bits at all, the
inferred_scaled field encoding of Section 6.6.10 is used for encodi ng
the tinmestanp.

6.6.9. tinmer_based |sb

The timer-based conpression encodi ng net hod, tiner_based | sb
conpresses a field whose change pattern approxi mates a linear
function of the tine of day.

This encodi ng uses the local clock to obtain an approximtion of the
value that it encodes. The approximated value is then used as a
reference val ue together with the num.l sbs_param | east-significant
bits received as the encoded val ue, where num.| sbs_param represents a
nunber of bits that is sufficient to uniquely represent the encoded
value in the presence of jitter between conpression endpoints.

ts_scaled == tinmer_based | sb(<tine_stride_paranp,
<num_| sbs_par ank, <offset_paranp)

The paranmeters "num|l sbs_paranmt and "offset_parant are the paraneters
to use for the |Isb encoding, i.e., the nunber of |east significant
bits and the interpretation interval offset, respectively. The
paraneter "time_stride_parani represents the context value of the
control field tine_stride.

Thi s encodi ng nmet hod al ways uses a scaled version of the field it
conpr esses.

The value of the field is decoded by cal cul ati ng an approxi mati on of
t he scal ed val ue, using:

tsc_ref _advanced = tsc_ref + (a_n - a_ref) / tine_stride.
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wher e:

- tsc_ref is a reference value of the scaled representation
of the field.
- anis the arrival tine associated with the value to decode.
- aref is the arrival tine associated with the reference header.
- tsc_ref_advanced is an approxi mati on of the scal ed val ue
of the field.

The Isb encoding is then applied using the numlsbs _parambits
received in the conpressed header and the tsc_ref _advanced as
"ref _value" (as per Section 4.11.5 of [RFC4997]).

endi x B.3 provides an exanple of how the conpressor can cal cul ate
AP
jitter.

The control field tine_stride controls whether or not the
timer_based_| sb nethod is used in the CO header. The deconpressor
SHOULD send the CLOCK RESOLUTION option with a zero value, if:

0O it receives a non-zero tinme_stride value, and

o it has not previously sent a CLOCK RESOLUTI ON feedback with a non-
zero val ue.

This is to allow conpression to recover fromthe case where a
conpressor erroneously activates tiner-based conpression

The support and usage of timer-based conpression is OPTIONAL for both
the conpressor and the deconpressor; the conpressor is not required
to set the tine_stride control field to a non-zero value when it has
recei ved a non-zero value for the CLOCK RESOLUTI ON opti on

6.6.10. inferred_ scaled field

The inferred_scaled_field encoding nethod encodes a field that is
defined as changing in relation to the MSN, and for which the
increase with respect to the MSN can be scal ed by sone scaling
factor. This encoding nmethod is used in conpressed header fornats
that do not contain any bits for the scaled field. 1In this case, the
deconpressor infers the unscal ed value of the scaled field fromthe
MEN field. The unscaled value is calcul ated according to the
follow ng fornul a:

unscal ed_value = delta_nsn * stride + reference_unscal ed_val ue

where "delta_msn" is the difference in MSN between the reference
value of the MSN in the context and the value of the MSN deconpressed
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fromthis packet, "reference_unscal ed_value" is the value of the
field being scaled in the context, and "stride" is the scaling val ue
for this field.

For example, when this encoding nethod is applied to the RTP
timestanp in the RTP profile, the cal cul ati on above becones:

timestanp = delta _men * ts_stride + reference_timestanp
6.6.11. control _crc3_encodi ng

The control _crc3_encodi ng net hod provides a CRC cal cul ated over a
nunber of control fields. The definition of this encoding nethod is
the same as for the "crc" encoding nmethod specified in Section 4.11.6
of [RFC4997], with the difference being that the data covered by the
CRC is given by a concatenated list of control fields.

In other words, the definition of the control _crc3 _encoding nethod is
equi valent to the follow ng definition

control _crc_encoding(ctrl _data_value, ctrl_data_Il ength)

UNCOVPRESSED {
}

COVPRESSED {
control _crc3 =: =
crc(3, 0x06, 0x07, ctrl_data value, ctrl _data length) [ 3 ];

}
}

where the paraneter "ctrl_data_val ue" binds to the concatenated
val ues of the followi ng control fields, in the order |isted bel ow

0 reorder_ratio, 2 bits padded with 6 MSB of zeroes
0 ts_stride, 32 bits (only for profiles 0x0101 and 0x0107)
o tinme_stride, 32 bits (only for profiles 0x0101 and 0x0107)

o msn, 16 bits (not applicable for profiles 0x0101, 0x0103, and
0x0107)

0 coverage_behavior, 2 bits padded with 6 MSB of zeroes (only for
profiles 0x0107 and 0x0108)
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0o ip_id_behavior, one octet for each I P header in the conpressible
header chain starting fromthe outernost header. Each octet
consists of 2 bits padded with 6 MSBs of zeroes.

The "ctrl _data_length" binds to the sumof the |length of the control
field(s) that are applicable to the specific profile.

The deconpressor uses the resulting 3-bit CRC to validate the contro
fields that are updated by the co_comopn and co_repair header
formats; this CRC cannot be used to verify the outcone of a
deconpressi on attenpt.

This CRC protects the update of control fields, as the updated val ues
are not al ways used to deconpress the header that carries them and
thus are not protected by the CRC-7 verification. This prevents

i npai rnments that could occur if the deconpression of a co_comon or
of a co_repair succeeds and the deconpressor sends positive feedback
while for some reason the control fields are incorrectly updated.

6.6.12. inferred_sequential _ip_id

Thi s encoding nmethod is used with a sequential |P-1D behavior
(sequential or sequential byte-swapped) and when there are no coded
IP-1D bits in the conpressed header. |In this case, the IP-1D offset
fromthe MSN is constant, and the IP-1D increases by the same anmpunt
as the MoN (simlar to the inferred_scaled_field encoding nethod).

The deconpressor calculates the value for the IP-1D according to the
follow ng fornul a:

IP-1D = delta_nmsn + reference_I P_I D val ue

where "delta_msn" is the difference between the reference val ue of
the MBN in the context and the unconpressed val ue of the MSN

associ ated to the conpressed header, and where

"reference_IP_ID value" is the value of the IP-ID in the context.
For swapped | P-1D behavior (i.e., when ip_id_behavior_innernmost is
set to | P_I D _BEHAVI OR_SEQUENTI AL_SWAPPED), "reference_lP_ID val ue"
and "I P-1D" are byte-swapped with regard to the corresponding fields
in the context.

If the I P-1D behavior is randomor zero, this encoding nmethod does
not update any fields.
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6.6.13. list_csrc(cc_val ue)

Thi s encodi ng nmet hod conpresses the list of RTP CSRC identifiers
using list conpression. This encoding establishes a content for the
different CSRC identifiers (itens) and a list describing the order in
whi ch they appear.

The conpressor passes an argunment (cc_value) to this encodi ng nethod:
this is the value of the CC field taken fromthe RTP header. The
deconpressor is required to bind the value of this argunment to the
nunber of itenms in the list, which will allow the deconpressor to
correctly reconstruct the CC field.

6.6.13.1. List Conpression
The CSRC identifiers in the unconpressed packet can be represented as

an ordered list, whose order and presence are usually constant
bet ween packets. The generic structure of such a list is as foll ows:

list: | item1 | item2 | | itemn |
When performing |ist conpression on a CSRC |list, each itemis the
unconpressed val ue of one CSRC identifier.
The basic principles of |ist-based conpression are the foll ow ng:

When initializing the context:

1) The conplete representation of the list of CSRC identifiers is
transmtted.

Then, once the context has been initialized:

2) When the list is unchanged, a conpressed header that does not
contain information about the list can be used.

3) When the list changes, a conpressed list is sent in the conpressed
header, including a representation of its structure and order
Previ ously unknown itens are sent unconpressed in the list, while
previously known itens are only represented by an index pointing
to the itemstored in the context.
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6.6.13.2. Tabl e-based Item Conpression

The tabl e-based item conpressi on conpresses individual itens sent in
conpressed lists. The conpressor assigns a unique identifier,
"I ndex", to each item"ltem of a list.

Conpr essor Logic

The conpressor conceptually maintains an itemtable containing al
items, indexed using "lIndex". The (Index, lIten) pair is sent
together in conpressed lists until the conpressor gai ns enough
confi dence that the deconpressor has observed the nmappi ng between
items and their respective index. Confidence is obtained fromthe
reception of an acknow edgnment fromthe deconpressor, or by
sending (Index, Item pairs using the optimnstic approach. Once
confidence is obtained, the index alone is sent in conpressed
lists to indicate the presence of the itemcorresponding to this

i ndex.

The conpressor MAY reset its itemtable upon receiving a negative
acknow edgenent .

The conpressor MAY reassign an existing index to a newitemby re-
establ i shing the mappi ng using the procedure described above.

Deconpressor Logic
The deconpressor conceptually maintains an itemtable that
contains all (Index, Item pairs received. The itemtable is
updat ed whenever an (Index, Item) pair is received and
deconpression is successful (CRC verification, or CRC 8
validation). The deconpressor retrieves the itemfromthe table
whenever an Index is received w thout an acconpanying Item
If an index is received w thout an acconpanying Item and the
deconpr essor does not have any context for this index, the
deconpressor MJUST NOT deliver the packet to upper |ayers.

6.6.13.3. Encoding of Conpressed Lists
Each itempresent in a conpressed list is represented by:

0 an Index into the table of itens, and a presence bit indicating if
a conpressed representation of the itemis present in the list.

o an item (if the presence bit is set).
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If the presence bit is not set, the item nust already be known by the
deconpr essor.

A conpressed list of itens uses the follow ng encoding:

0

1 2 3 4 5 6 7

S S

| Reserved |PS | m |
T S T

I
/

XI_1, ..., XI_m | moctets, or m* 4 bits

.

Paddi ng :if PS =0 and mis odd

S S

I
/

ltem1, ..., ltemn / variable

S S

Reserved: MJUST be set to zero; otherw se, the deconpressor MJST
di scard the packet.

PS:

m

Xl

I ndi cates size of Xl fields:

PS

PS

= 0 indicates 4-bit Xl fields;

1 indicates 8-bit Xl fields.

Nurmber of XI item(s) in the conpressed list. Also, the value
of the cc_value argunent of the list_csrc encoding (see
Section 6.6.13).

1,

., XI_m mXl itens. Each Xl represents one itemin the

list of items of the unconpressed header, in the sane order as
they appear in the unconpressed header.

Pell etier

The format of an Xl itemis as foll ows:

PS

PS

&

0 1 2 3
e

| X | | ndex |
T T e

I
Q

o 1 2 3 4 5 6 7
T T i
= 1. | X | Reserved | | ndex |
T T i

I ndi cates whether the itemis present in the list:
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X =1 indicates that the item corresponding to the Index is
sent in the Item1, ..., Itemn list;

X =0 indicates that the itemcorresponding to the Index is
not sent.

Reserved: MJUST be set to zero; otherw se, the deconpressor MJST
di scard the packet.

| ndex: An index into the itemtable. See Section 6.6.13.4

When 4-bit Xl itenms are used, the Xl itens are placed in octets
in the follow ng manner:

0 1 2 3 4 5 6 7
S S
| Xl _k | Xl _k +1 |
S U

Paddi ng: A 4-bit Padding field is present when PS = 0 and the
nunber of Xls is odd. The Padding field MJST be set to zero;
ot herwi se, the deconpressor MJST discard the packet.

I[tem1, ..., itemn: Each itemcorresponds to an XI with X =1 in
Xl 1, ..., XI m Each entry in the Itemlist is the unconpressed
representati on of one CSRC identifier

6.6.13.4. Item Tabl e Mappi ngs

The itemtable for Iist conpression is limted to 16 different itens,
since the RTP header can only carry at nost 15 sinmultaneous CSRC
identifiers. The effect of having nore than 16 itens in the item
table will only cause a slight overhead to the conpressor when itens
are swapped in/out of the itemtable.

6.6.13.5. Conpressed Lists in Dynam c Chain

A conpressed list that is part of the dynamic chain nust have all of
its list items present, i.e., all X-bits in the Xl |ist MJST be set.
Al itens previously established in the itemtable that are not
present in the |ist deconpressed fromthis packet MJST al so be
retained in the deconpressor context.
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6.7. Encoding Methods with External Parameters as Argunents

A nunber of encoding nethods in Section 6.8.2.4 have one or nore
argunments for which the derivation of the paranmeter’s value is
outsi de the scope of the ROHC-FN [ RFC4997] specification of the
header fornmats.

The following is a list of encoding nethods with external paraneters
as argunents, from Section 6.8.2.4:

o udp(profile_value, reorder_ratio_val ue)

o udp_lite(profile_value, reorder_ratio_val ue,
cover age_behavi or _val ue)

o esp(profile_value, reorder_ratio_val ue)

o rtp(profile_value, ts_stride_value, tinme_stride_val ue,
reorder _ratio_val ue)

o ipv4d(profile_value, is_innernost, outer_ip_flag,
i p_i d_behavi or _val ue, reorder_ratio_value))

o ipve(profile_value, is_innernost, outer_ip_flag,
reorder _ratio_val ue))

o iponly_ baseheader(profile_value, outer_ip_flag,
i p_i d_behavi or _val ue, reorder_ratio_val ue)

0 udp_baseheader (profile_value, outer_ip_flag, ip_id _behavior_val ue,
reorder _ratio_val ue)

o0 udplite_baseheader(profile_value, outer_ip_flag,
i p_i d_behavi or _val ue, reorder_ratio_val ue)

0 esp_baseheader(profile_value, outer _ip_flag, ip_id _behavior_val ue,
reorder _ratio_val ue)

0 rtp_baseheader(profile_value, ts_stride_value, tine_stride_val ue,
outer_ip_flag, ip_id_behavior_value, reorder_ratio_val ue)

0 udplite_rtp_baseheader(profile_value, ts_stride_val ue,
time_stride_value, outer_ip_flag, ip_id_behavior_val ue,
reorder _ratio_val ue, coverage_behavi or _val ue)

The followi ng applies for all paranmeters |listed below At the

conpressor, the value of the paraneter is set according to the
recommendati ons for each parameter. At the deconpressor, the value

Pel l etier & Sandl und St andar ds Track [ Page 38]



RFC 5225 ROHCv2 Profiles April 2008

of the paranmeter is set to undefined and will get bound by encodi ng
met hods, except where ot herw se not ed.

The following is a list of external arguments with their respective
definition:

o profile_val ue:

Set to the 16-bit nunmber that identifies the profile used to
conpress this packet. Wen processing the static chain at the
deconpressor, this parameter is set to the value of the profile
field in the IR header (see Section 6.8.1).

o reorder_ratio_val ue:
Set to a 2-bit integer value, using one of the constants whose
nane begins with the prefix REORDERI NG_ and as defined in
Section 6.8.2. 4.

0 ip_id _behavior_val ue:
Set to a 2-bit integer value, using one of the constants whose
nanme begins with the prefix |IP_ID BEHAVIOR_ and as defined in
Section 6.8.2. 4.

0 coverage_behavi or _val ue:
Set to a 2-bit integer value, using one of the constants whose
nanme begins with the prefix UDP_LI TE COVERAGE_ and as defi ned
in Section 6.8.2.4.

o outer_ip_flag:
This paraneter is set to 1 if at |east one of the TOS/ TC or
TTL/Hop Limit fields in outer |IP headers has changed conpared
to their reference values in the context; otherwise, it is set
to 0. This flag may only be set to 1 for the "co_comon"
header format in the different profiles.

0 is_innernost:

This boolean flag is set to 1 when processing the innernost of
the conpressible | P headers; otherwise, it is set to O.
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0 ts_stride_value

The value of this paraneter should be set to the expected
increase in the RTP Tinmestanp between consecutive RTP sequence
nunbers. The value selected is inplenentation-specific. See
al so Section 6.6.8.

o tinme_stride_value

The value of this paraneter should be set to the expected
inter-arrival tinme between consecutive packets for the flow
The val ue selected is inplenmentation-specific. This paramneter
MJUST be set to zero, unless the conpressor has received a
feedback nessage with the CLOCK RESOLUTI ON option set to a non-
zero value. See also Section 6.6.9.

6.8. Header Formats

ROHCv2 profiles use two different header types: the Initialization
and Refresh (IR) header type, and the Conpressed header type (CO.

The CO header type defines a nunber of header formats: there are two
sets of base header formats, with a few additional formats that are
conmon to both sets

6.8.1. Initialization and Refresh Header Format (IR)

The | R header format uses the structure of the ROHC | R header as
defined in Section 5.2.2.1 of [RFC4995].

Header type: IR

Thi s header format comuni cates the static part and the dynamc
part of the context.
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6.

8.

The ROHCv2 | R header has the follow ng format:

0 1 2 3 4 5 6 7

Add- CI D oct et : if for small CIDs and (CID!= 0)
T S T

| 1 1 1 1 1 1 0 1] IRtype octet
T S T

/ 0-2 octets of CID / 1-2 octets if for large ClDs
:I----+---+---+---+---+---+---+---:I-

| Profile | 1 octet
T S T

| CRC | 1 octet
T S T

I I

/ Static chain / variable length
I I

| | | b

/ Dynami ¢ chain / variable length

CRC. 8-bit CRC over the entire | R-header, including any CID fields
and up until the end of the dynam c chain, using the polynom a
defined in [RFC4995]. For purposes of conmputing the CRC, the CRC
field is zero.

Static chain: See Section 6.5.

Dynam ¢ chain: See Section 6.5.

2. Conpressed Header Formats (CO

6.8.2.1. Design Rationale for Conpressed Base Headers

The conpressed header formats are defined as two separate sets for
each profile: one set for the headers where the innernost |IP header
contains a sequential IP-1D (either network byte order or byte-
swapped), and one set for the headers w thout sequential IP-ID
(either random zero, or no IP-ID). There are also a nunber of
conmon header formats shared between both sets. |In the description
bel ow, the nami ng convention used for header formats that belong to
the sequential set is to include "seq" in the name of the format,
while simlarly "rnd" is used for those that belong to the non-
sequential set.
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The design of the header fornmats is derived fromthe field behavior
anal ysis found in Appendi x A

Al'l of the conpressed base headers transmt |sb-encoded MSN bits and
a CRC.

The foll owi ng header formats exist for all profiles defined in this
docunent, and are conmon to both the sequential and the random header
format sets

0 co_common: This format can be used to update the context when the
est abl i shed change pattern of a dynanmic field changes, for any of
the dynamic fields. However, not all dynamic fields are updated
by conveying their unconpressed value; sonme fields can only be
transnmitted using a conpressed representation. This format is
especially useful when a rarely changing field needs to be
updated. This format contains a set of flags to indicate what
fields are present in the header, and its size can vary
accordingly. This format is protected by a 7-bit CRC. It can
update control fields, and it thus also carries a 3-bit CRCto
protect those fields. This format is simlar in purpose to the
UOR- 2-extension 3 format of [RFC3095].

0 co_repair: This format can be used to update the context of al
the dynamic fields by conveying their unconpressed value. This is
especi al ly useful when context danage is assunmed (e.g., fromthe
reception of a NACK) and a context repair is performed. This
format is protected by a 7-bit CRC. It also carries a 3-bit CRC
over the control fields that it can update. This format is
simlar in purpose to the I R-DYN format of [RFC3095] when
perform ng context repairs.

0o pt_0 _crc3: This format conveys only the MSN, it can therefore only
update the MSN and fields that are derived fromthe MSN, such as
IP-1D and the RTP Tinmestanp (for applicable profiles). It is
protected by a 3-bit CRC. This format is equivalent to the UG O
header format in [ RFC3095].

0o pt_O0_crc7: This format has the sanme properties as pt_0_crc3, but
is instead protected by a 7-bit CRC and contains a | arger anount
of |sb-encoded MSN bits. This format is useful in environnents
where a high anmount of reordering or a high-residual error rate
can occur.
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The followi ng header fornat descriptions apply to profiles 0x0101 and
0x0107.

0o

pt_1 rnd: This format can convey changes to the MSN and to the RTP
Marker bit, and it can update the RTP tinmestanp using scal ed
timestanp encoding. It is protected by a 3-bit CRC. It is
simlar in purpose to the UO 1 format in [ RFC3095].

pt _1 seq_id: This fornat can convey changes to the MSN and to the
IP-ID. It is protected by a 3-bit CRC. It is simlar in purpose
to the UO1-ID format in [ RFC3095].

pt _1 seq_ts: This fornmat can convey changes to the MSN and to the
RTP Marker bit, and it can update the RTP Tinmestanp using scal ed
timestanp encoding. It is protected by a 3-bit CRC. It is
simlar in purpose to the UO-1-TS format in [ RFC3095].

pt_2 rnd: This format can convey changes to the MSN, to the RTP
Marker bit, and to the RTP Tinmestanp. It is protected by a 7-bit
CRC. It is simlar in purpose to the UOR- 2 format in [ RFC3095].

pt_2 seq_id: This fornat can convey changes to the MSN and to the
IP-ID. It is protected by a 7-bit CRC. It is simlar in purpose
to the UO2-ID format in [ RFC3095].

pt _2 seq_ts: This fornmat can convey changes to the MSN, to the RTP
Marker bit and it can update the RTP Ti nestanp using scal ed
timestanp encoding. It is protected by a 7-bit CRC. It is
simlar in purpose to the UO2-TS format in [ RFC3095].

pt _2 seq_both: This format can convey changes to both the RTP
Timestanp and the IP-ID, in addition to the MSN and to the Marker
bit. It is protected by a 7-bit CRC. It is simlar in purpose to
the UOR-2-1D extension 1 format in [ RFC3095].

The followi ng header fornmat descriptions apply to profiles 0x0102,
0x0103, 0x0104, and 0x0108.

(0]

pt _1 seq_id: This fornmat can convey changes to the MSN and to the
IP-ID. It is protected by a 7-bit CRC. It is simlar in purpose
to the UO1-ID format in [ RFC3095].

pt _2 seq_id: This fornat can convey changes to the MSN and to the
IP-ID. It is protected by a 7-bit CRC. It is simlar in purpose
to the UO2-ID format in [ RFC3095].
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6.8.2.2. co_repair Header Format
The ROHCv2 co_repair header has the follow ng fornmat:

0 1 2 3 4 5 6 7

: Add- ClI D oct et . if for small CIDs and CID 1-15
T S T

| 1 1 1 1 1 0 1 1 | discrimnator
T S T

/ 0, 1, or 2 octets of CID / 1-2 octets if | arge Cl Ds

S S
[r1 | CRC-7 |
S S
| r2 | CRC- 3 |
S S

/ Dynami ¢ chain / variable length

ri: MJST be set to zero; otherw se, the deconpressor MJST di scard
t he packet.

CRC-7: A 7-bit CRC over the entire unconpressed header, conputed
using the crc7 (data_value, data_l ength) encodi ng nmet hod defi ned
in Section 6.8.2.4, where data_val ue corresponds to the entire
unconpressed header chain and where data_l ength corresponds to the
I ength of this header chain.

r2: MJIST be set to zero; otherw se, the deconpressor MJST di scard
t he packet.

CRC- 3: Encoded using the control _crc3_encoding nethod defined in
Section 6.6.11.

Dynam ¢ chain: See Section 6.5.
6.8.2.3. Ceneral CO Header For mat
The CO header format communicates irregularities in the packet
header. Al COformats carry a CRC and can update the context. Al
CO header formats use the general format defined in this section

with the exception of the co_repair format, which is defined in
Section 6.8.2.2.
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The general format for a conpressed header is as follows:

0 1 2 3 4 5 6 7

. Add- CI D oct et : if for small CIDs and CID 1-15
T S T
| first octet of base header | (with type indication)

T S T
/ 0, 1, or 2 octets of CID / 1-2 octets if | arge Cl Ds

T S T
/ remai nder of base header / variable length
T S T

) I rregul ar Chain ) vari abl e | ength

The base header in the figure above is the conpressed representation
of the innernost | P header and other header(s), if any, in the
unconpressed packet. The base header formats are defined in

Section 6.8.2.4. In the formal description of the header fornmats,
the base header for each profile is |abeled

<profil e_nane>_baseheader, where <profile_nane> is defined in the
foll owi ng table:

o e e oo oo T +
| Profile nunber | profile_nane |
o e e oo oo T +
| 0x0101 | rtp |
| 0x0102 | udp |
| 0x0103 | esp |
| 0x0104 | ip |
| 0x0107 | udplite_rtp |
| 0x0108 | udplite |
o e e oo oo T +

6.8.2.4. Header Formats in ROHC-FN
This section defines the conplete set of base header fornats for

ROHCv2 profiles. The base header formats are defined using the ROHC
Formal Notation [ RFC4997].
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/1 NOTE: The irregular, static, and dynam c chains (see Section 6.5)
/1 are defined across nultiple encoding nmethods and are enbodi ed

/1 in the correspondingly naned formats within those encoding

/!l methods. In particular, note that the static and dynamc

/1 chains ordinarily go together. The unconpressed fields are

/! defined across these two formats conbined, rather than in one

/!l or the other of them The irregular chain itens are |ikew se

/! conbined with a baseheader fornmat.

[HLTEDEPrrr i riirrirrirrri
/] Constants
[HLTEDEPrrr i riirrirrirrri

/1 1P-1D behavi or constants

| P_I D_BEHAVI OR_SEQUENTI AL = 0;

I P I D BEHAVI OR_SEQUENTI AL_SWAPPED = 1;
IPIDBEHAVIG? RANDOM = 2;
IPIDBEHAVIO?ZERO = 3

/1 UDP-lite checksum coverage behavi or constants
UDP_LI TE_COVERAGE_| NFERRED = O0;

UDP_LI TE_COVERAGE_STATI C = 1;

UDP_LI TE CO\/ERAGE | RREGULAR = 2;

/1 The value 3 is reserved and cannot be used for coverage behavi or

/1 Variable reordering offset

REORDERI NG_NONE = 0;
REORDERINELCUARTER =1
REORDERI NG_HALF =2
REORDERI NG_THREEQUARTERS = 3;

/! Profile names and versions

0x0107; // Wth UDP-LITE
0x0108; // Wthout RTP

PROFI LE_RTP_0101 = 0x0101;
PROFI LE_UDP_0102 = 0x0102;
PROFI LE_ESP_0103 = 0x0103;
PROFI LE_I P_0104 = 0x0104;

PROFI LE_RTP_0107
PROFI LE_UDPLI TE_0108

/1 Default values for RTP tinmestanp encoding
TS_STRI DE_DEFAULT 160;
Tl ME_STRI DE_DEFAULT 0;

[HEPEDEPrrr i rirrrirrirrri
/! dobal control fields
[HEPEDEPrrr i rirrrirrirrri

CONTROL {
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profile [ 16 ];
nsn [ 16 ];
reorder_ratio 21];

/[l ip_id fields are for innernost |IP header only

i p_i d_of f set
ip_ |d behavi or _i nner nost

[

16 ];
2 1;

/1 The follomnng are only used in RTP-based profiles

ts_stride [ 32 1;
time_stride [ 32 ];
ts_scal ed [ 32 ];
ts_of fset [ 32 1;
/1 UDP-lite-based profiles only

cover age_behavi or [ 2]

}

FEETEEEEE bbb bbb irrrrrri
/!l Encodi ng methods not specified in FN syntax:
FEEEEEEEE bbb bbb irrrrrri

baseheader _ext ensi on_headers "defined in Section 6.6.1";
baseheader _out er _headers "defined in Section 6.6.2
control _crc3_encodi ng "defined in Section 6.6.1
inferred_i p_v4_header _checksum "defined in Section 6.6.4
inferred_ip_v4 length "defined in Section 6.6.6";
inferred_i p_v6_Il ength "defined in Section 6.6.7";
i nferred_m ne_header _checksum "defined in Section 6.6.5'
inferred_scaled_field "defined in Section 6.6.1
inferred_sequential _ip_id "defined in Section 6.6.1
inferred_udp_l ength "defined in Section 6.6.3
l'ist_csrc(cc_val ue) "defined in Section 6.6.1
timer_based_| sb(tine_stride, k, p) "defined in Section 6.6.9

FELELETEE bbb rrrrrrr
/! General encodi ng net hods
FELELETEE bbb rrrrrrr

static_or_irreg(flag, wdth)

UNCOMPRESSED {
field [ width ];
}

COVPRESSED i rreg_enc {

ENFORCE(fl ag == 1);

field === irregular(width) [ width ];
}

COVWPRESSED static_enc {
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}
}

ENFORCE(fl ag == 0);
field == static [ 0 ];

opti onal _32(fl ag)
{

UNCOMPRESSED {

}

item[ 0, 32 ];

COVMPRESSED present {

}

ENFORCE(fl ag == 1);
item==irregular(32) [ 32 ];

COVPRESSED not _present {

}
}

/] Send the entire val ue,

ENFORCE(fl ag == 0);
item =:= conpressed_value(0, 0) [ 0 ];

sdvl _or_static(flag)

UNCOMPRESSED {

}

field [ 32 ];

COVMPRESSED present _7bit {

}

ENFORCE(fl ag == 1);

ENFORCE(fi el d. UVALUE < 2°7);

ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;
discrimnator ==="'0 [ 11];

field [ 71;

COVMPRESSED present _14bit {

}

ENFORCE(fl ag == ;
ENFORCE(fi el d. UWWALUE < 2714);
ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;
di scrimnator =:="10 [ 21;

field [ 14 ];

COVMPRESSED present _21bit {

ENFORCE(fl ag == 1);
ENFORCE(fi el d. UVALUE < 2721);
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}

/] Send the entire value, or revert to default val ue

ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;
discrimnator =:="'1100 [ 3 1];
field [ 21 7;

}

COVMPRESSED present _28bit {
ENFORCE(fl ag == 1);
ENFORCE(fi el d. UVALUE < 2728);
ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;

di scrimnator =:="'11100 [ 4 ];
field [ 28 ];
}
COVMPRESSED present _32bit {
ENFORCE(fl ag == ;
ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;
di scrimnator == "11111111" [ 8 ];
field [ 32 1];
}

COVPRESSED not _present {
ENFORCE(fl ag == 0);
field =:= static;

}

sdvl _or_default(flag, default_val ue)

UNCOMVPRESSED {
field [ 32 ];
}

COVMPRESSED present _7bit {
ENFORCE(fl ag == 1);
ENFORCE(fi el d. UVALUE < 2°7);
ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;
discrimnator ==="'0 [ 11];
field [ 71;

}

COVMPRESSED present _14bit {
ENFORCE(fl ag == 1);
ENFORCE(fi el d. UWWALUE < 2714);
ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;

di scrimnator =:="10 [ 21;
field [ 14 ];
}
Pell eti er & Sandl und St andards Track
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}

COVMPRESSED present _21bit {
ENFORCE(fl ag == 1);
ENFORCE(fi el d. UWWALUE < 2721);
ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;
discrimnator =:="'110" [ 3 1;
field [ 21 ];

}

COVMPRESSED present _28bit {
ENFORCE(fl ag == 1);
ENFORCE(fi el d. UVALUE < 2728);
ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;

di scrimnator =:="'11100 [ 4 ];
field [ 28 ];
}
COVMPRESSED present _32bit {
ENFORCE(fl ag == ;
ENFORCE(fi el d. CVALUE == fi el d. UVALUE) ;
di scrimnator == "11111111" [ 8 ];
field [ 32 1];
}

COVPRESSED not _present {
ENFORCE(fl ag == 0);

field =:= unconpressed_val ue(32, default_val ue);

}

Isb_7 or_31

}

UNCOWPRESSED {
item][ 32 ];

COVPRESSED | sbh_7 {
di scri mi nat or
item

}

COWPRESSED | sb_31
di scrimnator =:
item

}

e}
Isb(7, ((2*7) | 4) -

1
| sb(31, ((2731) / 4)

I i

crc3(data_val ue, data_l ength)

{
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UNCOMPRESSED {

}
COWPRESSED {
crc_value =:= crc(3, 0x06, 0x07, data value, data_length) [ 3 ];

}
}

crc7(data_val ue, data_l ength)

UNCOMPRESSED {
}

COWPRESSED {
crc_value =:= crc(7, 0x79, Ox7f, data _value, data_length) [ 7 ];
}
}

/1 Encoding nmethod for updating a scaled field and its associ at ed

/'l control fields. Should be used both when the value is scal ed

/1 or unscaled in a conpressed fornat.

/1 Does not have an unconpressed side.

field_scaling(stride_value, scal ed_value, unscal ed_val ue, residue_val ue)

UNCOWPRESSED {
/' Not hi ng

}

COVPRESSED no_scal i ng {
ENFORCE( st ri de_val ue == 0);
ENFORCE( r esi due_val ue == unscal ed_val ue);
ENFORCE( scal ed_val ue == 0);

}

COVMPRESSED scal i ng_used {
ENFORCE(stride_value !'= 0);
ENFORCE( r esi due_val ue == (unscal ed_val ue % stri de_val ue));
ENFORCE(unscal ed_val ue ==
scal ed_value * stride_value + residue_val ue);
}

}

FELELETEE bbb rrrrrrr
/1 1Pv6 Destination options header

FELELETEE bbb rrrrrrr
i p_dest _opt

UNCOMPRESSED {
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next header [ 8 ];

| ength [ 81;

val ue [ length. UVALUE * 64 + 48 ];
}
DEFAULT {

| ength == static;

next _header =:= static;

val ue =: = static;
}
COVMPRESSED dest _opt _static {

next _header =:= irregular(8) [ 8 ];

| engt h =:=1irregular(8) [ 8 ];
}
COVMPRESSED dest _opt _dynam ¢ {

value =:=

i rregul ar(l ength. UVALUE * 64 + 48) [ length. UWWALUE * 64 + 48 ];

}
COVMPRESSED dest _opt _irregul ar {
}

}

FEEEEEEEE bbb rrrrrrr
/1 1Pv6 Hop-by-Hop options header
FELELEEEE bbb rrrrrrr

i p_hop_opt
{
UNCOWVPRESSED ({

next header [ 8 ];

| ength [ 81;

val ue [ Iength. UVALUE * 64 + 48 |;
}
DEFAULT {

| engt h =: = static;

next _header =:= static;

val ue =: = static;
}

COMPRESSED hop_opt _static {
next header irregular(8) [ 8 ];
| engt h irregular(8) [ 8 1;
}
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COVPRESSED hop_
value =:=
i rregul ar (I
}

COVPRESSED hop_
}

}

LEETEEEEErrrrrrr
/1 1Pv6 Routing h
LEETEEEEErrrrrrr

i p_rout _opt

UNCOWPRESSED {
next header |
| engt h [
val ue [

}

DEFAULT {
| engt h
next header
val ue

}

COVPRESSED r out
next header

| engt h =

val ue =
i rregul ar (I
}

COVPRESSED r out
}

COVPRESSED r out

}
}

NNy
/] GRE Header
NNy

optional _Isb_7_or

{

Pell etier & Sandl
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opt _dynamni c {

engt h. UVALUE*64+48) [ |ength. UVALUE * 64 + 48 ];

opt _irregul ar {

FHLLEEErr i rrrrrrirrrrni
eader
FHLLEEErr i rrrrrrirrrrni

8 1];
8 1;
| engt h. UVALUE * 64 + 48 ];

= static;
= static;
= static;

_opt_static {
= irregular(8) [
= irregul ar(8) [

]
]

engt h. UVALUE* 64+48) [ |ength. UWALUE * 64 + 48 ]:

8 1;
8 1;
_opt_dynani c {

_opt_irregular {
FELEEEEEEE i rrrrrrr

FEEEEETEE i rririrr
_31(fl ag)
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UNCOMVPRESSED {
item[ 0, 32 ];
}

COVPRESSED present {
ENFORCE(fl ag == 1);
item==1sb_7 or_31[ 8, 32];
}

COVPRESSED not _present {
ENFORCE(fl ag == 0);
item =:= conpressed_value(0, 0) [ 0 ];
}
}

opti onal _checksum(fl ag_val ue)

UNCOWPRESSED {
val ue [ 0, 16 ]
reservedl [ 0, 16 ]

}

COVMPRESSED cs_present {
ENFORCE(f | ag_val ue == 1);
val ue =:= irregul ar(16) [ 16 ];
reservedl unconpressed_value(16, 0) [ 0 ];

}

COVPRESSED not _present {
ENFORCE(f | ag_val ue == 0);

val ue == conpressed_value(0, 0) [ 0 ];
reservedl =:= conpressed value(0, 0) [ 0 ];
}
}
gre_proto
{
UNCOWPRESSED {
protocol [ 16 ];
COVPRESSED et her _v4 {
discrimnator =:="0 [ 11];
pr ot ocol =: = unconpressed_val ue(16, 0x0800) [ 0 ];
}
COVPRESSED et her _v6 {
discrimnator =:1="1 [ 117;
Pel l etier & Sandl und St andar ds Track
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pr ot ocol =: = unconpressed_val ue(16, 0x86DD) [ 0 ];

gre

UNCOMPRESSED {

c_flag [ 117;
r _flag =: = unconpressed_value(l1l, 0) [ 11;
k_flag [ 171;
s_flag [ 117;
reserved0 =: = unconpressed value(9, 0) [ 9 ];
ver si on =: = unconpressed_value(3, 0) [ 3 1;
pr ot ocol [ 16 ];
checksum and_res [ 0, 32 ];
key [ 0, 32 ];
sequence_nunber [ 0, 32 ];
}
DEFAULT {
c_flag =: = static;
k_flag == static;
s _flag == static;
pr ot ocol =: = static;
key == static;
sequence_nunber =:= static;
}

COVMPRESSED gre_static {
ENFORCE( (c_fl ag. UVALUE == 1 && checksum and_res. ULENGTH == 32)
|| checksum and_res. ULENGTH == 0);
ENFORCE( (s_fl ag. UVALUE == 1 && sequence_nunber. ULENGTH == 32)
| | sequence_nunber. ULENGTH == 0);

protocol =:= gre_proto [ 17;
c_flag == irregular(l) [ 17;
k_flag == irregular(l) [ 17;
s _flag == irregular(l) [ 17;
paddi ng =:= conpressed_val ue(4, 0) [ 41;
key =:= optional _32(k_flag. UVALUE) [ 0, 32 ]
}
COVMPRESSED gre_dynani ¢ {
checksum and_res =: =
opti onal _checksun{c_fl ag. UVALUE) [ O, 16 ];
sequence_nunber =:= optional _32(s_flag. UVALUE) [ 0, 32 ];

}
COVPRESSED gre_irregul ar {
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checksum and_res =:= optional _checksum(c_flag. UWVALUE) [ O, 16 ];
sequence_nunber =:

optionaI_Isb_7_o}_31(s_flag.UVALUE) [ 0, 8 32];

}

[HHTLDLErr il
/1 M NE header
[HHTELEIrr il

m ne
{
UNCOWPRESSED {

next _header [ 8 ];
s_bit [ 11;
res_bits [ 71;
checksum [ 16 ];
ori g_dest [ 32 ];
orig_src [ 0, 32 ];
}
DEFAULT {
next _header =:= static;
s_bit == static;
res_bits == static;
checksum =: = inferred_m ne_header _checksum
ori g_dest == static;
orig_src == static;
}
COVMPRESSED i ne_static {
next header =:= irregular(8) [ 81;
s_bit == irregular(l) [ 117;
/! Reserved bits are included to achi eve byte-alignnent
res_bits == irregular(7) [ 71;
ori g_dest == irregul ar(32) [ 32 ];
orig_src == optional _32(s_bit.UVALUE) [ 0, 32 ];
}
COVMPRESSED i ne_dynam ¢ {
}
COMPRESSED i ne_i rregul ar {
}

}
FEEEEEEEEEr bbbt bbb rrrrrry
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/1 Aut hentication Header (AH)

FEEEEEEEEr e r bbb bbb rrr i rrrrl

ah

UNCOMPRESSED {

next header [ 81;
| ength [ 81;
res_bits =:= unconpressed_value(16, 0) [ 16 ];
spi [ 32 ];
sequence_nunber [ 32 ];
i cv [ Iength. UVJALUE*32-32 ];
}
DEFAULT {
next _header =: = static;
| engt h =: = static;
spi == static;
sequence_nunber =:= static;
}
COVMPRESSED ah_static {
next header =:= irregular(8) [ 81;
Iength == irregul ar(8) [ 81;
spi == irregul ar(32) [ 32 ];
}
COVMPRESSED ah_dynam ¢ {
sequence_ nunber == irregular(32) [ 32 ];
icv
|rregular(length UVALUE*32-32) [ length. UVALUE*32-32 |;
}
COVMPRESSED ah_irregul ar {
sequence_ nunber =:=1sb_7_or_31 [ 8 32];
icv
|rregular(length UVALUE*32-32) [ length. UVALUE*32-32 |;
}

}

FH0DEEErrrrrr i rr b rrrrri i rrrrrgl
/] 1 Pve Header
FH0DEEErrrrrr i rr b rrrrri i rrrrrgl
fl_enc

UNCOMPRESSED {
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flow | abel [ 20 ];
}

COVWPRESSED f 1 _zero
di scri m nat or
fl ow_| abel
reserved

}
COVPRESSED f 1 _non_ zero {

IR
O
=

O
o
o
o
IS

di scri m nat or
fl ow_| abel

}

}

i pv6(profile_value, is_innernost, outer_ip_flag, reorder_ratio_val ue)

UNCOMPRESSED {

ver si on =: = unconpressed_val ue(4, 6) [ 4]
tos_tc [ 8 ]
fl ow | abel [ 20 ]
payl oad_| ength [ 16 ]
next header [ 8 ]
ttl _hopl [ 8 ]
src_addr [ 128 ]
dst _addr [ 128 ]

}

CONTROL {

ENFORCE(profile == profile_val ue);
ENFORCE(reorder _rati o. UWVALUE == reorder_rati o_val ue);
ENFORCE( i nnernost _i p. UVALUE == is_i nnernost);
innernmost _ip [ 11];

}
DEFAULT {
tos_tc == static;
fl ow_| abel =: = static;
payl oad | ength =:= inferred_i p_v6_I| ength;
next _header =: = static;
ttl_hopl =: = static;
src_addr =: = static;
dst _addr == static;

}

COVPRESSED i pv6_static {
version_flag
i nnernost _i p

L 1!
irregul ar (1) [

e
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reserved =="0 [ 11];
fl ow | abel == fl _enc [ 5 2117;
next header == irregul ar(8) [ 8 1;
src_addr == irregular(128) [ 128 ];
dst _addr == irregular(128) [ 128 ];

}

COMPRESSED i pv6_endpoi nt _dynani ¢ {
ENFORCE( (i s_i nnernost == 1) &&

(profile_value == PRCOFILE_| P_0104));

tos_tc == irregul ar(8) [ 8]
ttl _hopl == irregul ar(8) [ 8]
reserved == conpressed_value(6, 0) [ 6 ]
reorder _ratio =:=irregular(2) [ 2]
msn == irregul ar(16) [ 16 ]

}

COMPRESSED i pv6_regul ar _dynanmi c {
ENFORCE( (i s_i nnernost == 0) ||

(profile_value !'= PROFILE | P_0104));

tos_tc == irregular(8) [ 8 ];
ttl _hopl == irregular(8) [ 8 ];

}

COVPRESSED i pv6_outer _irregul ar {
ENFORCE(i s_i nnermost == 0);
tos_tc = =

static_or_irreg(outer_ip_flag, 8 [ 0O, 8 ];

ttl_hopl
static_or_irreg(outer_ip_flag, 8 [ 0O, 8 ];
}

COVPRESSED i pv6_i nnernost _i rregul ar {
ENFORCE(i s_i nnermost == 1);
}

}

[HLTEDLE il
/1 1 Pv4d Header
[HLTEDLE il

i p_i d_enc_dyn( behavi or)
UNCOWPRESSED {

ipid[ 16 ]:
}
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}

COVPRESSED i p_i d_seq {
ENFORCE( ( behavi or == | P_I D_BEHAVI OR_SEQUENTI AL) | |
(behavi or == | P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

ENFORCE(i p_i d_of fset. UVALUE == i p_id. UVALUE - nsn. UVALUE)

ip_id =:=irregular(16) [ 16 ];
}

COVPRESSED i p_i d_random {
ENFORCE( behavi or == | P_I D_BEHAVI OR_RANDOV ;
ip_id ==1irregular(16) [ 16 ];

}

COVPRESSED i p_i d_zero {
ENFORCE( behavi or == | P_I D_BEHAVI OR_ZERO);
ip_id =:= unconpressed _value(16, 0) [ 0 ];
}

i p_id_enc_irreg(behavior)

}

UNCOMPRESSED {
ipid[ 16 ];
}

COVPRESSED i p_i d_seq {
ENFORCE( behavi or == | P_I D_BEHAVI OR_SEQUENTI AL) ;
}

COVMPRESSED i p_i d_seq_swapped {
ENFORCE( behavi or == | P_| D_BEHAVI OR_SEQUENTI AL_SWAPPED) ;
}

COVPRESSED i p_id_rand {
ENFORCE( behavi or == | P_I D_BEHAVI OR_RANDOV ;
ip_id ==1irregular(16) [ 16 ];

}

COVPRESSED i p_i d_zero {
ENFORCE( behavi or == | P_I D_BEHAVI OR_ZERO) ;
ip_id =:= unconpressed _value(16, 0) [ 0 ];
}

April 2008

i pv4(profile_value, is_innernost, outer_ip_flag, ip_id _behavior_val ue,

reorder _ratio_val ue)

{
UNCOWPRESSED {
version =: = unconpressed_val ue(4, 4) [ 41;
Pell etier & Sandl und St andards Track
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hdr | ength =:= unconpressed_val ue(4, 5) [ 41;
tos_tc [ 81;
| engt h == inferred_ip_v4_l ength [ 16 ];
ip_id [ 16 ];
rf =: = unconpressed_val ue(1, 0) [ 11;
df [ 117;
nf =: = unconpressed_val ue(1, 0) [ 11;
frag_of fset =:= unconpressed_val ue(13, 0) [ 13 ];
ttl _hopl [ 81;
pr ot ocol [ 81;
checksum == inferred_i p_v4 _header_checksum|[ 16 ];
src_addr [ 32 ];
dst _addr [ 32 ];

}

CONTROL {

ENFORCE(profil e == profile_val ue);
ENFORCE(reorder _ratio. UVALUE == reorder_rati o_val ue);
ENFORCE( i nnernost _i p. UVALUE == is_i nnernost);

i p_id _behavior_outer [ 2 ];

innernmost _ip [ 11];

}
DEFAULT {
tos_tc == static;
df == static;
ttl _hopl == static;
pr ot ocol =: = static;
src_addr == static;
dst _addr == static;
i p_id _behavior_outer =:= static;
}
COVMPRESSED i pv4_static {
version_flag =="'0 [ 1]
i nnernost _i p == irregular(l) [ 1]
reserved =: = ' 000000’ [ 6]
pr ot ocol == irregul ar(8) [ 8]
src_addr == irregul ar (32) [ 32 ]
dst _addr == irregul ar (32) [ 32 ]
}
COMPRESSED i pv4_endpoi nt _i nner nost _dynam ¢ {
ENFORCE( (i s_i nnernost == 1) && (profile_value == PROFI LE_ | P_0104));
ENFORCE(i p_i d_ behaV|or _innernost. UWALUE == ip_id behaV|or_vaIue)
reserved =: = ' 000’ [ 31;
reorder _ratio =:=irregular(2) [ 2 ];
df == irregular(l) [ 11;
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i p_id_behavior_innernmost =:= irregular(2) [ 21;
tos_tc == irregul ar(8) [ 81;
ttl _hopl == irregul ar(8) [ 81;
ip_id == ip_id_enc_dyn(ip_id_behavior_innernost. UWWALUE) [ 0, 16 ]
nmen == irregul ar(16) [ 16 ];

}
COVPRESSED i pv4_regul ar _i nner nost _dynam ¢ {
ENFORCE( (i s_i nnernmost == 1) && (profile_value !'= PROFILE_|IP_0104));
ENFORCE( i p_i d_behavi or _i nnernost. UWVALUE == i p_i d_behavi or _val ue);
reserved =: = ' 00000’ [ 51;
df == irregular(l) [ 11];
i p_i d_behavi or_i nnernost =:= irregul ar(2) [ 21];
tos_tc == irregul ar(8) [ 81;
ttl_hopl =:= irregul ar(8) [ 81;
ip_id == ip_id_enc_dyn(ip_id_behavior_innernmost. UVALUE) [ O, 16 ];
}
COVMPRESSED i pv4_out er _dynami ¢ {
ENFORCE(i s_i nnermost == 0);
ENFORCE( i p_i d_behavi or _out er. UVALUE == i p_i d_behavi or _val ue);
reserved =: = ' 00000’ [ 51;
df == irregular(1l) [ 11];
i p_i d_behavi or _outer =:= i rregul ar (2) [ 21];
tos_tc == irregul ar(8) [ 81;
ttl_hopl =:= irregul ar(8) [ 81;
ip_id == ip_id_enc_dyn(ip_id_behavior_outer. U/ALUE) [ O, 16 ];
}
COVMPRESSED i pv4_outer _irregul ar {
ENFORCE(i s_i nnernmost == 0);
ip_id ==
ip_id_enc_irreg(ip_id_behavior_outer. UALUE) [ 0, 16 ];
tos_tc =:= static_or _irreg(outer_ip _flag, 8) [ O, 81];
ttl _hopl =:= static_or_irreg(outer_ip_flag, 8) [ O, 81];
}
COMPRESSED i pv4_i nnernost _irregul ar {
ENFORCE(i s_i nnernmost == 1);
ip_id ==
ip_id_enc_irreg(ip_id_behavior_innernost. UWVALUE) [ O, 16 ];
}

}

[HLTEDLE il
/] UDP Header
[HHTEEEIrrr il
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udp(profil e_value, reorder_ratio_val ue)

UNCOWPRESSED {
ENFORCE( (profil e_val ue == PROFI LE_RTP_0101) ||
(profile_value == PROFI LE_UDP_0102));

src_port [ 16 ];
dst _port [ 16 ];
udp_length == inferred_udp_length [ 16 ];
checksum [ 16 ];
}
CONTROL {

ENFORCE(profil e == profile_val ue);
ENFORCE(reorder _ratio. UVALUE == reorder_rati o_val ue);
checksumused [ 1 ];

}
DEFAULT {
src_port == static;
dst _port == static;
checksum used =:= static;
}
COVMPRESSED udp_static {
src_port =:=irregular(16) [ 16 ];
dst _port =:=irregular(16) [ 16 ];
}

COMPRESSED udp_endpoi nt _dynanmi ¢ {
ENFORCE( profil e_val ue == PROFI LE_UDP_0102);
ENFORCE( profil e == PROFI LE_UDP 0102);
ENFORCE( checksum used. UVALUE == (checksum UVALUE != 0));

checksum == |rregular(16) [ 16 ];
nen == irregul ar(16) [ 16 ];
reserved == conpressed_value(6, 0) [ 6 ];
reorder_ratio =:= irregular(2) [ 21;

}

COMPRESSED udp_regul ar _dynani ¢ {
ENFORCE( profil e_val ue == PROFI LE_RTP_0101);
ENFORCE( checksum used. UVALUE == (checksum UVALUE != 0));
checksum =:= irregular(16) [ 16 ];

}

COVPRESSED udp_zero_checksum.irregul ar {
ENFORCE( checksum used. UVALUE == 0);
checksum =: = unconpr essed_val ue(16, 0) [ O01;

}
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COVPRESSED udp_wi t h_checksum.i rregul ar {
ENFORCE( checksum used. UVALUE == 1);
checksum =:= irregular(16) [ 16 ];

}

}

[HHTLDLErr il
/! RTP Header
[HHTELEIrr il

csrc_list_dynchai n(presence, cc_val ue)

UNCOWPRESSED {
csrc_list;

}

COVMPRESSED no_list {
ENFORCE(cc_val ue == 0);
ENFORCE( pr esence == 0);
csrc_list =:= unconpressed_value(0, 0) [ 0];

}

COVPRESSED | i st _present {
ENFORCE( pr esence == 1);
csrc_list == 1list_csrc(cc_value) [ VARI ABLE ];
}
}

rtp(profile_value, ts_stride_value, tine_stride_val ue,
reorder _ratio_val ue)
{

UNCOWPRESSED {

ENFORCE( (profil e_val ue == PROFI LE_RTP_0101) ||
(profile_value == PROFI LE_RTP_0107));

rtp_version =:= unconpressed_val ue(2, 0) [
pad_bit
ext ensi on
cc
mar ker
payl oad_t ype
sequence_nunber
ti mest anp
ssrc
csrc_list

F— 1
[ S S S S S S S | S—

CONTROL {

Pell etier & Sandl und St andards Track

cc. UWALLE * 32 |

[ Page 64]



RFC 5225 ROHCv2 Profiles April 2008

ENFORCE(profil e == profile_val ue);

ENFORCE(reorder _ratio. UVALUE == reorder _ratio_val ue);

ENFORCE(time_stride_value == tinme_stride. UVALUE)

ENFORCE(ts_stride_value == ts_stride. UVALUE)

dummy_field == field_scaling(ts_stride. U/ALUE
ts_scal ed. UVALUE, tinmestanp. UVALUE, ts_offset. U/ALUE) [ O ];

}
I NI TI AL {
ts_stride =: = unconpressed_val ue(32, TS _STRI DE_DEFAULT);
time_stride =: = unconpressed_val ue(32, TIME_STRI DE_DEFAULT);
}
DEFAULT {
ENFORCE( msn. UVALUE == sequence_nunber . UVALUE)
pad_bit == static;
ext ensi on =:= static;
cc =:= static;
mar ker =:= static;
payl oad_t ype == static;
sequence_nunber =:= static;
ti mest anp == static;
sSSsrc =:= static;
csrc_list == static;
ts_stride == static;
tinme_stride == static;
ts_scal ed == static;
ts_of fset == static;
}
COVWPRESSED rtp_static
Ssrc == irregular(32) [ 32];
}
COVMPRESSED rtp_ dynan1c {
reserved =: = conpressed_val ue(1l, 0) [ 11;
reorder _ratio == irregular(2) [ 21;
list_present == irregular(l) [ 11;
tss_indicat or == irregular(l) [ 117;
tis_indicator == irregular(l) [ 11;
pad_bit == irregular(l) [ 117;
ext ensi on == irregular(l) [ 11;
mar ker == irregular(l) [ 11;
payl oad_t ype == irregular(7) [ 71;
sequence_nunber =:= irregul ar (16) [ 16 ];
ti mest anp == irregul ar (32) [ 32 ];
ts_stride =: = sdvl _or _defaul t(tss_indicator. CVALUE,
TS STRI DE_DEFAULT) [ VARI ABLE 1];
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tinme_stride =: = sdvl _or_defaul t(tis_indicator.CVALUE,
TI ME_STRI DE_DEFAULT)
csrc_list == csrc_list_dynchain(list_present. CVALUE
cc. UVALUE)
}
COVMPRESSED rtp_irregul ar {
}

}

[HLTELLI il
/] UDP-Lite Header
[HLTELLI il

checksum cover age_dynchai n( behavi or)

}

UNCOWPRESSED {
checksum coverage [ 16 ];

}

COVMPRESSED i nferred_coverage {
ENFORCE( behavi or == UDP_LI TE_COVERAGE_| NFERRED) ;

}

COVMPRESSED st ati c_coverage {
ENFORCE( behavi or == UDP_LI TE_COVERAGE_STATI O) ;

}
COMPRESSED i rregul ar _coverage {

checksum coverage =:= inferred_udp_length [ 0 ];

checksum coverage =:= irregul ar(16) [ 16 ];

ENFORCE( behavi or == UDP_LI TE_COVERAGE | RREGULAR)
checksum coverage =:= irregul ar(16) [ 16 ];

}

checksum coverage_i rregul ar ( behavi or)

UNCOWPRESSED {
checksum coverage [ 16 ];

}

COVMPRESSED i nferred_coverage {
ENFORCE( behavi or == UDP_LI TE_COVERAGE_| NFERRED) ;

}
COVMPRESSED st ati c_coverage {

checksum coverage =:= inferred_udp_length [ 0 ];

Pell etier & Sandl und St andards Track
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}

ENFORCE( behavi or == UDP_LI TE_COVERAGE_STATI O) ;
checksum coverage =:= static [ O01;

}

COMPRESSED i rregul ar _coverage {
ENFORCE( behavi or == UDP_LI TE_COVERAGE | RREGULAR)
checksum coverage =:= irregul ar(16) [ 16 ];

}

2008

udp_lite(profile_value, reorder_ratio_val ue, coverage_behavi or_val ue)

Pell etier & Sandl und

UNCOWPRESSED {
ENFORCE( (profil e_val ue == PROFI LE_RTP_0107) ||
(profile_value == PROFI LE_UDPLI TE_0108));

src_port [ 16 ];
dst _port [ 16 ];
checksum coverage [ 16 ];
checksum [ 16 ];
}
CONTROL {

ENFORCE(profile == profile_val ue);
ENFORCE( cover age_behavi or. UVALUE == cover age_behavi or _val ue)
ENFORCE(reorder _rati o. UWVALUE == reorder _ratio_val ue);

}

DEFAULT {
src_port == static;
dst _port == static;
cover age_behavior =:= static;
}

COVMPRESSED udp_lite_static {
src_port irregular(16) [ 16 ];
dst _port irregular(16) [ 16 ];

}

COMPRESSED udp_lite_endpoi nt_dynanic {
ENFORCE( profil e_val ue == PROFI LE_UDPLI TE_0108);
reserved =:= conpressed_val ue(4, 0)
cover age_behavi or i rregul ar(2)
reorder_ratio i rregul ar(2)
checksum cover age

———

e
I A =N | I | I

checksum cover age_dynchai n( cover age_behavi or. UVALUE) [ 16 ];
checksum i rregul ar (16) [ 16
nsn i rregul ar (16) [ 16
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COVMPRESSED udp_lite_regul ar_dynamic {

ENFORCE( profil e_val ue == PROFI LE_RTP_0107);

coverage_behavior =:= irregul ar(2)
reserved =: = conpressed_val ue(6, 0)
checksum coverage =: =

checksum cover age_dynchai n(cover age_behavi or.

checksum =: = irregul ar (16)

}

COVPRESSED udp_lite_irregul ar {
checksum coverage =:=

checksum cover age_irregul ar (cover age_behavi or

checksum =:= irregul ar(16)
}
}

FEEEELEEE i bbb rrriirrd
/!l ESP Header

FEEEELEEE i bbb rrriirrd
esp(profile_value, reorder_ratio_val ue)

UNCOMPRESSED {

ENFORCE( profil e_val ue == PROFI LE_ESP_0103);
ENFORCE( msn. UVALUE == sequence_nunber. UWWVALUE % 65536) ;

spi [ 32 ];
sequence_nunber [ 32 ];

}

CONTRCL {
ENFORCE(profile == profile_val ue);

}

DEFAULT {
Spi =
sequence_nunber =

}

COVMPRESSED esp_static {
spi =:=irregular(32)
}

COVMPRESSED esp_ dynan1c {
sequence_nunber i rregul ar(32)

ENFORCE(reorder _rati o. UWVALUE == reorder_rati o_val ue);

static;
static;

reserved =: = conpressed_val ue(6, 0)
reorder_ratio == irregular(2)
}
Pel l etier & Sandl und St andar ds Track
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2],
61;

UVALUE) [ 16 ];
[

16 ];

UWALUE) [ 0, 16 ];
[ 16 ];
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COVPRESSED esp_irregul ar {

}
}

FEEETEEEEE bbb bbb rrr
/1 Encodi ng nethods used in the profiles’ CO headers
FEEETEEEEE bbb bbb rrr

/! Variable reordering offset used for MSN
msn_| sb(k)

UNCOVPRESSED {
master [ VARI ABLE ];

}

COVMPRESSED none {
ENFORCE( r eor der _rati o. UVALUE == REORDERI NG_NONE) ;
master =:= |Isb(k, 1);

}

COVPRESSED quarter {
ENFORCE(reorder _rati o. UVALUE == REORDERI NG_QUARTER) ;
master =:= |Isb(k, ((2"k) / 4) - 1);

}

COVPRESSED hal f {
ENFORCE( r eor der _rati o. UVALUE == RECRDERI NG_HALF) ;
master =:= |Isb(k, ((2"k) / 2) - 1);

}

COVMPRESSED t hreequarters {
ENFORCE(r eorder _rati o. UWALUE == REORDERI NG THREEQUARTERS) ;
master =:= |Isb(k, (((2*k) * 3) / 4) - 1);
}
}

i p_i d_I sb(behavi or, k)

UNCOMPRESSED {
ipid[ 16 ];
}

CONTROL {
i p_id_nbo [ 16 ];
}

COMPRESSED nbo {
ENFORCE( behavi or == | P_I D_BEHAVI OR_SEQUENTI AL) ;
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ENFORCE(i p_id_of fset. UVALUE == ip_id. UVALUE - nsn. UVALUE);
i p_id_offset = Isb(k, ((2*k) / 4) - 1) [ kK ];
}

COMPRESSED non_nbo {
ENFORCE( behavi or == | P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ;
ENFORCE( i p_i d_nbo. UVALUE ==

(i p_id. U/ALUE / 256) + (ip_id. U/ALUE % 256) * 256);

ENFORCE( i p_i d_nbo. ULENGTH == 16);
ENFORCE(i p_id_of fset. UVALUE == ip_id_nbo. UWALUE - nsn. UVALUE);
i p_id_offset = Isb(k, ((2*k) / 4) - 1) [ kK ];

}

}
i p_i d_sequential _vari abl e( behavi or, indicator)
UNCOWPRESSED {
ip_id [ 16 ];

COVPRESSED short {

ENFORCE( ( behavi or == | P_I D_BEHAVI OR_SEQUENTI AL) | |
(behavior == | P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;
ENFORCE( i ndi cat or == 0);
ip_id==ip_id_Isb(behavior, 8) [ 8 ];
}
COVPRESSED | ong {
ENFORCE( ( behavi or == | P_I D_BEHAVI OR_SEQUENTI AL) | |
(behavi or == | P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;
ENFORCE( i ndi cator == 1);
ENFORCE(i p_i d_of fset. UVALUE == i p_id. UVALUE - nsn. UVALUE) ;
ip_id =:=1irregular(16) [ 16 ];
}

COVPRESSED not _present {
ENFORCE( ( behavi or == | P_I D_BEHAVI OR_RANDOM) | |
(behavior == 1P_I D_BEHAVI OR_ZERO));
}
}
dont _f ragment (ver si on)
UNCOWPRESSED {
df [ 0, 117;

COVPRESSED v4 {
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ENFORCE(ver si on == 4);
df =:=irregular(l) [ 11];
}

COVPRESSED v6 {
ENFORCE( ver si on == 6);
unused =:= conpressed_value(1, 0) [ 1 ];
}
}

pt _irr_or_static(flag)

UNCOWPRESSED {
payl oad _type [ 7 ];

COVPRESSED not _present {
ENFORCE(fl ag == 0);
payl oad_type =:= static [ 0 ];
}

COVMPRESSED present {
ENFORCE(fl ag == 1);
reserved =: = conpressed_value(1, 0) [ 1 ];
payl oad_type =:= irregular(7) [ 71;
}
}

csrc_list_presence(presence, cc_val ue)

UNCOWPRESSED {
csrc_list;

}

COVMPRESSED no_list {
ENFORCE( pr esence == 0);
csrc_list == static [ 0 ];

}

COVPRESSED | i st _present {
ENFORCE( pr esence == 1);
csrc_list == 1list_csrc(cc_value) [ VARI ABLE ];
}
}

scaled ts Isb(tine_stride_val ue, k)

UNCOMPRESSED {
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timestanp [ 32 ];
}

COVMPRESSED ti mer based {

ROHCv2 Profil es

ENFORCE(ti me_stride_value !'= 0);
timestanp =:= timer_based | sb(tine_stride_val ue, Kk,

}
COVPRESSED r egul ar {

((27k) 1 2) - 1);

ENFORCE(ti me_stride_val ue == 0);
timestanp =:= Isb(k, ((2*k) / 4) - 1);

}
}

April 2008

/1 Self-describing variable | ength encoding with reordering offset

sdvl _sn_Isb(field w dth)
UNCOWPRESSED {

field [ field width ];
}

COWPRESSED | sb7 {

discrimnator =:="0 [ 11;
field =:= men_|l sb(7) [ 71;
}
COWPRESSED | sb14 {
discrimnator =:="10 2 ];
field =:= men_l sb(14) [ 14 ];
}
COWPRESSED | sb21 {
discrimnator =:="'1100 [ 3 ];
field =:= men_l sb(21) [ 21 ];
}
COWPRESSED | sb28 {
discrimnator =:="'1110" [ 4 ];
field =:= men_l sb(28) [ 28 ];
}
COWPRESSED | sb32 {
di scrimnator =:='11111111 [ 81];
field =:=irregular(field_wdth) [ fieldwidth ];

}
}

Pell etier & Sandl und
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/'l Self-describing variable | ength encodi ng
sdvl _I sb(field_wi dth)

UNCOVPRESSED {
field [ field width ];

}
COWPRESSED | sb7 {
discrimnator =:="0 [ 11;
field == 1sb(7, ((2*7) | 4) - 1) [ 71;
}
COWPRESSED | sb14 {
di scrimnator =:="10 [ 2];
field == I1sb(14, ((2714) / 4) - 1) [ 14 ];
}
COWPRESSED | sb21 {
di scrimnator =:="110 [ 31;
field == 1sb(21, ((2721) / 4) - 1) [ 21 ];
}
COWPRESSED | sb28 {
di scrimnator =:="'1110 [ 417;
field == 1sb(28, ((2728) / 4) - 1) [ 28 ];
}
COWPRESSED | sb32 {
di scrimnator == "'11111111 [ 81];
field =:=irregular(field_wdth) [ fieldwidth ];
}
}
sdvl _scaled_ts_|sb(tinme_stride)
{
UNCOWPRESSED {
field [ 32 7;
}
COWPRESSED | sb7 {
discrimnator == "0’ 17];
field =:= scaled_ts_Isb(tine_stride, 7) [ 71;
}
COWPRESSED | sb14 {
discrimnator =:="10 21];
field == scaled_ts Isb(tine_stride, 14) [ 14 ];
}
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COWPRESSED | sb21 {

di scrimnator =:="110 [ 31;
field =:= scaled_ts_Isb(tinme_stride, 21) [ 21 ];
}
COWPRESSED | sb28 {
discrimnator == "1110 [ 41;
field == scaled_ts _ Isb(tine_stride, 28) [ 28 ];
}
COWPRESSED | sb32 {
discrimnator == "1111111Y1 [ 81;
field == irregul ar(32) [ 32 ];
}

}

vari abl e_scal ed_timestanp(tss _flag, tsc _flag, ts_stride, time_stride)

UNCOVPRESSED {
scal ed_value [ 32 ];

}

COVMPRESSED present {

ENFORCE((tss_flag == 0) && (tsc_flag == 1));

ENFORCE(ts_stride !'= 0);

scal ed_val ue =:= sdvl _scaled_ts_|sb(tinme_stride) [ VAR ABLE ];
}

COVPRESSED not _present {
ENFORCE(((tss_flag == 1) && (tsc_flag == 0)) |
((tss_flag == 0) && (tsc_flag == 0)));
}

}

vari abl e_unscal ed_ti nmestanp(tss_flag, tsc_flag)

UNCOWPRESSED {
timestanp [ 32 ];

COVPRESSED present {
ENFORCE(((tss_flag == 1) && (tsc_flag == 0)) |
((tss_flag == 0) && (tsc_flag == 0)));
timestanp =:= sdvl _I sb(32);
}

COVPRESSED not _present {
ENFORCE((tss_flag == 0) && (tsc_flag == 1));
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}
}
profile_1 7 flagsl enc(flag, ip_version)
{
UNCOWPRESSED {
ip_outer_indicator [ 1 ];
ttl_hopl _indicator [ 1 ];
tos_tc_indicator [ 11;
df [ 0, 1]
i p_i d_behavi or [ 21;
reorder _ratio [ 21;
}
COVPRESSED not _present {
ENFORCE(fl ag == 0);
ENFORCE(i p_out er _i ndi cat or. CVALUE == 0);
ENFORCE(tt| _hopl _i ndi cat or. CVALUE == 0);
ENFORCE(t os_t c_i ndi cator. CVALUE == 0);
df =: = static;
i p_i d_behavi or == static;
reorder_ratio =: = static;
}
COVPRESSED present {
ENFORCE(fl ag == 1);
i p_outer_indicator =:= irregular(1)
ttl_hopl _indicator =:=irregular(1)
tos_tc_indicator == irregular(l)
df =: = dont _fragnent (i p_versi on)
i p_i d_behavi or == irregular(2)
reorder_ratio == irregular(2)
}
}

profile_1 flags2_enc(fl ag)

{

Pell etier & Sandl und

UNCOMPRESSED {

}

l'ist_indicator

pt _i ndi cat or
time_stride_indicator
pad_bit

ext ensi on

RPRRR R

COVPRESSED not _present {

ENFORCE(fl ag == 0);
ENFORCE( | i st _i ndi cat or. UVALUE == 0);

St andards Track
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ENFORCE( pt _i ndi cat or. UWVALUE == 0);
ENFORCE(ti me_stride_i ndi cator. UWALUE == 0);
pad_bit == static;

ext ensi on == static;

}

COVMPRESSED present {
ENFORCE(fl ag == 1);

list_indicator =:= irregular(1l)

pt _i ndi cat or == irregular(l)

time_stride_indicator == irregular(1l)

pad_bit =

WRRRRR

= irregular(1)
ext ensi on = irregular(1)
reserved = conpressed_val ue(3, 0)
}
}
profile_2 3 4 flags_enc(flag, ip_version)
{
UNCOWPRESSED {
ip_outer_indicator [ 1 ];
df [ 0, 117;
i p_i d_behavi or [ 21;
}
COVPRESSED not _present {
ENFORCE(fl ag == 0);
ENFORCE( i p_out er _i ndi cat or. CVALUE == 0);
df =: = static;
i p_i d_behavi or =: = static;
}
COVMPRESSED present {
ENFORCE(fl ag == 1);
i p_outer_indicator == irregular(1) [ 1]
df =: = dont_fragnment (i p_version) [ 1]
i p_i d_behavi or == irreqgular(2) [ 2]
reserved =: = conpressed_val ue(4, 0) [ 4]
}
}
profile_8 flags_enc(flag, ip_version)
{

UNCOWPRESSED {
i p_outer_indicator |
df [
i p_i d_behavi or [
cover age_behavi or [

l;
, 1],

l;
l;

NNOPR
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}

COVPRESSED not _present {
ENFORCE(fl ag == 0);
ENFORCE( i p_out er _i ndi cat or. CVALUE == 0);

df =: = static;
i p_i d_behavi or =: = static;
cover age_behavi or == static;

}

COVMPRESSED present {
ENFORCE(fl ag == 1);

reserved =: = conpressed_val ue(2, 0) [ 2]
i p_outer_indicator =:=irregular(1) [ 1]
df =: = dont _fragnent (i p_versi on) [ 1]
i p_i d_behavi or == irregular(2) [ 2]
cover age_behavi or == irregular(2) [ 2]
}

}

profile_7_flags2_enc(fl ag)

{

UNCOWPRESSED {
list_indicator
pt _i ndi cat or
time_stride_indicator
pad_bit
ext ensi on
cover age_behavi or

}

COVPRESSED not _present {
ENFORCE(fl ag == 0);
ENFCRCE(Iist_indicator.CVALUE == 0);
ENFORCE( pt _i ndi cat or. CVALUE == 0);
ENFORCE(ti me_stride_i ndi cator. CVALUE = 0);

NP RRR R

pad_bit == static;
ext ensi on =: = static;
cover age_behavi or == static;

}

COVMPRESSED present {
ENFORCE(fl ag == l)'
reserved
i st_indicator
pt _i ndi cat or
time_stride_indi
pad_blt

conpressed_val ue(1, 0)
i rregul ar (1)

i rregul ar (1)

ator == irregular(l)

= irregular(1)

PR RRR
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udp_checksum
rtp_version =:
pad_bit

ext ensi on

cc

mar ker

payl oad_t ype
sequence_nunber

unconpressed_val ue(2, 2)

ext ensi on == irregular(l) 1
coverage_behavior =:= irregul ar(2) 2 ]
}
}
FEEEEEEEE i rrirrrrr
/'l RTP profile
FEEEEEEEE i rrirrrrr
rtp_baseheader (profile_value, ts_stride_value, tinme_stri
outer_ip_flag, ip_id_behavior_val ue,
reorder _ratio_val ue)
{
UNCOWVPRESSED v4 {
ENFORCE( msn. UVALUE == sequence_nunber . UVALUE)
out er _headers =:= baseheader_outer_headers [
i p_version =: = unconpressed_val ue(4, 4) [
header | ength =:= unconpressed_val ue(4, 5) [
tos_tc [
| engt h == inferred_ip_v4_length [
ip_id [
rf =: = unconpressed_val ue(1, 0) [
df [
nf =: = unconpressed_val ue(1, 0) [
frag_of fset =: = unconpressed_val ue(13, 0) [
ttl_hopl [
next header [
i p_checksum =: = inferred_i p_v4_header_checksum [
src_addr [
dest _addr [
ext ensi on_headers =: = baseheader _extensi on_headers |
src_port [
dst _port [
udp_length =:= inferred_udp_I| ength [
[
[
[
[
[
[
[
[
ti mestanp [
Ssrc [
csrc_list [

}
UNCOMPRESSED V6 {

Pell etier & Sandl und St andards Track

April 2008

de_val ue,

e

32

VARI ABLE ];

16
16

16
16
2
1
1
4
1
7
16

32 ]
VAR ABLE ];

]
]
]
]
l;
1;
1;
].
]
]
]
]
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ENFORCE( i p_i d_behavi or _i nnernost. UVALUE == | P_I D_BEHAVI OR_RANDQOV ;
ENFORCE( msn. UVALUE == sequence_nunber . UVALUE)
out er _headers =:= baseheader_outer_headers [ VARI ABLE ];
i p_version =: = unconpressed_val ue(4, 6) [ 4 1;
tos_tc [ 8 1;
fl ow_| abel [ 20 ];
payl oad_l ength =:= inferred_i p_v6_| ength [ 16 ];
next header [ 8 1;
ttl _hopl [ 8 1;
src_addr [ 128 ];
dest _addr [ 128 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
src_port [ 16 ];
dst _port [ 16 ];
udp_Il ength == inferred_udp_Il ength [ 16 ];
udp_checksum [ 16 ];
rtp_version =: = unconpressed_val ue(2, 2) [ 2 ];
pad_bit [ 1];
ext ensi on [ 1];
cc [ 4 1;
mar ker [ 17];
payl oad_t ype [ 71];
sequence_nunber [ 16 ];
ti mest anp [ 32 ];
ssrc [ 32 ];
csrc_lis [ VARI ABLE ];
df =: = unconpressed_val ue(0, 0) [ 01];
i p_id =:= unconpressed_val ue(0, 0) [ 01];

}

CONTROL {
ENFORCE( profil e_val ue == PROFI LE_RTP_0101);
ENFORCE(profile == profile_val ue);
ENFORCE(ti me_stride. UVJALUE == tine_stride_val ue);
ENFORCE(ts_stride. WALUE == ts_stride_val ue);
ENFORCE(reorder _rati o. UVALUE == reorder_ratio_val ue);
ENFORCE( i p_i d_behavi or _i nnernost. UVALUE == i p_i d_behavi or _val ue) ;
dummy _field =:= field_scaling(ts_stride. UVALUE

ts_scal ed. UVALUE, timnestanp. UVALUE, ts offset. U/ALUE) [ O ];

}

I NI TI AL {
ts_stride =: = unconpressed_val ue(32, TS _STRI DE_DEFAULT);
time_stride =: = unconpressed_val ue(32, TIME_STRI DE_DEFAULT);

}

DEFAULT {

ENFORCE(outer _ip_flag == 0);
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}

tos_tc == static;
dest _addr =: = static;
ttl_hopl =: = static;
src_addr =: = static;
df =: = static;
fl ow_| abel =: = static;
next _header =: = static;
src_port =: = static;
dst _port =: = static;
pad_bi t =: = static;
ext ensi on =: = static;
cc =:= static;

/1 When marker not present in packets, it is assuned O

mar ker =: = unconpressed_val ue(1l, 0);
payl oad_t ype == static;
sequence_nunber =:= static;

ti mest anp == static;

ssrc =:= static;
csrc_list == static;
ts_stride == static;
tinme_stride == static;

ts_scal ed == static;

ts_of fset == static;

reorder _ratio == static;

i p_i d_behavi or _i nnernost =:= static;

/! Replacenment for UOR-2-ext3
COVPRESSED co_common {

ENFORCE(outer _ip_flag =
di scri m nat or

mar ker

header _crc == crc’7
flagsl_i ndicator
flags2_i ndi cat or
tsc_indicator
tss_indicat or

i p_i d_indicator
control _crc3

out er _i p_i ndi cat or. CVALUE)
'11111010°

i rregul ar (1)

THIS UVALUE, TH S. ULENGTH)

i rregul ar (1)

i rregul ar (1)

i rregul ar (1)

i rregul ar (1)

i rregul ar (1)

control _crc3_encodi ng

L O e VO | R VR
1 II I

WRRPRRRRNRL®

outer_ip_indicator : ttl_hopl _indicator

tos_tc_indicator : df : ip_id_behavior_innernost : reorder_ratio
= profile_1 7 flagsl _enc(flagsl_indicator.CVALUE
i p_versi on. UVALUE) [ O, 81;
list_indicator : pt_indicator : tis_indicator : pad_bit
extension == profile_1 flags2_enc(
fl ags2_i ndi cat or. CVALUE) [ O, 81;
tos_tc =:= static_or_irreg(tos_tc_indicator.CVALUE, 8) [ 0, 8 ];
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ttl _hopl =:= static_or_irreg(ttl_hopl _indi cator. CVALUE,

ttl _hopl . ULENGTH) [ O, 81;
payl oad_type =:= pt_irr_or_static(pt_indicator) [ 0, 81;
sequence_nunber =:=

sdvl _sn_I| sb(sequence_numnber . ULENGTH) [ VARI ABLE ];
ip_id =:=ip_id_sequential _variabl e(

i p_i d_behavi or _i nner nost . UVALUE,

i p_id_indicator.CVALUE) [ O, 8, 16 ];
ts_scaled =:= variabl e_scal ed_tinestanp(tss_indicator. CVALUE,

tsc_indicator. CVALUE, ts_stride. UVALUE,

time_stride. UVALUE) [ VARI ABLE ];
timestanp =:= variabl e_unscal ed_ti nestanp(tss_i ndi cat or. CVALUE,

tsc_i ndi cat or. CVALUE) [ VARI ABLE ];
ts_stride =:= sdvl _or_static(tss_indicator. CVALUE) [ VARI ABLE ];

time_stride

= sdvl __or_static(tis_indicator.CVALUE) [ VARIABLE ];

csrc_list =:= csrc_list_presence(list_indicator.CVALUE,
cc. UVALUE) [ VAR ABLE ];
}
/1 UO0

COVMPRESSED pt _0_crc3 {

discrimnator =:="'0’ [ 17;
nmen == nmen_I sb(4) [ 41;
header _crc == crc3(TH S. WALUE, THI S. ULENGTH) [ 3 ];
ti mest anp == inferred_scaled field [ 01;
ip_id == inferred_sequential ip_id [ 01;

}

/1 New format, Type O with strong CRC and nmore SN bits
COVMPRESSED pt _0_crc7 {

di scrimnator =:="'1000 [ 41;
nen == nmen_I sb(5) [ 51;
header _crc == crc7(TH S. UVALUE, THI S.ULENGTH) [ 7 ];
ti mest anp == inferred_scaled field [ 01;
ip_id == inferred_sequential ip_id [ 01;

}

/1 UO 1 repl acenent
COVPRESSED pt _1_rnd {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . WALUE ==
| P_| D_BEHAVI OR_ _RANDOM) | |

(ip_i d_behaV| or _i nnernost. UVALUE == | P_I D BEHAVI OR Z

di scrimnator =:="101 [ 3]
mar ker == irregular(l) [ 1]
nsn =:= msn_| sb(4) [ 4]
ts_scal ed == scaled_ts_|sb(time_stride. UVALUE, 5) [ 5 ]
== [ 3]

header _crc crc3(TH S. UVALUE, THI S. ULENGTH)
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}

/1 UG 1-1D repl acenent
COVPRESSED pt _1 seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALU
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrimnator == "1001 [ 41;
ip_id == ip_id_|sb(ip_id_behavior_innernost. UVALUE, 4) [ 4 ];
nen == nBn Isb(5) [ 51;
header _crc == crc3(TH S. UWWALUE, TH S. ULENGTH) [ 31;
ti mest anp == inferred_scaled field [ 01;

}

/1 UO 1-TS repl acenent
COVMPRESSED pt _1 seq_ts {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . UVALU
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrimnator =:="101 [ 31;
mar ker == irregular(l) [ 11];
nsn =:= msn_| sb(4) [ 41];
ts_scal ed == scaled_ts_|Isb(tine_stride. UVALUE, 5) [ 5 ];
header _crc == crc3(TH S. UWWALUE, THI S. ULENGTH) [ 31;
ip_id == inferred_sequential ip_id [ 01;

}

/1 UOR-2 repl acenent
COVPRESSED pt _2_rnd {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_RANDOMV) | |

(ip_i d_behaV| or _i nnernost. UVALUE == | P_I D_BEHAVI OR_ZERO)) ;
di scrimnator =:="110 [ 31;
nsn == men_| sb(7) [ 71;
ts_scal ed == scaled_ts_|sb(tine_stride. UVALUE, 6) [ 6 ];
mar ker == irregular(l) [ 11];
header _crc == crc7(TH S. UVALUE, THI S. ULENGTH) [ 71;

}

/1 UOR-2-1D repl acenment
COVPRESSED pt_2_seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALU
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
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IP_ID BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

discrimnator =:="'11000 [ 5]
nsn == mBn Isb(7) [ 71
ip_id == ip_id_|sb(ip_id_behavior_innernost. U/ALUE, 5) [ 5 ]
header _crc == cr c7(THI S. WALUE, THI S. ULENGTH) [ 7]
ti mest anp == inferred_scaled field [ 0]

}

/'l UOR-2-1D-extl replacenent (both TS and | P-1D)
COVMPRESSED pt _2 seq_both {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . UVALU
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
IP_ID_ BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrimnator =:="’11001 [ 51;
nmen == nmen_I sb(7) [ 71;
ip_id == ip_id_|sb(ip_id_behavior_innernost. UALUE, 5) [ 5 ];
header _crc == crc7(TH S. UVALUE, TH S. ULENGTH) [ 71;
ts_scal ed =:= scaled_ts_Isb(time_stride. UVALUE, 7) [ 7 ];
mar ker == irregular(l) [ 17;
}
/1 UOR- 2-TS repl acenent
COVMPRESSED pt _2 seq_ts {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;
di scriminator == '1101 [ 4];
nsn == men_| sb(7) [ 71;
ts_scal ed == scaled_ts_|Isb(tine_stride. UWALUE, 5) [ 5 ];
mar ker == irregular(l) [ 11];
header _crc == crc7(TH S. UVALUE, TH S. ULENGTH) [ 71;
ip_id == inferred_sequential ip_id [ 01;

}
}

FEOETEEEEEE bbb rrrrl
/1 UDP profile
FEOETEEEEEE bbb rrrrl

udp_baseheader (profil e_val ue, outer_ip_flag, ip_id_behavior_val ue,
reorder _ratio_val ue)
{

UNCOWPRESSED v4 {
out er _headers =:= baseheader_outer_headers [ VARI ABLE ];
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i p_version =: = unconpressed_val ue(4, 4) [ 41;
header | ength =:= unconpressed_val ue(4, 5) [ 41;
tos_tc [ 81;
| engt h == inferred_ip_v4_length [ 16 ];
ip_id [ 16 ];
rf =: = unconpressed_val ue(1, 0) [ 11;
df [ 117;
nf =: = unconpressed_val ue(1, 0) [ 11;
frag_of fset =: = unconpressed_val ue(13, 0) [ 13 ];
ttl _hopl [ 81;
next header [ 81;
i p_checksum =: = inferred_i p_v4_header_checksum [ 16 ];
src_addr [ 32 ];
dest _addr [ 32 ];
ext ensi on_headers =: = baseheader _extensi on_headers [ VARI ABLE ];
src_port [ 16 ];
dst _port [ 16 ];
udp_Il ength =:= inferred_udp_Il ength [ 16 ];
udp_checksum [ 16 ];

}

UNCOWPRESSED v6 {
ENFORCE(i p_i d_behavi or. UVALUE == | P_I D_BEHAVI OR_RANDOM) ;
out er _headers =:= baseheader_outer_headers [ VARI ABLE ];
i p_version =: = unconpressed_val ue(4, 6) [ 41;
tos_tc [ 81;
fl ow_| abel [ 20 ];
payl oad_l ength =:= inferred_i p_v6_| ength [ 16 ];
next header [ 81;
ttl _hopl [ 81;
src_addr [ 128 ];
dest _addr [ 128 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
src_port [ 16 ];
dst _port [ 16 ];
udp_Il ength == inferred_udp_Il ength [ 16 ];
udp_checksum [ 16 ];
df =: = unconpressed_val ue(0, 0) [ O1;
i p_id =:= unconpressed_val ue(0, 0) [ O1;

}

CONTROL {

Pell etier & Sandl und

ENFORCE( profil e_val ue == PROFI LE_UDP_0102);
ENFORCE(profil e == profile_val ue);

ENFORCE(reorder _rati o. UWVALUE == reorder _ratio_val ue);
i p_i d_behavi or _val ue);

ENFORCE( i p_i d_behavi or _i nner nost . UVALUE ==

St andards Track

2008
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DEFAULT {

}

/! Repl acenent for

ENFORCE( out er _
tos_tc

dest _addr

i p_version
ttl_hopl
src_addr

df

fl ow_| abel
next header
src_port

dst _port
reorder_ratio
i p_i d_behavi o

ROHCv2 Profil es

I ag 0);
static;
static;
stati
stati
stati
stati
stati
stati
stati
stati
stati

nnernDst

II | T 1 A 1 A Y 0 II_"
OO0 0O0O0O0O00O0OO0

P
i =

r static;

UOR- 2-ext 3

COVPRESSED co_common {

di scri m nat or == '11111010° [
i p_i d_indicator == irregular(l) [
header _crc =:= crc7(TH S. UVALUE, TH S. ULENGTH) [
fl ags_i ndi cat or == irregular(l) [
ttl _hopl _i ndi cat or == irregular(l) [
tos_tc_indicator == irregular(l) [
reorder_ratio == irreqgular(2) [
control _crc3 =: = control _crc3_encodi ng [
out er _i p_i ndi cat or df : ip_id_behavior_innernpost =:=
profile_2 3 4 flags_enc(
flags_i ndi cator. CVALUE, i p_version. UVALUE) [
tos_tc =:= static_or_irreg(tos_tc_indicator.CVALUE, 8) |
ttl_hopl =:= static_or_irreg(ttl_hopl _indi cator. CVALUE
ttl_hopl . ULENGTH) [
nen == nen_I| sb(8) [
ip_id =:=ip_id_sequential _variable(ip_id_behavior_inner
i p_i d_indi cat or. CVALUE) [ O,
}
/1 U0
COMPRESSED pt _0_crc3 {
discrimnator =:="0 [ 17;
nsn =:= msn_| sb(4) [ 41;
header _crc == crc3(TH S. WALUE, THI S. ULENGTH) [ 3 ];
ip_id == inferred_sequential ip_id [ 01;

}

ENFORCE( out er

/] New fornmat,
COVMPRESSED pt _0_crc7 {

Pell etier

& Sandl

_ip_flag == outer_ip_indicator. CVALUE)

Type O with strong CRC and nore SN bits

und St andards Track
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di scrimnator =:="100 [ 31;
nen == nmen_I| sb(6) [ 61;
header _crc == crc7(TH S. UVALUE, THI S.ULENGTH) [ 7 ];
ip_id == inferred_sequential ip_id [ 01;

}

[/ UO1-1D replacenment (PT-1 only used for sequential)
COVPRESSED pt _1 seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrimnator =:="101 [ 3]
header _crc == crc3(TH S. UWWALUE, TH S. ULENGTH) [ 3]
nen == nmen_I| sb(6) [ 6]
ip_id == ip_id_|sb(ip_id_behavior_innernost. U/ALUE, 4) [ 4 ]

}

/1 UOR-2-1D repl acenment
COVPRESSED pt _2_seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrimnator =:="110 [ 31;
ip_id == ip_id_|sb(ip_id_behavior_innernost. U/ALUE, 6) [ 6 ];
header _crc == crc7(TH S. UVALUE, TH S. ULENGTH) [ 71;
nen == nmen_I| sb(8) [ 81;

}
}

FEOETEEEEEE bbb rrrrrl
/'l ESP profile
FEOETEEEEEE bbb rrrrrl

esp_baseheader (profil e_value, outer_ip_flag, ip_id_behavior_val ue,
reorder _ratio_val ue)

{
UNCOWPRESSED v4 {

ENFORCE( msn. UVALUE == sequence_nunber. UWWVALUE % 65536) ;

out er _headers =:= baseheader_outer_headers [ VARI ABLE ];
i p_version =: = unconpressed_val ue(4, 4) [ 41;
header | ength =:= unconpressed_val ue(4, 5) [ 41;
tos_tc [ 81;
| engt h == inferred_ip_v4_length [ 16 ];
ip_id [ 16 ];
rf =: = unconpressed_val ue(1, 0) [ 11;
df [ 117;
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nf =: = unconpressed_val ue(1, 0) [ 11;
frag_of fset =: = unconpressed_val ue(13, 0) [ 13 ];
ttl _hopl [ 81;
next header [ 81;

i p_checksum =:= inferred_i p_v4_header_checksum [ 16 ];
src_addr [ 32 ];
dest _addr [ 32 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
spi [ 32 ];
sequence_nunber [ 32 ];

}

UNCOWPRESSED v6 {
ENFORCE( msn. UVALUE == (sequence_nunber. UVALUE % 65536) ) ;
ENFORCE( i p_i d_behavi or _i nnernost. UVALUE == | P_I D_BEHAVI OR_RANDOV ;
out er _headers =:= baseheader_outer_headers [ VARI ABLE ];
i p_version =: = unconpressed_val ue(4, 6) [ 4 1;
tos_tc [ 8 1;
fl ow_| abel [ 20 ];
payl oad_l ength =:= inferred_i p_v6_| ength [ 16 ];
next header [ 8 1;
ttl _hopl [ 8 1;
src_addr [ 128 ];
dest _addr [ 128 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
Spi [ 32 1];
sequence_nunber [ 32 1];
df =: = unconpressed_val ue(0, 0) [ 01];
i p_id =:= unconpressed_val ue(0, 0) [ 01];

}

CONTROL {

ENFORCE( profil e_val ue == PROFI LE_ESP_0103);
ENFORCE(profil e == profile_val ue);

ENFORCE( i p_i d_behavi or _i nnernost. UWVALUE == i p_i d_behavi or _val ue);
ENFORCE(reorder _rati o. UVALUE == reorder_ratio_val ue);

}
DEFAULT

ENFORCE( outer _ip_

tos_tc

{

dest _addr
ttl_hopl

src_ad
df

flow_|
next _h

Spi

Pell etier

dr
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g == 0);
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stati
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sequence_nunber =:= static;
reorder _ratio == static;
i p_i d_behavi or _i nnernost =:= static;

}

/! Replacenment for UOR-2-ext3

COVPRESSED co_common {
ENFORCE(outer _ip_flag == outer_ip_indi cator. CVALUE)
di scri m nator "11111010°
i p_i d_indicator i rregul ar (1)
header _crc == crc’7 THIS UVALUE, TH S. ULENGTH)
fl ags_i ndi cat or i rregul ar (1)
ttl_hopl _i ndi cat or i rregul ar (1)
tos_tc_indicator i rregul ar (1)
reorder_ratio i rregul ar(2)
control _crc3 control _crc3_encodi ng

L L L e Vi T N

WNRRRLNRFP®

outer_ip_indicator : df : ip_id_behavior_innernost =:=
profile_2 3 4 flags_enc(

flags_i ndi cator. CVALUE, i p_version. UVALUE) [ O, 81;
tos_tc =:= static_or_irreg(tos_tc_indicator.CVALUE, 8) [ 0, 8 ];
ttl_hopl =:= static_or_irreg(ttl_hopl _indi cator. CVALUE

ttl _hopl . ULENGTH) [ 0, 81];
sequence_nunber =:=

sdvl _sn_I| sb(sequence_numnber . ULENGTH) [ VARI ABLE ];
ip_id =:=ip_id_sequential _variable(ip_id_behavior_innernost. UVALUE,

i p_i d_indi cat or. CVALUE) [ O, 8 16 ];

}

/'l Sequence nunber sent instead of MSN due to field length

/1 UO0

COVMPRESSED pt _0_ crc3 {
di scri m nat or
sequence_nunber
header _crc
ip_id

}

/1 New format, Type O with strong CRC and nmore SN bits

COVMPRESSED pt _0_ crc7 {
di scrim nat or
sequence_nunber
header _crc
ip_id

}

/1l UO1-1D replacenment (PT-1 only used for sequential)
COVMPRESSED pt _1 seq_id {

Ol

nmsn_| sb(4)

crc3(TH S. UVALUE, THI S. ULENGTH)
i nferred_sequential _ip_id

oOwhpr

100’

nsn_| sb(6)

crc7(TH S. UVALUE, THI S. ULENGTH)
i nferred_sequential _ip_id

o
oI
OoONO W

—r—_——
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ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) ||
(i p_i d_behavi or _i nnernost . UVALUE =
IP_ID_ BEHAVICR _ SEQUENTI AL_ SWAPPH))

di scri mi nat or = =101 [ 3]
header _crc == crc3(TH S. UWWALUE, TH S. ULENGTH) [ 3]
sequence_nunber =:= nsn_| sb(6) [ 6]
ip_id == ip_id_|sb(ip_id_behavior_innernost. U/ALUE, 4) [ 4 ]

}

/1 UOR-2-1D repl acenment
COVPRESSED pt_2_seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrim nat or = =110 [ 31;
ip_id == ip_id_|sb(ip_id_behavior_innernost. UALUE, 6) [ 6 ];
header _crc == crc7(TH S. UVALUE, TH S. ULENGTH) [ 71;
sequence_nunber =:= nsn_| sb(8) [ 81;

}
}

FEOETEEEEEE bbb rrrrrrl
Il IP-only profile
FEOETEEEEEE bbb rrrrrrl

i ponly_baseheader (profile_value, outer_ip_flag, ip_id_behavior_val ue,
reorder _ratio_val ue)

UNCOVPRESSED V4 {

out er _headers =:= baseheader_outer_headers [ VARI ABLE ]
i p_version =: = unconpressed_val ue(4, 4) [ 41;
header | ength =:= unconpressed_val ue(4, 5) [ 41;
tos_tc [ 81;
| engt h == inferred_ip_v4_length [ 16 ];
ip_id [ 16 ];
rf =: = unconpressed_val ue(1, 0) [ 11;
df [ 117;
nf =: = unconpressed_val ue(1, 0) [ 11;
frag_of fset =: = unconpressed_val ue(13, 0) [ 13 ];
ttl _hopl [ 81;
next header [ 81;
i p_checksum =: = inferred_i p_v4_header_checksum [ 16 ];
src_addr [ 32 ];
dest _addr [ 32 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
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UNCOWPRESSED v6 {
ENFORCE( i p_i d_behavi or _i nnernost. UVALUE == | P_I D_BEHAVI OR_RANDQOV ;
out er _headers =: = baseheader _out er _headers [ VARI ABLE ];

i p_version =: = unconpressed_val ue(4, 6) [ 4 1;
tos_tc [ 8 1;
fl ow | abel [ 20 7];
payl oad_| engt h == inferred_i p_v6_l ength [ 16 ];
next header [ 8 1;
ttl_hopl [ 8 1;
src_addr [ 128 ];
dest _addr [ 128 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
df =: = unconpressed_val ue(0, 0) [ 01];
i p_id =:= unconpressed_val ue(0, 0) [ 01];
}
CONTROL {
ENFORCE( profil e_val ue == PROFI LE_I P_0104);
ENFORCE(profil e == profile_val ue);
ENFORCE(reorder _ratio. UVALUE == reorder_rati o_val ue);
ENFORCE( i p_i d_behavi or _i nnernost. UWVALUE == i p_i d_behavi or _val ue);
}
DEFAULT {
ENFORCE(outer _ip_flag == 0);
tos_tc =:= static;
dest _addr == static;
ttl _hopl == static;
src_addr == static;
df =: = static;
fl ow_| abel =: = static;
next _header =: = static;
reorder_ratio =:= static;
i p_i d_behavi or i nnernost == static;

}

/! Replacenment for UOR-2-ext3
COVPRESSED co_common {
ENFORCE(outer _ip_flag == outer_ip_indi cator. CVALUE)

di scri m nator == '11111010 [ 81;
i p_i d_indicator == irregular(l) [ 11];
header _crc == crc7(TH S. WALUE, TH S. ULENGTH) [ 71;
fl ags_i ndi cat or == irregular(l) [ 11];
ttl _hopl _i ndi cat or == irregular(l) [ 11];
tos_tc_indicator == irregular(l) [ 117;
reorder_ratio == irreqgular(2) [ 21];
control _crc3 =:= control _crc3_encodi ng [ 31;
outer _i p_i ndi cat or df i p_i d_behavi or_i nnernost =:=
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profile_2 3 4 flags_enc(

flags_i ndi cator. CVALUE, i p_version. UVALUE) 0, 81;
tos _tc =:= static_or_irreg(tos_tc_indicator. CVALUE, 8) [ 0, 8 ];
ttl _hopl =:= static_or_irreg(ttl_hopl _indi cator. CVALUE,

ttl _hopl . ULENGTH) [ 0, 8]
nen =:= nen_I| sb(8) [ 81;
ip_id =:=ip_id_sequential _variable(ip_id_behavior_innernost. UVALUE,

i p_i d_i ndi cat or. CVALUE) [ O, 8 16 ];

}
[/ UO0
COVMPRESSED pt _0_crc3 {
discrimnator == "'0’ [ 1]
nmsn == nmen_I sb(4) [ 4]
header _crc == crc3(TH S. WALUE, TH S. ULENGTH) [ 3 ]
ip_id == inferred_sequential ip_id [ 0]
}
/1 New format, Type O with strong CRC and nmore SN bits
COVMPRESSED pt _0_crc7 {
discrimnator =:= "100 [ 3]
nsn == nmen_I| sb(6) [ 6]
header _crc == crc7(TH S. WALUE, TH S. ULENGTH) [ 7 ]
ip_id == inferred_sequential ip_id [ 0]
}
/1l UO1-1D replacenment (PT-1 only used for sequential)
COVMPRESSED pt _1 seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) ||
(i p_i d_behavi or _i nnernost. UWALUE ==
I P_I D_BEHAVI R  SEQUENTI AL_SWAPPED) ) ;
di scrimnator = = '101’ [ 3]
header _crc == crc3(TH S. UWWALUE, THI S. ULENGTH) [ 3]
nsn == nmen_I| sb(6) [ 6]
ip_id==ip_id_Isb(ip_id_behavior_innernost. UVJALUE, 4) [ 4 ]
}
/1 UOR-2-1D repl acenent
COVMPRESSED pt _2 seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nnernost. UWALUE ==
I P_I D_BEHAVI R  SEQUENTI AL_SWAPPED) ) ;
di scrimnator == '110’ [ 31;
ip_id == ip_id_|sb(ip_id_behavior_innernost. U/ALUE, 6) [ 6 ];
header _crc == cr c7(THI S. WALUE, THI S. ULENGTH) [ 71;
nen == nmen_Il sb(8) [ 81;
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}
}

FELETEEEEE bbb rrrrrrl
/1 UDP-litel/ RTP profile
FELETEEEEE bbb rrrrrrl

udplite_rtp_baseheader (profil e_value, ts_stride_val ue,
time_stride_value, outer_ip_flag,
i p_i d_behavi or _val ue, reorder_ratio_val ue,
cover age_behavi or _val ue)

UNCOWVPRESSED v4 {
ENFORCE( msn. UVALUE == sequence_nunber . UVALUE)

out er _headers =:= baseheader_outer_headers [ VARI ABLE ]
i p_version =: = unconpressed_val ue(4, 4) [ 41;
header | ength =:= unconpressed_val ue(4, 5) [ 41;
tos_tc [ 81;
| engt h == inferred_ip_v4_length [ 16 ];
ip_id [ 16 ];
rf =: = unconpressed_val ue(1, 0) [ 11;
df [ 117;
nf =: = unconpressed_val ue(1, 0) [ 11;
frag_of fset =: = unconpressed_val ue(13, 0) [ 13 ];
ttl _hopl [ 81;
next header [ 81;
i p_checksum =: = inferred_i p_v4_header_checksum [ 16 ];
src_addr [ 32 ];
dest _addr [ 32 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
src_port [ 16 ];
dst _port [ 16 ]
checksum cover age [ 16 ]
udp_checksum [ 16 ]
rtp_version =: = unconpressed_val ue(2, 2) [ 21;
pad_bit [ 117;
ext ensi on [ 117;
cc [ 41;
mar ker [ 1]
payl oad_t ype [ 7]
sequence_nunber [ 16 ]
ti mest anp [ 32 ];
ssrc [ 32 ];
csrc_list [ VARI ABLE ];
}
UNCOWPRESSED v6 {
ENFORCE( i p_i d_behavi or _i nner nost . UVALUE == | P_I D_BEHAVI OR_RANDOM ;
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out er _headers =:= baseheader_outer_headers [ VARI ABLE ];
i p_version =: = unconpressed_val ue(4, 6) [ 4 1;
tos_tc [ 8 1;
fl ow_| abel [ 20 ];
payl oad_l ength =:= inferred_i p_v6_| ength [ 16 ];
next header [ 8 1;
ttl _hopl [ 8 1;
src_addr [ 128 ];
dest _addr [ 128 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
src_port [ 16 ];
dst _port [ 16 ];
checksum cover age [ 16 ];
udp_checksum [ 16 ];
rtp_version =:= unconpressed_val ue(2, 2) [ 2 ];
pad_bit [ 1];
ext ensi on [ 1];
cc [ 4 1;
mar ker [ 17];
payl oad_t ype [ 71];
sequence_nunber [ 16 ];
ti mest anp [ 32 ];
ssrc [ 32 ];
csrc_list [ VARI ABLE ];
df =: = unconpressed_val ue(0, 0) [ 01];
i p_id =:= unconpressed_val ue(0, 0) [ 01];
}
CONTROL {

ENFORCE( profil e_val ue == PROFI LE_RTP_0107);

ENFORCE(profile == profile_val ue);

ENFORCE(ti me_stride. UVALUE == tine_stride_val ue);
ENFORCE(ts_stride. UVALUE == ts_stride_val ue);

ENFORCE( cover age_behavi or. UVALUE == cover age_behavi or _val ue) ;
ENFORCE(reorder _rati o. UVALUE == reorder_ratio_val ue);

ENFORCE( i p_i d_behavi or _i nnernost. UVALUE == i p_i d_behavi or _val ue) ;
dummy _field =:= field_scaling(ts_stride. UVALUE
ts_scal ed. UVALUE, tinmestanp. UVALUE, ts offset. U/ALUE) [ O ];
}
I NI TI AL {
ts_stride =: = unconpressed_val ue(32, TS_STRI DE_DEFAULT);
time_stride =: = unconpressed_val ue(32, TIME_STRI DE_DEFAULT) ;
}
DEFAULT {
ENFORCE(outer _ip_flag == 0);
tos_tc == static;
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dest _addr == static;
ttl_hopl =: = static;
src_addr =: = static;
df =: = static;
fl ow_| abel =: = static;
next _header =: = static;
src_port =: = static;
dst _port =: = static;
pad_bi t =: = static;
ext ensi on =: = static;
cc =:= static;

/1 When marker not present in packets, it is assumed O
mar ker unconpressed_val ue(1l, 0);

payl oad_t ype == static;
sequence_nunber =: = static;
ti mest anp == static;
ssrc =: = static;
csrc_list == static;
ts_stride == static;
tinme_stride == static;
ts_scal ed == static;
ts_of fset == static;
reorder_ratio =:= static;

i p_i d_behavi or i nnernost == static;

}

/! Replacenment for UOR-2-ext3
COVPRESSED co_common {
ENFORCE(outer _ip_flag == outer_ip_indi cator. CVALUE)

di scri m nat or »= 711111010
mar ker = drregular(l)
header _crc == crc’7 HIS UVALUE, TH S. ULENGTH)

flagsl_i ndicator
flags2_i ndi cat or
tsc_indicator
tss_indicat or
i p_i d_indicator
control _crc3

i rregul ar (1)
i rregul ar (1)
i rregul ar (1)
i rregul ar (1)
i rregul ar (1)
control _crc3_encodi ng

I I T | II"II 1

WRRPRRRRNRL®

outer_ip_indicator : ttl_hopl _indicator

tos_tc_indicator : df : ip_id_behavior_innernost : reorder_ratio
= profile_1 7 flagsl _enc(flagsl_indicator.CVALUE
i p_versi on. UVALUE) [ O, 81;

list_indicator : pt_indicator : tis_indicator : pad_bit
extensi on : coverage_behavior ==
profile_7_flags2_enc(flags2_indi cator. CVALUE) [ O, 81;
tos_tc =: statlc _or _irreg(tos_tc_indicator.CVvALUE, 8) [ 0, 8 ];
ttl_hopl =
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static_or_irreg(ttl_hopl _indicator.CVALUE, 8) [ 0, 81;
payl oad_type =:= pt_irr_or_static(pt_indicator.CVALUE) [ 0, 8 ];
sequence_nunber =:=

sdvl _sn_I| sb(sequence_numnber . ULENGTH) [ VARI ABLE ];
ip_id =:=ip_id_sequential _variable(ip_id_behavior_innernost. UVALUE,

i p_i d_i ndi cat or. CVALUE) [ O, 8 16 ];
ts_scaled =:= variabl e_scal ed_tinestanp(tss_indicator. CVALUE,

tsc_indicator. CVALUE, ts_stride. UVALUE,

time_stride. UVALUE) [ VARI ABLE 1];
timestanp =:= variabl e_unscal ed_ti nestanp(tss_i ndi cat or. CVALUE,

tsc_i ndi cat or. CVALUE) [ VARI ABLE ];
ts_stride =:= sdvl _or_static(tss_indicator.CVALUE) [ VARI ABLE ];

time_stride =:= sdvl _or stati c(tis_indicator.CVALUE) [ VAR ABLE ];
csrc_|ist =
csrc_list_pr esence(l i st _i ndi cat or. CVALUE,
cc. UVALUE) [ VARI ABLE ];
}
/1 UO0

COVMPRESSED pt _0_crc3 {

discrimnator =:="'0’ [ 17;
nmen == nmen_I sb(4) [ 41;
header _crc == crc3(TH S. WALUE, THI S. ULENGTH) [ 3 ];
ti mest anp == inferred_scaled field [ 01;
ip_id == inferred_sequential ip_id [ 01;

}

/1 New format, Type O with strong CRC and nmore SN bits
COVMPRESSED pt _0_crc7 {

di scrimnator =:="'1000 [ 41;
nen == nmen_I sb(5) [ 51;
header _crc == crc7(TH S. UVALUE, THI S.ULENGTH) [ 7 ];
ti mest anp == inferred_scaled field [ 01;
ip_id == inferred_sequential ip_id [ 01;

}

/1 UO 1 repl acenent
COVPRESSED pt _1_rnd {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_RANDOMV) | |

(i p_i d_behavi or _i nnernost. UVALUE == | P_I D_BEHAVI OR_ZERQ)) ;
di scrimnator =:="101 [ 31;
mar ker == irregular(l) [ 11];
nsn =:= msn_| sb(4) [ 41];
ts_scal ed == scaled_ts_|sb(tine_stride. UWALUE, 5) [ 5 ];
header _crc == crc3(TH S. UVALUE, THI S. ULENGTH) [ 31;
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/1 UG 1-1D repl acenent
COVPRESSED pt _1 seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . UVALU
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrimnator == "1001 [ 41;
ip_id == ip_id_|sb(ip_id_behavior_innernost. UVALUE, 4) [ 4 ];
nen == nBn Isb(5) [ 51;
header _crc == crc3(TH S. UWWALUE, TH S. ULENGTH) [ 31;
ti mest anp == inferred_scaled field [ 01;

}

/1 UO 1-TS repl acenent
COVMPRESSED pt _1 seq_ts {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . UVALU
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrimnator == '101’ [ 31;
mar ker == irregular(l) [ 11];
nsn =:= msn_| sb(4) [ 41];
ts_scal ed == scaled_ts_|sb(tine_stride. UWVALUE, 5) [ 5 ];
header _crc == crc3(TH S. UWWALUE, THI S. ULENGTH) [ 31;
ip_id == inferred_sequential ip_id [ 01;

}

/1 UOR-2 repl acenent
COVPRESSED pt _2_rnd {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . WALUE ==
| P_| D_BEHAVI OR_ _RANDOM) | |

(i p_i d_behaV| or _i nnernost. UVALUE == | P_I D_BEHAVI OR_ZERO)) ;
di scrimnator =:="110 [ 31;
nsn == men_| sb(7) [ 71;
ts_scal ed == scaled_ts_|sb(tine_stride. UWVALUE, 6) [ 6 ];
mar ker == irregular(l) [ 11];
header _crc == crc7(TH S. UVALUE, THI S. ULENGTH) [ 71;
}
/1 UOR-2-1D repl acenment
COVPRESSED pt_2_seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . UVALU
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;
di scrimnator =:="'11000 [ 51;
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nsn == men_| sb(7) [ 71
ip_id == ip_id_|sb(ip_id_behavior_innernost. U/ALUE, 5) [ 5 ]
header _crc == crc7(TH S. UVALUE, TH S. ULENGTH) [ 7]
ti mest anp == inferred_scaled field [ 0]

}

/1 UOR-2-1D-extl replacenent (both TS and | P-1D)
COVMPRESSED pt _2 seq_both {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;

di scrimnator =:="’11001 [ 51;
nsn == men_| sb(7) [ 71;
ip_id == ip_id_|sb(ip_id_behavior_innernost. U/ALUE, 5) [ 5 ];
header _crc == crc7(TH S. UVALUE, TH S. ULENGTH) [ 71;
ts_scal ed == scaled_ts_|Isb(tinme_stride. UALUE, 7) [ 7 1];
mar ker == irregular(l) [ 11;
}
/1 UOR-2-TS repl acenment
COVPRESSED pt_2_seq_ts {
ENFORCE(ts_stride. UVALUE != 0);
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;
di scrimnator =:="'1101 [ 4];
nsn == men_| sb(7) [ 71;
ts_scal ed == scaled_ts_|Isb(tine_stride. UWALUE, 5) [ 5 ];
mar ker == irregular(l) [ 11];
header _crc == crc7(TH S. UVALUE, TH S. ULENGTH) [ 71;
ip_id == inferred_sequential ip_id [ 01;

}
}

FEOETEEEEEE bbb rrrrl
/1 UDP-lite profile
FEOETEEEEEE bbb rrrrl

udpl i te_baseheader (profile_value, outer_ip_flag, ip_id _behavior_val ue,
reorder_ratio_val ue, coverage_behavi or _val ue)
{

UNCOVPRESSED V4 {

out er _headers =:= baseheader_outer_headers [ VARI ABLE ];
i p_version =: = unconpressed_val ue(4, 4) [ 4];
header _| ength =:= unconpressed_val ue(4, 5) [ 41];
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tos_tc [ 81;
| engt h == inferred_ip_v4_length [ 16 ];
ip_id [ 16 ];
rf =: = unconpressed_val ue(1, 0) [ 11;
df [ 117;
nf =: = unconpressed_val ue(1, 0) [ 11;
frag_of fset =: = unconpressed_val ue(13, 0) [ 13 ];
ttl _hopl [ 81;
next header [ 81;
i p_checksum =: = inferred_i p_v4_header_checksum [ 16 ];
src_addr [ 32 ];
dest _addr [ 32 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
src_port [ 16 ];
dst _port [ 16 ];
checksum cover age [ 16 ];
udp_checksum [ 16 ];

}

UNCOWPRESSED v6 {
ENFORCE(i p_i d_be

havior _innernost. UVALUE

| P_I D_BEHAVI OR_RANDOM) ;

outer _headers =:= baseheader outer headers [ VARI ABLE ];
i p_version =: = unconpressed_val ue(4, 6) [ 4 1;
tos_tc [ 8 1;
fl ow | abel [ 20 ];
payl oad_l ength =:= inferred_i p_v6_| ength [ 16 ];
next header [ 8 1;
ttl _hopl [ 8 1;
src_addr [ 128 ];
dest _addr [ 128 ];
ext ensi on_headers =: = baseheader _ext ensi on_headers [ VAR ABLE ];
src_port [ 16 ];
dst _port [ 16 l;
checksum cover age [ 6 ];
udp_checksum [ 16 l;
df =: = unconpressed_val ue(0, 0) [ 01];
i p_id =:= unconpressed_val ue(0, 0) [ 01];

}

CONTROL {
ENFORCE( profil e_val ue == PRCOFI LE_UDPLI TE_0108) ;
ENFORCE(profile == profile_val ue);
ENFORCE( cover age_behavi or. UVALUE == cover age_behavi or _val ue) ;
ENFORCE(reorder _rati o. UWVALUE == reorder_ratio_val ue);

ENFORCE(i p_i d_be
}

DEFAULT {

Pell etier & Sandl und

havi or _i nner nost . UVALUE
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ENFORCE(outer _ip_flag == 0);

tos_tc == static;
dest _addr =: = static;
ttl_hopl =: = static;
src_addr =: = static;
df =: = static;
fl ow_| abel =: = static;
next _header =: = static;
src_port =: = static;
dst _port == static;
reorder_ratio =:= static;

i p_i d_behavi or i nnernost == static;

}

/! Replacenment for UOR-2-ext3
COVPRESSED co_common {
ENFORCE(outer _ip_flag == outer_ip_indi cator. CVALUE)

di scri m nator == '11111010 [ 81;
i p_i d_indicator == irregular(l) [ 11];
header _crc == crc7(TH S. WALUE, TH S. ULENGTH) [ 71;
fl ags_i ndi cat or == irregular(l) [ 11];
ttl _hopl _i ndi cat or == irregular(l) [ 11];
tos_tc_indicator == irregular(l) [ 117;
reorder_ratio == irreqgular(2) [ 21];
control _crc3 =:= control _crc3_encodi ng [ 31;
out er _i p_i ndi cat or df i p_i d_behavi or _i nner nost

cover age_behavi or
profile_8 flags_enc(flags_indicator. CVALUE,

i p_versi on. UVALUE) 0, 81;
tos_tc =:= static_or_irreg(tos_tc_indicator.CVALUE, 8) [ 0, 8 ];
ttl_hopl =:= static_or_irreg(ttl_hopl _indi cator. CVALUE

ttl _hopl . ULENGTH) [ 0, 81];
nen == nen_I| sb(8) [ 81;
ip_id =:=ip_id_sequential _variable(ip_id_behavior_innernost. UVALUE,

i p_i d_indi cat or. CVALUE) [ O, 8 16 ];

}
/1 U0

COMPRESSED pt _0_crc3 {

di scrimnator =:="0 [ 17;
nsn =:= msn_| sb(4) [ 41;
header _crc == crc3(TH S. WALUE, THI S. ULENGTH) [ 3 ];
ip_id == inferred_sequential ip_id [ 01;

}

/1 New format, Type O with strong CRC and nmore SN bits
COVMPRESSED pt _0_crc7 {
di scrimnator =:="100 [ 31;
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nmsn =: = msn_| sb(6) [ 61;
header _crc == crc7(TH S. WALUE, TH S. ULENGTH) [ 7 ];
ip_id == inferred_sequential ip_id [ 01;

}

/1 UO1-1D replacenment (PT-1 only used for sequential)
COVPRESSED pt _1 seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
I P_ | D_BEHAVI OR_  SEQUENTI AL_SWAPPED) ) ;

di scrimnator == '101’ [ 31;
header _crc =:= crc3(TH S. UVALUE, TH S. ULENGTH) [ 31;
nmsn =:= msn_| sb(6) [ 61;
ip_id==ip_id_Isb(ip_id_behavior_innernost. UWALUE, 4) [ 4 ];
}
/1 UOR-2-1D repl acenment
COVPRESSED pt _2_seq_id {
ENFORCE( (i p_i d_behavi or _i nner nost . UVALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL) | |
(i p_i d_behavi or _i nner nost . WALUE ==
| P_I D_BEHAVI OR_SEQUENTI AL_SWAPPED) ) ;
di scrimnator == '110’ [ 31;
ip_id == ip_id_|sb(ip_id_behavior_innernost. U/ALUE, 6) [ 6 ];
header _crc == crc7(THIS UVALUE, TH S. ULENGTH) [ 71;
nen == nmen_I| sb(8) [ 81;

}
}

6.9. Feedback Formats and Options
6.9.1. Feedback Formats

This section describes the feedback format for ROHCv2 profiles, using
the formats described in Section 5.2.3 of [RFC4995].

The Acknow edgnment Nunber field of the feedback formats contains the
| east significant bits of the MSN (see Section 6.3.1) that
corresponds to the reference header that is being acknow edged. A
ref erence header is a header that has been successfully CRC 8
validated or CRC verified. |If there is no reference header
avai |l abl e, the feedback MJUST carry an ACKNUMBER- NOT- VALI D opti on
FEEDBACK- 1
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0 1 2 3 4 5 6 7
S S

| Acknow edgnment Number |
T S T

Acknow edgrment Nunber: The eight |east significant bits of the
IVBN.

A FEEDBACK-1 is an ACK. In order to send a NACK or a STATI G NACK,
FEEDBACK- 2 nust be used.

FEEDBACK- 2

0 1 2 3 4 5 6 7
S S

| Ackt ype| Acknow edgment Nunber |
T S T

| Acknow edgnment Number |
T S T

I CRC I
T S T
/ Feedback options /
T S T
Ackt ype:

0 = ACK

1 = NACK

2 = STATI G NACK

3 is reserved (MJST NOT be used for parsability)
Acknow edgnment Nunber: The |east significant bits of the MSN

CRC. 8-bit CRC conputed over the entire feedback payl oad incl uding
any CID fields but excluding the feedback type, the ’Size field,
and the ' Code’ octet, using the polynonial defined in Section
5.3.1.1 of [RFC4995]. If the CIDis given with an Add-CI D octet,
the Add-CID octet inmmedi ately precedes the FEEDBACK-1 or
FEEDBACK-2 format. For purposes of conputing the CRC, the CRC
field is zero

Feedback options: A variable nunber of feedback options, see
Section 6.9.2. Options nmay appear in any order.
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A FEEDBACK-2 of type NACK or STATIC-NACK is always inplicitly an
acknowl edgnent for a successfully deconpressed packet, which
corresponds to a packet whose LSBs match the Acknowl edgnment Numnber of
t he feedback el ement, unless the ACKNUVBER- NOT- VALI D option (see
Section 6.9.2.2) appears in the feedback el enent.

The FEEDBACK-2 format always carries a CRC and is thus nore robust
than the FEEDBACK-1 format. Wen receiving FEEDBACK-2, the
conpressor MJUST verify the information by conputing the CRC and
conmparing the result with the CRC carried in the feedback format. |If
the two are not identical, the feedback el enent MJST be di scarded.

6.9.2. Feedback Options

A feedback option has variable Iength and the follow ng genera
format:

0 1 2 3 4 5 6 7
S S

|  Opt Type I Opt Len I

S

/ Option Data /[ Opt Len (octets)
T S T

Opt Type: Unsigned integer that represents the type of the
feedback option. Section 6.9.2.1 through Section 6.9.2.4
descri bes the ROHCv2 feedback options.

Opt Len: Unsigned integer that represents the Iength of the Option
Data field, in octets.

Option Data: Feedback type specific data. Present if the val ue of
the Opt Len field is set to a non-zero val ue.

6.9.2.1. The REJECT Option

The REJECT option infornms the conpressor that the deconpressor does
not have sufficient resources to handle the flow.

0 1 2 3 4 5 6 7
S S

| Opt Type =2 | Opt Len =0 |

T S T
When receiving a REJECT option, the conpressor MJST stop conpressing

the packet flow, and SHOULD refrain fromattenpting to increase the
nunber of conpressed packet flows for sone time. The REJECT option
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MUST NOT appear nore than once in the FEEDBACK-2 format; otherw se,
the conmpressor MUST discard the entire feedback el enent.

6.9.2.2. The ACKNUMBER- NOT- VALI D Opti on

The ACKNUMBER- NOT- VALI D option indicates that the Acknow edgnent
Nunber field of the feedback is not valid.

0 1 2 3 4 5 6 7
S S

| Opt Type =3 | Opt Len =0 |

S S

A conpressor MJST NOT use the Acknow edgment Nunber of the feedback
to find the correspondi ng sent header when this option is present.
When this option is used, the Acknow edgment Nunber field of the
FEEDBACK-2 format is set to zero. Consequently, a NACK or a STATIC
NACK f eedback type sent with the ACKNUVBER- NOT- VALI D option is
equivalent to a STATIC-NACK with respect to the type of context
repair requested by the deconpressor

The ACKNUMBER- NOT- VALI D option MJST NOT appear nore than once in the
FEEDBACK- 2 format; otherw se, the conpressor MJST discard the entire
f eedback el enment.

6.9.2.3. The CONTEXT_MEMORY Opti on

The CONTEXT_MEMORY option infornms the conpressor that the
deconpr essor does not have sufficient nmenory resources to handle the
context of the packet flow, as the flowis currently conpressed.

0 1 2 3 4 5 6 7
S S

| Opt Type =9 | Opt Len =0 |

S S

When recei ving a CONTEXT_MEMORY option, the conpressor SHOULD take
actions to conpress the packet flowin a way that requires | ess
deconpressor nmenory resources or stop conpressing the packet flow.
The CONTEXT_MEMORY option MJUST NOT appear nore than once in the
FEEDBACK- 2 format; otherw se, the conpressor MJST discard the entire
f eedback el enent.

6.9.2.4. The CLOCK RESOLUTI ON Option
The CLOCK_RESOLUTI ON option inforns the conpressor of the clock

resolution of the deconpressor. It also inforns whether or not the
deconpr essor supports tiner-based conpression of the RTP TS tinmestanp
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(see Section 6.6.9). The CLOCK_RESOLUTI ON option is applicable per
channel, i.e., it applies to any context associated with a profile
for which the option is rel evant between a conpressor and
deconpressor pair.

o 1 2 3 4 5 6 7
T S T
| Opt Type = 10| Opt Len =1
T S T
| O ock resolution (ns) |
T S T

Cl ock resolution: Unsigned integer that represents the clock
resol ution of the deconpressor expressed in mlliseconds.

The snallest clock resolution that can be indicated is 1 millisecond.
The val ue zero has a special nmeaning: it indicates that the

deconpr essor cannot do timer-based conpression of the RTP Ti nestanp.
The CLOCK _RESOLUTI ON option MUST NOT appear nore than once in the
FEEDBACK- 2 format; otherw se, the conpressor MJST discard the entire
f eedback el enment.

6.9.2.5. Unknown Option Types

If an option type other than those defined in this docunment is
encountered, the conpressor MJST discard the entire feedback el enent.

7. Security Considerations

| npai rments such as bit errors on the received conpressed headers,

m ssi ng packets, and reordering between packets coul d cause the
header deconpressor to reconstitute erroneous packets, i.e., packets
that do not match the original packet, but still have a valid IP, UDP
(or UDP-Lite), and RTP headers, and possibly also valid UDP (or UDP-
Lite) checksuns.

The header conpression profiles defined herein use an internal
checksum for verification of reconstructed headers. This reduces the
probability that a header deconpressor delivers erroneous packets to
upper layers without the error being noticed. |In particular, the
probability that consecutive erroneous packets are not detected by
the internal checksumis close to zero.

This small but non-zero probability remai ns unchanged when integrity
protection is applied after conpression and verified before
deconpression, in the case where an attacker could discard or reorder
packets between the conpression endpoints.
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The inpairments nmentioned above could be caused by a mal functi oni ng
or malicious header conpressor. Such corruption nmay be detected with
end-to-end integrity mechanisns that will not be affected by the
conpression. Mreover, the internal checksum can al so be useful in
the case of nmal functioning conpressors.

Deni al -of -service attacks are possible if an intruder can introduce
(for exanple) bogus IR or FEEDBACK packets onto the link and thereby
cause conpression efficiency to be reduced. However, an intruder
having the ability to inject arbitrary packets at the link layer in
this nmanner raises additional security issues that dwarf those
related to the use of header conpression.

8. | ANA Consi derati ons

The following ROHC profile identifiers have been assigned by the | ANA
for the profiles defined in this docunent:

| dentifier Profile

0x0101 ROHCv2 RTP

0x0102 ROHCv2 UDP

0x0103 ROHCv2 ESP

0x0104 ROHCV2 I P

0x0107 ROHCv2 RTP/ UDP-Lite
0x0108 ROHCv2 UDP-Lite
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Appendi x A. Detailed Cassification of Header Fields

Header conpression is possible due to the fact that nost header
fields do not vary randomly from packet to packet. Many of the
fields exhibit static behavior or change in a nore or |ess

predi ctabl e way. When designing a header conpression schene, it is
of fundanmental inportance to understand the behavior of the fields in
detail .

In this appendix, all fields in the headers conpressible by these
profiles are classified and anal yzed. The analysis is based on
behavi or for the types of traffic that are expected to be the nost
frequently conpressed (e.g., RTP field behavior is based on voice
and/ or video traffic behavior).

Fields are classified as belonging to one of the foll owing cl asses:
| NFERRED - These fields contain values that can be inferred from

ot her values, for exanple the size of the frame carrying the packet,
and thus do not have to be included in conpressed packets.

STATIC - These fields are expected to be constant throughout the

lifetime of the flow, in general, it is sufficient to design a
conpressed format so that these fields are only updated by IR
packet s.

STATI C-DEF - These fields are expected to be constant throughout the
lifetinme of the flow and their values can be used to define a fl ow
They are only sent in IR packets.

STATI G- KNOMN - These fields are expected to have well-known val ues
and therefore do not need to be comuni cated at all

SEM STATIC - These fields are unchanged nost of the time. However,
occasionally the value changes but will revert to its original value.
For ROHCv2, the values of such fields do not need to be possible to
change with the small est conpressed packet formats, but should be
possible to change via slightly | arger conpressed packets.

RARELY CHANG NG (RACH) - These are fields that change their val ues
occasionally and then keep their new values. For ROHCv2, the val ues
of such fields do not need to be possible to change with the small est
conpressed packet formats, but should be possible to change via
slightly larger conpressed packets.

| RREGULAR - These are the fields for which no useful change pattern

can be identified and should be transmtted unconpressed in al
conpr essed packets.
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PATTERN - These are fields that change between each packet,

ROHCv2 Profil es

change in a predictable pattern

A 1.

Pell etier

| Pv4 Header

Ver si on
Header Length

Fi el ds

Type O Service

Packet Length
Identificatio

Sequenti al

n

Seq. swap
Random
Zero

Reserved fl ag

Don't Fragment flag
More Fragnents fl ag
Fragment O f set

Time To Live
Pr ot ocol

Header Checksum
Sour ce Address
Desti nati on Address

Ver si on

STATI C- KNOWN
STATI C- KNOWN
RACH

| NFERRED

PATTERN
PATTERN

| RREGULAR
STATI C
STATI C- KNOWN
RACH
STATI C- KNOWN
STATI C- KNOWN
RACH
STATI C- DEF

| NFERRED
STATI C- DEF
STATI C- DEF

April 2008

but

The version field states which IP version is used and is set to
t he val ue four.

Header Length

As long as no options are present
length is constant with the value five.

in the | P header,

t he header
If there are options, the

field could be RACH or STATIC-DEF, but only option-less headers

are conpressed by ROHCv2 profiles.

classified as STATI C- KNOAN.

Type O Service

For the type of flows conpressed by the ROHCv2 profil es,

The field is therefore

t he DSCP

(Differentiated Services Code Point) and ECN (Explicit Congestion
Notification) fields are expected to change relatively sel dom

& Sandl und

St andards Track
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Packet Length

Informati on about packet length is expected to be provided by the
link layer. The field is therefore classified as | NFERRED.

| Pv4 I dentification

The ldentification field (IP-1D) is used to identify what
fragments constitute a datagram when reassenbling fragmented
datagranms. The | Pv4 specification does not specify exactly how
this field is to be assigned values, only that each packet should
get an IP-ID that is unique for the source-destination pair and
protocol for the tine the datagram (or any of its fragments) could
be alive in the network. This neans that assignnment of |IP-1D

val ues can be done in various ways, but the expected behaviors
have been separated into four classes.

Sequenti al

In this behavior, the IP-IDis expected to increnment by one for
nost packets, but may increnent by a value |larger than one,
dependi ng on the behavior of the transmitting |IPv4d stack.

Sequenti al Swapped

When using this behavior, the IP-1D behaves as in the
Sequential behavior, but the two bytes of IP-1D are byte-
swapped. Therefore, the IP-1D can be swapped before
conpression to nmake it behave exactly as the Sequenti al
behavi or.

Random

Sone | P stacks assign | P-1D val ues using a pseudo-random nunber
generator. There is thus no correlation between the |ID val ues
of subsequent datagrams, and therefore there is no way to
predict the IP-1D value for the next datagram For header
conpr essi on purposes, this neans that the IP-ID field needs to
be sent unconpressed with each datagram resulting in two extra
octets of header.

Zero
Thi s behavi or, although not a legal inplenentation of IPv4, is

sometimes seen in existing IPv4 stacks. Wen this behavior is
used, all I P packets have the IP-ID value set to zero.

Pell etier & Sandl und St andards Track [ Page 110]



RFC 5225 ROHCv2 Profiles April 2008

Fl ags

The Reserved flag nust be set to zero and is therefore classified
as STATIC-KNOWN. The Don't Fragment (DF) flag changes rarely and
is therefore classified as RACH Finally, the More Fragnments (M)
flag is expected to be zero because IP fragnents will not be
conmpressed by ROHC and is therefore classified as STATI C KNOAN.

Fragment O f set

Under the assunption that no fragnentation occurs, the fragnent
of fset is always zero and is therefore classified as STATI C KNOAN.

Time To Live
The Tinme To Live field is expected to be constant during the
lifetime of a flowor to alternate between a |imted nunber of
val ues due to route changes.

Pr ot ocol

This field will have the same value in all packets of a flow and
is therefore classified as STATI C DEF.

Header Checksum
The header checksum protects individual hops from processing a
corrupted header. Wen alnost all I P header information is
conpressed away, there is no point in having this additional
checksum instead, it can be regenerated at the deconpressor side.
The field is therefore classified as | NFERRED.

Source and Destination addresses

These fields are part of the definition of a flow and nmust thus be
constant for all packets in the flow
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A 2.

Pel

| Pv6 Header Fields

S o e e e oo oo oo +
| Field | Cass |
S o e e e oo oo oo +
| Version | STATI G- KNOWN |
| Traffic dass | RACH |
| Flow Label | STATI C- DEF |
| Payl oad Length | 1 NFERRED |
| Next Header | STATI C- DEF |
| Hop Limt | RACH |
| Source Address | STATI C- DEF |
| Destination Address | STATIC DEF |
S o e e e oo oo oo +
Ver si on

The version field states which IP version is used and is set to
t he val ue si x.

Traffic d ass

For the type of flows conpressed by the ROHCv2 profiles, the DSCP
and ECN fields are expected to change relatively sel dom

Fl ow Label
This field may be used to identify packets belonging to a specific
flow If it is not used, the value should be set to zero.
O herwi se, all packets belonging to the sane fl ow nust have the
same value in this field. The field is therefore classified as
STATI C- DEF.

Payl oad Length
Informati on about packet |ength (and, consequently, payl oad
l ength) is expected to be provided by the link layer. The field
is therefore classified as | NFERRED

Next Header

This field will have the sanme value in all packets of a flow and
is therefore classified as STATI C DEF.
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Hop Limt

The Hop Limit field is expected to be constant during the lifetine
of a flowor to alternate between a |linited nunber of values due
to route changes.

Source and Destinati on addresses

These fields are part of the definition of a flow and nmust thus be
constant for all packets in the flow The fields are therefore
cl assified as STATI C DEF.

UDP Header Fi el ds

------------------ T
Fi el d | Cass I
------------------ T
Source Port | STATIC- DEF |
Destination Port | STATIC DEF
Lengt h | | NFERRED |
Checksum | |
Di sabl ed | STATIC |
Enabl ed | | RREGULAR |
------------------ T

Source and Destination ports

These fields are part of the definition of a flow and nust thus be
constant for all packets in the flow

Lengt h

Informati on about packet length is expected to be provided by the
link layer. The field is therefore classified as | NFERRED.

Checksum
The checksum can be optional. |If disabled, its value is
constantly zero and can be conpressed away. |f enabled, its value

depends on the payl oad, which for conpression purposes is
equivalent to it changing randomy with every packet.
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A 4.

UDP- Li t e Header Fields

-------------------- T
Field | Cass |
-------------------- T
Source Port | STATIC DEF |
Destinati on Port | STATIC DEF |
Checksum Coverage | |
Zero | STATI G- DEF |

Const ant | 1 NFERRED |

Vari abl e | 1 RREGULAR |
Checksum | 1 RREGULAR |
-------------------- T

Source and Destination Port

These fields are part of the definition of a flow and nmust thus be
constant for all packets in the flow

Checksum Cover age

The Checksum Coverage field may behave in different ways: it may
have a value of zero, it nay be equal to the datagramlength, or
it may have any val ue between eight octets and the I ength of the
datagram From a conpression perspective, this field is expected
to either be entirely predictable (for the cases where it follows
the sanme behavior as the UDP Length field or where it takes on a
constant value) or to change randomy for each packet (meking the
val ue unpredi ctable from a header-conpressi on perspective). For
all cases, the behavior itself is not expected to change for this
field during the lifetime of a packet flow, or to change
relatively sel dom

Checksum

The information used for the calculation of the UDP-Lite checksum
is governed by the value of the checksum coverage and mnimally
includes the UDP-Lite header. The checksumis a changing field
that nmust al ways be sent as-is.
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A.5. RTP Header Fields

T o e e e oo oo oo +
| Field | Cdass |
T o e e e oo oo oo +
| Version | STATI C- KNOAN

| Paddi ng | RACH |
| Extension | RACH |
| CSRC Counter | RACH |
| Marker | SEM STATIC |
| Payl oad Type | RACH |
| Sequence Nunber| PATTERN |
| Tinmestanp | PATTERN |
| SSRC | STATI G DEF |
| CSRC | RACH |
T o e e e oo oo oo +
Ver si on

This field is expected to have the value two and the field is
therefore classified as STATI G KNOM.

Paddi ng

The use of this field is application-dependent, but when payl oad
padding is used, it is |likely to be present in nost or al
packets. The field is classified as RACHto allow for the case
where the value of this field changes.

Ext ensi on

If RTP extensions are used by the application, these extensions
are often present in all packets, although the use of extensions
is infrequent. To allow efficient conpression of a flow using
extensions in only a few packets, this field is classified as
RACH.

CSRC Count

This field indicates the nunber of CSRC itens present in the CSRC
list. This nunber is expected to be nostly constant on a packet -
t o- packet basis and when it changes, change by small anounts. As
long as no RTP nixer is used, the value of this field will be
zero.
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Mar ker

For audio, the marker bit should be set only in the first packet
of a talkspurt, while for video, it should be set in the [|ast
packet of every picture. This neans that in both cases the RTP
marker is classified as SEM STATI C.

Payl oad Type

Applications could adapt to congestion by changi ng payl oad type
and/or frame sizes, but that is not expected to happen frequently,
so this field is classified as RACH

RTP Sequence Nunber

The RTP Sequence Number will be increnented by one for each packet
sent.

Ti mest anp
In the audi o case:

As long as there are no pauses in the audio stream the RTP
Timestanp will be increnmented by a constant val ue, which
corresponds to the nunber of sanples in the speech frane. It
will thus nostly follow the RTP Sequence Number. \Wen there
has been a silent period and a new tal kspurt begins, the
timestanp will junp in proportion to the Iength of the silent
period. However, the increnment will probably be within a
relatively limted range.

In the video case:

Bet ween two consecutive packets, the tinmestanp will either be
unchanged or increase by a nultiple of a fixed val ue
corresponding to the picture clock frequency. The tinestanp
can al so decrease by a multiple of the fixed value for certain
codi ng schenmes. The change in tinestanp val ue, expressed as a
multiple of the picture clock frequency, is in nost cases
within alinted range.

SSRC
This field is part of the definition of a flow and nust thus be

constant for all packets in the flow The field is therefore
cl assified as STATI C DEF.
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Contri buting Sources (CSRC)

The participants in a session, who are identified by the CSRC
fields, are usually expected to be unchanged on a packet-to-packet
basis, but will infrequently change by a few additions and/or
renoval s.

A. 6. ESP Header Fields

S Fomm e e o oo +
| Field | Cass I
S Fomm e e o oo +
| SPI | STATI G- DEF |
| Sequence Number | PATTERN |
S Fomm e e o oo +
SPI

This field is used to identify a distinct flow between two | Psec
peers and it changes rarely; therefore, it is classified as
STATI C- DEF.

ESP Sequence Nunber

The ESP Sequence Number will be increnented by one for each packet
sent.

A.7. |1Pv6 Extension Header Fields

o e e e oo SRS +
| Field | Oass I
o e e e oo SRS +
| Next Header | STATI C- DEF |
| Ext Hdr Len | |
| Rout i ng | STATI C- DEF |
| Hop- by- hop | STATIC |
| Destination | STATIC |
| Options | |
| Rout i ng | STATI C- DEF |
| Hop- by- hop | RACH |
| Destination | RACH |
o e e e oo SRS +
Next Header
This field will have the sanme value in all packets of a flow and

is therefore classified as STATI C DEF.
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Pel

Ext Hdr Len

For the Routing header, it is expected that the length will remain
constant for the duration of the flow, and that a change in the

I ength should be classified as a new fl ow by the ROHC conpressor.
For Hop-by-hop and Destination options headers, the length is
expected to renmain static, but can be updated by an IR packet.

Opti ons
For the Routing header, it is expected that the option content
will remain constant for the duration of the flow, and that a

change in the routing information should be classified as a new
fl ow by the ROHC conpressor. For Hop-by-hop and Destination
options headers, the options are expected to remain static, but
can be updated by an IR packet.

GRE Header Fiel ds
T S +
| Field | Cass |
T S +
| Cflag | STATIC |
| Kflag | STATIC |
| S flag | STATIC |
| R flag | STATI C- KNOWN
| ReservedO, Version | STATI C- KNOAN
| Protocol | STATI C- DEF |
| Checksum | 1 RREGULAR |
| Reserved | STATI C- KNOAN
| Sequence Number | PATTERN |
| Key | STATI C DEF |
T S +
Fl ags

The four flag bits are not expected to change for the duration of
the flow, and the R flag is expected to always be set to zero.

Reser vedO, Version

Both of these fields are expected to be set to zero for the
duration of any flow.

Pr ot ocol

This field will have the sanme value in all packets of a flow and
is therefore classified as STATI C DEF.
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Checksum

When the checksumfield is present, it is expected to behave
unpr edi ct abl y.

Reserved
When present, this field is expected to be set to zero.
Sequence Number

When present, the Sequence Number increases by one for each
packet .

Key

When present, the Key field is used to define the flow and does
not change.

A.9. M NE Header Fields

o e e e e ooo- - T +
| Field | Aass |
o e e e e ooo- - T +
| Protocol | STATI C- DEF |
| Sbit | STATI C DEF |
| Reserved | STATI C- KNOMWN |
| Checksum | | NFERRED |
| Source Address | STATI C- DEF |
| Destination Address | STATI C DEF |
o e e e e ooo- - T +
Pr ot ocol
This field will have the sanme value in all packets of a flow and

is therefore classified as STATI C DEF.
S bit

The S bit is not expected to change during a flow.
Reserved

The reserved field is expected to be set to zero.

Pell etier & Sandl und St andards Track [ Page 119]



RFC 5225 ROHCv2 Profiles April 2008

Checksum

The header checksum protects individual routing hops from
processing a corrupted header. Since all fields of this header
are conpressed away, there is no need to include this checksumin
conmpressed packets and it can be regenerated at the deconpressor
si de.

Source and Destinati on Addresses

These fields can be used to define the flow and are not expected
to change.

A. 10. AH Header Fields

o e e e e ooo- - T +
| Field | Aass |
o e e e e ooo- - T +
| Next Header | STATI C- DEF |
| Payl oad Length | STATIC |
| Reserved | STATI C- KNOWN |
| SPI | STATI C- DEF |
| Sequence Number | PATTERN |
| 1cv | | RREGULAR |
o e e e e ooo- - T +
Next Header
This field will have the same value in all packets of a flow and

is therefore classified as STATI C DEF.
Payl oad Length

It is expected that the Iength of the header is constant for the
duration of the flow

Reserved
The value of this field will be set to zero
SPI
This field is used to identify a specific flow and only changes

when the sequence nunmber waps around, and is therefore classified
as STATI C- DEF.
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Sequence Number

The Sequence Nunmber will be increnented by one for each packet
sent.

| CV

The 1CV is expected to behave unpredictably and is therefore
classified as | RREGULAR

Appendi x B. Conpressor |nplenmentation Guidelines

This section describes some guiding principles for inplenenting a
ROHCv2 conpressor with focus on how to efficiently select appropriate
packet formats. The text in this appendi x shoul d be considered

gui delines; it does not define any normative requirenent on how
ROHCv2 profiles are inpl enmented.

B.1. Reference Managenent

The conpressor usually maintains a sliding window of reference
headers, which contains as nany references as needed for the

optim stic approach. Each reference contains a description of which
changes occurred in the fl ow between two consecutive headers in the
flow, and a new reference is inserted into the wi ndow each tine a
packet is conpressed by this context. A reference nay for exanple be
i npl emrented as a stored copy of the unconpressed header being
represented. Wen the conpressor is confident that a specific
reference is no | onger used by the deconpressor (for exanple by using
the optim stic approach or feedback received), the reference is
renoved fromthe sliding w ndow.

B.2. Wndow based LSB Encodi ng (W LSB)

Section 5.1.1 describes how the optinistic approach inpacts the
packet fornmat selection for the conpressor. Exactly how the
conpressor selects a packet format is up to the inplenmentation to
decide, but the following is an exanple of how this process can be
performed for |sb-encoded fields through the use of W ndow based LSB
encodi ng (WLSB).

Wth WLSB encodi ng, the conpressor uses a nunber of references (a
wi ndow) fromits context. What references to use is determ ned by
its optinistic approach. The conpressor extracts the value of the
field to be WLSB encoded from each reference in the wi ndow, and
finds the maxi mum and nini num val ues. Once it deternines these

val ues, the conpressor uses the assunption that the deconpressor has
a value for this field within the range given by these boundaries
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(inclusively) as its reference. The conpressor can then select a
nunber of LSBs fromthe value to be conpressed, so that the LSBs can
be deconpressed regardl ess of whether the deconpressor uses the

m ni nrum val ue, the nmaxi num val ue or any other value in the range of
possi bl e references.

B.3. WLSB Encodi ng and Ti ner-based Conpression

Section 6.6.9 defines deconpressor behavior for tiner-based RTP

ti mestanp conpression. This section gives guidelines on how the
conpressor should determnine the nunber of LSB bits it should send for
the timestanp field. Wen using timner-based conpression, this nunber
depends on the sumof the jitter before the conpressor and the jitter
bet ween t he conpressor and deconpressor.

The jitter before the conpressor can be estimted using the follow ng
comput ati on:

Max_Jitter BC =
max {|(T_n- Tj) - ((a_n - aj) / time_stride)],
for all headers j in the sliding w ndow}

where (T_n - T_j) is the difference in the tinmestanp between the
currently conpressed header and a reference header and (a_n - a_j) is
the difference in arrival tinme between those sane two headers.

In addition to this, the conpressor needs to estinate an upper bound
for the jitter between the conpressor and deconpressor

(Max_Jitter _CD). This information may for exanple come from | ower

| ayers.

A conpressor inplenentation can deternine whether the difference in
clock resolution between the conpressor and deconpressor induces an
error when performng integer arithnetics; it can then treat this
error as additional jitter

After obtaining estimates for the jitters, the nunber of bits needed
to transmt is obtained using the follow ng cal cul ation

ceiling(log2(2 * (Max_Jditter_BC + Max_Jitter_CD + 2) + 1))

This nunber is then used to select a packet format that contains at
| east this many scaled tinestanp bits.
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Ful I Copyright Statenent
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.
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"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
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WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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