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URI Fragnent ldentifiers for the text/plain Media Type
Status of This Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract

This nenp defines URI fragnent identifiers for text/plain M NME
entities. These fragnment identifiers make it possible to refer to
parts of a text/plain MM entity, either identified by character
position or range, or by line position or range. Fragnent
identifiers may also contain information for integrity checks to make
t hem nore robust.
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1. Introduction

This nenp updates the text/plain nmedia type defined in RFC 2046 [ 3]
by defining URI fragment identifiers for text/plain MM entities.
This nakes it possible to refer to parts of a text/plain MM entity.
Such parts can be identified by either character position or range,
or by line position or range. Integrity checking information can be
added to a fragnent identifier to nake it nore robust, enabling
applications to detect changes of the entity.

This section gives an introduction to the general concepts of text/
plain MME entities and URI fragnment identifiers, and it discusses
the need for fragnent identifiers for text/plain and depl oynent

i ssues. Section 2 discusses the principles and nethods on which this
meno i s based. Section 3 defines the syntax, and Section 4 discusses
processing of text/plain fragnent identifiers. Section 5 shows sone
exanpl es.

1.1. Wat Is text/plain?

Internet Media Types (often referred to as "M Me types"), as defined
in RFC 2045 [2] and RFC 2046 [3], are used to identify different
types and sub-types of media. RFC 2046 [3] and RFC 3676 [6] specify
the text/plain nedia type, which is used for sinple, unformatted
text. Quoting fromRFC 2046 [3]: "Plain text does not provide for or
allow formatti ng commands, font attribute specifications, processing
instructions, interpretation directives, or content markup. Plain
text is seen sinply as a linear sequence of characters, possibly
interrupted by line breaks or page breaks".

The text/plain nedia type does not restrict the character encoding;
any character encoding may be used. In the absence of an explicit
character encoding declaration, US-ASCII [13] is assunmed as the
default character encoding. This variability of the character
encodi ng makes it inpossible to count characters in a text/plain MM
entity without taking the character encoding into account, because
there are many character encodi ngs using nore than one octet per
character.

The bi ggest advantage of text/plain MM entities is their ease of
use and their portability anong different platfornms. As |long as they
use popul ar character encodi ngs (such as US-ASCII or UTF-8 [12]),
they can be displayed and processed on virtually every conputer
system The only remaining interoperability issue is the
representation of line endings, which is discussed in Section 4. 1.
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1.2. Wat Is a URI Fragment Identifier?

URIs are the identification nechanismfor resources on the Wb. The
URI syntax specified in RFC 3986 [7] optionally includes a so-called
"fragnent identifier", separated by a nunmber sign ("# ). The
fragnent identifier consists of additional reference information to
be interpreted by the user agent after the retrieval action has been
successfully conpleted. The semantics of a fragnent identifier are a
property of the data resulting froma retrieval action, regardl ess of
the type of URI used in the reference. Therefore, the format and
interpretation of fragment identifiers is dependent on the nedia type
of the retrieval result.

The nost popul ar fragnment identifier is defined for text/htm
(defined in RFC 2854 [10]) and nakes it possible to refer to a
specific elenent (identified by the value of a 'nane’ or 'id’
attribute) of an HTML docunent. This nmakes it possible to reference
a specific part of a Wb page, rather than a Wb page as a whol e.

1.3. Wy text/plain Fragment ldentifiers?

Referring to specific parts of a resource can be very useful because
it enables users and applications to create nore specific references.
Users can create references to the part they really are interested in
or want to talk about, rather than always pointing to a conplete
resource. Even though it is suggested that fragnent identification
met hods are specified in a nmedia type’s MM registration (see [15]),
many nedi a types do not have fragnent identification nethods
associated with them

Fragnent identifiers are only useful if supported by the client,
because they are only interpreted by the client. Therefore, a new

fragment identification nethod will require sonme tinme to be adopted
by clients, and older clients will not support it. However, because
the URI still works even if the fragment identifier is not supported

(the resource is retrieved, but the fragnent identifier is not
interpreted), rapid adoption is not highly critical to ensure the
success of a new fragnment identification nethod.

Fragment identifiers for text/plain, as defined in this nmeno, nmake it
possible to refer to specific parts of a text/plain MM entity,
usi ng concepts of positions and ranges, which nay be applied to
characters and lines. Thus, text/plain fragnment identifiers enable
users to exchange information nore specifically, thereby reducing the
time and effort that is necessary to nanually search for the rel evant
part of a text/plain MME entity.
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The text/plain format does not support the enbedding of links, so in
nost environnents, text/plain resources can only serve as targets for
i nks, and not as sources. However, when conbining the text/plain
fragment identifiers specified in this nenbo with out-of-Iline Iinking
nmechani sns such as XLink [14], it becones possible to "bind" |ink
resources to text/plain resources and thereby "enbed" links into
text/plain resources. Thus, the text/plain fragnment identifiers
specified in this nenb open a path for text/plain files to becone

bi directionally navigable resources in hypernedia systens such as the
Web.

1.4. Increnmental Depl oynment

As long as text/plain fragnent identifiers are not supported
universally, it is inportant to consider the inplications of

i ncremental deploynment. dients (for exanple, Wb browsers) not
supporting the text/plain fragment identifier described in this nmeno
will work with URI references to text/plain MM entities, but they
will fail to |ocate the sub-resource identified by the fragnment
identifier. This is a reasonable fallback behavior, and in general,
users should take into account the possibility that a program
interpreting a given URl will fail to interpret the fragnment
identifier part. Since fragnent identifier evaluation is local to
the client (and happens after retrieving the MME entity), there is
no reliable way for a server to determ ne whether a requesting client
is using a URI containing a fragnment identifier.

1.5. Notation Used in This Meno

The capitalized key words "MJST", "MJST NOTI*, "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [4].

2. Fragnent ldentification Methods

The identification of fragments of text/plain MM entities can be
based on different foundations. Since it is not possible to insert
explicit, invisible identifiers into a text/plain MME entity (for
exanpl e, as used in HTM. docunents, inplenented through dedi cated
attributes), fragnment identification has to rely on certain inherent
properties of the MM entity. This neno specifies fragnment
identification using four different methods, which are character
positions and ranges, and line positions and ranges, augrmented by an
integrity check nmechani smfor inproving the robustness of fragment
identifiers.
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When interpreting character or |ine nunbers, inplenentations MJST
take the character encoding of the MM entity into account, because
character count and octet count may differ for the character encoding
bei ng used. For exanple, a MM entity using the UTF-16 encodi ng (as
specified in RFC 2781 [11]) uses two octets per character in nost
cases, and sonetimes four octets per character. It can also have a

| eadi ng BOM (Byte-Oder Mark), which does not count as a character
and thus also affects the mapping froma sinple octet count to a
character count.

2.1. Fragnment ldentification Principles

Fragnent identification can be done by comnbining two orthogona
principles, which are positions and ranges, and characters and |i nes.
This section describes the principles thenselves, while Section 2.2
descri bes the conbi nation of the principles.

2.1.1. Positions and Ranges

A position does not identify an actual fragnent of the MM entity,
but a position inside the MM entity, which can be regarded as a
fragnent of length zero. The use case for positions is to provide
pointers for applications that may use themto inpl enent
functionalities such as "insert some text here", which needs a
position rather than a fragnent. Positions are counted from zero;
position zero being before the first character or line of a text/
plain MME entity. Thus, a text/plain MM entity having one
character has two positions, one before the first character (position
zero), and one after the first character (position 1).

Since positions are fragnments of |length zero, applications SHOULD use
ot her met hods than highlighting to indicate positions, the nost

obvi ous way being the positioning of a cursor (if the application
supports the concept of a cursor).

Ranges, on the other hand, identify fragnents of a MM entity that
have a length that may be greater than zero. As a general principle
for ranges, they specify both a | ower and an upper bound. The start
or the end of a range specification may be onmitted, defaulting to the
first or last position of the MME entity, respectively. The end of
a range nust have a value greater than or equal to the start. A
range with identical start and end is legal and identifies a range of
Il ength zero, which is equivalent to a position.

Applications that support a concept such as highlighting SHOULD use

such a concept to indicate fragnents of |engths greater than zero to
t he user.
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For positions and ranges, it is inplicitly assuned that if a nunber
is greater than the actual nunber of elenents in the MM entity,
then it is referring to the last elenment of the MM entity (see
Section 4 for details).

2.1.2. Characters and Lines

The concept of positions and ranges can be applied to characters or
lines. In both cases, positions indicate points between these
entities, while ranges identify zero or nore of these entities by

i ndi cating positions.

Character positions are nunbered starting with zero (ignoring initial
BOM marks or sinilar concepts that are not part of the actual textual
content of a text/plain MM entity), and counting each character
separately, with the exception of line endings, which are always
counted as one character (see Section 4.1 for details).

Li ne positions are nunbered starting with zero (with Iine position
zero always being identical with character position zero);

Section 4.1 describes how line endings are identified. Fragnents
identified by lines include the line endings, so applications
identifying |ine-based fragnents MJST include the line endings in the
fragnent identification they are using (e.g., the highlighted
selection). If a MM entity does not contain any |ine endings, then
it consists of a single (the first) I|ine.

2.2. Conbining the Principles

In the followi ng sections, the principles described in the preceding
section (positions/ranges and characters/lines) are conbined,
resulting in four use cases. The schenes nentioned below refer to
the fragnment identifier syntax, described in detail in Section 3.

2.2.1. Character Position

To identify a character position (i.e., a fragnment of length zero
between two characters), the 'char’ schene followed by a single
nunber is used. This nethod identifies a position between two
characters (or before the first or after the | ast character), rather
than identifying a fragnment consisting of a nunber of characters.
Character position counting starts with zero, so the character
position before the first character of a text/plain MM entity has
the character position zero, and a M ME entity containing n distinct
characters has n+l1l distinct character positions, the |ast one having
the character position n.
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2.2.2. Character Range

To identify a fragnent of one or nore characters (a character range),
the "char’ schene followed by a range specification is used. A
character range is a consecutive region of the MM entity that
extends fromthe starting character position of the range to the
endi ng character position of the range.

2.2.3. Line Position

To identify a line position (i.e., a fragnent of length zero between
two lines), the '"line schenme foll owed by a single nunber is used.
This nethod identifies a position between two lines (or before the
first or after the last line), rather than identifying a fragnment
consisting of a nunber of lines. Line position counting starts with
zero, so the line position before the first line of a text/plain MM
entity has the line position zero, and a M ME entity containing n
distinct lines has n+l distinct line positions, the |ast one having
the line position n.

2.2.4. Line Range

To identify a fragnent of one or nore lines (a line range), the
"line’ schenme foll owed by a range specification is used. A line
range is a consecutive region of the MM entity that extends from
the starting line position of the range to the ending |ine position
of the range.

2.3. Fragnment ldentifier Robustness

It is easily possible that a nodification of the referenced resource
will break a fragnent identifier. |f applications want to create
nmore robust fragnment identifiers, they may do so by adding integrity-
check information to fragnent identifiers. Such information is used
to detect changes in the resource. Applications can then warn users
about the possibility that a fragnent identifier might have been
broken by a nodification of the resource.

Fragnent identifiers are interpreted by clients, and therefore
integrity-check information is defined on MME entities rather than
on the resource itself. This nmeans that the integrity-check
information is specific to a certain entity. Specifically, content
encodi ngs and/or content transfer encodi ngs nust be renoved before
using integrity-check information

Integrity-check information nay specify the character encodi ng that

has been used when creating the information, and if such a
specification is present, clients MJST check whet her the character
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encodi ng specified and the character encoding of the retrieved M ME
entity are equal, and clients MJST NOT use the integrity check
information if these values differ. However, clients MAY choose to
transcode the retrieved MME entity in the case of differing
character encodings, and after doing so, apply integrity checks.

Pl ease note that this method is inherently unreliable because certain
characters or character sequences may have been | ost or normalized
due to restrictions in one of the character encodi ngs used.

3. Fragnent ldentification Syntax

The syntax for the text/plain fragnment identifiers is

straightforward. The syntax defines four schemes, 'char’, ’'line’
and integrity check (which can either be 'length’ or "nd5 ). The
"char’ and 'line’ schemes can be used in two different variants,

either the position variant (with a single nunber), or the range
variant (with two conma-separated nunmbers). An integrity check can
either use the "length’ or the 'nmd5 schene to specify a val ue.
"length’ in this case serves as a very weak but easy to calculate
integrity check.

The followi ng syntax definition uses ABNF as defined in RFC 5234 [9],
including the rules DDA T and HEXDIG  The m ne-charset rule is
defined in RFC 2978 [5].

NOTE: In the descriptions that follow, specified text values MJST be
used exactly as given, using exactly the indicated | ower-case
letters. In this respect, the ABNF usage differs from[9].

text-schene O0*( ";" integrity-check )
( char-schene / line-schene )

"char=" ( position / range )

"line=" ( position / range )

( length-scheme / md5-schene )

t ext - f ragnent

t ext - scheme
char - schene

| i ne-schene

i ntegrity-check

[ "," mnme-charset ]
position = nunber
range = ( position "," [ position] ) / ( "," position)
nunber = 1*( DAT)
| engt h-schene = "l ength=" nunber
nd5- schene = "md5=" nd5-val ue
md5- val ue = 32HEXDI G

3.1. Integrity Checks
An integrity check can either specify a MME entity’s length, or its

MD5 fingerprint. |In both cases, it can optionally specify the
character encodi ng that has been used when calculating the integrity
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check, so that clients interpreting the fragment identifier may check
whet her they are using the sanme character encoding for their

cal culations. For lengths, the character encodi ng can be necessary
because it can influence the character count. As an exanple, Unicode
i ncl udes preconposed characters for witing Vietnanmese, but in the

wi ndows- 1258 encodi ng, also used for witing Vietnanese, sone
characters have to be encoded with separate diacritics, which nmeans

that two characters will be counted. Applying Unicode term nol ogy,
this neans that the length of a text/plain MM entity is conputed
based on its "code points". For MD5 fingerprints, the character

encodi ng i s necessary because the MD5 al gorithm works on the binary
representation of the text/plain resource.

To allow future changes to this specification to address devel opnents
i n cryptography, inplenmentations MJIST ignore new types of integrity
checks, with nanmes other than "length’ and 'nmd5’ . |If severa
integrity checks are present, an application can use whatever
integrity checks it understands, and anong these, those integrity
checks that provide an appropriate trade-off between performance and
the need for integrity checking. Please see Section 4.3 for further
detail s.

The length of a text/plain MM entity is cal cul ated by using the
principles defined in Section 2.1.2. The MD5 fingerprint of a text/
plain MME entity is calculated by using the algorithmpresented in
[1], encoding the result in 32 hexadecimal digits (using uppercase or
| owercase letters) as a representation of the 128 bits that are the
result of the MD5 algorithm Calculation of integrity checks is done
after stripping any potential content-encodings or content-transfer-
encodi ngs of the transport nechani sm

4. Fragment ldentifier Processing

Applications inplenenting support for the mechani smdescribed in this
meno MUST behave as described in the foll ow ng sections.

4.1. Handling of Line Endings in text/plain MM Entities

In Internet nmessages, line endings in text/plain MME entities are
represented by CR+LF character sequences (see RFC 2046 [3] and RFC
3676 [6]). However, some protocols (such as HTTP) additionally allow
ot her conventions for line endings. Al so, some operating systens
store text/plain entities locally with different |line endings (in
nmost cases, Unix uses LF, MacOS traditionally uses CR, and W ndows
uses CR+LF).

| ndependent of the nunber of bytes or characters used to represent a
Iine ending, each line ending MJST be counted as one single
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character. |Inplementations interpreting text/plain fragnment
identifiers MUST take into account the line ending conventions of the
protocols and other contexts that they work in.

As an exanple, an inplenmentation working in the context of a Wb
browser supporting http: URIs has to support the various |ine ending
conventions permtted by HITP. As another exanple, an inplenentation
used on local files (e.g., with the file: URl schene) has to support
t he conventions used for |ocal storage. Al inplenentations SHOULD
support the Internet-wi de CR+tLF |ine ending convention, and NAY
support additional conventions not related to the protocols or
systens they work with.

| npl ementers should be aware of the fact that line endings in plain
text entities can be represented by other characters or character
sequences than CR+LF. Besides the abovenenti oned CR and LF, there
are also NEL and CR+NEL. In general, the encoding of |ine endings
can al so depend on the character encoding of the MM entity, and

i npl enentati ons have to take this into account where necessary.

4.2. Handling of Position Val ues

If any position value (as a position or as part of a range) is
greater than the length of the actual MM entity, then it identifies
the last character position or line position of the MM entity. |If
the first position value in a range is not present, then the range
extends fromthe start of the MM entity. |If the second position
value in a range is not present, then the range extends to the end of
the MME entity. |If a range scheme’s positions are not properly
ordered (i.e., the first nunber is less than the second), then the
fragnent identifier MJST be ignored.

4.3. Handling of Integrity Checks

Clients are not required to inplenent the handling of integrity
checks, so they MAY choose to ignore integrity check information
al together. However, if they do inplenment integrity checking, the
follow ng applies:

If a fragnent identifier contains one or nore integrity checks, and a
client retrieves a MME entity and, using sone integrity check(s),
detects that the entity has changed (observing the character encoding
specification as described in Section 3.1, if present), then the
client SHOULD NOT interpret the text/plain fragment identifier. A
client MAY signal this situation to the user
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4.4, Syntax Errors in Fragnent ldentifiers

If a fragnent identifier contains a syntax error (i.e., does not
conformto the syntax specified in Section 3), then it MJST be
ignored by clients. Cients MUST NOT nake any attenpt to correct or
guess fragnment identifiers. Syntax errors MAY be reported by
clients.

5. Exanpl es

The foll owi ng exanpl es show sone usages for the fragnment identifiers
defined in this neno.

http://exanpl e. conlt ext.txt#char=100

This URI identifies the position after the 100th character of the
text.txt MME entity. It should be noted that it is not clear which
octet(s) of the MME entity this will be without retrieving the MM
entity and thus knowi ng which character encoding it is using (in case
of HTTP, this information will be given in the Content-Type header of
the response). If the MM entity has fewer than 100 characters, the
URI identifies the position after the MME entity’s |ast character

http://exanpl e. con t ext.txt#line=10, 20

This URI identifies lines 11 to 20 of the text.txt MM entity. |If
the MME entity has fewer than 11 lines, it identifies the position
after the last line. If the MME entity has |less than 20 but at

least 11 lines, it identifies the range fromline 11 to the last l|ine
of the MME entity.

https://exanple.comtext.txt#line=1

This URl identifies the first line. Please note that the UR schene
has been changed to https.

ftp://exanple.conftext.txt#line=10, 20; | engt h=9876, UTF- 8

As in the second exanple, this URl identifies lines 11 to 20 of the
text.txt MM entity. The additional length integrity check
specifies that the MM entity has a | ength of 9876 characters when
encoded in UTF-8. If the client supports the |length scheme, it may
test the retrieved MM entity for its length, but only if the
retrieved MME entity uses the UTF-8 encoding or has been locally
transcoded into this encodi ng.
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Pl ease note that the FTP protocol, as well as some other protocols
underlying sonme other URI schenes, do not provide explicit

i nformati on about the nmedia type of the resource being retrieved.
Using fragnment identifiers with such URI schenes is therefore
inherently unreliable. Current user agents use various heuristics to
infer sone nmedia type for further processing. Processing of the
fragment identifier according to this meno is only appropriate if the
inferred nmedia type is text/plain.

6. | ANA Consi derati ons

| ANA has added a reference to this specification in the text/plain
Medi a Type registration.

7. Security Considerations

The fact that software inplementing fragnment identifiers for plain
text and software not inplenmenting themdiffers in behavior, and the
fact that different software may show docunments or fragments to users
in different ways, can |ead to m sunderstandi ngs on the part of

users. Such mi sunderstandi ngs m ght be exploited in a way simlar to
spoofing or phishing.

In particular, care has to be taken if fragnent identifiers are used
together with a nmechanismthat allows showi ng only the part of a
docunent identified by a fragnent. One scenario may be the use of a
fragment identifier to hide small-print legal text. Another scenario
may be the inclusion of site-key-like material, which may give the
user the inpression of using the real site rather than a fake site;

ot her scenarios nay al so be possible. Possible countermeasures my
include but are not limted to displaying the included content wthin
clearly visible boundaries and Iimting inclusion to material from
the sanme security realmor fromrealns that give explicit permssion
to be included in another realm

Pl ease note that the above issues all apply to the client side;
fragnent identifiers are not used when resolving a URI to retrieve
the representation of a resource, but are only applied on the client
si de.

| npl ementers and users of fragnent identifiers for plain text should

al so be aware of the security considerations in RFC 3986 [7] and RFC
3987 [8].
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this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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