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Status of This Menop

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.

Abstract
Thi s docunent descri bes common i ssues seen in Renpte Authentication
Dial In User Service (RADIUS) inplenmentations and suggests sone

fixes. Wuere applicable, anbiguities and errors in previous RAD US
specifications are clarified.
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| nt roducti on

The last few years have seen an increase in the deploynent of RAD US
clients and servers. This docunent describes conmpn issues seen in
RADI US i npl enent ati ons and suggests sone fixes. Were applicable,
anbiguities and errors in previous RADI US specifications are
clarified.
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1. Term nol ogy
Thi s docunent uses the follow ng ternmns:

Net wor k Access Server (NAS)
The devi ce providing access to the network. Al so known as the
Aut henticator in | EEE 802. 1X or Extensible Authentication Protocol
(EAP) termnol ogy, or RADIUS client.

service
The NAS provides a service to the user, such as network access via
802.11 or Point to Point Protocol (PPP).

sessi on
Each service provided by the NAS to a peer constitutes a session
wi th the beginning of the session defined as the point where
service is first provided, and the end of the session is defined
as the point where service is ended. A peer may have nultiple
sessions in parallel or series if the NAS supports that, with each
session generating a separate start and stop accounting record.

silently discard

This neans the inplenentation discards the packet without further
processing. The inplenmentati on SHOULD provide the capability of
| ogging the error, including the contents of the silently

di scarded packet, and SHOULD record the event in a statistics

counter.

2. Requirenents Language

In this docunment, several words are used to signhify the requirenents
of the specification. The key words "MJST", "MJST NOT", "REQUI RED'
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', " MNAY",
and "OPTIONAL" in this docunent are to be interpreted as described in
[ RFC2119] .

| ssues

1. Session Definition

1.1. State Attribute

Regarding the State attribute, [RFC2865] Section 5.24 states:

This Attribute is available to be sent by the server to the client
in an Access-Chal | enge and MJUST be sent unnodified fromthe client
to the server in the new Access-Request reply to that chall enge,
if any.

Nel son & DeKok St andar ds Track [ Page 3]



RFC 5080 RADI US | ssues & Fi xes Decenber 2007

This Attribute is available to be sent by the server to the client
in an Access-Accept that also includes a Term nati on-Action
Attribute with the value of RAD US-Request. |If the NAS perforns
the Ternination-Action by sending a new Access- Request upon
termination of the current session, it MJST include the State
attribute unchanged in that Access-Request.

Sonme RADI US client inplenmentations do not properly use the State
attribute in order to distinguish a restarted EAP aut henti cation
process fromthe continuation of an ongoi ng process (by the same user
on the same NAS and port). \Where an EAP-Message attribute is

i ncluded in an Access-Chal l enge or Access-Accept attribute, RADIUS
servers SHOULD al so include a State attribute. See Section 2.1.2 on
Request | D supplenentation for additional benefits to using the State
attribute in this fashion

As defined in [ RFC2865] Tabl e 5.44, Access-Request packets may
contain a State attribute. The table does not qualify this
statenent, while the text in Section 5.24 (quoted above) adds ot her
requi rements not specified in that table.

We extend the requirenments of [ RFC2865] to say that Access-Requests
that are part of an ongoi ng Access- Request / Access- Chall enge

aut hentication process SHOULD contain a State attribute. It is the
responsibility of the server, to send a State attribute in an
Access- Chal | enge packet, if that server needs a State attribute in a
subsequent Access-Request to tie nultiple Access-Requests together
into one authentication session. As defined in [ RFC2865] Secti on
5.24, the State MJST be sent unnodified fromthe client to the server
in the new Access-Request reply to that challenge, if any.

Whil e nost server inplenmentations require the presence of a State
attribute in an Access-Chal |l enge packet, some chal |l enge-response
systens can distinguish the initial request fromthe response to the
chall enge without using a State attribute to track an authentication
session. The Access-Chall enge and subsequent Access- Request packets
for those systens do not need to contain a State attribute.

O her authentication mechanisns need to tie a sequence of Access-
Request / Access-Chal |l enge packets together into one ongoi ng

aut henti cation session. Servers inplenmenting those authentication
mechani sns SHOULD include a State attribute in Access-Chall enge
packet s.

In general, if the authentication process involves one or nore
Access- Request / Access-Chal |l enge sequences, the State attribute
SHOULD be sent by the server in the Access-Chall enge packets. Using
the State attribute to create a nmulti-packet session is the sinplest
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nmet hod avail able in RAD US today. Wile other nethods of creating
mul ti - packet sessions are possible (e.g., [RFC3579] Section 2.6.1),
t hose nmethods are NOT RECOMVENDED

The only permi ssible values for a State attri bute are val ues provided
in an Access-Accept, Access-Chall enge, CoA-Request or Di sconnect -
Request packet. A RADIUS client MJST use only those values for the
State attribute that it has previously received froma server. An
Access- Request sent as a result of a new or restarted authentication
run MJST NOT include the State attribute, even if a State attribute
has previously been received in an Access-Chall enge for the same user
and port.

Access- Request packets that contain a Service-Type attribute with the
val ue Authorize Only (17) MJST contain a State attribute. Access-
Request packets that contain a Service-Type attribute with value Cal
Check (10) SHOULD NOT contain a State attribute. Any other Access-
Request packet that performnms authorization checks MJST contain a
State attribute. This last requirenent often neans that an Access-
Accept needs to contain a State attribute, which can then be used in
a later Access-Request that perfornms authorization checks.

The standard use case for Call Check is pre-screening authentication
based solely on the end-point identifier information, such as phone
nunber or Media Access Control (MAC) address in Calling-Station-1D
and optionally Called-Station-ID. In this use case, the NAS has no
way to obtain a State attribute suitable for inclusion in an Access-
Request. O her, non-standard, uses of Call Check may require or
permit the use of a State attribute, but are beyond the scope of this
docunent .

In an Access-Request with a Service-Type Attribute with val ue Cal
Check, it is NOT RECOMVENDED for the User-Name and User-Password
attributes to contain the sanme values (e.g., a MAC address).

| mpl enenti ng MAC addr ess checki ng wi thout using a Service-Type of
Call Check is NOT RECOWENDED. This practice gives an attacker both
the clear-text and ci pher-text of the User-Password field, which
permits nany attacks on the security of the RADI US protocol. For
exanple, if the Request Authenticator does not satisfy the [ RFC2865]
requi rements on gl obal and tenporal uniqueness, the practice

descri bed above nay |lead to the conproni se of the User-Password
attribute in other Access-Requests for unrelated users. Access to
the ci pher-text enables offline dictionary attacks, potentially
exposi ng the shared secret and conprom sing the entire RAD US

pr ot ocol .
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Any Access- Request packet that perforns authorization checks,

i ncluding Call Check, SHOULD contain a Message-Aut henti cator
attribute. Any response to an Access- Request perform ng an

aut hori zati on check MUST NOT contain confidential information about
any user (such as Tunnel - Password), unless that Access-Request
contains a State attribute. The use of State here pernits the

aut hori zation check to be tied to an earlier user authentication. In
that case, the server MAY respond to the NAS with confidential

i nformati on about that user. The server MJST NOT respond to that
aut hori zation check with confidential information about any other
user.

For an Access- Request packet perform ng an authorization check that
does not contain a State attribute, the server MIST respond with an
Access- Rej ect .

2.1.2. Request-ID Suppl enentation
[ RFC3579] Section 2.6.1 states:

In EAP, each session has its own unique Identifier space. RAD US
server inmplenmentati ons MJST be able to distinguish between EAP
packets with the sanme ldentifier existing within distinct

sessions, originating on the same NAS. For this purpose, sessions
can be distingui shed based on NAS and session identification
attributes. NAS identification attributes include NAS-lIdentifier,
NAS- | Pv6- Addr ess and NAS-| Pv4- Address. Session identification
attributes include User-Name, NAS-Port, NAS-Port-Type, NAS-Port-
Id, Called-Station-1d, Calling-Station-1d and Originating-Line-

I nf o.

There are issues with the suggested algorithm Since proxies nay
nodi fy Access-Request attributes such as NAS-1P- Address, dependi ng on
any attribute under control of the NAS to distinguish request
identifiers can result in deploynent problens.

The FreeRADI US i npl enmentati on does not track EAP identifiers by NAS-
| P- Address or other non-EAP attributes sent by the NAS. Instead, it
uses the EAP identifier, source Internet Protocol (IP) address, and
the State attribute as a "key" to uniquely identify each EAP session
Since the State attribute is under the control of the RADIUS server,
t he uni queness of each session is controlled by the server, not the
NAS. The algorithmused in FreeRADIUS is as foll ows:
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if (EAP start, or EAP identity) {
all ocate unique State Attribute
insert session into "active session" table with
key=(EAP identifier, State, source |P)
} else {
| ook up active session in table, with above key
}

This algorithm appears to work well in a variety of situations,
i ncluding situations where hone servers receive nessages via
i nt er medi at e RADI US pr oxi es.

| npl erentations that do not use this algorithmare often restricted
to having an EAP Identifier space per NAS, or perhaps one that is
global to the inplenentation. These restrictions are unnecessary
when the above algorithmis used, which gives each session a unique
EAP ldentifier space. The above al gorithm SHOULD be used to track
EAP sessions in preference to any other nethod.

2.2. Overload Conditions
2.2.1. Retransni ssi on Behavi or

[ RFC2865] Section 2.4 describes the retransm ssion requirenents for
RADI US clients:

At one extreme, RADIUS does not require a "responsive" detection
of lost data. The user is willing to wait several seconds for the
authentication to conplete. The generally aggressive Transm ssion
Control Protocol (TCP) retransm ssion (based on average round trip
time) is not required, nor is the acknow edgnent overhead of TCP.

At the other extrene, the user is not willing to wait severa
m nutes for authentication. Therefore the reliable delivery of
TCP data two minutes later is not useful. The faster use of an

alternate server allows the user to gain access before giving up

Sone existing RADIUS clients inplenent excessively aggressive
retransm ssion behavior, utilizing default retransm ssion tinmeouts of
one second or |ess w thout support for congestive backoff. When

depl oyed at a large scale, these inplenentations are susceptible to
congestive collapse. For exanple, as the result of a power failure,
a network with 3,000 NAS devices with a fixed retransmi ssion tiner of
one second will continuously generate 3,000 RADI US Access- Requests
per second. This is sufficient to overwhel mnost RADI US servers.
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Suggest ed sol utions include:

[ a] Jitter. To avoid synchronization, a RAD US client SHOULD
i ncorporate induced jitter within its retransni ssion
al gorithm as specified bel ow.

[ b] Congestive backoff. Wile it is not necessary for RADIUS
client inplenentations to inplenent conplex retransm ssion
al gorithns, inplenmentati ons SHOULD support congestive
backof f .

RADI US retransmi ssion tinmers are based on the nodel used in Dynanic
Host Configuration Protocol for |IPv6 (DHCPv6) [ RFC3315]. \Vari ables
used here are also borrowed fromthis specification. RADIUS is a
request/response- based protocol. The nessage exchange termi nates
when the requester successfully receives the answer, or the nessage
exchange is considered to have failed according to the RECOMVENDED
retransm ssi on nmechani sm descri bed below. Qher retransm ssion
nmechani sns are possible, as long as they satisfy the requirenments on
jitter and congestive backoff.

The following algorithms apply to any client that originates RAD US
packets, including but not limted to Access-Request, Accounti ng-
Request, Disconnect-Request, and CoA- Request [RFC3576].

The retransm ssion behavior is controlled and described by the
foll ow ng vari abl es:

RT Ret ransni ssi on ti neout

| RT Initial retransnission time (default 2 seconds)
MRC Maxi mum retransni ssion count (default 5 attenpts)
VRT Maxi mum retransni ssion time (default 16 seconds)
MRD Maxi mum retransni ssion duration (default 30 seconds)

RAND Random zati on factor

Wth each nmessage transm ssion or retransni ssion, the sender sets RT

according to the rules given below. If RT expires before the nessage
exchange term nates, the sender re-conputes RT and retransmts the
nessage.
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Each of the conputations of a new RT include a random zation factor
(RAND), which is a random nunber chosen with a uniformdistribution
between -0.1 and +0.1. The randomi zation factor is included to

m ni m ze the synchroni zati on of nessages.

The al gorithmfor choosing a random nunber does not need to be
cryptographically sound. The al gorithm SHOULD produce a different
sequence of random nunbers from each invocation

RT for the first nessage transmnission is based on |RT:
RT = IRT + RAND*I RT

RT for each subsequent nessage retransm ssion is based on the
previ ous val ue of RT:

RT = 2*RTprev + RAND*RTprev

MRT specifies an upper bound on the value of RT (disregarding the
random zati on added by the use of RAND). |If MRT has a value of O,
there is no upper limt on the value of RT. Qherw se:

if (RT > MRT)
RT = MRT + RAND*MRT

MRD speci fies an upper bound on the length of time a sender may
retransmit a nmessage. The nessage exchange fails once MRD seconds
have el apsed since the client first transmtted the nessage. MRD
MJUST be set, and SHOULD have a val ue between 5 and 30 seconds. These
values nmirror the values for a server’'s duplicate detection cache, as
described in the next section.

MRC speci fies an upper bound on the nunber of times a sender nmay

retransnmit a nmessage. If MRCis zero, the nessage exchange fails
once MRD seconds have el apsed since the client first transmtted the
message. |If MRC is non-zero, the nessage exchange fails when either

the sender has transnitted the nessage MRC tines, or when MRD seconds
have el apsed since the client first transmtted the nmessage.

For Accounti ng- Request packets, the default values for MRC, MRD, and
MRT SHOULD be zero. These settings will enable a RADIUS client to
conti nue sendi ng accounting requests to a RADIUS server until the
request is acknow edged. If any of MRC, MRD, or MRT are non-zero,
then the accounting information could potentially be discarded

wi t hout being recorded.
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2.2.2. Duplicate Detection and Orderly Delivery

When packets are retransnitted by a client, the server may receive
duplicate requests. The limtations of the transport protocol used
by RADI US, the User Datagram Protocol (UDP), means that the Access-
Request packets may be received, and potentially processed, in an
order different fromthe order in which the packets were sent.
However, the discussion of the Identifier field in Section 3 of

[ RFC2865] says:

The RADI US server can detect a duplicate request if it has the
sanme client source | P address and source UDP port and ldentifier
within a short span of tine.

Al so, Section 7 of [RFC4669] defines a
r adi usAut hSer vDupAccessRequest s obj ect as:

The nunber of duplicate Access- Request packets received.

This text has a nunber of inplications. First, wthout duplicate
detection, a RADI US server may process an authentication request
twice, leading to an erroneous conclusion that a user has |logged in
twice. That behavior is undesirable, so duplicate detection is
desirable. Second, the server may track not only the duplicate
request, but also the replies to those requests. This behavior
permits the server to send duplicate replies in response to duplicate
requests, increasing network stability.

Si nce Access- Request packets nay al so be sent by the client in
response to an Access-Challenge fromthe server, those packets forma
logically ordered stream and, therefore have additional ordering
requi rements over Access-Request packets for different sessions.

| mpl enenting duplicate detection results in new packets being
processed only once, ensuring order.

RADI US servers MJST therefore inplenment duplicate detection for
Access- Request packets, as described in Section 3 of [RFC2865].

| mpl enent ati ons MJST al so cache the Responses (Access-Accept,
Access- Chal | enge, or Access-Reject) that they send in response to
Access- Request packets. |If a server receives a valid duplicate
Access- Request for which it has already sent a Response, it MJST
resend its original Response w thout reprocessing the request. The
server MUST silently discard any duplicate Access-Requests for which
a Response has not yet been sent.
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Each cache entry SHOULD be purged after a period of time. This tine
SHOULD be no | ess than 5 seconds, and no nore than 30 seconds. After
about 30 seconds, nost RADIUS clients and end users will have given
up on the authentication request. Therefore, there is little value
in having a | arger cache tineout.

Cache entries MJST al so be purged if the server receives a valid
Access- Request packet that matches a cached Access- Request packet in
source address, source port, RADIUS Identifier, and receiving socket,
but where the Request Authenticator field is different fromthe one
in the cached packet. |If the request contains a Message-

Aut henticator attribute, the request MJST be processed as descri bed
in [RFC3580] Section 3.2. Packets with invalid Message-

Aut henticators MJST NOT affect the cache in any way.

However, Access-Request packets not contai ning a Message-

Aut henticator attribute always affect the cache, even though they may
be trivially forged. To avoid this issue, server inplenentations may
be configured to require the presence of a Message- Aut henti cat or
attribute in Access-Request packets. Requests not containing a
Message- Aut henticator attri bute MAY then be silently discarded.

Client inplenmentati ons SHOULD i ncl ude a Message- Aut henti cat or
attribute in every Access-Request to further help mitigate this
i ssue.

When sendi ng requests, RADIUS clients MJST NOT reuse ldentifiers for
a source | P address and source UDP port until either a valid response
has been received, or the request has tined out. dients SHOULD
allocate ldentifiers via a |least-recently-used (LRU) nethod for a
particul ar source | P address and source UDP port.

RADI US clients do not have to performduplicate detection. Wen a
client sends a request, it processes the first response that has a
val id Response Authenticator as defined in [RFC2865] Section 3. Any
| ater responses MJUST be silently discarded, as they do not nmatch a
pendi ng request. That is, later responses are treated exactly the
sane as unsolicited responses, and are silently discarded.

2.2.3. Server Response to Overl oad

Sonme RADI US server inplenmentations are not robust in response to
overl oad, dropping packets with even probability across nultiple

sessions. In an overload situation, this results in a high failure
rate for multi-round authentication protocols such as EAP [ RFC3579].
Typically, users will continually retry in an attenpt to gain access,

i ncreasing the | oad even further.
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A nore sensible approach is for a RADIUS server to preferentially
accept RADI US Access- Request packets containing a valid State
attribute, so that nulti-round authentication conversations, once
begun, will be nmore likely to succeed. Sinilarly, a server that is
proxyi ng requests should preferentially process Access-Accept,
Access- Chal | enge, or Access-Reject packets from hone servers before
processi ng new requests froma NAS

These nmethods will allow some users to gain access to the network,
reduci ng the | oad created by ongoi ng access attenpts.

2.3. Accounting |ssues
2.3.1. Attributes Allowed in an Interim Update

[ RFC2866] indicates that Acct-Input-CQctets, Acct-CQutput-Cctets,

Acct - Sessi on-Ti ne, Acct- I nput-Packets, Acct-Qutput-Packets and Acct-
Terni nat e- Cause attributes "can only be present in Accounting- Request
records where the Acct-Status-Type is set to Stop".

However [RFC2869] Section 2.1 states:

It is envisioned that an Interim Accounting record (with Acct-
Status-Type = Interi mUpdate (3)) would contain all of the
attributes normally found in an Accounting Stop nessage with the
exception of the Acct-Term Cause attribute.

Al t hough [ RFC2869] does not indicate that it updates [ RFC2866], this
is an oversight, and the above attributes are allowable in an Interim
Accounting record.

2.3.2. Acct-Session-ld and Acct-Milti-Session-Id

[ RFC2866] Section 5.5 describes Acct-Session-l1d as Text within the
figure summarizing the attribute format, but then goes on to state
that "The String field SHOULD be a string of UTF-8 encoded 10646
characters”.

[ RFC2865] defines the Text type as "containing UTF-8 encoded 10646
characters", which is conpatible with the description of Acct-
Session-1d. Since other attributes are consistently described as
"Text" within both the figure sumarizing the attribute format, and
the following attribute definition, it appears that this is a

t ypogr aphi cal error, and that Acct-Session-l1d is of type Text, and
not of type String.

Nel son & DeKok St andards Track [ Page 12]



RFC 5080 RADI US | ssues & Fi xes Decenber 2007

2.

2.

The definition of the Acct-Milti-Session-Id attribute al so has
typographical errors. It says:

A sunmary of the Acct-Session-Id attribute format
This text should read:
A sunmary of the Acct-Milti-Session-Id attribute format

The Acct-Milti-Session-Id attribute is also defined as being of type
String. However, the |anguage in the text strongly recomends that

i npl emrentors consider the attribute as being of type Text. It is
uncl ear why the type String was chosen for this attribute when the
type Text would be sufficient. This attribute SHOULD be treated as
Text.

. 3.  Request Authenticator
[ RFC2866] Section 4.1 states:

The Request Authenticator of an Accounting-Request contains a 16-
octet MD5 hash val ue cal cul ated according to the nmethod descri bed
in "Request Authenticator" above.

However, the text does not indicate any action to take when an
Accounti ng- Request packet contains an invalid Request Authenticator.
The followi ng text should be considered to be part of the above
descri ption:

The Request Authenticator field MJST contain the correct data, as
given by the above calculation. Invalid packets are silently

di scarded. Note that sonme early inplenmentations always set the
Request Authenticator to all zeros. New inplenmentations of RADI US
clients MIUST use the above algorithmto cal cul ate the Request

Aut henticator field. New RADI US server inplenentations MJST
silently discard invalid packets.

3.4. InterimAccounting-Interval

[ RFC2869] Section 2.1 states:

It is also possible to statically configure an interimvalue on
the NAS itself. Note that a locally configured value on the NAS
MJUST override the value found in an Access- Accept.

This requirenment may be phrased too strongly. It is conceivable that
a NAS inplenentation has a setting for a "mininuni value of Interim
Accounting-Interval, based on resource constraints in the NAS, and
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network | oading in the [ocal environment of the NAS. In such cases,
the value adnministratively provisioned in the NAS should not be
over-ridden by a snaller value froman Access-Accept nessage. The
NAS s val ue could be over-ridden by a | arger one, however. The
intent is that the NAS sends accounting information at fixed
intervals that are short enough so that the potential |oss of
billable revenue is limted, but also that the accounting updates are
i nfrequent enough so that the NAS, network, and RADIUS server are not
over| oaded.

2.3.5. Counter Values in the RADIUS Managenent Information Base (M B)

The RADI US Aut henti cation and Authorization Cient MB nodul e

([ RFC2618] [ RFC4668]) includes counters of packet statistics. 1In the
descriptive text of the MB nodule, fornulas are provided for certain
counter objects. Inplenmentors have noted apparent inconsistencies in
the fornulas that could result in negative val ues.

Since the original MB nodul e specified in [ RFC2618] had been widely
i npl emrent ed, the RADEXT WG chose not to change the object definitions
or to create new ones within the revised M B nodul e [ RFC4668] .
However, this section explains the issues and provi des gui dance for

i npl ementors regarding the interpretation of the textual description
and comments for certain M B objects.

The i ssues rai sed can be summari zed as fol | ows:
| ssue (1):

-- Total I nconi ngPackets = Accepts + Rejects + Challenges +
UnknownTypes

-- Total I nconm ngPackets - Ml f or medResponses - BadAut henticators -
-- UnknownTypes - Packet sDropped = Successfully received

-- AccessRequests + Pendi ngRequests + CientTi neouts =
-- Successfully Received

It appears that the value of "Successfully Received" could be
negati ve, since various counters are subtracted from

Tot al | ncom ngPackets that are not included in the cal cul ation of
Tot al | nconi ngPacket s.

It al so appears that "AccessRequests + Pendi ngRequests +

ClientTineouts = Successfully Received" should read "AccessRequests +
Pendi ngRequests + CientTinmeouts = Successfully Transnitted".
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"Tot al | ncom ngPackets" and "Successfully Received" are tenporary
variables, i.e., not objects within the MB nodule. The conment text
in the MB nodules is intended, therefore, to aid in understanding.
What ' s of consequence is the consistency of values of the objects in
the M B nodul e, and that does not appear to be inpacted by the

i nconsi stenci es noted above. |t does appear, however, that the
"Successfully Received" variable should be | abel ed "Successfully
Transm tted"

In addition, the definition of Accept, Reject or Challenge counters
i ndi cates that they MJST be increnented before the nmessage is
validated. |If the message is invalid, one of MlfornmedResponses,
BadAut henti cators, or PacketsDropped counters will be additionally
incremented. In that case, the first two equations are consistent,
i.e., "Successfully Received" could not be negative.

| ssue (2):

It appears that the radi usAut hd i ent Pendi ngRequests counter is
decrenent ed upon retransm ssion. That would nmean a retransnitted
packet is not considered as bei ng pending, although such

retransm ssions can still be considered as bei ng pendi ng requests.

The definition of this MB object in [RFC2618] is as foll ows:

The nunber of RADI US Access- Request packets destined for this
server that have not yet tinmed out or received a response. This
vari able is increnented when an Access- Request is sent and
decrenented due to receipt of an Access- Accept, Access-Reject or
Access- Chal | enge, a tineout or retransm ssion

Thi s object purports to count the nunber of pending request packets.
It is open to interpretati on whether or not retransm ssions of a
request are to be counted as additional pending packets. In either
event, it seens appropriate to treat retransmni ssions consistently
wWith respect to increnenting and decrenenting this counter.

2.4. Miltiple Filter-ID Attributes
[ RFC2865] Section 5.11 states:

Zero or nore Filter-1d attributes MAY be sent in an Access-Accept
packet .
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In practice, the behavior of a RADIUS client receiving multiple
Filter-1D attributes is inplenentation dependent. For exanple, sone
i npl ementations treat nmultiple instances of the Filter-1D attribute
as alternative filters; the first Filter-1D attribute having a nane
mat ching a locally defined filter is used, and the renaining ones are
di scarded. Oher inplenmentations may conbi ne matching filters.

As a result, the interpretation of nultiple Filter-1D attributes is
undefined within RADIUS. The sending of multiple Filter-ID
attributes within an Access-Accept SHOULD be avoided within

het er ogeneous depl oynents and roam ng scenarios, where it is |likely
to produce unpredictable results.

2.5. Mandatory and Optional Attributes

RADI US attributes do not explicitly state whether they are optional
or mandatory. Nevertheless, there are instances where RADI US
attributes need to be treated as nandatory.

[ RFC2865] Section 1.1 states:

A NAS that does not inplenment a given service MJST NOT inpl enent
the RADIUS attributes for that service. For exanple, a NAS that
is unable to of fer Apple Renpte Access Protocol (ARAP) service
MUST NOT i nplenment the RADIUS attributes for ARAP. A NAS MJST
treat a RADI US access-accept authorizing an unavail abl e service as
an access-reject instead.

Wth respect to the Service-Type attribute, [RFC2865] Section 5.6
says:

This Attribute indicates the type of service the user has
requested, or the type of service to be provided. It MAY be used
in both Access- Request and Access- Accept packets. A NAS is not
required to inplenent all of these service types, and MJST treat
unknown or unsupported Service-Types as though an Access- Rej ect
had been received instead.

[ RFC2865] Section 5 states:
A RADI US server MAY ignore Attributes with an unknown Type.

A RADI US client MAY ignore Attributes with an unknown Type.
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Wth respect to Vendor-Specific Attributes (VSAs), [RFC2865] Section
5.26 states:

Servers not equipped to interpret the vendor-specific infornmation
sent by a client MJST ignore it (although it may be reported).
Clients which do not receive desired vendor-specific information
SHOULD make an attenpt to operate without it, although they may do
so (and report they are doing so) in a degraded node.

It is possible for either a standard attribute or a VSA to represent
a request for an unavail able service. However, where the Type,
Vendor -1 D, or Vendor-Type is unknown, a RADIUS client will not know
whet her or not the attribute defines a service.

In general, it is best for a RADIUS client to err on the side of
caution. On receiving an Access-Accept including an attribute of
known Type for an uninplenented service, a RADI US client MJIST treat

it as an Access-Reject, as directed in [RFC2865] Section 1.1. On
recei ving an Access-Accept including an attribute of unknown Type, a
RADI US client SHOULD assune that it is a potential service
definition, and treat it as an Access-Reject. Unknown VSAs SHOULD be
i gnored by RADIUS clients.

In order to avoid introducing changes in default behavior, existing
i npl enentati ons that do not obey this recomendati on shoul d make the
behavi or configurable, with the | egacy behavi or bei ng enabl ed by
default. A configuration flag such as "treat unknown attributes as

reject" can be exposed to the systemadministrator. |If the flag is
set to true, then Access-Accepts containing unknown attributes are
treated as Access-Rejects. |If the flag is set to false, then unknown

attributes in Access-Accepts are silently ignored.

On receiving a packet including an attribute of unknown Type, RADI US
aut henti cati on server inplenentati ons SHOULD i gnore such attri butes.
However, RADI US accounting server inplenmentations typically do not
need to understand attributes in order to wite themto stable
storage or pass themto the billing engine. Therefore, accounting
server inplenentations SHOULD be equi pped to handl e unknown
attributes.

To avoid misinterpretation of service requests encoded within VSAs,
RADI US servers SHOULD NOT send VSAs contai ning service requests to
RADI US clients that are not known to understand them For exanple, a
RADI US server should not send a VSA encoding a filter wi thout

know edge that the RADIUS client supports the VSA
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2.6. Interpretation of Access-Reject
2.6.1. Inproper Use of Access-Reject

The intent of an Access-Reject is to deny access to the requested
service. [RFC2865] Section 2 states:

If any condition is not nmet, the RAD US server sends an "Access-
Rej ect" response indicating that this user request is invalid. |If
desired, the server MAY include a text nessage in the Access-

Rej ect which MAY be di splayed by the client to the user. No other
Attributes (except Proxy-State) are pernitted in an Access-Reject.

This text makes it clear that RADI US does not all ow the provisioning
of services within an Access-Reject. |If the desire is to allow
limted access, then an Access-Accept can be sent with attributes
provisioning limted access. Attributes within an Access-Reject are
restricted to those necessary to route the nessage (e.g., Proxy-
State), attributes providing the user with an indication that access
has been denied (e.g., an EAP-Message attribute contai ning an EAP-
Failure), or attributes conveying an error nessage (e.g., a Reply-
Message or Error-Cause attribute).

Unfortunately, there are exanples where this requirenment has been
m sunder stood. [RFC2869] Section 2.2 states:

If that authentication fails, the RAD US server should return an

Access- Rej ect packet to the NAS, with optional Password-Retry and
Repl y- Messages attributes. The presence of Password-Retry

i ndi cates the ARAP NAS MAY choose to initiate another chall enge-

response cycle...

Thi s paragraph is problematic fromtwo perspectives. Firstly, a
Password-Retry attribute is being returned in an Access-Reject; this
attribute does not fit into the categories established in [ RFC2865].
Secondl y, an Access-Reject packet is being sent in the context of a
conti nui ng authentication conversation; [RFC2865] requires use of an
Access-Chal l enge for this. [RFC2869] uses the phrase "chall enge-
response" to describe this use of Access-Reject, indicating that the
semanti cs of Access-Chall enge are bei ng used.

[ RFC2865] Section 4.4 addresses the semantics of Access-Chall enge
bei ng equi val ent to Access-Reject in sone cases:

If the NAS does not support chall enge/response, it MJST treat an

Access- Chal | enge as though it had received an Access- Rej ect
i nst ead.
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While it is difficult to correct existing deploynents of [RFC2869],
we meke the follow ng reconmendati ons:

[ 1] New RADI US specifications and inpl enentati ons MJST NOT use
Access- Rej ect where the semantics of Access-Chall enge are
i nt ended.

[ 2] Access- Rej ect MUST nean denial of access to the requested

service. In response to an Access-Reject, the NAS MJUST NOT
send any additional Access- Request packets for that user
sessi on.

[ 3] New depl oynents of ARAP [ RFC2869] SHOULD use Access-
Chal | enge instead of Access-Reject packets in the
conversations described in [ RFC2869] Section 2. 2.

We also note that the table of attributes in [ RFC2869] Section 5.19
has an error for the Password-Retry attribute. It says:

Request Accept Reject Challenge # Attribute
0 0 0-1 0 75 Passwor d- Retry

However, the text in [ RFC2869], Section 2.3.2 says that Password-
Retry can be included within an Access-Chal |l enge packet for EAP

aut hentication sessions. W reconmend a correction to the table that
renmoves the "0-1" fromthe Reject columm, and noves it to the
Chal l enge columm. W also add a "Note 2" to follow the existing
"Note 1" in the docunent to clarify the use of this attribute.

Request Accept Reject Challenge # Attribute
0 0 0 0-1 75 Password- Retry [ Note 2]

[Note 2] As per RFC 3579, the use of the Password-Retry in EAP
authentications is deprecated. The Password-Retry attribute can be
used only for ARAP authentication

2.6.2. Service Request Deni al

RADI US has been depl oyed for purposes outside network access

aut henti cation, authorization, and accounting. For exanple, RAD US
has been depl oyed as a "back-end" for authenticating Voice Over IP
(VA P) connections, Hypertext Transfer Protocol (HTTP) sessions
(e.g., Apache), File Transfer Protocol (FTP) sessions (e.g.,

proftpd), and machine logins for nmultiple operating systens (e.qg.,
bsdi, pam and gina). In those contexts, an Access-Reject sent to
the RADIUS client MJST be interpreted as a rejection of the request
for service, and the RADIUS client MJST NOT offer that service to the
user.
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For exanpl e, when an authentication failure occurs in the context of
an FTP session, the normal senmantics for rejecting FTP services
apply. The rejection does not necessarily cause the FTP server to
ternmi nate the underlying TCP connection, but the FTP server MJST NOT
of fer any services protected by user authentication.

Users may request nultiple services fromthe NAS. Were those
services are independent, the deploynment MJUST treat the RADI US
sessi ons as being i ndependent.

For example, a NAS may offer nulti-link services where a user may
have nul tiple sinmultaneous network connections. In that case, an
Access-Reject for a later multi-link connection request does not
necessarily nean that earlier multi-link connections are torn down.
Simlarly, if a NAS offers both dialup and VO P services, the
rejection of a VOP attenpt does not nmean that the dialup session is
torn down.

2.7. Addressing
2.7.1. Link-Local Addresses

Si nce Link-Local addresses are unique only on the local link, if the
NAS and RADI US server are not on the sanme link, then an | Pv6 Link-
Local address [RFC4862] or an |Pv4 Link-Local Address [RFC3927]
cannot be used to uniquely identify the NAS. A NAS SHOULD NOT
utilize a link-scope address within a NAS-1Pv6- Address or NAS-I| P-
Address attribute. A RADH US server receiving a NAS-|Pv6- Address or
NAS- | P- Address attribute containing a Link-Local address SHOULD NOT
count such an attribute toward satisfying the requirenments of

[ RFC3162] Section 2.1:

NAS- | Pv6- Addr ess and/ or NAS-| P- Address MAY be present in an
Access- Request packet; however, if neither attribute is present
then NAS-Identifier MJST be present.

2.7.2. Miltiple Addresses

There are situations in which a RADIUS client or server may have
mul ti pl e addresses. For exanple, a dual stack host can have both

| Pv4 and | Pv6 addresses; a host that is a nenber of multiple VLANs
coul d have I Pv4 and/or |Pv6 addresses on each VLAN, a host can have
multiple IPv4 or 1Pv6 addresses on a single interface. However,

[ RFC2865] Section 5.44 only pernmits zero or one NAS-IP- Address
attributes within an Access-Request, and [ RFC3162] Section 3 only
permits zero or one NAS-|Pv6- Address attributes within an Access-
Request. When a NAS has nore than one gl obal address and no ability
to determne which is used for identification in a particul ar
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request, it is RECOMMENDED t hat the NAS include the NAS-Identifier
attribute in an Access-Request in order to identify itself to the
RADI US server.

[ RFC2865] Section 3 states:

A RADI US server MJST use the source | P address of the RADI US UDP
packet to decide which shared secret to use, so that RAD US
requests can be proxied.

Therefore, if a RADIUS client sends packets from nore than one source
address, a shared secret will need to be configured on both the
client and server for each source address.

2.8. |dle-Tineout

Wth respect to the Idle-Tinmeout attribute, [RFC2865] Section 5.28
st at es:

This Attribute sets the nmaxi mum nunber of consecutive seconds of
idle connection allowed to the user before term nation of the
session or pronpt. This Attribute is available to be sent by the
server to the client in an Access-Accept or Access-Chall enge.

[ RFC3580] Section 3.12 states:

The Idle-Tinmeout attribute is described in [RFC2865]. For |EEE
802 nedi a other than 802.11 the nmedia are always on. As a result
the Idle-Tineout attribute is typically only used with wirel ess
nmedi a such as | EEE 802.11. It is possible for a wirel ess device
to wander out of range of all Access Points. |In this case, the

I dl e-Timeout attribute indicates the maxinumtine that a wrel ess
device may remain idle.

In the above paragraphs "idle" may not necessarily mean "no traffic";
the NAS may support filters defining what traffic is included in the
idle time determnation. As a result, an "idle connection"” is
defined by local policy in the absence of other attributes.

2.9. Unknown Identity
[ RFC3748] Section 5.1 states:

If the Identity is unknown, the Identity Response field should be
zero bytes in |ength.
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However, [RFC2865] Section 5.1 describes the User-Nane attribute as
foll ows:

The String field is one or nore octets.

How shoul d the RADI US client behave if it receives an EAP-
Response/ldentity that is zero octets in | ength?

[ RFC2865] Section 5.1 states:

This Attribute indicates the nane of the user to be authenticat ed.
It MJUST be sent in Access- Request packets if avail able.

Thi s suggests that the User-Nane attribute may be omtted if it is
unavai |l abl e.

However, [RFC3579] Section 2.1 states:

In order to permt non-EAP aware RADI US proxies to forward the
Access- Request packet, if the NAS initially sends an EAP-
Request/ldentity nessage to the peer, the NAS MJST copy the
contents of the Type-Data field of the EAP-Response/ldentity
received fromthe peer into the User-Nanme attribute and MJST
include the Type-Data field of the EAP-Response/ldentity in the
User-Name attribute in every subsequent Access-Request.

This suggests that the User-Nane attribute should contain the
contents of the Type-Data field of the EAP-Response/ldentity, even if
it is zero octets in |ength.

Not e that [RFC4282] does not pernit a Network Access ldentifier (NAl)
of zero octets, so that an EAP-Response/ldentity with a Type-Data
field of zero octets MJST NOT be construed as a request for privacy
(e.g., anonynous NAl).

Wien a NAS recei ves an EAP- Response/ldentity with a Type-Data field
that is zero octets in length, it is RECOWENDED that it either omt
the User-Nane attribute in the Access-Request or include the
Calling-Station-1d in the User-Nane attribute, along with a Calling-
Station-I1d attribute.

2.10. Responses After Retransm ssions

Sone i npl enentations do not correctly handl e the receipt of RADIUS
responses after retransni ssions. [ RFC2865] Section 2.5 states:
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If the NAS is retransmitting a RADIUS request to the sane server
as before, and the attributes haven’t changed, you MJST use the

sanme Request Authenticator, ID, and source port. |If any
attri butes have changed, you MJST use a new Request Authenti cator
and 1 D.

Not e that changing the Request ID for a retransni ssion may have
undesirabl e side effects. Since RADI US does not have a cl ear
definition of a "session", it is perfectly valid for a RADIUS server
to treat a retransm ssion as a new session request, and to reject it
due to, for exanple, the enforcement of restrictions on nultiple

si mul t aneous | ogi ns.

In that situation, the NAS may receive a bel ated Access-Accept for
the first request, and an Access-Reject for the retransmtted
request, both of which apply to the sane "session".

We suggest that the contents of Access-Request packets SHOULD NOT be
changed during retransm ssions. |f they nust be changed due to the
i nclusion of an Event-Tinmestanp attribute, for exanple, then
responses to earlier transm ssions MJST be silently discarded. Any
response to the current request MJST be treated as the definitive
response, even if as noted above, it disagrees with earlier
responses.

This problem can be nade worse by inplenentations that use a fixed
retransm ssion tinmeout (30 seconds is conmon). W reiterate the
suggestions in Section 2.1 about using congestive backoff. In that
case, responses to earlier transm ssions MAY be used as data points
for congestive backoff, even if their contents are di scarded.

2.11. Franmed-1Pv6-Prefix
[ RFC3162] Section 2.3 says:

This Attribute indicates an | Pv6 prefix (and correspondi ng route)
to be configured for the user. It MAY be used in Access-Accept
packets, and can appear multiple times. It MAY be used in an
Access- Request packet as a hint by the NAS to the server that it
woul d prefer these prefix(es), but the server is not required to
honor the hint. Since it is assunmed that the NAS will plunb a
route corresponding to the prefix, it is not necessary for the
server to also send a Framed-1Pv6-Route attribute for the sane
prefix.

An Internet Service Provider (I1SP) nmay desire to support Prefix

Del egati on [ RFC4818] at the same tine that it would like to assign a
prefix for the link between the NAS and the user. The intent of the
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par agraph was to enable the NAS to advertise the prefix (such as via
a Router Advertisenent). |If the Franed-Routing attribute is used, it
is also possible that the prefix would be advertised in a routing
protocol such as Routing Information Protocol Next Ceneration
(RIPNG. RFC 2865 Section 5.10 describes the purpose of Franed-
Rout i ng:

This Attribute indicates the routing nethod for the user, when the
user is arouter to a network. It is only used in Access-Accept
packets.

The description of the Prefix-Length field in RFC 3162 indicates
excessively wi de |atitude:

The length of the prefix, in bits. At least 0 and no |arger than
128.

This | ength appears too broad, because it is not clear what a NAS
should do with a prefix of greater granularity than /64. For
exanmpl e, the Franed-1Pv6-Prefix may contain a /128. This does not
inmply that the NAS should assign an | Pv6 address to the end user,
because RFC 3162 al ready defines a Franmed-1Pv6-ldentifier attribute
to handle the Identifier portion.

It appears that the Framed-1Pv6-Prefix is used for the |ink between
the NAS and Custoner Prem ses Equipnent (CPE) only if a /64 prefix is
assigned. \When a /64 or larger prefix is sent, the intent is for the
NAS to send a routing advertisenment containing the information
present in the Framed-|Pv6-Prefix attribute.

The CPE may al so require a del egated prefix for its own use, if it is

decrenenting the Hop Linmit field of IP headers. |In that case, it
shoul d be del egated a prefix by the NAS via the Del egat ed-1Pv6-Prefix
attribute [RFC4818]. |If the CPE is not decrenenting Hop Limt, it

does not require a del egated prefix.
3. Security Considerations

The contents of the State attribute are available to both the RAD US
client and observers of the RADI US protocol. RADI US server

i npl enent ati ons should ensure that the State attribute does not

di scl ose sensitive information to a RADIUS client or third parties
observi ng the RADI US protocol

The cache mechani sm described in Section 2.2.2 is vulnerable to
attacks when Access- Request packets do not contain a Message-

Aut henticator attribute. |If the server accepts requests w thout a
Message- Aut henti cator, then RADI US packets can be trivially forged by
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4.

4.

4.

1.

2.

an attacker. Cache entries can then be forcibly expired, negating
the utility of the cache. This attack can be mitigated by follow ng
t he suggestions in [RFC3579] Section 4, or by requiring the presence
of Message- Aut henticator, as described in Sections 2.1.1 and 2. 2. 2.

Since this docunment describes the use of RADI US for purposes of

aut henti cation, authorization, and accounting in a wide variety of
net wor ks, applications using these specifications are vulnerable to
all of the threats that are present in other RADI US applications.
For a discussion of these threats, see [RFC2865], [RFC2607],

[ RFC3162], [RFC3579], and [ RFC3580].
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