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Status of This Meno
This meno provides information for the Internet conmmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract
Thi s docunent provides descriptions of Session Description Protocol
(SDP) attributes used by the Open Mbile Aliance’ s Broadcast Service
and Content Protection specification.
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1

| nt roducti on

The Open Mobile Alliance (OVA) Broadcast (BCAST) group is specifying
servi ce and content protection nechanisns for broadcast services over
wirel ess networks. As part of that specification, several new SDP
attri butes are necessary to allow the broadcast server to signal the
service and content protection paraneters to clients.

Section 8.2.4 of RFC 4566 [1] requires that new SDP attributes are
regi stered through 1 ANA with nane, contact infornmation, and
description (and other similar paraneters). A standards track
specification is RECOWENDED if the new attribute(s) will have

wi despread use and interoperability considerations.

OVA BCAST specifications are expected to be used by broadcast

wirel ess systens that are based on 3rd Generation Partnership Project
(3GPP) Multinmedi a Broadcast/Milticast Service (MBVS), 3GPP2 Broadcast
and Multicast Services (BCMCS), and Digital Video Broadcasting -
Handhel d (DVB-H). Although this would typically be considered a

"wi despread" use, in this case | ETF chose to use a non-standards-
track RFC to register the SDP attributes because OVA mai ntai ns change
control of the docunments that specify the interpretation of the
values in the attributes.

Thi s docunment provides descriptions of the SDP attributes used in the
OVA BCAST Service and Content Protection specification [2].

Ter ni nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].
New SDP Attri butes
The followi ng new SDP attri butes have been specified:
0 a=bcastversi on: <nmj or >. <mi nor >
0 a=stknmstream<id of the stkm strean>
0 a=SRTPAut hentication:<id for SRTP authentication al gorithm val ue>

0 a=SRTPROCTxRat e: <ROC transm ssi on rate>

See Section 5 for details on | ANA consi derati ons.

Dondeti & Jerichow | nf or mat i onal [ Page 2]



RFC 5159 OVA BCAST SDP Attri butes March 2008

4.

5.

5.

Security Considerations

In addition to the notes in Section 7 of RFC 4566 [1], the follow ng
consi derations may be applicabl e:

The bcastversion paraneter indicates the version of the broadcast
systemused for distribution of broadcast content. 1In case future
versions indicated by this parameter allow for enhanced or additional
security features, the bcastversion paraneter, if unprotected, could
be utilized for downgrade attacks.
The st knstream paraneter provides references to rel evant key
managenent streans so that receivers can map the nedia streans to key
streans and retrieve the necessary keys to decrypt nmedia. As such
this paraneter could be utilized, if unprotected, for denial-of-
service (DoS) attacks.

| ANA Consi derati ons

Per this docunment, which follows the guidelines of [5], |ANA has
regi stered a nunber of SDP attri butes.

1. Registration of New SDP Attri butes

| ANA has registered a nunber of OVA BCAST only attributes in the
Session Description Protocol Paraneters registry [1]. The

regi stration data, according to RFC 4566 [1] foll ows.

The registration tenplates below refer to the OVA- TS
BCAST_SvcCnt Protection specification [2].

1.1. Registration of the Attribute bcastversion: <mgj or>. <m nor >
Contact: Anja Jerichow <anja.jerichow@asn. conr

Phone: +49 89 636- 45868

Attribute nane: bcastversion

Long-form attri bute name: BCAST version

Type of attribute: session |evel

This attribute is not dependent on charset.
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Purpose: This attribute specifies the OVA BCAST version
"bcastversion” value in the format Xx.y.

Specification of attribute values: This attribute has a nandatory
val ue of the form <mgjor>. <m nor>, where <mgjor> and <m nor> are
non- negative deci mal nunbers. The att-value field is of XM. data
type decinal. For details, see OVA- TS- BCAST _SvcCnt Protection
Section 10.1.1.

5.1.2. Registration of the Attribute stknstream<id of the stkm streanp
Contact: Anja Jerichow <anja.jerichow@sn.conmp
Phone: +49 89 636-45868
Attribute nane: stknstream
Long-formattri bute name: Short Term Key Message streamidentifier
Type of attribute: session |evel or nedia |evel

The attribute can be at session level, in which case it applies to
all media streans, or it can be at nedia level, in which case it
only applies to the specified nmedia and woul d overwite possible
session-level attributes.

This attribute is not dependent on charset.

Purpose: The stknstream attribute specifies the mappi ng of Short
Term Key Message streans to nedia streans in the SDP

Each session or media stream can have nultiple stknstream
attributes. By conparing the value of this attribute with the
identifier of each STKM stream the terminal can figure out which
one to listen to and process. W note that this attribute is
opti onal and hence woul d not be there for unencrypted nedia
streans.

Specification of attribute values: This attribute has a nandatory
value of the form<id of the stkmstrean>, a unique non-zero
integer identifying a particular key stream Nunbers are uni que
within a particular SDP session, i.e., no global nunbering is
required. The att-value field is of XM. data type unsi gnedShort.
For details, see OVA-TS- BCAST SvcCnt Protection, Section 10.1.3.
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5.

5.

1.

1.

3. Registration of the Attribute SRTPAut hentication:<id for SRTP
aut hentication al gorithm val ue>

Contact: Anja Jerichow <anja.jerichow@sn. conp
Phone: +49 89 636-45868
Attribute name: SRTPAut hentication

Long-formattri bute name: SRTP authentication al gorithmval ue
identifier

Type of attribute: nedia level
This attribute is not dependent on charset.

Purpose: Wen SRTP is used, the attribute SRTPAut hentication states
whi ch authentication algorithmto use.

Specification of attribute values: Based on [4], the identifier is a
transformindependent paraneter of the cryptographic context for
SRTP in integer format.

One of the following three integrity transforns registered for the
t hree nodes MUST be used: value "2" for RCCOm, "3" for RCCnR2, and
"4" for RCCnmB. For details, see OVA-TS- BCAST _SvcCnt Protecti on,
Section 10. 4.

4. Registration of the Attribute SRTPROCTxRate: <ROC transm ssi on
rate>

Contact: Anja Jerichow <anja.jerichow@asn. conr
Phone: +49 89 636-45868
Attribute nanme: SRTPROCTxRate
Long-formattri bute name: ROC transm ssion rate
Type of attribute: nedia level

This attribute is not dependent on charset.

Pur pose: When SRTP is used, the attribute SRTPROCTxRate defines the
RCC transni ssion rate, R
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Specification of attribute values: The attribute value MJST be a
deci mal integer R between 1 and 65535 inclusive, as specified in
[4]. If the ROC transmission rate is not included in the
negoti ation, the default value of 1 SHALL be used. For details,
see OVA- TS- BCAST_SvcCnt Protection, Section 10. 4.
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Ful I Copyright Statenent
Copyright (C) The I ETF Trust (2008).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY, THE | ETF TRUST AND
THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS
OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.
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