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Abstract

The I nternet Open Trading Protocol (IOIP) provides an interoperable
framework for Internet commerce. It is paynment system i ndependent and
encapsul at es paynent systenms such as SET, Secure Channel
Credit/Debit, Mndex, CyberCoin, CeldKarte, etc. I10TP is able to
handl e cases where such nmerchant roles as the shopping site, the
Paynment Handl er, the Delivery Handl er of goods or services, and the
provi der of customer support are performed by different parties or by
one party.
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1. Background

The I nternet Open Trading Protocol (IOIP) provides an interoperable
framework for Internet commerce. It is paynent system independent and
encapsul at es paynent systens such as SET, Mondex, Cyber Cash,

Di gi Cash, GeldKarte, etc. IOIP is able to handl e cases where such

nmer chant roles as the shopping site, the Paynent Handl er, the
Del i very Handl er of goods or services, and the provider of custoner
support are perforned by different parties or by one party.

The devel opers of | OIP seek to provide a virtual capability that
safely replicates the real world, the paper based, traditional
under st ood, accepted net hods of trading, buying, selling, value
exchangi ng that has existed for many hundreds of years. The

negoti ation of who will be the parties to the trade, howit will be
conducted, the presentnent of an offer, the nmethod of paynent, the
provi sion of a paynent receipt, the delivery of goods and the receipt
of goods. These are events that are taken for granted in the course
of real world trade. |1 OTP has been produced to provide the sane for
the virtual world, and to prepare and provide for the introduction of
new nodel s of tradi ng made possi bl e by the expandi ng presence of the
virtual world.

The ot her fundanental ideal of the I1OTP effort is to produce a
definition of these trading events in such a way that no matter where
produced, two unfamliar parties using electronic comrerce
capabilities to buy and sell that conformto the | OTP specifications
will be able to conplete the business safely and successfully.

In summary, | OTP supports:

o Familiar trading nodels

o0 New tradi ng nodel s

0 Gobal interoperability

The remai nder of this section provides background to why | OTP was
devel oped. The specification itself starts in the next chapter.

1.1 Commerce on the Internet, a D fferent Mbdel

The growth of the Internet and the advent of electronic comerce are
bri ngi ng about enornous changes around the world in society, politics
and governnment, and in business. The ways in which trading partners
comuni cate, conduct commerce, are governed have been enriched and
changed forever.
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One of the very fundanmental changes about which IOTP is concerned is
taking place in the way consuners and nmerchants trade.
Characteristics of trading that have changed markedly incl ude:

0o

Presence: Face-to-face transactions becone the exception, not the
rule. Aready with the rise of mail order and tel ephone order

pl acenment this change has been felt in western conmerce.

El ectronic comrerce over the Internet will further expand the
scope and vol unme of transactions conducted w t hout ever seeing the
people who are a part of the enterprise with whom one does

busi ness.

Aut henti cation: An inportant part of personal presence is the
ability of the parties to use fanmiliar objects and dial ogue to
confirmthey are who they claimto be. The seller displays one or
several well known financial |ogos that declaimhis ability to
accept widely used credit and debit instrunments in the payment
part of a purchase. The buyer brings governnment or financial
institution identification that assures the seller she will be
pai d. Peopl e use intangibles such as personal appearance and
conduct, location of the store, apparent quality and fanmliarity
wi th brands of nerchandi se, and a good clear look in the eye to
reinforce formal neans of authentication

Paynment Instrunments: Despite the enornous size of bank card
financi al paynments associations and their menbers, nost of the
world' s trade still takes place using the coin of the real mor
barter. The present infrastructure of the paynments busi ness cannot
econom cal ly support | ow val ue transactions and could not survive
under the consequent volunmes of transactions if it did accept |ow
val ue transactions.

Transacti on Val ues: New neaning for |ow val ue transactions ari ses

in the Internet where sellers may wish to offer for exanple, pages
of information for fractions of currency that do not exist in the

real worl d.

Delivery: New nodes of delivery nust be acconmopbdated such as
direct electronic delivery. The nmeans by which receipt is
confirmed and the execution of paynent change dramatically where

t he goods or services have extrenely | ow delivery cost but may in
fact have very high value. O, maybe the value is not high, but
once delivery occurs the value is irretrievably delivered so
payrment nust be final and non-refundabl e but delivery nonethel ess
nmust still be confirmed before paynent. |Increnental delivery such
as listening or viewing time or playing tinme are other nodels that
operate sonmewhat differently in the virtual world.
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1.2 Benefits of | OTP

ELECTRONI C COMVERCE SOFTWARE VENDORS

El ectroni ¢ Conmerce Software Vendors will be able to devel op e-
conmer ce products which are nore attractive as they will inter-
operate with any ot her vendors’ software. However, since | OTP focuses
on how these solutions conmunicate, there is still plenty of

opportunity for product differentiation.

PAYMENT BRANDS

| OTP provides a standard framework for encapsul ati ng paynent
protocols. This means that it is easier for paynent products to be
incorporated into | OTP solutions. As a result the paynent brands wll
be nore widely distributed and avail able on a wi der variety of

pl at f or ms.

MERCHANTS

There are several benefits for Merchants:

0o they will be able to offer a wider variety of paynent brands,

0 they can be nore certain that the custoner will have the software
needed to conpl ete the purchase

0 through receiving paynent and delivery receipts fromtheir
custoners, they will be able to provide customer care know ng that
they are dealing with the individual or organisation with which
they originally traded

o new nerchants will be able to enter this new (Internet) market-
pl ace wi th new products and services, using the new trading
opportunities which | OTP presents

BANKS AND FI NANCI AL | NSTI TUTI ONS

There are also several benefits for Banks and Financial Institutions:

0o they will be able to provide | OTP support for nerchants

o they will find new opportunities for |IOIP rel ated services:

- providing custoner care for nerchants
- fees from processi ng new paynents and deposits
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0 they have an opportunity to build relationships with new types of
nmer chant s

CUSTOVERS
For Custoners there are several benefits:

o they will have a |l arger selection of nmerchants with whomthey can
trade

0 there is a nore consistent interface when maki ng the purchase

0 there are ways in which they can get their problens fixed through
the nmerchant (rather than the bank!)

0 there is a record of their transaction which can be used, for
exanple, to feed into accounting systens or, potentially, to
present to the tax authorities

1.3 Baseline | OTP

This specification is Baseline IOTP. It is a Baseline in that it
contains ways of doing trades on the Internet which are the nost
comon, for exanple purchases and refunds.

The group that has worked on the | OTP see an extended version being
devel oped over time but feel a need to focus on a linited function
but conpletely usable specification in order that inplenenters can
devel op solutions that work now.

During this period it is anticipated that there will be no changes to
the scope of this specification with the only changes nmade bei ng
limted to corrections where problenms are found. Software sol utions
have been devel oped based on earlier versions of this specification
(for exanple version 0.9 published in early 1998 and earlier
revisions of version 1.0 published during 1999) which prove that the
| OTP wor ks.

1.4 ojectives of Docunent
The objectives of this docunent are to provide a specification of
version 1.0 of the Internet Open Trading Protocols which can be used

to design and inplenment systens which support electronic trading on
the Internet using the Internet Open Tradi ng Protocols.
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The purpose of the docunent is:

o to allow potential devel opers of products based on the protocol to
devel op software/ hardware sol uti ons which use the protocol

o to allowthe financial services industry to understand a
devel opi ng el ectroni c comerce tradi ng protocol that encapsul ates
(wi thout nodification) any of the current or devel opi ng paynent
schemes now bei ng used or considered by their merchant custoner
base

1.5 Scope of Docunent

The protocol describes the content, format and sequences of nessages
that pass anong the participants in an electronic trade - consumers,
nmer chants and banks or other financial institutions, and custoner
care providers. These are required to support the electronic
commerce transactions outlined in the objectives above.

The protocol is designed to be applicable to any el ectroni c paynent
schenme since it targets the conplete purchase process where the
novenment of el ectronic value fromthe payer to the payee is only one,
but inmportant, step of nany that may be involved to conplete the
trade.

Paynment Scheme which | OTP coul d support include MasterCard Credit,
Visa Credit, Mndex Cash, Visa Cash, CeldKarte, eCash, Cyber Coin,
MI1licent, Proton, etc.

Each paynment schene contains sone nessage flows which are specific to
that schene. These schene-specific parts of the protocol are
contained in a set of paynment schenme supplenents to this

speci ficati on.

The document does not prescribe the software and processes that wll
need to be inplenented by each participant. It does describe the
framewor k necessary for trading to take pl ace.
Thi s docunent al so does not address any |legal or regulatory issues
surroundi ng the inplenmentation of the protocol or the information
systens whi ch use them

1.6 Docunent Structure
The docunent consists of the followi ng sections:

0 Section 1 - Background: This section gives a brief background on
el ectronic comerce and the benefits | OTP offers.
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0 Section 2 - Introduction: This section describes the various
Tradi ng Exchanges and shows how these tradi ng exchanges are used
to construct the I OTP Transactions. This section also explains
vari ous Trading Roles that would participate in electronic trade.

0 Section 3 - Protocol Structure: This section sunmarises how
various | OTP transactions are constructed using the Tradi ng Bl ocks
and Tradi ng Conponents that are the fundanental buil ding bl ocks
for IOTP transactions. Al |OIP transaction nmessages are wel |
formed XML docunents

0 Section 4 - |OIP Error Handling: This section describes howto
process exceptions and errors during the protocol nmessage exchange
and tradi ng exchange processing. This section provides a generic
overvi ew of the exception handling. This section should be read
careful ly.

0 Section 5 - Security Considerations: This section considers from
an | ETF perspective, how | OTP addresses security. It includes: how
to determ ne whether to use digital signatures with | OTP, how | OTP
address data privacy, and how security built into paynent
protocols relate to | OTP security.

0 Section 6 - Digital Signatures and | OIP: This section provides an
overvi ew of how I OTP uses digital signatures; how to check a
signature is correctly cal cul ated and how the various Trading
Rol es that participate in trade should check signatures when
required.

0 Section 7 - Trading Conmponents: This section defines the XM
el ements required by Tradi ng Conponents.

0 Section 8 - Trading Blocks: This section describes how Trading
Bl ocks are constructed from Tradi ng Conponents.

0 Section 9 - Internet Open Trading Protocol Transactions: This
section describes all the | OTP Baseline transactions. It refers to
Tradi ng Bl ocks and Tradi ng Conponents and Signatures. This section
doesn’t directly link error handling during the protocol
exchanges, the reader is advised to understand Error Handling as
defined in section before reading this section

0 Section 10 - Retrieving Logos: This section describes how | OTP
specific | ogos can be retrieved.
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0 Section 11 - Brands: This section provides: an overview of Brand
Definitions and Brand Sel ecti on which descri be how a Consuner can
select a Brand froma list provided by the Merchant; as well as
some exanpl es of Brand Lists.

0 Section 12 - | ANA Considerations: This section descri bes how new
val ues for codes used by | OTP are co-ordi nat ed.

0 Section 13 - Internet Open Trading Protocol Data Type Definition:
This section contains the XML Data Type Definitions for |QOTP.

0 Section 14 - dossary. This describes all the major term nol ogy
used by | OTP.

0 Section 15 - A list of the other docunents referenced by the | OTP
speci ficati on.

0 Section 16 - The Author’s Address
o Section 17 - Full Copyright Statenent
1.7 Intended Readership
Sof tware and har dware devel opers; devel opnent anal ysts; busi ness and
techni cal planners; industry analysts; nerchants; bank and ot her
payrment handl ers; owners, custodi ans, and users of paynment protocols.
1.7.1 Readi ng Cuidelines
This |1 OTP specification is structured primarily in a sequence
targeted at people who want to understand the principles of |OIP
However from practical inplenentation experience by inplenenters of
earlier of versions of the protocol new readers who plan to inplenent
| OTP may prefer to read the docunent in a different sequence as
descri bed bel ow.

Revi ew the transport independent parts of the specification. This
covers:

0 Section 14 - d ossary

o Section 1

Backgr ound

o Section 2 | nt r oducti on

o Section 3 Protocol Structure

o Section 4 - |IOTP Error Handling
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(0]

(0]

Section 5 - Security Considerations
Section 9 - Internet Open Trading Protocol Transactions
Section 11 - Brands

Section 12 - | ANA Consi derati ons

Section 10 - Retrieving Logos

Revi ew the detailed XM definitions:

(0]

(0]

(0]

Section 8 - Tradi ng Bl ocks
Section 7 - Tradi ng Conmponents

Section 6 - Digital Signatures and | OTP

2. Introduction

The Internet Open Trading Protocols (1OTP) define a nunmber of
different types of |1 OTP Transacti ons:

(0]

Purchase. This supports a purchase involving an offer, a paynent
and optionally a delivery

Refund. This supports the refund of a paynent as a result of,
typically, an earlier purchase

Val ue Exchange. This involves two paynments which result in the
exchange of val ue from one conbination of currency and paynent
nmet hod to anot her

Aut hentication. This supports one organisation or individual to
check that another organisation or individual are who they appear
to be.

Wthdrawal. This supports the withdrawal of electronic cash froma
financial institution

Deposit. This supports the deposit of electronic cash at a
financial institution

Inquiry. This supports inquiries on the status of an |IOIP
transaction which is either in progress or is conplete
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o0 Ping. This supports a sinple query which enables one | OTP aware
application to determ ne whether another | OTP application running
el sewhere is working or not.

These | OTP Transactions are "Baseline" transactions since they have

been identified as a mninumuseful set of transactions. Later

versions of I OTP may include additional types of transactions.

Each of the I OTP Transacti ons above invol ve:

0 a nunber of organisations playing a Trading Role, and

o a set of Trading Exchanges. Each Tradi ng Exchange invol ves the
exchange of data, between Trading Roles, in the formof a set of
Tradi ng Conponents.

Tradi ng Rol es, Tradi ng Exchanges and Tradi ng Conponents are descri bed
bel ow.
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2.1 Tradi ng Rol es
The Trading Roles identify the different parts which organi sations
can take in a trade. The five Trading Roles used within | OTP are
illustrated in the di agram bel ow.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Merchant Custonmer Care Provider resolves  ----------

---------------------------------------------- > Merchant |
| Consuner di sputes and probl ens | Cust. Care. |
| | Provider |
I __________

Payment Handl er accepts or nmakes ~  ----------
| e > Paynment |
| | Paynment for Merchant | Handl er |

---------- refund from Merchant
| Del i very Handl er supplies goods or ~ ----------

R e R >| Del i verer |
servi ces for Merchant | Handl er |

k_k_Kk_k_Kk_Kk_Kk_Kh_Kk_*_Kh_Kk_*_Kh_K*_K_Kk_K*_K_Kk_*_K _K*_*_Kh_K*_K_Kk_*_*_*k_*_*_%_=%

Figure 1 | OTP Trading Rol es
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The rol es are:

0 Consuner. The person or organisation which is to receive and pay
for the goods or services

o Merchant. The person or organisation fromwhomthe purchase is
bei ng nade and who is legally responsible for providing the goods
or services and receives the benefit of the paynent made

o Paynment Handler. The entity that physically receives the paynent
fromthe Consumer on behal f of the Merchant

0 Delivery Handler. The entity that physically delivers the goods or
services to the Consuner on behalf of the Merchant.

o Merchant Customer Care Provider. The entity that is involved with
custoner dispute negotiation and resol ution on behalf of the
Mer chant

Rol es may be carried out by the sane organi sation or different
organi sati ons. For exanple:

o in the sinplest case one physical organisation (e.g., a merchant)
coul d handl e the purchase, accept the paynment, deliver the goods
and provide merchant customer care

o at the other extreme, a nmerchant coul d handl e the purchase but
i nstruct the consunmer to pay a bank or financial institution,
request that delivery be nade by an overnight courier firmand to
contact an organi sation which provides 24x7 service if probl ens
ari se.

Note that in this specification, unless stated to the contrary, when
t he words Consuner, Merchant, Paynent Handl er, Delivery Handl er or
Custoner Care Provider are used, they refer to the Trading Role

rat her than an actual organisation

An individual organisation may take nultiple roles. For exanple a
conmpany which is selling goods and services on the Internet could
take the role of Merchant when selling goods or services and the role
of Consuner when the company is buying goods or services itself.

As roles occur in different places there is a need for the

organi sations involved in the trade to exchange data, i.e. to carry
out Tradi ng Exchanges, so that the trade can be conpl et ed.
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2.2 Tradi ng Exchanges

The I nternet Open Trading Protocols identify four Tradi ng Exchanges
whi ch invol ve the exchange of data between the Trading Roles. The
Tradi ng Exchanges are:

o Ofer. The Ofer Exchange results in the Merchant providing the
Consuner with the reason why the trade is taking place. It is
called an O fer since the Consuner nust accept the Ofer if a
trade is to continue

o Paynment. The Paynment Exchange results in a paynent of some kind
bet ween the Consuner and the Paynent Handler. This may occur in
ei ther direction

o Delivery. The Delivery Exchange transnmits either the on-line
goods, or delivery information about physical goods fromthe
Del i very Handl er to the Consuner, and

0 Authentication. The Authentication Exchange can be used by any
Trading Role to authenticate another Trading Role to check that
they are who they appear to be.

| OTP Transactions are conposed of various conbi nati ons of these
Tradi ng Exchanges. For exanple, an | OTP Purchase transaction

i ncludes O fer, Paynent, and Delivery Tradi ng Exchanges. As another
exanpl e, an | OTP Val ue Exchange transaction is conposed of an O fer
Tradi ng Exchange and two Paynent Tradi ng Exchanges.

Tradi ng Exchanges consi st of Trading Conponents that are transmitted
between the various Trading Roles. Where possible, the nunber of
round-trip delays in an | OTP Transaction is mnimsed by packing the
Conponents from several Tradi ng Exchanges into conbination | OTP
Messages. For exanple, the I OTP Purchase transaction conbi nes a
Del i very Organi sati on Conponent with an Offer Response Conponent in
order to avoid an extra Consumer request and response.

Each of the | OTP Tradi ng Exchanges is described in nore detail bel ow.
For clarity of description, these describe the Tradi ng Exchanges as

t hough they were standal one operations. For performance reasons, the
Tradi ng Exchanges are intermngled in the actual |1OTP Transaction
definitions.
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2.2.1 Ofer Exchange

The goal of the O fer Exchange is for the Merchant to provide the
Consuner with informati on about the trade so that the Consumer can
deci de whether to continue with the trade. This is illustrated in the
figure bel ow.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Consuner
|  Merchant
STEP | |
1. Consuner decides to trade and sends information about the
transaction (requests an offer) to the Merchant e.g.,
usi ng HTM..
C--> MData: Information on what is being purchased (O fer Request)
- outside scope of |OIP
2. Mer chant checks the information provided by the Consuner
creates an Ofer optionally signs it and sends it to the
Consuner.
C <-- M OFFER RESPONSE. Conponents: Status; O ganisation(s)
(Consuner, DelivTo, Merchant, Payment Handl er, Customer
Care); Order; Paynment; Delivery; Tradi ngRol eData (optional)
O fer Response Sighature (optional) that signs other
conponent s
3. Consuner checks the information fromthe Merchant and

deci des whether to conti nue.
Kk _k_k_Kh_Kk_Kh_Kk_k_K _K*_K _Kk_*k_K _K*_K _Kk_*)_K _K*_*K _*_*)_K _Kk_*) _*_*)_K _*_* _*_*_*_x%
Figure 2 O fer Exchange

An O fer Exchange uses the followi ng Tradi ng Conponents that are
passed between the Consuner and the Merchant:

0 the Status conponent is used to indicate to other parties that a
valid O fer Response has been generated

o the Organisation Conponent contains information which describes
the Organi sations which are taking a role in the trade:

- the consuner provides information, about who the consumer is

and, if goods or services are being delivered, where the goods
or services are to be delivered to
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- the nmerchant augnents this information by providing information
about the nerchant, the Paynent Handl er, the custoner care
provider and, if goods or services are being delivered, the
Del i very Handl er

the Order Conponent contains descriptions of the goods or services
which will result fromthe trade if the consuner agrees to the
offer. This information is sent by the Merchant to the consuner
who should verify it

t he Paynment Conponent generated by the Merchant, contains details
of how much to pay, the currency and the paynent direction, for
exanpl e the consuner could be asking for a refund. Note that there
may be nore than one paynent in a trade

the Delivery Conponent, also generated by the Merchant, is used if
goods or services are being delivered. This contains information
about how delivery will occur, for exanple by post or using e-nai

the Trading Rol e Data conponent contains data the Merchant wants
to forward to another Trading Role such as a Paynent Handl er or
Del i very Handl er

the "O fer Response" Signature Conponent, if present, digitally
signs all of the above conponents to ensure their integrity.

The exact content of the information provided by the Merchant to the
Consuner will vary depending on the type of I OIP Transaction. For
exanpl e:

(0]

(0]

(0]

(0]

(0]

| ow val ue purchases may not need a signature

the anmount to be paid may vary dependi ng on the paynent brand and
paynment protocol used

sonme offers may not involve the delivery of any goods
a val ue exchange will involve two paynents

a merchant may not offer custoner care.

I nformati on provided by the consuner to the nerchant is provided
using a variety of methods, for exanple, it could be provided:

(0]

using [ HTM.] pages as part of the "shopping experience" of the
consuner .
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0 Using the Open Profiling Standard [ OPS] which has recently been
proposed,

o in the formof Organisation Conponents associated with an
aut hentication of a Consunmer by a Merchant

0 as Order Conponents in a later version of |OTP.
2.2.2 Paynment Exchange

The goal of the Paynment Exchange is for a paynent to be nade fromthe
Consuner to a Paynent Handl er or vice versa using a paynent brand and
payment protocol selected by the Consuner. A secondary goal is to
optionally provide the Consunmer with a digitally signed Paynent
Recei pt which can be used to link the paynent to the reason for the
payrment as described in the O fer Exchange.

Paynment Exchanges can work in a variety of ways. The nbst genera
case where the trade is dependent on the paynent brand and protocol
used is illustrated in the diagram bel ow. Sinpler paynment exchanges
are possi bl e.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Consuner Pay Handl er
| Merchant |
STEP | | |
1. Consuner decides to trade and sends information
about the transaction (requests an offer) to the

Merchant e.g., using HTM.

C-->M Informati on on what is being paid for (outside
scope of | QTP

2. Mer chant deci des whi ch paynent brand, paynent
protocols and currencies/anmunts to offer
pl aces then in a Brand List Conmponent and sends
themto the Consuner

C<-- M Components: Brand Li st

3. Consuner sel ects the paynent brand, protocol and
currency/anount to use, creates a Brand Sel ection
component and sends it to the Merchant

C-->M Component: Brand List Selection
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4. Merchant checks Brand Sel ection, creates a Paynent
Amount information, optionally signs it to
aut hori se paynment and sends it to the Consumer

C<-- M Component : Paynent; Organisation(s) (Merchant and
Paynment Handl er); Optional O fer Response Signature
that signs other conmponents

5. Consuner checks the Paynent Anount information and
if OK requests that the paynent starts by sending
information to the Paynment Handl er

C-------- > P PAYMENT REQUEST. Conponents: Status, Paynent;
Organi sations (Merchant and Paynent Handl er);
Trading Role Data (optional); Optional Ofer
Response Signature that signs other conponents;
Pay Schene Dat a

6. Payment Handl er checks information including
optional signature and if OK starts exchangi ng Pay
Schenme Data conponents for sel ected paynent brand
and paynment protocol

C<------- > P PAYMENT EXCHANGE. Conponent: Pay Schene Data

7. Eventual | y paynment protocol nessages finish so
Paynment Handl er sends Pay Recei pt and opti ona
signhature to the Consuner as proof of paynent

C<------- > P PAYMENT RESPONSE. Conponents: Status, Pay Receipt;
Payment Note; Trading Role Data (optional);
Optional OFfer Response Signature; Optional
Paynment Recei pt Signature that binds the paynent
to the Ofer

8. Consuner checks Paynment Receipt is K
Kk _k_k_Kh_Kk_Kh_Kk_k_K _K*_K _Kk_*k_K _K*_K _Kk_*)_K _K*_*K _*_*)_K _Kk_*) _*_*)_K _*_* _*_*_*_x%
Fi gure 3 Paynment Exchange

A Paynent Exchange uses the foll owi ng Tradi ng Conponents that are
passed between the Consumer, the Merchant and the Paynent Handl er:

0 The Brand List Conponent contains a list of paynent brands (for
exanpl e, MasterCard, Visa, Mndex, CeldKarte), paynent protocols
(for exanple SET Version 1.0, Secure Channel Credit Debit (SCCD -
the name used for a credit or debit card paynment where
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unaut hori sed access to account information is prevented through
use of secure channel transport nechani sns such as SSL/TLS) as
wel | as currenci es/amunts that apply. The Merchant sends the
Brand List to the Consuner. The consumer conpares the paynent
brands, protocols and currenci es/anounts on offer with those that
the Consuner supports and nakes a sel ection

0 The Brand Sel ection Conmponent contains the Consumer’s sel ection.
Paynment brand, protocol, currency/anmount and possibly protocol -
specific information is sent back to the Merchant. This
informati on may be used to change information in the Ofer
Exchange. For exanple, a merchant could choose to offer a discount
to encourage the use of a store card.

o the Status conponent is used to indicate to the Paynent Handl er
that an earlier exchange (e.g., an O fer Exchange) has
successfully conpleted and by the Paynent Handler to indicate the
compl etion status of the Payment Exchange.

0 The Organisation Conponents are generated by the Merchant. They
contain details of the Merchant and Paynment Handl er Rol es:

- the Merchant role is required so that the Paynent Handl er can
identify which Merchant initiated the paynent. Typically, the
result of the Paynent Handl er accepting (or naking) a paynent
on behal f of the Merchant will be a credit or debit transaction
to the Merchant’s account held by the Paynent Handl er. These
transactions are outside the scope of this version of |OTP

- the Paynent Handler role is required so that the Paynent
Handl er can check that it is the correct Paynent Handler to be
used for the paynent

0 The Paynent Conponent contains details of how rmuch to pay, the
currency and the paynent direction

o The "Ofer Response" Signature Conponent, if present, digitally
signs all of the above conponents to ensure their integrity. Note
that the Brand List and Brand Sel ecti on Conponents are not signed
until the paynment information is created (step 4 in the diagran

o the Trading Role Data conponent contains fromother roles (e.g., a
Merchant) that needs to be forwarded to the Paynment Handl er

0 The Paynent Scheme Conponent contains nessages fromthe paynent
protocol used in the Trade. For exanple they could be SET
nessages, Mndex nessages, Cel dKarte Messages or one of the other
paynment nethods supported by | OTP. The content of the Paynent
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Schenme Conponent is defined in the supplenments that describe how
| OTP works with various paynment protocols.

0 The Paynent Recei pt Conponent contains a record of the paynent.
The content depends upon the paynent protocol used.

0 The "Paynent Receipt" Signature Conponent provides proof of
paynment by digitally signing both the Paynment Recei pt Conponent
and the Ofer Response Signature. The signature on the offer
digitally signs the Oder, Oganisation and Delivery Conponents
contained in the Ofer. This signature effectively binds the
paynent to the offer.

The exanpl e of a Paynent Exchange above is the nbst general case.

Si npl er cases are al so possible. For exanple, if the amount paid is
not dependent on the paynment brand and protocol selected then the
payrment information generated by step 3 can be sent to the Consuner
at the sanme time as the Brand List Conponent generated by step 1
These and other variations are described in the Baseline Purchase

| OTP Transaction (see section 9.1.8).

2.2.3 Delivery Exchange

The goal of the Delivery Exchange is to cause purchased goods to be
delivered to the consuner either online or via physical delivery. A
second goal is to provide a "delivery note" to the consuner,
providing details about the delivery, such as shipping tracking
nunber. The result of the delivery my al so be signed so that it can
be used for custoner care in the case of problens wth physical
delivery. The nessage flowis illustrated in the diagram bel ow

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
CONSUMER  DELI VERY

| HANDL ER
| Merchant |
STEP | | |
1. Consuner decides to trade and sends information
about what to deliver and who is to take delivery,
to the Merchant e.g., using HTM.
C-->M Informati on on what is being delivered (outside
scope of |OTP)
2. Merchant checks the information provided by the

Consuner, adds information about how the delivery
wi Il occur, information about the Organisations
involved in the delivery and optionally sings it
and sends it to the Consuner
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C<-- M Conponents: Delivery; O ganisations (Delivery
Handl er, Deliver To); Oder, Optional Ofer
Response Signature

3. Consuner checks delivery information is OK
obtains authorisation for the delivery, for
exanpl e by maki ng a paynent, and sends the
delivery information to the Delivery Handl er

C-------- > D DELI VERY REQUEST. Conponents: Status; Delivery,
Organi sations: (Merchant, Delivery Handl er,
DelivTo); Order, Trading Role Data (optional);
Optional OFfer Response Signhature, Optional
Paynment Recei pt Signature (from Paynment Exchange)

4. Del i very Handl er checks information and
aut horisation. Starts or schedul es delivery and
creates and then sends a delivery not tot the
Consuner which can optionally be signed.

C<-------- D DELI VERY RESPONSE. Conponents: Status; Delivery
Note, Trading Role Data (optional); Optiona
Del i very Response Signhature

5. Consuner checks delivery note is OK and accepts or
waits for delivery as described in the the Delivery
Not e.

k_k_Kk_Kk_K_Kk_Kk_Kh_Kk_*_Kh_Kk_*_Kh_K*_K_Kk_K*_K_Kh_*_K _K*_*_K _K*_*_Kk_K*_*_*k_*_*_*_*_%

Figure 4 Delivery Exchange

A Delivery Exchange uses the follow ng Tradi ng Conponents that are
passed between the Consumer, the Merchant and the Delivery Handl er:

o the Status conponent is used to indicate to the Delivery Handl er
that an earlier exchange (e.g., an O fer Exchange or Paynent
Exchange) has successfully conpleted and by the Delivery Handl er
to indicate the conpletion status of the Delivery Exchange.

0 The Organisation Conponent(s) contain details of the Deliver To,
Del i very Handl er and Merchant Rol es:

- the Deliver To role indicates where the goods or services are
to be delivered to
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- the Delivery Handler role is required so that the Delivery
Handl er can check that she is the correct Delivery Handler to
do the delivery

- the Merchant role is required so that the Delivery Handl er can
identify which Merchant initiated the delivery

The Order Conponent, contains information about the goods or
services to be delivered

The Delivery Conponent contains information about how delivery
wi Il occur, for exanple by post or using e-nmail

The "Off er Response" Signature Conponent, if present, digitally
signs all of the above conponents to ensure their integrity.

The "Paynment Receipt" Signature Conponent provides proof of

paynent by digitally signing the Paynment Recei pt Conponent and the
O fer Signature. This is used by the Delivery Handl er to check
that delivery is authorised

The Delivery Note Conponent contains customer care infornmation
related to a physical delivery, or alternatively the actua

"el ectroni c goods". The Consuner’s software does not interpret

i nformati on about a physical delivery but should have the ability
to display the information, both at the time of the delivery and
later if the Consunmer selects the Trade to which this delivery
relates froma transaction |ist

The "Delivery Response" Signature Conponent, if present, provides
proof of the results of the Delivery by digitally signing the
Delivery Note and any O fer Response or Paynent Response
signatures that the Delivery Handl er received.

2.2.4 Authentication Exchange

The goal of the Authentication Exchange is to all ow one Organisation
for exanple a financial institution, to be able to check that another
Organi sation, for exanple a consuner, is who they appear to be.

An

(0]

Aut henti cati on Exchange invol ves:

an Authenticator - the Organisation which is requesting the
aut henti cation, and

an Authenticatee - the O ganisation being authenticated.
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This is illustrated in the diagram bel ow.

+* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Organisation 1
(Aut henti cat ee)

| Organi sation 2

| (Authenticator)
STEP | |
1. First Organisation, e.g., a Consuner, takes an action (for
exanpl e by pressing a button on an HTM. page) which
requires that the Organisation is authenticated

1 --> 2 Need for Authentication (outside scope of |OIP)

2. The second Organi sati on generates an Aut hentication
Request - including challenge data, and a list of the
al gorithnms that nay be used for the authentication -
and/or a request for the Organisation informtion then
sends it to the first Organisation

1 <-- 2 AUTHENTI CATI ON REQUEST. Conponents: Authentication
Request, Trading Role Information Request

3. The first Organisation optionally checks any signature
associated with the Authentication Request then uses the
specified authentication algorithmto generate an
Aut henti cati on Response which is sent back to the second
Organi sation together with details of any O gani sation
i nformati on requested

1 --> 2 AUTHENTI CATI ON RESPONSE. Conponent: Authentication
Response, Organisation(s)

4. The Aut hentication Response is checked agai nst the
chal l enge data to check that the first Organisation is
who they appear to be and the result recorded in a Status
Conponent which is then sent back to the first
Or gani sati on.

1 <-- 2 AUTHENTI CATI ON STATUS. Conponent: Status
5. The first Organisation then optionally checks the results

i ndicated by the Status and any associ ated si ghature and
takes the appropriate action or stops.

k_k_Kk_Kk_K_Kk_Kk_Kh_Kk_*_Kh_Kk_*_Kh_K*_K_Kk_K*_K_Kh_*_K _K*_*_K _K*_*_Kk_K*_*_*k_*_*_*_*_%

Figure 5 Authentication Exchange
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An Aut henti cati on Exchange uses the follow ng Tradi ng Conponents that
are passed between the two Organi sations:

0 the Authentication Request Component that requests an
Aut henti cation and indicates the authentication algorithm and
optional challenge data to be used.

0o A Trading Role Informati on Request Conponent that requests
i nformati on about an Organisation, for exanple a ship to address.

0 The Authentication Response Conponent which contains the challenge
response generated by the recipient of the Authentication Request
Conponent .

0 Organisation Conponents that contain the result of the Trading
Rol e I nformati on Request

0 the Status Conponent which contains the results of the second
party’s verification of the Authentication Response.

2.3 Scope of Baseline |OIP

Thi s specification describes the |IOIP Transacti ons which nmake up
Baseline | OTP. As described in the preface, 10TP will evol ve over
time. This section defines the initial conformance criteria for

i npl enentations that claimto "support |OTP."

The main determ nant on the scope of an | OTP inplenentation is the
roles which the solution is designed to support. The roles within
| OTP are described in nore detail in section 2.1 Trading Roles. To
sunmari se the roles are: Merchant, Consuner, Paynent Handl er
Del i very Handl er and Customer Care Provider.

Paynment Handl ers who can be of three types:

0 those who accept a paynent as part of a purchase or make a paynent
as part of a refund,

0 those who accept value as part of a deposit transaction, or
0 those that issue value a withdrawal transaction

The followi ng table defines, for each role, the IOIP Transacti ons and
Tradi ng Bl ocks which nmust be supported for that role.
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Ref und

Aut henti cati on

Val ue Exchange
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Deposi t
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Pi ng

TRADI NG BLOCKS
TPO

TPO Sel ecti on

Aut h- Request

Aut h- Repl y

O fer Response
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a) a)
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Consumer Paynent

Handl er

Del i very
Handl er

Must

Consuner Paynent

Handl er

Del i very
Handl er

b)
Depends

b)
Depends

Must

b)
Depends

b)
Depends
Must

May Must

May Must Must
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Payment Must Must
Request
Payment Must Must
Exchange
Payment Must Must
Response
Del i very Must Must
Request
Del i very Must Must
Response
Mer chant s
ECash ECash
Store Val ue Val ue Consuner  Payment Del i very
| ssuer Acquirer Handl er Handl er
I nquiry Must Must Must Must Must Must
Request
I nquiry Must Must Must Must Must Must
Response
Pi ng Request Must Must Must Must Must Must
Pi ng Response Must Must Must Must Must Must
Si gnature Must Must Must Limted Must Must
Error Must Must Must Must Must Must

In the above tabl e:

o "Mist" neans that a Tradi ng Role nmust support the Transaction or
Tradi ng Bl ock.

o "May" nmeans that an inplenmentation may support the Transaction or
Tradi ng Block at the option of the devel oper.

o "Depends" neans inplenentation of the Transaction or Tradi ng Bl ock
depends on one of the follow ng conditions:

- if Baseline Authentication | OIP Transaction is supported;

Bur det t I nf or mat i onal [ Page 30]



RFC 2801 | OTP/ 1.0 April 2000

- if required by a Paynment Method as defined in its |OIP
Suppl enent docunent .

o "Limted" nmeans the Tradi ng Bl ock nust be understood and its
content mani pul ated but not in every respect. Specifically, on the
Si gnature Bl ock, Consuners do not have to be able to validate
di gital signatures.

An | OTP sol ution nmust support all the I OIP Transactions and Tradi ng
Bl ocks required by at |east one role (colum) as described in the
above table for that solution to be described as "supporting | OTP".

3. Protocol Structure
The previous section provided an introduction which expl ai ned:

o Trading Roles which are the different roles which O ganisations
can take in a trade: Consunmer, Merchant, Paynment Handler, Delivery
Handl er and Custoner Care Provider, and

o Tradi ng Exchanges where each Tradi ng Exchange invol ves the
exchange of data, between Trading Roles, in the formof a set of
Tradi ng Conponents.

Thi s section descri bes:

o how Tradi ng Conponents are constructed into Trading Bl ocks and the
| OTP Messages which are physically sent in the formof [XM]
docunment s between the different Tradi ng Rol es,

o0 how | OTP Messages are exchanged between Trading Roles to create an
| OTP Transaction

o the XM. definitions of an | OTP Message including a Transaction
Ref erence Bl ock - an XML el ement which identifies an | OIP
Transaction and the | OTP Message within it

0 the definitions of the XML ID Attributes which are used to
identify | OTP Messages, Tradi ng Bl ocks and Tradi ng Conponents and
how t hese are referred to using El ement References from ot her XM
el enent s

o how extra XML El ements and new user defined val ues for existing
| OTP codes can be used when Extending | OTP,

0 how | OTP uses the Packaged Content El enent to enbed data such as

payrment protocol nessages or detailed order definitions within an
| OTP Message
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how | OTP | dentifies Languages so that different |anguages can be
used within | OTP Messages

o how | OTP handl es both Secure and I nsecure Net Locations when
sendi ng nmessages

o how an | OTP Transacti on can be cancel | ed.

3.1 Overview

3.1.1 I OTP Message Structure

The structure of an | OTP Message and its relationship with Tradi ng
Bl ocks and Tradi ng Conponents is illustrated in the diagram bel ow.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

| OTP MESSAGE <---------- | OTP Message - an XML Docunent which is
transported between the Tradi ng Rol es
-Trans Ref Block <----- Trans Ref Block - contains infornation which
| descri bes the | OTP Transaction and the | OTP
Message.

I
|-Trans Id Conp. <--- Transaction Id Conponent - uniquely
| identifies the IOTP Transaction. The Trans Id
| Components are the same across all | OTP
| nessages that conprise a single | OTP
| transacti on.
|-Msg Id Conp. <----- Message | d Conponent - identifies and
descri bes an |1 OTP Message within an | OTP
Transaction
-Signature Block <----- Signature Bl ock (optional) - contains one or
| nore Signature Conponents and their
| associ ated Certificates
| - Si gnature Conp. <-- Signature Conponent - contains digita
| signatures. Signatures may sign digests of
| the Trans Ref Bl ock and any Tradi ng Conponent
| in any | OTP Message in the same | OTP
| transacti on.
|-Certificate Conp. < Certificate Conponent (Optional) Used to check
the signature.

-Trading Block <------- Trading Block - an XM. El enent within an | OTP
| - Tradi ng Conp. Message that contains a predefined set of
| - Tradi ng Conp. Tradi ng Conponent s
| - Tradi ng Conp.
I

-Tradi ng Conp. <--- Tradi ng Conponents - XM. Elenents within a
Tradi ng Bl ock that contain a predefined set

- Tradi ng Bl ock of XML elenents and attributes contai ning
| - Tradi ng Conp. information required to support a Trading
| - Tradi ng Conp. Exchange
| - Tradi ng Conp.
| - Tradi ng Conp.
| - Tradi ng Conp.

_k_k_k_*k_*k__Kk_Kk_*k_*k_*k_*_*_*) _*k_*_*k_*) _* _*_*k_* _* _*_*k_*k_* _*_*k_*_*k_*_*_%*%

Figure 6 | OTP Message Structure

The di agram al so i ntroduces the concept of a Transaction Reference

Bl ock. This block contains, anpngst other things, a globally unique
identifier for the 1OTP Transaction. Al so each bl ock and conponent is
given an I D Attribute (see section 3.4) which is unique within an

| OTP Transaction. Therefore the conbination of the ID attribute and
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the globally unique identifier in the Transacti on Reference Block is
sufficient to uniquely identify any Trading Bl ock or Trading
Conponent .

3.1.2 1 OTP Transacti ons
A predefined set of |IOTP Messages exchanged between the Tradi ng Rol es
constitute an | OTP Transaction. This is illustrated in the diagram
bel ow.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

CONSUMER VERCHANT
Generate first
| OTP Message
|
| v
Process incom ng | 1| eeeeeeeeeaa
| OTP Message & <------------- | | ------------ | |OTP Message |
generate next |OIP | | e
Message | N |
I ||
v |
............. | T Process incom ng

| IOTP Message | -------------- | | ----------- > | OTP Message &
............. | | gener at e next
| E | | OTP Message
| I
| v
Process i ncomni ng L S Ty
| OTP Message S | | ------------ | IOTP Message
generate |last |OIP | | e
Message & stop | N |
I |
v |
............. | E | Process | ast
| |OTP Message | -------------- I > incomng | OTP
............. | | Message & stop
I | T I
v | | v
STOP --- STOP

k_k_Kk_Kk_Kk_Kk_Kk_k_*k_*k_*k_*k_*_*k_*k_*k_*k_*_*k_*k_*k_*k_*k_*k_*k_*k_*k_%*k_%*k_%*_%_%k_%_%_

Figure 7 An | OTP Transaction
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In the above diagramthe Internet is shown as the transport
mechanism This is not necessarily the case. | OTP Messages can be
transported using a variety of transport nechani sns.

The | OTP Transactions (see section 9) in this version of |1OIP are
specifically:

0 Purchase. This supports a purchase involving an offer, a payment
and optionally a delivery

0 Refund. This supports the refund of a paynment as a result of,
typically, an earlier purchase

o Value Exchange. This involves two paynents which result in the
exchange of val ue from one conbination of currency and paynent
nmet hod to anot her

0 Authentication. This supports the renote authentication of one
Tradi ng Rol e by another Trading Role using a variety of
aut hentication algorithns, and the provision of an O ganisation
Informati on about the Trading Role that is being authenticated for
use in, for exanple, the creation of an offer

0 Wthdrawal. This supports the withdrawal of electronic cash froma
financial institution

0 Deposit. This supports the deposit of electronic cash at a
financial institution

o Inquiry This supports inquiries on the status of an | OTP
transaction which is either in progress or is conplete

o0 Ping This supports a sinple query which enabl es one | OTP aware
application to determ ne whether another | OTP application running
el sewhere is working or not.

3.2 | OTP Message

As described earlier, |10OTP Messages are [ XM.] docunents which are
physically sent between the different Trading Roles that are taking
part in a trade.

The XML definition of an | OTP Message is as foll ows.
<! ELEMENT | ot pMessage
( TransRefBI k,

Si gBl k?,
ErrorBl k?,
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Aut hReqBIl k |

Aut hRespBl k |
Aut hSt at usBl k |
Cancel Bl k |

Del i veryReqBl k |
Del i veryRespBl k |
I nqui ryReqBl k |
I nqui ryRespBIl k |
O f er RespBl k |
PayExchBl k |
PayReqBIl k |
PayRespBl k |

Pi ngReqBl k |

Pi ngRespBl k |
TpoBl k |

TpoSel ecti onBl k

April 2000

<I ATTLI ST | ot pMessage

xnl ns

CDATA

"iotp:ietf.org/iotp-vl. O

Cont ent :

Tr ansRef Bl k

Aut hRegBlI k,

Aut hRespBlI k,

Del i ver yReqBlI k,
Del i ver yRespBlI k
ErrorBl k

I nqui r yReqgBlI k,

| nqui r yRespBI k,
O f er RespBl k,
PayExchBl k,
PayReqBlI k,
PayRespBlI k,

Pi ngReqBlI k,

Pi ngRespBI k,

Si gBl k,

TpoBl k,

TpoSel ecti onBl k

Attri butes:

xnm ns

Bur det t

Thi s contains information which describes an | OIP
Message within an | OTP Transaction (see section
3.3 immedi ately bel ow)

These are the Tradi ng Bl ocks.

The Tradi ng Bl ocks present within an | OTP Message,
and the content of a Trading Block itself is
dependent on the type of |1 OTP Transacti on being
carried out - see the definition of each
transaction in section 9 Internet Open Tradi ng
Prot ocol Transactions.

Full definitions of each Trading Bl ock are
described in section 8.

The [ XML Nanmespace] definition for | OTP nmessages.
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3.2.1 XM. Docunent Prol og

The | OTP Message is the root el enent of the XM. docunent. It
therefore needs to be preceded by an appropriate XM. Docunent Prol og.
For exampl e:

<?XM. Version="1.0" ?>
<! DOCTYPE | ot pMessage >
<| ot pMessage>

</ | ot pMessage>
3.3 Transacti on Reference Bl ock

A Transaction Reference Block contains informati on which identifies
the | OTP Transaction and | OTP Message. The Transacti on Reference
Bl ock cont ai ns:

0 a Transaction |Id Conponent which globally uniquely identifies the
| OTP Transaction. The Transaction Id Conponents are the same
across all | OIP nessages that conprise a single | OTP transaction

0 a Message Id Conmponent which provides control information about
the | OTP Message as well as uniquely identifying the | OTP Message
within an I OTP Transaction, and

0 zero or nmore Related To Conponents which link this | OTP
Transaction to either other | OIP Transactions or other events
using the identifiers of those events.

The definition of a Transaction Reference Block is as foll ows:
<! ELEMENT TransRefBl k (Transld, Msgld, RelatedTo*) >
<I ATTLI ST Tr ansRef Bl k
(D) I D #REQUI RED >
Attri butes:
| D An identifier which uniquely identifies the

Transacti on Reference Block within the | OTP
Transaction (see section 3.4 ID Attributes).

Cont ent :

Transl d See 3.3.1 Transaction Id Conponent imediately
bel ow.

Msgl d See 3.3.2 Message |d Conponent imedi ately bel ow,
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See 3.3.3 Related To Conmponent inmmedi ately bel ow.

3.3.1 Transaction Id Conponent

This contains information which globally uniquely identifies the |IOTP
Transaction. Its definition is as foll ows:

<| ELEMENT Transld EMPTY >

<! ATTLI ST Transl d
I D

Ver si on

| ot pTransid

| ot pTransType
TransTi neSt anp
Attri butes:

I D

Ver si on

| ot pTransid

| ot pTransTyp

Bur det t

I D #REQUI RED
NMIOKEN #FI XED ' 1. O
CDATA  #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED >

An identifier which uniquely identifies the
Transaction Id Conmponent within the | OTP
Transacti on.

This identifies the version of 10TP, and therefore
the structure of the | OTP Messages, which the | OTP
Transaction is using.

Cont ai ns data which uniquely identifies the | OTP
Transaction. It nust conformto the rules for
Message lIds in [ RFC 822].

This is the type of | OTP Transaction being carried
out. For Baseline IOTP it identifies a "standard"

| OTP Transaction and inplies the sequence and
content of the | OTP Messages exchanged between the
Trading Roles. The valid values for Baseline | OTP
are:

0 Basel i neAut henti cation
Basel i neDeposi t
Basel i nePur chase
Basel i neRef und
Basel i neW t hdr awal
Basel i neVal ueExchange
Basel i nel nquiry
Basel i nePi ng

OO0OO0OO0O0OO0O0

Val ues of |otpTransType are nanaged under the
procedure described in section 12 | ANA
Consi derations which also allows user defined
val ues of lotpTransType to be defi ned.
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In later versions of IOTP, this list will be
extended to support different types of standard

| OTP Transaction. It is also likely to support the
type Dynani c which indicates that the sequence of
steps within the transacti on are non-standard.

Were the systeminitiating the | OTP Transaction
has an internal clock, it is set to the tine at
which the | OTP Transaction started in [UT(C
format.

The main purpose of this attribute is to provide
an alternative way of identifying a transaction by
specifying the time at which it started.

Some systens, for exanple, hand hel d devices may
not be able to generate a tine stanp. In this
case this attribute should contain the val ue "NA"
for Not Avail able.

3.3.2 Message | d Conponent

The Message |d Conponent provides control information about the | OTP

Message as wel |

| OTP Transacti on.

as uniquely identifying the | OTP Message within an
Its definition is as follows.

<! ELEMENT Msgld EMPTY >

<! ATTLI ST Msgld

I D
Respl ot pMsg
xm : | ang

LangPr ef Li st
Char Set Pr ef Li st

I D #REQUI RED
NMIOKEN #1 MPLI ED
NMIOKEN #REQUI RED
NMIOKENS #l| MPLI ED
NMIOKENS #l| MPLI ED

Sender Tr adi ngRol eRef NMICKEN #l| MPLI ED

Sof t war el d
Ti meSt anp

Attri butes:

I D

Respl ot pMsg

Bur det t

CDATA  #REQUI RED
CDATA  #| MPLI ED >

An identifier which uniquely identifies the

| OTP Message within the | OTP Transaction (see
section 3.4 ID Attributes). Note that if an

| OTP Message is resent then the value of this
attribute remains the sane.

This contains the ID attribute of the Message

I d Conmponent of the | OTP Message to which this
| OTP Message is a response. In this way al
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Sender Tr adi ngRol eRef

Xm : | ang

LangPr ef Li st

Char Set Pr ef Li st

Sof twarel d
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the 1 OTP Messages in an | OTP Transaction are
unanbi guously linked together. This field is
required on every | OTP Message except the
first IOTP Message in an | OTP Transacti on.

The El enent Reference (see section 3.5) of the
Tradi ng Rol e which has generated the | OTP
nessage. It is used to identify the Net
Locations (see section 3.9) of the Trading
Rol e to which problens Technical Errors (see
section 4.1) with any of Tradi ng Bl ocks shoul d
be reported.

Defi nes the | anguage used by attributes or
child elements within this conponent, unless
overridden by an xm :lang attribute on a child
el ement. See section 3.8 ldentifying
Languages.

Optional list of Language codes that conform
to [ XM.] Language ldentification. It is used
by the sender to indicate, in preference
sequence, the | anguages that the receiver of

t he nessage ideally should use when generating
a response. There is no obligation on the
recei ver to respond using one of the indicated
| anguages, but using one of the I anguages is
likely to provide an inproved user experience.

Optional list of Character Set identifiers
that conformto [ XM.] Characters. It is used
by the sender to indicate, in preference
sequence, the character sets that the receiver
of the nmessage ideally should use when
generating a response. There is no obligation
on the receiver to respond using one of the
character sets indicated, but using one of the
character sets is likely to provide an

i mproved user experience.

This contains information which identifies the
sof tware which generated the | OTP Message. Its
purpose is to help resolve interoperability
probl ems that m ght occur as a result of

i nconpatibilities between nmessages produced by
different software. It is a single text string
in the | anguage defined by xm:lang. It nust
contain, as a mninmum
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o the nane of the software manufacturer
o the nane of the software

o the version of the software, and

o the build of the software

Where the device sending the nessage has an
internal clock, it is set to the time at which
the 1 OTP Message was created in [UTC] format.

nent

onent links | OTP Transactions to either other |OTP
er events using the identifiers of those events.

lts definition is as foll ows.

<! ELEMENT Rel at edTo
<! ATTLI ST Rel at edTo
I D

xm : | ang

Rel ati onshi pType
Rel ati on

Rel nKeyWor ds

Attributes:
I D
xm : | ang

Rel ati onshi pType

Bur det t

(PackagedCont ent) >

I D #REQUI RED
NMIOKEN #REQUI RED
NMIOKEN #REQUI RED
CDATA  #REQUI RED
NMICKENS #| MPLI ED >

An identifier which uniquely identifies the
Rel ated To Conponent within the | OTP Transacti on.

Defi nes the | anguage used by attributes or child
el ements within this conponent, unless overridden
by an xm :lang attribute on a child elenment. See
section 3.8 ldentifying Languages.

Defines the type of the relationship. Valid val ues
are:

o lotpTransaction. in which case the Packaged
Content El enent contains an lotpTranslid of
anot her 1 OTP Transaction

0 Reference in which case the Packaged Content
El ement contains the reference of sone other
non-1 OTP docunent .

Val ues of Rel ationshi pType are controll ed under
the procedures defined in section 12 | ANA

Consi derations which also allows user defined
val ues to be defi ned.
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Rel ati on

Rel nKeyWor ds

Cont ent :

PackagedCont ent

3.4 | D Attri butes

| OTP Messages,
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The Relation attribute contains a phrase in the

| anguage defined by xm :lang which describes the
nature of the relationship between the | OTP
transaction that contains this conponent and

anot her |1 OTP Transaction or other event. The exact
words to be used are left to the inplenenters of
the 1 OTP sof t ware.

The purpose of the attribute is to provide the
Tradi ng Roles involved in an | OTP Transaction with
an expl anation of the nature of the relationship
bet ween the transacti ons.

Care should be taken that the words used to in the
Relation attribute indicate the "direction" of the
relationship correctly. For exanple: one
transaction might be a refund for another earlier
transaction. In this case the transaction which is
a refund should contain in the Relation attribute
words such as "refund for" rather than "refund to"
or just "refund".

This attribute contains keywords which could be
used to help identify simlar relationships, for
exanmple all refunds. It is anticipated that
recommended keywords wi ||l be devel oped through
exam nation of actual usage. In this version of
the specification there are no specific
reconmendati ons and the keywords used are at the
di scretion of inplenmenters.

The Packaged Content (see section 3.7) contains
data which identifies the related transaction. Its
format varies dependi ng on the val ue of the

Rel at i onshi pType.

Bl ocks (i.e. Transaction Reference Bl ocks and Trading

Bl ocks), Tradi ng Conmponents (including the Transaction Id Conponent
and the Signature Conponent) and sonme of their child elenents are
each given an XML "I D' attribute which is used to identify an

i nstance of these XM. el enents. These identifiers are used so that
one el enent can be referenced by another. Al these attributes are
given the attribute nane |ID.

Bur det t
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The val ues of each ID attribute are unique within an | OTP transaction
i.e. the set of | OTP Messages whi ch have the sanme gl obally unique
Transaction | D Conponent. Also, once the ID attribute of an el enent
has been assigned a value it is never changed. This neans that
whenever an elenent is copied, the value of the ID attribute remains
t he sane.

As a result it is possible to use these IDs to refer to and | ocate

the content of any | OTP Message, Bl ock or Conponent from any ot her

| OTP Message, Bl ock or Conponent in the same | OTP Transacti on using
El ement References (see section 3.5).

This section defines the rules for setting the values for the ID
attri butes of | OTP Messages, Bl ocks and Conponents.

3.4.1 1OTP Message ID Attribute Definition

The ID attribute of the Message |Id Conponent of an | OTP Message nust
be unique within an | OTP Transaction. It’s definition is as foll ows:

| ot pMsgl d_val ue
| ot pMsgl dPrefi x
| ot pMsgl dSuf fi x

| ot pMsgl dPrefi x | ot pMsgl dSuffi x
NanmeChar (NameChar)*
Digit (Digit)*

| ot pMsgl dPrefi x Apart from nmessages which contain: an Inquiry
Request Tradi ng Bl ock, an Inquiry Response Trading
Bl ock, a Ping Request Trading Bl ock or a Ping
Response Tradi ng Bl ock; then the sanme prefix is
used for all nessages sent by the Merchant or
Consuner role as foll ows:

o "M - Merchant
o "C" - Consuner

For nmessages which contain an Inquiry Request
Tradi ng Bl ock or a Ping Request Trading Bl ock, the
prefix is set to "I" for Inquiry.

For nmessages which contain an Inquiry Response
Tradi ng Bl ock or a Ping Response Tradi ng Bl ock,
the prefix is set to "Q@'

The prefix for the other roles in a trade is
contained within the Organisati on Conponent for
the role and are typically set by the Merchant.
The following is recommended as a guideline and
nmust not be relied upon:
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"P'" - First (only) Paynent Handl er
"R' - Second Paynent Handl er

"D' - Delivery Handl er

"C' - Deliver To

O O0OO0Oo

As a guideline, prefixes should be linted to one
character.

NaneChar has the same definition as the [ XM]
definition of NaneChar.

| ot pMsgl dSuf fi x The suffix consists of one or nore digits. The
suffix nust be unique within a Trading Role within
an | OTP Transaction. The followi ng is recommended
as a guideline and nust not be relied upon:

o the first 10OTP Message sent by a trading role
is given the suffix "1"

o0 the second and subsequent | OTP Messages sent
by the sanme trading role are increnented by one
for each nessage

0 no |l eading zeroes are included in the suffix

Put nore sinply the Message |d Conponent of the
first 1 OTP Message sent by a Consuner woul d have
an ID attribute of, "C1", the second "C2", the
third "C3" etc.

Digit has the sanme definition as the [ XM]
definition of Digit.

3.4.2 Block and Conponent ID Attribute Definitions

The ID Attribute of Bl ocks and Conponents nust al so be unique within
an | OTP Transaction. Their definition is as follows:

Bl kO Compl d_val ue ::= lotpMsgld_value "." 1dSuffix
IdSuffix ::=Digit (Digit)*

| ot pMsgl d_val ue The ID attribute of the Message | D Conmponent of
the | OTP Message where the Bl ock or Conponent is
first used.

In I OTP, Tradi ng Conmponents and Tradi ng Bl ocks are
copi ed fromone | OTP Message to another. The ID
attribute does not change when an existing Tradi ng
Bl ock or Conponent is copied to another |OTP
Message.
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The suffix consists of one or nore digits. The
suffix nust be unique within the ID attribute of
the Message | D Conponent used to generate the ID
attribute. The following is recormmended as a

gui del i ne and nust not be relied upon:

o the first Block or Conmponent sent by a trading
role is given the suffix "1"

othe ID attributes of the second and subsequent
Bl ocks or Conponents are incremented by one for
each new Bl ock or Conponent added to an | OTP
Message

0 no |l eading zeroes are included in the suffix

Put nore sinply, the first new Bl ock or Conponent
added to the second | OTP Message sent, for
exanpl e, by a consumer would have a an ID
attribute of "C2.1", the second "C2.2", the third
"C2.3" etc.

Digit has the same definition as the [ XM]
definition of Digit.
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3.4.3 Exanple of use of ID Attributes
The diagrambelow illustrates how ID attri bute values are used.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

1st | OTP MESSAGE 2nd | OTP MESSAGE
(e.g., from Merchant to (e.g., from Consuner to
Consuner Paynment Handl er)
| OTP MESSAGE | OTP MESSAGE *
| -Trans Ref Block. |ID=M.1 | - Trans Ref Bl ock.|D=Cl. 1*
| |-Trans Id Conmp. ID= ML.2 ------------ > |-Trans Id Conp.
[ Copy Elenent | | |ID=M.2
| |-Msg Id Conp. ID=M | |-Msg Id Conp. ID=Cl *
I I
| - Si gnature Bl ock. |D=M. 8 | - Si gnat ure Bl ock. | D=C1. 5*
| |-Sig Conp. IDEML.15 ---------mommommn- > | -Conp. |D=M. 15
| Copy El enent |
| - Tradi ng Bl ock. | D=ML. 3 | - Tradi ng Bl ock. | D=Cl1.2 *
| [-Conp. IDEML. 4 -----mmm e >| - Conp. | D=ML.. 4
| Copy El enent |
| |-Comp. IDEML.S -----mmmm e oo >| - Conp. | D=ML.5
| Copy El enent |
| |-Conp. ID=ML.6 | - Comp. ID=Cl.3 *
| | - Conp. I D=ML.7 | - Conp. ID=Cl.4 *
I
| - Tradi ng Bl ock. | D=ML.9
| - Conp. | D=M.. 10 * = new el enents
| - Conp. | D=M. 11
| - Conp. | D=ML. 12
| - Conp. | D=M.. 13

k_k_Kk_Kk_Kk_Kk_Kk_*k_*k_*k_*k_*k_*k_*k_*k_* _*k_*k_*k_*k_*k_*k_*k_*k_*k_*k_*k_%*k_%*k_%*_%k_%k_%_%_

Figure 8 Exanple use of ID attributes
3.5 El enent References

A Tradi ng Conponent or one of its child XM el enents, may contain an
XM. attribute that refers to another Block (i.e. a Transaction

Ref erence Bl ock or a Tradi ng Bl ock) or Tradi ng Conponent (including a
Transaction |Id and Signature Conponent). These El enment References are
used for many purposes, a few exanpl es include:

o identifying an XM. el enent whose Digest is included in a Signature
Conponent,
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o referring to the Payment Handl er O gani sation Conmponent which is
used when nmaki ng a Paynent

An El ement Reference always contains the value of an ID attribute of
a Bl ock or Conponent.

I dentifying the | OTP Message, Trading Bl ock or Tradi ng Conponent
which is referred to by an El enent Reference, involves finding the
XML el enent whi ch

0o belongs to the same | OTP Transaction (i.e. the Transaction Id
Components of the | OTP Messages match), and

o where the value of the ID attribute of the el enent matches the
val ue of the El ement Reference.

Note: The term"match" in this specification has the sane definition
as the [ XM.] definition of match

An exanpl e of "matching" an Element Reference is illustrated in the
exanpl e bel ow

Bur det t I nf or mat i onal [ Page 47]



RFC 2801 | OTP/ 1.0

April 2000

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

1st | OTP MESSAGE
(e.g., from Merchant to
Consuner

| OTP MESSAGE
| -Trans Ref Block. |ID=M.1 Trans I D
| |-Trans Id Conp. ID = ML. 2 <-Conponents-
| ] nmust be
| |-Msg Id Conp. ID=M | denti cal
| N
| - Signature Bl ock. |D=M.8 |
| |-Sig Conp. |ID=M. 15 |
| AND
| - Tradi ng Bl ock. | D=ML.3 |
| | - Conp. I D=M.. 4 |
| v
| |-Conmp. ID=EML.5 <-------- -1 D Attri bute
| ] and El Ref
| |-Conp. ID=ML.6 val ues nust
| ] match--------
| | - Conp. ID=ML. 7
I
| - Tradi ng Bl ock. |D=ML.9

| - Conp. | D=ML. 10

| - Conp. | D=ML. 11

| - Conp. | D=ML. 12

| - Conp. | D=ML. 13

2nd | OTP MESSAGE
(e.g., from Consuner
Paynment Handl er)

to

| OTP MESSAGE

-Trans RefBlock. |ID=Cl.1
>| -Transld Conp. | D=ML. 2

| -Msg Id Conp. |D=Cl
-Signature Bl ock.1D=Cl. 5
| - Comp. | D=ML. 15
- Tradi ng Bl ock. |D=Cl.2
| | D=ML.. 4
I
| | D=ML. 5
I
| | D=C1. 3
|--> El Ref=ML.5
| -Comp. ID=Cl.4

k_k_k_Kk_Kk_Kk_Kk_Kk_Kk_*_K*_*_*_*_*_*_*_*_*_*_*_*_*_*_*_*_*_*_*_*_%*_%*_%*_%_

Figure 9 El enent References

Not e:
t han "1 DREF"
XM el enent

is not necessarily the case.

(see [XM]).

3.6 Extending | OTP

Basel i ne |1 OTP defines a mnini num pr ot ocol
| OTP nust be able to accept.
addi tional types of | OIP Transactions wll
this, Baseline and future versions of
extensions to | OTP through two nechani sns:

Bur det t | nf or mat i onal

El ement Reference attributes are defined as
This is because an | DREF requires that the
referred tois in the sane XM. Docunent.

"NMIOKEN" r at her

Wth IOTP this

whi ch systens supporting
As new versions of
be defi ned.
| OTP wi | |

| OTP are devel oped,
In addition to
support user
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o extra XML el enents, and
0 new values for existing | OTP codes.
3.6.1 Extra XM. El enents

The XML el ement and attribute names used within | OTP constitute an

[ XML Namespace] as identified by the xnlns attribute on the

| ot pMessage elenent. This allows |IOTP to support the inclusion of
addi tional XML el enments within | OTP nessages through the use of [ XM
Nanespaces] .

Usi ng XML Nanespaces, extra XM. el enents may be included at any | evel
wi thin an | OTP nessage i ncl udi ng:

o new Trading Bl ocks

0 new Tradi ng Conponents

0 new XM elenents within a Tradi ng Conponent.
The followi ng rul es apply:

o any new XM el ement nust be declared according to the rules for
[ XML Namespaces]

o0 new XM el enents which are either Trading Bl ocks or Trading
Components nmust contain an ID attributes with an attribute nane of
I D

In order to make sure that extra XM. el ements can be processed
properly, 1OTP reserves the use of a special attribute,

| OTP: Critical, which takes the values True or Fal se and nay appear in
extra el enments added to an | OTP nessage.

The purpose of this attribute is to allow an | OTP aware application
to determine if the IOTP transaction can safely continue.
Specifically:

o if an extra XM. el enent has an "IOTP: Critical" attribute with a
val ue of "True" and an | OTP aware application does not know how to
process the elenent and its child elenments, then the | OTP
transaction has a Technical Error (see section 4.1) and nust fail.

o if an extra XM. el enent has an "IOTP: Critical" attribute with a
val ue of "Fal se" then the | OTP transaction nmay continue if the
| OTP awar e application does not know how to process it. In this
case:
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- any extra XM. el ements contained within an XM el enment defi ned
within the | OTP nanespace, nust be included with that el enent
whenever the | OTP XM. el ement is used or copied by | OIP

- the content of the extra el enent nmust be ignored except that it
must be included when it is used in the creation of a digest as
part of the generation of a signature

o if an extra XML elenent has no "IOTP:Critical" attribute then it
must be treated as if it had an "IOTP:Critical" attribute with a
val ue of "True"

o if an XM. elenent contains an "IOTP:Critical" attribute, then the
value of that attribute is assunmed to apply to all the child
el ements within that el enent

In order to ensure that docunents containing "I OTP:Critical" are
valid, it is declared as part of the DID for the extra el enent as:

| OTP: Critical (True | False ) 'True

3. 6.2 Opaque Enbedded Dat a
If 10TP is to be extended using Opaque Enbedded Data then a Packaged
Content Elenment (see section 3.7) should be used to encapsul ate the
dat a.

3.7 Packaged Content El enent
The Packaged Content el enent supports the concept of an enbedded data
stream transforned to both protect it against msinterpretation by
transporting systens and to ensure XM conpatibility. Exanples of its
use in | OTP i ncl ude:
o to encapsul ate paynent schene nessages, such as SET nessages,

0 to encapsulate a description of an order, a paynent note, or a
delivery note.

In general it is used to encapsul ate one or nore data streans.
This data stream has three standardi sed attributes that allow for

identification, decoding and interpretation of the contents. Its
definition is as foll ows.
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<! ELEMENT PackagedCont ent (#PCDATA) >
<! ATTLI ST PackagedCont ent

Nanme CDATA #| MPLI ED
Cont ent NMICKEN " PCDATA"
Transf or m ( NONE| BASE6G4) "NONE" >
Attributes:
Nane Optional . Distinguishes between multiple

occurrences of Packaged Content El enents at the
same point in | OTP. For exanple:
<ABCD>
<PackagedCont ent Name=' Fi rst Pi ece’ >
snroasdf nas934k
</ PackagedCont ent >
<PackagedCont ent Nanme=' SecondPi ece’ >
dvdsj nl 5poi dsdsf | kj nw45
</ PackagedCont ent >
</ ABCD>

The nane attribute may be omtted, for exanple if
there is only one Packaged Content el enent.

Cont ent This identifies what type of data is contained
within the Content of the Packaged Content
El ement. The valid values for the Content
attribute are as foll ows:
o0 PCDATA. The content of the Packaged Content
El ement can be treated as PCDATA with no
further processing.
o MM The content of the Packaged Content
El enent is a conplete MME item Processing
shoul d include | ooking for M ME headers inside
t he Packaged Content El enent.
o MM mnetype. The content of the Packaged
Content Elenment is M Me content, with the
foll owi ng header "Content-Type: m netype".
Al though it is possible to have M ME: ni netype
with the Transformattribute set to NONE, it is
far nore likely to have Transformattribute set
to BASE64. Note that if Transformis NONE is
used, then the entire content mnust still
conformto PCDATA. Some characters will need to
be encoded either as the XML default entities,
or as nuneric character entities.
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0 XM.. The content of the Packaged Content
El enent can be treated as an XM. docunent.
Entities and CDATA sections, or Transform set
to BASE64, nust be used to ensure that the
Packaged Content Elenent contents are
| egi ti mat e PCDATA.

Val ues of the Content attribute are controlled
under the procedures defined in section 12 | ANA
Consi derations which also allows user defined
val ues to be defi ned.

This identifies the transformati on that has been
done to the data before it was placed in the
content. Valid val ues are:

0 NONE. The PCDATA content of the Packaged
Content Elenment is the correct representation
of the data. Note that entity expansi on must
occur first (i.e. replacenent of &anp; and
&#9;) before the data is exam ned. CDATA
sections may legitimtely occur in a Packaged
Content El ement where the Transformattribute
is set to NONE.

0 BASE64. The PCDATA content of the Packaged
Content El enent represents a BASE64 encodi ng of
the actual content.

This is the actual data which has been enbedded.
The format of the data and rul es on how to decode
it are contained in the Content and the Transform
attributes

Note that any special details, especially customattributes, nust be
represented at a higher |evel.

3.7.1 Packagi ng HTML

The packaged content may contain HTM.. In this case the follow ng
conventions are foll owed:

o references to any docunents, inages or other things, such as
sounds or web pages, which can affect the recipient’s
under st andi ng of the data which is being packaged nust refer to
ot her Packaged El enments contained within the same parent el enent,

e.g., an Order

Bur det t
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o if nmore than one Packaged Content elenment is included within a
parent elenent in order to neet the previous requirenment, then the
Nanme attribute of the top | evel Packaged Content from which
references to all other Packaged El enents can be det erm ned,
shoul d have a val ue of Min

o relative references to other docunents, inmages, etc. from one
Packaged Content elenment to another are realised by setting the
value of the relative reference to the Nane attribute of another
Packaged Content elenment at the sane level and within the same
parent el enent

0 nho external references that require the reference to be resol ved
i medi ately should be used. As this could nake the HTM. difficult
or inpossible to display conpletely

o [MME] is used to encapsul ate the data inside each Packaged
El ement. This neans that the information in the M ME header used
to identify the type of data which has been encapsul ated and
therefore how it should be displ ayed.

If the above conventions are not followed by, for exanple, including
external references which nmust be resolved, then the recipient of the
HTML shoul d be i nf or ned.

Note: As an inplenentation guideline the values of the Nane
Attributes allocated to Packaged Content elenments should rmake it
possible to extract each Packaged Content into a directory and then
display the HTM.L directly

3.7.2 Packagi ng XM

Support for XML is reconmended. When XM. needs to be displayed, for
exanple to display the content of an Order Description to a Consuner
then inplenenters should follow the | atest reconmendati ons of the
Wrld Wde Web Consortium

Note: At the tinme of witing this specification, standards are under
devel opnent that specify XM. style sheets that show how XM. docunents
shoul d be displ ayed. See:

0 "Extensible Styl esheet Language (XSL) Specification" at
http://ww. w3. or g/ TR WD- xsl, and

0 "Associating stylesheets with XM. docunents" at
http://ww. w3. org/ TR/ xm - styl esheet.
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Once these standards becone WBC "Recommendations”, then it is
anticipated that this specification will be anmended if practical

3.8 ldentifying Languages

| OTP uses [ XM.] Language ldentification to specify which | anguages
are used within the content and attributes of | OIP Messages.

The followi ng principles have been used in order to determ ne which
XM. el enents contain an xm:lang Attributes:

o0 a mandatory xm:lang attribute is contained on every Trading
Component which contains attributes or content which nmay need to
be displayed or printed in a particul ar | anguage

0 an optional xml:lang attribute is included on child el enents of
these Tradi ng Conmponents. In this case the value of xm:lang, if
present, overrides the value for the Tradi ng Conponent.

xm :lang attributes which follow these principles are included in the
Tradi ng Conmponents and their child XM. el ements defined in section 7.

A sender of a nmessage, typically a Consuner can indicate a preference
for a language, and a character set by specifying a list of preferred
| anguages/ character sets in a Message |d Conponent (see section
3.3.2). Note that there is no obligation on the receiver of such a
nmessage to respond using one of the listed | anguages/character sets
as they may not have the technology to be able to do it. It also
means that the ability to handle these lists is not a requirenent for
conformance to this specification. However the ability to respond,
for exanple using one of the stated | anguages/character sets is
likely to provide a better user experience.

3.9 Secure and | nsecure Net Locations

| OTP contains several "Net Locations" which identify places where,
typically, | OTP Messages nmay be sent. Net Locations cone in two

t ypes:

0 "Secure" Net Locations which are net |ocations where privacy of
data is secured using, for exanple, encryption methods such as
[ SSL/ TLS], and

0 "lnsecure" Net Locations where privacy of data is not assured.

Note that either a Secure Net Location or an |Insecure Net Location or
bot h nmust be present.
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If only one of the two Net Locations is present, then the one present
nmust be used.

Where both types of net |ocation are present then either may be used
dependi ng on the preference of the sender of the nessage.

3.10 Cancell ed Transacti ons

Any Trading Role involved in an | OTP transaction rmay cancel that
transaction at any tine.

3.10.1 Cancel ling Transactions

| OTP Transactions are cancelled by sending an | OTP nessage cont ai ni ng
just a Cancel Block with an appropriate Status Conponent to the other
Tradi ng Rol e involved in the Tradi ng Exchange.

Note: The Cancel Bl ock can be sent asynchronously of any other |OTP
Message. Specifically it can be sent either before sending or after
receiving an | OTP Message fromthe other Trading Rol e

If an | OTP Transaction is cancelled during a Tradi ng Exchange (i.e.
the interval between sending a "request" bl ock and receiving the

mat chi ng "response” bl ock) then the Cancel Block is sent to the same
| ocation as the next | OTP Message in the Tradi ng Exchange woul d have
been sent.

If a Consumer cancels a transaction after a Tradi ng Exchange has
conpleted (i.e. the "response" block for the Tradi ng Exchange has
been received), but before the | OTP Transaction has finished then the
Consuner sends a Cancel Block with an appropriate Status Conponent to
the net location identified by the Sender Net Locnh or

Secur eSender Net Locn contained in the Protocol Options Conmponent (see
section 7.1) contained in the TPO Bl ock (see section 8.1) for the
transaction. This is normally the Merchant Trading Rol e.

A Consuner should not send a Cancel Block after the | OTP Transaction
has conpleted. Cancelling a conplete transaction should be treated as
a technical error.

After cancelling the I OTP Transaction, the Consumer should go to the
net | ocation specified by the Cancel NetLocn attribute contained in
the Trading Role Elenment for the Organisation that was sent the
Cancel Bl ock.

A non- Consuner Trading Role should only cancel a transaction:

o after a request block has been received and
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0 before the response bl ock has been sent

I f a non-Consuner Trading Role cancels a transaction at any other
time it should be treated by the recipient as an error.

3.10. 2 Handling Cancel |l ed Transacti ons

If a Cancel Block is received by a Consurmer at a point in the | OTP
Transacti on when cancellation is all owed, then the Consuner shoul d
stop the transaction.

If a Cancel Block is received by a non-Consuner role, then the
Tradi ng Rol e should anticipate that the Consuner nmay go to the

| ocation specified by the Cancel NetLocn attribute contained in the
Trading Role Elenent for the Trading Role.

4. | OTP Error Handling

| OTP i s designhed as a request/response protocol where each nessage is

conmposed of a nunber of Tradi ng Bl ocks which contain a nunber of
Tradi ng Conponents. There are several interrelated considerations in
handling errors, re-transm ssions, duplicates, and the Iike. These
factors nmean | OTP aware applications nust manage nessage flows nore
conpl ex than the sinple request/response nodel. Also a wide variety
of errors can occur in nmessages as well as at the transport |evel or
in Tradi ng Bl ocks or Conponents.

This section describes at a high | evel how I OTP handl es errors,
retries and idenpotency. It covers:

o the different types of errors which can occur. This is divided
i nto:

- "technical errors"” which are independent of the purpose of the
| OTP Message,

- "business errors" which indicate that there is a problem
specific to the process (e.g., paynment or delivery) which is
bei ng carried out, and

0 the depth of the error which indicates whether the error is at the

transport, nessage or bl ock/conponent |evel

0o how the different trading roles should handle the different types
of messages which they may receive.
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4.1 Technical Errors

Technical Errors are those which are independent of the neaning of
the nmessage. This neans, they can affect any attenpt at | OIP

comuni cation. Typically they are handled in a standard fashion with
a limted nunber of standard options for the user. Specifically these
are:

o retrying the transm ssion, or
o cancelling the transacti on.

When conmuni cations are operating sufficiently well, a technical
error is indicated by an Error Conponent (see section 7.21) in an
Error Bl ock (see section 8.17) sent by the party which detected the
error in an |1 OTP nmessage to the party which sent the erroneous
nessage.

I f conmmuni cations are too poor, a nessage which was sent may not
reach its destination. In this case a tine-out m ght occur

The Error Codes associated with Technical Errors are recorded in the
Error Conponent which lists all the different technical errors which
can be set.

4.2 Business Errors

Busi ness Errors may occur when the | OTP nessages are "technically"
correct. They are connected with a particul ar process, for exanple,
an offer, paynent, delivery or authentication, where each process has
a different set of possible business errors.

For example, "lInsufficient funds" is a reasonable paynent error but
makes no sense for a delivery while "Back ordered"” is a reasonabl e
delivery error but not meaningful for a payment. Business errors are
indicated in the Status Conponent (see section 7.16) of a "response
bl ock" of the appropriate type, for exanple a Paynment Response Bl ock
or a Delivery Response Bl ock. This allows whatever additional
response related information is needed to acconpany the error

i ndi cation.

Busi ness errors nust usually be presented to the user so that they
can decide what to do next. For exanple, if the error is insufficient
funds in a Brand | ndependent Ofer (see section 9.1.2.2), the user
m ght wish to choose a different paynent instrunment/account of the
sane brand or a different brand or paynment system Alternatively, if
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the | OTP based inplenentation allows it and it nmakes sense for that
i nstrunent, the user might want to put nore funds into the
i nstrunent/account and try again.

4.3 Error Depth

The three levels at which IOTP errors can occur are the transport
| evel, the nessage |level, and the block |evel. Each is described
bel ow.

4.3.1 Transport Level

This level of error indicates a fundanental problemin the transport
mechani sm over which the | OTP communi cation is taking place.

Al'l transport level errors are technical errors and are indicated by
either an explicit transport |level error indication, such as a "No
route to destination" error fromTCP/IP, or by a tinme out where no
response has been received to a request.

The only reasonabl e automatic action when faced with transport |evel
errors is to retry and, after some nunber of automatic retries, to
i nform the user.

The explicit error indications that can be received are transport
dependent and the docunentation for the appropriate | OTP Transport
suppl ement should be consulted for errors and appropriate actions.

Appropriate time outs to use are a function of both the transport
bei ng used and of the paynent systemif the request encapsul ates
payrment information. The transport and paynent system specific
docunentati on should be consulted for tinme out and automatic retry
paraneters. Frequently there is no way to directly informthe other
party of transport |evel errors but they should generally be | ogged
and if automatic recovery is unsuccessful and there is a human user,
the user should be inforned.

4.3.2 Message Leve

This level of error indicates a fundanental technical problemw th an
entire | OTP nessage. For exanple, the XM. is not "Well Fornmed", or
the message is too large for the receiver to handle or there are
errors in the Transaction Reference Block (see section 3.3) so it is
not possible to figure out what transaction the nessage relates to.

Al'l nessage level errors are technical errors and are indicated by

Error Conponents (see section 7.21) sent to the other party. The
Error Conponent includes a Severity attribute which indicates whether
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the error is a Warning and may be ignored, a TransientError which
indicates that a retry nay resolve the problemor a HardError in
whi ch case the transaction nust fail.

The Technical Errors (see section 7.21.2 Error Codes) that are
Message Level errors are:

o XM not well formed. The docunent is not well forned XML (see
[ XM.])

o XM not valid. The document is not valid XM. (see [ XM])

o block level technical errors (see section 4.3.3) on the
Transacti on Reference Bl ock (see section 3.3) and the Signature
Bl ock only. Checks on these blocks should only be carried out if
the XM. is valid

Note that checks on the Signature Bl ock include checking, where

possi bl e, that each Signature Conponent is correctly calculated. If

the Signature is incorrectly calculated then the data that shoul d

have been covered by the signature can not be trusted and rust be

treated as erroneous. A description of howto check a signature is

correctly calculated is contained in section 6. 2.

4.3.3 Block Level

A Block level error indicates a problemwith a bl ock or one of its

conmponents in an | OTP nessage (apart from Transacti on Reference or

Si gnature Bl ocks). The nessage has been transported properly, the

overal | nmessage structure and the bl ock/conponent(s) including the

Transacti on Reference and Signature Bl ocks are neani ngful but there

is sone error related to one of the other bl ocks.

Bl ock level errors can be either

o technical errors, or

0 business errors

Technical Errors are further divided into:

o Block Level Attribute and El erent Checks, and

o Block and Conmponent Consi stency Checks

o Transient Technical Errors
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If a technical error occurs related to a block or conmponent, then an
Error Conponent is generated for return.

4.3.3.1 Block Level Attribute and El enent Checks

Bl ock Level Attribute and El ement Checks occur only within the sane
bl ock. Checks which invol ve cross-checki ng agai nst other bl ocks are
covered by Bl ock and Conponent Consi stency Checks.

The Bl ock Level Attribute & El enent checks are:

0 checking that each attribute value within each elenment in a bl ock
confornms to any rules contained within this | OTP specification

o checking that the content of each element conforms to any rules
contained within this I OTP specification

o if the previous checks are OK, then checking the consistency of
attribute val ues and el enment content agai nst other attribute
val ues or el enent content within any other conponents in the same
bl ock.

4.3.3.2 Block and Component Consi stency Checks
Bl ock and Conponent Consi stency Checks consi st of:

0 checking that the conbi nati on of bl ocks and/ or conponents present
in the | OTP Message are consistent with the rules contained within
this 1 OTP specification

o checking for consistency between attributes and el enent content
within the blocks within the sanme | OTP nessage.

o checking for consistency between attributes and el enents in bl ocks
in this | OTP nmessage and bl ocks received in earlier |OIP nessages
for the same | OTP transaction

If the bl ock passes the "Bl ock Level Attribute and El emrent Checks"”
and the "Bl ock and Component Consi stency Checks" then it is processed
either by the | OTP Aware application or perhaps by sonme "back-end"
system such as a paynent server

4.3.3.3 Transient Technical Errors
During the processing of the Bl ock sone tenporary failure may occur
that can potentially be recovered by the other trading role re-

transnitting, at sonme slightly later tine, the original nessage that
they sent. |In this case the other role is infornmed of the Transient
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Error by sending theman Error Conponent (see section 7.21) with the
Severity Attribute set to TransientError and the M nRetrySecs
attribute set to sone value suitable for the Transport Mechani sm
and/ or paynent protocol being used (see appropriate Transport and
paynment protocol Supplenents).

Note that transient technical errors can be generated by any of the
Trading Roles involved in transaction.

4.3.3.4 Block Level Business Errors

If a business error occurs in a process such as a Paynent or a
Delivery, then the appropriate type of response block is returned
containing a Status Conponent (see section 7.16) with the
ProcessState attribute set to Failed and the Conpl eti onCode

i ndicating the nature of the problem

Sone business errors nmay be "transient" in that the Consuner role may
be able to recover and conplete the transaction in sone other way.

For example if the Credit Card that a consumer provided had

i nsufficient funds for a purchase, then the Consumer nay recover by
using a different credit card.

Recovery from"transi ent” business errors is dependent on the
Conpl eti onCode. See the definition of the Status Conponent for what
i s possible.

Note that no Error Conponent or Error Block is generated for business
errors.

4.4 | denpotency, Processing Sequence, and Message Fl ow

| OTP nessages are actually a conbi nation of bl ocks and conponents as
described in 3.1.1 | OTP Message Structure. Especially in future
extensions of I10OTP, a rich variety of conbinations of such bl ocks and
components can occur. It is inportant that the multiple

transni ssion/recei pt of the "same" request for an action that wll
change state does not result in that action occurring nore than once.
This is called idenpotency. For exanple, a customer paying for an
order would want to pay the full amount only once. Mst network
transport mechani sns have sone probability of delivering a nmessage
nore than once or not at all, perhaps requiring retransm ssion. On
the other hand, a request for status can reasonably be repeated and
shoul d be processed fresh each tine it is received.
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Correct inmplenmentation of |1 OTP can be nodelled by a particul ar
processing order as detailed below Any other nethod that is

i ndi stinguishable in the nessages sent between the parties is equally
accept abl e.

4.5 Server Role Processing Sequence

"Server roles" are any Trading Role which is not the Consuner role.
They are "Server roles" since they typically receive a request which
they nust service and then produce a response. However server roles
can also initiate transactions. Mre specifically Server Roles mnust
be able to:

(0]

Initiate a transaction (see section 4.5.1). These are divided
i nto:

- paynent related transactions and
- infrastructure transactions

Accept and process a nessage received fromanother role (see
section 4.5.2). This includes:

- identifying if the nessage belongs to a transaction that has
been received before

- handling duplicate nessages

- generating Transient errors if the servers that process the
i nput nessage are too busy to handle it

- processing the nessage if it is error free, authorised and, if
appropriate, producing a response to send back to the other
role

Cancel a current transaction if requested (see section 4.5.3)

Re-transmit nessages if a response was expected but has not been
received in a reasonable time (see section 4.5.4).

4.5.1 Initiating Transactions

Server Roles may initiate a variety of different types of
transaction. Specifically:

(0]

(0]

an Inquiry Transaction (see section 9.2.1)

a Ping Transaction (see section 9.2.2)
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0 an Authentication Transaction (see section 9.1.6)
0 a Paynment Rel ated Transaction such as:
- a Deposit (see section 9.1.7)
- a Purchase (see section 9.1.8)
- a Refund (see section 9.1.9)
- a Wthdrawal (see section 9.1.10)
- a Val ue Exchange (see section 9.1.11)
4.5.2 Processing | nput Messages
Processi ng i nput nessages involves the foll ow ng:
0 checking the structure and identity of the nmessage
o0 checking for and handling duplicate nessages

0 processing non-duplicate original nessages which includes:

checking for errors, then if no errors are found

processi ng the nmessage to produce an output nessage if
appropriate

Each of these is discussed in nore detail bel ow.

4.5.2.1 Checking Structure and Message ldentity
It is critical to check that the nmessage is "well fornmed" XM and
that the transaction identifier (lotpTransld attribute on the Transld
Conponent) within the | OTP nessage can be successfully identified
since an lotpTransid will be needed to generate a response.
If the input nessage is not well forned then generate an Error
Conponent with a Severity of HardError and Error Code of
Xm Not Wl | Fr nd.

If the nessage is well fornmed but the lotpTransld cannot be
identified then generate an ErrorConponent with:

o a Severity of HardError and an ErrorCode of AttM ssing,
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0 a PackagedContent containing "lotpTransld" - the m ssing
attribute

Insert the Error Component inside an Error Block with a new
Transactionld conponent with a new lotpTransid and return it to the
sender of the original nessage.

4.5. 2.2 Checking/Handling Duplicate Messages
If the input nessage can be identified as potentially a valid input
nmessage then check to see if an "identical" input nmessage has been
received before. ldentical neans that all bl ocks, conponents,
el enents, attribute values and el enment content in the input nmessage
are the sane.

Not e: The recommended way of checking for identical messages is to
check for equal values of their [ DOV HASH]

If an identical nmessage has been received before then check to see if
the processing of the previous nmessage has conpl et ed.

| f processing has not conpleted then generate an Error Conponent with

a Severity of Transient Error and an Error Code of MsgBei ngProc to

i ndicate the nmessage is being processed and send it back to the

sender of the Input Message requesting that the original nessage be

resent after an appropriate period of tine.

O herwi se, if processing has conpleted and resulted in an out put

nmessage then retrieve the | ast nessage that was sent and send it

agai n.

If the nessage is not a duplicate then it shoul d be processed.
4.5.2.3 Processing Non-Duplicate Message

Once it’s been established that the nessage is not a duplicate, then
it can be processed. This involves:

o checking that a server is available to handle the nessage,
generating a Transient Error if it is not

o checking the Transaction is Not Already in error or cancelled
o validating the input nessage. This includes:
- checking for nessage |level errors

- checking for block |level errors
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- checking any encapsul ated data
o checking for errors in the sequence that bl ocks have been received
0 generating error conponents for any errors that result

o if neither hard errors nor transient errors result, then
processi ng the nmessage and generating an output nessage, if
required, for return to the sender of the Input Message

Not e: This approach to handling of duplicate input nessages neans, if
absolutely "identical" nmessages are received then absolutely
"identical" nessages are returned. This also applies to Inquiry and
Ping transactions when in reality the state of a transaction or the
processing ability of the servers may have changed. If up-to-date
status of transactions or servers is required, then an | OTP
transaction with a new value for the ID attribute of the Mgld
conmponent mnust be used.

Each of the above steps is discussed bel ow
CHECKI NG A SERVER | S AVAI LABLE

The process that is handling the i nput nessage should check that the
rest of the systemis not so busy that a response in a reasonabl e
ti me cannot be produced.

If the server is too busy, then it should generate an Error Conponent
with a Severity of Transient Error and an Error Code of SystenBusy
and send it back to the sender of the |Input Message requesting that
the original nessage be resent after an appropriate period of tine.

Not e: Sone servers nay occasionally becone very busy due to
unexpected increases in workload. This approach allows short peaks in
wor kl oads to be handl ed by del ayi ng the input of nessages by asking
the sender of the nmessage to resubmt |ater.

CHECKI NG THE TRANSACTI ON I'S NOT ALREADY | N ERROR OR CANCELLED

Check that:

0 previous nessages received or sent did not contain or result in
Hard Errors, and

0 the Transaction has not been cancelled by either the Consuner or
the Server Trading Role
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If it has then, ignore the nessage. A transaction with hard errors or
that has been cancell ed, cannot be restarted.

CHECK FOR MESSAGE AND BLOCK LEVEL ERRCRS

If the transaction is still OK then check for nmessage |evel errors.
Thi s invol ves:

0 checking the XM. is valid

o checking that the elenents, attributes and content of the
Transacti on Reference Bl ock are without error and conformto this
specification

0 checking the digital signature which involves:

- checking that the Signature value is correctly cal cul ated, and

- the hash values in the digests are correctly cal cul ated where
the source of the hash value is avail able.

Checking for block Ievel errors involves:

o checking within each block (apart fromthe Transacti on Reference
Bl ock) that:

- the attributes, elenents and el enent contents are valid

- the values of the attributes, elenents and el enment contents are
consi stent within the bl ock

0 checking that the combi nation of blocks are valid

o checking that the values of the attribute, elements and el enent
contents are consistent between the blocks in the input nessage
and blocks in earlier nessages either sent or received. This
i ncl udes checking that the presence of a block is valid for a
particul ar transaction type

I f the nessage contains any encapsul ated data, then if possible check
the encapsul ated data for errors using additional software to check
the data where appropriate.

4.5.2.4 Check for Errors in Block Sequence
Note: For reasons of brevity, the follow ng expl anations of how to

check for errors in Block sequence, the phrase "refers to an | OTP
transaction"” is interpreted as "is contained in an | OTP Message where
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the Trans Ref Block contains an lotpTransid that refers to". So, for
exanmple, " If an Error or Cancel Block refers to an I OTP transaction
that is not recognised then ..." should be interpreted as " If an
Error or Cancel Block is contained in an | OTP Message where the Trans
Ref Bl ock contains an lotpTranslid that refers to an | OTP transaction
that is not recognised then ..

Errors in the sequence that blocks arrive depends on the bl ock
Bl ocks where checking for sequence is required are:

o0 Error and Cancel Blocks. If an Error or Cancel Block refers to an
| OTP transaction that is not recognised then it is a Hard Error
Do not return an error if Error or Cancel Bl ocks have been
received for the I OTP Transaction before to avoid | ooping.

o Inquiry Request and Response Blocks. If an Inquiry Request or an
I nqui ry Response Block refers to an I OTP transaction that is not
recognised then it is a Hard Error

0 Authentication Request Block. If an Authentication Request Bl ock
refers to an I OTP transaction that is recognised it is a Hard
Error

0 Authentication Response Bl ock. Check as follows:

- if an Authentication Response Bl ock does not refer to an | OTP
transaction that is recognised it is a Hard Error, otherw se

- if the Authentication Response Block doesn't refer to an
Aut henti cati on Request that had been previously sent then it is
a Hard Error, otherw se

- if an Authentication Response for the same | OTP transaction has
been recei ved before and the Authentication was successful then
it is a Hard Error

o Authentication Status Bl ock. Check as foll ows:

if an Authentication Status Bl ock does not refer to an | OTP
transaction that is recognised it is a Hard Error, otherw se

- if the Authentication Status Block doesn't refer to an
Aut henti cati on Response that had been previously sent then it
is a Hard Error, otherw se

- if an Authentication Status for the same | OTP transacti on has
been received before then it is a Warning Error
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0 TPO Selection Block (Merchant only). Check as follows:

if the TPO Sel ection Bl ock doesn't refer to an | OTP Transacti on
that is recognised then it is a Hard Error, otherwi se

if the TPO Sel ection Block refers to an | OTP Transacti on where
a TPO Bl ock and Offer Response (in one nessage) had previously
been sent then it is a Hard Error, otherw se

if the TPO Sel ection Bl ock does not refer to an | OTP
Transacti on where a TPO Block only (i.e. without an O fer
Response) had previously been sent then it is a Hard Error,
ot herw se

if a TPO Sel ection Block for the sane TPO Bl ock has been
recei ved before then it is a Hard Error

o Paynment Request Bl ock (Paynent Handl er only). Check as foll ows:

if the Paynment Request Block refers to an | OTP Transaction that
is not recognised then its OK otherw se

if the Paynent Request Block refers to | OTP Transaction that
was not for a Payment then it is a Hard Error, otherw se

if there was a previous paynent that failed with a non-
recoverabl e Conpletion Code then it is a Hard Error, otherw se

if a previous paynent is still in progress then it is a Hard
Error

o Paynent Exchange Bl ock (Paynent Handl er only). Check as foll ows:

if the Paynment Exchange Bl ock doesn’'t refer to an | OTP
Transaction that is recognised then it is a Hard Error,
ot herw se

if the Paynment Exchange doesn’'t refer to an | OTP Transacti on
where a Paynent Exchange had previously been sent then it a
Hard Error

0 Delivery Request (Delivery Handler Only). If the Delivery Request
Bl ock refers to an | OTP Transaction that is recognised by the
Server then it is a Hard Error
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I f any Error Conponents have been generated then collect theminto an
Error Bl ock for sending to the sender of the Input nessage. Note that
Error Bl ocks should be sent back to the sender of the nmessage and to
the ErrorLogNetLocn for the Trading Role of the sender if one is
speci fi ed.

Not e: The above checking on the sequence of Authentication Responses
and Paynent Requests supports the Consuner re-submitting a repeat
action request since the previous one failed, for exanple:

0 because they did not know the correct response (e.g., a password)
on an authentication or,

0 they were unable to pay as there were insufficient funds on a
credit card

PROCESS THE ERROR FREE | NPUT MESSAGE

If the input nessage passes the previous checks then it can be
processed to produce an output nessage if required. Note that:

o Inquiry Requests on Ping Transactions should be ignored

o if the Input nessage contains an Error Block with a Transient
Error then wait for the required tine then resend the previous
nessage, if a response to the earlier nessage has not been
recei ved

o if the input nessage contains a Error Conponent with a HardError
or a Cancel Block then stop all further processing of the
transaction. This includes suppressing the sending of any nmessages
currently being generated or responding to any new non-duplicate
nessages that are received

0 processing of encapsul ated nmessages (e.g., Paynment Protocol
Messages) may result in additional transient errors

o adigital signature can only safely be generated once all the
bl ocks and conponents have been generated and it is known which
el enents in the nessage need to be signed.

I f an output nessage is generated then it should be saved so that it
can be resent as required if an identical input nessage is received
again. Note that output nessages that contain transient errors are
not saved so that they can be processed afresh when the input nessage
is received again.
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4.5.3 Cancelling a Transaction

This process is used to cancel a transaction running on an |OIP
server. It is initiated by some other process as a result of an
external request from another systemor server that is being run by
the same Trading Role. The processing required is as foll ows:

o if the lotpTransid of the transaction to be cancelled is not
recogni sed, or conplete then fail the request, otherwi se

o if the lotpTranslid refers to a Ping Transaction then fail the
request, otherw se

o deterni ne which Docunment Exchange to cancel and generate a Cance
Bl ock and send it to the other party

Note: Cancelling a transaction on an | OTP server typically arises for
a busi ness reason. For exanple a nerchant nmay have attenpted

aut hentication several tinmes wthout success and as a result decides
to cancel the transaction. Therefore the process that decides to take
this action needs to send a nessage fromthe process/server that made
t he business decision to the | OTP server with the instruction that
the I OTP transaction shoul d be cancell ed.

4.5.4 Retransmitting Messages
The server should periodically check for transactions where a nessage
is expected in return but none has been received after a tinme that is
dependent on factors such as:

o the Transport Mechani sm bei ng used;

0o the tinme required to process encapsul ated nessages (e.g., Paynent
nessages) and

0 whether or not human input is required.

If no message has been received the original nessage should be
resent. This should occur up to a maxi mum nunber of tinmes dependent
on the reliability of the Transport Mechani sm bei ng used.

If no response is received after the required tinme then the
Transaction should be "timed out”". In this case, set the process
state of the transaction to Failed, and a conpletion code of either:

o TinmedQutRcvr if the transaction can potentially recovered |ater,
or
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0o

Ti medQut NoRcvr if the transaction i s non-recoverabl e

4.6 Cient Role Processing Sequence

The "Client role"” in IOIP is the Consunmer Tradi ng Role.

Note: A conpany or Organisation that is a Merchant, for exanple, my
take on the Tradi ng Role of a Consunmer when meki ng purchases or
downl oadi ng or w thdrawi ng el ectronic cash

More specifically the Consumer Role nust be able to:

(0]

Initiate a transaction (see section 4.6.1). These are divided
i nto:

- paynent related transactions and
- infrastructure transactions

Accept and process a nessage received fromanother role (see
section 4.6.2). This includes:

- identifying if the nessage belongs to a transaction that has
been received before

- handling duplicate nessages

- generating Transient errors if the servers that process the
i nput nessage are too busy to handle it

- processing the nessage if it is error free and, if appropriate,
produci ng a response to send back to the other role

Cancel a current transaction if requested, for exanple by the User
(see section 4.6.3)

Re-transmit nessages if a response was expected but has not been
received in a reasonable tinme (see section 4.6.4).

4.6.1 Initiating Transactions

The Consuner Role may initiate a nunber of different types of
transaction. Specifically:

o an Inquiry Transaction (see section 9.2.1)

0 a Ping Transaction (see section 9.2.2)
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o an Authentication Transaction (see section 9.1.6)
4.6.2 Processing | nput Messages

Processing of Input Messages for a Consuner Role is the sane as for
an | OTP Server (see section 4.5.2) except in the area of checking for
Errors in Block Sequence (for an | OTP Server see section 4.5.2.4).
This is described bel ow

Not e: The description of the processing for an | OTP Server includes
consi deration of multi-threading of input nessages and mnulti-tasking
of requests. For the Consumer Role - particularly if running on a

st and-al one system such as a PC - use of nulti-threading is a

deci sion of the inplenmenter of the consunmer role | OTP sol ution.

4.6.2.1 Check for Errors in Block Sequence
The handling of the following blocks is the same as for an | OTP
Server (see section 4.5.2.4) except that the Consuner Role is
substituted for | OTP Server Role:
o Error and Cancel BI ocks,
0 I nquiry Request and Response Bl ocks,
0 Aut hentication Request, Response and Status Bl ocks.
For the other blocks a Consuner role mght receive, the potenti al
errors in the sequence that bl ocks arrive depends on the bl ock
Bl ocks where checking for sequence is required are:
o TPO Bl ock. Check as follows:

- if the input nessage al so contains an Authenticati on Request
bl ock and an O fer Response Block then there is a Hard Error
ot herw se

- if the input nessage al so contains an Authenticati on Request

bl ock and Aut hentication Status block then there is Hard Error
ot her w se,

- if the input nessage al so contains an Authenticati on Request
bl ock and the I OTP Transaction is recognised by the Consuner
role’s system then there is a Hard Error, otherw se
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if the input nmessage al so contains an Authentication Status
bl ock and the I OTP Transaction is not recognised by the
Consuner role’'s systemthen there is a Hard Error, otherw se

if input message al so contains an Authentication Status Bl ock
and the Authentication Status Bl ock has not been sent after an
earlier Authentication Response nessage then there is a hard
error

if input message al so contains an O fer Response Bl ock and the
| OTP Transaction is recognised by the Consuner role’ s system
then there is a Hard Error, otherw se

if the TPO Bl ock occurs on its own and the | OTP Transaction is
recogni sed by the Consuner role’'s systemthen there is a Hard
Error

0 O fer Response Block. Check as foll ows:

if the Ofer Response Block is part of a Brand | ndependent
O fer Exchange (see section 9.1.2.2) then there is no sequence
checking as it is part of the first nessage received, otherw se

if the Ofer Response Block is not part of an I OIP Transaction
that is recogni sed by the Consumer role then there is a Hard
Error, otherw se

if the Ofer Response Block does not refer to an | OTP
transacti on where a TPO Sel ection Bl ock was the | ast nessage
sent then there is a Hard Error

o Paynment Exchange Bl ock. Check as foll ows:

if the Paynment Exchange Bl ock doesn’'t refer to an | OTP
Transaction that is recognised by the Consuner role’ s system
then there is a Hard Error, otherw se

if the Paynment Exchange doesn’'t refer to an | OTP Transacti on
where either a Payment Request or a Paynment Exchange bl ock was
nmost recently sent then there is a Hard Error

o Paynment Response Bl ock. Check as foll ows:

Bur det t
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then there is a Hard Error, otherw se
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- if the Paynent Response doesn't refer to an | OTOP Transacti on
where either a Payment Request or a Paynment Exchange bl ock was
nmost recently sent then there is a Hard Error

&

i very Response Bl ock. Check as foll ows:

- if the Delivery Response Bl ock doesn’t refer to an | OTP
Transaction that is recognised by the Consuner role’ s system
then there is a Hard Error, otherw se

- If the Delivery Response doesn’'t refer to an | OTP Transaction
where either a Paynment Request or a Payment Exchange bl ock was
nmost recently sent then there is a Hard Error

4.6.3 Cancelling a Transaction
Thi s process cancels a current transaction on an Consuner role’'s
systemas a result of an external request fromthe user, or another
system or server in the Consuner’s role. The processing is the sane
as for an | OTP Server (see section 4.5.3).

4.6.4 Retransmitting Messages

The process of retransnitting nessages is the sane as for an | OTP
Server (see section 4.5.4).

5. Security Considerations
This section considers, froman | ETF perspective how | OTP addresses
security. The next section (see section 6. Digital Signhatures and
| OTP) describes how | OTP uses Digital Signatures when these are
needed.
This section covers:
0 determ ning whether to use digital signatures
o0 data privacy, and
0 paynent protocol security.

5.1 Determning whether to use digital signatures

The use of digital signatures within | OTP are entirely optional. |OTP
can work successfully entirely without the use of digital signatures.

Utimately it is up to the Merchant, or other trading role, to decide
whet her | OTP Messages wi || include signatures, and for the Consuner
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to deci de whether carrying out a transaction w thout signatures is an
acceptable risk. If Merchants discover that transactions w thout
sighatures are not being accepted, then they will either

0 start using signatures,
o find a nethod of working which does not need signatures, or
0 accept a lower volume and val ue of busi ness.

A non-exhaustive list of the reasons why digital signatures night be
used foll ows:

0 the Merchant (or other trading role) wants to denonstrate that
they can be trusted. If, for exanple, a nmerchant generates an
O fer Response Sighature (see section 7.19.2) using a certificate
froma trusted third party, known to the Consuner, then the
Consuner can check the signature and certificate and so nore
reasonably rely on the offer being fromthe actual O ganisation
the Merchant clainms to be. In this case signatures using
asymretric cryptography are likely to be required

o the Merchant, or other Trading Role, want to generate a record of
the transaction that is fit for a particular purpose. For exanple,
with appropriate trust hierarchies, digital signatures could be
checked by the Consuner to deternine

- if it would be accepted by tax authorities as a valid record of
a transaction, or

- if sone warranty, for exanple froma "Better Business Bureau"
orsimlar was being provided

o the Paynent Handl er, or Delivery Handler, needs to know that the
request is unaltered and authorised. For example, in |IOIP, details
of how much to pay is sent to the Consuner in the Ofer Response
and then forwarded to the Paynment Handler in a Paynent Request. If
the request is not signed, the Consuner could change the anpunt
due by, for exanple, renpving a digit. If the Paynment Handl er has
no access to the original paynent information in the Ofer
Response, then, w thout signatures, the Paynent Handl er cannot be
sure that the data has not been altered. Simlarly, if the paynent
information is not digitally signed, the Paynment Handl er cannot be
sure who is the Merchant that is requesting the paynent

0 a Paynment Handler or Delivery Handl er wants to provide a non-

refutabl e record of the conpletion status of a Payment or
Delivery. If a Paynent Response or Delivery Response is signed,
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then the Consuner can | ater use the record of the Paynent or
Delivery to prove that it occurred. This could be used, for
exanpl e, for custoner care purposes.

A non-exhaustive list of the reasons why digital signatures night not
be used foll ows:

o trading roles are conbi ned therefore changes to data made by the
consuner can be detected. One of the reasons for using signatures
is so that one trading role can determine if data has been changed
by the Consuner or sone other party. However if the trading roles
have access to the necessary data, then it night be possible to
conmpare, for exanple, the paynent information in the Paynent
Request with the paynment information in the O fer Response. Access
to the data necessary could be realised by, for exanple, the
Merchant and Paynment Handl er rol es being carried out by the sane
Organi sation on the same system or the Merchant and Paynent
Handl er roles being carried out on different systens but the
systens can conmunicate in sone way. (Note this type of
comuni cation is outside the current scope of |QOTIP)

0 the processing cost of the cryptography is too high. For exanple,
if a paynent is being made of only a few cents, the cost of
carrying out all the cryptography associated with generating and
checking digital signatures m ght nake the whol e transaction
uneconomic. Co-locating trading roles, could help avoid this
pr obl em

5.2 Symmetric and Asymmetric Cryptography

The advantage of using symmetric keys with IOTP is that no Public Key
Infrastructure need be set up and just the Merchant, Paynent Handl er
and Delivery Handler need to agree on the shared secrets to use.

However the di sadvantage of symmetric cryptography is that the
Consuner cannot easily check the credentials of the Merchant, Paynent
Handl er, etc. that they are dealing with. This is likely to reduce,
sonewhat, the trust that the Consunmer wll have carrying out the
transacti on.

However it should be noted that even if asymetric cryptography is
bei ng used, the Consumer does not NEED to be provided with any
digital certificates as the integrity of the transaction is

determ ned by, for exanple, the Paynent Handl er checking the Ofer
Response Signature copied to the Paynent Request.

Note that synmmetric, asymmetric or both types of cryptography may be
used in a single transaction.
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5.3 Data Privacy

Privacy of information is provided by sending | OTP Messages between
the various Trading Roles using a secure channel such as [SSL/TLS].
Use of a secure channel within | OTP is optional

5.4 Paynment Protocol Security
| OTP is designed to be conpletely blind to the paynent protocol being
used to effect a paynment. Fromthe security perspective, this means
that |1 OTP neither hel ps, nor hinders, the achievenent of paynent
security.
If it is necessary to consider paynent security froman | OTP
perspective, then this should be included in the paynent protocol
suppl ement whi ch descri bes how | OTP supports that paynent protocol
However what 1 OTP is designed to do is to use digital sighatures to
bi nd together the record, contained in a "response" nessage, of each
tradi ng exchange in a transaction. For exanple I OIP can bind
together: an Offer, a Paynment and a Delivery.

6. Digital Signatures and | OTP
| OTP can work successfully w thout using any digital signatures
al though in an open networking environment it will be |ess secure -
see 5. Security Considerations for a description of the factors that
need to be consi dered.

However, this section describes howto use digital signatures in the
many situations when they will be needed. Topics covered are:

o an overview of how | OTP uses digital signhatures
o how to check a signature is correctly cal cul ated

o how Paynent Handl ers and Delivery Handl ers check they can carry
out paynments or deliveries on behalf of a Merchant.

6.1 How | OTP uses Digital Signatures
In general, signatures when used with | OTP:
0 are always treated as | OTP Conponents (see section 7)
0 contain digests of one or nore | OTP Conponents or Tradi ng Bl ocks,

possi bly including other Signature Conmponents, in any | OIP nessage
within the sane | OTP Transacti on
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o identify:
- which Organisation signed (originated) the signature, and

- which Organisation(s) should process the signature in order to
check that the Action the Organisation should take can occur

Digital certificates may be associated with digital signatures if
asymmretric cryptography is being used. However if synmetric
cryptography is being used, then the digital certificate will be
repl aced by sone identifier of the secret key to use.
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Si gnat ures Conponents di gest one or nore elenents is
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Figure 10 Signature Digests
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Bur

Note: The cl assic exanple of one signature signing another in | OTP,
is when an Ofer is first signed by a Merchant creating an "Ofer
Response" signature, which is then later signed by a Paynent Handl er
together with a record of the paynment creating a "Paynment Receipt"”
signature. In this way, the paynent in an | OIP Transaction is bound
to the Merchant’s offer.

Note that one Manifest may be associated with nultiple signature
"Val ue" el ements where each Val ue el enent contains a digital

si ghature over the sanme Manifest, perhaps using the sane (or
different) signature algorithmbut using a different certificate or
shared secret key. Specifically it will allow the Merchant to agree
on different shared secrets keys with their Paynent Handl er and
Del i very Handl er.

The detailed definitions of a Signature conponent are contained in
section 7.19.

The remai nder of this section contains:
o an exanple of how | OTP uses signatures
o how the Oiginatorinfo and Recipientinfo elenents within a
Si gnature Conponent are used to identify the Organisations
associated with the signature
0 how | OTP uses sighatures to prove actions conplete successfully
.1 1 OTP Signature Exanple
An exanpl e of how signatures are used is illustrated in the figure
bel ow whi ch shows how t he various conponents and el enents in a
Basel i ne Purchase relate to one another. Refer to this exanple in the
| ater description of how signatures are used to check a paynent or
delivery can occur (see section 6.3).
Note: A Baseline Purchase transaction has been used for illustration

pur poses. The usage of the elenments and attributes is the same for
all types of |OIP Transacti ons.
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The Manifest elenent in the Signature Conponent contains digests of:

the Trans Ref Block (not shown); the Transaction |ID Conponent (not
shown); Organi sati on Conponents (Merchant, Paynent Handl er, Delivery
Handl er); the Brand Li st Conponent; the Order Conponent, the Paynent
Component the Delivery Conponent and the Brand Sel ecti on Conponent (if a
Brand Dependent Purchase).

k_k_Kk_Kk_k_Kh_Kk_K_Kh_Kk_K_Kk_*_Kh_Kk_*_Kh_Kk_*_Kh_K*_K_Kk_*_K_Kk_*_K _*_*_* _*_*_%_x%

Fi gure 11 Exanple use of Signatures for Baseline Purchase

Bur det t I nf or mat i onal [ Page 81]



RFC 2801 | OTP/ 1.0 April 2000

6.1.2 Oiginatorinfo and Recipientinfo El ements

The OriginatorRef attribute of the Originatorinfo elenment in the

Si gnature Conmponent contains an El ement Reference (see section 3.5)
that points to the Organisation Conponent of the Organisation which
generated the Signature. In this exanple its the Merchant.

Note that the value of the content of the Attribute elenent with a
Type attribute set to | OTP Sighature Type nust match the Tradi ng Rol e
of the Organisation which signed it. If it does not, then it is an
error. Valid conbinations are given in the table bel ow.

| OTP Signature Type Valid Trading Role

O f er Response Mer chant
Payment Response Payment Handl er
Del i ver yResponse Del i ver yHandl er

Aut henti cat i onRequest any role

Aut henti cati onResponse any role

Pi ngRequest any role

Pi ngResponse any role
The RecipientRefs attribute of the Recipientinfo elenment in the
Si gnat ure Conponent contains El ement References to the Organisation
Conponents of the Organisations that should use the signature to

verify that:

0 they have a pre-existing relationship with the O ganisation that
generated the signature,

0 the data which is secured by the signature has not been changed,
o the data has been signed correctly, and

0 the action they are required to undertake on behalf of the
Merchant is therefore authorised.

Note that if synmetric cryptography is being used then a separate

Reci pientinfo and Val ue el ements for each different set of shared
secret keys are likely within the Signature Conponent.
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Alternatively if asynmetric cryptography is being used then the
RecpientRefs attribute of one Recipientinfo elenent may refer to

mul ti pl e O gani sati on Conmponents if they are all using the sane
certificates.

6.1.3 Using signatures to Prove Actions Conpl ete Successfully

Proving an action conpl eted successfully, is achieved by signing data
on Response nessages. Specifically:

(0]

on the O fer Response, when a Merchant is nmaking an Ofer to the
Consuner which can then be sent to either

- a Paynent Handler to prove that the Merchant authorises
Paynment, or

- a Delivery Handler to prove that Merchant authorises Delivery,
provi ded ot her necessary authorisations are conplete (see
bel ow)

on the Paynent Response, when a Paynent Handler is generating a
Paynment Recei pt which can be sent to either

- a Delivery Handler, in a Delivery Request Block to authorise
Delivery together with the O fer Response signature, or

- another Paynent Handler, in a second Paynent Request, to
aut hori se the second paynent in a Val ue Exchange | OTP
Transacti on

Del i very Response, when a Delivery Handler is generating a
Delivery Note. This can be used to prove after the event what the
Del i very Handl er said they woul d do

Aut henti cati on Response. One nethod of authenticating another
party to a trade is to send an Authenticati on Request specifying
that a Digital Signature should be used for authentication

Transaction Status Inquiry. The Inquiry Response Bl ock may be
digitally signed to attest to the authenticity of the response

Ping. The Ping Response may be digitally signed so that checks can
be made that the signature can be understood.

This proof of an action may, in future versions of |IOIP, also be used
to prove after the event that the I OIP transaction occurred. For
exanple to a Custoner Care Provider.
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6.2 Checking a Signature is Correctly Cal cul at ed

Checking a signature is correctly calculated is part of checking for
Message Level Errors (see section 4.3.2). It is included here so that
all signature and security related considerations are kept together.

Before a Tradi ng Role can check a signature it nust identify which of
the potentially multiple Signhature el enments shoul d be checked. The
steps involved are as foll ows:

0 check that a Signature Block is present and it contains one or
nore Signature Conponents

o identify the Organisation Conponent which contains an Ogld
attribute for the Organisation which is carrying out the signature
check. If no or nore than one Organi sati on Conmponent is found then
it is an error

o use the ID attribute of the O ganisation Conponent to find the
Reci pientinfo el ement that contains a RecipientRefs attribute that
refers to that Organi sation Conponent. Note there may be no
signatures to verify

o check the Signature Conponent that contains the identified
Reci pi entInfo el enent as foll ows:

- use the SignatureVal ueRef and the SignatureAl gorithnRef
attributes to identify, respectively: the Value el enment that
contains the signature to be checked and the Signature
Al gorithm el enent that describes the signature algorithmto be
used to verify the Signature, then

- if the Signature Algorithmelenent indicates that asymetric
cryptography is being used then use the SignatureCertRef to
identify the Certificate to be used by the signature al gorithm

- if Signature Algorithmelenment indicates that symetric
cryptography is being used then the content of the
Recipientinfo elenent is used to identify the correct shared
secret key to use

- use the specified signature algorithmto check that the Val ue
El ement correctly signs the Manifest El enent

- check that the Digest Elenments in the Manifest El enment are
correctly cal cul ated where Conponents or Bl ocks referenced by
t he Di gest have been received by the Organisation checking the
si ghat ur e.
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6.3 Checking a Paynent or Delivery can occur

This section describes the processes required for a Paynment Handl er
or Delivery Handler to check that a paynent or delivery can occur.
This may include checking signatures if this is specified by the
Mer chant .

In outline the steps are:

0 check that the Paynment Request or Delivery Request has been sent
to the correct Organisation

0 check that correct | OIP conponents are present in the request, and
0 check that the paynment or delivery is authorised

For clarity and brevity the following terns or phrases are used in
this section:

0 a "Request Block" is used to refer to either a Paynment Request
Bl ock (see section 8.7) or a Delivery Request Block (see section
8.10) unless specified to the contrary

0 a "Response Block"” is used to refer to either a Paynent Response
Bl ock (see section 8.9) or a Delivery Response Bl ock (see section
8.11)

0 an "Action" is used to refer to an action which occurs on receipt
of a Request Block. Actions can be either a Paynent or a Delivery

0 an "Action Oganisation", is used to refer to the Paynent Handl er
or Delivery Handl er that carries out an Action

o a "Signer of an Action", is used to refer to the O ganisations
that sign data about an Action to authorise the Action, either in
whol e or in part

o a "Verifier of an Action", is used to refer to the O ganisations
that verify data to determine if they are authorised to carry out
t he Action

0 an ActionOgRef attribute contains El enment References which can be
used to identify the "Action Organisation" that should carry out
an Action
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6. 3.1 Check Request Bl ock sent Correct Organisation

Checki ng the Request Block was sent to the correct Organisation
vari es dependi ng on whether the request refers to a Paynent or a

Del i very.
6.3.1.1 Paynent

In outline a Paynment Handl er checks if it can accept or nake a
payrment by identifying the Paynment Conponent in the Paynent Request
Bl ock it has received, then using the ID of the Paynent Conponent to

track through the Brand List and Brand Sel ecti on Conponents to
identify the Organi sation selected by the Consunmer and then checking

that this Organisation is itself.
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The way data is accessed to do this is illustrated in the figure
bel ow.
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Figure 12 Checking a Paynent Handl er can carry out a Payment

The foll owi ng describes the steps involved and the checks whi ch need
to be made:

o Ildentify the Paynment Conponent (see section 7.9) in the Paynent
Request Bl ock that was received.

o ldentify the Brand List and Brand Sel ecti on Components for the
Paynment Conponent. This involves:
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- identifying the Brand Li st Conponent (see section 7.7) where
the value of its ID attribute matches the BrandLi st Ref
attri bute of the Paynent Conponent. |If no or nore than one
Brand Li st Conponent is found there is an error.

- identifying the Brand Sel ecti on Conponent (see section 7.8)
where the value of its BrandLi stRef attribute matches the
BrandLi st Ref of the Paynent Conmponent. |If no or nore than one
mat chi ng Brand Sel ecti on Conponent is found there is an error.

o Ildentify the Brand, Protocol Anpunt, Pay Protocol and Currency
Amount el ements within the Brand List that have been sel ected by
the Consuner as foll ows:

- the Brand Elenent (see section 7.7.1) selected is the el enent
where the value of its Id attribute matches the val ue of the
BrandRef attribute in the Brand Selection. If no or nore than
one mat ching Brand El enent is found then there is an error.

- the Protocol Anmobunt El ement (see section 7.7.3) selected is the
el ement where the value of its Id attribute matches the val ue
of the Protocol Anrbunt Ref attribute in the Brand Sel ecti on
Conponent. If no or nore than one matching Protocol Anpunt
El enent is found there is an error

- the Pay Protocol Elenent (see section 7.7.5) selected is the
el enent where the value of its Id attribute nmatches the val ue
of the PayProtocol Ref attribute in the identified Protocol
Amount Element. |f no or nore than one matching Pay Protoco
El ement is found there is an error

- the Currency Anmount El enment (see section 7.7.4) selected is the
el enent where the value of its Id attribute matches the val ue
of the CurrencyAnount Ref attribute in the Brand Sel ection
Conponent. |If no or nore than one matching Currency Ampunt
el enent is found there is an error

0 Check the consistency of the references in the Brand List and
Brand Sel ecti on Conponents:

- check that an El enent Reference exists in the
Pr ot ocol Anbunt Refs attri bute of the identified Brand El enent
that matches the Id attribute of the identified Protocol Anpunt
Element. If no or nore than one natching El enent Reference can
be found there is an error
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check that the CurrencyAnount Refs attribute of the identified
Prot ocol Ampunt el enent contains an el enment reference that
matches the Id attribute of the identified Currency Anmpunt
elenment. If no or nore than one matching El enent Reference is
found there is an error.

check the consistency of the elenments in the Brand List.
Specifically, the selected Brand, Protocol Anount, Pay Protocol
and Currency Anount Elenments are all child elenents of the
identified Brand List Component. |If they are not there is an
error.

0 Check that the Paynment Handl er that received the Payment Request
Bl ock is the Paynment Handl er selected by the Consumer. This
i nvol ves:

Bur det t

identifying the Organisation Conponent for the Paynment Handl er
This is the Organi sati on Conponent where its ID attribute

mat ches the ActionOrgRef attribute in the identified Pay
Protocol Elenent. If no or nore than one matching O ganisation
Conponent is found there is an error

checking the Organisati on Conponent has a Tradi ng Rol e El ement
with a Role attribute of PaynentHandler. If not there is an
error

finally, if the identified Organisation Conponent is not the

sane as the Organisation that received the Paynment Request
Bl ock, then there is an error.
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6.3.1.2 Delivery

The way data is accessed by a Delivery Handler in order to check that
it my carry out a delivery is illustrated in the figure bel ow
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Fi gure 13 Checking a Delivery Handler can carry out a Delivery

The steps involved are as follows:

(0]

Identify the Delivery Conponent in the Delivery Request Block. If
there is no or nore than one matching Delivery Conponent there is
an error

Use the ActionOrgRef attribute of the Delivery Conponent to
identify the O ganisation Conponent of the Delivery Handler. If
there is no or nore than one matchi ng Organi sati on Conponent there
is an error

I f the Organisation Conmponent for the Delivery Handl er does not
have a Trading Role Elenent with a Role attribute of
Del i veryHandl er there is an error

Finally, if the Oganisation that received the Delivery Request
Bl ock does not identify the Organisation Conponent for the
Delivery Handler as itself, then there is an error.

Bur det t I nf or mat i onal [ Page 90]



RFC 2801 | OTP/ 1.0 April 2000

6. 3.2 Check Correct Conponents present in Request Bl ock

Check that the correct conponents are present in the Payment Request
Bl ock (see section 8.7) or in the Delivery Request Block (see section
8. 10).

| f conponents are missing, there is an error
6. 3.3 Check an Action is Authorised

The previous steps identified the Action Organisation and that al
the necessary conponents are present. This step checks that the
Action Organisation is authorised to carry out the Action

In outline the Action Organisation will identifies the Merchant,
checks that it has a pre-existing agreenent with the Merchant that
allows it carry out the Action and that any constraints inplied by
that agreenent are being followed, then, if signatures are required,
it checks that they sign the correct data.

The steps involved are as foll ows:

0 Ildentify the Merchant. This is the Organi sati on Conponent with a
Tradi ng Rol e El enent which has a Role attribute with a val ue of
Merchant. If no or nore than one Tradi ng Role Elenent is found,
there is an error

0 Check the Action Organisation’ s agreenents with the Merchant
all ows the Action to be carried out. To do this the Action
Organi sation rmust check that:

- the Merchant is known and a pre-existing agreement exists for
the Action Organisation to be their agent for the paynment or
delivery

- they are allowed to take part in the type of I OIP transaction
that is occurring. For exanple a Paynent Handl er may have
agreed to accept paynents as part of a Baseline Purchase, but
not nmake paynents as part of a Baseline Refund

- any constraints in their agreenent with the Merchant are being
foll owed, for exanple, whether or not an O fer Response
signature is required

0 Check the signatures are correct. If signatures are required then
they need to be checked. This invol ves:
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I dentifying the correct signatures to check. This involves the
Action Organisation identifying the Signature Conponents that
contain references to the Action Organisation (see 6.3.1).
Dependi ng on the | OTP Transaction being carried out (see
section 9) either one or two signatures may be identified

checking that the Signature Conponents are correct. This

i nvol ves checking that Digest elenents exist within the
Mani f est Elenment that refer to the necessary Tradi ng Conponents
(see section 6.3.3.1).

6.3.3.1 Check the Signatures Digests are correct

Al'l Signature Conponents contained within | OTP Messages nust incl ude
Di gest elenments that refer to:

0 the Transaction |Id Conponent (see section 3.3.1) of the |IOIP
nessage that contains the Signature Conponent. This binds the
gl obal Iy unique lotpTransid to other conponents which nake up the
| OTP Transacti on

o the Transaction Reference Bl ock (see section 3.3) of the first
| OTP Message that contained the signature. This binds the
lotpTransid with informati on about the | OTP Message contai ned
i nside the Message |Id Conponent (see section 3.3.2).

Check
refer

that each Signature Conponent contains Digest elenents that
to the correct data required.

The Digest elenments that need to be present depend on the Trading
Rol e of the Organisation which generated (signed) the signature:

o if

o if

the signer of the signature is a Merchant then

Di gest el ements nust be present for all the conmponents in the
Request Bl ock apart fromthe Brand Sel ecti on Conponent which is
opti onal

the signer of the signature is a Paynent Handl er then D gest

el enents nust be present for:

Bur det t

the Signature Conponent signed by the Merchant, and optionally

one or nore Signature Conponents signed by the previous Paynent
Handl er (s) in the Transacti on.
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7. Tradi ng Conponents
This section describes the Tradi ng Conponents used within | OTP

Tradi ng Conponents are the child XM. el ements which occur inmediately
bel ow a Trading Block as illustrated in the diagram bel ow.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

| OTP MESSAGE <----------- | OTP Message - an XML Docunent
| which is transported between the
Tradi ng Rol es

I
| - Trans Ref Block <----- Trans Ref Bl ock - contains
| ] i nformati on which describes the
| ] | OTP Transaction and the | OTP
Message.
-------- >] |-Trans Id Conp. <--- Transaction Id Conponent -
| | ] uni quely identifies the | OTP
| | ] Transaction. The Trans Id
| | ] Components are the sane across
| | ] all 1O0TP nmessages that conprise
| | ] a single I OTP transaction
| | |]-Msg Id Conmp. <----- Message | d Conponent -
| | identifies and describes an | OTP
| | Message within an | OTP
| | Transaction
| | -Signature Block <----- Si gnature Bl ock (optional) -
| | ] contains one or nore Signature
| | ] Conponents and their associ ated
| | ] Certificates
| --->| |-Signhature Conp. <-- Signature Conponent - contains
| | | ] digital signatures. Signatures
| | | ] may sign digests of the Trans Ref
| | | ] Bl ock and any Tradi ng Conponent
| | | ] in any | OTP Message in the sane
| | | ] | OTP Transacti on.
| | | |-Certificate Conp. <- Certificate Conponent. Used to
| | | check the signature.
Trading |-Trading Block <-------- Tradi ng Bl ock - an XM. El enent
Conponents | | -Tradi ng Conp. within an | OTP Message that
| | | |-Tradi ng Conp. contains a predefined set of
| --->| |-Trading Conp. Tradi ng Components
| | | -Tradi ng Conp.
| | |-Trading Conp. <----- Tradi ng Conponents - XM
| | El ements within a Tradi ng Bl ock
| | - Tradi ng Bl ock that contain a predefined set of
-------- > | |-Trading Conp. XM el enents and attri butes
| | -Tradi ng Conp. contai ning information required
| | -Tradi ng Conp. to support a Tradi ng Exchange
| | -Tradi ng Conp.
| | -Tradi ng Conp.

k_k_Kk_k_Kk_Kk_Kk_Kh_Kk_*_Kh_Kk_*_Kh_K*_K_Kk_K*_K_Kk_*_K _K*_*_Kh_K*_K_Kk_*_*_*k_*_*_%_%

Fi gure 14 Tradi ng Conponents
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The Tradi ng Conponents described in this section are listed below in

approxi mately the sequence they are likely to be used:

0o

0o

(0]

(0]

Prot ocol Options Conponent

Aut henti cati on Request Comnponent
Aut henti cati on Response Conponent
Tradi ng Rol e Informati on Request Conponent
O der Conponent

Or gani sati on Conponent

Brand Li st Conponent

Brand Sel ecti on Conponent

Payment Conponent

Paynment Scheme Conponent

Paynment Recei pt Conponent
Del i very Conponent

Del i very Data Conponent

Del i very Not e Component

Si gnat ure Conponent

Certificate Conponent

Error Conponent

Note that the followi ng conponents are listed in other sections of
this specification:

0 Transaction Id Conponent (see section 3.3.1)
0 Message I d Conponent (see section 3.3.2)
Bur det t I nf or mat i onal
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7.1 Protocol Options Conponent

Protocol options are options which apply to the | OTP Transaction as a
whol e. Essentially it provides a short description of the entire
transaction and the net |ocation which the Consuner role should
branch to if the I1OTP Transaction is successful.

The definition of a Protocol Options Conponent is as follows.

<! ELEMENT Pr ot ocol Opti ons EMPTY >
<! ATTLI ST Pr ot ocol Opti ons

ID I D #REQUI RED
xmi 1 ang NMITOKEN #REQUI RED
Short Desc CDATA  #REQUI RED
Sender Net Locn CDATA  #l MPLI ED
Secur eSender Net Locn CDATA #l MPLI ED
SuccessNet Locn CDATA  #REQUI RED >
Attributes:
| D An identifier which uniquely identifies the

Protocol Options Conponent within the | OTP
Transacti on.

Xm : 1 ang Defi nes the | anguage used by attributes or child
el enents within this conponent, unless
overridden by an xm :lang attribute on a child
el enment. See section 3.8 ldentifying Languages.

Shor t Desc This contains a short description of the |OIP
Transaction in the | anguage defined by xm :|ang.
Its purpose is to provide an explanati on of what
type of | OIP Transaction is being conducted by
the parties involved.

It is used to facilitate selecting an individua
transaction froma list of similar transactions,
for exanple froma database of | OTP transactions
whi ch has been stored by a Consuner, Merchant,
etc.

Sender Net Locn This contains the non secured net |ocation of
the sender of the TPO Bl ock in which the
Protocol Options Conponent is contained.

It is the net location to which the recipient of

the TPO bl ock should send a TPO Sel ecti on Bl ock
if required.
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The content of this attribute is dependent on
the Transport Mechani sm see the Transport
Mechani sm Suppl enent .

Secur eSender Net Locn This contains the secured net | ocation of the
sender of the TPO Bl ock in which the Protoco
Opti ons Conponent is contai ned.

The content of this attribute is dependent on
the Transport Mechani sm see the Transport
Mechani sm Suppl enent .

SuccessNet Locn This contains the net |ocation that should be
di spl ayed after the |1 OTP Transacti on has
successful |l y conpl et ed.

The content of this attribute is dependent on
the Transport Mechani sm see the Transport
Mechani sm Suppl enent .

Ei t her Sender Net Locn, SecureSender Net Loch or both nust be present.
7.2 Authentication Request Conponent

Thi s Tradi ng Conponent contains paraneter data that is used in an
Aut hentication of one Trading Role by another. Its definition is as
foll ows.

<! ELEMENT Aut hReq (Al gorithm PackagedContent*)>
<! ATTLI ST Aut hReq

ID I D #REQUI RED

Aut henti cationld CDATA  #REQUI RED

Content Softwareld CDATA  #l MPLI ED >

If required the Algorithmnay use the challenge data, contained in

t he Packaged Content elenents within the Authentication Request
Conponent in its calculation. The format of the Packaged Contents are
Al gori t hm dependent .

Attributes:

| D An identifier which uniquely identifies the
Aut henti cati on Request Conponent within the | OTP
Transacti on.

Aut henti cati onl d An identifier specified by the Authenticator

which, if returned by the O ganisation that
recei ves the Authentication Request, will enable
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the Authenticator to identify which Authentication
is being referred to.

Content Softwareld See section 14.d ossary

Cont ent :

PackagedCont ent This contains the chall enge data as one or nore
Packaged Content (see section 3.7) that is to be
responded to using the Algorithmdefined by the
Al gorithm el enent.

Al gorithm Thi s contains information which describes the

Al gorithm (see 7.19 Signature Conponents) that
nmust be used to generate the Authentication
Response.

The Al gorithnms that nay be used are identified by
the Nanme attribute of the Algorithmelenent. For
val i d val ues see section 12. | ANA Consi derati ons.

7.3 Aut hentication Response Conmponent

The Aut hentication Response Conponent contains the results of an

aut hentication request. It uses the Algorithmcontained in the

Aut henti cati on Request Conponent (see section 7.2) selected fromthe
Aut henti cati on Request Bl ock (see section 8.4).

Dependi ng on the Algorithmselected, the results of applying the
algorithmwi Il either be contained in a Signature Conponent that
signs both the Authenticati on Response and potentially other data, or
in the Packaged Content elenents within the Authentication Response
Conponent. Its definition is as follows.

<! ELEMENT Aut hResp (PackagedContent*) >
<! ATTLI ST Aut hResp

ID I D #REQUI RED
Aut henti cationld CDATA  #REQUI RED
Sel ect edAl gori t hnRef NMIOKEN #REQUI RED
Content Softwareld CDATA  #l MPLI ED >

Attributes:
| D An identifier which uniquely identifies the

Aut henti cati on Response Conponent within the
| OTP Transacti on.
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Aut henti cati onl d The Authentication identifier specified by the
Aut henticator that was included in the
Aut henti cati on Request Comnponent (see section
7.2). This will enable the Authenticator to
identify the Authentication that is being
referred to.

Sel ect edAl gori t hnRef An El ement Reference that identifies the
Al gorithm el ement used to generate the
Aut henti cati on Response.

Cont ent Sof t war el d See section 14. d ossary.
Cont ent :
PackagedCont ent This may contain the response generated as a

result of applying the Algorithmselected fromthe
Aut henti cati on Request Component see section 7.2.

For exanple, for a paynment specific schene, it nay
contain schene-specific data. Refer to the schene-
specific suppl emental docunentation for
definitions of its content.

7.4 Trading Role Information Request Conponent
Thi s Tradi ng Conponent contains a |list of Trading Roles (see section
2.1) about which information is being requested. The result of a
Tradi ng Rol e Request is a set of Organisation Conponents (see section
7.6) that describe each of the Tradi ng Rol es request ed.
Exanpl e usage i ncl udes:

0 a Merchant requesting that a Consuner provides O ganisation
Conponents for the Consumer and DelivTo Tradi ng Rol es

0 a Consuner requesting froma Merchant, information about the
Paynment Handl ers and Delivery Handl ers that the Merchant uses.

Its definition is as follows.
<! ELEMENT Tr adi ngRol el nf oReq EMPTY>
<! ATTLI ST Tr adi ngRol el nf oReq

I D | D #REQUI RED
Tr adi ngRol eLi st NMIOKENS #REQUI RED >
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An identifier which uniquely identifies the
Tradi ng Rol e Informati on Request Conponent within
the | OTP Transacti on.

Contains a list of one or nore Tradi ng Roles (see
the TradingRole attribute of the Trading Role

El ement - section 7.6.2) for which information is
bei ng request ed.

An Order Component contains information about an order. Its
definition is as foll ows.

<! ELEMENT Order (PackagedContent*) >

<! ATTLI ST Order

I D

xm : | ang
Orderldentifier
Short Desc
CkFrom

CkTo

Appl i cabl eLaw

I D #REQUI RED
NMIOKEN #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED

Content Sof t warel d CDATA #| MPLI ED >

Attributes:
I D
xm : | ang

Orderldentifier

Shor t Desc

Bur det t

An identifier which uniquely identifies the O der
Component within the 1 OTP Transaction

Defi nes the | anguage used by attributes or child
el ements within this conponent, unless overridden
by an xm :lang attribute on a child elenment. See
section 3.8 ldentifying Languages.

This is a code, reference nunber or other
identifier which the creator of the Order nay use
to identify the order. It nust be unique within an
| OTP Transaction. If it is used in this way, then
it may renove the need to specify any content for
the Order element as the reference can be used to
| ook up the necessary information in a database.

A short description of the order in the | anguage

defined by xm:lang. It is used to facilitate
sel ecting an individual order froma |ist of
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orders, for exanple froma database of orders
whi ch has been stored by a Consuner, Merchant,
etc.

COkFrom The date and tinme in [UTC] format after which the
of fer made by the Merchant | apses.

kTo The date and tinme in [UTC] format before which a
Val ue Acquirer nay accept the offer nade by the
Merchant is not valid.

Appl i cabl eLaw A phrase in the | anguage defined by xm :|ang which
describes the state or country of jurisdiction
which will apply in resolving problens or
di sput es.

Content Softwareld See section 14. d ossary.

Cont ent :

PackagedCont ent An optional description of the order information
as one or nore Packaged Contents (see section
3.7).

7.5.1 Order Description Content

The Packaged Content elenent will normally be required, however it
may be om tted where sufficient information about the purchase can be
provided in the ShortDesc attribute. If the full Oder Description
requires it several Packaged Content el enents nay be used.

Al t hough the ampunt and currency are likely to appear in the Packaged
Content of the Order Description it is the amount and currency
contained in the paynent related tradi ng conponents (Brand List,
Brand Sel ection and Paynent) that is authoritative. This neans it is
i nportant that the amount actually being paid (as contained in the
payrment rel ated tradi ng conponents) is proninently displayed to the
Consuner .

For interoperability, inplenentations nust support Plain Text, HTM
and XML as a minimumso that it can be easily displayed.

7.5.2 OkFrom and OKTo Ti nmest anps
Not e t hat:

o the CkFrom date may be later than the OkFrom date on the Payment
Component (see section 7.9) associated with this order, and
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o simlarly, the OkTo date may be earlier that the OkTo date on the
Paynment Conponent (see section 7.9).

Note: Disclainmer. The following information provided in this note
does not represent fornmal advice of any of the authors of this
specification. Readers of this specification nmust formtheir own
views and seek their own | egal counsel on the useful ness and
applicability of this information.

The nmerchant in the context of Internet commerce with anonynous
consuners initially frames the ternms of the offer on the web page,
and in order to obtain the goods or services, the consumer mnust
accept them

If there is to be atine-linmted offer, it is recommended that

nmer chants communi cate this to the consumer and state in the order
description in a manner which is clear to the consuner that:

0o the offer istine limted

0 the OkFrom and CkTo timnestanps specify the validity of the offer

o the clock, e.g., the nmerchant’s clock, that will be used to
determine the validity of the offer

Al'so note that although the OCkFrom and CkTo dates are likely to
appear in the Packaged Content of the Order Descriptionit is the
dates contained in the Order Conponent that is authoritative. This
means it is inmportant that the CkFrom and OkTo dates actually being
used is prominently displayed to the Consuner.

7.6 Organi sati on Conponent
The Organisation Conponent provides infornmation about an individua
or an Organi sation. This can be used for a variety of purposes. For
exanpl e:
0 to describe the nerchant who is selling the goods,
o to identify who nade a purchase,
otoidentify who will take delivery of goods,
o to provide a customer care contact,

0 to describe who will be the Paynent Handl er.
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Not e that the Organisation Conponents which nmust be present in an
| OTP Message are dependent on the particular transaction being
carried out. Refer to section 9. Internet Open Tradi ng Protoco
Transactions, for nore details.

Its definition is as follows.
<! ELEMENT Org (Tradi ngRol e+, Contactl nfo?,

Per sonNane?, Postal Address?) >
<IATTLIST Og

ID I D #REQUI RED
xmi 1 ang NMITOKEN #REQUI RED
Ogld CDATA  #REQUI RED
Legal Nane CDATA  #l MPLI ED
Shor t Desc CDATA  #l MPLI ED
LogoNet Locn CDATA  #l MPLI ED >
Attributes:
| D An identifier which uniquely identifies the

Organi sati on Conponent within the | OTP
Transacti on.

xm 1 ang Defi nes the | anguage used by attributes or child
el ements within this conponent, unless overridden
by an xm :lang attribute on a child elenment. See
section 3.8 ldentifying Languages.

Ogld A code which identifies the O ganisation described
by the Organi sation Conponent. See 7.6.1
Organi sation | Ds, bel ow

Legal Name For Organi sations which are conpanies this is
their legal name in the | anguage defined by
xm:lang. It is required for Organisations who
have a Tradi ng Rol e other than Consumner or
Del i vTo.

Shor t Desc A short description of the Organisation in the
| anguage defined by xm:lang. It is typically the
nane by which the Organisation is conmonly known.
For exanple, if the |legal name was "Bl ue Meadows
Fi nanci al Services Inc.". Then its short nane
woul d li kely be "Blue Meadows".

It is used to facilitate selecting an individua

O ganisation froma list of O ganisations, for
exanpl e from a database of O ganisations involved
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in | OTP Transactions which has been stored by a
consuner .

LogoNet Locn The net | ocation which can be used to downl oad t he
| ogo for the Organisation.

See section 10 Retrieving Logos.

The content of this attribute nmust conformto

[ RFC1738] .
Cont ent :
Tr adi ngRol e See 7.6.2 Trading Role Element bel ow.
Cont act I nfo See 7.6.3 Contact Information El enent bel ow.
Per sonNane See 7.6.4 Person Nane bel ow.
Post al Addr ess See 7.6.5 Postal Address bel ow.

7.6.1 O ganisation |IDs

Organisation IDs are used by one IOIP Trading Role to identify
another. In order to avoid confusion, this nmeans that these | Ds nust
be gl obal 'y uni que.

In principle this is achieved in the follow ng way:

0 the Organisation Id for all trading roles, apart fromthe Consumer
Trading Rol e, uses a domain nanme as their globally unique
identifier,

0 the Organisation Id for a Consunmer Trading Role is allocated by
one of the other Trading Roles in an | OTP Transaction and is nmade
uni que by concatenating it with that other roles’ Oganisation Id,

0 once a Consuner is allocated an Organisation Id within an | OTP
Transaction the same Organisation Id is used by all the other
trading roles in that 1OTP transaction to identify that Consuner.

Specifically, the content of the Organisation ID is defined as
fol | ows:

Orgld ::= NonConsunerOrgld | ConsumerOrgld

NonConsunmer Orgl d :: = Domai nNane

ConsunerOrgld ::= ConsunerOrgldPrefix (namechar)+ "/" NonConsunerOrgld
Consuner Orgl dPrefix ::= "Consumer:"
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The Organisation ID for a Consumer consists of:
0 a standard prefix to identify that the
Organisation Id is for a consunmer, followed by

o0 one or nore characters which conformto the
definition of an XML "nanmechar". See [ XM]
speci fications, followed by

o the NonConsunmerOrgld for the O ganisation
which allocated the ConsunerOrgld. It is
normal |y the Merchant role.

Use of upper and | ower case is not significant.

If the Role is not Consumer then this contains the
Canoni cal Nane for the non-consumer O ganisation
bei ng descri bed by the O gani sati on Conponent. See
[DNS] optionally followed by additional

characters, if required, to make the
NonConsurer Or gl d uni que.

Note that a NonConsumerOrgld may not start with
t he Consuner Or gl dPrefi x.

Use of upper and | ower case is not significant.

Exanpl es of Organisation Ids foll ow

0 newj erseybooks.com - a nmerchant Organisation id

0 westernbank.co.uk - a Paynent Handl er Organisation id

0 consuner: 1000247ABH new er seybooks. com - a consuner Organi sation
id allocated by a nmerchant

7.6.2 Tradi ng Rol e El enent

This identifies the Trading Role of an individual or O ganisation in
the | OTP Transaction. Note, an Organisation nmay have nore than one
Tradi ng Rol e and several roles may be present in one Organisation
element. Its definition is as follows:

<! ELEMENT Tr adi ngRol e EMPTY >
<! ATTLI ST Tradi ngRol e

I D

Tr adi ngRol e

| ot pMsgl dPrefi x
Cancel Net Locn
Err or Net Locn

Bur det t

I D #REQUI RED
NMIOKEN #REQUI RED
NMIOKEN #REQUI RED
CDATA  #l MPLI ED
CDATA  #l MPLI ED
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Error LogNet Locn
Attributes:

I D

Tr adi ngRol e

| ot pMsgl dPrefi x

Cancel Net Locn
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CDATA  #| MPLI ED >

An identifier which uniquely identifies the
Trading Role Elenent within the | OTP Transacti on.

The trading role of the Organisation. Valid val ues
are:

o Consuner. The person or Organisation that is
acting in the role of a consuner in the | OTP
Transacti on.

0 Merchant. The person or Organisation that is
acting in the role of nerchant in the | OTP
Transacti on.

o0 Paynent Handl er. The financial institution or
ot her Organi sation which is a Paynment Handl er
for the 1OTP Transaction

0 DeliveryHandl er. The person or Organisation
that is the delivering the goods or services
for the I1OTP Transaction

0 DelivTo. The person or Organisation that is
receiving the delivery of goods or services in
the | OTP Transaction

0 CustCare. The Organi sation and/or i ndividual
who will provide custonmer care for an | OIP
Transacti on.

Val ues of Tradi ngRol e are controll ed under the
procedures defined in section 12 | ANA

Consi derations which also allows user defined
val ues to be defi ned.

Contains the prefix which nust be used for al

| OTP Messages sent by the Trading Role in this
| OTP Transaction. The values to be used are
defined in 3.4.1 | OTP Message ID Attribute

Def i ni ti on.

This contains the net |ocation of where the
Consuner should go to if the Consuner cancels the
transaction for some reason. It can be used by the
Trading Role to provide a response which is nore
tailored to the circunstances of a particul ar
transacti on.
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Error LogNet Locn
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This attribute:
0 must not be present when TradingRole is set to
Consurer role or DelivTo,

o nust be present when TradingRole is set to
Mer chant, Paymnent Handl er or DeliveryHandl er.

The content of this attribute is dependent on the
Transport Mechani sm see the Transport Mechani sm
Suppl enent .

This contains the net |ocation that should be
di spl ayed by the Consuner after the Consumer has
either received or generated an Error Bl ock
contai ning an Error Conponent with the Severity
attribute set to either
o HardError,
0 Warni ng but the Consumer decides to not
continue with the transaction
o TransientError and the transaction has
subsequently tinmed out.

See section 7.21.1 Error Processing Cuidelines for
nore details.

This attribute:
o0 must not be present when TradingRole is set to
Consurer or DelivTo,
0 must be present when TradingRole is set to
Mer chant, Paynent Handl er or DeliveryHandl er.

The content of this attribute is dependent on the
Transport Mechani sm see the Transport Mechani sm
Suppl enent .

Optional. This contains the net |ocation that

Consuners shoul d send | OTP Messages that contain

Error Blocks with an Error Conmponent with the

Severity attribute set to either:

o HardError,

o Warning but the Consuner decides to not
continue with the transaction

o TransientError and the transaction has
subsequently tinmed out.

This attri bute:

o0 must not be present when TradingRole is set to
Consurner rol e,
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o nust be present when TradingRole is set to
Mer chant, Paymnent Handl er or DeliveryHandl er.

The content of this attribute is dependent on the
Transport Mechani sm see the Transport Mechani sm
Suppl enent .

The ErrorLogNetLocn can be used to send error
nessages to the software conpany or sone ot her
Organi sation responsible for fixing problens in
the software which sent the inconm ng nessage. See
section 7.21.1 Error Processing Cuidelines for
nore details.

7.6.3 Contact Information El enent

This contains information which can be used to contact an
Organisation or an individual. Al attributes are optional however at
| east one itemof contact information should be present. Its
definition is as foll ows.

<! ELEMENT Cont act!| nfo EMPTY >
<! ATTLI ST Contactl nfo

xmi 1 ang NMTOKEN #| MPLI ED
Tel CDATA #| MPLI ED
Fax CDATA #| MPLI ED
Emai | CDATA #| MPLI ED
Net Locn CDATA  #l MPLI ED >
Attributes:
xm 1 ang Defi nes the | anguage used by attributes within
this element. See section 3.8 ldentifying
Languages.
Tel A tel ephone nunber by which the O ganisation nay

be contacted. Note that this is a text field and
no validation is carried out on it.

Fax A fax nunber by which the Organisation nmay be
contacted. Note that this is a text field and no
validation is carried out on it.

Erai | An emai | address by which the Organisation nmay be
contacted. Note that this field should conformto
the conventions for address specifications
contained in [ RFC3822].
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Net Locn A location on the Internet by which information
about the Organisation nmay be obtai ned that can be
di spl ayed using a web browser.

The content of this attribute nmust conformto
[ RFC1738] .

7.6.4 Person Nane El enment
This contains the nane of an individual person. Al fields are
opti onal however as a mninmumeither the G venNane or the Fam | yName
shoul d be present. Its definition is as foll ows.

<! ELEMENT Per sonNane EMPTY >
<I ATTLI ST Per sonNane

xm : | ang NMIOKEN #1 MPLI ED
Title CDATA #| MPLI ED
G venNane CDATA  #l MPLI ED
Initials CDATA #| MPLI ED
Fam | yNane CDATA  #l MPLI ED >
Attributes:
xm 1 ang Defi nes the | anguage used by attributes within
this element. See section 3.8 ldentifying
Languages.
Title A distinctive nanme; personal appellation,

hereditary or not, denoting or inplying office
(e.g., judge, mayor) or nobility (e.g., duke,
duchess, earl), or used in addressing or referring
to a person (e.g., M, Ms, Mss)

G venNane The primary or main nane by which a person is
known anongst and identified by their famly,
friends and acquai ntances. O herwi se known as
first name or Christian Nane.

Initials The first letter of the secondary nanes (other
than the G ven Nane) by which a person is known
anongst or identified by their famly, friends and
acquai nt ances.

Fanmi | yNanme The name by which fanily of rel ated individuals
are known. It is typically the part of an
i ndi vidual’s nane which is passed on by parents to
their children.
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7.6.5 Postal Address El enent

This contai ns an address which can be used, for exanple, for the
physi cal delivery of goods, services or letters. Its definition is as
foll ows.

<! ELEMENT Post al Addr ess EMPTY >
<! ATTLI ST Post al Addr ess

xm : | ang NMIOKEN #1 MPLI ED
Addr essLi nel CDATA #| MPLI ED
Addr essLi ne2 CDATA #| MPLI ED
CtyO Town CDATA #| MPLI ED
St at eOr Regi on CDATA  #l MPLI ED
Post al Code CDATA  #l MPLI ED
Country CDATA  #l MPLI ED
Legal Location (True | False) ’'False >
Attributes:
xm 1 ang Defi nes the | anguage used by attributes within
this element. See section 3.8 ldentifying
Languages.
Addr essLi nel The first line of a postal address. e.g., "The
Meadows™"
Addr essLi ne2 The second line of a postal address. e.g., "Sandy
Lane"
CityO Town The city of town of the address. e.g., "Carphant
St at eOr Regi on The state or region within a country where the
city or town is placed. e.g., "Surrey"
Post al Code The code known as, for exanple a post code or zip
code, that is typically used by Postal
Organi sations to organi se postal deliveries into
ef ficient sequences. e.g., "KT22 1AA"
Country The country for the address. e.g., "WK"
Legal Locati on This identifies whether the address is the

Regi stered Address for the O ganisation. At |east
one address for the Organisation nust have a val ue
set to True unless the Trading Role is either
Consuner or DeliverTo.
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7.7 Brand List Conponent

Brand Li st Conmponents are contained within the Tradi ng Protocol
Options Block (see section 8.1) of the I OIP Transaction. They
contains lists of:

0 paynment Brands (see al so section 11.1 Brand Definitions and Brand
Sel ection),

0 anmpounts to be paid in the currencies that are accepted or offered
by the Merchant,

0 the paynent protocols which can be used to nake paynents with a
Brand, and

o the net locations of the Paynent Handl ers which accept paynent for
a paynment protocol

The definition of a Brand List Conmponent is as foll ows.
<! ELEMENT Br andLi st (Brand+, Protocol Anount +,

CurrencyAnount +, PayProtocol +) >
<! ATTLI ST Br andLi st

ID I D #REQUI RED
xm : | ang NMIOKEN #REQUI RED
Short Desc CDATA  #REQUI RED
PayDirection (Debit | Credit) #REQU RED >

Attributes:

| D An identifier which uniquely identifies the Brand
Li st Conponent within the I OTP Transacti on.

xm 1 ang Defi nes the | anguage used by attributes or child
el ements within this conponent, unless overridden
by an xm :lang attribute on a child elenment. See
section 3.8 ldentifying Languages.

Short Desc A text description in the | anguage defined by

xm : Lang giving details of the purpose of the
Brand List. This information nust be displayed to
the receiver of the Brand List in order to assist
with making the selection. It is of particular
benefit in allowing a Consunmer to distinguish the
pur pose of a Brand List when an | OTP Transaction

i nvol ves nore than one paynent.
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I ndi cates the direction in which the paynent for
which a Brand is being selected is to be nade. Its
val ues nmay be:

0 Debit The sender of the Paynent Request Bl ock
(e.g., the Consuner) to which this Brand List
relates will make the paynent to the Paynent
Handl er, or

0 Credit The sender of the Paynent Request Bl ock
to which this Brand List relates will receive a
payrment fromthe Payment Handl er.

Thi s describes a Brand. The sequence of the Brand
el ements (see section 7.7.1) within the Brand List
does not indicate any preference. It is
reconmended that software which processes this
Brand List presents Brands in a sequence which the
receiver of the Brand List prefers.

This links a particular Brand to:

o the currencies and anounts in CurrencyAmunt
el enents that can be used with the Brand, and

o the Paynent Protocols and Paynent Handl ers,
whi ch can be used with those currencies and
anounts, and a particular Brand

This contains a currency code and an anount.
This contains information about a Paynent Protocol

and the Paynent Handl er which may be used with a
particul ar Brand.

The rel ati onshi ps between the el enents which nmake up the content of

t he Brand Li st

Bur det t

is illustrated in the diagram bel ow.
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Fi gure 15 Brand List El ement Rel ationships

Exanpl es of conplete Brand Lists are contained in section 11.2 Brand
Li st Exanpl es.

7.7.1 Brand El enent

A Brand El enent describes a brand that can be used for making a
paynment. One or nore of these elenents is carried in each Brand Li st
Conponent that has the PayDirection attribute set to Debit. Exactly
one Brand El enent may be carried in a Brand List Conponent that has
the PayDirection attribute set to Credit.

<! ELEMENT Brand (Protocol Brand*, PackagedContent*) >
<! ATTLI ST Brand

I D | D #REQUI RED
xmi 1 ang NMTOKEN #| MPLI ED
Brandl d CDATA  #REQUI RED
Br andNane CDATA  #REQUI RED
Br andLogoNet Locn CDATA  #REQUI RED
BrandNarrative CDATA  #l MPLI ED

Pr ot ocol Anount Ref s | DREFS #REQUI RED
Cont ent Sof twarel d CDATA #| MPLI ED >
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El enent identifier, potentially referenced in a
Brand Sel ecti on Conmponent contained in a |later
Payment Request nessage and uniquely identifies
the Brand el enent within the |1 OTP Transacti on.

Def i nes the | anguage used by attributes and
content of this elenment. See section 3.8
| denti fyi ng Languages.

This contains a unique identifier for the brand
(or pronotional brand). It is used to match
against a list of Paynment Instrunments which the
Consuner holds to determ ne whether or not the
Consumner can pay using the Brand.

Val ues of Brandld are nanaged under the procedure
described in section 12 | ANA Consi derati ons.

As val ues of Brandld are controlled under the
procedures defined in section 12 | ANA

Consi derati ons user defined val ues may be
defi ned.

This contains the nane of the brand, for exanple
MasterCard Credit. This is the description of the
Brand which is displayed to the consumer in the
Consuners | anguage defined by xm:lang. For
exanmple it mght be "Anerican Airlines Advantage
Visa". Note that this attribute is not used for
mat chi ng agai nst the paynment instrunents held by
t he Consuner.

The net |ocation which can be used to downl oad
the logo for the Organisation. See section
Retrieving Logos (see section 10).

The content of this attribute nust conformto
[ RFC1738] .

This optional attribute is designed to be used by
the Merchant to indicate sonme special conditions
or benefit which would apply if the Consuner

sel ected that brand. For exanple "5% di scount”,

"free shipping and handling", "free breakage
insurance for 1 year", "double air mles apply",
etc.
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Prot ocol Amvbunt Refs ldentifies the protocols and related currencies
and anounts which can be used with this Brand.
Specified as a list of 1D s of Protocol Anmount
El ements (see section 7.7.3) contained within the
Brand Li st.

Cont ent Sof t war el d See section 14. 3 ossary.

Cont ent :

Pr ot ocol Br and Protocol Brand el enments contain brand infornation
to be used with a specific paynent protocol (see
section 7.7.2)

PackagedCont ent Optional Packaged Content (see section 3.7)

el enents containing informati on about the brand
whi ch may be used by the paynent protocol. The
content of this information is defined in the
suppl ement for a paynent protocol which describes
how t he paynent protocol works with | OTP

Exanpl e Brand El enents are contained in section 11.2 Brand Li st
Exanpl es.

7.7.2 Protocol Brand El enent

The Protocol Brand El enent contains infornmation that is specific to
the use of a particular Protocol with a Brand. Its definition is as
foll ows.

<! ELEMENT Prot ocol Brand (PackagedContent*) >
<! ATTLI ST Pr ot ocol Brand

Protocol I d CDATA  #REQUI RED

Pr ot ocol Brandl d CDATA  #REQUI RED >

Attri butes:

Protocol I d This nust match the value of a Protocolld
attribute in a Pay Protocol Elenent (see section
7.7.5).

The val ues of Protocolld should be unique within a
Brand El enent otherwi se there is an error
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This is the Payment Brand Id to be used with a
particul ar paynent protocol. For exanple, SET and
EMV have their own well defined, yet different,
values for the Brand Id to be used with each

pr ot ocol

The valid values of this attribute are defined in
the suppl enent for the paynent protocol identified
by Protocolld that describes how the paynent
protocol works with | OTP.

Optional Packaged Content (see section 3.7)

el ements containing infornmati on about the
prot ocol / brand which may be used by the paynent
protocol. The content of this information is
defined in the suppl enment for a paynent protocol
whi ch descri bes how t he paynment protocol works
with | OTP.

El enent

elenment links a Brand to:

0 the currencies and amounts in Currency Amount El enents (see

section 7.7.4) t

0 the Paynent Prot
Pr ot ocol El enment

hat can be used with the Brand, and

ocol s and Paynment Handl ers defined in a Pay
(see section 7.7.5), which can be used with those

currenci es and amounts.

lts definition is as foll ows:

<! ELEMENT Pr ot ocol Anount (PackagedContent*) >
<! ATTLI ST Pr ot ocol Anount

ID

PayPr ot ocol Ref

Cur rencyAnount Ref s

Cont ent Sof t war el d
Attributes:

I D

Bur det t

I D #REQUI RED
| DREF  #REQUI RED
| DREFS #REQUI RED
CDATA  #| MPLI ED >

El enent identifier, potentially referenced in a
Brand el enment; or in a Brand Sel ecti on Conponent
contained in a later Paynent Request nessage

whi ch uniquely identifies the Protocol Amount

el enent within the | OTP Transacti on.
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PayPr ot ocol Ref Contai ns an El ement Reference (see section 3.5)
that refers to the Pay Protocol Elenent (see
section 7.7.5) that contains the Paynment Protocol
and Paynent Handl ers that can be used with the
Br and.

CurrencyAmount Refs Contains a |list of Elenent References (see
section 3.5) that refer to the Currency Amunt
El enent (see section 7.7.4) that describes the
currenci es and anounts that can be used with the
Br and.

Cont ent Sof t war el d See section 14. d ossary.

Cont ent :

PackagedCont ent Optional Packaged Content (see section 3.7)
el ements containing information about the protocol
anount which may be used by the paynent protocol
The content of this information is defined in the
suppl ement for a paynent protocol which describes
how t he paynent protocol works with | OTP

Exanpl es of Protocol Amount El enents are contained in section 11.2
Brand Li st Exanples.

7.7.4 Currency Anount El enent
A Currency Amount el enent contains:
0 a currency code (and its type), and
0 an anount.

One or nore of these elenents is carried in each Brand Li st
Conponent. Its definition is as follows:

<! ELEMENT CurrencyAmount EMPTY >
<I ATTLI ST CurrencyAnmount

ID I D #REQUI RED

Anpunt CDATA #REQUI RED

Cur r CodeType NMIOKEN ’ | SO4217- A

Cur r Code CDATA  #REQUI RED >
Attributes:

I D El ement identifier, potentially referenced in a

Brand el enent; or in a Brand Sel ecti on Conponent
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contained in a |later Paynent Request nessage which
uni quely identifies the Currency Anount El enent
within the I OTP Transacti on.

I ndi cates the anpbunt to be paid in whole and
fractional units of the currency. For exanple
$245. 35 woul d be expressed "245.35". Note that

val ues smaller than the smallest denonination are
al | oned. For exanple one tenth of a cent would be
"0.001".

I ndi cates the domain of the CurrCode. This
attribute is included so that the currency code
may support non-standard "currencies" such as
frequent flyer points, trading stanps, etc. Its
val ues nmay be:

0 | SU4217-A (the default) indicates the currency
code is a three character al phabetic currency
code that conforns to [|SO 4217]

o | OTP indicates that values of CurrCode are
managed under the procedure described in
section 12 | ANA Consi derati ons

A code which identifies the currency to be used in
t he paynent. The domain of valid currency codes is
defined by CurrCodeType

As val ues of CurrCodeType are nanhaged under the
procedure described in section 12 | ANA

Consi derations user defined values of CurrCodeType
may be defi ned.

Exanpl es of Currency Amount El enents are contained in section 11.2
Brand Li st Exanples.

7.7.5 Pay Protocol

A Pay Protocol

El enent

el ement specifies details of a Paynent Protocol and

the Paynent Handl er that can be used with a Brand. One or nore of
these elenents is carried in each Brand List.

<! ELEMENT PayPr ot ocol (PackagedContent*) >
<! ATTLI ST PayPr ot ocol

I D

xm : | ang

Pr ot ocol | d
Pr ot ocol Nane
Act i onOr gRef

Bur det t

I D #REQUI RED
NMIOKEN #1 MPLI ED
NMIOKEN #REQUI RED
CDATA  #REQUI RED
NMIOKEN #REQUI RED
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PayReqNet Locn
SecPayRegNet Locn
Cont ent Sof t war el d

Attributes:
I D
xm : | ang

Pr ot ocol |1 d

Pr ot ocol Nane

Act i onOr gRef

PayReqNet Locn

SecPayRegNet Locn
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CDATA  #l MPLI ED
CDATA  #l MPLI ED
CDATA  #| MPLI ED >

El enent identifier, potentially referenced in a
Brand el enent; or in a Brand Sel ecti on Conponent
contained in a |later Paynent Request nessage which
uni quely identifies the Pay Protocol elenent
within the I OTP Transacti on.

Defi nes the | anguage used by attributes and
content of this elenment. See section 3.8
I dentifyi ng Languages.

Consi sts of a protocol nane and version. For
exanpl e "SETv1. 0".

The val ues of Protocolld are defined by the
payrment schene/ net hod owners in the docunent that
descri bes how to encapsul ate a paynment protoco
within | OTP.

A narrative description of the paynent protoco
and its version in the | anguage identified by

xm :lang. For exanple "Secure El ectronic
Transaction Version 1.0". Its purpose is to help
provide information on the paynent protocol being
used if problens arise.

An El ement Reference (see section 3.5) to the
Organi sati on Conmponent for the Paynment Handl er for
the Paynent Protocol.

The Net Location indicating where an unsecured
Paynment Request message should be sent if this
protocol choice is used.

The content of this attribute is dependent on the
Transport Mechani sm (such nmust conformto
[ RFC1738] .

The Net Location indicating where a secured

Paynment Request nessage should be sent if this
protocol choice is used.
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A secured paynent involves the use of a secure
channel such as [SSL/TLS] in order to conmunicate
with the Paynment Handl er.

The content of this attribute nmust conformto
[ RFC1738]. See al so See section 3.9 Secure and
| nsecure Net Locations.

Content Softwareld See section 14. d ossary.
Cont ent :

PackagedCont ent Optional Packaged Content el enents (see section
3.7) containing information about the protocol
which is used by the paynent protocol. The content
of this information is defined in the suppl enent
for a paynent protocol which describes how the
paynment protocol works with | OTP. An exanpl e of
its use could be to include a paynent protocol
nmessage.

Exanpl es of Pay Protocol Elenents are contained in section 11.2 Brand
Li st Exanpl es.

7.8 Brand Sel ecti on Conponent

A Brand Sel ecti on Conponent identifies the choice of paynent brand,
paynment protocol and the Paynment Handler. This elenent is used:

o in Paynment Request nessages within Baseline Purchase and Baseline
Val ue Exchange | OTP Transactions to identify the brand, protocol
and paynment handl er for a paynent, or

o to, optionally, informa nerchant in a purchase of the paynent
brand being used so that the offer and order details can be
amended accordingly.

In Baseline 10TP, the integrity of Brand Sel ecti on Conponents is not
guaranteed. However, nodification of Brand Sel ecti on Conponents can
only cause denial of service if the paynent protocol itself is secure
agai nst nessage nodification, duplication, and swappi ng attacks.

The definition of a Brand Sel ecti on Conponent is as follows.
<! ELEMENT Br andSel ecti on (BrandSel Brandl nfo?,
Br andSel Pr ot ocol Anount | nf 0?,

BrandSel CurrencyAmount | nfo?) >
<! ATTLI ST BrandSel ecti on
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I D I D #REQUI RED
Br andLi st Ref NMIOKEN #REQUI RED
Br andRef NMIOKEN #REQUI RED

Pr ot ocol Anount Ref  NMIOKEN #REQUI RED
CurrencyAmount Ref  NMIOKEN #REQUI RED >

Attributes:

| D An identifier which uniquely identifies the Brand
Sel ecti on Conponent within the | OTP Transacti on.

Br andLi st Ref The El enent Reference (see section 3.5) of the
Brand List Conmponent fromwhich a Brand is being
sel ect ed

Br andRef The El enent Reference of a Brand elenment within

the Brand List Conponent that is being sel ected
that is to be used in the paynent.

Pr ot ocol Ambunt Ref The El enent Reference of a Protocol Ampunt el enent
within the Brand Li st Conponent which is to be
used when neki ng the paynent.

CurrencyAmount Ref The El enent Reference of a Currency Amount el enment
within the Brand Li st Conponent which is to be
used when neki ng the paynent.

Cont ent :

Br andSel Br andl nf o, This contains any additional data that

Br andSel Pr ot ocol Anount I nfo, rmay be required by a particul ar paynent

Br andSel CurrencyAnount | nfo brand or protocol. See sections 7.8.1,
7.8.2, and 7.8. 3.

The followi ng rules apply:

o the BrandLi stRef nmust contain the ID of a Brand List Conponent in
the sane | OTP Transaction

o every Brand List Conponent in the Trading Protocol Options Bl ock
(see section 8.1) nmust be referenced by one and only one Brand
Sel ecti on Conponent

o the BrandRef nust refer to the ID of a Brand contained within the
Brand List Conponent referred to by BrandLi st Ref
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o the Protocol Anrbunt Ref nmust refer to one of the Elenent IDs |isted
in the Protocol Antbunt Refs attri bute of the Brand el enent
identified by BrandRef

o the CurrencyAnount Ref nust refer to one of the Elenment IDs |isted
in the CurrencyAnmount Refs attribute of the Protocol Amount El enent
identified by Protocol Anbunt Ref.

An exanpl e of a Brand Sel ecti on Conponent is included in 11.2 Brand
Li st Exanpl es.

7.8.1 Brand Sel ection Brand I nfo El enment

The Brand Sel ection Brand Info El ement contains any additional data
that nay be required by a particul ar paynent brand. See the | OTP
payrment net hod suppl enent for a description of how and when it used.

<! ELEMENT Br andSel Brandl nfo (PackagedContent+) >
<! ATTLI ST Br andSel Br andl nfo

I D I D #REQUI RED
Content Sof twareld CDATA  #|l MPLI ED >

Attributes:
Content Softwareld See section 14. d ossary.
Cont ent :

PackagedCont ent Packaged Content el enments (see section 3.7) that
contain additional data that nay be required by a
particul ar paynent brand. See the paynent nethod
suppl ement for | OTP for rules on how this is used.

7.8.2 Brand Sel ecti on Protocol Ampunt |Info El enment

The Brand Sel ecti on Protocol Anpunt |Info El enment contains any
additional data that is paynent protocol specific that may be
required by a particular paynment brand or paynment protocol. See the
| OTP paynent nethod suppl enent for a description of how and when it
used.

<! ELEMENT Br andSel Prot ocol Anount | nfo (PackagedCont ent +) >
<! ATTLI ST BrandSel Pr ot ocol Ampount | nfo

I D I D #REQUI RED

Content Sof twareld CDATA  #|l MPLI ED >
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Attributes:
Content Softwareld See section 14. d ossary.
Cont ent :

PackagedCont ent Packaged Content el ements (see section 3.7) that
may contain additional data that may be required
by a particular paynent brand. See the paynent
nmet hod suppl enment for 1OTP for rules on how this
i s used.

7.8.3 Brand Sel ection Currency Amount |nfo El enent

The Brand Sel ection Currency Anount Info Elenent contains any
additional data that is paynent brand and currency specific that may
be required by a particul ar paynent brand. See the | OTP paynent

met hod suppl ement for a description of how and when it used.

<! ELEMENT Br andSel CurrencyAnount | nfo (PackagedCont ent+) >

<! ATTLI ST BrandSel CurrencyAnount | nfo
ID I D #REQUI RED
Content Softwareld CDATA  #l MPLI ED >

Attributes:

Content Softwareld See section 14. d ossary.

Cont ent :

PackagedCont ent Packaged Content elenments (see section 3.7) that
contain additional data relating to the paynent
brand and currency. See the paynment nethod
suppl ement for | OTP for rules on how this is used.

7.9 Paynment Conponent

A Paynment Conponent contains information used to control how a
paynment is carried out. Its provides infornmation on

0 the tines within which a Paynent with a Paynent Handl er may be
started

o areference to the Brand List (see section 7.7) which identifies
the Brands, protocols, currencies and anounts which can be used to
nmake a paynent

0 whether or not a paynment receipt will be provided
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paynment precedes this paynent.

lts definition is as foll ows.

<I ELEMENT Payment EMPTY >

<I ATTLI ST Paynent
(D)

CkFrom

CkTo

Br andLi st Ref

I D #REQUI RED
CDATA  #REQUI RED
CDATA  #REQUI RED
NMIOKEN #REQUI RED

Si gnedPayRecei pt (True | Fal se) #REQUI RED

Start AfterRefs

Attri butes:

I D

OkFrom

CkTo

Br andLi st Ref

Si gnedPayRecei pt

Start After

Bur det t

NMICKENS #| MPLI ED >

An identifier which uniquely identifies the
Paynment Conponent within the | OTP Transaction

The date and tinme in [UTC] format after which a
Paynment Handl er may accept for processing a
Paynment Request Bl ock (see section 8.7) containing
t he Paynent Conponent.

The date and tinme in [UTC] format before which a
Paynment Handl er may accept for processing a
Payment Request Bl ock containing the Paynent
Conponent.

An El ement Reference (see section 3.5) of a Brand
Li st Conponent (see section 7.7) within the TPO
Tradi ng Bl ock for the I OTP Transaction. The Brand
List identifies the alternative ways in which the
paynment can be nade.

I ndi cat es whet her or not the Paynent Response
Bl ock (see section 8.9) generated by the Paynent
Handl er for the payment nust be digitally signed.

Cont ai ns El enent References (see section 3.5) of
ot her Payment Conponents which describe paynents
whi ch nmust be conpl ete before this paynment can
start. If no StartAfter attribute is present then
there are no dependenci es and the paynent can
start inmmediately
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7.10 Paynent Schenme Conponent

A Paynent Schenme Conponent contains paynent protocol information for
a specific paynent schenme which is transferred between the parties
involved in a paynent for exanple a [SET] nessage. Its definition is
as foll ows.

<! ELEMENT PayScheneDat a (PackagedContent+) >
<! ATTLI ST PayScheneDat a

ID I D #REQUI RED
Paynent Ref NMICKEN #1 MPLI ED
Consuner Paynent1|d CDATA  #l MPLI ED
Paynent Handl er Payl d CDATA #l MPLI ED

Content Softwareld CDATA  #l MPLI ED >

Attributes:

| D An identifier which uniquely identifies the
Paynment Schenme Conponent within the | OTP
Transacti on.

Paynment Ref An El ement Reference (see section 3.5) to the

Paynment Conponent (see section 7.9) to which
this Paynment Schene Conponent relates. It is
requi red unl ess the Paynent Schene Conponent is
part of an Transaction Inquiry Status
Transaction (see section 9.2.1).

Consurner Paynent | d An identifier specified by the Consuner which,
if returned by the Paynent Handl er in another
Paynment Schenme Conponent or by ot her neans, will
enabl e the Consuner to identify which paynment is
being referred to.

Payment Handl er Payld An identifier specified by the Paynent Handl er
which, if returned by the Consumer in another
Paynment Schene Conponent, or by other neans,
will enable the Paynment Handler to identify
whi ch paynent is being referred to. It is
requi red on every Paynent Scheme Conponent apart
fromthe one contained in a Paynment Request
Bl ock.

Cont ent Sof t war el d See section 14. d ossary.
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Cont ent :

PackagedCont ent Cont ai ns paynent schenme protocol information as
Packaged Content elenments (see section 3.7). See
the paynent scheme suppl enment for the definition
of its content.

Note that:

o the values of the Nane attribute of each
packaged content el enent are defined by the
Payment Protocol Suppl enent

o the value of each Nane nust be unique within a
Payment where a Paynent is defined as al
Paynment Scheme or Paynent Recei pt Conponents
with the sane val ue of the PaynentRef attribute

7.11 Paynent Recei pt Conponent
A Payment Receipt is a record of a paynment which denonstrates how
much noney has been paid or received. It is distinct froma purchase
receipt in that it contains no record of what was bei ng purchased.

Typically the content of a Paynent Recei pt Conponent will contain
data whi ch descri bes:

o the anobunt paid and its currency
o the date and tinme of the paynent

o internal reference nunbers which identify the paynent to the
payment system

o potentially digital signatures generated by the paynent nethod
whi ch can be used to prove after the event that the paynent
occurred.

If the Paynment Method being used provides the facility then the
Payment Recei pt Conmponent shoul d contain payment protocol nessages,
or references to nmessages, which prove the paynent occurred.

The precise definition of the content is Paynment Method dependent.
Refer to the supplenent for the paynent nethod being used to
determ ne the rules that apply.

Information contained in the Paynent Recei pt Conponent shoul d be
di spl ayed or otherwi se nmade available to the Consuner.
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Note: If the Paynment Recei pt Conponent contains Paynent Protocol
Messages, then the Messages will need to be processed by Paynent

Met hod software to convert it into a format which can be understood
by the Consuner

The definition of a Paynment Recei pt Conponent is as foll ows.

<! ELEMENT PayRecei pt (PackagedContent*) >
<! ATTLI ST PayRecei pt
ID I D #REQUI RED
Payment Ref NMIOKEN #REQUI RED
PayRecei pt NanmeRef s NMIOKENS #| MPLI ED
Content Softwareld CDATA  #l MPLI ED >

Attributes:

| D An identifier which uniquely identifies the
Payment Recei pt Conmponent within the | OTP
Transacti on.

Paynment Ref Contains an El ement Reference (see section 3.5)

to the Paynment Conponent (see section 7.9) to
whi ch this paynment receipt applies

PayRecei pt NameRefs Optionally contains a list of the values of the
Nane attributes of Packaged Content el enents that
t oget her nake up the receipt. The Packaged
Content elenments are contained either within:

o Paynment Schene Data conponents exchanged
bet ween the Paynent Handl er and t he Consuner
rol es during the Paynent, and/or

o the Paynment Receipt conponent itself.

Note that:

0 each paynent schene defines in its suppl enent
the Nanmes of the Packaged Content el enents
that nmust be listed in this attribute (if
any).

o if a Paynent Schenme Conponent contains
Packaged Content elenments with a nane that
mat ches a nane within PayRecei pt NaneRefs, then
those Paynent Schenme Conponents nust be
referenced by Digests in the Paynent Response
si gnature conponent (if such a signature is
bei ng used)

The client software should save all the

conponents referenced so that the paynment receipt
can be reconstructed when required.
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Cont ent Sof t war el d See section 14. d ossary.

Cont ent :

PackagedCont ent Optionally contains paynent scheme paynent receipt
i nformati on as Packaged Content el enments (see
section 3.7). See the paynment scheme suppl enent
for the definition of its content.

Note that:

o the values of the Nane attribute of each
packaged content el enent are defined by the
Payment Protocol Suppl enent

o the value of each Nane nust be unique within a
Payment where a Paynent is defined as al
Paynment Schenme or Paynent Recei pt Conponents,
with the sane value of the PaynentRef attribute

Note that either the PayRecei pt NaneRefs attribute, the
PackagedCont ent el enment, or both nust be present.

7.12 Paynent Note Conponent

The Paynent Note Conponent contains additional, non paynent rel ated,
i nformati on which the Paynment Handl er wants to provide to the
Consuner. For exanple, if a withdrawal or deposit were being nmade
then it could contain information on the renaining bal ance on the
account after the transfer was conplete. The infornation should
duplicate information contained within the Paynment Recei pt Conponent.

Information contained in the Paynent Note Conmponent shoul d be

di spl ayed or otherw se nmade available to the Consuner. For

i nteroperability, the Paynent Note Conponent shoul d support, as a
m ni mum the content types of "Plain Text", HTML and XM.. Its
definition is as foll ows.

<! ELEMENT Paynent Not e ( PackagedContent+) >
<I ATTLI ST Paynent Not e

I D I D #REQUI RED

Cont ent Sof t warel d CDATA  #|l MPLI ED >

Attributes:

| D An identifier which uniquely identifies the
Paynment Recei pt Conmponent within the | OTP
Transacti on.

Content Softwareld See section 14. d ossary.
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Cont ai ns addi tional, non paynent related,

i nformati on which the Paynent Handl er wants to
provide to the Consuner as one or nore Packaged
Content elenents (see section 3.7).

7.13 Delivery Conponent

The Delivery El ement contains information required to deliver goods
or services. Its definition is as foll ows.

<! ELEMENT Del i very
<! ATTLI ST Delivery

I D
xm : | ang
Del i vExch

Del i vAndPayResp
Act i onOr gRef

Attri butes:
| D
xm : | ang
Del i vExch

Del i vAndPayResp

Bur det t

(Del i veryData?, PackagedContent*) >

| D #REQUI RED
NMTOKEN #REQUI RED
(True | Fal se) #REQUI RED
(True | Fal se) #REQUI RED
NMIOKEN #| MPLI ED >

An identifier which uniquely identifies the
Del i very Conponent within the | OTP Transacti on.

Def i nes the | anguage used by attributes or child

el enents within this conmponent, unless overridden
by an xm :lang attribute on a child elenment. See

section 3.8 ldentifying Languages.

Indicates if this | OIP Transaction includes the
nmessages associated with a Delivery Exchange.
Valid val ues are:
0o True indicates it does include a Delivery
Exchange
o False indicates it does not include a
Del i very Exchange

If set to true then a DeliveryData el ement nust
be present. If set to false it may be absent.

Indicates if the Delivery Response Bl ock (see
section 8.11) and the Paynent Response Bl ock (see
section 8.9 ) are conbined into one | OTP Message.
Valid val ues are:
0 True indicates both blocks will be in the
same | OTP Message, and
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o Fal se indicates each block will be in a
di fferent | OTP Message

Del i vAndPayResp shoul d not be true if DelivExch
i s Fal se.

In practice conbining the Delivery Response Bl ock
and Paynent Response Block is only likely to be
practical if the Merchant, the Paynent Handl er
and the Delivery Handler are the sane

Organi sation since:

o the Payment Handl er nust have access to Order
Conponent information so that they know what
to deliver, and

o the Payment Handl er nust be able to carry out
the delivery

An El erent Reference to the Organisation
Conponent of the Delivery Handler for this
delivery.

Cont ai ns details about how the delivery will be
carried out. See 7.13.1 Delivery Data El ement
bel ow.

Contains "user" data defined for the Merchant
which is required by the Delivery Handl er as one
or nore Packaged Content Elenments see section 3.7.

7.13.1 Delivery Data El enment

The DeliveryData el enent contains infornation about where and how
goods are to be delivered. Its definition is as follows.

<! ELEMENT Del i veryData (PackagedContent*) >
<! ATTLI ST Del i veryData

xm : | ang
OkFrom

KkTo

Del i vivet hod

Del i vToRef

Del i vRegNet Locn

NMIOKEN #1 MPLI ED
CDATA  #REQUI RED
CDATA  #REQUI RED
NMIOKEN #REQUI RED
NMIOKEN #REQUI RED
CDATA  #REQUI RED

SecDel i vRegNet Locn CDATA  #REQUI RED
Cont ent Sof twarel d CDATA #| MPLI ED >

Bur det t
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Def i nes the | anguage used by attributes within
thi s conponent. See section 3.8 ldentifying
Languages.

The date and tine in [UTC] fornmat after which the
Del i very Handl er nay accept for processing a
Del i very Request Bl ock (see section 8.10).

The date and tinme in [UTC] format before which
the Delivery Handl er may accept for processing a
Del i very Request Bl ock.

I ndi cates the method by which goods or services
may be delivered. Valid val ues are:
0o Post the goods will be delivered by post or
courier
o Wb the goods will be delivered
el ectronically in the Delivery Note Conmponent
o Email the goods will be delivered
el ectronically by e-mail

Val ues of DelivMethod are managed under the
procedure described in section 12 | ANA

Consi derations which allows user defined codes to
be defi ned.

The El enent Reference (see section 3.4) of an
Organi sation Conmponent within the | OTP
Transaction which has a role of DelivTo. The
information in this block is used to determ ne
where delivery is to be made. It nust be
conpatible with DelivMethod. Specifically if the
Del i vMet hod i s:
0o Post, then the there nust be a Postal Address
El ement containing sufficient information for
a postal delivery,
o Wb, then there are no specific requirenments.

The information will be sent in a web page
back to the Consuner
o Email, then there nmust be Contact |Information

Elemrent with a valid e-nmail address

This contains the Net Location to which an
unsecured Delivery Request Bl ock (see section
8.10) which contains the Delivery Conmponent
shoul d be sent.
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The content of this attribute is dependent on the
Transport Mechani sm and nust conformto
[ RFC1738] .

SecDel i vRegNet Locn This contains the Net Location to which a secured
Del i very Request Bl ock (see section 8.10) which
contains the Delivery Conponent should be sent.

A secured delivery request involves the use of a
secure channel such as [SSL/TLS] in order to
conmuni cate with the Paynment Handl er.

The content of this attribute is dependent on the
Transport Mechani sm nust conformto [ RFC1738].

See al so Section 3.9 Secure and | nsecure Net
Locat i ons.

Cont ent Sof t war el d See section 14. d ossary.
Cont ent :

PackagedCont ent Addi tional information about the delivery as one
or nore Packaged Content elenents (see section
3.7) provided to the Delivery Handler by the
mer chant .

7.14 Consuner Delivery Data Conponent
A Consuner Delivery Data Conmponent is used by a Consumer to specify
an identifier that can be used by the Consuner to identify the
Del i very.
Its definition is as follows:
<! ELEMENT Consurner Del i veryData EMPTY >
<! ATTLI ST Consuner Del i veryDat a
ID I D #REQUI RED
ConsunerDel i veryl d CDATA  #REQUI RED>
Attributes:
| D An identifier which uniquely identifies the

Consuner Delivery Data Conponent within the | OTP
Transacti on.
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ConsunerDel iveryld An identifier specified by the Consunmer which, if
returned by the Delivery Handler will enable the
Consuner to identify which Delivery is being
referred to.

7.15 Delivery Note Conponent

A Delivery Note contains delivery instructions about the delivery of
goods or services or potentially the actual Delivery Informtion
itself. It is information which the person or O ganisation receiving
the Delivery Note can use when delivery occurs.

For interoperability, the Delivery Note Conponent Packaged Content
shoul d support both Plain Text, HTM. and XM.

lt'’s definition is as foll ows.

<! ELEMENT Del i veryNot e (PackagedContent+) >
<! ATTLI ST Del i veryNot e

ID I D #REQUI RED

xmi 1 ang NMITOKEN #REQUI RED

Del i vHandl er Del i vid CDATA #l MPLI ED
Content Softwareld CDATA  #l MPLI ED >

Attributes:

| D An identifier which uniquely identifies the
Delivery Note Component within the | OIP
Transacti on.

xm 1 ang Defi nes the | anguage used by attributes or child

el enents within this conponent, unless
overridden by an xm :lang attribute on a child
el enment. See section 3.8 ldentifying Languages.

Del i vHandl erDelivid An optional identifier specified by the Delivery
Handl er which, if returned by the Consumer in
anot her Delivery Conponent, or by other neans,
will enable the Delivery Handler to identify
which Delivery is being referred to. It is
requi red on every Delivery Conponent apart from
the one contained in a Delivery Request Bl ock

An exanple use of this attribute is to contain a
delivery tracking number.

Cont ent Sof t war el d See section 14. d ossary.
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Cont ent :

PackagedCont ent Contai ns actual delivery note information as one
or nore Packaged Content elenents (see section
3.7).

Note: If the content of the Delivery Message is a M nme nessage then
the Delivery Note may trigger an application which causes the actual
delivery to occur.

7.16 Status Conponent

A Status Conponent contains status information about the business
success or failure (see section 4.2) of a process.

lts definition is as foll ows.

<! ELEMENT St atus EMPTY >
<! ATTLI ST St at us

I D | D #REQUI RED
xmi 1 ang NMITOKEN #REQUI RED
St at usType NMITOKEN #REQUI RED
El Ref NMIOKEN #1 MPLI ED

ProcessState (NotYetStarted | InProgress
Compl etedCk | Failed | ProcessError) #REQUI RED

Compl et i onCode NMIOKEN #1 MPLI ED
Pr ocessRef er ence CDATA  #l MPLI ED
St at usDesc CDATA  #l MPLI ED >
Attributes:
I D An identifier which uniquely identifies the Status
Component within the 1 OTP Transaction
xm 1 ang Defi nes the | anguage used by attributes within
this conponent. See section 3.8 ldentifying
Languages.
St at usType I ndi cates the type of Docunent Exchange which the

Status is reporting on. It nay be set to either
O fer, Paynent, Delivery, Authentication or
Undef i ned.

Undef i ned neans that the type of docunment exchange
could not be identified. This is caused by an
error in the initial input nessage of the
exchange.
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Val ues of StatusType are managed under the
procedure described in section 12 | ANA

Consi derations which also allows user defined
val ues of StatusType to be defi ned.

If the StatusType is not set to Undefined then
El Ref contains an El enent Reference (see section
3.5) to the Conponent for which the Status is
bei ng described. It nust refer to either:
0 an Order Conponent (see section 7.5), if the
StatusType is Ofer,
0 a Paynent Conponent (see section 7.9), if the
StatusType is Paynent, or
0 a Delivery Conponent (see section 7.13), if
the StatusType is Delivery
0 an Authentication Request Conponent (see
section 7.2) if the StatusType is
Aut henti cati on.

Contains a State Code which indicates the current
state of the process being carried out. Valid
val ues for ProcessState are:

o0 NotYetStarted. A Request Bl ock has been
recei ved but the process has not yet started

0 I nProgress. Processing of the Request Bl ock
has started but it is not yet conplete

0 Conpl etedCk. The processing of the Request
Bl ock has conpl eted successfully w thout any
errors

0 Failed. The processing of the Request Bl ock
has failed because of a Business Error (see
section 4.2)

0 ProcessError. This value is only used when the
St at us Conponent i s being used in connection
with an I nquiry Request Trading Bl ock (see
section 8.12). It indicates there was a
Technical Error (see section 4.1) in the
Request Bl ock which is being processed or sone
i nternal processing error.

Note that this code reports on the processing of a
Request Bl ock. Further, asynchronous processing
may occur after the Response Bl ock associated with
the Process has been sent.
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I ndi cates how the process conpleted. Valid val ues
for the ConpletionCode are given bel ow t oget her
with the conditions when it nust be present and

i ndi cati ons on when recovery fromfailures are
possi bl e.

A Conpl eti onCode is a maxi mum of 14 characters
| ong.

This optional attribute holds a reference for the
process whose status is being reported. It may
hol d the follow ng val ues:

0 when StatusType is set to Ofer, it should
contain the Orderldentifier fromthe O der
Conponent

0 when StatusType is set to Paynent, it should
contain the Paynment Handl er Payld fromthe
Paynment Schene Data Conponent

0 when StatusType is set to Delivery, it should
contain the DelivHandl erDelivlid fromthe
Del i very Not e Comnponent

0 when StatusType is set to Authentication, it
shoul d contain the Authenticationld fromthe
Aut henti cati on Request Conponent

This attribute should be absent in the Inquiry
Request nmessage when the Consuner has not been

gi ven such a reference nunber by the | OTP Service
Pr ovi der.

This attribute can be used inside an Inquiry
Response Bl ock (see section 8.13) to give the
reference nunber for a transaction which has
previously been unavail abl e.

For exanpl e, the package tracking nunber mnight not
be assigned at the tine a delivery response was
recei ved. However, if the Consumer issues a
Basel i ne Transaction Status Inquiry later, the
Del i very Handl er can put the package tracking
nunber into this attribute in the Inquiry Response
nessage and send it back to the Consuner.

An optional textual description of the current

status of the process in the | anguage identified
by xm : 1 ang.
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7.16.1 O fer Conpletion Codes

The Conpletion Code is only required if the ProcessState attribute is
set to Failed. The followi ng table contains the valid values for the
Conpl eti onCode that may be used and indi cates whether or not recovery
m ght be possible. It is recomended that the StatusDesc attribute is
used to provide further explanation where appropriate.

Val ue

Aut hErr or

ConsCancel | ed

Mer chCancel | ed

Unspeci fied

Ti mredQut Revr

Bur det t

Descri ption

Aut hentication Error. The check of the
Aut henti cati on Response which was carried out has
fail ed.

Recovery nmay be possible by the Consuner re-
submitting a new Aut henticati on Response Block with
corrected information.

Consuner Cancell ed. The Consumer deci des to cancel
the transaction for some reason. This code is only
valid in a Status Conponent contained in a Cancel
Bl ock or an Inquiry Response Bl ock

No recovery possi bl e.

O fer Cancelled. The Merchant declines to generate
an offer for some reason and cancels the
transaction. This code is only valid in a Status
Conponent contained in a Cancel Block or an Inquiry
Response Bl ock

No recovery possible.

Unspecified error. There is some unknown problem or
error which does not fall into one of the other
Compl et i onCodes.

No recovery possible.

Recoverable Tinme Qut. Messages were resent but no
response received. The docunment exchange has
therefore "Tined Qut". This code is only valid on a
Transaction I nquiry.

Recovery is possible if the | ast nmessage fromthe
other Trading Role is received again.
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Non Recoverable Time Qut. Messages were resent but
no response received. The docunment exchange has
therefore "Tined Qut". This code is only valid on a
Transaction I nquiry.

No recovery possi bl e.

7.16. 2 Paynment Conpl etion Codes

The Conpl etionCode is only required if the ProcessState attribute is
set to Failed. The followi ng table contains the valid values for the
Conpl etionCode that may be used and indi cates where recovery nay be
possible. It is recomended that the StatusDesc attribute is used by
i ndi vi dual paynent schenes to provide further explanation where

appropri at e.
Val ue

Br andNot Supp

Cur r Not Supp

ConsCancel | ed

Paymnt Cancel | ed

Bur det t

Descri ption

Brand not supported. The paynent brand is not
supported by the Paynent Handl er.

See bel ow for recovery options.

Currency not supported. The currency in which the
paynment is to be nade is not supported by either
t he Paynment Instrunent or the Paynent Handl er.

If the paynment is Brand | ndependent, then the
Consuner may recover by selecting a different
currency, if available, or a different brand. Note
that this may involve a different Paynment Handl er.

Consuner Cancel |l ed. The Consuner decides to cancel
the paynent for some reason. This code is only
valid in a Status Conponent contained in a Cancel
Bl ock or an Inquiry Response Bl ock

Recovery is not possible.

Paynment Cancell ed. The Paynent Handl er declines to
conpl ete the paynent for sone reason and cancel s
the transaction. This code is only valid in a

St atus Conponent contained in a Cancel Block or an
I nqui ry Response Bl ock

See bel ow for recovery options.
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Aut hentication Error. The Paynment Schene specific
aut henti cati on check which was carried out has
fail ed.

Recovery may be possible. See the paynent schene
suppl ement to determine what is allowed.

I nsufficient funds. There are insufficient funds
avail able for the paynent to be nade.

See bel ow for recovery options.

Payment | nstrument not valid for Brand. A Payment
Instrunent is being used which does not correspond
with the Brand sel ected. For exanple a Visa credit
card is being used when MasterCard was sel ected as
the Brand.

See bel ow for recovery options.

Paynment instrunment not valid for trade. The
Payment | nstrument cannot be used for the proposed
type of trade, for some reason

See bel ow for recovery options.

Bad instrument. There is a problemw th the
Paynment | nstrunment being used which neans that it
is unable to be used for the paynent.

See bel ow for recovery options.

Unspecified error. There is some unknown probl em
or error which does not fall into one of the other
Conpl eti onCodes. The StatusDesc attribute shoul d
provi de the expl anation of the cause.

See bel ow for recovery options.

Recoverable Tinme Qut. Messages were resent but no
response received. The document exchange has
therefore "Timed Qut". This code is only valid on
a Transaction Inquiry.

Recovery is possible if the | ast nmessage fromthe
other Trading Role is received again.
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Ti medQut NoRcvr Non Recoverable Time Qut. Messages were resent but
no response recei ved. The docunent exchange has
therefore "Tined Qut". This code is only valid on
a Transaction Inquiry.

No recovery possi bl e.

If the Paynment is Brand | ndependent, then recovery may be possible
for some val ues of the Conpletion Code, by the Consumer sel ecting
either a different paynent brand or a different paynent instrunent
for the sane brand. Note that this might involve a different Paynent
Handl er. The codes to which this applies are: BrandNot Supp,

Paynt Cancel | ed, | nsuffFunds, |nstBrandlnvalid, |nstNotValid,
Badl nst runent and Unspeci fi ed.

Recovery from Paynents associ ated with Brand Dependent purchases is
only possible, if the Brand Sel ecti on conponent sent by the Merchant
to the Consumer does not change. In practice this neans that the same
Brand, Protocol Anpunt and PayProtocol el enents nust be used. Al

that can change is the Paynent Instrument. Any other change wl|
invalidate the Merchant’'s Offer as a changed sel ection will
invalidate the O fer Response.

7.16.3 Delivery Conpl etion Codes

The followi ng table contains the valid values for the Conpl eti onCode
attribute for a Delivery. It is recormmended that the StatusDesc
attribute is used to provide further explanation where appropriate.

Val ue Descri ption

BackOr der ed Back Ordered. The goods to be delivered are on order
but they have not yet been received. Shipping will be
arranged when they are received. This is only valid
if ProcessState is Conpl et edCXK.

Recovery is not possible.

Per mNot Avai | Permanent|ly Not Avail able. The goods are pernmanently
unavai |l abl e and cannot be re-ordered. This is only
valid if ProcessState is Fail ed.

Recovery is not possible.

TenpNot Avai | Tenmporarily Not Avail able. The goods are tenporarily

unavai l abl e and may becone available if they can be

ordered. This is only valid if ProcessState is
Conpl et edCX.
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Recovery is not possible.

Shi ppi ng Pendi ng. The goods are avail able and are
schedul ed for shipping but they have not yet been
shipped. This is only valid if ProcessState is
Conpl et edCX.

Recovery is not possible.

Goods Shi pped. The goods have been shi pped.
Confirmation of delivery is awaited. This is only
valid if ProcessState is Conpl et edCk.

Recovery is not possible.

Shi pped - No Delivery Confirmation. The goods have
been shipped but it is not possible to confirm
delivery of the goods. This is only valid if
ProcessState is Conpl et edCk.

Recovery is not possible.

Consuner Cancell ed. The Consuner decides to cance

the delivery for some reason. This code is only valid
in a Status Conponent contained in a Cancel Bl ock or
an Inquiry Response Bl ock

Recovery is not possible.

Delivery Cancelled. The Delivery Handl er declines to
conplete the Delivery for sonme reason and cancel s the
transaction. This code is only valid in a Status
Conponent contained in a Cancel Block or an Inquiry
Response Bl ock.

Recovery is not possible.

Confirmed. Al goods have been delivered and
confirmation of their delivery has been received.
This is only valid if ProcessState is Conpl et edCk.
Recovery is not possible.

Unspecified error. There is some unknown problem or
error which does not fall into one of the other

Conpl eti onCodes. The StatusDesc attribute should
provi de the expl anation of the cause.
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Recovery is not possible.

Ti medQut Revr Recoverabl e Time Qut. Messages were resent but no
response received. The docunent exchange has
therefore "Tinmed Qut". This code is only valid on a
Transaction I nquiry.

Recovery is possible if the | ast nmessage fromthe
other Trading Role is received again.

Ti medQut NoRcvr  Non Recoverable Tinme Qut. Messages were resent but no
response recei ved. The docunent exchange has
therefore "Tinmed Qut". This code is only valid on a
Transaction I nquiry.

No recovery possible.

Note: Recovery fromfailed, or partially conpleted deliveries is not
possi bl e. The Consuner should use the Transaction Status Inquiry
Transaction (see section 9.2.1) to determine up-to- date information
on the current state.

7.16.4 Authentication Conpl etion Codes

The Conpletion Code is only required if the ProcessState attribute is
set to Failed. The followi ng table contains the valid values for the
Conpl etionCode that may be used. It is recommended that the
StatusDesc attribute is used to provide further explanation where
appropri at e.

Val ue Descri ption

Aut EeCancel Aut henti catee Cancel. The Organi sati on being
aut henti cated declines to be authenticated for some
reason. This could be, for exanple because the
signature on an Authentication Request was invalid or
the Aut henticator was not known or acceptable to the
Aut henti cat ee.

Recovery is not possible.

Aut Or Cancel Aut henti cator Cancel. The Organi sation requesting
aut hentication declines to validate the
Aut henti cati on Response received for sone reason and
cancel s the transaction

Recovery is not possible.
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Aut henti cati on Request Not Avail able. The

Aut henti cat ee does not have the data that nust be
provi ded so that they may be successfully

aut henti cat ed. For exanple a password nmay have been
forgotten, the Authenticatee has not yet become a
menber, or a smart card token is not present.

Recovery is not possible

Aut hentication Fail ed. The Authenticator checked the
Aut henti cati on Response but the authentication failed
for some reason. For exanple a password may have been
i ncorrect.

Recovery may be possible by the Authenticatee re-
sendi ng a revi sed Aut henticati on Response with
corrected data.

Tradi ng Rol es I nconsistent. The Tradi ng Rol es
contained within the Tradi ngRol eLi st attribute of the
Tradi ng Role Informati on Request Conponent (see
section 7.4) are inconsistent with the Tradi ng Role
whi ch the Authenticatee is taking in the |IOTP
Transaction or is able to take. Exanpl es of

i nconsi st enci es incl ude:

o asking a Paynent Handl er for DeliveryHandl er

i nformation
o asking a Consuner for Merchant information

Recovery may be possible by the Authenticator re-
sendi ng a revised Authenticati on Request Block with
corrected information

Unspecified error. There is some unknown probl em or
error which does not fall into one of the other
Conpl et i onCodes.

Recovery is not possible.

Recoverabl e Time Qut. Messages were resent but no
response received. The docunent exchange has
therefore "Tinmed Qut". This code is only valid on a
Transaction I nquiry.

Recovery is possible if the | ast nmessage fromthe
other Trading Role is received again.
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Ti medQut NoRcvr  Non Recoverable Tinme Qut. Messages were resent but no
response received. The docunent exchange has
therefore "Tinmed Qut". This code is only valid on a
Transaction I nquiry.

No recovery possible.
7.16.5 Undefined Conpl etion Codes

The Conpletion Code is only required if the ProcessState attribute is
set to Failed. The followi ng table contains the valid values for the
Conpl etionCode that may be used. It is recommended that the
StatusDesc attribute is used to provide further explanation where
appropri at e.

Val ue Descri ption

| nMsgHar dError I nput Message Hard Error. The type of Request Bl ock
could not be identified or was inconsistent.
Therefore no single Docunent Exchange coul d be
identified. This will cause a Hard Error in the
transaction

7.16.6 Transaction Inquiry Conpletion Codes

The Conpletion Code is only required if the ProcessState attribute is
set to Failed. The followi ng table contains the valid values for the
Conpl etionCode that may be used. It is recommended that the
StatusDesc attribute is used to provide further explanation where
appropri at e.

Val ue Descri ption
UnAut hReq Unaut hori sed Request. The recipient of the
Transaction Status Request declines to respond to the
request.

7.17 Tradi ng Rol e Data Conponent
The Tradi ng Rol e Data Conponent contai ns opague data which needs to
be communi cated between the Trading Roles involved in an | OTP
Transacti on.
Tradi ng Rol e Conponents identify:

o0 the Organi sation that generated the conponent, and

o0 the Organisation that is to receive it.
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They are first generated and included in a "Response" Bl ock, and then
copied to the appropriate "Request" Bl ock. For exanple a Paynent
Handl er might need to informa Delivery Handler that a credit card
payrment had been aut horised but not captured. There may al so be ot her
informati on that the Paynment Handl er has generated where the format
is privately agreed with the Delivery Handl er which needs to be
comuni cated. I n another exanple a Merchant mnight need to provide a
Paynment Handl er with sone specific information about a Consuner so
that consumer can acquire double loyalty points with the paynent.

[ts definition is as foll ows.

<! ELEMENT Tr adi ngRol eDat a (PackagedContent+) >
<! ATTLI ST Tr adi ngRol eDat a
I D I D #REQUI RED
Ori gi nat or El Ref NMITOKEN #REQUI RED
Desti nati onEl Ref s NMIOKENS #REQUI RED >

Attributes:

| D An identifier which uniquely identifies the
Tradi ng Rol e Data Conponent within the | OTP
Transacti on.

O gi nat or El Ref Contains an element reference to the O gani sation

Component of the Organi sation that created the
Tradi ng Rol e Data Conponent and included it in a
"Response" Block (e.g., an Ofer Response or a
Paynment Response Bl ock).

Destinati onEl Refs Contains elenment references to the Organisation
Components of the Organisations that are to
receive the Trading Role Data Conponent in a
"Request" Block (e.g., either a Paynent Request or
a Delivery Request Bl ock).

Cont ent :

PackagedCont ent This contains the data which is to be sent between
the various Tradi ng Roles as one or nore
PackagedCont ent el enents see section 3.7.

7.17.1 Who Receives a Tradi ng Rol e Data Conponent

The rules for deciding what to do with Tradi ng Rol e Data Conponents
are descri bed bel ow.
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0 whenever a Trading Role Data Conponent is received in a "Response"
bl ock identify the Organisati on Conponents of the Organisations
that are to receive it as identified by the DestinationEl Refs
attribute

0 whenever a "Request" Block is being sent, check to see if it is
being sent to one of the Organisations identified by the
Destinati onEl Refs attribute. If it is then include in the
"Request" bl ock

- the Trading Role Data Conponent as well as,

- the Organisation Conponent of the Organisation identified by
the OriginatorEl Ref attribute (if not already present)

7.18 Inquiry Type Conponent
The Inquiry Type Conponent contains the information which indicates
the type of process that is being inquired upon. Its definition is as
foll ows.

<! ELEMENT | nqui ryType EMPTY >
<! ATTLI ST | nqui ryType

ID I D #REQUI RED
Type NMTOKEN #REQUI RED
El Ref NMICKEN #1 MPLI ED
ProcessRef erence CDATA  #l MPLI ED >
Attributes:
| D An identifier which uniquely identifies the
I nquiry Type Conponent within the | OTP
Transacti on.
Type Contains the type of inquiry. Valid val ues for
Type are:
o Ofer. The inquiry is about the status of an
offer and is addressed to the Merchant.
0 Paynent. The inquiry is about the status of a
paynment and is addressed to the Paynent
Handl er.
0 Delivery. The inquiry is about the status of a
delivery and addressed to the Delivery Handl er
El Ref Contai ns an El ement Reference (see section 3.5) to

t he conponent to which this Inquiry Type Conponent
applies. That is,
o TPO Bl ock when Type is Ofer
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o Paynment Conponent when Type is Paynent
0 Delivery Conponent when Type is Delivery

ProcessRef erence Optionally contains a reference to the process
bei ng inquired upon. It should be set if the
information is available. For the definition of
the values it may contain, see the
ProcessReference attribute of the Status Conponent
(see section 7.16).

7.19 Signature Conponent

Note: Definitions of the XM. structures for signatures and
certificates are described in the docunent titled "Digital Signatures
for the Internet Open Trading Protocol" by Kent Davidson and Yoshi ak
Kawat sura published at the sanme tine as this docunent - see

[1 OTPDSI G .

In the future it is anticipated that future versions of |OTP wll
adopt a whatever method for digitally signing XM. becones the
st andard.

Each Signature Conponent digitally signs one or nore Bl ocks or
Conponent s includi ng other Signature Conponents.

The Si gnature Conponent:

o contains digests of one or nore Bl ocks or Conponents in one or
nore | OTP Messages within the sane | OTP Transaction and pl aces the
result in a Digest Elenent

0 concatenates these Digest elenments with other information on the
type of signature, the originator and potential recipients of the
signature and details of the signature algorithns being used and
pl aces themin a Manifest el enent, and

0 signs the Manifest elenment using the optional certificate
identified in the Certificate element within the Signature Bl ock
placing the result in a Value element within a Signature Conponent

Note that there may be nmultiple Value el enments that contain
si gnhatures of a Manifest El enent.

A Signature Component can be one of four types either:
o an O fer Response Signature,

0 a Paynent Response Signature,
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0 a Delivery Response Signature, or
o an Aut hentication Response Signature.

For a general explanation of signhatures see section 6 Digital
Si gnat ur es.

7.19.1 | OTP usage of signature elenents and attri butes

Definitions of the elenents and attributes are contained in
[1OTPDSIG. The follow ng contains additional information that
descri bes how these elements and attributes are used by | OIP

SI GNATURE ELEMENT
The ID attribute is nmandatory.
MANI FEST ELEMENT

The optional LocatorHrefBase attribute contains text which should be
concatenated before the text contained in the LocatorHREF attri bute
of all Digest elements within the Mnifest.

Its purpose is to reduce the size of LocatorHREF attribute val ues
since the first part of the LocatorHREF attributes in the sanme
signature are likely to be the sane.

Typically, within [OTP, it will contain all the characters in a
LocatorHref attribute up to the sharp ("#") character (see
i medi ately bel ow) .

ALGORI THM AND PARAMETER ELEMENTS

The algorithmelenent identifies the algorithns used in generating
the signature. The type of the algorithmis defined by the val ue of
the Type attribute which indicates if it is to be used as a D gest

algorithm a Signature algorithmor a Key Agreenent al gorithm

The followi ng Digest algorithnms nust be inplemented:

o a[DOMHASH algorithm This is identified by setting the Name
attribute of the Algorithmelenment to "urn:ibm dom hash"

0 a [SHAl1] algorithm This is identified by setting the Name
attribute of the Algorithmelenment to "urn:fips:shal", and

o a [MDB] algorithm This is identified by setting the Nane
attribute of the Algorithmelenent to "urn:rsa: md5"
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o The follow ng Signature algorithnms nust be inplenented:

0 a [DSA] algorithm This is identified by setting the Nane
attribute of the Algorithmelenment to "urn:us.gov:dsa"

o a[HWVAC] algorithm This is identified by setting the Name
attribute of the Algorithmelenment to "urn:ibm hnmac"

It is reconmended that the followi ng Signature algorithmis al so
i npl enent ed:

0 a[RSA] algorithm This is identified by setting the Nane
attribute of the Algorithmelenent to "urn:rsa:rsa"

In addition other paynment schene specific algorithnms may be used. In
this case the value of the nane attribute to use is specified in the
payment schene suppl enent for that al gorithm

One al gorithm nay nake use of other algorithns by use of the
Paranmeter el ement, for exanple:

<Al gorithm | D=Al type="di gest" name="urn:ibm dom hash">
<Par aneter type=" Al gorithnRef’ >A2</ Par anet er >

</ Al gorithnp

<Al gorithm | D=A2 type="di gest" nane="urn:fips:shal">

</ Al gorithnp

<Al gorithm | D=A3 type="si gnature" name="urn:ibm hmac">

<Par aneter type=" Al gorithnRef’ >Al</ Par anet er >
</ Al gorithne

DI GEST ELEMENT

The LocatorHREF attribute identifies the | OTP el ement which is being
digitally signed. Specifically it consists of:

0 the value of the lotpTranslid attribute of the Transaction ID
Conponent, followed by:

0 a sharp character, i.e. "#", followed by

0 an Elenment Reference (see section 3.5) to the elenent within the
| OTP Transaction which is the subject of the digest.

Bef ore anal ysing the structure of the LocatorHREF attribute, it nust

be concatenated with the value of the LocatorHrefBase attri bute of
the Manifest elenment (see i mediately above).

Bur det t I nf or mat i onal [ Page 149]



RFC 2801 | OTP/ 1.0 April 2000

ATTRI BUTE ELEMENT

There nmust be one and only one Attribute Elenment that contains a Type
attribute with a value of | OIP Signature Type and with content set to
either: O ferResponse, Paynent Response, DeliveryResponse,

Aut henti cati onRequest, Aut henticati onResponse, Pi ngRequest or
Pi ngResponse; depending on the type of the signature.

Val ues of the content of the Attribute elenment are controlled under
the procedures defined in section 12 | ANA Consi derations which al so
al l ows user defined values to be defi ned.
The Critical attribute nust be set to true.
ORI G NATORI NFO ELEMENT
The OriginatorRef attribute of the Originatorinfo el enment nust al ways
be present and contain an El enent Reference (see section 3.5) to the
Organi sati on Conponent of the Organisation that generated the
Si gnat ure Conponent .
RECI PI ENTI NFO ELEMENT
The RecipientRefs attribute contains a |ist of Elenent References
(see section 3.5), that point to the Organisations that might need to
val i date the signature. For details see bel ow

7.19.2 O fer Response Signature Component

The Manifest El ement of a signature which has a type of O ferResponse
shoul d contain Digest elenents for the foll ow ng Conponents:

0 the Transaction |Id Conponent (see section 3.3.1) of the |IOIP
nmessage that contains the Ofer Response Signature

o the Transaction Reference Bl ock (see section 3.3) of the |IOIP
Message that contains the O fer Response Signature

o fromthe TPO Bl ock:
- the Protocol Options Conponent

- each of the Organisation Conponents

each of the Brand List Conponents
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0o

0o

optionally, all the Brand Sel ecti on Conponents if they were sent
to the Merchant in a TPO Sel ection Bl ock

fromthe O fer Response Bl ock

- the Order Conponent

each of the Payment Conponents

the Delivery Conponent

each of the Authentication Request Conponents

- any Tradi ng Rol e Data Conponents

The O fer Response Signature should also contain Digest elenents for
the conmponents that describe each of the Organisations that nay or
will need to verify the signature. This involves:

(0]

if the Merchant has received a TPO Sel ecti on Bl ock contai ni ng
Brand Sel ection Conmponents, then generate a Digest elenment for the
Paynment Handl er identified by the Brand Sel ecti on Conmponent and
the Delivery Handl er identified by the Delivery Conmponent. See
section 6.3.1 Check Request Block sent Correct Organisation for a
description of how this can be done.

if the Merchant is not expecting to receive a TPO Sel ecti on Bl ock
then generate a Digest elenent for the Delivery Handl er and al
the Paynent Handl ers that are invol ved.

7.19. 3 Paynent Recei pt Signature Conponent

The Manifest El ement of the Paynment Receipt Signhature Conponent
shoul d contain Digest Elenents for the foll ow ng Conponents:

(0]

the Transaction Id Conponent (see section 3.3.1) of the |IOIP
nmessage that contains the Paynent Receipt Signature

the Transacti on Reference Bl ock (see section 3.3) of the | OTP
Message that contains the Paynent Receipt Signature

the O fer Response Signature Comnmponent
the Paynent Recei pt Conponent
the Paynent Note Conponent

the Status Conponent
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0 the Brand Sel ection Component.
0 any Trading Role Data Conponents
7.19.4 Delivery Response Signature Conponent

The Manifest El enment of the Delivery Response Signature Conponent
shoul d contain Digest Elenents for the foll ow ng Conponents:

0 the Transaction |Id Conponent (see section 3.3.1) of the |IOIP
nmessage that contains the Delivery Response Signature

o the Transaction Reference Bl ock (see section 3.3) of the |IOIP
Message that contains the Delivery Response Signature

o the Consuner Delivery Data component contained in the preceding
Delivery Request (if any)

0 the Signature Conponents contained in the preceding Delivery
Request (if any)

0 the Status Conponent
o the Delivery Note Conmponent

7.19.5 Aut hentication Request Signature Conponent
The Manifest El enment of the Authentication Request Signature
Conponent shoul d contain Digest Elenents for the follow ng
Conponent s:
o the Transaction Reference Bl ock (see section 3.3) for the |OTP

Message that contains information that describes the | OTP Message

and | OTP Transacti on

o the Transaction Id Conponent (see section 3.3.1) which globally
uni quely identifies the | OTP Transacti on

o the foll owing conmponents of the TPO Bl ock
- the Protocol Options Conponent
- the Organisati on Conponent
o the foll owing conmponents of the Authentication Request Bl ock

- the Authentication Request Conponent(s) (if present)
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- the Trading Role Informati on Request Conponent (if present)
7.19.6 Aut hentication Response Signature Conmponent
The Manifest El ement of the Authentication Response Signature
Conponent shoul d contain Digest Elenents for the follow ng
Conponent s:
o the Transaction Reference Bl ock (see section 3.3) for the |OTP
Message that contains information that describes the | OTP Message
and |1 OTP Transacti on

o the Transaction Id Conponent (see section 3.3.1) which globally
uni quely identifies the | OTP Transacti on

o the foll owing conmponents of the Authentication Request Bl ock

- the Authentication Request Component that was used in the
Aut hentication (if present)

- the Trading Role Informati on Request Conponent (if present)

0 the Organisation Conponents contained in the Authentication
Response Bl ock

7.19.7 Inquiry Request Signature Conponent

If the Inquiry Request is being signed (see section 9.2.1) the
Mani f est El ement of the Inquiry Request Signature Conponent shoul d
contain Digest elenments of the Inquiry Type Conponent, and if
present, the Paynent Schene Conponent.

7.19.8 I nquiry Response Signature Conponent
If the Inquiry Response is being signed (see section 9.2.1) the
Mani f est El ement of the Inquiry Response Signature Conponent shoul d
contain Digest elenents of the Tradi ng Response Bl ock and the Status
Conponent .

7.19.9 Ping Request Signature Component
If the Ping Request is being singed (see section 9.2.2), the Mnifest

El ement of the Ping Request Signature Conponent should contain Di gest
elements for all the Organi sati on Conponents.
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7.19.10 Ping Response Signature Component
If the Ping Response is being singed (see section 9.2.2), the
Mani f est El ement of the Ping Response Signature Conponent shoul d
contain Digest elenents fir all the Organisation Conponents.

7.20 Certificate Conponent
Note: Definitions of the XM. structures for signatures and
certificates are described in the paper "Digital Signatures for the
Internet Open Trading Protocol", see [|IOIPDSI G.

See note at the start of section 7.19 Signature Conponent for nore
details.

A Certificate Conponent contains a Digital Certificate. They are used
only when required, for exanple, when asymmetric cryptography is
bei ng used and the recipient of the signature that needs to check has
not already received the Public Key.
The structure of a Certificate Conponent is defined in [IOIPDSI G .
7.20.1 | OTP usage of signature elenents and attri butes
Detailed definitions of the above elenents and attributes are
contained in [IOTPDSI G . The followi ng contains additiona
informati on that descri bes how these el enents and attri butes are used
by |1 OTP.
CERTI FI CATE COVPONENT
The ID attribute is nmandatory.
VALUE ELEMENT
The ID attribute is nmandatory.
7.21 Error Conponent
The Error Conponent contains information about Technical Errors (see
section 4.1) in an | OTP Message whi ch has been received by one of the

Trading Roles involved in the trade.

For clarity two phrases are defined which are used in the description
of an Error Conponent:

0 nessage in error. An | OTP nessage which contains or causes an
error of sonme kind
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0 nessage reporting the error. An | OTP nmessage that contains an
Error Conponent that describes the error found in a nessage in
error.

The definition of the Error Conponent is as foll ows.

<! ELEMENT ErrorConp (ErrorLocation+, PackagedContent*) >
<I ATTLI ST Error Conp

ID NMICKEN #REQUI RED

xm : | ang NMIOKEN #REQUI RED

Er r or Code NMITOKEN #REQUI RED

Error Desc CDATA  #REQUI RED

Severity (Warning| Transi ent Error| HardError) #REQU RED
M nRetrySecs CDATA  #l MPLI ED

Swvendor Er r or Ref CDATA  #l MPLI ED >

Attributes:

I D An identifier which uniquely identifies the Error
Component within the 1 OTP Transaction

xm 1 ang Defi nes the | anguage used by attributes or child
el ements within this conponent, unless overridden
by an xm :lang attribute on a child elenment. See
section 3.8 ldentifying Languages.

Er r or Code Contains an error code which indicates the nature
of the error in the nessage in error. Valid val ues
for the ErrorCode are given in section 7.21.2
Error Codes.

Error Desc Contains a narrative description of the error in
the | anguage defined by xm:lang. The content of
this attribute is defined by the vendor/devel oper
of the software which generated the Error
Conponent

Severity I ndi cates the severity of the error. Valid val ues
are:

o Warning. This indicates that although there is
a message in error the 1 OTP Transaction can
still continue.

o TransientError. This indicates that the error
in the nessage in error may be recovered if the
message in error that is referred to by the
ErrorLocation elenent is resent
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M nRetrySecs

SwVendor Er r or Ref

Cont ent :

Error Locati on

PackagedCont ent
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o HardError. This indicates that there is an
unrecoverable error in the nessage in error and
the | OTP Transaction nust stop

This attribute should be present if Severity is
set to TransientError. It is the m ni mum nunber of
whol e seconds which the | OTP aware application

whi ch received the nessage reporting the error
shoul d wait before re-sending the nmessage in error
identified by the ErrorLocation el ement.

If Severity is not set to TransientError then the
value of this attribute is ignored.

This attribute is a reference whose value is set
by the vendor/devel oper of the software which
generated the Error Conponent. It should contain
data whi ch enabl es the vendor to identify the
precise location in their software and the set of
ci rcunst ances whi ch caused the software to
generate a nessage reporting the error. See al so
the Softwareld attribute of the Message Id el enent
in the Transacti on Reference Bl ock (section 3.3).

This identifies the I OTP Transaction Id of the
nmessage in error and, where possible, the el enent
and attribute in the nmessage in error that caused
the Error Conponent to be generated.

If the Severity of the error is not

TransientError, nore than one ErrorLocation may be
specified as appropriate depending on the nature
of the error (see section 7.21.2 Error Codes) and
at the discretion of the vendor/devel oper of the
| OTP Awar e Application

Thi s contains additional data which can be used to
understand the error. Its content nay vary as
appropri ate depending on the nature of the error
(see section 7.21.2 Error Codes) and at the

di scretion of the vendor/devel oper of the |IOIP
Awar e Application. For a definition of
PackagedCont ent see section 3.7.
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7.21.1 Error Processing Cuidelines

If there is nore than one Error Conponent in a nessage reporting the
error, carry out the actions appropriate for the Error Conponent with
the highest severity. In this context, HardError has a higher
severity than TransientError, which has a higher severity than
Wr ni ng.

7.21.1.1 Severity - Warning

If an | OTP aware application is generating a nessage reporting the
error with an Error Conponent where the Severity attribute is set to
Warning, then if the nmessage reporting the error does not contain
anot her Error Conponent with a severity higher than Warning, the | OIP
Message nust al so include the Tradi ng Bl ocks and Tradi ng Conponents

t hat woul d have been included if no error was being reported.

If a nmessage reporting the error is received with an Error Conponent
where Severity is set to Warning, then

O it is recommended that infornmation about the error is either
| ogged, or otherw se reported to the user,

o the inplenenter of the | OTP aware application nust either, at
their or the user’s discretion

- continue the I OTP transaction as nornmal, or

- fail the IOTP transacti on by generating a nmessage reporting the
error with an Error Conponent with Severity set to HardError
(see section 7.21.1.3).

If the intention is to continue the IOIP transaction then, if there
are no other Error Conponents with a higher severity, check that the
necessary Tradi ng Bl ocks and Tradi ng Conponents for normal processing
of the transaction to continue are present. |If they are not then
generate a nessage reporting the error with an Error Conmponent with
Severity set to HardError.

7.21.1.2 Severity - Transient Error

If an | OTP Aware Application is generating a nessage reporting the
error with an Error Conponent where the Severity attribute is set to
TransientError, then there should be only one Error Conponent in the
nmessage reporting the error. In addition, the MnRetrySecs attribute
shoul d be present.
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If a nmessage reporting the error is received with an Error Conponent
where Severity is set to TransientError then

o if the MnRetrySecs attribute is present and a valid nunber, then
use the M nRetrySecs value given. O herwise if MnRetrySecs is
mssing or is invalid, then:

- generate a nessage reporting the error containing an Error
Conponent with a Severity of Warning and send it on the next
| OTP nessage (if any) to be sent to the Tradi ng Rol e which sent
the nmessage reporting the error with the invalid M nRetrySecs,
and

- use a value for MnRetrySecs which is set by the
vendor/ devel oper of the | OTP Aware Application

0 check that only one ErrorlLocation elenment is contained within the
Error Conponent and that it refers to an | OTP Message whi ch was
sent by the recipient of the Error Conponent with a Severity of
TransientError. If nore than one ErrorlLocation is present then
generate a nmessage reporting the error with a Severity of
Har dEr r or

7.21.1.3 Severity - Hard Error

If an | OTP Aware Application is generating a nessage reporting the
error with an Error Conponent where the Severity attribute set to
HardError, then there should be only one Error Conponent in the
nessage reporting the error

If a nmessage reporting the error is received with an Error Conponent
where Severity is set to HardError then terninate the | OTP
Transacti on.

7.21.2 Error Codes

The followi ng table contains the valid values for the ErrorCode
attribute of the Error Conponent. The first sentence of the
description contains the text that should be used to describe the
error when displayed or otherw se reported. |ndividual

i npl enentations may translate this into alternative | anguages at
their discretion.

An Error Code must not be nore that 14 characters |ong.
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Descri ption

Reserved. This error is reserved by the

vendor/ devel oper of the software. Contact the

vendor/ devel oper of the software for nore infornation
See the Softwareld attribute of the Message Id

el enent in the Transacti on Reference Bl ock(section
3.3).

XML not well fornmed. The XM. docunent is not well
formed. See [XM.] for the neaning of "well formed".
Even if the XML is not well fornmed, it should still
be scanned to find the Transaction Reference Bl ock so
that a properly formed Error Response may be
gener at ed.

XML not valid. The XML docunent is well formed but
t he docunment is not valid. See [XM] for the neaning
of "valid". Specifically:
o the XML docunent does not conply with the
constraints defined in the | OTP docunent type
decl aration (DTD) (see section 13 Internet Open
Tradi ng Protocol Data Type Definition), and
o the XML docunent does not conply with the
constraints defined in the docunent type
decl aration of any additional [XM. Namespace] that
are decl ared.

As for XML not well fornmed, attenpts should still be
made to extract the Transacti on Reference Bl ock so
that a properly formed Error Response may be
gener at ed.

Unexpected el emrent. Al though the XM. docunment is well
formed and valid, an elenent is present that is not
expected in the particul ar context according to the
rul es and constraints contained in this

speci ficati on.

El ement not supported. Al though the docunent is well
formed and valid, an elenent is present that:
0 is consistent with the rules and constraints
contained in this specification, but
0 is not supported by the | OTP Aware Application
which is processing the | OTP Message.
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El ement m ssing. Al though the docunent is well fornmed
and valid, an elenment is mssing that shoul d have
been present if the rules and constraints contai ned
in this specification are foll owed.

In this case set the PackagedContent of the Error
Conponent to the type of the m ssing el enent.

El ement content illegal. Al though the docunent is
well forned and valid, the el enent Content contains
val ues which do not conformto the rul es and
constraints contained in this specification

Encapsul at ed protocol error. Al though the docunent is
wel | formed and valid, the PackagedContent of an

el enent contains data from an encapsul ated pr ot ocol
whi ch contains errors.

Unexpected attribute. Although the XM. docunent is
wel |l formed and valid, the presence of the attribute
is not expected in the particul ar context according
to the rules and constraints contained in this

speci ficati on.

Attribute not supported. Al though the XM. docunent is
wel | formed and valid, and the presence of the
attribute in an elenment is consistent with the rules
and constraints contained in this specification, it
is not supported by the |1 OTP Aware Application which
is processing the | OTP Message.

Attribute mssing. Although the docunent is well
formed and valid, an attribute is mssing that should
have been present if the rules and constraints
contained in this specification are foll owed.

In this case set the PackagedContent of the Error
Conponent to the type of the missing attribute.

Attribute value illegal. The attribute contains a
val ue whi ch does not conformto the rules and
constraints contained in this specification

Attribute Val ue Not Recognised. The attribute
contains a value which the | OTP Aware Application
generating the nmessage reporting the error could not
recogni se.
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Message too large. The nessage is too large to be
processed by the |1 OTP Aware Application

El enent too large. The elenent is too |arge to be
processed by the |1 OTP Aware Application

Val ue too small or early. The value of all or part of
the Content of an elenent or an attribute, although
valid, is too small.

Val ue too large or in the future. The value of all or
part of the Content of an elenent or an attribute,
al though valid, is too |arge.

El ement Inconsistent. Although the docunment is well
formed and valid, according to the rules and
constraints contained in this specification
o the content of an elenent is inconsistent with the
content of other elenents or their attributes, or
o the value of an attribute is inconsistent with the
val ue of one or nore other attributes.

In this case create ErrorLocation el ements which
identify all the attributes or elenents which are
i nconsi stent.

Transport Error. This error code is used to indicate
that there is a problemw th the Transport Mechani sm
which is preventing the nessage from being received.
It is typically associated with a Transient Error.
Expl anati on of the Transport Error is contained
within the ErrorDesc attribute. The val ues which can
be used inside ErrorDesc with a TransportError is
specified in the | OTP suppl ement for the Transport
mechani sm

Message Being Processed. This error code is only used
with a Severity of Transient Error. It indicates that
the previ ous nessage, which nay be an exchange
nmessage or a request nessage, i s being processed and,
if no response is received by the tine indicated by
the M nRetrySecs attribute, then the original nessage
shoul d be resent.

System Busy. This error code is only used with a
Severity of Transient Error. It indicates that the
server that received a nmessage is currently too busy
to handl e the nessage. |If no response is received by
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the time indicated by the M nRetrySecs attri bute,
then the original nessage shoul d be resent.

Note: If the server/system handling the Transport Mechanism (e.g.,
HTTP) is busy then a Transport Specific error message shoul d be used
i nstead of an | OTP Error nessage. This code should be used in
association with | OTP servers/systens or other servers/systens to
which the | OTP server is connected.

UnknownEr r or Unknown Error. Indicates that the transaction cannot
conpl ete for sonme reason that is not covered
explicitly by any of the other errors. The ErrorDesc
attribute should be used to indicate the nature of
t he probl em

This could be used to indicate, for exanple, an
internal error in a backend server or client process
of sone kind.

7.21.3 Error Location El enent

An Error Location Elenment identifies an elenent and optionally an
attribute in the message in error which is associated with the error.
It contains a reference to the | OTP Message, Tradi ng Bl ock, Trading
Conponent, elenent and attribute, which is in error.

<! ELEMENT ErrorlLocati on EMPTY >
<! ATTLI ST ErrorLocati on

El ement Type NMIOKEN #REQUI RED
| ot pMsgRef NMTIOKEN #1 MPLI ED
Bl kRef NMTOKEN #| MPLI ED
CompRef NMTOKEN #| MPLI ED
El ement Ref NMTOKEN #| MPLI ED
At t Nanme NMIOKEN #!1 MPLI ED >

Attributes:

El enent Type This is the name of the type of the el enent where
the error is located. For exanple if the el ement
was declared as <!ELEMENT Org ... then its nanme is
n O, gIl i

| ot pMsgRef This is the value of the ID attribute of the of

the Message | d Conponent (see section 3.3.2) of
the nessage in error to which this Error Conponent
appl i es.
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Bl kRef If the error is associated with a specific Trading
Bl ock, then this is the value of the ID attribute
of the Trading Block where the error is |ocated.

ConpRef If the error is associated with a specific Trading
Component, then this is the value of the ID
attribute of the Tradi ng Conponent where the error
i s | ocated.

El ement Ref If the error is associated with a specific el ement
within a Tradi ng Conponent then, if the el enent
has an attribute with an "attribute type" (see
[XM.]) of "ID', then this is the value of that
attribute

At t Namre If the error is associated with the val ue of an
attribute, then this is the nane of that
attribute. In this case the PackagedContent of the
Error Conponent should contain the value of the
attribute

Note that as nmany as the attributes as possible should be included.
For exanmple if an attribute in a child elenent of a Tradi ng Conponent
contains an incorrect value, then all the attributes of ErrorLocation
shoul d be present.

8. Tradi ng Bl ocks
Tradi ng Bl ocks are child elenents of the top | evel |OIP Messages that
are sent in the formof [XM] docunents directly between the
different Trading Roles that are taking part in a trade.

Each Tradi ng Bl ocks consi st of one or nore Tradi ng Conponents (see
section 7). This is illustrated in the diagram bel ow.
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-Trans Id Conmp. <---

-Signature Block <-----

- Tr adi ng
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-Certificate Conp. <
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-Signature Comp. <--

ng Conp.

Bl ock

i ng Conp.
i ng Conp.
i ng Conp.
i ng Conp.

ng Conp.
ng Conp.

i ng Conp.
i ng Conp.
i ng Conp.

| OTP Message - an XM. Docunent
which is transported between the
Tradi ng Rol es

Trans Ref Block - contains

i nformati on which describes the
| OTP Transaction and the | OTP
Message.

Transaction |Id Conponent -

uni quely identifies the | OTP
Transaction. The Trans Id
Conponents are the sane across
all 1 OTP nessages that conprise a
single | OTP transacti on.

Message |d Conmponent - identifies
and describes an | OTP Message
within an | OTP Transacti on

Si gnature Bl ock (optional) -
contains one or nore Sighature
Conponents and their associ ated
Certificates

Si gnature Conponent - contains
digital signatures. Signatures
may sign digests of the Trans Ref
Bl ock and any Tradi ng Conponent
in any | OTP Message in the sane
| OTP Transacti on.

Certificate Conponent. Used to
check the signature. (Optional)
Trading Bl ock - an XM El enent
within an | OTP Message that
contains a predefined set of
Tradi ng Conponent s

Tradi ng Conponents - XM El enents
within a Tradi ng Bl ock that
contain a predefined set of XM
el ements and attributes
containing information required
to support a Tradi ng Exchange
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Tradi ng Bl ocks are defined as part of the definition of an | OIP
Message (see section 3.1.1). The definition of an | OTP Message
el enent is repeated here:

<! ELEMENT | ot pMessage
( TransRefBI k,
Si gBl k?,
ErrorBl k?,
( Aut hReqgBlI k
Aut hRespBI k
Aut hSt at usBI k
Cancel Bl k
Del i ver yReqBl k
Del i ver yRespBI k
I nqui ryReqBl k |
I nqui r yRespBI k
O f er RespBl k |
PayExchBl k
PayReqBl k |
PayRespBI k
Pi ngReqBI k
Pi ngRespBI k
TpoBl k |
TpoSel ecti onBl k
)*
) >
The remai nder of this section defines the Trading Blocks in this
version of |1 OTP. They are:

0 Authentication Request Bl ock
0 Authentication Response Bl ock
0 Authentication Status Bl ock

o Cancel Bl ock

o Delivery Request Bl ock

o Delivery Response Bl ock

o Error Bl ock

o Inquiry Request Bl ock

o Inquiry Response Bl ock
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o Ofer Response Bl ock

o Payment Exchange Bl ock

o Paynment Request Bl ock

o Paynment Response Bl ock

o Signature Bl ock

o Trading Protocol Options Bl ock

0 TPO Sel ection Bl ock

The Transacti on Reference Bl ock is described in section 3. 3.
8.1 Trading Protocol Options Bl ock

The TPO Tradi ng Bl ock contains options which apply to the | OTP
Transaction. The definition of a TPO Trading Block is as follows.

<! ELEMENT TpoBl k ( Protocol Opti ons, BrandList*, Og* ) >
<! ATTLI ST TpoBIl k
ID I D #REQUI RED >

Attributes:
| D An identifier which uniquely identifies the

Tradi ng Protocol Options Block within the | OTP
Transaction (see section 3.4 ID Attributes).

Cont ent :

Pr ot ocol Opti ons The Protocol Options Conponent (see section
7.1)defines the options which apply to the whol e
| OTP Transaction (see section 9).

Br andLi st This Brand Li st Conponent contains one or nore
paynment brands and protocols which may be sel ected
(see section 7.7).

Og The Organi sation Conponents (see section 7.6)

identify the Organisations and their roles in the
| OTP Transaction. The roles and O gani sations

whi ch nust be present will depend on the
particul ar type of I OTP Transaction. See the
definition of each transaction in section 9.
Internet Open Trading Protocol Transactions.
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The TPO Bl ock shoul d contai n:

o the Protocol Options Conponent

0 the Organisation Conponent with the Tradi ng Rol e of Merchant
0 the Organisation Conponent with the Tradi ng Role of Consumer

o optionally, the Organisation Conmponent with the Tradi ng Rol e of
DeliverTo, if there is a Delivery included in the |IOIP Transaction

0 Brand List Conponents for each paynent in the | OTP Transaction
0 Organisation Conponents for all the Paynment Handl ers invol ved

o optionally, Organisation Conponents for the Delivery Handler (if
any) for the transaction

0 additional Oganisation Conponents that the Merchant may want to
i ncl ude. For exanple

- a Custoner Care Provider

- an Certificate Authority that offers Merchant "Credential s" or
some other warranty on the goods or services being offered.

8.2 TPO Sel ecti on Bl ock

The TPO Sel ection Block contains the results of selections nmade from
the options contained in the Tradi ng Protocol Options Block (see
section 8.1).The definition of a TPO Sel ection Block is as foll ows.

<! ELEMENT TpoSel ectionBl k (BrandSel ecti on+) >
<! ATTLI ST TpoSel ecti onBl k

ID I D #REQUI RED >
Attributes:
| D An identifier which uniquely identifies the TPO
Sel ection Block within the | OTP Transacti on
Cont ent :
BrandSel ecti on This identifies the choice of paynent brand and

paynment protocol to be used in a paynent w thin
the | OTP Transaction. There is one Brand Sel ection
Conmponent (see section 7.8) for each paynent to be
made in the | OTP Transacti on.
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The TPO Sel ection Bl ock should contain one Brand Sel ecti on Conponent
for each Brand List in the TPO Bl ock.

8.3 O fer Response Bl ock

The Ofer Response Bl ock contains details of the goods, services,
anount, delivery instructions or financial transaction which is to
take place. |Its definition is as follows.

<! ELEMENT O fer RespBl k (Status, Order?, Paynent?*,
Del i very?, TradingRol eData*) >
<! ATTLI ST O f er RespBl k
ID I D #REQUI RED >

Attri butes:

| D An identifier which uniquely identifies the Ofer
Response Bl ock within the | OTP Transacti on.

Cont ent :

St at us Contains status information about the business
success (see section 4.2) or failure of the
generation of the Ofer. Note that in an Ofer
Response Bl ock, a ProcessState of NotYetStarted or
I nProgress are illegal values.

O der The Order Conponent contains details about the
goods, services or financial transaction which is
taki ng place see section 7.5.

The Order Conponent nust be present unless the
ProcessState attribute of the Status Conponent is
set to Fail ed.

Paynent The Paynent Conponents contain information about
the paynents which are to be nmade see section 7.9.

Del i very The Delivery Conponent contains details of the
delivery to be made (see section 7.13).

Tr adi ngRol eDat a The Tradi ng Rol e Data Conponent contai ns opaque
data which is needs to be conmuni cated between the
Tradi ng Roles involved in an | OTP Transaction (see
section 7.17).

The O fer Response Bl ock shoul d contai n:
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0 the Order Conmponent for the | OTP Transaction

o Paynment Conponents for each Paynment in the |1 OTP Transaction

o the Delivery Conponent the | OIP Transaction requires (if any).
8.4 Authentication Request Bl ock

The Aut hentication Request Bl ock contains the data which is used by

one Trading Role to obtain information about and optionally

aut henti cate anot her Tradi ng Rol e.

In outline it contains:

o informati on about how the authentication itself will be carried
out, and/or

0 a request for additional information about the Organisation being
aut henti cat ed.

lts definition is as foll ows.

<! ELEMENT Aut hReqBl k (Aut hReg*, Tradi ngRol el nfoReq?) >
<! ATTLI ST Aut hReqBI k
I D | D #REQUI RED >

Attri butes:

| D An identifier which uniquely identifies the
Aut henti cati on Request Block within the | OTP
Transacti on.

Cont ent :

Aut hReq Each Aut hentication Request (see section 7.2)
conponent describes an alternative way in which
the recipient of the Authenticati on Request may
aut henti cate thensel ves by generating an
Aut henti cati on Response Conponent (see section
7.3).

I f one Authentication Request Conponent is

present then that Authentication Request
Conponent shoul d be used.
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If nore than one Authentication Request Component
is present then the recipient should choose one
of the conponents based on personal preference of
the recipient or their software.

If no Authentication Request Component is present
it means that the Authentication Request Block is
requesting the return of O ganisation Conponents
as specified in the Trading Role Information
Request Conponent.

Tr adi ngRol el nfoReq The Tradi ng Rol e I nformati on Request Conponent
(see section 7.4) contains a list of Trading
Rol es about which information is being requested

There nmust be at | east one Conmponent (either an Authentication
Request or a Trading Role Informati on Request) within the
Aut henticati on Block otherwise it is an error.

8.5 Aut hentication Response Bl ock

The Aut henticati on Response Bl ock contains the response which results
from processi ng the Authenticati on Request Block. Its definition is
as follows.

<! ELEMENT Aut hRespBI k ( Aut hResp?, O g*) >
<! ATTLI ST Aut hRespBI k
ID I D #REQUI RED >

Attributes:
| D An identifier which uniquely identifies the

Aut henti cati on Response Block within the | OTP
Transacti on.

Cont ent :

Aut hResp The optional Authentication Response Conponent
whi ch contains the results of processing the
Aut henti cati on Request Conmponent - see section
7.3.

Og Optional Organi sation Conponents that contain

i nformati on corresponding to the Tradi ng Rol es as
requested by the Tradi ngRol eList attribute of the
Tradi ng Rol e Informati on Request conponent.
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The conponents present in the Authentication Response Bl ock nust
mat ch the requirenment of the correspondi ng Authenticati on Request
Bl ock otherwise it is an error.

8.6 Authentication Status Bl ock

The Aut hentication Status Block indicates the success or failure of
the validation of an Authenticati on Response Bl ock by an
Aut henticator. Its definition is as foll ows.

<! ELEMENT Aut hSt atusBl k (Status) >
<! ATTLI ST Aut hSt at usBI k
ID I D #REQUI RED >

Attri butes:

| D An identifier which uniquely identifies the
Aut hentication Status Block within the | OTP
Transacti on.

Cont ent :

St at us Contai ns status infornmati on about the business
success (see section 4.2) or failure of the
aut henti cati on

8.7 Paynment Request Bl ock

The Paynent Request Bl ock contains information which requests that a
payrment is started. Its definition is as follows.

<! ELEMENT PayReqBl k (Status+, BrandList, BrandSel ection,
Payment, PayScheneData?, O g*, Tradi ngRol ebata*) >
<! ATTLI ST PayReqBl k

ID I D #REQUI RED >
Attributes:
| D An identifier which uniquely identifies the
Paynment Request Block within the | OTP Transacti on.
Cont ent :
St at us Contains the Status Conponents (see section 7.13)

of the responses of the steps (e.g., an Ofer
Response and/or a Paynent Response) on which this
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step depends. It is used to indicate the success
or failure of those steps. Paynent should only
occur if the previous steps were successful.

The Brand List Conponent contains a |list of one or
nore paynent brands and protocol s which nay be
sel ected (see section 7.7).

This identifies the choice of paynent brand, the
payrment protocol and the Paynment Handler to be
used in a paynent within the | OTP Transaction
There is one Brand Sel ecti on Conponent (see
section 7.8) for each paynent to be made in the
| OTP Transacti on.

The Paynent Conponents contain information about
the paynent which is being made see section 7.9.

The Paynent Schene Conponent contai ns paynment
schenme specific data see section 7.10.

The Organi sation Conponent contains details of
Organi sations involved in the paynent (see section
7.6). The Organisations present are dependent on
the 1 OTP Transaction and the data which is to be
signed. See section 6 Digital Signatures for nore
detail s.

The Tradi ng Rol e Data Conponent contai ns opaque
data which is needs to be conmuni cated between the
Tradi ng Roles involved in an | OTP Transaction (see
section 7.17).

The Paynent Request Bl ock shoul d contain:

0 the Organisation Conponent with a Tradi ng Role of Merchant

0 the Organisation Conponent with the Tradi ng Role of Consumer

0 the Paynent Conponent for the Payment

0 the Brand List Conponent for the Paynent

0 the Brand Sel ection Conponent for the Brand List

0 the Organisation Conponent for the Paynent Handl er of the Paynent

Bur det t
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0o

the Organi sation Conponent (if any) for the O ganisation which
carried out the previous step, for exanple another Paynent Handl er

the Organisation Conponent for the Organisation which is to carry
out the next step, if any. This may be, for exanple, either a
Delivery Handler or a Paynment Handl er.

the Organi sati on Conponents for any additional Organisations that
the Merchant has included in the Ofer Response Bl ock

an Optional Paynment Schenme Data Conponent, if required by the
Paynment Method as defined in the | OTP suppl enent for the paynent
met hod

any Tradi ng Rol e Data Conponents that may be required (see section
7.17.1).

8.8 Paynment Exchange Bl ock

The Paynent Exchange Bl ock contains paynent schene specific data
whi ch i s exchanged between two of the roles in a trade. Its
definition is as foll ows.

<! ELEMENT PayExchBl k (PayScheneDat a+) >
<! ATTLI ST PayExchBI k
ID I D #REQUI RED >

Attri butes:

I D

An identifier which uniquely identifies the
Payment Exchange Bl ock within the | OTP
Transacti on.

Cont ent :

PayScheneDat a Thi s Tradi ng Conponent contains paynent schene

specific data see section 7.10 Paynent Schene
Conponent .

8.9 Payment Response Bl ock

Thi s Paynment Response Bl ock contains a information about the Paynent
Status, an optional Paynent Receipt, and an optional paynment protocol
nmessage. Its definition is as foll ows.
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<! ELEMENT PayRespBl k (Status, PayReceipt?, PayScheneData?,

Paynment Not e?,

Tr adi ngRol eDat a*) >

<! ATTLI ST PayRespBI k

I D
Attri butes:

I D

Cont ent :

St at us

PayRecei pt

PayScheneDat a

Paynent Not e

Tr adi ngRol eDat a

Bur det t

I D #REQUI RED >

An identifier which uniquely identifies the
Paynment Response Bl ock within the | OTP
Transacti on.

Contains status information about the business
success (see section 4.2) or failure of the
paynment. Note that in a Pay Response Bl ock, a
ProcessState of NotYetStarted or InProgress are
illegal values.

Cont ai ns paynent schene specific data which can be
used to verify the paynment occurred. See section
7.11 Paynent Recei pt Conponent. It nust be present
if the ProcessState attribute of the Status
Component is set to Conpl etedCk. PayReceipt is
optional for other values as specified by the
appropriate Paynment Schene suppl enent.

Cont ai ns paynment schene specific data see section,
for exanple a paynent protocol nessage. See 7.10
Paynment Scheme Conponent.

Cont ai ns additional, non paynent related,

i nformati on which the Paynent Handl er wants to
provide to the Consuner. For exanple, if a

wi t hdrawal or deposit were being nmade then it
coul d contain information on the remaining bal ance
on the account after the transfer was conplete.
See section 7.12 Paynent Note Conponent.

The Tradi ng Rol e Data Conponent contai ns opaque
data which is needs to be conmuni cated between the
Tradi ng Roles involved in an | OTP Transaction (see
section 7.17).
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8. 10 Delivery Request Bl ock

The Delivery Request Block contains details of the goods or services
which are to be delivered together with a signature which can be used
to check that delivery is authorised. Its definition is as foll ows.

<! ELEMENT DeliveryReqgBl k (Status+, Oder, Og*, Delivery,
Consuner Del i veryDat a?, Tradi ngRol eDat a*) >
<! ATTLI ST Del i veryReqBIl k
ID I D #REQUI RED >

Attri butes:

| D An identifier which uniquely identifies the
Delivery Request Block within the | OTP
Transacti on.

Cont ent :

St at us Contains the Status Conmponents (see section
7.13) of the responses of the steps (e.g., a
Paynment Response) on which this step is
dependent. It is used to indicate the success
or failure of those steps. Delivery should only
occur if the previous steps were successful.

O der The Order Conponent contains details about the
goods, services or financial transaction which
i s taking place see section 7.5.

The Organi sation Conponents (see section 7.6)

identify the Organisations and their roles in
Og the 1 OTP Transaction. The roles and

Organi sations which nust be present will depend

on the particular type of | OIP Transaction. See

the definition of each transaction in section

9. Internet Open Trading Protocol Transactions.

Del i very The Delivery Conponent contains details of the
delivery to be made (see section 7.13).

ConsunerDel i veryData Optional. Contains an identifier specified by
t he Consunmer which, if returned by the Delivery
Handl er will enable the Consuner to identify
which Delivery is being referred to.
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Tr adi ngRol eDat a The Tradi ng Rol e Data Conponent contai ns opaque
data which is needs to be conmuni cated between
the Trading Roles involved in an | OTP
Transaction (see section 7.17).

The Delivery Request Bl ock contains:
0 the Organisation Conponent with a Tradi ng Role of Merchant

0 the Organisation Conponent for the Consuner and DeliverTo Trading
Rol es

0 the Delivery Conponent for the Delivery

o the Organisation Conponent for the Delivery Handler. Specifically
t he Organi sati on Conponent identified by the Acti onO gRef
attribute on the Delivery Conmponent

0 the Organisation Conponent (if any) for the Organisation which
carried out the previous step, for exanmple a Paynent Handl er

0 the Organisation Conponents for any additional O ganisations that
the Merchant has included in the Ofer Response Bl ock

o any Trading Role Data Conponents that may be required (see section
7.17.1).

8. 11 Delivery Response Bl ock

The Delivery Response Bl ock contains a Delivery Note containing
details on how the goods will be delivered. Its definition is as
follows. Note that in a Delivery Response Block a Delivery Status
El enent with a DeliveryStatusCode of NotYetStarted or InProgress is
i nvalid.

<! ELEMENT Del i veryRespBl k (Status, DeliveryNote) >
<! ATTLI ST Del i veryRespBI k
I D I D #REQUI RED >
Attributes:
| D An identifier which uniquely identifies the
Del i very Response Bl ock within the | OTP
Transacti on.

Cont ent :
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St at us Contains status information about the business
success (see section 4.2) or failure of the
delivery. Note that in a Delivery Response Bl ock
a ProcessState of NotYetStarted or InProgress are
illegal values.

Del i ver yNot e The Delivery Note Conponent contains details about
how t he goods or services will be delivered (see
section 7.15).

8.12 Inquiry Request Trading Bl ock

The I nquiry Request Trading Bl ock contains an Inquiry Type Conponent
and an optional Paynment Schenme Conponent to contain paynment schene
specific inquiry nmessages.

<! ELEMENT | nqui ryRegBl k ( I nquiryType, PayScheneData? ) >
<! ATTLI ST | nqui r yReqBlI k
I D I D #REQUI RED >

Attributes:
| D An identifier which uniquely identifies the

I nqui ry Request Trading Block within the | OTP
Transacti on.

Cont ent :

I nqui ryType I nqui ry Type Conponent (see section 7.18) that
contains the type of inquiry.

PayScheneDat a Paynment Scheme Conponent (see section 7.10) that

contai ns paynent schene specific inquiry nmessages
for inquiries on paynents. This is present when
the Type attribute of Inquiry Type Conponent is
Paynment .

8. 13 Inquiry Response Tradi ng Bl ock
The Inquiry Response Tradi ng Bl ock contains a Status Conponent and an
opti onal Paynent Scheme Conponent to contain paynent schenme specific

inquiry nessages. Its purpose is to enquire on the current status of
an | OTP transaction at a server.
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<! ELEMENT | nqui ryRespBl k (Status, PayScheneData?) >
<! ATTLI ST I nqui r yRespBI k

I D I D #REQUI RED

Last Recei vedl ot pMsgRef NMIOKEN #| MPLI ED

Last Sent | ot pMsgRef  NMIOKEN #l MPLI ED >

Attri butes:

| D An identifier which uniquely identifies the
I nqui ry Response Trading Bl ock within the
| OTP Transacti on.

Last Recei vedl ot pMsgRef Contains an El ement Reference (see section
3.5) to the Message |Id Conmponent (see section
3.3.2) of the last nmessage this server has
received fromthe Consuner. If there is no
previously received nessage fromthe Consuner
in the pertinent transaction, this attribute
shoul d be contain the value Null. This
attribute exists for debuggi ng purposes.

Last Sent | ot pMsgRef Contai ns an El ement Reference (see section
3.5) to the Message |Id Conmponent (see section
3.3.2) of the last nmessage this server has
sent to the Consumer. If there is no
previously sent nessage to the Consuner in
the pertinent transaction, this attribute
shoul d contain the value Null. This attribute
exi sts for debuggi ng purposes.

Cont ent :

St at us Contains status information about the business
success (see section 4.2) or failure of a certain
tradi ng exchange (i.e., Ofer, Paynent, or
Delivery).

PayScheneDat a Paynment Scheme Conponent (see section 7.10) that

contai ns paynent schene specific inquiry nmessages
for inquiries on paynents. This is present when
the Type attribute of StatusType attribute of the
St atus Conponent is set to Paynent.
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8. 14 Ping Request Bl ock

The Ping Request Block is used to determine if a Server is operating
and whet her or not cryptography is conpatible.

The definition of a Ping Request Block is as foll ows.

<! ELEMENT Pi ngReqgBl k (Org*)>
<! ATTLI ST Pi ngReqBI k

ID I D #REQUI RED>
Attributes:
I D An identifier which uniquely identifies the Ping
Request Trading Block within the | OTP Transacti on
Cont ent :
Og Optional Organi sation Conponents (see section

7.6).

If no Organisation Conponent is present then the
Pi ng Request is anonynous and sinply determnes if
the server is operating.

However if Organisation Conponents are present,
then it indicates that the sender of the Ping
Request wants to verify that digital signatures
can be handl ed.

In this case the sender includes:

o an Organi sation Conponent that identifies
itself specifying the Trading Role(s) it is
taking in I OTP transactions (Merchant, Paynent
Handl er, etc.)

0 an Organi sation Conponent that identifies the
i nt ended recipient of the nmessage.

These are then used to generate a signature over
the Ping Response Bl ock.

8. 15 Ping Response Bl ock

The Ping Response Tradi ng Bl ock provides the result of a Ping
Request .

It contains an Organi sation Conponent that identifies the sender of
t he Ping Response.
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If the Ping Request to which this block is a response contai ned
Organi sation Conponents, then it also contains those Organisation
Conponent s.

<! ELEMENT Pi ngRespBlI k (Org+) >
<! ATTLI ST Pi ngRespBI k

ID I D #REQUI RED

Pi ngSt at usCode (Ok | Busy | Down) #REQUI RED
SigVerifyStatusCode (Ok | Not Supported | Fail) #I MPLI ED

xm : | ang NMIOKEN #1 MPLI ED
Pi ngSt at usDesc CDATA  #l MPLI ED>
Attributes:
I D An identifier which uniquely identifies the Ping

Request Trading Block within the | OTP
Transacti on.

Pi ngSt at usCode Cont ai ns a code which shows the status of the
sender software which processes | OTP nessages.
Valid val ues are:

0 Ck. Everything with the service is working
normal |y, including the signhature
verification

0 Busy. Things are working normally but there
may be sone del ays.

0 Down. The server is not functioning fully but
can still provide a Ping response.

SigVerifyStatusCode Contains a code which shows the status of
signature verification. This is present only
when t he nessage containing the Ping Request
Bl ock al so contains a Signature Block. Valid
val ues are:

0 k. The signature has successfully been
verified and proved conpati bl e.

0 Not Supported The receiver of this Ping
Request Bl ock does not support validation of
si gnhat ur es.

o Fail. Signature verification fail ed.

Xm : 1 ang Defi nes the | anguage used in PingStatusDesc.
This is present when PingStatusDesc is present.

Pi ngSt at usDesc Contains a short description of the status of

the server which sends this Ping Response Bl ock.
Servers, if their designers want, can use this
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attribute to send nore refined status
i nformati on than Pi ngStatusCode which can be
used for debuggi ng purposes, for exanple.

Cont ent :

Og These are Organi sati on Conmponents (see section
7.6).

The Organi sation Conponents of the sender of the
Ping Response is always included in addition to
the Organisation Conponents sent in the Ping
Request .

Note: Ping Status Code val ues do not include a value such as Fail,
since, when the software receiving the Ping Request nessage is not
working at all, no Ping Response nmessage will be sent back.

8. 16 Signature Bl ock

The Signature Bl ock contains one or nore Signature Conponents and
associated Certificates (if required) which sign data associated with
the | OTP Transaction. For a general discussion and introduction to
how | OTP uses signatures, see section 6 Digital Signatures. The
definition of the Signature Conponent and certificates is contained
in the paper "Digital Signatures for the Internet Open Trading
Protocol ", see [IOIPDSIG. Descriptions of how these are used by

| OTP is contained in sections 7.19 and 7. 20.

The definition of a Signature Block is as foll ows:

<! ELEMENT | ot pSi gnatures (Signature+, Certificate*) >
<! ATTLI ST | ot pSi gnat ur es

I D I D #l MPLI ED >
Attributes:
| D An identifier which uniquely identifies the
Signature Block within the I OTP Transaction
Cont ent :
Si gnature A Signature Conponent. See section 7.19.
Certificate A Certificate Conponent. See section 7.20.

Bur det t | nf or mat i onal [ Page 181]



RFC 2801 | OTP/ 1.0 April 2000
The contents of a Signature Bl ock depends on the Tradi ng Bl ock that
is contained in the same | OTP Message as the Signature Bl ock

8.16.1 Signature Block with Ofer Response
A Signature Block which is in the same nessage as an O fer Response
Bl ock contains just an O fer Response Signature Conponent (see
section 7.19.2).

8.16.2 Signature Block with Paynent Request

A Signature Block which is in the same nessage as a Paynment Request
Bl ock cont ai ns:

0 an Ofer Response Signature Conponent (see section 7.19.2), and
o if the Paynent is dependent on an earlier step (as indicated by
the StartAfter attribute on the Paynment Conponent), then the
Paynment Recei pt Signature Conponent (see section 7.19.3) generated
by the previous step
8.16.3 Signature Block with Paynent Response
A Signature Block which is in the sane nessage as a Paynent
Response Bl ock contains just a Paynent Receipt Signature Component
(see section 7.19.3) generated by the step
8.16.4 Signature Block with Delivery Request

A Signature Block which is in the sane nessage as a Delivery
Request Bl ock cont ai ns:

0 an Ofer Response Signature Conponent (see section 7.19.2), and

0 the Paynment Receipt Signature Conponent (see section 7.19.3)
generated by the previous step

8.16.5 Signature Block with Delivery Response
A Signature Block which is in the same nessage as a Delivery Response

Bl ock contains just a Delivery Response Signature conponent (see
section 7.19.4) generated by the step.
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8.17 Error Bl ock

The Error Tradi ng Bl ock contains one or nore Error Conponents (see
section 7.21) which contain information about Technical Errors (see
section 4.1) in an | OTP Message whi ch has been received by one of the
Trading Roles involved in the trade.

For clarity two phrases are defined which are used in the description
of an Error Trading Bl ock:

0 nessage in error. An | OTP nessage which contains or causes an
error of some kind

0 nessage reporting the error. An | OTP nessage that contains an
Error Trading Bl ock that describes the error found in a nmessage in
error.

An Error Trading Bl ock may be contained in any nessage reporting the
error. The action which then follows depends on the severity of the
error. See the definition of an Error Conmponent, for an expl anation
of the different types of severity and the actions which can then
occur.

i n3 Note: Although, an Error Trading Bl ock can report multiple
different errors using nmultiple Error Conponents, there is no
obligation on a devel oper of an | OTP Aware Application to do so.
The structure of an Error Trading Block is as follows.

<! ELEMENT ErrorBl k (ErrorConp+, PayScheneData*) >
<I ATTLI ST ErrorBl k

ID I D #REQUI RED >

Attributes:

I D An identifier which uniquely identifies the Error
Trading Block within the | OTP Transacti on

Cont ent :

Er r or Comp An Error Conponents (see section 7.21) that
contains information about an individual Technical
Error.

PayScheneDat a An optional Paynent Schenme Conponent (see section

7.10) which contains a Paynent Schene Message. See
the appropriate paynent schene suppl enent to
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det erm ne whether or not this component needs to
be present and for the definition of what it mnust
cont ai n.

8.18 Cancel Bl ock

The Cancel Block is used by one Trading Role to informany other that
a transacti on has been cancell ed. Exanpl e usage i ncl udes:

0 a Consuner Role informing a non-Consuner role that it no | onger
plans to continue with the transaction. This will allow the server
to close down the transaction tidily without a waiting for a
ti me-out to occur

0 a non-Consuner Role to informa Consuner role that the Transaction
is being stopped. In this case, the Consumer is then unlikely to
re-send the previous nessage that was sent in the m staken
understandi ng that the original was not received.

lts definition is as foll ows.

<! ELEMENT Cancel Bl k (Status) >
<! ATTLI ST Cancel Bl k

I D I D #REQUI RED >
Attributes:
| D An identifier which uniquely identifies the Cancel
Bl ock within the I OTP Transacti on
Cont ent :
St at us Contains status information indicating that the

| OTP transacti on has been cancel |l ed.
9. Internet Open Trading Protocol Transactions

The Baseline Internet Open Tradi ng Protocol supports three types of
transactions for different purposes. These are

0 an Authentication |OTP transaction which supports authentication

of one party in a trade by another and/or requests information
about another Trading Role
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0o

(0]

| OTP Transactions that involve one or nore paynents. Specifically:
- Deposit

- Purchase

- Refund

- Wthdrawal, and

- Val ue Exchange

| OTP Transactions designed to check the correct function of the
| OTP infrastructure. Specifically:

- Transaction Status Inquiry, and

- Ping

Al t hough the Authentication |IOTP Transacti on can operate on its own,
aut hentication can optionally precede any of the "paynent"
transactions. Therefore, the rest of this section is divided into
two parts covering:

(0]

Aut henti cati on and Paynent transactions (Authentication, Deposit,
Purchase, Refund, Wthdrawal and Val ue Exchange)

Infrastructure Transactions (Transaction Status |nquiry and Ping)
that are designed to support inquiries on whether or not a
transaction has succeeded or a Trading Role’'s servers are
operating correctly, and

9.1 Authentication and Paynent Rel ated | OTP Transactions

The Aut hentication and Paynent related | OTP Transacti ons consi st
of six Docunent Exchanges which are then conbined in sequence to
i mpl ement a specific transaction.

CGenerally, there is a close, but not exact, correspondence between
a Docunent Exchange and a Tradi ng Exchange. The nmain difference is
that sone Docunent Exchanges inplenent part or all of two Trading

Exchanges sinultaneously in order to minimse the nunber of actual
| OTP Messages whi ch must be sent over the Internet.

The six Docunment Exchanges are:

Aut hentication. This is a direct inplenentation of the
Aut henti cation Tradi ng Exchange
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0 Brand Dependent Ofer. This is the Ofer Tradi ng Exchange conbi ned
with the Brand Sel ection part of the Paynent Tradi ng Exchange. Its
purpose is to provide the Merchant with information on the Brand
sel ected so that the content of the Ofer Response may be adapted
accordi ngly

0 Brand Independent Ofer. This is also an Ofer Tradi ng Exchange.
However, in this instance, the content of the Ofer Response does
not depend on the Brand sel ected.

o Payment. This is a direct inplenentation of the Paynent part of a
Paynment Tradi ng Exchange

o Delivery. This is a direct inplenmentation of the Delivery Exchange

o Delivery with Paynment. This is an inplenentation of conbi ned
Paynment and Delivery Tradi ng Exchanges

These Document Exchanges are conbi ned together in different sequences

to inplement each | OTP Transaction. The way in which they may be
conbined is illustrated by the di agram bel ow.
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Fi gure 17 Paynment and Aut henticati on Message Fl ow Conbi nati ons

The conbi nati ons of Docunent Exchanges that are valid depend on the
particular | OIP transaction.

The remni nder of this sub-section descri bes:

o each Docunent Exchange in nore detail including descriptions of
the content of each Trading Block in the Docunment Exchanges, and

0 descriptions of how each | OIP Transacti on uses the Docunent
Exchanges to effect the desired result.
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Not e: The descriptions of the Docunment Exchanges which foll ow
descri be the ways in which various Business Errors (see section 4.2)
are handled. No reference is made however to the handling of

Technical Errors (see section 4.1) in any of the nessages since these
are handl ed the sane way irrespective of the context in which the
nmessage i s being sent. See section 4 for nore details.

9.1.1 Authentication Docunent Exchange

The Aut hentication Docunment Exchange is a direct inplenmentation of
t he Authentication Tradi ng Exchange (see section 2.2.4). It involves:

0 an Authenticator - the Oganisation which is requesting the
aut henti cation, and

0 an Authenticatee - the Organisation being authenticat ed.
The aut hentication consists of:

0 an Authentication Request being sent by the Authenticator to the
Aut henti cat ee,

0 an Authentication Response being sent in return by the
Aut henticatee to the Authenticator which is then checked, and

0 an Authentication Status being sent by the Authenticator to the
Aut henti catee to provide an indication of the success or failure
of the authentication.

An Aut henti cati on Docunent Exchange al so:

0 provides an Authenticatee with an O gani sati on Conponent which
descri bes the Authenticator, and

0 optionally provides the Authenticator with O ganisation Conponents
whi ch descri be the Authenti cat ee.

The Aut hentication Request may al so be digitally signed which allows
the Authenticatee to verify the credentials of the Authenticator

The | OTP Messages which are involved are illustrated by the di agram
bel ow.
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4,

1 <-- 2
Bur det t

First Organisation takes an action (for exanple by
pressing a button on an HTM. page) which requires that
the Organisation is authenticated

Aut henti cati on Need (outside scope of |OIP)

The second Organi sati on generates: an Authentication
Request Bl ock containing one or nore Authentication
Request Conponents and/or a Trading Role Informtion
Request Conponent, then sends it to the first

Or gani sati on

TPO & AUTHENTI CATI ON REQUEST. |otpMsg: Trans Ref Bl ock
Si gnature Bl ock (optional); TPO Bl ock; Auth Request Bl ock

| OTP aware application started. If a Signature Block is
present, the first Organisation may use this to check the
credentials of the second Organisation. If credentials are
K, the first Organisation selects an Authentication
Request to use (if present and nore than one), then uses
the authentication algorithmselected to generate an

Aut henti cati on Response Block. If present, the Trading
Rol e I nformati on Request Conponent is used to generate
Organi sation Conponents. Finally a Signature Conponent is
created if required and all conponents are then sent back
to the second Organi sation for validation

AUTHENTI CATI ON RESPONSE. | ot pMsg; Trans Ref Bl ock;
Si gnature Block (optional) ; Auth Response Bl ock

The second Organi sati on checks the Authentication
Response against the data in the Authentication Request

Bl ock to check that the first O ganisation is who they
appear to be, and sends an Authentication Status Block to
the first Organisation to indicate the result then

st ops.

AUTHENTI CATI ON STATUS. | otpMsg: Trans Ref Bl ock;
Si gnature Bl ock (optional); Auth Response Bl ock
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5. The first Organi sation checks the authentication Status
Bl ock and optionally keeps information on the | OIP
transaction for record keepi ng purposes and stops.
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Fi gure 18 Aut henticati on Docunent Exchange
9.1.1.1 Message Processing Cuidelines

On receiving a TPO & Aut hentication Request | OTP Message (see bel ow),
an Aut henticatee may either:

0 generate and send an Aut hentication Response | OTP Message back to
the Aut henticator, or

o0 indicate failure to conmply with the Authentication Request by
sendi ng a Cancel Bl ock back to the Authenticator containing a
Status Conponent with a StatusType of Authentication a
ProcessState of Failed and the Conpl eti onCode (see section 7.16.4)
set to either: AutEeCancel, NoAuthReq, TradRol eslncon or
Unspeci fi ed.

On receiving an Aut hentication Response | OTP Message (see below), an
Aut henti cator should send in return, an Authentication Status |OIP
Message (see below) containing a Status Block with a Status Conponent
where the StatusType is set to Authentication, and:

0 the ProcessState attribute of the Status Conponent is set to
Compl et edCk whi ch indicates a successful conpletion, or

0 the ProcessState attribute is set to Failed and the Conpl eti onCode
attribute is set to either: AutO Cancel, AuthFailed or Unspecified
whi ch indicates a failed authentication,

On receiving an Authentication Status | OTP Message (see below), the

Aut henti cat ee shoul d check the Status Conponent in the Status Bl ock.

If this indicates:

0 a successful authentication, then the Authenticatee should either:

- continue with the next step in the I OTP Transacti on of which
t he Authentication Docunent Exchange is part (if any), or
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- indicate a failure to continue with the rest of the |IOTP
Transaction, by sending back to the Authenticator a Cancel
Bl ock containing a Status Conponent with a StatusType of
Aut hentication, a ProcessState of Failed and the Conpl eti onCode
(see section 7.16.4) set to Aut EeCancel.

o a failed authentication, then the failure should be reported to
the Authenticatee and any further processing stopped.

If the Authenticator receives an | OTP Message contai ning a Cancel
bl ock froma Consunmer, then the Authenticatee may go to the
Cancel Net Locn specified on the Trading Role Elenment in the
Organi sation Conponent for the Authenticator contained in the Trading
Prot ocol Options Bl ock

9.1.1.2 TPO & Authentication Request | OIP Message

Apart froma Transaction Reference Bl ock (see section 3.3), this
nmessage consists of:

0 a Trading Protocol Options Block (see section 8.1)

0 an Authentication Request Block (see section 8.4), and
0 an optional Signature Block (see section 8.16).

Each of these are described bel ow

TRADI NG PROTOCOL COPTI ONS BLOCK

The Tradi ng Protocol Options Block (see section 8.1) nust contain the
foll owi ng Tradi ng Conponents:

0 one Protocol Options Conponent (see Section 7.1) which defines the
options which apply to the whol e Authentication Docunent Exchange.

0 one Organi sation Conponent (see section 7.6) which describes the
Aut henti cator. The Trading Role on the O gani sation Conmponent
shoul d indicate the role which the Authenticator is taking in the
Trade, for exanple a Merchant or a Consurmer

AUTHENTI CATI ON REQUEST BLOCK

The Aut hentication Request Block (see section 8.4) nust contain the
foll owi ng Tradi ng Conponents:

0 one Authentication Request Conponent (see section 7.2), and
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SI GNATURE BLOCK ( AUTHENTI CATI ON REQUEST)

If the Authentication Request is being digitally signed then a

Si gnature Bl ock nmust be included. It contains Digests of the

follow ng XM_ el enents:

o the Transaction Reference Bl ock (see section 3.3) for the |OTP
Message that contains information that describes the | OTP Message
and | OTP Transacti on

o the Transaction Id Conponent (see section 3.3.1) which globally
uni quely identifies the | OTP Transacti on

o the foll owing conmponents of the TPO Bl ock
- the Protocol Options Conponent
- the Organisation Conponent
o the foll owing conmponents of the Authentication Request Bl ock
- the Authentication Request Conponent
- the Trading Role Infornmation Request Conponent
9.1.1.3 Authentication Response | OTP Message

Apart froma Transaction Reference Bl ock (see section 3.3), this
nmessage consi sts of:

0 an Authentication Response Block (see section 8.5), and
0 an optional Signhature Block (see section 8.16).

Each of these are described bel ow

AUTHENTI CATI ON RESPONSE BLOCK

The Aut henticati on Response Bl ock nmust contain the foll ow ng Trading
Conponent :

0 one Authentication Response Conponent (see section 7.3)
o one Organisation Conponent for every Trading Role identified in

the Tradi ngRol eLi st attribute of the Trading Role Information
Request Conponent contained in the Authentication Request Bl ock.
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SI GNATURE BLOCK ( AUTHENTI CATI ON RESPONSE)

If the Algorithmel enent (see section 12. | ANA Considerations) within

the Aut hentication Request Conmponent contained in the Authentication

Request Bl ock indicates that the Authenticati on Response shoul d

consist of a digital signature then a Signature Bl ock nust be

included in the same | OTP nessage that contains an Authentication

Response Bl ock. The Signature Conponent contains Digest Elenents for

the followi ng XM. el enents:

o the Transaction Reference Bl ock (see section 3.3) for the |OTP
Message that contains information that describes the | OTP Message
and | OTP Transacti on

o the Transaction Id Conponent (see section 3.3.1) which globally
uni quely identifies the | OTP Transacti on

o the foll owing conmponents of the Authentication Request Bl ock
- the Authentication Request Conponent
- the Trading Role Infornmation Request Conponent

0 the Organisation Conponents contained in the Authentication
Response Bl ock

Note: It should not be assumed that all trading roles can support the
signing of data. Particularly it should not be assuned that Consuners
support the signing of data.

9.1.1.4 Authentication Status | OTP Message

Apart froma Transaction Reference Bl ock (see section 3.3), this
nmessage consists of:

0 an Authentication Status Bl ock (see section 8.5), and
0 an optional Signhature Block (see section 8.16).

Each of these are described bel ow

AUTHENTI CATI ON STATUS BLOCK

The Authentication Status Bl ock (see section 8.6) nust contain the
foll owi ng Tradi ng Conponents:

0 one Status Conponent (see section 7.16) with a ProcessState
attribute set to Conpl et edX.
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SI GNATURE BLOCK ( AUTHENTI CATI ON STATUS)

If the Authentication Status Block is being digitally signed then
a Signature Bl ock nust be included that contains a Signature
Component with Digest elenents for the following XM. el enents:
the Transacti on Reference Bl ock (see section 3.3) for the | OIP
Message that contains information that describes the | OTP Message
and | OTP Transacti on

the Transaction Id Conponent (see section 3.3.1) which globally
uni quely identifies the | OTP Transacti on

the foll owi ng components of the Authentication Status Bl ock:

- the Status Conponent (see section 7.16).

Note: If the Authentication Docunent Exchange is followed by an O fer
Docunent Exchange (see section 9.1.2) then the Authentication Status
Bl ock and the Signature Block (Authentication Status) may be conbi ned
with either:

0 a TPO | OTP Message (see section 9.1.2.3), or

0 a TPO and O fer Response | OTP Message (see section 9.1.2.6)

9.1.2 Ofer Docunent Exchange

The O fer Document Exchange occurs in two basic forns:

(0]

9. 1.

Brand Dependent O fer Exchange. Were the content of the offer,
e.g., the order details, amount, delivery details, etc., are
dependent on the paynent brand and protocol selected by the
consuner, and

Brand | ndependent O fer Exchange. Wiere the content of the offer
i s not dependent on the paynent brand and protocol selected.

Each of these types of O fer Docunment Exchange nay be preceded by
an Aut henticati on Docunent Exchange (see section 9.1.1).

.1 Brand Dependent O fer Docunent Exchange

In a Brand Dependent O fer Docunent Exchange the TPO Bl ock and the
O fer Response Block are sent separately by the Merchant to the
Consuner, i.e.:
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the Brand List Conponent is sent to the Consuner in a TPO Bl ock

the Consuner selects a Paynent Brand, Paynent Protocol and
optionally a Currency and anount fromthe Brand Li st Conponent

the Consuner sends the selected brand, protocol and
currency/ anount back to the Merchant in a TPO Sel ection Bl ock, and

the Merchant uses the information received to define the content
of and then send the Ofer Response Block to the Consuner
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This is illustrated by the diagram bel ow.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

1

Consurmer

|  Merchant
STEP | |

C<-- M

Consuner decides to trade and sends to the Merchant
information (e.g., using HTM.) that enables the Merchant
to create an offer,

O fer information - outside scope of |OIP

Mer chant deci des whi ch paynent brand protocols,
currenci es and anounts apply, places then in a Brand Li st
Conponent inside a TPO Bl ock and sends to Consurmer

TPO. lotpMsg: Trans Ref Bl ock; TPO Bl ock

| OTP aware application started. Consumer selects the
payment brand, paynent protocol and currency/anount to
use. Records selection in a Brand Sel ecti on Conponent and
sends back to Merchant.

TPO SELECTI ON. |otpMg: Trans Ref Bl ock; TPO Sel ection
Bl ock

Mer chant uses sel ected paynent brand, paynent protocol,
currency/anount and the offer information to create an

O fer Response Bl ock containing details about the | OTP
Transaction including price, etc. Optionally signs it and
sends to the Consumer

OFFER RESPONSE. 1ot pMsg: Trans Ref Bl ock; Signature Bl ock
(optional); Ofer Response Bl ock

Consuner checks the Ofer is OK then conbi nes conponents
fromthe TPO Bl ock, the TPO Sel ection Block and the O fer
Response Bl ock to create the next | OTP Message for the
Transaction and sends it together with the Signature
block if present to the required Trading Role

CONTI NUED . . .
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Fi gure 19 Brand Dependent O fer Docunment Exchange
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Note, a Consumer identifies a Brand Dependent O fer Document
Exchange, by the absence of an Offer Response Block in the first |OIP
Message.

MESSAGE PROCESSI NG GUI DELI NES
On receiving a TPO | OTP Message (see below), the Consuner may either

0 generate and send a TPO Sel ection | OTP Message back to the
Mer chant, or

o indicate failure to continue with the | OTP Transaction by sendi ng
a Cancel Block back to the Merchant containing a Status Conponent
with a StatusType of Offer, a ProcessState of Failed and the
Compl etionCode (see section 7.16.4) set to either: ConsCancelled
or Unspecified.

On receiving a TPO Sel ection | OTP Message (see bel ow) the Merchant
may either:

0 generate and send an Offer Response | OTP Message back to the
Consuner, or

o indicate failure to continue with the I OTP Transaction by sendi ng
a Cancel Bl ock back to the Consumer containing a Status Conponent
with a StatusType of Ofer, a ProcessState of Failed and the
Compl eti onCode (see section 7.16.4) set to either: MerchCancelled
or Unspecified.

On receiving an O fer Response | OTP Message (see bel ow) the Consuner
may either:

0 generate and send the next | OIP Message in the I OTP transaction
and send it to the required Trading Role. This is dependent on the
| OTP Transaction, or

o indicate failure to continue with the | OTP Transaction by sendi ng
a Cancel Block back to the Merchant containing a Status Conponent
with a StatusType of Ofer, a ProcessState of Failed and the
Compl etionCode (see section 7.16.4) set to either: ConsCancelled
or Unspecified.

If the Merchant receives an | OTP Message contai ning a Cancel bl ock
then the Consuner is likely to go to the Cancel Net Locn specified on
the Trading Role Elenent in the O ganisation Conponent for the

Mer chant .
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I f the Consumer receives an | OTP Message contai ning a Cancel bl ock
then the information contained in the | OTP Message shoul d be reported
to the Consumer but no further action taken.

9.1.2.2 Brand Independent O fer Document Exchange
In a Brand | ndependent O fer Docunent Exchange the TPO Bl ock and the
O fer Response Block are sent together by the Merchant to the
Consuner, i.e. there is one | OTP Message that contains both a TPO
Bl ock, and an O fer Response Bl ock.

The nessage flowis illustrated by the di agram bel ow

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Consuner
|  Merchant
STEP | |
1. Consuner decides to trade and sends to the Merchant

information (e.g., using HTM.) that enables the Merchant
to create an offer,

C-->MOUOfer information - outside scope of |OTP

2. Mer chant deci des whi ch paynent brand protocols,
currenci es and anounts apply, places then in a Brand Li st
Conponent inside a TPO Bl ock, creates an O fer Response
contai ning details about the I OTP Transaction i ncl uding
price, etc., optionally signs it and sends to Consuner

C <-- MTPO & OFFER RESPONSE. |otpMsg: Trans Ref Bl ock; Signature
Bl ock; TPO Bl ock; O fer Response Bl ock

3. | OTP aware application started. Consumer selects the
payment brand, paynent protocol and currency/anount to
use. Records selection in a Brand Sel ecti on Conponent,
checks offer is OK, conbines the Brand Sel ection
Conponent with information fromthe TPO Bl ock and O fer
Response Bl ock to create the next | OTP Message for the
Transaction and sends it together with the Signature
Block if present to the required Tradi ng Rol e.

CONTI NUED . . .
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Figure 20 Brand | ndependent O fer Exchange
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Note that a Brand | ndependent O fer Docunent Exchange al ways occurs
when only one paynent brand, protocol and currency/anmount is being
offered to the Consunmer by the Merchant. It is also likely to, but

will not necessarily, occur when multiple brands are being offered,
the Paynent Handler is the sane, and all brands use the sane set of
pr ot ocol s.

Note that the TPO Bl ock and the O fer Response Bl ock can be sent in

separate | OTP nessages (see Brand Dependent O fer Docunent Exchange)
even if the Ofer Response Bl ock does not change. However this

i ncreases the nunber of messages in the transaction and is therefore
likely to increase transaction response tines.

| OTP aware applications supporting the Consuner Tradi ng Rol e nust
check for the existence of an Ofer Response Block in the first |OIP
Message to determ ne whether the O fer Docunment Exchange is brand
dependent or not.

MESSACE PROCESSI NG GUI DELI NES

On receiving a TPO and O fer Response | OTP Message (see below), the
Consuner may either:

0 generate and send the next | OIP Message in the I OTP transaction
and send it to the required Trading Role. This is dependent on the
| OTP Transaction, or

o indicate failure to continue with the | OTP Transaction by sendi ng
a Cancel Block back to the Merchant containing a Status Conponent
with a StatusType of Ofer, a ProcessState of Failed and the
Compl eti onCode (see section 7.16.1) set to either: ConsCancelled
or Unspecified.

If the Merchant receives an | OTP Message contai ning a Cancel bl ock
then the Consuner is likely to go to the Cancel Net Locn specified on
the Trading Role Elenent in the O ganisation Conponent for the

Mer chant .

9.1.2.3 TPO | OTP Message
The TPO | OTP Message is only used with a Brand Dependent O fer
Docunent Exchange. Apart froma Transacti on Reference Bl ock (see

section 3.3), this message consists of just a Tradi ng Protocol
Options Block (see section 8.1) which is described bel ow.
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TPO ( TRADI NG PROTOCOL OPTI ONS) BLOCK

The Tradi ng Protocol Options Block (see section 8.1) nust contain the
foll owi ng Tradi ng Conponents:

0 one Protocol Options Conponent which defines the options which
apply to the whole I OTP Transaction. See Section 7. 1.

0 one Brand List Conponent (see section 7.7) for each Paynent in the
| OTP Transaction that contain one or nore paynent brands and
protocols which may be selected for use in each paynent

0 Organi sation Conponents (see section 7.6) with the foll ow ng
rol es:

- Merchant who is making the offer

- Consuner who is carrying out the transaction

- the PaynentHandl er(s) for the paynment. The "I D' of the Paynent
Handl er Organi sati on Conponent is contained within the PhO gRef
attri bute of the Paynment Conponent

If the I OTP Transaction includes a Delivery then the TPO Bl ock nust
al so contain:

0 Organisation Conponents with the follow ng rol es:
- DeliveryHandl er who will be delivering the goods or services

- DelivTo i.e. the person or Organisation which is to take
delivery

AUTHENTI CATI ON STATUS AND SI GNATURE BLOCKS

If the OFfer Docunent Exchange was preceded by an Authentication
Docunent Exchange, then the TPO | OTP Message may al so contain

0 an Authentication Status Bl ock (see section 8.6), and

0 an optional Signature Block (Authentication Status) Sighature
Bl ock

See section 9.1.1.4 Authentication Status | OTP Message for nore
details.
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9.1.2.4 TPO Sel ection | OTP Message

The TPO Sel ection |1 OTP Message is only used with a Brand Dependent
O fer Docunment Exchange. Apart from a Transacti on Reference Bl ock
(see section 3.3), this nmessage consists of just a TPO Sel ecti on
Bl ock (see section 8.1) which is described bel ow.

TPO SELECTI ON BLOCK
The TPO Sel ection Bl ock (see section 8.2) contains:

0 one Brand Sel ection Conponent (see section 7.8) for use in a
| ater Paynment Exchange. It contains the results of the consuner
sel ecting a Paynment Brand, Paynent Protocol and currency/anount
fromthe list provided in the Brand List Conponent.

9.1.2.5 Ofer Response | OTP Message
The O fer Response | OTP Message is only used with a Brand Dependent
O fer Docunment Exchange. Apart from a Transacti on Reference Bl ock
(see section 3.3), this nmessage consists of:
0o an Ofer Response Block (see section 8.1) and
0 an optional Signhature Block (see section 8.16).

OFFER RESPONSE BLOCK

The O fer Response Bl ock (see section 8.3) contains the follow ng
conponents:

0 one Status Conponent (see section 7.16) which indicates the status
of the Ofer Response. The ProcessState attribute should be set to
Conmpl et edCk

o one Order Conponent (see section 7.5) which contains details about
the goods and services which are bei ng purchased or the financi al
transaction which is taking place

0 one or nore Paynent Conponent(s) (see section 7.9) for each
paynment which is to be nmade

0 zero or one Delivery Conponents (see section 7.13) containing
details of the delivery to be made if the I OTP Transacti on
i ncludes a delivery

0o zero or nore Trading Role Data Conponents (see section 7.17) if
requi red by the Merchant.
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SI GNATURE BLOCK ( OFFER RESPONSE)

If the Authentication Status Block is being digitally signed then a

Si gnature Bl ock nust be included that contains a Signature Conponent

(see section 7.19) with Digest Elenments for the foll owi ng XM

el enent s:

If the Ofer Response is being digitally signed then a Signature

Bl ock nust be included that contains a Signature Conponent (see

section 7.19) with Digest Elenents for the following XM. el enents:

o the Transaction Reference Bl ock (see section 3.3) for the | OTP
Message that contains information that describes the | OTP Message
and |1 OTP Transacti on

o the Transaction Id Conponent (see section 3.3.1) which globally
uni quely identifies the | OTP Transacti on

o the foll owing conmponents of the TPO Bl ock

- the Protocol Options Conmponent, and

- the Brand List Conponent

- all the Organisation Conmponents present
o the foll owing conponents of the Ofer Response Bl ock

- the Order Conponent

- all the Paynent Conponents present

- the Delivery Conponent if present

- any Tradi ng Rol e Data Conponents present

9.1.2.6 TPO and O fer Response | OTP Message

The TPO and O fer Response | OTP Message is only used with a Brand
| ndependent O f er Docunent Exchange. Apart from a Transaction
Ref erence Bl ock (see section 3.3), this nessage consists of:
0 a Trading Protocol Options Block (see section 8.1)

0o an Ofer Response Block (see section 8.1) and

0 an optional Signhature Block (see section 8.16).
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TPO ( TRADI NG PROTOCOL OPTI ONS) BLOCK

This is the same as the Tradi ng Protocol Options Bl ock described in
TPO | OTP Message (see section 9.1.2.3).

OFFER RESPONSE BLOCK

This the sane as the Ofer Response Block in the Ofer Response | OTP
Message (see section 9.1.2.5).

AUTHENTI CATI ON STATUS

If the OFfer Docunent Exchange was preceded by an Authentication
Docunent Exchange, then the TPO and Ofer Response | OTP Message nay
al so contain an Authentication Status Bl ock (see section 8.6).

SI GNATURE BLOCK

This is the sanme as the Signature Block in the Ofer Response | OTP
Message (see section 9.1.2.5) with the addition that:

o if the Ofer Docunent Exchange is Brand Dependent then the
Si gnature Conponent in the Signature Bl ock additionally contains a
Di gest Element for the Brand Sel ecti on Conponent contained in the
TPO Sel ection Bl ock

o if the Ofer Docunent Exchange was preceded by an Authentication
Docunent Exchange then the Signature Conponent in the Signature
Bl ock additionally contains a Digest Elenment for the
Aut henti cation Status Bl ock

9.1.3 Paynment Docunent Exchange

The Paynent Docunment Exchange is a direct inplenentation of the |ast
part of a Payment Tradi ng Exchange (see section 2.2.2) after the
Brand has been selected by the Consuner. A Paynent Exchange consists
of :

0 the Consuner requesting that a paynent starts by generating
Paynment Request | OTP Message using information from previous | OTP
Messages in the Transaction and then sending it to the Paynent
Handl er

o the Paynent Handl er and the Consuner then swappi ng Paynent

Exchange | OTP Messages encapsul ati ng paynment protocol nessages
until the paynment is conplete, and finally
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0 the Paynent Handl er sending a Paynent Response | OTP Message to the
Consuner containing a receipt for the paynent.

The | OTP Messages which are involved are illustrated by the diagram
bel ow.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Consuner

| Paynent

| Handl er
STEP | |
1. Consuner generates Pay Request Bl ock encapsulating a
payment protocol nessage if required and sends to Paynent
Handl er with the Signature Block if present

C --> P PAYMENT REQUEST. |otpMsg: Trans Ref Bl ock; Signature
Bl ock (optional); Pay Request Bl ock

2. Paynment Handl er processes Pay Request Bl ock, checks
optional signature and starts exchangi ng paynent protocol
nmessages encapsul ated in a Pay Exchange Bl ock, with the
Consuner

C <-> P PAYMENT EXCHANGE. |otpMsg: Trans Ref Bl ock; Pay Exchange
Bl ock

3. Consuner and Paynment Handl er keep on exchangi ng Paynent
Exchange bl ocks until eventually paynent protocol
nmessages finish so Paynment Handl er creates a Pay Recei pt
Conponent inside a Pay Response Bl ock, and an optional
Si gnature Conponent inside a Signature Bl ock, sends them
to the Consuner and stops.

C <-- P PAYMENT RESPONSE. |otpMsg: Trans Ref Bl ock; Signature
Bl ock (optional); Pay Response Bl ock

4. Consuner checks Paynent Response is OK. Optionally keeps
information on | OTP Transaction for record keeping
pur poses and either stops or creates the next |QOIP
message for the Transaction and sends it together with
the Signature Block, if present, to the required Trading
Rol e
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Fi gure 21 Paynment Docunent Exchange
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9.1.3.1 Message Processing Quidelines

On receiving a Paynent Request | OTP Message, the Paynent Handl er
shoul d check that they are authorised to carry out the Paynment (see
section 6 Digital Signatures). They may then either:

0 generate and send a Paynent Exchange | OTP Message back to the
Consuner, if nore paynent protocol nessages need to be exchanged,
or

0 generate and send a Paynment Response | OTP Message if the exchange
of paynent protocol nessages is conplete, or

o indicate failure to continue with the Paynment by sending a Cancel
Bl ock back to the Consunmer containing a Status Conponent with a
St atusType of Payment, a ProcessState of Failed and the
Compl eti onCode (see section 7.16.4) set to either: BrandNot Supp
Cur r Not Supp, Paynt Cancel | ed, AuthError, InsuffFunds,
I nst Brandl nval i d, 1 nstNotValid, Badlnstrunent or Unspecified.

On receiving a Paynent Exchange | OTP Message, the Consumer nay
ei t her:

0 generate and send a Paynent Exchange Message back to the Paynent
Handl er or

o indicate failure to continue with the Paynment by sending a Cancel
Bl ock back to the Paynent Handl er containing a Status Component
with a StatusType of Paynent, a ProcessState of Failed and the
Compl etionCode (see section 7.16.2) set to either: ConsCancelled
or Unspecified.

On receiving a Paynent Exchange | OTP Message, the Paynment Handl er may
ei t her:

0 generate and send a Paynent Exchange | OTP Message back to the
Consuner, if nore paynent protocol nessages need to be exchanged,
or

0 generate and send a Paynment Response | OTP Message if the exchange
of paynent protocol nessages is conplete, or

o indicate failure to continue with the Paynment by sending a Cancel
Bl ock back to the Consunmer containing a Status Conponent with a
St atusType of Payment, a ProcessState of Failed and the
Compl eti onCode (see section 7.16.2) set to either: Paynt Cancelled
or Unspecified.

Bur det t I nf or mat i onal [ Page 205]



RFC 2801 | OTP/ 1.0 April 2000

On receiving a Paynent Response | OTP Message, the Consumer nay
ei ther:

0 generate and send the next | OIP Message in the |IOTP transaction
and send it to the required Trading Role. This is dependent on the
| OTP Transacti on,

0 stop, since the | OIP Transaction has ended, or

o indicate failure to continue with the | OTP Transaction by sendi ng
a Cancel Block back to the Merchant containing a Status Conponent
with a StatusType of Paynent, a ProcessState of Failed and the
Compl eti onCode (see section 7.16.1) set to either: ConsCancelled
or Unspecified.

I f the Consumer receives an | OTP Message contai ning a Cancel bl ock
then the information contained in the | OTP Message shoul d be reported
to the Consunmer but no further action taken.
I f the Paynment Handl er receives an | OTP Message contai ning a Cance
bl ock, then the Consuner is likely to go to the Cancel NetLocn
specified on the Trading Role Elenent in the O gani sati on Conponent
for the Paynent Handl er from which any further action nay take place.
If the Merchant receives an | OTP Message contai ning a Cancel bl ock
then the Consumer shoul d have conpl eted the paynent but not
continuing with the transaction for some reason. In this case the
Consurer is likely to go to the Cancel Net Locnh specified on the
Trading Role Elenent in the Organisation Conponent for the Merchant
fromwhich any further action may take pl ace.

9.1. 3.2 Paynent Request | OTP Message

Apart froma Transaction Reference Bl ock (see section 3.3), this
nmessage consists of:

0 a Paynment Request Bl ock, and

0 an optional Signature Bl ock

PAYMENT REQUEST BLOCK

The Paynent Request Bl ock (see section 8.7) contains:

o0 the following conmponents copied fromthe Ofer Response Block from
the preceding O fer Docunent Exchange:

- the Status Conponent
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(0]

- the Paynent Conponent for the paynment which is being carried
out

the foll owi ng components fromthe TPO Bl ock

- the Organisation Conponents with the roles of Merchant and for
the Paynent Handl er that is being sent the Paynent Request Bl ock

- the Brand List Conponent for the paynent, i.e. the Brand List
referred to by the BrandLi stRef attribute on the Paynent
Conponent

one Brand Sel ecti on Conponent for the Brand List, i.e. the Brand
Sel ecti on Conmponent where BrandLi stRef attribute points to the
Brand List. This conponent can be either:

- copied fromthe TPO Sel ection Block if the paynment was preceded
by a Brand Dependent O fer Docunent Exchange (see section
9.1.2.1), or

- created by the Consuner, containing the paynment brand, paynent
protocol and currency/anount selected fromthe Brand List, if
the paynent was preceded by a Brand | ndependent O fer Docunent
Exchange (see section 9.1.2.2)

an optional Paynment Schenme Conponent (see section 7.10) if
requi red by the paynent nmethod used (see the Paynent Met hod
suppl enment to determine if this is needed).

zero or nore Trading Role Data Conponents (see section 7.17).

Not e that:

(0]

(0]

(0]

if there is nore than one Paynent Conponents in an O fer Response
Bl ock, then the second paynent is the one within the Ofer
Response Bl ock that contains a StartAfter attribute (see section
7.9) that identifies the Paynment Conponent for the first paynent

the Paynment Handler to include is identified by the Brand

Sel ecti on Conponent (see section 7.8) for the paynment. Al so see
section 6.3.1 Check Request Bl ock sent Correct Organisation for an
expl anati on on how Paynment Handl ers are identified

the Brand List Conponent to include is the one identified by the
BrandLi st Ref attribute of the Paynment Conponent for the identified
paynment
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o the Brand Sel ection Conponent to include fromthe O fer Response
Bl ock is the one that contains an BrandLi stRef attribute (see
section 3.5) which identifies the Brand List Conponent for the
second paynent.

SI GNATURE BLOCK ( PAYMENT REQUEST)

If the either the preceding Ofer Docunent Exchange included an Ofer

Response Signature (see section 9.1.2.5 Ofer Response | OIP Message),

or a precedi ng Paynent Exchange included a Paynent Response Signature

(see section 9.1.3.4 Paynent Response | OTP Message) then they should

both be copied to the Signature Block in the Paynment Request | OTP

Message.

9.1.3.3 Paynment Exchange | OTP Message

Apart froma Transaction Reference Bl ock (see section 3.3), this
nmessage consists of just a Payment Exchange Bl ock.

PAYMENT EXCHANGE BLOCK

The Paynent Exchange Bl ock (see section 8.8) contains:

0 one Paynent Schene Conponent (see section 7.10) which contains
paynment nethod specific data. See the Paynment Method suppl enent
for the paynent method being used to determ ne what this should
cont ai n.

9.1. 3.4 Paynent Response | OTP Message

Apart froma Transaction Reference Bl ock (see section 3.3), this
nmessage consists of:

0 a Paynent Response Bl ock, and

0 an optional Signature Bl ock

PAYMENT RESPONSE BLOCK

The Paynent Response Bl ock (see section 8.9) contains:

0 one Paynent Recei pt Conponent (see section 7.11) which contains

schene specific data which can be used to verify the paynent
occurred
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0o

(0]

one Payment Schene Conponent (see section 7.10) if required which
contai ns paynment nethod specific data. See the Payment Method
suppl ement for the paynent nethod being used to determ ne what
this should contain

an optional Payment Note Conponent (see section 7.12)

zero or nore Trading Role Data Conponents (see section 7.17).

SI GNATURE BLOCK ( PAYMENT RESPONSE)

If a signed Paynent Receipt is being provided, indicated by the

Si gnedPayRecei pt attribute of the Paynment Conponent being set to
True, then the Signature Block should contain a Signature Conponent
whi ch contains Digest Elenents for the foll ow ng:

(0]

the Transacti on Reference Bl ock (see section 3.3) for the | OIP
Message which contains the first usage of the Paynment Response

Bl ock,

the Transaction Id Conponent (see section 3.3.1) within the
Transacti on Reference Bl ock that globally uniquely identifies the
| OTP Transacti on,

the Paynent Recei pt Conponent fromthe Paynment Response Bl ock

the Paynent Note Conponent fromthe Paynent Response Bl ock,

the ot her Components referenced by the PayRecei pt NaneRef s
attribute (if present) of the Paynent Recei pt Conponent,

the Status Conponent fromthe Paynment Response Bl ock,

any Tradi ng Rol e Data Conponents in the Paynment Response Bl ock
and

all the Signature Conponents contained in the Paynment Request
Bl ock if present.

9.1.4 Delivery Docunent Exchange

The Delivery Docunment Exchange is a direct inplenentation of a
Del i very Tradi ng Exchange (see section 2.2.3). It consists of:

(0]

the Consuner requesting a Delivery by generating Delivery Request
| OTP Message using information from previous | OTP Messages in the
Transaction and then sending it to the Delivery Handl er
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0 the Delivery Handl er sending a Delivery Response | OTP Message to
the Consuner containing details about the Handler’s response to
the request together with an optional signature.

The nessage flowis illustrated by the di agram bel ow.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Consuner

| Delivery
| Handl er
STEP | |
1. Consuner generates Delivery Request Block and sends it to

the Delivery Handler with the Signature Block if present

C --> D DELI VERY REQUEST. |otpMsg: Trans Ref Bl ock; Signature
Bl ock; Delivery Request Bl ock

2. Del i very Handl er checks the Status and O der Conponents
in the Delivery Request and the optional Signatures,
creates a Delivery Response Bl ock, sends to the Consumner
and stops.

C <-- D DELI VERY RESPONSE. |otpMsg: Trans Ref Bl ock; Signature
Bl ock; Delivery Response Bl ock

3. Consuner checks Delivery Response Bl ock and optiona
Signature Block are OK. Optionally keeps information on
| OTP Transaction for record keeping purposes and stops.

k_k_Kk_k_Kk_Kk_Kk_K_Kk_*_Kh_Kk_*_Kh_K*_K_Kk_Kk_K _Kk_*_K _K*_*_Kh_K*_*_Kk_*_*_*k_*_*_%_=%

Figure 22 Delivery Docunment Exchange
9.1.4.1 Message Processing Cuidelines

On receiving a Delivery Request | OTP Message, the Delivery Handl er
shoul d check that they are authorised to carry out the Delivery (see
section 6 Digital Signatures). They may then either:

0 generate and send a Delivery Response | OTP Message to the
Consuner, or

o indicate failure to continue with the Delivery by sending a Cancel
Bl ock back to the Consunmer containing a Status Conponent with a
StatusType of Delivery, a ProcessState of Failed and the
Compl eti onCode (see section 7.16.4) set to either: DelivCancel ed,
or Unspecified.
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On receiving a Delivery Response | OTP Message, the Consunmer shoul d
just stop since the I OIP Transaction is conplete.

I f the Consuner receives an | OTP Message contai ning a Cancel bl ock
then the information contained in the | OTP Message shoul d be reported
to the Consunmer but no further action taken.

9.1.4.2 Delivery Request |OTP Message
The Delivery Request | OIP Message consists of:

0 a Delivery Request Bl ock, and

0 an optional Signature Bl ock

DELI VERY REQUEST BLOCK

The Delivery Request Block (see section 8.10) contains:

o0 the following conmponents copied fromthe Ofer Response Bl ock
- the Status Conponent (see section 7.16)

- the Order Conmponent (see section 7.5)

- the Organisation Conponent (see section 7.6) with the roles of:
Merchant, DeliveryHandl er and DeliverTo

- the Delivery Conponent (see section 7.13)
o the follow ng Conponent fromthe Paynent Response Bl ock
- the Status Conponent (see section 7.16).
0o zero or nore Trading Role Data Conponents (see section 7.17).
SI GNATURE BLOCK ( DELI VERY REQUEST)
If the preceding O fer Docunent Exchange included an O fer Response
Si gnature or the Payment Docunent Exchange included a Paynent
Response Signature, then they should both be copied to the Signature
Bl ock.
9.1.4.3 Delivery Response | OTP Message

The Delivery Response | OTP Message contains a Delivery Response Bl ock
and an optional Signature Bl ock.
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DELI VERY RESPONSE BLOCK

The Delivery Response Bl ock contai ns:

0o

(0]

(0]

one Delivery Note Conponent (see section 7.15) which contains
delivery instructions about the delivery of goods or services

i n3 SI GNATURE BLOCK ( DELI VERY RESPONSE)

The Signature Bl ock should contain one Signature Conmponent that
contains Digest elenments that refer to

the Transaction Id Conponent (see section 3.3.1) of the |IOIP
nmessage that contains the Delivery Response Signature

the Transacti on Reference Bl ock (see section 3.3) of the | OTP
Message that contains the Delivery Response Signature

the Consuner Delivery Data conmponent contained in the Delivery
Request Bl ock (if any)

the Signature Components contained in the Delivery Request Bl ock
(i f any)

the Status Conponent

the Delivery Note Component

9.1.5 Paynent and Delivery Docunent Exchange

The Paynent and Delivery Docunment Exchange is a conbination of the
| ast part of the Paynent Tradi ng Exchange (see section 2.2.2) and a
Del i very Tradi ng Exchange (see section 2.2.3). It consists of:

(0]

(0]

(0]

the Consuner requesting that a paynent starts by generating
Paynment Request | OTP Message using information from previous | OTP
Messages in the Transaction and then sending it to the Paynent
Handl er

the Paynent Handl er and the Consumer then swappi ng Paynent
Exchange |1 OTP Messages encapsul ati ng paynment protocol nessages
until the paynment is conplete, and finally

the Paynent Handl er sending to the Consuner in one | OTP Message:

- a Paynent Response Bl ock containing a receipt for the paynent,
and
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- a Delivery Response Bl ock containing details of the goods or
services to be delivered

The | OTP Messages which are involved are illustrated by the diagram
bel ow.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
Consuner

| Paynent
| Handl er
STEP | |
1. Consuner generates Pay Request Bl ock encapsulating a

payment protocol nessage if required and sends to Paynent
Handl er with the Signature Block if present

C --> P PAYMENT REQUEST. |otpMsg: Trans Ref Bl ock; Signature
Bl ock; Pay Request Bl ock

2. Paynment Handl er processes Pay Request Bl ock, checks
optional signature and starts exchangi ng paynment protocol
nmessages encapsul ated in a Pay Exchange Bl ock, with the
Consuner

C <-> P PAYMENT EXCHANGE. |otpMsg: Trans Ref Bl ock; Pay Exchange
Bl ock

3. Consuner and Paynment Handl er keep on exchangi ng Paynent
Exchange bl ocks until eventually paynent protocol
nmessages finish so Paynment Handl er creates a Pay Recei pt
Conponent inside a Pay Response Bl ock, and an optional
Si gnature Conmponent inside a Signature Bl ock, then uses
information fromthe O fer Response Bock to create a
Del i very Response Bl ock and sends both to the Consuner
and stops.

C <-- P PAYMENT RESPONSE & DELI VERY RESPONSE. |otpMsg: Trans Ref
Bl ock; Signature Bl ock; Pay Response Bl ock; Delivery
Response Bl ock

4. Consuner checks Paynent Response and Delivery Response
Bl ocks are OK. Optionally keeps information on | OTP
Transaction for record keepi ng purposes and either stops
or creates the next | OTP nmessage for the Transaction and
sends it together with the Signature Block, if present,
to the required Tradi ng Role
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Fi gure 23 Paynment and Delivery Docunent Exchange
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The Delivery Response Bl ock and the Paynent Response Bl ock may be
conbi ned into the sane | OTP Message only if the Paynment Handl er has
the informati on avail able so that she can send the Delivery Response
Block. This is likely to, but will not necessarily, occur when the
Merchant, the Paynment Handl er and the Delivery Handl er Roles are
conbi ned.

The Del i vAndPayResp attri bute of the Delivery Conponent (see section
7.13) contained within the Ofer Response Bl ock (see section 8.3) is
set to True if the Delivery Response Bl ock and the Paynent Response

Bl ock are conmbined into the sane | OTP Message and is set to False if
the Delivery Response Bl ock and the Paynent Response Bl ock are sent

in separate | OTP Messages.

9.1.5.1 Message Processing Cuidelines

On receiving a Paynent Request | OTP Message or a Paynent Exchange
| OTP Message, the Paynment Handl er should carry out the sanme actions
as for a Paynent Docunent Exchange (see section 9.1.3.1).

On receiving a Paynent Exchange | OTP Message, the Consumer shoul d
al so carry out the sanme actions as for a Paynment Docunent Exchange
(see section 9.1.3.1).

On receiving a Paynent Response and Delivery Response | OTP Message
then the I OTP Transaction is conplete and should take no further
action.

I f the Consumer receives an | OTP Message contai ning a Cancel bl ock
then the information contained in the | OTP Message shoul d be reported
to the Consumer but no further action taken.

I f the Paynment Handl er receives an | OTP Message contai ning a Cance

bl ock, then the Consuner is likely to go to the Cancel NetLocn
specified on the Trading Role Elenent in the O gani sati on Conponent
for the Paynent Handl er from which any further action nay take place.

If the Merchant receives an | OTP Message contai ning a Cancel bl ock
then the Consumer shoul d have conpl eted the paynent but not
continuing with the transaction for some reason. In this case the
Consurer is likely to go to the Cancel Net Locnh specified on the
Trading Role Elenent in the O ganisation Conmponent for the Merchant
fromwhich any further action may take pl ace.

9.1.5.2 Paynent Request | OIP Message

The content of this nessage is the sane as for a Paynent Request | OTP
Message in a Paynment Docunent Exchange (see section 9.1.3.2).
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9.1.5.3 Paynment Exchange | OTP Message

The content of this nessage is the sane as for a Paynent Exchange
| OTP Message in a Paynment Docunent Exchange (see section 9.1.3.3).

9.1.5.4 Paynent Response and Delivery Response | OTP Message
The content of this nessage consists of:
0 a Paynment Response Bl ock
0 an optional Signature Bl ock (Paynent Response), and
0 a Delivery Response Bl ock
PAYMENT RESPONSE BLOCK
The content of this block is the same as the Paynent Response Bl ock
in the Paynent Response | OTP Message associated with a Paynent
Docunent Exchange (see section 9.1.3.4).
SI GNATURE BLOCK ( PAYMENT RESPONSE)
The content of this block is the same as the Signature Bl ock (Paynent
Response) in the Paynment Response | OTP Message associated with a
Payment Document Exchange (see section 9.1.3.4).
DELI VERY RESPONSE BLOCK
The content of this block is the sanme as the Delivery Response Bl ock
in the Delivery Response | OTP Message associated with a Delivery
Docunent Exchange (see section 9.1.4.3).

9.1.6 Baseline Authentication | OTP Transaction
A Baseline Authentication | OTP Transaction may occur at any tine
bet ween any of the Trading Roles involved in | OTP Transactions. This
means it could occur:
0 before another | OTP Transaction
o at the sanme time as another |OIP Transaction
o0 independently of any other |OIP Transacti on.
The Baseline Authentication | OTP Transaction consists of just an

Aut henti cati on Docunment Exchange (see section 9.1.1) as illustrated
by the di agram bel ow.
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Apri |

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

| AUTHENTI CATI ON |

| BRAND | NDEPENDENT |

| BRAND DEPENDENT |

I

I

I

I

|

| OFFER | | OFFER | |
____________________________________ |

I

I

I

I

|

| PAYMENT | | PAYMENT W TH | |

| (first) | | DELI| VERY | |
_______________________ |

I

I

|

| DELI VERY | | PAYMENT | |
| | | {second)| I
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Fi gure 24 Baseline Authentication |IOTP Transaction
Exanpl e uses of the Baseline Authentication | OTP Transaction include:

0 when the Baseline Authentication | OIP Transaction takes place as
an early part of a session where strong continuity exists. For
exanpl e, a Financial Institution could:

- set up a secure channel using [SSL/TLS]) with a custoner

(e.g.,
- authenticate the custoner using the Baseline Authentication
| OTP Transaction, and then
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- provide the custonmer with access to account information and
other services with the confidence that they are comuni cating
with a bona fide custoner.

o0 as a neans of providing a Merchant role with O ganisation
Components that contain infornmation about Consuner and DelivTo
Tradi ng Rol es

0 so that a Consuner nmay authenticate a Paynent Handl er before
starting a paynent.

9.1.7 Baseline Deposit |IOTP Transaction

The Baseline Deposit | OIP Transaction supports the deposit of
el ectronic cash with a Financial Institution.

Note: The Financial Institution has, in |OIP term nol ogy, a role of
nmerchant in that a service (i.e. a deposit of electronic cash) is
being offered in return for a fee, for exanple bank charges of sone
kind. The term"Financial Institution” is used in the diagrans and in
the text for clarity.

The Baseline Deposit | OIP Transaction consists of the follow ng
Document Exchanges:

0 an optional Authentication Docunment Exchange (see section 9.1.1)
o an Ofer Docunent Exchange (see section 9.1.2), and
0 a Paynment Docunent Exchange (see section 9.1.3).

The way in which these Docunment Exchanges nmay be conbi ned together is
illustrated by the di agram bel ow.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

I
| | AUTHENTI CATI ON |
I

\Y \Y \Y \Y
| BRAND | NDEPENDENT | | BRAND DEPENDENT |
| OFFER | OFFER |
I I
I I
I I
| ___________________
\Y \Y
| PAYMENT | | PAYMENT W TH |
| (first) | |  DELI VERY
I
|
| DELI VERY | | PAYMENT | |
I I | {second)| I
I
I
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Fi gure 25 Baseline Deposit | OIP Transaction

See section 9.1.12 "Valid Conbi nati ons of Docunent Exchanges" to
determ ne whi ch conbi nati on of docunent exchanges apply to a
particul ar instance of an | OTP Transaction

Note that:
0 a Merchant (Financial Institution) nmay be able to accept a deposit
in several different types of electronic cash although, since the

Consuner role that is depositing the electronic cash usually knows
what type of cash they want to deposit, it is usually constrained
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in practice to only one type. However, there nmay be several
different protocols which may be used for the sane "brand" of
el ectronic cash. In this case a Brand Dependent O fer may be
appropriate to negotiate the protocol to be used.

the Merchant (Financial Institution) nmay use the results of the
authentication to identify not only the consunmer but also the
account to which the paynent is to be deposited. If no single
account can be identified, then it nmust be obtai ned by other
nmeans. For exanpl e:

the consuner coul d specify the account nunber prior to the
Basel i ne Deposit | OIP Transaction starting, or

t he consumer coul d have been identified earlier, for exanple
usi ng a Baseline Authentication |IOTP Transaction, and an
account selected froma list provided by the Financi al

I nstitution.

The Baseline Deposit | OIP Transaction w thout an Authentication
Docunent Exchange ni ght be used:

if a previous |OIP transaction, for exanple a Baseline

Wt hdrawal or a Baseline Authentication, authenticated the
consuner, and a secure channel has been nmintained, therefore
the authenticity of the consumer is known

if authentication is achieved as part of a proprietary paynent
protocol and is therefore included in the Paynment Docunent
Exchange

if authentication of the consunmer has been achi eved by sone
ot her means outside of the scope of |OIP, for exanple, by using
a pass phrase, or a proprietary banking software sol ution

9.1.8 Baseline Purchase | OTP Transacti on

The Basel i ne Purchase | OTP Transaction supports the purchase of goods
or services using any paynment nmethod. It consists of the follow ng
Document Exchanges:

(0]

(0]

an optional Authentication Docunent Exchange (see section 9.1.1)

an O fer Docunment Exchange (see section 9.1.2)

ei t her:

Bur det t

a Paynment Docunent Exchange (see section 9.1.3) followed by
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Apri |

- a Delivery Docunent Exchange (see section 9.1.4)
0 a Paynent Docunent Exchange only, or

0 a conbined Paynent and Delivery Docunent Exchange (see section
9.1.5).

The ways in which these Docunment Exchanges are conbined is
illustrated by the di agram bel ow.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

I

I

I

I

|

| OFFER | | OFFER | |

____________________________________ |

I I | I

| | |

I [ I

| e |- |

v % % % |

_______________________ |

PAYMENT | | PAYMENT W TH | |

| (first) | | DELI VERY | |

_______________________ |

I I I

----------------------------- | |

: o |

| DELI VERY | | PAYMENT | | | |

I I | {second) | I I I

------------------- | | |

I I I v
---------------------------------------------- > STOP
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See section 9.1.12 "Valid Conbi nati ons of Docunent Exchanges" to
determ ne whi ch conbi nati on of docunent exchanges apply to a
particul ar i nstance of an | OTP Transacti on.

9.1.9 Baseline Refund | OTP Transacti on
I n business terns the refund process typically consists of:

0 a request for a refund being made by the Consuner to the Merchant,
typically supported by evidence to denonstrate:

- the original trade took place, for exanple by providing a
receipt for the original transaction

- using sonme type of authentication, that the consuner requesting
the refund is the consumer, or a representative of the
consuner, who carried out the original trade

- the reason why the nmerchant should nake the refund

0 the nerchant agreeing (or not) to the refund. This nay invol ve
some negoti ati on between the Consunmer and the Merchant, and, if
the nmerchant agrees,

o a refund paynent by the Merchant to the Consuner.

The Baseline Refund |1 OTP Transacti on supports a subset of the above,
specifically it supports:

o stand al one authentication of the Consunmer using a separate
Basel i ne Aut hentication |IOTP Transaction (see section 9.1.6)

o a refund paynent by the Merchant to the Consuner using the
foll owing two Tradi ng Exchanges:

- an optional Authentication Docunment Exchange (see section
9.1.1)

- an Ofer Docunent Exchange (see section 9.1.2), and
- a Paynent Docunment Exchange (see section 9.1.3).

The ways in which these Docunment Exchanges are conbined is
illustrated by the di agram bel ow.
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I
|
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I
|
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Fi gure 27 Baseline Refund | OTP Transaction

A Baseline Refund | OTP Transaction wi thout an Authenticati on Docunent
Exchange mni ght be used:

0 when authentication of the consuner has been achi eved by sone
ot her means, for exanple, the consumer has entered sonme previously
supplied code in order to identify herself and the refund to which
the code applies. The code coul d be supplied, for exanple on a web
page or by e-nmil
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0 when a previous | OTP transaction, for exanple a Baseline
Aut henti cati on, authenticated the consuner, and a secure channel
has been nmi ntai ned, therefore the authenticity of the consuner is
known and therefore the previously agreed refund can be
i dentified.

0 when the authentication of the consuner is carried out by the
Paynment Handl er using a paynment schene authentication algorithm

9.1.10 Baseline Wthdrawal | OTP Transacti on

The Baseline Wthdrawal | OTP Transaction supports the withdrawal of
el ectronic cash froma Financial Institution.

Note: The Financial Institution has, in |OIP term nol ogy, a role of
merchant in that a service (i.e. a withdrawal of electronic cash) is
being offered in return for a fee, for exanple bank charges of sone
kind. The term"Financial Institution” is used in the diagrans and in
the text for clarity.

The Baseline Wthdrawal | OIP Transaction consists of the foll ow ng
Document Exchanges:

0 an optional Authentication Docunment Exchange (see section 9.1.1)
o an Ofer Docunent Exchange (see section 9.1.2), and
0 a Paynment Docunent Exchange (see section 9.1.3).

The way in which these Docunment Exchanges nmay be conbi ned together is
illustrated by the di agram bel ow.
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Fi gure 28 Baseline Wthdrawal |OTP Transaction
Note that:

0 a Merchant (Financial Institution) nmay be able to of fer w thdrawal
of several different types of electronic cash. In practice usually
only one formof electronic cash may be offered. However, there
may be several different protocols which may be used for the sane
"brand" of electronic cash.
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the Merchant (Financial Institution) nmay use the results of the
authentication to identify not only the consunmer but also the
account fromwhich the withdrawal is to be nade. If no single
account can be identified, then it nmust be obtai ned by other
nmeans. For exanpl e:

- the consuner could specify the account nunber prior to the
Baseline Wthdrawal | OIP Transaction starting, or

- the consuner could have been identified earlier, for exanple
usi ng a Baseline Authentication |IOTP Transaction, and an
account selected froma list provided by the Financi al
I nstitution.

a Baseline Wthdrawal without an authentication m ght be used:

- if a previous |IOTP transaction, for exanple a Baseline Deposit
or a Baseline Authentication, authenticated the consuner, and a
secure channel has been mai ntained, therefore the authenticity
of the consuner is known

- if authentication is achieved as part of a proprietary paynent
protocol and is therefore included in the Paynment Docunent
Exchange

- if authentication of the consuner has been achi eved by sone
ot her means, for exanple, by using a pass phrase, or a
proprietary banking software sol ution

9. 1. 11 Baseline Value Exchange | OTP Transacti on

The Basel i ne Val ue Exchange Transacti on uses Paynment Docunent
Exchanges to support the exchange of value in one currency obtained
usi ng one paynment nethod with value in the same or another currency
usi ng the sane or anot her paynent nethod. Exanples of its use

i ncl ude:

o electronic cash advance on a credit card. For exanple the first
paynment could be a "dollar SET Paynent" using a credit card with
the second paynent being a downl oad of Visa Cash e-cash in
dol | ars.

o foreign exchange using the same paynment nethod. For exanple the
paynment coul d be an upload of Mondex value in British Pounds and
the second a downl oad of Mondex val ue in Euros
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o foreign exchange using different paynent nethods. For exanple the
first paynment could be a SET paynment in Canadian Dollars followed
a downl oad of GeldKarte in Deutchmarks.

The Basel i ne Val ue Exchange uses the foll owi ng Docunent Exchanges:

0 an optional Authentication Docunment Exchange (see section 9.1.1)

o an O fer Docunent Exchange (see section 9.1.2), which provides
details of what values and currencies will be exchanged, and

o two Paynent Document Exchanges (see section 9.1.3) which carry out
the two paynents invol ved.

The way in which these Docunment Exchanges nmay be conbi ned together is
illustrated by the di agram bel ow.
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Fi gure 29 Basel i ne Val ue Exchange | OTP Transacti on
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The Basel i ne Val ue Exchange | OTP Transaction occurs in two basic
forns:

o0 Brand Dependent Val ue Exchange. Were the content of the offer,
for exanple the rate at which one formof value is exchanged for
anot her, is dependent on the paynent brands and protocols sel ected
by the consuner, and

o Brand I ndependent Val ue Exchange. \Were the content of the offer
i s not dependent on the paynent brands and protocol s sel ected.

Note: In the above the role is a Merchant even though the

Organi sation carrying out the Val ue Exchange may be a Bank or sone
other Financial Institution. This is because the Bank is acting as a
merchant in that they are nmaking an of fer which the Consunmer can

ei ther accept or decli ne.

The TPO Bl ock and O fer Response Bl ock nay only be conbined into the
sane | OTP Message if the content of the Ofer Response Bl ock does not
change as a result of selecting the paynent brands and paynent
protocols to be used in the Val ue Exchange.

BASELI NE VALUE EXCHANGE SI GNATURES

The use of signatures to ensure the integrity of a Baseline Val ue
Exchange is illustrated by the diagram bel ow.

Bur det t I nf or mat i onal [ Page 229]



RFC 2801

| OTP/ 1.0

Apri |

2000

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

Si gnature gener at ed
by Merchant ensures
integrity of the Ofer

Si gnat ure generated by
the Paynent Handl er of
the first paynment binds
Pay Receipt for the first
payrment to the O fer

Si gnat ure generated by
the Paynent Handl er of
the second paynent binds
the second paynment to the
first paynment and therefore
to the Ofer

| ot pMsg (TPO)

- Trans Ref Bl ock

- Signature Bl ock

- TPO Bl ock

- O fer Response Bl ock

| ot pMsg (Pay Resp 1)
- Trans Ref Bl ock
- Signature Bl ock
- Pay Response Block 1

| ot pMsg (Pay Resp 2)

Trans Ref Bl ock
Si gnature Bl ock <------
Pay Response Bl ock 2

MERCHANT

PAYMENT
HANDLER

PAYMENT
HANDLER
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Fi gure 30 Baseline Val ue Exchange Signatures

9.1.12 Valid Conbi nati ons of Docunent Exchanges

The following diagramillustrates the data conditions in the various
| OTP nessages whi ch can be used by a Consurer Trading Role to
det erm ne whet her the conbi nati on of Document Exchanges are valid.

* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*

START
I
%
Aut h Request Bl ock in
first | OTP Message ?
| = FALSE
v
O fer Response Block in
first | OTP Message ?
| =TRUE | =FALSE
I I
I I
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| e TPO & O fer Response
Bl ocks in last | OTP Msg
| =TRUE | =FALSE
| \%
-—-- TPO Bl ock only if
| ast | OTP Message

I
I
I
I
I
| of Authentication
I
v

|
| | =TRUE | =FALSE
v v v |
| BRAND | NDEPENDENT | | BRAND DEPENDENT |
| OFFER | | OFFER |
I I
Vv Vv

O fer Response Bl ock contains
Del i very Conponent ?
| =FALSE | =TRUE
--- v
Val ue of DelivAndPayResp
attribute of Delivery Conponent ?
| =FALSE =TRUE

| PAYMENT | | PAYMENT W TH |
| (first) | |  DELI VERY

O fer and Response Block contains ~  -------------- >
Del i very Conponent ?
| =TRUE | =FALSE
| v
Two Paynment Conponents
present in O fer Response Bl ock?

| =TRUE | =FALSE
___________________ |
| DELI VERY | | PAYMENT | |
| | | {second)| I
I I I v
---------------------------------------------- > STOP
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Figure 31 Valid Conbi nati ons of Document Exchanges
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1) If first 10OTP Message of an | OTP Transaction contains an
Aut henti cati on Request then:

a) | OTP Transaction includes an Authentication Docunent Exchange
(see section 9.1.1). (Note 1)

b) If the last |1 OTP Message of the Authentication Docunent
Exchange includes a TPO Bl ock and an O fer Response Bl ock then:

i) 10OTP Transaction includes a Brand I ndependent O fer Docunent
Exchange (see section 9.1.2.2). (Note 2)

c) Oherwise, if the last | OTP Message of the Authentication
Exchange includes a TPO Bl ock but NO O fer Response Bl ock,
t hen:

i) 10TP Transaction includes a Brand Dependent O fer Docunent
Exchange (see section 9.1.2.1). (Note 2)

d) Otherwi se (Authentication Status | OTP Message of the
Aut henti cati on Docunment Exchange contains neither a TPO Bl ock
but nor an O fer Response Bl ock)

i) 10OTP Transaction consists of just an Authentication Docunent
Exchange. (Note 3)

2) O herwise (no Authentication Request in first |IOIP Message):

e) |1 OTP Transacti on does not include an Authentication Docunent
Exchange (Note 2)

f)y If first | OTP Message contains an O fer Response Bl ock, then:

i) the I OTP Transaction contains a Brand | ndependent O fer
Docunent Exchange (Note 2)

g) Oherwise (no Ofer Response Block in first | OIP Message):

i) the I OTP Transaction includes a Brand Dependent O fer
Docunent Exchange (Note 2)

3) If an Ofer Response Block exists in any | OTP nmessage then:
h) If the Ofer Response Block contains a Delivery Conmponent then:

i) If the DelivAndPayResp attribute of the Delivery Conponent
is set to True, then:
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(1) the IOTP Transaction consists of a Paynent And Delivery
Docunent Exchange (see section 9.1.5) (Note 4)

ii) otherwi se (the DelivAndPayResp attribute of the Delivery
Component is set to Fal se)

(1) the IOTP Transaction consists of a Paynment Docunent
Exchange (see section 9.1.3) followed by a Delivery
Docunent Exchange (see section 9.1.4) (Note 4)

i) otherwise (the Ofer Response Bl ock does not contain a Delivery
Conponent)

i) if the Ofer Response Block contains just one Paynent
Component, then:

(1) the IOTP Transaction contains just one Paynent Docunent
Exchange (Note 5)

ii) if the Ofer Response Bl ock contains two Paynment Conponents,
t hen:

(1) the IOTP Transaction contains two Paynment Document
Exchanges. The StartAfter attribute of the Paynent
Components is used to indicate which paynment occurs
first (Note 6)

iii) if the Ofer Response Bl ock contains no or nore than two
Paynment Conponents, then there is an error

4) O herwise (no Ofer Response Block) there is an error.

The following table indicates the types of | OIP Transacti ons which
can validly have the conditions indicated above.

Not e | OTP Transaction Validity

1. Any Payment and Aut hentication | OTP Transacti on

2. Any Paynment and Authentication | OTP Transacti on except Baseline
Aut henti cation

3. Either Baseline Authentication, or a Baseline Purchase, Refund,
Deposit, Wthdrawal or Val ue Exchange with a failed Authentication

4. Baseline Purchase only

5. Baseline Purchase, Refund, Deposit or Wthdrawal
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6. Baseline Val ue Exchange only
9.1.13 Conbi ni ng Aut hentication Transactions with other Transactions

In the previous sections an Authenticati on Docunent Exchange is shown
precedi ng an O fer Docunent Exchange as part of a single |IOTP
Transaction with the sane | OTP Transaction |d.

It is also possible to run a separate Authentication Transaction at
any point, even in parallel with another |1 OTP Transaction. Typically
this will be used:

o0 by a Consuner to authenticate a Merchant, Paynent Handl er or a
Del i very Handl er, or

o by a Paynment Handl er or Delivery Handler to authenticate a
Consuner.

In outline the basic process consists of:

o the Trading Role that decides it wants to carry out an
aut henti cation of another role suspends the current |OTP
transaction being carried out

0 a stand-al one Authentication transaction is then carried out. This
may, at inplenmenter’s option, be linked to the original |OIP
Transaction using a Rel ated To Conponent (see section 3.3.3) in
the Transacti on Reference Bl ock.

o if the Authentication transaction is successful, then the original
| OTP Transaction is restarted

o if the Authentication fails then the original |OIP Transaction is
cancel | ed.

For exampl e, a Consumner coul d:

0o authenticate the Paynment Handl er for a Paynent between receiving
an OFfer Response froma Merchant and before sendi ng the Paynent
Request to that Paynent Handl er

0o authenticate a Delivery Handler for a Delivery between receiving
the Paynent Response from a Paynment Handl er and before sending the
Del i very Request

A Payment Handl er coul d authenticate a Consuner after receiving the
Payment Request and before sending the next Paynent rel ated nessage.
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A Delivery Handl er could authenticate a Consumer after receiving the
Del i very Request and before sending the Delivery Response.

Not e: Sone Payment Methods may carry out an authentication within the
Paynment Exchange. In this case the information required to carry out

the authentication will be included in Paynment Schene Conponents.

In this instance | OTP aware application will not be aware that an

aut henti cati on has occurred since the Paynent Schene Conponents that

contain authentication request information will be indistinguishable

from ot her Paynment Scheme Conponents.

9.2 Infrastructure Transactions
Infrastructure Transactions are designed to support inquiries about
whet her or not a transaction has succeeded or a Trading Role’'s
servers are operating correctly. There are two types of transaction:
0 a Transaction Status Inquiry Transacti on which provides

information on the status of an existing or conplete | OTP
transaction, and
o0 Ping Transaction that enables one | OTP aware application to
determine if the |1 OTP aware application at another Trading Role is
operating and verify whether or not signatures can be handl ed.
Each of these is described bel ow
9.2.1 Baseline Transaction Status Inquiry |IOTP Transaction

The Baseline | OTP Transaction Status Inquiry provides information on
the status of an existing or conplete | OIP transaction

The Tradi ng Bl ocks used by the Baseline Transaction Status Inquiry
Transaction are:

0 an Inquiry Request Trading Block (see section 8.12),
0 an Inquiry Response Tradi ng Bl ock (see section 8.13)
0 an optional Signhature Block (see section 8.16).

The Inquiry I OTP Transaction can be used for a variety of reasons.
For exampl e:

0 to help in resuning a suspended transaction to determine the
current state of processing of one of the other roles,
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o for a nmerchant to determine if a paynent, delivery, etc., was
compl eted. For exanmple, a Consumer night claimthat paynment was
made but no signed | OTP paynent receipt was available to prove it.
If the Merchant mekes an inquiry of the Paynent Handl er then the
Merchant can determi ne whet her or not paynent was nade.

Note: Inquiries on Baseline Ping | OTP Transacti ons (see section
9.2.2) are ignored.

MAKI NG | NQUI R ES OF ANOTHER TRADI NG RCLE

One Trading Role may make an inquiry of any other Trading Role at any
point in tinme.

| OTP aware software that supports the Consumer Trading Role may not:

o digitally sign a response if requested, since it may not have the
capability, or

0 respond to an Inquiry Request at all since it may not be on-Iline,
or may consider that the request is not reasonable since, for
exanpl e, the Request was not digitally signed.

As a gui deline:

0 the Consuner should send a Transaction Status Inquiry Block to a
Trading Role only after the foll owi ng events have occurred:

- to the Merchant, after sending a TPO Sel ection Bl ock

- to the Paynent Handl er, after sending a Paynent Request Bl ock,

- to the Delivery Handler, after sending a Delivery Request Bl ock,
o other Trading Roles should send a Transaction Status Inquiry Bl ock

to the Consumer only after receiving a nessage fromthe Consumer

and before sending the final "Response" nessage to the Consuner

o there are no restrictions on non-Consuner Tradi ng Rol es sending
Inquiries to other trading roles.

TRANSACTI ON STATUS | NQUI RY TRANSPORT SESSI ON
For a Transaction Status Inquiry on an ongoi ng transaction a

different transport session fromthe ongoing transaction is used. For
a Transaction Status lInquiry on a past transaction, how the | OIP
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nodul e on the software at the Trading Role is started upon the
recei pt of Inquiry Request nessage is defined in each Mapping to
Transport suppl enment for |OTP.

TRANSACTI ON STATUS | NQUI RY ERROR HANDLI NG

Errors in a Transaction Status Inquiry can be categorised into one of
the followi ng three cases:

0 Business errors (see section 4.2) in the original (inquired)
nmessages

o Technical errors (see section 4.1) - both I OIP and paynent schene
specific ones - in the original 1OTP (inquired) nessages

0 Technical errors in the nmessage containing the Inquiry Request
Bl ock itself

The followi ng outlines what the software should do in each case
BUSI NESS ERRORS | N THE ORI G NAL MESSAGES

Return an I nquiry Response Bl ock containing the Status Conponent
whi ch was | ast sent to the Consuner Role.

TECHNI CAL ERRORS | N THE ORI G NAL MESSAGES

Return an I nquiry Response Bl ock containing a Status Conponent. The
St at us Conponent should contain a ProcessState attribute set to
ProcessError. In this case send back an Error Bl ock indicating where
the error was found in the original nessage.

TECHNI CAL ERRORS I N THE | NQUI RY REQUEST BLOCK

Return an Error message. That is, send back an Error Bl ock containing
the Error Code (see section 7.21.2) which describes the nature of the
error in the Inquiry Request nessage.

I NQUI RY TRANSACTI ON MESSAGES

The followi ng Figure outlines the Baseline | OTP Transaction Status
| nqui ry process.
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1st Role
| 2nd Role
STEP | |
1. The first role decides to inquire on an | OTP Transacti on

by, for exanple, clicking on the inquiry button of an
| OTP Aware Application. This will then generate an
I nquiry Request Block and send it to the appropriate
Tradi ng Rol e.

1 --> 2 INQU RY REQUEST. |otpMg: TransRef Bl ock; Signature Bl ock
(optional); Inquiry Request Bl ock

2. The Tradi ng Rol e checks the digital signature (if
present). If the recipient wants to respond, then the
Tradi ng Rol e checks the transaction status of the
transaction that is being inquired upon by using the
lotpTranslid in the Transaction | D Conponent of the
Transacti on Reference Bl ock, then generates the
appropriate Inquiry Response Bl ock, sends the nessage
back to the 1st Role and stops

1 <-- 2 INQUIRY RESPONSE. |otpMsg: TransRef Bl ock; Inquiry
Response Bl ock; Signature Block (Optional)

3. First role checks the Inquiry Response Bl ock and optional
sighature, takes whatever action is appropriate or
perhaps stops. This may include displaying status
information to the end user.
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Fi gure 32 Baseline Transaction Status Inquiry

The remai nder of this sub-section on the Baseline Transaction Status
I nquiry 1 OTP Transaction defines the contents of each Tradi ng Bl ock

Note that the term"original transaction" is the transaction which a
trading role wants to discover sone information about.

TRANSACTI ON REFERENCE BLOCK

A Trading Rol e making an inquiry nust use a Transaction |Id Conponent
(see section 3.3.1) where both the lotpTranslid and TransTi meSt anp
attributes are the sanme as in the Transaction |Id Conponent of the
original transaction that is being inquired upon. The lotpTransld
attribute in this conmponent serves as the key in querying the
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transaction | ogs maintained at the Trading Role’s site. The val ue of
the ID attribute of the Message |Id Conponent should be different from
those of any in the original transaction (see section 3.4.1).

If up-to-date status infornation is required then the Msgld
Conponent, and in particular the ID attribute for the Msgld Conponent
must be different fromany other | OTP Message that has been sent by
the Trading Role. This is required because of the way that

| denpotency i s handl ed by | OTP (see section 4.5.2.2 Checking/Handling
Dupl i cate Messages).

| NQUI RY REQUEST BLOCK

The I nquiry Request Block (see section 8.12) contains the foll ow ng
conponent s:

o one Inquiry Type Conponent (see section 7.18). This identifies
whet her the inquiry is on an offer, paynment, or delivery.

0 zero or one Paynent Schenme Conponents (see section 7.10). This is
for encapsul ati ng paynment schene specific inquiry nmessages for
inquiries on a paynent.

S| GNATURE BLOCK (| NQUI RY REQUEST)

If a signature block is present on the message containing the Inquiry

Request Block then it may be checked to deternmine if the Inquiry

Request is authorised.

If present, the Inquiry Request Signature Block (see section 8.12)
contains the foll ow ng conponents:

0 one Signature Conmponent (see section 7.19)
o one or nore Certificate Conmponents, if required.

| nqui ry Response Bl ocks should only be generated if the Transaction
i s authori sed.

Note: Digital signatures on an Inquiry Request is only likely to
occur if the recipient of the request expects the Inquiry Request to
be signed. In this version of 1OTP this will require some kind of
pre-existing agreement. This nmeans that:

0 Consuners are unlikely to generate requests with signatures,
although it is not an error if they do
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0 the other trading roles nmay agree that digital signatures are
requi red. For exanple a Paynent Handler nay require that an
Inquiry Request is digitally signed by the Merchant so that they
can check that the request is valid.

On the other hand if the original transaction to which the Inquiry
rel ates was carried out over a secure channel (e.g., [SSL]) then it
is probably reasonable to presune that if the sender of the Inquiry
knows the Transaction Id conponent of the original nessage (including
for exanple the tinmestanp) then the inquiry is likely to be genuine.

I NQUI RY RESPONSE BLOCK

The I nquiry Response Bl ock (see section 8.13) contains the follow ng
conponent s:

0 one Status Conponent (see section 7.16). This conmponent holds the
status information on the inquired transaction,

0 zero or one Paynent Scheme Conponents. These contain encapsul at ed
paynment schene specific inquiry nessages for inquiries on paynent.

SI GNATURE BLOCK (| NQUI RY RESPONSE)

If a signature block is present on the message containing the Inquiry
Response Bl ock then it may be checked by the receiver of the block to
determne if the Inquiry Response is valid.

If present, the Inquiry Response Signature Bl ock (see section 8.13)
contains the foll ow ng conponents:

0 one Signature Conponent (see section 7.19)
o one or nore Certificate Conponents, if required.

Note: Digital signatures on an Inquiry Response is only likely to
occur if the recipient of the response expects the Inquiry Request to
be signed. In this version of 1OTP this will require some kind of
pre-existing agreement. This nmeans that:

0 Consuners are unlikely to generate responses with signatures,
although it is not an error if they do

0 the other trading roles nmay agree that digital signatures are
requi red. For exanple a Merchant may require that an Inquiry
Response is digitally signed by the Paynment Handl er so that they
can check that the request response is valid.
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9.2.2 Baseline Ping |IOTP Transaction
The purpose of the Baseline |IOTP Ping Transaction is to test basic
connectivity between the Trading Roles that may take part in an | OTP
Transacti on.

It enables | OTP aware application software to:

0 deternmine if the | OTP aware application at another Trading Role is
operating, and

o verify whether or not the two trading roles signatures can be
processed.

For exanmple it can be used by a Merchant to deternmine if a Paynent
Handl er or Delivery Handler is up and running prior to starting a
Purchase transaction that uses those trading roles.

The Tradi ng Bl ocks used by the Baseline Ping | OTP Transaction are:
0 a Ping Request Block (see section 8.14)

0 a Ping Response Bl ock (see section 8.15), and

0 a Signature Block (see section 8.16).

PI NG MESSAGES

The followi ng figure outlines the nmessage flows in the Baseline |OIP
Pi ng Transacti on.
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* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +* +*
1st Role
| 2nd Role
STEP | |
1. The | OTP Aware Application in the first Trading Rol e
deci des to check whether the counterparty |IOIP
application is up and running. It generates a Ping
Request Bl ock and optional Signature Bl ock and sends them
to the second trading role.

1 --> 2 PING REQUEST. |otpMsg: Trans Ref Bl ock; Signature Bl ock
(Optional); Ping Request Bl ock

2. The second Tradi ng Rol e which receives the Ping Request
Bl ock generates a Ping Response Bl ock and sends it back
to the sender of the original Ping Request with a
signature block if required.

1 <-- 2 PING Response. |lotpMsg: Trans Ref Bl ock; Signature Bl ock
(Optional); Ping Response Bl ock

3. The first Tradi ng Rol e checks the Ping Response Bl ock and
takes appropriate action, if necessary

Kk _k_k_Kh_Kk_Kh_Kk_Kk_Kh_K*_*K _Kk_*k_K _K*_K _Kk_*)_K _K*_*K _*_*)_K _Kk_*) _*_*)_* _*k_* _*_*_*_=%
Fi gure 33 Baseline Ping Messages

The verification that signatures can be handled is indicated by the
sender of the Ping Request Bl ock including:

0 Organisation Conponents that identify itself and the intended
reci pient of the Ping Request Bl ock, and

o a Signature Block that signs data in the Ping Request.
In this way the receiver of the Ping Request:

o knows who is sending the Ping Request and can therefore verify the
Signature on the Request, and

o knows who to generate a signature for on the Ping Response.
Note that a Ping Request:

o does not affect any on-going transaction
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o does NOT initiate an | OTP transaction, unlike other |OTP
transacti on nessages such as TPO or Transaction Status |nquiry.

Al'l 1 OTP aware applications nust return a Ping Response nessage to
the sender of a Ping Request nmessage when it is received.

A Baseline | OTP Ping request can also contain an optional Signature
Bl ock. |1 OTP aware applications can, for exanple, use the Signature
Bl ock to check the recipient of a Ping Request can successfully
process and check signatures it has received.

For each Baseline Ping | OTP Transaction, each | OIP rol e shall
establish a different transport session fromother |OIP transactions.

Any | OTP Trading Role can send a Ping request to any other |OIP
Trading Role at any tinme it wants. A Ping nessage has its own
| ot pTranslid, which is different fromother |OTP transacti ons.

The remai nder of this sub-section on the Baseline Ping | OTP
Transacti on defines the contents of each Tradi ng Bl ock.

TRANSACTI ON REFERENCE BLOCK

The lotpTransid of a Ping transaction should be different from any
ot her 1 OTP transaction.

Pl NG REQUEST BLOCK

If the Ping Transaction is anonynous then no O gani sati on Conponents
are included in the Ping Request Block (see section 8.7).

If the Ping Transaction is not anonynous then the Ping Request Bl ock
contai ns Organi sati on Conponents for

0 the sender of the Ping Request Bl ock, and

o0 the verifier of the Signature Conponent

I f Organisation Conponents are present, then it indicates that the
sender of the Ping Request nessage has generated a Sighature Bl ock
The signature block nust be verified by the Tradi ng Rol e that

recei ves the Ping Request Bl ock.

SI GNATURE BLOCK (Pl NG REQUEST)

The Ping Request Signature Block (see section 8.16) contains the
foll owi ng conmponents:

Bur det t I nf or mat i onal [ Page 243]



RFC 2801 | OTP/ 1.0 April 2000

10.

0 one Signature Conmponent (see section 7.19)
o one or nore Certificate Conmponents, if required.
PI NG RESPONSE BLOCK

The Ping Response Bl ock (see section 8.15) contains the follow ng
conponent :

o the Organisation Conponent of the sender of the Ping Response
nessage

If the Ping Transaction is not anonynous then the Ping Response
addi tional ly contai ns:

0 copies of the Organisation Conponents contained in the Ping
Request Bl ock.

SI GNATURE BLOCK ( PI NG RESPONSE)

The Ping Response Signature Bl ock (see section 8.16) contains the
foll owi ng conmponents:

0 one Signature Conmponent (see section 7.19)
o one or nore Certificate Conmponents, if required.

Retrieving Logos
This section describes howto retrieve |ogos for display by | OIP
aware software using the Logo Net Locations attribute contained in
the Brand El enent (see section 7.7.1) and the O gani sati on Conponent

(see section 7.6).

The full address of a logo is defined as follows: Logo_address ::=
Logo_net _|ocation "/" Logo_size Logo_col or_depth ".gif"

Wher e:

0 Logo net location is obtained fromthe LogoNetLocn attribute in
the Brand El enent (see section 7.7.1) or the Organisation
Component. Note that:

- the content of this attribute is dependent on the Transport
Mechani sm (such as HITP) that is used. See the Transport
Mechani sm suppl enent ,
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- inplenenters should check that if the rightnmost character of
Logo Net Location is set to right-slash "/" then another, right
sl ash shoul d not be included when generating the Logo Address,

0 Logo_size identifies the size of the Iogo,

0 Logo_col or_depth identifies the colour depth of the | ogo

o] gif" indicates that the logos are in "gif" fornat
Logo_si ze and Logo_col or _depth are specified by the inplenenter of
the I OTP software that is retrieving the | ogo depending on the size

and col our that they want to use.
1 Logo Size

There are five standard sizes for |ogos. The sizes in pixels and the
correspondi ng values for Logo Size are given in the table bel ow

Size in Logo Size
Pi xel s Val ue

32 x 32 or exsmal

32 x 20

53 x 33 smal

103 x 65 medi um

180 x 114 | ar ge

263 x 166 exl arge

2 Logo Col or Depth

There are three standard col our depths. The col our depth (including
bits per pixel) and the corresponding value for Logo_Col or_Depth are
given in the table bel ow

Col or Depth Logo Col or
(bits per pixel) Dept h Val ue
4 (16 col ors) 4
8 (256 colors) not hi ng

24 (16 mllion colors) 24
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11.

11.

Note that if Logo Color Depth is onitted then a logo with the default
col our depth of 256 colours will be retrieved.

3 Logo Net Location Exanples
If Logo Net Location was set to "ftp://Ilogos. xzpay.com', then

o "ftp://1ogos. xzpay.comnediumgif" would retrieve a medi um si ze
256 col our 1ogo

0o "http://1ogos.xzpay.conm small4.gif" would retrieve a small size 16
col our | ogo

Not e: Organi sati ons which nake | ogos available for use with | OTP
shoul d al ways make avail able "small" and "nedium' size | ogos and use
the "gif" format.

Br ands
Thi s section contains:

o a definition of Brands and an outline of Brand Sel ection using
Brand Lists, and

o sone XM. exanples of Brand Lists
1 Brand Definitions and Brand Sel ection

One of the key features of IOTP is the ability for a nmerchant to
offer a list of Brands fromwhich a consuner may nmake a sel ection
Thi s section provides an overview of what is involved and provides
gui dance on how sel ection of a brand and associ ated paynent

i nstrunent can be carried out by a Consuner. It covers:

o definitions of Payment Instruments and Brands - what are Payment
Instruments and Brands in an | OTP context. Further categorises
Brands as optionally a "Dual Brand" or a "Pronotional Brand”,

o identification and selection of Pronotional Brands - Pronotional
Brands of fer a Consumer sone additional benefit, for exanple
| oyalty points or a discount. This neans that both Consumers and
Merchant nust be able to correctly identify that a valid
Pronotional Brand is being used.

Al so see the follow ng sections:
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0 Brand List Conponent (section 7.7) which contains definitions of
the XML el enents which contain the list of Brands offered by a
Merchant to a Consuner, and

0 Brand Sel ection Conmponent (section 7.8) for details of how a
Consuner records the Brand, currency, anount and paynent protoco
that was sel ect ed.

1.1 Definition of Paynent |nstrunent

A Paynent Instrument is the neans by which a Consumer pays for goods
or services offered by a Merchant. It can be, for exanple:

o acredit card such as MasterCard or Visa;
0o a debit card such as MasterCard' s Maestro;

0 a smart card based el ectronic cash paynent instrunent such as a
Mondex Card, a GeldKarte card or a Visa Cash card

0 a software based el ectronic paynent account such as a Cyber Cash or
Di gi Cash account.

Most Paynent |nstrunents have a nunber, typically an account nunber,
by which the Paynent |nstrunent can be identified.

1.2 Definition of Brand

A Brand is the mark which identifies a particular type of Paynent
Instrument. A list of Brands are the paynment options which are
presented by the Merchant to the Consuner and from which the Consuner
makes a sel ection. Each Brand may have a different Paynent Handl er
Exanpl es of Brands incl ude:

0 paynent association and proprietary Brands, for exanple
Mast er Card, Visa, Anerican Express, Diners Cub, Mndex,
CGel dKarte, CyberCash, etc.

o pronotional brands (see below). These incl ude:

- store brands, where the Paynent Instrunent is issued to a
Consuner by a particular Merchant, for exanple Wal mart, Sears,
or Marks and Spencer (UK)

- cobrands, for exanple American Advantage Visa, where an
Organi sation uses their own brand in conjunction wth,
typically, a paynment association Brand.
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1.3 Definition of Dual Brand

A Dual Brand neans that a single paynment instrunent nay be used as if
it were two separate Brands. For exanple there could be a single
Japanese "UC' MasterCard which can be used as either a UC card or a
regul ar MasterCard. The UC card Brand and the MasterCard Brand coul d
each have their own separate Paynment Handl ers. This neans that:

0 the nerchant treats, for exanple "UC' and "MasterCard" as two
separate Brands when offering a list of Brands to the Consuner,

o the consunmer chooses a Brand, for exanple either "UC' or
" Mast er Car d,

0 the consuner | OTP aware application determn nes which Paynent
Instrunment (s) match the chosen Brand, and selects, perhaps with
user assistance, the correct Payment |nstrunent to use.

Not e: Dual Brands need no special treatnment by the Merchant and
therefore no explicit reference is nade to Dual Brands in the DID
This is because, as far as the Merchant is concerned, each Brand in a
Dual Brand is treated as a separate Brand. It is at the Consuner

that the matching of a Brand to a Dual Brand Paynment |nstrunent needs
to be done.

1.4 Definition of Pronotional Brand

A Pronotional Brand neans that, if the Consumer pays with that Brand,
then the Consumer will receive sone additional benefit which can be
received in two ways:

o at the tinme of purchase. For exanple if a Consuner pays with a
"Wal mart MasterCard" at a Wlmart web site, then a 5% di scount
nm ght apply, which neans the consuner actually pays |ess,

o fromtheir Paynment Instrument (card) issuer when the paynent
appears on their statenent. For exanple loyalty points in a
frequent flyer scheme could be awarded based on the total paynents
made with the Paynent |nstrument since the |ast statenent was
i ssued.

Not e that:

o the first exanple (obtaining the benefit at the tinme of purchase),
requires that:

- the Consuner is inforned of the benefits which arise if that
Brand is sel ected
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- if the Brand is selected, the Merchant changes the rel evant
| OTP Conponents in the Ofer Response to reflect the correct
anount to be paid

o the second (obtaining a benefit through the Paynment | nstrunent
i ssuer) does not require that the Ofer Response is changed

o each Pronotional Brand should be identified as a separate Brand in
the list of Brands offered by the Merchant. For exanpl e:
"Wal mart", "Sears", "Marks and Spencer" and "Anerican Advant age
Vi sa", would each be a separate Brand.

11.1.5 ldentifying Pronotional Brands

There are two probl enms which need to handled in identifying
Pronoti onal Brands:

o how does the Merchant or their Payment Handl er positively identify
the pronotional brand being used at the tinme of purchase

0 how does the Consuner reliably identify the correct pronotiona
brand fromthe Brand List presented by the Merchant

The following is a description of how this could be achieved.

Not e: Pl ease note that the approach described here is a nodel
approach that solves the problem O her equival ent nmethods may be
used.

11.1.5.1 Merchant/ Paynment Handl er Identification of Pronotional Brands

Correct identification that the Consuner is paying using a
Pronotional Brand is inportant since a Consumer might fraudulently
claimto have a Pronotional Brand that offers a reduced paynent
anount when in reality they do not.

Two approaches seem possi bl e:

0 use sone feature of the Paynent |Instrument or the paynent nethod
to positively identify the Brand bei ng used. For example, the SET
certificate for the Brand could be used, if one is available, or

0 use the Paynent Instrument (card) nunber to |look up information
about the Paynment Instrument on a Paynent |nstrunent issuer
dat abase to determine if the Payment Instrunment is a pronotional
br and.
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Not e that:
o the first assunes that SET is avail abl e.

0 the second is only possible if the Merchant, or alternatively the
Paynment Handl er, has access to card issuer information.

| OTP does not provide the Merchant with Paynent |nstrunent
information (e.g., a card or account nunmber). This is only sent as
part of the encapsul ated paynent protocol to a Paynment Handl er. This
nmeans that:

0 the Merchant would have to assune that the Paynment |nstrunent
sel ected was a valid Pronotional Brand, or

o the Paynent Handl er woul d have to check that the Payment
I nstrunent was for the valid Pronotional Brand and fail the
paynent if it was not.

A Paynent Handl er checking that a brand is a valid Pronotional Brand
is nmost likely if the Paynent Handler is also the Card |ssuer.

11.1.5. 2 Consuner Sel ection of Pronotional Brands

Two ways by which a Consumer can correctly select a Pronotional Brand
are:

0 the Consuner visually matching a | ogo for the Pronotional Brand
whi ch has been provided to the Consumer by the Merchant,

0 the Consuner’s | OTP aware application matching a code for the
Pronoti onal Brand whi ch the application has registered agai nst a
simlar code contained in the list of Brands offered by the
Mer chant .

In the latter case, the code contained in the Consuner wall et nust
mat ch exactly the code in the list offered by the Merchant otherw se
no match will be found. Ways in which the Consumer’s | OTP Aware
Application could obtain such a code include:

0 the Consuner types the code in directly. This is error prone and
not user friendly, also the consunmer needs to be provided with the
code. This approach is not recomended,

o using one of the Brand Identifiers defined by | OTP and pre-I| oaded

into the Consuners | OTP Aware application or wallet by the
devel oper of the \Vallet,
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0 using sonme information contained in the software or other data
associated with the Paynent Instrument. This could be:

- a SET certificate for Brands which use this paynment nethod

- a code provided by the paynent software which handl es the
particul ar paynent nethod, this could apply to, for exanple,
CGel dKarte, Mndex, CyberCash and Di gi Cash

0 the consuner naking an initial "manual" |ink between a Pronotional
Brand in the |ist of Brands offered by the Merchant and an
i ndi vi dual Paynent Instrunment, the first tine the pronotional
brand is used. The | OTP Aware application would then "renmenber"
the code for the Pronotional Brand for use in future purchases.

1.5.3 Consuner Software Brand |Id recomendati on

New Brand |l ds are allocated under | ANA procedures (see section 12

| ANA Consi derations). Wich also contains an initial list of Brand

I dentifiers.

It is recoomended that inplenenters of consumer | OTP aware
applications (e.g., software wallets) pre-load their software with
the then current set of Brand Ids and provide a nethod by which they
can be updated. For example, by going to the software devel oper’s web
site.

2 Brand List Exanples

Thi s exanpl e contains three exanples of the XML for a Brand Li st
Conmponent. It covers:

0o a sinple credit card based exanple

0 a credit card based brand list including pronotional credit card
brands, and

0 a conplex electronic cash based brand |i st
Note that:
o brand lists can be as conplex or as sinple as required

o all exanple techniques described in this appendi x can be included
in one brand list.
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11.2.1 Sinple Credit Card Based Exanpl e
This is a sinple exanple involving:
o only major credit card paynent brands
0o a single price in a single currency
0 a single Paynent Handl er, and
0 a single paynent protocol

<BrandLi st | D=" M. 2’
XM.: Lang=" us-en’
Short Desc=" Pur chase book i ncl udi ng s&h’
PayDi recti on="Debit’ >
<Brand I D =" ML. 30’
Br andl d=" Mast er Car d’
BrandNanme=" MasterCard Credit’
Br andLogoNet Locn="ft p:// ot pl ogos. mast ercard. com mast er cardcredit’
Pr ot ocol Anmount Ref s=" ML. 33’ >
</ Brand>
<Brand ID =" M 31’
Br andl d=" Vi sa’
BrandNanme=" Vi sa Credit’
Br andLogoNet Locn="ft p:// ot pl ogos. vi sa. conl vi sacredi t’
Pr ot ocol Anmount Ref s=" ML. 33’ >
</ Brand>
<Brand I D =" ML. 32’
Br andl d=" Amer i canExpr ess’
Br andName=" Arer i can Express’
Br andLogoNet Locn="ft p:// ot pl ogos. anex. coni
Pr ot ocol Amount Refs =" ML. 33' >
</Brand >
<Pr ot ocol Anpunt I D =" M. 33’
PayPr ot ocol Ref =" ML. 35’
Cur rencyAnount Ref s=" ML. 34’ >
</ Pr ot ocol Anmount >
<CurrencyAnount |ID = M. 34’
Amount =" 10. 95’
Curr Code=" USD [/ >
<PayProtocol ID = M. 35’
Pr ot ocol | d=" SCCD1. 0O’
Pr ot ocol Nanme=' Secure Channel Credit/Debit’
PayRegNet Locn="htt p: // ww. exanpl e. confetill/sccdl >
</ PayPr ot ocol >
</ BrandLi st >
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2 Credit Card Brand List Including Pronotional Brands

An exanple of a Credit Card based Brand List follows. It includes:

0o

(0]

two ordinary card association brands and two pronotional credit

card brands. The pronotional brands consist of one |oyalty based
(British Airways MasterCard) which offers additional |oyalty

poi nts and one store based (Walmart) which offers a di scount on

purchases over a certain anount

two payment protocols:
- SET (Secure Electronic Transactions) see [SET], and

- SCCD (Secure Channel Credit Debit) see [ SCCD].

<BrandLi st | D=" ML. 2’
XM.: Lang=" us-en’
Short Desc=" Purchase | adi es coat’
PayDi recti on="Debit’ >
<Brand |ID =" ML.. 3’

Br andl d=" Mast er Car d’

Br andNane=" MasterCard Credit’

Br andLogoNet Locn="ft p:// ot pl ogos. mast er car d. com

Pr ot ocol Anbunt Ref s=" ML. 7 ML. 8" >

<Pr ot ocol Brand Protocol | d=" SET1. 0" Protocol Brandl d=" Master Card: ' >
</ Pr ot ocol Br and>

</ Br and>
<Brand | D =" ML. 4’

Br andl d=" Vi sa’

BrandNane=" Visa Credit’

Br andLogoNet Locn="ft p:// ot pl ogos. vi sa. coni

Pr ot ocol Anbunt Ref s=" ML. 7 ML. 8" >

<Pr ot ocol Brand Protocol | d=" SET1.0" Protocol Brandl d=" Vi sa:’' >
</ Pr ot ocol Br and>

</ Br and>
<Brand |ID =" ML. 5’

Brandl d="Briti shAi rwaysMC

BrandName="British Airways MasterCard’

Br andLogoNet Locn="ft p:// ot pl ogos. britishai rways. co. uk’
BrandNarrative="Double air mles with British Airways MasterCard’
Prot ocol Ambunt Refs =" ML. 7 ML. 8 >

<Pr ot ocol Brand Protocol | d=" SET1. 0’ Protocol Brandl d=" Mast er Card: BA >
</ Pr ot ocol Brand>

</ Brand >
<Brand | D =" ML. 6’

Brandl d=" Wl mart’
Br andNane=" Wl mart Store Card’
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Br andLogoNet Locn="ft p:// ot pl ogos. wal nart. com

BrandNarrative="5%off with your Walmart Card
on purchases over $150
Pr ot ocol Anmount Ref s=" ML. 8’ >
</ Br and>
<Pr ot ocol Anount ID =" ML.. 7’
PayPr ot ocol Ref =" ML. 10’
CurrencyAnmount Ref s=" ML. 9" >
<PackagedCont ent Transf or m=" BASE64" >
238dj qw1298er h18dhoire
</ PackagedCont ent >
</ Pr ot ocol Anmount >
<Pr ot ocol Anount I D =" M. 8
PayPr ot ocol Ref =" ML. 11"
CurrencyAnmount Ref s=" ML. 9" >
<PackagedCont ent Transf or m=" BASE64" >
238dj qw1298er h18dhoire
</ PackagedCont ent >
</ Pr ot ocol Anmount >
<CurrencyAnount ID = M. 9
Anmount =’ 157. 53’
Curr Code=" USD / >
<PayProtocol 1D = M. 10’
Protocol | d=" SET1. 0’
Pr ot ocol Nanme=' Secure El ectronic Transaction Version 1.0
PayRegNet Locn="htt p: //ww. exanpl e.confetill/setl >
<PackagedCont ent Transf or m=" BASE64" >
8ueu26e482hd82he82
</ PackagedCont ent >
</ PayPr ot ocol >
<PayProtocol ID = M. 11’
Pr ot ocol | d=" SCCD1. 0
Pr ot ocol Name=' Secure Channel Credit/Debi't
PayRegNet Locn="htt p: // ww. exanpl e. confetill/sccdl >
<PackagedCont ent Transf or m=" BASE64" >
82hd82he8226e48ueu
</ PackagedCont ent >
</ PayPr ot ocol >
</ Br andLi st >

11. 2.3 Brand Sel ecti on Exanpl e
In order to pay by ’'British Airways’ MasterCard using the exanple
above using SET and therefore getting double air miles, the Brand
Sel ecti on woul d be:

<Br andSel ection | D="Cl. 2’
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Br andLi st Ref =" ML. 3’

Br andRef =" ML. 5’

Pr ot ocol Anbunt Ref =" ML. 7’

CurrencyAnount Ref =" ML. 9° >
</ BrandSel ecti on>

11. 2. 4 Conpl ex El ectronic Cash Based Brand Li st
The following is an fairly conpl ex exanpl e which includes:
0 paynents using either Mondex, Gel dKarte, CyberCash or D gi Cash

o0 in currencies including US dollars, British Pounds, Italian Lira,
Cer man Mar ks and Canadi an Dol | ars

0 a discount on the price if the paynent is made in Mondex using
British pounds or US dollars, and

o nore than one Paynment Handler is used for paynents involving
Mondex or Cyber Cash

0o support for nore than one version of a CyberCash Cyber Coi n paynent
pr ot ocol .

<BrandLi st | D=" M. 2’

XM.: Lang=" us-en’

Short Desc=" Conpany report on XYZ Co’

PayDi recti on="Debit’ >

<Brand I D =" ML. 13’
Br andl d=" Mondex’
Br andNanme=" Mondex El ectroni ¢ Cash’
Br andLogoNet Locn="ft p:// ot pl ogos. nondex. coni
Pr ot ocol Amobunt Ref s=" ML. 17 ML. 18’ >

</ Brand>

<Brand I D =" ML. 14’
Br andl d=" Gel dKarte’
Br andName=" Gel dKarte El ectronic Cash’
Br andLogoNet Locn="ft p:// ot pl ogos. gel dkarte. co. de’
Pr ot ocol Amount Ref s=" ML. 19’ >

</ Brand>

<Brand I D =" ML. 15’
Brandl d=" Cyber Coi n’
Br andName=" Cyber Coi n El etroni ¢ Cash’
Br andLogoNet Locn="htt p:// ot pl ogos. cyber cash. com
Pr ot ocol Amount Refs =" ML. 20" >

</Brand >

<Brand I D =" ML. 16’
Brandl d=" Di gi Cash’
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Br andName=" Di gi Cash El ectroni c Cash
Br andLogoNet Locn="htt p:// ot pl ogos. di gi cash. con
BrandNarrative="5%off with your Walnmart Card
on purchases over $150
Pr ot ocol Anmount Ref s=" ML. 22’ >
</ Brand>
<Pr ot ocol Anpunt ID =" ML.. 17’
PayPr ot ocol Ref =" ML. 31"
CurrencyAmount Ref s=" ML. 25 ML. 29’ >
</ Pr ot ocol Amount >
<Pr ot ocol Anpunt I D =" M. 18’
PayPr ot ocol Ref =" ML. 32’
CurrencyAmount Ref s=" ML. 26 ML. 27 ML. 28 M. 30’ >
</ Pr ot ocol Amount >
<Pr ot ocol Anpunt I D =" M.. 19’
PayPr ot ocol Ref =" ML. 35
Cur rencyAnount Ref s=" ML. 28’ >
</ Pr ot ocol Amount >
<Pr ot ocol Anount I D =" M. 20’
PayPr ot ocol Ref =" ML. 34 ML. 33
CurrencyAmount Ref s=" ML. 23 ML. 24 ML. 27 ML.. 28 ML.. 29 M. 30’ >
</ Pr ot ocol Amount >
<Pr ot ocol Anpunt I D =" M. 21’
PayPr ot ocol Ref =" ML. 36’
CurrencyAmount Ref s=" ML. 23 ML. 24 ML. 27 ML.. 28 ML.. 29 M. 30’ >
</ Pr ot ocol Amount >
<CurrencyAnmount | D =" M. 23
Amount =" 20. 00
Curr Code=" USD / >
<CurrencyAnount |ID = M. 24’
Amount =" 12. 00’
Curr Code=" GBP' / >
<CurrencyAnount | D =" M. 25
Amount =" 19. 50’
Curr Code=" USD / >
<CurrencyAnmount | D =" M. 26
Anmount =" 11. 75
Curr Code=" GBP' / >
<CurrencyAnmount |D =" M. 27
Amount =" 36. 00’
Curr Code=" DEM / >
<CurrencyAnount |D =" M. 28
Amount =" 100. 00’
Curr Code=" FFR / >
<CurrencyAnount | D =" M. 29
Amount =" 22. 00’
Curr Code=" CAD / >
<CurrencyAmount I D =" M. 30
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12.

12.

Amount = 15000

CurrCode="ITL' />
<PayProtocol 1D = M. 31

Protocol | d=" MXvl. 0’

Pr ot ocol Name=' Mondex | OTP Protocol Version 1.0

PayRegNet Locn="htt p: / / ww. nkbankus. confetill/nx’ >
</ PayPr ot ocol >
<PayProtocol ID =" M. 32

Protocol | d=" MXvl. 0’

Pr ot ocol Name=' Mondex | OTP Protocol Version 1.0

PayRegNet Locn=" htt p: / / ww. nkbankuk. conf vserver’ >
</ PayPr ot ocol >
<PayProtocol |ID =" M. 33

Prot ocol I d=" Ccashvl. O’

Pr ot ocol Nanme=' Cyber Coin Version 1.0’

PayRegNet Locn="htt p: // ww. cyber cash. com ccoin’ >
</ PayPr ot ocol >
<PayProtocol 1D = M. 34’

Pr ot ocol | d=" CCashv2. 0’

Pr ot ocol Nanme=' Cyber Coi n Version 2.0’

PayRegNet Locn="htt p: // ww. cyber cash. com ccoin’ >
</ PayPr ot ocol >
<PayProtocol |ID =" M. 35

Protocol | d=" Gkvl. 0’

Pr ot ocol Nane=' Gel dKarte Version 1.0’

PayReqNet Locn="htt p: / / ww. exanpl e. conf pgway’ >
</ PayPr ot ocol >
<PayProtocol ID =" M. 36’

Pr ot ocol | d=" DCashv1. 0’

Pr ot ocol Nanme=" Di gi Cash Protocol Version 1.0

PayRegNet Locn="htt p: / / ww. exanpl e. coni di gi cash’ >
</ PayPr ot ocol >
</ BrandLi st >

| ANA Consi der ati ons

This section describes the codes that are controlled by I ANA and
al so how new codes can be created for testing purposes that are not
control |l ed by | ANA

1 Codes Controlled by | ANA

To help ensure interoperability, there is a need for codes used by
| OTP to be nmaintained in a controlled environment so that their
meani ng and usage are wel| defined and duplicate codes avoi ded.
[ANA] is the mechanismto be used for this purpose as described in
RFC 2434.
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The el enent types and attributes names to which this procedure
applies is shown in the table below together with the initial val ues
that are valid for these attributes

Note that:

0 the IETF Trade nmailing list’s email address is ietf-
trade@l i st x. com

0 "Designated Experts" (see [IANA]) are appointed by the | ESG

El ement Type/ Attribute Val ues

Attribute Nane
Al gorithm "shal" - indicates that a [SHAl] authentication
Nane will apply
(When Al gorithm
is achild of an "signature" - indicates that authentication
Aut hReq consi sts of the generation of a digital signature.
Conponent)

"Pay: ppp" where "ppp" may be set to any valid
val ue for "iotpbrand" (see bel ow)

Wth the exception of Algorithns that begin with
"pay:", new values are allocated foll owi ng review
on the IETF Trade nmailing list and by the
Desi gnat ed Expert.
Not e: The Algorithmelenent is likely to be eventually defined
within the [DSIG nane space. It is likely that the maintenance
procedure defined here nmay need to vary over time, as the DSIG
proposal s becone nore wi dely adopt ed.

El enent Type/ Attribute Val ues
Attribute Nane

Brand/ Brandl d The following list of initial Brandlds have been
taken fromthose O ganisations that have applied
for SET certificates as at 1st June 1999:
"Amex" - Anerican Express
"Dankort" - Dankort
"JCB" - JCB

"Maestro" - Maestro
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“"Master Card" - WMasterCard
"Nl COS" - NI CCS
"VI SA" - Visa

In addition the followi ng Brand Id val ues are
defi ned:

"Mondex"
"Cel dKart e"

New val ues of Brandld nust be announced to the

| ETF Trade mailing list and, if there are no
objections within three weeks, are allocated on a
"first cone first served" basis.

Cur r encyAnount / Currency codes are dependent on CurrCodeType (see
Curr Code bel ow) .

I f CurrCodeType is "ISO4217-A" then the currency
code is an al phabetic currency code as defined by
[1SD4217] .

I f CurrCodeType is "IOIP" then new val ues nust be
announced to the IETF Trade mailing list and, if
there are no objections within three weeks, are
all ocated on a "first conme first served" basis.

Not e: The Currency Code Type of IOIP, is designed to allow the
support of "new' psuedo currencies such as loyalty or frequent flyer
points. At the tine of witing this specification, no currency codes
of this type have been defi ned.

El enent Type/ Attribute Val ues
Attribute Nane
Cur r encyAnount / "1 SO4217- A"
Curr CodeType
n I OI'PII

New val ues of CurrCodeType attribute are all ocated
follow ng review on the I ETF Trade mailing |i st
and by the Designated Expert.

Del i ver yDat a/ "Post"
Del i vMet hod
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PackagedCont ent /
Cont ent

Rel at edTo/
Rel ati onshi pType

El ement Type/
Attribute Nane

St at us/
St at usType

Bur det t
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n \Mbll
"Emai | "

New val ues of Delivery Method attribute are

al l ocated follow ng review on the | ETF Trade

mai ling list and by the Designated Expert. This
may require the publication of additional
docunentation to descri be how the delivery nethod
i s used.

" PCDATA"
n M hEII

"M ME: mi netype" (where ninetype nmust be the sane
as content-type as defined by [M Mg )

n XM_II

If the Content attribute is of the form
"M ME"mi netype", then control of new val ues for
"mmetype" is as defined in [ M ME]

O herwi se, new val ues of the Content attribute are
all ocated follow ng review on the | ETF Trade

mai ling list and by the Designated Expert. This
may require the publication of additional
docunentation to describe how the new attribute is
used within a Packaged Content el enent.

"l ot pTransacti on”

"Ref erence"

New val ues of the Rel ationshipType attribute are

al l ocated follow ng review on the | ETF Trade

Wrking Goup nailing list and by the Designated

Expert. This may require the publication of

addi ti onal docunentation to describe how the
Attribute Val ues

delivery nmethod is used.

Ofer

Paynent
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Del i very
Aut henti cati on
Uni dentifi ed

New val ues of the Status Type attribute are
al | ocated foll ow ng:

0 publication to the | ETF Trade Wrki ng G oup,
of an RFC describing the Tradi ng Exchange,
Tradi ng Rol es and associ ated conponents t hat
relate to the Status, and

o review of the docunent on the | ETF Trade
mai ling |ist and by the Designated Expert.

descri bing new val ues for the Status Type

attri bute may be conbined with docunents that describe new Trading

Rol es and types of

Tr adi ngRol e/
Tr adi ngRol e

Not e: The document
attri bute nmay be

El ement Type/
Attribute Nane

Bur det t

signatures (see bel ow).

"Consuner"

"Merchant"

" Paynent Handl er"

"Del i veryHandl er"

"DelivTo"

"Cust Car e"

New val ues of the Trading Role attribute are
al |l ocated foll ow ng:

0 publication to the | ETF Trade Wrki ng G oup,
of an RFC describing the Tradi ng Exchange,
Tradi ng Rol es and associ ated conmponents t hat
relate to the Trading Role, and

o review of the docunent on the | ETF Trade
mai ling |ist and by the Designated Expert.

descri bing new values for the Trading Role

Attri bute Val ues
combi ned with docunments that describe

new Status Types (see above) and
types of signatures (see bel ow).

I nf or mat i onal [ Page 261]



RFC 2801 | OTP/ 1.0 April 2000

Transl d/ "Basel i neAut henti cati on"
| ot pTransType
"Basel i neDeposi t"

"Basel i nePur chase"
"Basel i neRef und"
"Basel i neWt hdr awal "
"Basel i neVal ueExchange"
"Basel i nel nquiry"
"Basel i nePi ng"
New val ues of the lotpTransType attribute are
al |l ocated foll ow ng:
o publication to the IETF Trade mailing list, of
an RFC describing the new | OTP Transaction, and
o review of the docunent on the | ETF Trade
Wrking Goup mailing list and by the
Desi gnat ed Expert.
Attribute/ Content
(see Signature
"Of f er Response”
Conponent) " Paynment Response”
"Del i ver yResponse"
"Aut henti cati onRequest "
"Aut henti cati onResponse"
"Pi ngRequest "
"Pi ngResponse"
New val ues of the code that define the type of a
signature are allocated foll ow ng:
0 publication to the | ETF Trade Wrki ng G oup,
of an RFC describing the Tradi ng Exchange where
the signature is being used, and

o review of the docunent on the | ETF Trade
mai ling |ist and by the Designated Expert.
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El enent Type/ Attribute Val ues
Attribute Nane

Not e: The docunent describing new values for the types of signatures
may be combined with docunents that describe new Status Types and
Tradi ng Rol es (see above).

12.2 Codes not controlled by | ANA
In addition to the fornmal devel opment and registration of codes as
descri bed above, there is still a need for devel opers to experiment
usi ng new | OTP codes. For this reason, "user defined codes" may be
used to identify additional values for the codes contained wthin
this specification without the need for themto be registered with
| ANA.
The definition of a user defined code is as foll ows:
user_defined_code ::= ( "x-" | "X-" ) NaneChar (NanmeChar)*

NaneChar NanmeChar has the same definition as the [ XM]
definition of NaneChar

Use of dommin names (see [DNS]) to nmake user defined codes unique is
recommended al t hough this nmethod cannot be relied upon.

13. Internet Open Trading Protocol Data Type Definition

This section contains the XML DID for the Internet Open Trading
Pr ot ocol s.
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<I--
khkkhkhkhhkhkkhkhhkhhkhhkhhkhhkhhkhhkhhkhkhkhdkhdkhdkhkhkhkhkhkhkhkhkhkhkhkhkhkrkhkhkrkrkhkhkik

| NTERNET OPEN TRADI NG PROTOCOL VERSION 1.0 DTD
Filenane: ietf.org/rfc/rfc2801.dtd

Changes from version 07 (iotp-vl.0-protocol-07.dtd)
- NO CHANGES

* 0% X X X X X X X X

Copyright Internet Engineering Task Force 1998-2000*
*

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk*x

RR IR R Ik Sk b b Sk b b b Ik Sk Ik R IR R Ik Ik Ik Sk I Sk Ik S kS I I R Ik Ik Ik Ik Sk b Sk Ik S Ik kI Sk I

* | OTP MESSAGE DEFI NI TI ON *
kkkkhkhhkkhkkhkkhhkhkhkkhhhkhkkhkhhhkkhkikhhkhkhkk hhkhkkhkhhhkkhk khhkkhkikkhhhkhkkikhkikikkhkikhikk*
-->

<! ELEMENT | ot pMessage
( TransRefBI k,
| ot pSi gnat ur es?,
ErrorBl k?,
( Aut hReqgBl k |
Aut hRespBl k |
Aut hSt at usBl k |
Cancel Bl k |
Del i veryReqBl k |
Del i veryRespBl k |
I nqui ryReqBl k |
I nqui ryRespBIl k |
O f er RespBl k |
PayExchBl k |
PayReqBIl k |
PayRespBl k |
Pi ngReqBl k |
Pi ngRespBl k |
TpoBl k |
TpoSel ecti onBl k
)*
) >
<! ATTLI ST | ot pMessage
xm ns CDATA
"iotp:ietf.org/iotp-v1i. 0 >
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<I--
khkkhkhkhhkhkkhkhhkhhkhhkhhkhhkhhkhhkhhkhkhkhdkhdkhdkhkhkhkhkhkhkhkhkhkhkhkhkhkrkhkhkrkrkhkhkik

* TRANSACTI ON REFERENCE BLOCK DEFI NI TI ON *

khkkhkhkhhkhkhkhhkhkhkhdkhhkhhkhdkhhkhhkhkhkhdkhdkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkhkhkik

-->

<! ELEMENT TransRefBl k (Transld, Msgld, RelatedTo*) >
<I ATTLI ST TransRef Bl k
ID I D #REQUI RED >

<| ELEMENT Transld EMPTY >
<I ATTLI ST Transld

I D I D #REQUI RED
Ver si on NMIOKEN #FI XED ' 1. O
| ot pTransl d CDATA  #REQUI RED
| ot pTransType CDATA  #REQUI RED
TransTi neSt anp CDATA  #REQUI RED >

<! ELEMENT Msgld EMPTY >
<! ATTLI ST Msgld

ID I D #REQUI RED
Respl ot pMsg NMTOKEN #| MPLI ED
xmi 1 ang NMITOKEN #REQUI RED
LangPr ef Li st NMTOKENS #1 MPLI ED
Char Set Pref Li st NMIOKENS #1 MPLI ED
Sender Tr adi ngRol eRef NMICKEN #l| MPLI ED
Sof t war el d CDATA  #REQUI RED
Ti meSt anp CDATA  #l MPLI ED >

<! ELEMENT Rel at edTo (PackagedContent) >
<! ATTLI ST Rel at edTo

I D I D #REQUI RED

xmi 1 ang NMITOKEN #REQUI RED

Rel at i onshi pType NMIOKEN #REQUI RED

Rel ati on CDATA  #REQUI RED

Rel nKeyWor ds NMITOKENS #| MPLI ED >
<l--
kkhkkhkkkhkhkkhkhkkhkhkhkhkhkkhkhhkhkhkhkhkkhkhhkhkhkkhkhkkhkhhkikkhkhkkhkhkkhkikkhkhkkhkkkikkk*
* Packaged Content Common El enent *

RR IR R Ik Sk b Sk Ik b b b Ik Sk Ik R IR R Ik Sk Ik kI Sk Ik S kI Sk S kI Rk Ik Sk Ik Ik S Ik kI Ik Ik kI ki

-->
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<! ELEMENT PackagedCont ent (#PCDATA) >
<! ATTLI ST PackagedCont ent

Nane CDATA #! MPLI ED

Cont ent NMIOKEN " PCDATA"

Transf or m ( NONE| BASE6G4) "NONE" >

<l--
kkhkkhkkkhkhkkhkhkkhkhkhkhkkhkhhkhkhkhkhkkhkhhkhkhkhkhkkhkhhkikkhkhkkhkkhkikkkhkkhkkkikkk*
* TRADI NG COVPONENTS *

kkhkkhkkkhkhkkhkhkkhkhkhkhkkhkhhkhkhkhkhkkhkhhkhkhkkhkhkkhkhhkhkkhkhkkhkhkikkhkhkkkhkkkikkk*
-->

<l-- PROTOCOL OPTI ONS COVPONENT - - >

<! ELEMENT Pr ot ocol Opti ons EMPTY >

<! ATTLI ST Pr ot ocol Opti ons

ID I D #REQUI RED
xmi 1 ang NMITOKEN #REQUI RED
Short Desc CDATA  #REQUI RED
Sender Net Locn CDATA  #l MPLI ED
Secur eSender Net Locn CDATA #l MPLI ED
SuccessNet Locn CDATA  #REQUI RED >

<! -- AUTHENTI CATI ON DATA COMPONENT - - >
<! ELEMENT Aut hReq (Al gorithm PackagedContent*)>
<! ATTLI ST Aut hReq

ID I D #REQUI RED

Aut henti cationld CDATA  #REQUI RED

Content Softwareld CDATA  #l MPLI ED >

<! -- AUTHENTI CATI ON RESPONSE COMPONENT - - >
<! ELEMENT Aut hResp (PackagedContent*) >
<! ATTLI ST Aut hResp
ID I D #REQUI RED
Aut henti cationld CDATA  #REQUI RED
Sel ect edAl gori t hnRef NMIOKEN #REQUI RED
Content Softwareld CDATA  #l MPLI ED >

<!-- TRADI NG ROLE | NFO REQUEST COVPONENT - - >
<! ELEMENT Tr adi ngRol el nf oReq EMPTY>
<! ATTLI ST Tr adi ngRol el nf oReq

I D | D #REQUI RED

Tr adi ngRol eLi st NMIOKENS #REQUI RED >

<! -- ORDER COVPONENT - ->
<! ELEMENT Order (PackagedContent*) >
<I ATTLI ST Order

ID I D #REQUI RED
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xm : | ang
Orderldentifier
Short Desc
CkFrom

CkTo

Appl i cabl eLaw

| OTP/ 1.0

NMIOKEN #REQUI RED

CDATA
CDATA
CDATA
CDATA
CDATA

Cont ent Sof t warel d CDATA

#REQUI RED
#REQUI RED
#REQUI RED
#REQUI RED
#REQUI RED
#| MPLI ED >

<! -- ORGANI SATI ON COVPONENT - - >

<! ELEMENT Org (Tradi ngRol e+,
Per sonNane?,

<IATTLIST Og
I D
xm : | ang
Ogld
Legal Nanme
Short Desc
LogoNet Locn

<! ELEMENT Tr adi ngRol e EMPTY

I D #REQUI RED
NMIOKEN #REQUI RED
CDATA  #REQUI RED
CDATA  #l MPLI ED
CDATA  #l MPLI ED
CDATA  #| MPLI ED >

<! ATTLI ST Tr adi ngRol e
I D | D#REQUI RED
NMITOKEN #REQUI RED
NMITOKEN #REQUI RED

Tr adi ngRol e

| ot pMsgl dPrefi x
Cancel Net Locn
Error Net Locn
Error LogNet Locn

CDATA
CDATA

CDATA

\Y

#| MPLI ED
#| MPLI ED

#| MPLI ED >

<! ELEMENT Cont act!| nfo EMPTY >
<! ATTLI ST Contactl nfo
NMIOKEN #| MPLI ED

xm : | ang
Tel

Fax

Emai |

Net Locn

CDATA
CDATA
CDATA
CDATA

#| MPLI ED
#| MPLI ED
#| MPLI ED
#| MPLI ED >

<! ELEMENT Per sonNane EMPTY >

<I ATTLI ST Per sonNane

xm : | ang
Title

G venNare
Initials
Fam | yName

Bur det t

NMIOKEN #1 MPLI ED

CDATA
CDATA
CDATA
CDATA

#| MPLI ED
#| MPLI ED
#| MPLI ED
#| MPLI ED >

| nf or mat i onal

Cont act | nfo?,
Post al Addr ess?) >
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<! ELEMENT Post al Addr ess EMPTY >
<! ATTLI ST Post al Addr ess

xmi 1 ang NMTOKEN #l MPLI ED
Addr essLi nel CDATA #| MPLI ED
Addr essLi ne2 CDATA #| MPLI ED
CtyO Town CDATA #| MPLI ED
St at eOr Regi on CDATA  #l MPLI ED
Post al Code CDATA  #l MPLI ED
Country CDATA  #l MPLI ED

Legal Location (True | False) ’'False >

<I-- BRAND LI ST COVMPONENT -->

<! ELEMENT Br andLi st (Brand+, Protocol Anount +,
CurrencyAnount +, PayProtocol +) >

<! ATTLI ST Br andLi st

I D | D #REQUI RED
xmi 1 ang NMITOKEN #REQUI RED
Short Desc CDATA  #REQUI RED

PayDirection (Debit | Credit) #REQU RED >

<! ELEMENT Brand (Protocol Brand*, PackagedContent*) >
<! ATTLI ST Brand

I D | D #REQUI RED
xmi 1 ang NMTOKEN #| MPLI ED
Brandl d CDATA  #REQUI RED
Br andNane CDATA  #REQUI RED
Br andLogoNet Locn CDATA  #REQUI RED
BrandNarrative CDATA  #l MPLI ED

Pr ot ocol Anount Ref s | DREFS #REQUI RED
Cont ent Sof twarel d CDATA #| MPLI ED >

<! ELEMENT Prot ocol Brand (PackagedContent*) >
<! ATTLI ST Pr ot ocol Brand

Protocol I d CDATA  #REQUI RED

Pr ot ocol Brandl d CDATA  #REQUI RED >

<! ELEMENT Pr ot ocol Anount (PackagedContent*) >
<! ATTLI ST Pr ot ocol Anount
ID I D #REQUI RED
PayPr ot ocol Ref | DREF  #REQUI RED
CurrencyAmount Ref s | DREFS #REQUI RED
Content Softwareld CDATA  #l MPLI ED >

<! ELEMENT CurrencyAmount EMPTY >
<I ATTLI ST CurrencyAnmount

I D I D #REQUI RED
Anpunt CDATA #REQUI RED
Bur det t | nf or mat i onal
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Cur r CodeType NMIOKEN * | SO4217- A
Cur r Code CDATA  #REQUI RED >

<! ELEMENT PayPr ot ocol (PackagedContent*) >
<! ATTLI ST PayPr ot ocol

ID I D #REQUI RED
xmi 1 ang NMTOKEN #l MPLI ED
Protocol I d NMIOKEN #REQUI RED
Pr ot ocol Nane CDATA  #REQUI RED
Act i onOr gRef NMIOKEN #REQUI RED
PayReqNet Locn CDATA  #l MPLI ED

SecPayRegNet Locn CDATA  #l MPLI ED
Content Softwareld CDATA  #l MPLI ED >

<! -- BRAND SELECTI ON COMPONENT - ->

<! ELEMENT Br andSel ecti on (BrandSel Brandl nfo?,
Br andSel Pr ot ocol Anpunt | nf 0?,
BrandSel CurrencyAmount | nfo?) >

<! ATTLI ST BrandSel ecti on

I D I D #REQUI RED
Br andLi st Ref NMIOKEN #REQUI RED
Br andRef NMIOKEN #REQUI RED

Pr ot ocol Anount Ref  NMIOKEN #REQUI RED
CurrencyAmount Ref  NMIOKEN #REQUI RED >

<! ELEMENT Br andSel Brandl nfo (PackagedContent+) >
<! ATTLI ST Br andSel Br andl nfo

I D I D #REQUI RED

Content Sof twareld CDATA  #|l MPLI ED >

<! ELEMENT Br andSel Prot ocol Anount | nfo (PackagedCont ent +) >
<! ATTLI ST BrandSel Pr ot ocol Ampunt | nfo

I D I D #REQUI RED

Content Sof twareld CDATA  #|l MPLI ED >

<! ELEMENT Br andSel CurrencyAnount | nfo (PackagedContent+) >
<! ATTLI ST Br andSel CurrencyAnount | nfo

ID I D #REQUI RED

Content Softwareld CDATA  #l MPLIED >

<!'-- PAYMENT COMPONENT -->
<I ELEMENT Payment EMPTY >
<I ATTLI ST Paynent

I D I D #REQUI RED
OkFrom CDATA  #REQUI RED
CkTo CDATA  #REQUI RED
Br andLi st Ref NMIOKEN #REQUI RED
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Si gnedPayRecei pt (True | Fal se) #REQUI RED
Start AfterRefs NMIOKENS #I MPLI ED >

<l-- PAYMENT SCHEME COVPONENT - - >
<! ELEMENT PayScheneDat a ( PackagedContent+) >
<! ATTLI ST PayScheneDat a
ID I D #REQUI RED
Paynent Ref NMICKEN #1 MPLI ED
Consuner Paynent1|d CDATA  #l MPLI ED
Paynent Handl er Payl d CDATA #l MPLI ED
Content Softwareld CDATA  #l MPLI ED >

<! -- PAYMENT RECEI PT COMPONENT -->

<! ELEMENT PayRecei pt (PackagedContent*) >

<! ATTLI ST PayRecei pt
ID I D #REQUI RED
Payment Ref NMIOKEN #REQUI RED
PayRecei pt NameRef s NMIOKENS #| MPLI ED
Content Softwareld CDATA  #l MPLI ED >

<! -- PAYMENT NOTE COVPONENT -->
<! ELEMENT Paynent Not e ( PackagedContent+) >
<I ATTLI ST Paynent Not e

I D I D #REQUI RED

Cont ent Sof t warel d CDATA  #|l MPLI ED >

<l-- DELI VERY COVPONENT -->
<! ELEMENT Del i very (DeliveryData?, PackagedContent*) >
<! ATTLI ST Delivery

ID I D #REQUI RED
xmi 1 ang NMITOKEN #REQUI RED
Del i vExch (True | Fal se) #REQUI RED
Del i vAndPayResp (True | Fal se) #REQUI RED
Act i onOr gRef NMIOKEN #1 MPLI ED >

<! ELEMENT Del i veryData (PackagedContent*) >
<! ATTLI ST Del i veryDat a

xmi 1 ang NMTOKEN #| MPLI ED

OkFrom CDATA  #REQUI RED
To CDATA  #REQUI RED
Del i vMet hod NMIOKEN #REQUI RED
Del i vToRef NMIOKEN #REQUI RED

Del i vRegNet Locn CDATA  #l MPLI ED
SecDel i vRegNet Locn CDATA  #l MPLI ED
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Content Sof t warel d CDATA #| MPLI ED >

<I'-- CONSUMER DELI VERY DATA COVPONENT - - >
<! ELEMENT Consurner Del i veryData EMPTY >
<! ATTLI ST Consuner Del i veryDat a
ID I D #REQUI RED
ConsunerDel i veryld CDATA  #REQUI RED >

<! -- DELI VERY NOTE COVPONENT - ->
<! ELEMENT Del i veryNot e (PackagedContent+) >
<! ATTLI ST Del i veryNot e
ID I D #REQUI RED
xmi 1 ang NMITOKEN #REQUI RED
Del i vHandl erDel i vid CDATA #l MPLI ED
Content Softwareld CDATA  #l MPLI ED >

<l -- STATUS COVPONENT - ->
<! ELEMENT St atus EMPTY >
<! ATTLI ST St at us

I D | D #REQUI RED
xmi 1 ang NMITOKEN #REQUI RED
St at usType NMITOKEN #REQUI RED
El Ref NMIOKEN #1 MPLI ED

ProcessState (NotYetStarted | InProgress |
Compl etedCk | Failed | ProcessError) #REQU RED

Compl et i onCode NMIOKEN #1 MPLI ED
Pr ocessRef er ence CDATA #| MPLI ED
St at usDesc CDATA #| MPLI ED >

<l -- TRADI NG ROLE DATA COVPONENT - ->
<! ELEMENT Tr adi ngRol eDat a (PackagedContent+) >
<! ATTLI ST Tr adi ngRol eDat a

I D I D #REQUI RED

Ori gi nat or El Ref NMITOKEN #REQUI RED

Desti nati onEl Ref s NMIOKENS #REQUI RED >

<I-- INQU RY TYPE COVPONENT - ->
<! ELEMENT | nqui ryType EMPTY >
<! ATTLI ST | nqui ryType

| D | D #REQUI RED
Type NMTOKEN #REQUI RED
El Ref NMTOKEN #| MPLI ED

Pr ocessRef er ence CDATA #| MPLI ED >
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<!-- ERROR COVPONENT -->
<! ELEMENT ErrorConp (ErrorLocation+, PackagedContent*) >
<I ATTLI ST Error Conp

I D NMIOKEN #REQUI RED

xm : | ang NMIOKEN #REQUI RED

Er r or Code NMITOKEN #REQUI RED

Error Desc CDATA  #REQUI RED

Severity (Warning| Transi ent Error| HardError) #REQU RED
M nRetrySecs CDATA  #l MPLI ED

SwVendor Er r or Ref CDATA #| MPLI ED >

<! ELEMENT ErrorlLocati on EMPTY >
<! ATTLI ST ErrorLocati on

El ement Type NMIOKEN #REQUI RED

| ot pMsgRef NMTOKEN #| MPLI ED

Bl kRef NMICKEN #1 MPLI ED

CompRef NMICKEN #1 MPLI ED

El enent Ref NMICKEN #1 MPLI ED

At t Nanme NMICKEN #1 MPLI ED >
<l--
kkhkkhkkkhkhkkhkhkkhkhkhkhkkhkhhkhkhkhkhkkhkhhkhkhkhkhkkhkhhkikkhkhkkhkkhkikkkhkkkhkkkikkk*
* TRADI NG BLOCKS *

RR IR R Ik Sk b Sk Ik b b b Ik Sk Ik I IR R Ik Sk Ik Ik I Sk Ik Sk I Sk S S kR Ik Ik Ik Ik Sk Ik kS I Ik Ik Ik kI ki

-->

<! -- TRADI NG PROTOCOL OPTI ONS BLOCK -->
<! ELEMENT TpoBl k ( Protocol Opti ons, BrandList*, Og* ) >
<! ATTLI ST TpoBI k

ID I D #REQUI RED >

<l-- TPO SELECTI ON BLOCK - ->
<! ELEMENT TpoSel ectionBl k (BrandSel ecti on+) >
<! ATTLI ST TpoSel ecti onBl k

ID I D #REQUI RED >

<l-- OFFER RESPONSE BLOCK -->
<! ELEMENT O fer RespBl k (Status, Order?, Paynent?*,
Del i very?, TradingRol eData*) >
<! ATTLI ST O f er RespBl k
ID I D #REQUI RED >
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<!-- AUTHENTI CATI ON REQUEST BLOCK - - >
<! ELEMENT Aut hReqBl k (Aut hReg*, Tradi ngRol el nfoReq?) >
<! ATTLI ST Aut hReqgBI k

I D | D #REQUI RED >

<l-- AUTHENTI CATI ON RESPONSE BLOCK - - >
<! ELEMENT Aut hRespBI k ( Aut hResp?, Og*) >
<! ATTLI ST Aut hRespBI k

ID I D #REQUI RED >

<! -- AUTHENTI CATI ON STATUS BLOCK -->
<! ELEMENT Aut hSt atusBl k (Status) >
<! ATTLI ST Aut hSt at usBI k
ID I D #REQUI RED >

<! -- PAYMENT REQUEST BLOCK -->
<! ELEMENT PayReqBl k (Status+, BrandList, BrandSel ection,
Paynment, PayScheneData?, O g*, Tradi ngRol ebata*) >
<! ATTLI ST PayReqBlI k
ID I D #REQUI RED >

<l-- PAYMENT EXCHANGE BLOCK -->
<! ELEMENT PayExchBl k (PayScheneData) >
<! ATTLI ST PayExchBI k

ID I D #REQUI RED >

<I-- PAYMENT RESPONSE BLOCK - - >
<! ELEMENT PayRespBl k (Status, PayReceipt?, PayScheneData?,
Paynent Not e?, Tradi ngRol eDat a*) >
<! ATTLI ST PayRespBI k
I D I D #REQUI RED >
<l-- DELI VERY REQUEST BLOCK -->
<! ELEMENT DeliveryReqgBl k (Status+, Oder, Og*, Delivery,
Consuner Del i veryDat a?, Tradi ngRol eDat a*) >
<! ATTLI ST Del i veryReqBI k
I D I D #REQUI RED >

<l'-- DELI VERY RESPONSE BLOCK - ->
<! ELEMENT Del i veryRespBl k (Status, DeliveryNote) >
<! ATTLI ST Del i veryRespBI k

ID I D #REQUI RED >
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<I-- | NQU RY REQUEST BLOCK -->
<! ELEMENT | nqui ryRegBl k ( I nquiryType, PayScheneData? ) >
<! ATTLI ST | nqui r yReqBlI k

I D I D #REQUI RED >

<I-- I NQU RY RESPONSE BLOCK - - >
<! ELEMENT | nqui ryRespBl k (Status, PayScheneData?) >
<! ATTLI ST I nqui r yRespBI k

I D I D #REQUI RED

Last Recei vedl ot pMsgRef NMIOKEN #| MPLI ED

Last Sent | ot pMsgRef NMIOKEN #I MPLI ED >

<!-- PING REQUEST BLOCK -->
<! ELEMENT Pi ngReqgBl k (Org*)>
<! ATTLI ST Pi ngReqBI k
I D | D #REQUI RED>

<l-- PI NG RESPONSE BLOCK - - >

<! ELEMENT Pi ngRespBl k (Org+) >

<! ATTLI ST Pi ngRespBI k
ID I D #REQUI RED
Pi ngSt at usCode (Ok | Busy | Down) #REQUI RED
SigVerifyStatusCode (Ok | Not Supported | Fail) #I MPLI ED
xm : | ang NMIOKEN #1 MPLI ED
Pi ngSt at usDesc CDATA  #l MPLI ED>

<!-- ERROR BLOCK -->
<! ELEMENT ErrorBl k (ErrorConp+, PayScheneData*) >
<I ATTLI ST ErrorBl k

ID I D #REQUI RED >

<l-- CANCEL BLOCK -->
<! ELEMENT Cancel Bl k (Status) >
<! ATTLI ST Cancel Bl k
I D I D #REQUI RED >

<I--
RR IR R Ik Sk b b b b b b Ik b Ik R IR R Ik Ik Ik Sk I Sk kS kI Sk kI Ik R Ik Ik Ik Ik Ik S Ik S kI Ik Ik kI kI i

* | OTP SI GNATURES BLOCK DEFI NI TI ON *

RR IR R Ik Sk b Sk Ik b b b Ik Sk Ik R IR R Ik Sk Ik kI Sk Ik S kI Sk S kI Rk Ik Sk Ik Ik S Ik kI Ik Ik kI ki

-->
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<! ELEMENT | ot pSi gnatures (Signature+ ,Certificate*) >
<! ATTLI ST | ot pSi gnat ur es

I D I D #| MPLI ED
>

<I--
RR IR R Ik Sk Ik b Sk b b b Ik Sk Ik I IR R Ik Sk Ik Ik I Sk Ik kI Sk I kSR Ik Ik Ik Ik kS Ik kI kI kI ki

* | OTP SI GNATURE COVPONENT DEFI NI T1 ON *

RR IR R Ik Sk b b Ik Sk b b Ik Sk Ik I IR R Ik Ik Ik kI Sk I S kI Sk S kI R Ik Ik Ik Ik Sk Ik S kI kI Ik Ik kI kI

-->

<! ELEMENT Signature (Manifest, Value+) >
<! ATTLI ST Signature

I D I D #| MPLI ED
>

<! ELEMENT Mani f est
( Al gori t hmt,
Di gest +,
Attribute*,
Origi natorlnfo,
Reci pi ent | nf o+

>

<! ATTLI ST Mani f est
Locat or HRef Base CDATA #| MPLI ED
>

<! ELEMENT Al gorithm (Paraneter*) >
<! ATTLI ST Al gorithm

I D ID #REQUI RED
type (di gest| signature) #1 MPLI ED
nane NMICKEN #REQUI RED

>

<! ELEMENT Di gest (Locator, Value) >
<l ATTLI ST Di gest

Di gest Al gori t hnRef | DREF #REQUI RED
>

<I ELEMENT Attribute ( ANY ) >
<I ATTLI ST Attribute
type NMTOKEN #REQUI RED
critical ( true | false) #REQUI RED
>

<l ELEMENT Originatorlnfo ANY >
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<I ATTLI ST Originatorlnfo
Ori gi nat or Ref NMTOKEN #| MPLI ED
>

<! ELEMENT Reci pi entlnfo ANY >
<! ATTLI ST Reci pientlnfo

Si gnat ur eAl gori t hnRef | DREF #REQUI RED
Si gnat ur eVal ueRef | DREF #1 MPLI ED
Si gnat ur eCer t Ref | DREF #1 MPLI ED
Reci pi ent Ref s NMIOKENS #| MPLI ED

>

<! ELEMENT Keyl dentifier EMPTY>
<! ATTLI ST Keyl dentifier

val ue CDATA #REQUI RED
>

<I ELEMENT Par aneter ANY >
<! ATTLI ST Par anet er

type CDATA #REQUI RED
>

<I--
khkkhkhkhhkhkhkhhkhhkhhkhhkhhkhhkhhkhkhkhhkhdkhdhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkrkhkhkix

* | OTP CERTI FI CATE COVPONENT DEFI NI TI ON *

RR IR R Ik Sk b Sk Ik b b b Ik Sk Ik I IR R Ik Sk Ik Ik I Sk Ik Sk I Sk S S kR Ik Ik Ik Ik Sk Ik kS I Ik Ik Ik kI ki

-->

<! ELEMENT Certificate
( Issuer AndSeri al Nunber, ( Value | Locator ) )
>

<I ATTLI ST Certificate
I D I D #1 MPLI ED
type NMTOKEN #REQUI RED
>

<| ELEMENT | ssuer AndSeri al Nunber EMPTY >
<! ATTLI ST | ssuer AndSeri al Nunber

i ssuer CDATA #REQUI RED
nunber CDATA #REQUI RED
>
<l--
kkhkkhkkkhkhkkhkhhkhkhkhkhkkhkhhkhkhkhkhkkhkhhkhkhkkhkhkkhkhhkikkkhkhkkhkkkikkkhkkhkkkikkk*
* | OTP SHARED COVPONENT DEFI NI TI ON *

khkkhkhkhhkhkhkhkhkhkhkhdkhhkhhkhhkhdkhkhkhkhkhhkhdkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkrkrkhkhkix
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<! ELEMENT Val ue ( #PCDATA ) >

<! ATTLI ST Val ue

I D ID #| MPLI ED
encodi ng (base64| none) " base64’
>
<! ELEMENT Locator EMPTY>
<I ATTLI ST Locat or
xm i nk CDATA #FI XED " sinpl e’
hr ef CDATA #REQUI RED

>

14. d ossary

This section contains a glossary of some of the terns used within
this specification in al phabetical order.

NANVE

Aut hent i cat or

Aut henti cat ee

Busi ness Error

Br and

Bur det t

DESCRI PTI ON

The Organi sation which is requesting the
aut henti cation of another Organisation, and

The Organi sation being authenticated by an
Aut henti cat or

See Status Conmponent.

A Brand is the mark which identifies a particular
type of Paynent Instrument. A list of Brands are
t he paynent options which are presented by the
Merchant to the Consuner and from which the
Consuner makes a sel ection. Each Brand may have a
di fferent Paynment Handl er. Exanples of Brands

i ncl ude:

0 paynent association and proprietary Brands,
for exanple MasterCard, Visa, American Express,
Di ners C ub, American Express, Mondex,

CGel dKarte, CyberCash, etc.

o Pronotional Brands (see below). These incl ude:

o store Brands, where the Paynment Instrunment is
i ssued to a Consunmer by a particular Merchant,
for exanple Walmart, Sears, or Marks and
Spencer (UK)

0 coBrands, for exanple American Advantage Vi sa,
where an a conpany uses their own Brand in
conjunction with, typically, a paynent
associ ati on Brand.
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Consurmer

Cont ent Sof t war el d

Custoner Care
Pr ovi der

Del i very Handl er

Docunment Exchange

Dual Brand
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The Organi sation which is to receive the benefit
of and typically pay for the goods or services.

This contains information which identifies the
sof tware which generated the content of the
elenment. Its purpose is to help resolve
interoperability problens that m ght occur as a
result of inconpatibilities between nessages
produced by different software. It is a single
text string in the | anguage defined by xm: I ang.
It must contain, as a mini num

o the nanme of the software nanufacturer

the nanme of the software

the version of the software, and
the build of the software

[elNelNe]

It is recomended that this attribute is included
whenever the software which generated the content
cannot be identified fromthe Softwareld attribute
on the Message |Id Conponent (see section 3.3.2)

An Organi sation that is providing customer care
typically on behalf of a Merchant. Exanples of
custoner care include, responding to problens
rai sed by a Consuner arising froman |OIP
Transaction that the Consunmer took part in.

The Organisation that directly delivers the goods
or services to the Consunmer on behal f of the
Merchant. Delivery can be in the formof either
digital goods (e.g., a [M Mg nessage), or
physically delivered using the post or a courier.

A Docunent Exchange consists of a set of |OTP
Messages exchanged between two parties that

i mpl ement part or all of two Tradi ng Exchanges
simul taneously in order to mininse the nunber of
actual | OIP Messages whi ch nust be sent over the
I nt ernet.

Docunent Exchanges are conbi ned together in
sequence to inplenment a particular |OTP
Transacti on.

A Dual Brand neans that a single Paynent
Instrunent may be used as if it were two separate
Brands. For exanple there could be a single
Japanese "UC' MasterCard which can be used as

I nf or mat i onal [ Page 278]



RFC 2801

Error Bl ock

Exchange Bl ock
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either a UC card or a regular MasterCard. The UC
card Brand and the MasterCard Brand coul d each
have their own separate Paynent Handl ers. This
nmeans that:

o the Merchant treats, for exanple "UC' and
"MasterCard" as two separate Brands when
offering a list of Brands to the Consuner,

o the Consuner chooses a Brand, for exanple
either "UC' or "MasterCard,

o the Consuner | OTP aware application determ nes
whi ch Paynent |nstrument(s) nmatch the chosen
Brand, and selects, perhaps with user
assi stance, the correct Paynment Instrunent to
use.

An Error Block reports that a Technical Error was
found in an | OTP Message that was previously

recei ved. Typically Technical Errors are caused by
errors in the XML which has been received or sone
technical failure of the processing of the | OIP
Message. Frequently the generation or receipt of
an Error Block will result in failure of the | OIP
Transaction. They are distinct from Business
Errors, reported in a Status Conponent, which can
al so cause failure of an | OTP Transacti on.

An Exchange Bl ock is sent between the two Trading
Rol es involved in a Tradi ng Exchange. It contains
one or nmore Tradi ng Conponents. Exchange Bl ocks
are always sent after a Request Bl ock and before a
Response Bl ock in a Tradi ng Exchange. The content
of an Exchange Bl ock is dependent on the type of
Tradi ng Exchange being carried out.

An | OTP Message is the outernpst wapper for the
docunent (s) which are sent between Tradi ng Rol es
that are taking part in atrade. It is a well
formed XML docunent. The docunents it contains
consi st of:

0 a Transaction Reference Bl ock to uniquely
identify the I OTP Transaction of which the | OTP
Message is part,

o an optional Signature Block to digitally sign
the Tradi ng Bl ocks or Tradi ng Conponents
associated with the 1 OTP Transacti on

0 an optional Error Block to report on technica
errors contained in a previously received | OTP
Message, and
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Type

Mer chant

Mer chant Cust oner

Care Provi der

Or gani sati on

Payment Handl er

Paynent
| nstrunent
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0 a collection of IOTP Tradi ng Bl ocks whi ch
carries the data required to carry out an | OTP
Transacti on.

An instance of an Internet Open Tradi ng Protocol
Transaction consists of a set of | OIP Messages
transferred between Tradi ng Roles. The rules for
what may be contained in the | OTP Messages is
defined by the Transaction Type of the | OIP
Transacti on.

A Transaction Type identifies the type an of |OIP
Transacti on. Exanples of Transaction Type i ncl ude:
Purchase, Refund, Authentication, Wthdrawal
Deposit (of electronic cash). The Transaction Type
specifies for an | OTP Transacti on:
o the Tradi ng Exchanges which may be included in
the transaction
o how those Tradi ng Exchanges may be conbined to
nmeet the business needs of the transaction
o which Tradi ng Bl ocks may be included in the
| OTP Messages that make up the transaction
0 Consult this specification for the rules that
apply for each Transaction Type.

The Organi sation from whomthe service or goods
are being obtained, who is legally responsible for
provi ding the goods or services and receives the
benefit of any paynment nmade

The Organisation that is involved with customner
di spute negotiation and resol ution on behal f of
t he Mer chant

A conpany or individual that takes part in a Trade
as a Trading Role. The Organisations may take one
or nore of the roles involved in the Trade

The Organi sation that physically receives the
paynment fromthe Consumer on behal f of the
Mer chant

A Payment Instrument is the nmeans by which
Consuner pays for goods or services offered by a
Merchant. It can be, for exanple:

0 a credit card such as MasterCard or Visa;

0 a debit card such as MasterCard’ s Maestro;

0 a smart card based el ectroni c cash Paynent
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I nstrument such as a Mondex Card, a Cel dKarte
card or a Visa Cash card

0 a software based el ectroni ¢ paynent account
such as a CyberCash’s CyberCoin or Digi Cash
account.

Al'l Paynment Instrunents have a nunber, typically
an account nunber, by which the Paynment |nstrunment
can be identified.

A Pronotional Brand neans that, if the Consuner
pays with that Brand, then the Consuner will
recei ve sone additional benefit which can be
received in two ways:

o at the time of purchase. For exanple if a
Consuner pays with a "Walmart MasterCard" at a
Wal mart web site, then a 5% di scount m ght
apply, which neans the Consuner actually pays
| ess,

o fromtheir Paynent |nstrunment (card) issuer
when the paynent appears on their statement.
For exanmple loyalty points in a frequent flyer
schene coul d be awarded based on the total
payrments nmade with the Paynment |nstrunment since
the | ast statenment was issued.

Each Pronotional Brand should be identified as a
separate Brand in the list of Brands offered by
the Merchant.

A Recei pt Conponent is a record of the successfu
conpl etion of a Tradi ng Exchange. Exanpl es of
Recei pt Components include: Paynent Receipts, and
Delivery Notes. It's content may dependent on the
technol ogy used to performthe Tradi ng Exchange.
For exanple a Secure Electronic Transaction (SET)
paynment receipt consists of SET payment nessages
which record the result of the paynent.

A Request Block is Trading Block that contains a
request for a Tradi ng Exchange to start. The
Tradi ng Conponents in a Request Bl ock may be
signed by a Signature Block so that their
authenticity may be checked and to deternine that
the Tradi ng Exchange being requested is

aut hori sed. Authorisation for a Tradi ng Exchange
to start can be provided by the signatures

contai ned on Recei pt Conponents contained in
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Si gnature Bl ock
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Techni cal
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Response Bl ocks resulting from previously
compl eted Tradi ng Exchanges. Exanples of Request
Bl ocks are Paynment Request and Delivery Request

A Response Block is a Trading Bl ock that indicates
that a Tradi ng Exchange is conplete. It is sent by
the Trading Role that received a Request Block to
the Trading Role that sent the Request Bl ock. The
Response Bl ock contains a Status Conponent that
contains information about the conpletion of the
Tradi ng Exchange, for exanple it indicates whether
or not the Tradi ng Exchange conpl et ed
successfully. For sone Tradi ng Exchanges the
Response Bl ock contains a Recei pt Conponent that
forms a record of the Tradi ng Exchange. Recei pt
Conponents may be digitally signed using a
Signature Bl ock to nmake conpl etion non-refutable.
Exanpl es of Response Bl ocks include Ofer

Response, Paynent Response and Delivery Response.

A Signature Block is a Trading Bl ock that contains
one or nore digital signatures in the form of

Si gnature Conponents. A Signature Component nay
digitally sign any Block or Conponent in any |OIP
Message in the sanme | OTP Transaction

A Status Conponent contains information that
describes the state of a Tradi ng Exchange.

Bef ore the Tradi ng Exchange is conplete the Status
Component can indicate information about how the
Tradi ng Exchange i s progressing.

Once a Tradi ng Exchange is conplete the Status
Component can only indicate the success of the
Tradi ng Exchange or that a Business Error has
occurred.

A Business Error indicates that continuation with
the Tradi ng Exchange was not possi bl e because of
sonme business rule or logic, for exanple,
"insufficient funds avail able", rather than any
Technical Error associated with the content or
format of the | OTP Messages in the | OTP
Transacti on.

See Error Bl ock.
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A Tradi ng Bl ock consists of one or nore Trading
Components. One or nore Tradi ng Bl ocks may be
contained within the | OTP Messages which are
physically sent in the formof [XM] docunents
between the different Trading Roles that are
taking part in a trade. Trading Bl ocks are of
three main types:

0 a Request Bl ock

0 an Exchange Bl ock, or a

0 a Response Bl ock

A Tradi ng Conponent is a collection of XM

el enents and attributes. Tradi ng Conponents are
the child elenents of the Tradi ng Bl ocks. Exanpl es
of Tradi ng Conponents are: O fer, Brand List,
Paynment Receipt, Delivery [information], Paynment
Anmount [information]

A Tradi ng Exchange consists of the exchange,
between two Tradi ng Rol es, of a sequence of
docunments. The docunents may be in the form of
Tradi ng Bl ocks or they may be transferred by sone
ot her nmeans, for exanple through entering data
into a web page. Each Tradi ng Exchange consi sts of
three main parts:

o the sending of a Request Block by one Trading
Role (the initiator) to another Trading Role
(the recipient),

o the optional exchange of one or nore Exchange
Bl ocks between the recipient and the initiator,
until eventually,

o the Trading Role that received the Request
Bl ock sends a Response Block to the initiator.

A Tradi ng Exchange is designed to inplement a
useful service of sone kind. Exanples of Trading
Exchanges/ servi ces are:

o Ofer, which results in a Consuner receiving
an offer froma Merchant to carry out a
busi ness transaction of some kind,

o Paynent, where a Consuner makes a paynent to a
Paynment Handl er,

o Delivery, where a Consuner requests, and
optionally obtains, delivery of goods or
services froma Delivery Handl er, and

o Aut hentication, where any Tradi ng Rol e may
request and receive infornmation about another
Tradi ng Rol e.
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