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IESG Note

The 1ESG intends to charter, in the near future, one or more working
groups to produce standards for "name lookup', where such names would
include electronic mail addresses and telephone numbers, and the
result of such a lookup would be a list of attributes and
characteristics of the user or terminal associated with the name.
Groups which are in need of a "name lookup' protocol should follow
the development of these new working groups rather than using SIP for
this function. In addition it is anticipated that SIP will migrate
towards using such protocols, and SIP implementors are advised to
monitor these efforts.

Abstract

The Session Initiation Protocol (SIP) is an application-layer control
(signaling) protocol for creating, modifying and terminating sessions
with one or more participants. These sessions include Internet
multimedia conferences, Internet telephone calls and multimedia
distribution. Members in a session can communicate via multicast or
via a mesh of unicast relations, or a combination of these.
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SIP invitations used to create sessions carry session descriptions
which allow participants to agree on a set of compatible media types.
SIP supports user mobility by proxying and redirecting requests to
the user’s current location. Users can register their current
location. SIP is not tied to any particular conference control
protocol. SIP is designed to be independent of the lower-layer
transport protocol and can be extended with additional capabilities.
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1 Introduction
1.1 Overview of SIP Functionality

The Session Initiation Protocol (SIP) is an application-layer control
protocol that can establish, modify and terminate multimedia sessions
or calls. These multimedia sessions include multimedia conferences,
distance learning, Internet telephony and similar applications. SIP
can invite both persons and "robots"™, such as a media storage
service. SIP can invite parties to both unicast and multicast
sessions; the initiator does not necessarily have to be a member of
the session to which it is inviting. Media and participants can be
added to an existing session.

SIP can be used to initiate sessions as well as invite members to
sessions that have been advertised and established by other means.
Sessions can be advertised using multicast protocols such as SAP,
electronic mail, news groups, web pages or directories (LDAP), among
others.

SIP transparently supports name mapping and redirection services,
allowing the implementation of ISDN and Intelligent Network telephony
subscriber services. These facilities also enable personal mobility.
In the parlance of telecommunications intelligent network services,
this is defined as: "Personal mobility is the ability of end users to
originate and receive calls and access subscribed telecommunication
services on any terminal in any location, and the ability of the
network to identify end users as they move. Personal mobility is
based on the use of a unique personal identity (i.e., personal
number)." [1]. Personal mobility complements terminal mobility, i.e.,
the ability to maintain communications when moving a single end
system from one subnet to another.

SIP supports five facets of establishing and terminating multimedia
communications:

User location: determination of the end system to be used for
communication;

User capabilities: determination of the media and media parameters to
be used;

User availability: determination of the willingness of the called
party to engage in communications;

Call setup: 'ringing", establishment of call parameters at both
called and calling party;
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Call handling: including transfer and termination of calls.

SIP can also initiate multi-party calls using a multipoint control
unit (MCU) or fully-meshed interconnection instead of multicast.
Internet telephony gateways that connect Public Switched Telephone
Network (PSTN) parties can also use SIP to set up calls between them.

SIP is designed as part of the overall IETF multimedia data and
control architecture currently incorporating protocols such as RSVP
(RFC 2205 [2]) for reserving network resources, the real-time
transport protocol (RTP) (RFC 1889 [3]) for transporting real-time
data and providing Q0S feedback, the real-time streaming protocol
(RTSP) (RFC 2326 [4]) for controlling delivery of streaming media,
the session announcement protocol (SAP) [5] for advertising
multimedia sessions via multicast and the session description
protocol (SDP) (RFC 2327 [6]) for describing multimedia sessions.
However, the functionality and operation of SIP does not depend on
any of these protocols.

SIP can also be used in conjunction with other call setup and
signaling protocols. In that mode, an end system uses SIP exchanges
to determine the appropriate end system address and protocol from a
given address that is protocol-independent. For example, SIP could be
used to determine that the party can be reached via H.323 [7], obtain
the H.245 [8] gateway and user address and then use H.225.0 [9] to
establish the call.

In another example, SIP might be used to determine that the callee is
reachable via the PSTN and indicate the phone number to be called,
possibly suggesting an Internet-to-PSTN gateway to be used.

SIP does not offer conference control services such as floor control
or voting and does not prescribe how a conference is to be managed,
but SIP can be used to introduce conference control protocols. SIP
does not allocate multicast addresses.

SIP can invite users to sessions with and without resource
reservation. SIP does not reserve resources, but can convey to the
invited system the information necessary to do this.

1.2 Terminology
In this document, the key words "MUST', "MUST NOT"™, "REQUIRED",
"SHALL™, "SHALL NOT', *'SHOULD'™, *"SHOULD NOT'", "RECOMMENDED®", "MAY™,

and "OPTIONAL"™ are to be interpreted as described in RFC 2119 [10]
and indicate requirement levels for compliant SIP implementations.
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1.3 Definitions

This specification uses a number of terms to refer to the roles
played by participants in SIP communications. The definitions of
client, server and proxy are similar to those used by the Hypertext
Transport Protocol (HTTP) (RFC 2068 [11]). The terms and generic
syntax of URI and URL are defined in RFC 2396 [12]. The following
terms have special significance for SIP.

Call: A call consists of all participants in a conference invited by
a common source. A SIP call is identified by a globally unique
call-id (Section 6.12). Thus, if a user is, for example, invited
to the same multicast session by several people, each of these
invitations will be a unique call. A point-to-point Internet
telephony conversation maps into a single SIP call. In a
multiparty conference unit (MCU) based call-in conference, each
participant uses a separate call to invite himself to the MCU.

Call leg: A call leg is identified by the combination of Call-ID, To
and From.

Client: An application program that sends SIP requests. Clients may
or may not interact directly with a human user. User agents and
proxies contain clients (and servers).

Conference: A multimedia session (see below), identified by a common
session description. A conference can have zero or more members
and includes the cases of a multicast conference, a full-mesh
conference and a two-party "telephone call', as well as
combinations of these. Any number of calls can be used to
create a conference.

Downstream: Requests sent in the direction from the caller to the
callee (i.e., user agent client to user agent server).

Final response: A response that terminates a SIP transaction, as
opposed to a provisional response that does not. All 2xx, 3xXx,
4xx, 5xx and 6xx responses are fTinal.

Initiator, calling party, caller: The party initiating a conference
invitation. Note that the calling party does not have to be the
same as the one creating the conference.

Invitation: A request sent to a user (or service) requesting
participation In a session. A successful SIP invitation consists
of two transactions: an INVITE request followed by an ACK
request.
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Invitee, invited user, called party, callee: The person or service
that the calling party is trying to invite to a conference.

Isomorphic request or response: Two requests or responses are defined
to be isomorphic for the purposes of this document if they have
the same values for the Call-1D, To, From and CSeq header
fields. In addition, isomorphic requests have to have the same
Request-URI .

Location server: See location service.

Location service: A location service is used by a SIP redirect or
proxy server to obtain information about a callee’s possible
location(s). Location services are offered by location servers.
Location servers MAY be co-located with a SIP server, but the
manner In which a SIP server requests location services is
beyond the scope of this document.

Parallel search: In a parallel search, a proxy issues several
requests to possible user locations upon receiving an incoming
request. Rather than issuing one request and then waiting for
the final response before issuing the next request as in a
sequential search , a parallel search issues requests without
waiting for the result of previous requests.

Provisional response: A response used by the server to indicate
progress, but that does not terminate a SIP transaction. 1xx
responses are provisional, other responses are considered final.

Proxy, proxy server: An intermediary program that acts as both a
server and a client for the purpose of making requests on behalf
of other clients. Requests are serviced internally or by passing
them on, possibly after translation, to other servers. A proxy
interprets, and, if necessary, rewrites a request message before
forwarding it.

Redirect server: A redirect server is a server that accepts a SIP
request, maps the address into zero or more new addresses and
returns these addresses to the client. Unlike a proxy server ,
it does not iInitiate its own SIP request. Unlike a user agent
server , it does not accept calls.

Registrar: A registrar is a server that accepts REGISTER requests. A

registrar is typically co-located with a proxy or redirect
server and MAY offer location services.
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Ringback: Ringback is the signaling tone produced by the calling

client’s application indicating that a called party is being
alerted (ringing).

Server: A server is an application program that accepts requests in

order to service requests and sends back responses to those
requests. Servers are either proxy, redirect or user agent
servers or registrars.

Session: From the SDP specification: "A multimedia session is a set

of multimedia senders and receivers and the data streams flowing
from senders to receivers. A multimedia conference is an example
of a multimedia session.”™ (RFC 2327 [6]) (A session as defined
for SDP can comprise one or more RTP sessions.) As defined, a
callee can be invited several times, by different calls, to the
same session. If SDP is used, a session is defined by the
concatenation of the user name , session id , network type ,
address type and address elements in the origin field.

(SIP) transaction: A SIP transaction occurs between a client and a

server and comprises all messages from the first request sent
from the client to the server up to a final (hon-1xx) response
sent from the server to the client. A transaction is identified
by the CSeq sequence number (Section 6.17) within a single call
leg. The ACK request has the same CSeq number as the
corresponding INVITE request, but comprises a transaction of its
own.

Upstream: Responses sent in the direction from the user agent server

to the user agent client.

URL-encoded: A character string encoded according to RFC 1738,

User

User

User

Section 2.2 [13].

agent client (UAC), calling user agent: A user agent client is a
client application that initiates the SIP request.

agent server (UAS), called user agent: A user agent server is a
server application that contacts the user when a SIP request is
received and that returns a response on behalf of the user. The
response accepts, rejects or redirects the request.

agent (UA): An application which contains both a user agent
client and user agent server.

An application program MAY be capable of acting both as a client and
a server. For example, a typical multimedia conference control
application would act as a user agent client to initiate calls or to
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invite others to conferences and as a user agent server to accept
invitations. The properties of the different SIP server types are
summarized in Table 1.

property redirect proxy user agent registrar
server  server server

also acts as a SIP client no yes no no
returns 1xx status yes yes yes yes
returns 2xx status no yes yes yes
returns 3xx status yes yes yes yes
returns 4xx status yes yes yes yes
returns 5xx status yes yes yes yes
returns 6xx status no yes yes yes
inserts Via header no yes no no
accepts ACK yes yes yes no

Table 1: Properties of the different SIP server types

1.4 Overview of SIP Operation

This section explains the basic protocol functionality and operation.
Callers and callees are identified by SIP addresses, described in
Section 1.4.1. When making a SIP call, a caller first locates the
appropriate server (Section 1.4.2) and then sends a SIP request
(Section 1.4.3). The most common SIP operation is the invitation
(Section 1.4.4). Instead of directly reaching the intended callee, a
SIP request may be redirected or may trigger a chain of new SIP
requests by proxies (Section 1.4.5). Users can register their
location(s) with SIP servers (Section 4.2.6).

1.4.1 SIP Addressing

The "objects" addressed by SIP are users at hosts, identified by a
SIP URL. The SIP URL takes a form similar to a mailto or telnet URL,
i.e., user@host. The user part is a user name or a telephone number.
The host part is either a domain name or a numeric network address.
See section 2 for a detailed discussion of SIP URL’s.

A user’s SIP address can be obtained out-of-band, can be learned via
existing media agents, can be included in some mailers” message
headers, or can be recorded during previous invitation interactions.
In many cases, a user’s SIP URL can be guessed from their email
address.
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A SIP URL address can designate an individual (possibly located at
one of several end systems), the first available person from a group
of individuals or a whole group. The form of the address, for
example, sip:sales@example.com , is not sufficient, in general, to
determine the intent of the caller.

IT a user or service chooses to be reachable at an address that is
guessable from the person’s name and organizational affiliation, the
traditional method of ensuring privacy by having an unlisted *‘phone"
number is compromised. However, unlike traditional telephony, SIP
offers authentication and access control mechanisms and can avail
itself of lower-layer security mechanisms, so that client software
can reject unauthorized or undesired call attempts.

1.4.2 Locating a SIP Server

When a client wishes to send a request, the client either sends it to
a locally configured SIP proxy server (as in HTTP), independent of
the Request-URI, or sends it to the IP address and port corresponding
to the Request-URI.

For the latter case, the client must determine the protocol, port and
IP address of a server to which to send the request. A client SHOULD
follow the steps below to obtain this information, but MAY follow the
alternative, optional procedure defined in Appendix D. At each step,
unless stated otherwise, the client SHOULD try to contact a server at
the port number listed in the Request-URI. If no port number is
present in the Request-URI, the client uses port 5060. If the
Request-URI specifies a protocol (TCP or UDP), the client contacts
the server using that protocol. ITf no protocol is specified, the
client tries UDP (if UDP is supported). If the attempt fails, or if
the client doesn’t support UDP but supports TCP, it then tries TCP.

A client SHOULD be able to interpret explicit network notifications
(such as ICMP messages) which indicate that a server is not
reachable, rather than relying solely on timeouts. (For socket-based
programs: For TCP, connect() returns ECONNREFUSED if the client could
not connect to a server at that address. For UDP, the socket needs to
be bound to the destination address using connect() rather than
sendto() or similar so that a second write() fails with ECONNREFUSED
if there is no server listening) If the client finds the server is
not reachable at a particular address, it SHOULD behave as if it had
received a 400-class error response to that request.

The client tries to find one or more addresses for the SIP server by
querying DNS. The procedure is as follows:
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1. IT the host portion of the Request-URI is an IP address,
the client contacts the server at the given address.
Otherwise, the client proceeds to the next step.

2. The client queries the DNS server for address records for
the host portion of the Request-URI. If the DNS server
returns no address records, the client stops, as it has
been unable to locate a server. By address record, we mean
A RR’s, AAAA RR’s, or other similar address records, chosen
according to the client’s network protocol capabilities.

There are no mandatory rules on how to select a host name
for a SIP server. Users are encouraged to name their SIP
servers using the sip.domainname (i.e., sip.example.com)
convention, as specified in RFC 2219 [16]. Users may only
know an email address instead of a full SIP URL for a
callee, however. In that case, implementations may be able
to increase the likelihood of reaching a SIP server for
that domain by constructing a SIP URL from that email
address by prefixing the host name with "sip.". In the
future, this mechanism is likely to become unnecessary as
better DNS techniques, such as the one in Appendix D,
become widely available.

A client MAY cache a successful DNS query result. A successful query
is one which contained records in the answer, and a server was
contacted at one of the addresses from the answer. When the client
wishes to send a request to the same host, it MUST start the search
as if it had just received this answer from the name server. The
client MUST follow the procedures in RFC1035 [15] regarding DNS cache
invalidation when the DNS time-to-live expires.

1.4.3 SIP Transaction

Once the host part has been resolved to a SIP server, the client
sends one or more SIP requests to that server and receives one or
more responses from the server. A request (and its retransmissions)
together with the responses triggered by that request make up a SIP
transaction. All responses to a request contain the same values in
the Call-ID, CSeq, To, and From fields (with the possible addition of
a tag in the To field (section 6.37)). This allows responses to be
matched with requests. The ACK request following an INVITE is not
part of the transaction since it may traverse a different set of
hosts.
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IT TCP is used, request and responses within a single SIP transaction
are carried over the same TCP connection (see Section 10). Several
SIP requests from the same client to the same server MAY use the same
TCP connection or MAY use a new connection for each request.

IT the client sent the request via unicast UDP, the response is sent
to the address contained in the next Via header field (Section 6.40)
of the response. If the request is sent via multicast UDP, the
response is directed to the same multicast address and destination
port. For UDP, reliability is achieved using retransmission (Section
10).

The SIP message format and operation is independent of the transport
protocol.

1.4.4 SIP Invitation

A successftul SIP invitation consists of two requests, INVITE followed
by ACK. The INVITE (Section 4.2.1) request asks the callee to join a
particular conference or establish a two-party conversation. After
the callee has agreed to participate in the call, the caller confirms
that it has received that response by sending an ACK (Section 4.2.2)
request. If the caller no longer wants to participate in the call, it
sends a BYE request instead of an ACK.

The INVITE request typically contains a session description, for
example written in SDP (RFC 2327 [6]) format, that provides the
called party with enough information to join the session. For
multicast sessions, the session description enumerates the media
types and formats that are allowed to be distributed to that session.
For a unicast session, the session description enumerates the media
types and formats that the caller is willing to use and where it
wishes the media data to be sent. In either case, if the callee
wishes to accept the call, It responds to the invitation by returning
a similar description listing the media it wishes to use. For a
multicast session, the callee SHOULD only return a session
description if it is unable to receive the media indicated in the
caller’s description or wants to receive data via unicast.

The protocol exchanges for the INVITE method are shown in Fig. 1 for
a proxy server and in Fig. 2 for a redirect server. (Note that the
messages shown in the figures have been abbreviated slightly.) In
Fig. 1, the proxy server accepts the INVITE request (step 1),
contacts the location service with all or parts of the address (step
2) and obtains a more precise location (step 3). The proxy server
then issues a SIP INVITE request to the address(es) returned by the
location service (step 4). The user agent server alerts the user
(step 5) and returns a success indication to the proxy server (step
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6). The proxy server then returns the success result to the original
caller (step 7). The receipt of this message is confirmed by the
caller using an ACK request, which is forwarded to the callee (steps
8 and 9). Note that an ACK can also be sent directly to the callee,
bypassing the proxy. All requests and responses have the same Call-
1D.

+.. cs.tu-berlin.de ..+ 1: INVITE
henning@cs.col

S cs.columbia.edu .......
2 ( )

- ( location )

- ( service )

- )

: | hgs@lab

: 2] 3]

: | |

: henning |

|
| \/ 4: INVITE 5: ring

; cz@cs.tu-berlin.de ::::::::::::::::::::::::>( ):::::::::>( )
: D LT ( <o ( )
: 7: 200 OK : ( )6: 200 OK ( D)
i - ( work ) (lab )
: 8: ACK : ( )9: ACK ( )
- ::::::::::::::::::::::::>( ):::::::::>( )
+ + +

====> SIP request
....> SIP response
N

| non-SIP protocols

Figure 1: Example of SIP proxy server

The redirect server shown in Fig. 2 accepts the INVITE request (step
1), contacts the location service as before (steps 2 and 3) and,
instead of contacting the newly found address itself, returns the
address to the caller (step 4), which is then acknowledged via an ACK
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request (step 5). The caller issues a new request, with the same
call-ID but a higher CSeq, to the address returned by the first
server (step 6). In the example, the call succeeds (step 7). The
caller and callee complete the handshake with an ACK (step 8).

The next section discusses what happens if the location service
returns more than one possible alternative.

1.4.5 Locating a User

A callee may move between a number of different end systems over
time. These locations can be dynamically registered with the SIP
server (Sections 1.4.7, 4.2.6). A location server MAY also use one or
more other protocols, such as finger (RFC 1288 [17]), rwhois (RFC
2167 [18]), LDAP (RFC 1777 [19]), multicast-based protocols [20] or
operating-system dependent mechanisms to actively determine the end
system where a user might be reachable. A location server MAY return
several locations because the user is logged in at several hosts
simultaneously or because the location server has (temporarily)
inaccurate information. The SIP server combines the results to yield
a list of a zero or more locations.

The action taken on receiving a list of locations varies with the
type of SIP server. A SIP redirect server returns the list to the
client as Contact headers (Section 6.13). A SIP proxy server can
sequentially or in parallel try the addresses until the call is
successful (2xx response) or the callee has declined the call (6xx
response). With sequential attempts, a proxy server can implement an
"anycast" service.

IT a proxy server forwards a SIP request, it MUST add itself to the
beginning of the list of forwarders noted in the Via (Section 6.40)
headers. The Via trace ensures that replies can take the same path
back, ensuring correct operation through compliant firewalls and
avoiding request loops. On the response path, each host MUST remove
its Via, so that routing internal information is hidden from the
callee and outside networks. A proxy server MUST check that it does
not generate a request to a host listed in the Via sent-by, via-
received or via-maddr parameters (Section 6.40). (Note: If a host has
several names or network addresses, this does not always work. Thus,
each host also checks if it is part of the Via list.)

A SIP invitation may traverse more than one SIP proxy server. If one
of these '"forks"™ the request, i1.e., issues more than one request in

response to receiving the invitation request, it is possible that a

client is reached, independently, by more than one copy of the
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invitation request. Each of these copies bears the same Call-I1D. The
user agent MUST return the same status response returned in the first
response. Duplicate requests are not an error.

1.4.6 Changing an Existing Session

In some circumstances, it is desirable to change the parameters of an
existing session. This is done by re-issuing the INVITE, using the
same Call-ID, but a new or different body or header fields to convey
the new information. This re INVITE MUST have a higher CSeq than any
previous request from the client to the server.

For example, two parties may have been conversing and then want to
add a third party, switching to multicast for efficiency. One of the
participants invites the third party with the new multicast address
and simultaneously sends an INVITE to the second party, with the new
multicast session description, but with the old call identifier.

1.4.7 Registration Services

The REGISTER request allows a client to let a proxy or redirect
server know at which address(es) it can be reached. A client MAY also
use it to install call handling features at the server.

1.5 Protocol Properties
1.5.1 Minimal State

A single conference session or call involves one or more SIP
request-response transactions. Proxy servers do not have to keep
state for a particular call, however, they MAY maintain state for a
single SIP transaction, as discussed in Section 12. For efficiency, a
server MAY cache the results of location service requests.

1.5.2 Lower-Layer-Protocol Neutral

SIP makes minimal assumptions about the underlying transport and
network-layer protocols. The lower-layer can provide either a packet
or a byte stream service, with reliable or unreliable service.

In an Internet context, SIP is able to utilize both UDP and TCP as
transport protocols, among others. UDP allows the application to more
carefully control the timing of messages and their retransmission, to
perform parallel searches without requiring TCP connection state for
each outstanding request, and to use multicast. Routers can more
readily snoop SIP UDP packets. TCP allows easier passage through
existing Firewalls.
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o cs.columbia.edu .......
N ¢ ) ) :
: ( location ) :
: ( service ) :
o ;
| hgs@lab -
2] 3] :
_ 1| :
> henning] :
+.. cs.tu-berlin.de ..+ 1: INVITE : | | :
: : henning@cs.col: | \/ :
cz@cs.tu-berlin.de =======================3>( ) -
I~ EEEP R T P T ( ) :
| - 1 : 4: 302 Moved (¢ ) :
| - 1 hgs@lab ( work ) :
I - ( ) :
| - | 5: ACK ( ) :
I . I :::::::::::::::::::::::>( ) -
I - :
LEREET I + :
I - :
I - :
o - f
| : | 6: INVITE hgs@lab-cs.columbia-edu T :
I Rt LR LT TR ( ) -
I 7: 200 OK (lab ) :
| ( ) -
| 8: ACK ( ) -

+

====> SIP request
..> SIP response

non-SIP protocols

Figure 2: Example of SIP redirect server
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When TCP is used, SIP can use one or more connections to attempt to
contact a user or to modify parameters of an existing conference.
Different SIP requests for the same SIP call MAY use different TCP
connections or a single persistent connection, as appropriate.

For concreteness, this document will only refer to Internet
protocols. However, SIP MAY also be used directly with protocols
such as ATM AAL5, IPX, frame relay or X.25. The necessary naming
conventions are beyond the scope of this document. User agents SHOULD
implement both UDP and TCP transport. Proxy, registrar, and redirect
servers MUST implement both UDP and TCP transport.

1.5.3 Text-Based

SIP is text-based, using 1SO 10646 in UTF-8 encoding throughout. This
allows easy implementation in languages such as Java, Tcl and Perl,
allows easy debugging, and most importantly, makes SIP flexible and
extensible. As SIP is used for initiating multimedia conferences
rather than delivering media data, it is believed that the additional
overhead of using a text-based protocol is not significant.

2 SIP Uniform Resource Locators

SIP URLs are used within SIP messages to indicate the originator
(From), current destination (Request-URI) and final recipient (To) of
a SIP request, and to specify redirection addresses (Contact). A SIP
URL can also be embedded in web pages or other hyperlinks to indicate
that a particular user or service can be called via SIP. When used as
a hyperlink, the SIP URL indicates the use of the INVITE method.

The SIP URL scheme is defined to allow setting SIP request-header
fields and the SIP message-body.

This corresponds to the use of mailto: URLs. It makes it
possible, for example, to specify the subject, urgency or
media types of calls initiated through a web page or as
part of an email message.

A SIP URL follows the guidelines of RFC 2396 [12] and has the syntax
shown in Fig. 3. The syntax is described using Augmented Backus-Naur
Form (See Section C). Note that reserved characters have to be
escaped and that the '"'set of characters reserved within any given URI
component is defined by that component. In general, a character is
reserved if the semantics of the URI changes if the character is
replaced with its escaped US-ASCII encoding™ [12].
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SIP-URL = "sip:" [ userinfo "@" ] hostport
url-parameters [ headers ]
userinfo user [ ":" password ]
user *( unreserved | escaped
R L IR R
password *( unreserved | escaped
AL IR B B
hostport host [ ":" port ]
host hostname | IPv4address
hostname *( domainlabel "." ) toplabel [ "." ]
domainlabel alphanum | alphanum *( alphanum | *-" ) alphanum
toplabel alpha | alpha *( alphanum | "-" ) alphanum
IPv4address 1*digit "." 1*digit "." 1*digit "." 1*digit
port *digit

url-parameters
url-parameter

*( ;" url-parameter )
transport-param | user-param | method-param
ttl-param | maddr-param | other-param

transport-param "transport=" ( "udp" | "tcp" )
ttl-param "tel=" ttl
ttl 1*3DIGIT ; 0 to 255

maddr-param
user-param
method-param

"maddr="" host
"user=" ( "phone™ | "ip" )
"method="" Method

tag-param "tag="" UUID

uuID 1*C hex | "-" )

other-param ( token | ( token =" ( token | quoted-string )))

headers "?'" header *( "&" header )

header hname "=" hvalue

hname 1*uric

hvalue *uric

uric reserved | unreserved | escaped

reserved S AL S - I AR I AR IR IS S |
ll$ll I ll,ll

digits = 1*DIGIT

Figure 3: SIP URL syntax

The URI character classes referenced above are described in Appendix
C.

The components of the SIP URI have the following meanings.
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telephone-subscriber = global-phone-number | local-phone-number
global-phone-number = "+'" 1*phonedigit [isdn-subaddress]
[post-dial]
1*(phonedigit | dtmf-digit |
pause-character) [isdn-subaddress]
[post-dial]
"";isub="" 1*phonedigit

local-phone-number

isdn-subaddress

post-dial ";postd=" 1*(phonedigit | dtmf-digit
pause-character)
phonedigit DIGIT | visual-separator

visual-separator
pause-character
one-second-pause
wait-for-dial-tone
dtmf-digit

one-second-pause | wait-for-dial-tone

IIW
(LS ] I ll#ll I llAll I llBll I llCll I llDll

Figure 4: SIP URL syntax; telephone subscriber

user: If the host is an Internet telephony gateway, the user field
MAY also encode a telephone number using the notation of
telephone-subscriber (Fig. 4). The telephone number is a special
case of a user name and cannot be distinguished by a BNF. Thus,
a URL parameter, user, is added to distinguish telephone numbers
from user names. The phone identifier is to be used when
connecting to a telephony gateway. Even without this parameter,
recipients of SIP URLs MAY interpret the pre-@ part as a phone
number if local restrictions on the name space for user name
allow it.

password: The SIP scheme MAY use the format '‘user:password™ in the
userinfo field. The use of passwords in the userinfo is NOT
RECOMMENDED, because the passing of authentication information
in clear text (such as URIs) has proven to be a security risk in
almost every case where it has been used.

host: The mailto: URL and RFC 822 email addresses require that
numeric host addresses (‘'host numbers') are enclosed in square
brackets (presumably, since host names might be numeric), while
host numbers without brackets are used for all other URLs. The
SIP URL requires the latter form, without brackets.

The issue of IPv6 literal addresses in URLs is being looked at

elsewhere in the IETF. SIP implementers are advised to keep up to
date on that activity.
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port: The port number to send a request to. If not present, the
' > req P h
procedures outlined in Section 1.4.2 are used to determine the
port number to send a request to.

URL parameters: SIP URLs can define specific parameters of the
request. URL parameters are added after the host component and
are separated by semi-colons. The transport parameter determines
the the transport mechanism (UDP or TCP). UDP is to be assumed
when no explicit transport parameter is included. The maddr
parameter provides the server address to be contacted for this
user, overriding the address supplied in the host field. This
address is typically a multicast address, but could also be the
address of a backup server. The ttl parameter determines the
time-to-live value of the UDP multicast packet and MUST only be
used 1T maddr is a multicast address and the transport protocol
is UDP. The user parameter was described above. For example, to
specify to call j.doe@big.com using multicast to 239.255.255.1
with a ttl of 15, the following URL would be used:

sip:j-doe@big.com;maddr=239.255.255.1;ttl=15

The transport, maddr, and ttl parameters MUST NOT be used in the From
and To header fTields and the Request-URI; they are ignored if
present.

Headers: Headers of the SIP request can be defined with the "?"
mechanism within a SIP URL. The special hname "body" indicates
that the associated hvalue is the message-body of the SIP INVITE
request. Headers MUST NOT be used in the From and To header
fields and the Request-URI; they are ignored if present. hname
and hvalue are encodings of a SIP header name and value,
respectively. All URL reserved characters in the header names
and values MUST be escaped.

Method: The method of the SIP request can be specified with the
method parameter. This parameter MUST NOT be used in the From
and To header fTields and the Request-URI; they are ignored if
present.

Table 2 summarizes where the components of the SIP URL can be used

and what default values they assume if not present.

Examples of SIP URLs are:
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default Reg.-URI To From Contact external
user - X X X X X
password - X X X X
host mandatory X X X X X
port 5060 X X X X X
user-param ip X X X X X
method INVITE X X
maddr-param - X X
ttl-param 1 X X
transp.-param -- X X
headers - X X

wn
—

Table 2: Use and default values of URL components for
Request-URI and references

headers,

sip:j-doe@big.com
sip:j.-doe:secret@big.com;transport=tcp
sip:j-doe@big.com?subject=project
sip:+1-212-555-1212:1234@gateway.com;user=phone
sip:1212@gateway .com

sip:alice@10.1.2.3

sip:alice@example.com
sip:alice%40example.com@gateway.com
sip:alice@registrar.com;method=REGISTER

Within a SIP message, URLs are used to indicate the source and
intended destination of a request, redirection addresses and the
current destination of a request. Normally all these fTields will
contain SIP URLs.

SIP URLs are case-insensitive, so that for example the two URLs
sip:j-doe@example.com and SIP:J.Doe@Example.com are equivalent. All
URL parameters are included when comparing SIP URLs for equality.

SIP header fTields MAY contain non-SIP URLs. As an example, if a call
from a telephone is relayed to the Internet via SIP, the SIP From
header field might contain a phone URL.

3 SIP Message Overview
SIP is a text-based protocol and uses the 1SO 10646 character set in
UTF-8 encoding (RFC 2279 [21]). Senders MUST terminate lines with a

CRLF, but receivers MUST also interpret CR and LF by themselves as
line terminators.
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Except for the above difference in character sets, much of the
message syntax is and header fTields are identical to HTTP/1.1; rather
than repeating the syntax and semantics here we use [HX.Y] to refer
to Section X.Y of the current HTTP/1.1 specification (RFC 2068 [11]).-
In addition, we describe SIP in both prose and an augmented Backus-
Naur form (ABNF). See section C for an overview of ABNF.

Note, however, that SIP is not an extension of HTTP.

Unlike HTTP, SIP MAY use UDP. When sent over TCP or UDP, multiple SIP
transactions can be carried in a single TCP connection or UDP
datagram. UDP datagrams, including all headers, SHOULD NOT be larger
than the path maximum transmission unit (MTU) if the MTU is known, or
1500 bytes if the MTU is unknown.

The 1500 bytes accommodates encapsulation within the
"typical”™ ethernet MTU without IP fragmentation. Recent
studies [22] indicate that an MTU of 1500 bytes is a
reasonable assumption. The next lower common MTU values are
1006 bytes for SLIP and 296 for low-delay PPP (RFC 1191
[23])- Thus, another reasonable value would be a message
size of 950 bytes, to accommodate packet headers within the
SLIP MTU without fragmentation.

A SIP message is either a request from a client to a server, or a
response from a server to a client.

SIP-message = Request | Response

Both Request (section 4) and Response (section 5) messages use the
generic-message format of RFC 822 [24] for transferring entities (the
body of the message). Both types of messages consist of a start-line,
one or more header fields (also known as "headers'™), an empty line
(i.e., a line with nothing preceding the carriage-return line-feed
(CRLF)) indicating the end of the header fields, and an optional
message-body. To avoid confusion with similar-named headers in HTTP,
we refer to the headers describing the message body as entity
headers. These components are described in detail in the upcoming
sections.

generic-message = start-line
*message-header
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CRLF
[ message-body ]

start-line = Request-Line | ;Section 4.1
Status-Line ;Section 5.1

message-header = ( general-header
| request-header
| response-header
I

entity-header )

In the interest of robustness, any leading empty line(s) MUST be
ignhored. In other words, If the Request or Response message begins
with one or more CRLF, CR, or LFs, these characters MUST be ignored.

4 Request

The Request message format is shown below:

Request = Request-Line ; Section 4.1
*( general-header
| request-header
| entity-header )
CRLF

[ message-body ] ; Section 8

4.1 Request-Line

The Request-Line begins with a method token, followed by the
Request-URI and the protocol version, and ending with CRLF. The
elements are separated by SP characters. No CR or LF are allowed
except in the final CRLF sequence.

Request-Line = Method SP Request-URI SP SIP-Version CRLF
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Section
Section

general-header Accept

Accept-Encoding

© 00~

Accept-Language Section
Call-ID Section 12
Contact Section 13
CSeq Section 17
Date Section 18
Encryption Section 19
Expires Section 6.20
From Section 6.21
Record-Route Section 29
Timestamp Section 6.36
To Section 6.37
Via Section 6.40
entity-header Content-Encoding Section 14

Content-Length Section

Content-Type Section 16
request-header Authorization Section 11
Contact Section
Hide Section 22
Max-Forwards Section 23
Organization Section 24
Priority Section 25
Proxy-Authorization Section 27
Proxy-Require Section 28
Route Section 6.33
Require Section 6.30
Response-Key Section 6.31
Subject Section 6.35
User-Agent Section 6.39
response-header Allow Section 10
Proxy-Authenticate Section 26

Retry-After Section 6.32
Server Section 6.34
Unsupported Section 6.38
Warning Section 6.41

[oNoNo NN N NN NoNoNoNoNoNoNoN NN N NN NN Ne NoNoRe) NN NeoNeo) Ne)Ne)Ne)Ne)NerNep)
=
w

WWW-Authenticate Section

Table 3: SIP headers
4.2 Methods
The methods are defined below. Methods that are not supported by a

proxy or redirect server are treated by that server as if they were
an OPTIONS method and forwarded accordingly. Methods that are not
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supported by a user agent server or registrar cause a 501 (Not
Implemented) response to be returned (Section 7). As in HTTP, the
Method token is case-sensitive.

Method = ™INVITE"™ | "ACK™ | "OPTIONS"™ | "BYE"
| "CANCEL™ | "REGISTER"

4_.2.1 INVITE

The INVITE method indicates that the user or service is being invited
to participate in a session. The message body contains a description
of the session to which the callee is being invited. For two-party
calls, the caller indicates the type of media it is able to receive
and possibly the media it is willing to send as well as their
parameters such as network destination. A success response MUST
indicate in its message body which media the callee wishes to receive
and MAY indicate the media the callee is going to send.

Not all session description formats have the ability to
indicate sending media.

A server MAY automatically respond to an invitation for a conference
the user is already participating in, identified either by the SIP
Call-ID or a globally unique identifier within the session
description, with a 200 (OK) response.

IT a user agent receives an INVITE request for an existing call leg
with a higher CSeq sequence number than any previous INVITE for the
same Call-ID, it MUST check any version identifiers in the session
description or, if there are no version identifiers, the content of
the session description to see if it has changed. It MUST also
inspect any other header fields for changes. If there is a change,
the user agent MUST update any internal state or information
generated as a result of that header. If the session description has
changed, the user agent server MUST adjust the session parameters
accordingly, possibly after asking the user for confirmation.
(Versioning of the session description can be used to accommodate the
capabilities of new arrivals to a conference, add or delete media or
change from a unicast to a multicast conference.)

This method MUST be supported by SIP proxy, redirect and user agent
servers as well as clients.
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4.2.2 ACK

The ACK request confirms that the client has received a final
response to an INVITE request. (ACK is used only with INVITE
requests.) 2xx responses are acknowledged by client user agents, all
other final responses by the first proxy or client user agent to
receive the response. The Via is always initialized to the host that
originates the ACK request, i.e., the client user agent after a 2xx
response or the First proxy to receive a non-2xx final response. The
ACK request is forwarded as the corresponding INVITE request, based
on its Request-URI. See Section 10 for details.

The ACK request MAY contain a message body with the final session
description to be used by the callee. IT the ACK message body is
empty, the callee uses the session description in the INVITE request.

A proxy server receiving an ACK request after having sent a 3xx, 4xX,
5xx, or 6xx response must make a determination about whether the ACK
is for it, or for some user agent or proxy server further downstream.
This determination is made by examining the tag in the To field. If
the tag in the ACK To header field matches the tag in the To header
field of the response, and the From, CSeq and Call-1D header fields
in the response match those in the ACK, the ACK is meant for the
proxy server. Otherwise, the ACK SHOULD be proxied downstream as any
other request.

It is possible for a user agent client or proxy server to
receive multiple 3xx, 4xx, 5xx, and 6xx responses to a
request along a single branch. This can happen under
various error conditions, typically when a forking proxy
transitions from stateful to stateless before receiving all
responses. The various responses will all be identical,
except for the tag in the To field, which is different for
each one. It can therefore be used as a means to
disambiguate them.

This method MUST be supported by SIP proxy, redirect and user agent
servers as well as clients.

4.2.3 OPTIONS

The server is being queried as to its capabilities. A server that
believes it can contact the user, such as a user agent where the user
iIs logged in and has been recently active, MAY respond to this
request with a capability set. A called user agent MAY return a
status reflecting how it would have responded to an invitation, e.g.,
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600 (Busy). Such a server SHOULD return an Allow header field
indicating the methods that it supports. Proxy and redirect servers
simply forward the request without indicating their capabilities.

This method MUST be supported by SIP proxy, redirect and user agent
servers, registrars and clients.

4.2._.4 BYE

The user agent client uses BYE to indicate to the server that it
wishes to release the call. A BYE request is forwarded like an INVITE
request and MAY be issued by either caller or callee. A party to a
call SHOULD issue a BYE request before releasing a call (“hanging
up™). A party receiving a BYE request MUST cease transmitting media
streams specifically directed at the party issuing the BYE request.

IT the INVITE request contained a Contact header, the callee SHOULD
send a BYE request to that address rather than the From address.

This method MUST be supported by proxy servers and SHOULD be
supported by redirect and user agent SIP servers.

4_2_.5 CANCEL

The CANCEL request cancels a pending request with the same Call-ID,
To, From and CSeq (sequence number only) header field values, but
does not affect a completed request. (A request is considered
completed if the server has returned a final status response.)

A user agent client or proxy client MAY issue a CANCEL request at any
time. A proxy, in particular, MAY choose to send a CANCEL to
destinations that have not yet returned a final response after it has
received a 2xx or 6xx response for one or more of the parallel-search
requests. A proxy that receives a CANCEL request forwards the request
to all destinations with pending requests.

The Call-1D, To, the numeric part of CSeq and From headers in the
CANCEL request are identical to those in the original request. This
allows a CANCEL request to be matched with the request it cancels.
However, to allow the client to distinguish responses to the CANCEL
from those to the original request, the CSeq Method component is set
to CANCEL. The Via header field is initialized to the proxy issuing
the CANCEL request. (Thus, responses to this CANCEL request only
reach the issuing proxy.)

Once 