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1.0 Introduction

The APPN | npl ementers’ Workshop (AIW is an industry-w de consortium
of networking vendors that devel ops Advanced Peer-to- Peer

Net wor ki ng(R) (APPN(R)) standards and other standards related to
Systenms Network Architecture (SNA), and facilitates high quality,
fully interoperable APPN and SNA internetworking products. The AIW
approved C osed Pages (CP) status for the architecture in this
docunent on Decenber 2, 1997, and, as a result, the architecture was
added to the AlWarchitecture of record. A CP-level docunent is
sufficiently detailed that inplenmenting products will be able to
interoperate; it contains a clear and conpl ete specification of al
necessary changes to the architecture of record. However, the AIW
has procedures by which the architecture may be nodified, and the AIW
is open to suggestions fromthe internet comunity.

The architecture for APPN nodes is specified in "Systens Network
Architecture Advanced Peer-to-Peer Networking Architecture Reference”
[1]. A set of APPN enhancenments for Hi gh Performance Routing (HPR)
is specified in "Systenms Network Architecture Advanced Peer-to- Peer
Net wor ki ng Hi gh Performance Routing Architecture Reference, Version
3.0" [2]. The formats associated with these architectures are
specified in "Systenms Network Architecture Formats" [3]. This neno
assunes the reader is famliar with these specifications.

This nenp defines a nethod with which HPR nodes can use | P networks
for comuni cati on, and the enhancenents to APPN required by this
met hod. This nenp al so describes an option set that allows the use
of the APPN connection network nodel to all ow HPR nodes to use IP
networ ks for conmmuni cati on without having to predefine |ink
connecti ons.

(R) ' Advanced Peer-to-Peer Networking and 'APPN are tradenarks of
t he | BM Cor por ati on.
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1.1 Requirements

The following are the requirenments for the architecture specified in
thi s nmeno:

1. Facilitate APPN product interoperation in |IP networks by
docunenti ng agreenments such as the choice of the logical Iink
control (LLO).

2. Reduce systemdefinition (e.g., by extending the connection
network nodel to IP networks) -- Connection network support is an
optional function.

3. Use class of service (COS) to retain existing path selection and
transnission priority services in I P networks; extend
transni ssion priority function to include |IP networks.

4. Allow custoners the flexibility to design their networks for | ow
cost and hi gh performance.

5. Use HPR functions to inprove both availability and scalability
over existing integration techniques such as Data Link Switching
(DLSW) which is specified in RFC 1795 [4] and RFC 2166 [5].

2.0 IP as a Data Link Control (DLC) for HPR

This meno specifies the use of IP and UDP as a new DLC that can be
supported by APPN nodes with the three HPR option sets: HPR (option
set 1400), Rapid Transport Protocol (RTP) (option set 1401), and
Control Flows over RTP (option set 1402). Logical Data Link Control
(LDLC) Support (option set 2006) is also a prerequisite.

RTP is a connection-oriented, full-duplex protocol designed to
transport data in high-speed networks. HPR uses RTP connections to
transport SNA session traffic. RTP provides reliability (i.e., error
recovery via selective retransnission), in-order delivery (i.e., a
first-in-first-out [FIFQ service provided by resequenci ng data that
arrives out of order), and adaptive rate-based (ARB) fl ow congestion
control. Because RTP provides these functions on an end-to-end basis,
it elimnates the need for these functions on the link |evel along
the path of the connection. The result is inproved overall
performance for HPR. For a nore conpl ete description of RTP, see
Appendi x F of [2].

This new DLC (referred to as the native IP DLC) allows custonmers to
t ake advantage of APPN HPR functions such as class of service (COS)
and ARB fl ow congestion control in the IP environment. HPR |inks

establ i shed over the native IP DLC are referred to as HPR/I P |i nks.

Dudl ey I nf or mat i onal [ Page 3]



RFC 2353 APPN HPR in | P Networks May 1998

The followi ng sections describe in detail the considerations and
enhancenents associated with the native |IP DLC

2.1 Use of UDP and IP

The native IP DLC will use the User Datagram Protocol (UDP) defined
in RFC 768 [6] and the Internet Protocol (IP) version 4 defined in
RFC 791 [7].

Typically, access to UDP is provided by a sockets API. UDP provides
an unreliable connectionless delivery service using IP to transport
nmessages between nodes. UDP has the ability to distinguish anmong
mul tiple destinations within a given node, and all ows port-nunber-
based prioritization in the IP network. UDP provides detection of
corrupted packets, a function required by HPR  Hi gher-I|ayer
protocols such as HPR are responsible for handling problens of
nmessage | oss, duplication, delay, out-of-order delivery, and | oss of
connectivity. UDP is adequate because HPR uses RTP to provide end-
to-end error recovery and in-order delivery; in addition, LDLC
detects | oss of connectivity. The Transni ssion Control Protocol
(TCP) was not chosen for the native I P DLC because the additional
servi ces provided by TCP such as error recovery are not needed.
Furthernore, the term nation of TCP connections would require
addi ti onal node resources (control blocks, buffers, tiners, and
retransmt queues) and woul d, thereby, reduce the scalability of the
desi gn.

The UDP header has four two-byte fields. The UDP Destination Port is
a 16-bit field that contains the UDP protocol port nunber used to
denul ti pl ex datagrans at the destination. The UDP Source Port is a
16-bit field that contains the UDP protocol port nunber that
specifies the port to which replies should be sent when ot her
information is not available. A zero setting indicates that no
source port nunber information is being provided. Wen used with the
native P DLC, this field is not used to convey a port nunber for
replies; noreover, the zero setting is not used. |ANA has registered
port nunbers 12000 t hrough 12004 for use in these two fields by the
native | P DLC, use of these port nunbers allows prioritization in the
| P network. For nore details of the use of these fields, see 2.6.1,
"IP Prioritization" on page 28.

The UDP Checksumis a 16-bit optional field that provides coverage of
the UDP header and the user data; it also provides coverage of a
pseudo- header that contains the source and destination |IP addresses.
The UDP checksumis used to guarantee that the data has arrived
intact at the intended receiver. Wen the UDP checksumis set to
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zero, it indicates that the checksum was not cal cul ated and shoul d
not be checked by the receiver. Use of the checksumis recomended
for use with the native |P DLC

| P provides an unreliable, connectionless delivery mechanism The IP
protocol defines the basic unit of data transfer through the IP
network, and perforns the routing function (i.e., choosing the path
over which data will be sent). |In addition, |IP characterizes how
"hosts" and "gateways" should process packets, the circunstances
under which error nessages are generated, and the conditions under
whi ch packets are discarded. An IP version 4 header contains an 8-
bit Type of Service field that specifies how the datagram shoul d be
handl ed. As defined in RFC 1349 [8], the type-of-service byte
contains two defined fields. The 3-bit precedence field allows
senders to indicate the priority of each datagram The 4-bit type of
service field indicates how the network should make tradeoffs between
t hr oughput, delay, reliability, and cost. The 8-bit Protocol field
speci fi es which higher-1evel protocol created the datagram Wen
used with the native IP DLC, this field is set to 17 which indicates
t he hi gher-1layer protocol is UDP

2.2 Node Structure

Figure 1 on page 6 shows a possi bl e node functional deconposition for
transport of HPR traffic across an IP network. There will be
variations in different platfornms based on platformcharacteristics.

The native IP DLC includes a DLC nmanager, one LDLC conponent for each
link, and a link demultiplexor. Because UDP is a connectionless
delivery service, there is no need for HPR to activate and deactivate
| ower -1 evel connections.

The DLC manager activates and deactivates a |link denultiplexor for
each port and an instance of LDLC for each link established in an IP
network. Miltiple Iinks (e.g., one defined |ink and one dynanic |ink
for connection network traffic) may be established between a pair of

| P addresses. Each link is identified by the source and destination
| P addresses in the | P header and the source and destination service
access point (SAP) addresses in the | EEE 802.2 LLC header (see 6.0,
"Appendi x - Packet Format" on page 37); the link demrultipl exor passes
i ncom ng packets to the correct instance of LDLC based on these
identifiers. Mreover, the |IP address pair associated with an active
link and used in the |IP header may not change.

LDLC al so provides other functions (for exanple, reliable delivery of

Exchange ldentification [XID] conmands). Error recovery for HPR RTP
packets is provided by the protocols between the RTP endpoints.

Dudl ey I nf or mat i onal [ Page 5]



RFC 2353 APPN HPR in | P Networks May 1998

The network control [ayer (NCL) uses the autonmatic network routing
(ANR) information in the HPR network header to either pass incom ng
packets to RTP or an outgoing |ink

Al'l components are shown as single entities, but the nunber of
| ogi cal instances of each is as foll ows:

0] DLC nanager -- 1 per node

o] LDLC -- 1 per link

o] Li nk demul ti pl exor -- 1 per port

o] NCL -- 1 per node (or 1 per port for efficiency)
o] RTP -- 1 per RTP connection

o] UDP -- 1 per port

(o] IP -- 1 per port

Products are free to inplenent other structures. Products

i npl ementing other structures will need to rmake the appropriate
nodi fications to the algorithns and protocol boundaries shown in this
docunent .
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Figure 1. HPR/IP Node Structure
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2.3 Logical Link Control (LLC) Used for IP

Logi cal Data Link Control (LDLC) is used by the native IP DLC. LDLC
is defined in [2]. LDLC uses a subset of the services defined by

| EEE 802.2 LLC type 2 (LLC2). LDLC uses only the TEST, X D, DI SC
DM and U franes.

LDLC was defined to be used in conjunction with HPR (with the HPR
Control Flows over RTP option set 1402) over reliable links that do
not require link-level error recovery. Mst frame loss in IP
networ ks (and the underlying frame networks) is due to congesti on,

not problens with the facilities. Wen LDLC is used on a link, no
link-level error recovery is available; as a result, only RTP traffic
is supported by the native IP DLC. Using LDLC elimnates the need
for LLC2 and its associated cost (adapter storage, |onger path

I ength, etc.).

2.3.1 LDLC Liveness

LDLC liveness (using the LDLC TEST command and response) is required
when the underlying subnetwork does not provide notification of
connection outage. Because UDP is connectionless, it does not
provi de outage notification; as a result, LDLC liveness is required
for HPR/I P |i nks.

Li veness should be sent periodically on active |Iinks except as
described in the foll owi ng subsection when the option to reduce
liveness traffic is inplenented. The default |iveness tiner period
is 10 seconds. \When the defaults for the liveness tinmer and retry
timer (15 seconds) are used, the period between |liveness tests is
smaller than the time required to detect failure (retry count
multiplied by retry tinmer period) and may be smaller than the tine
for liveness to conplete successfully (on the order of round-trip
delay). Wien liveness is inplenented as specified in the LDLC
finite-state machine (see [2]) this is not a problem because the
liveness protocol works as follows: The liveness tinmer is for a
single link. The timer is started when the link is first activated
and each tinme a |liveness test conpletes successfully. Wen the tinmer
expires, a liveness test is performed. Wen the link is operational,
t he period between |iveness tests is on the order of the |iveness
timer period plus the round-trip del ay.

For each inplenentation, it is necessary to check if the |iveness
protocol will work in a satisfactory manner with the default settings
for the liveness and retry tinmers. |If, for exanple, the |iveness
timer is restarted i nmediately upon expiration, then a different
default for the liveness tinmer should be used.
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2.3.1.1 Option to Reduce Liveness Traffic

In sone environnents, it is advantageous to reduce the anmount of
liveness traffic when the link is otherwise idle. (For exanple, this
could all ow underlying facilities to be tenporarily deactivated when
not needed.) As an option, inplenentations nay choose not to send
liveness when the link is idle (i.e., when data was neither sent nor
received over the link while the liveness tinmer was running). (If
the inmplenmentation is not aware of whether data has been received,
liveness testing nmay be stopped while data is not being sent.)
However, the RTP connections also have a |iveness nmechani sm whi ch
will generate traffic. Sone inplenmentations of RTP will allow
setting a |large value for the ALIVE tinmer, thus reducing the anount
of RTP liveness traffic.

If LDLC liveness is turned off while the link is idle, one side of
the link may detect a link failure nmuch earlier than the other. This
can cause the foll ow ng probl ens:

o] If a node that is aware of a link failure attenpts to reactivate
the link, the partner node (unaware of the link failure) may
reject the activation as an unsupported parallel 1ink between the
two ports.

o] If a node that is unaware of an earlier link failure sends data

(i ncludi ng new session activations) on the link, it my be

di scarded by a node that detected the earlier failure and
deactivated the link. As a result, session activations would
fail.

The mechani snms descri bed bel ow can be used to renmedy these problens.
These nmechani snms are needed only in a node not sending |iveness when
the link is idle; thus, they would not be required of a node not

i nplementing this option that just happened to be adjacent to a node
i npl erenting the option.

o] (Mandat ory unl ess the node supports nultiple active defined |inks
between a pair of HPR/IP ports and supports nultiple active
dynamic links between a pair of HPR/IP ports.) Anytinme a node
rejects the activation of an HPR/IP link as an unsupported
parall el link between a pair of HPR/IP ports (sense data
X' 10160045 or X 10160046’), it should performliveness on any
active link between the two ports that is using a different SAP
pair. Thus, if the activation was not for a parallel link but
rather was a reactivati on because one of these active |inks had
failed, the failed link will be detected. (If the SAP pair for
the link being activated matches the SAP pair for an active link,
a liveness test would succeed because the adjacent node woul d
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respond for the link being activated.) A sinple way to inplenent
this function is for LDLC, upon receiving an activation XID, to

run liveness on all active links with a matching | P address pair
and a different SAP pair.

o] (Mandat ory) Anytime a node receives an activation XIDwith an IP
address pair and a SAP pair that natch those of an active link,
it should deactivate the active link and allow it to be
reestablished. A tiner is required to prevent stray XIDs from
deactivating an active |ink.

o] (Recomended) A node should attenpt to reactivate an HPR/ I P |ink
before acting on an LDLC-detected failure. This mechanismis
hel pful in preventing session activation failures in scenarios
where the other side detected a |link failure earlier, but the
net wor k has recovered.

2.4 | P Port Activation

The node operator (NO creates a native |P DLC by issuing

DEFI NE_DLC(RQ (contai ning custoner-configured paraneters) and
START_DLC(RQ comrands to the node operator facility (NOF). NOF, in
turn, passes DEFINE DLC(RQ and START_DLC(RQ signals to
configuration services (CS), and CS creates the DLC nanager. Then,
t he node operator can define a port by issuing DEFI NE_PORT(RQ (also
contai ni ng custoner-configured paraneters) to NOF with NOF passing
the associated signal to CS.

A node with adapters attached to multiple I P subnetworks may
represent the nultiple adapters as a single HPR/IP port. However, in
that case, the node associates a single |IP address with that port.
RFC 1122 [9] requires that a node with nultiple adapters be able to
use the sane source |P address on outgoi ng UDP packets regardl ess of
the adapter used for transnission.
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Figure 2. IP Port Activation
The followi ng paraneters are received i n DEFI NE_PORT(RQ :
o] Port name
o] DLC nane

o] Port type (if |IP connection networks are supported, set to shared
access transport facility [SATF]; otherw se, set to sw tched)

o] Link station role (set to negotiable)

o] Maxi mum recei ve BTU size (default is 1461 [1492 |ess an al |l owance
for the IP, UDP, and LLC headers])

o] Maxi mum send BTU size (default is 1461 [1492 |ess an all owance
for the IP, UDP, and LLC headers])

o] Link activation limts (total, inbound, and outbound)
o] | Pv4 supported (set to yes)
o] The local 1Pv4 address (required if IPv4 is supported)

o] | Pv6 supported (set to no; may be set to yes in the future; see
2.9, "IPv4-to-1Pv6 Mgration" on page 35)

o] The local 1Pv6 address (required if IPv6 is supported)

o] Retry count for LDLC (default is 3)
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o] Retry tinmer period for LDLC (default is 15 seconds; a snaller
val ue such as 10 seconds can be used for a campus network)

o] LDLC liveness timer period (default is 10 seconds; see 2.3.1,
"LDLC Liveness" on page 7)

o] | P precedence (the setting of the 3-bit field within the Type of
Service byte of the IP header for the LLC conmands such as XID
and for each of the APPN transmi ssion priorities; the defaults
are givenin 2.6.1, "IP Prioritization" on page 28.)

2.4.1 WMaxi mum BTU Si zes for HPR' I P

Wien | P datagrans are | arger than the underlying physical |inks
support, |P perforns fragnentation. Wen HPR/IP links are
establ i shed, the default maxi mum basic transm ssion unit (BTU) sizes
are 1461 bytes, which corresponds to the typical |P maxi mum
transnission unit (MIU) size of 1492 bytes supported by routers on
token-ring networks. 1461 is 1492 |less 20 bytes for the |IP header, 8
bytes for the UDP header, and 3 bytes for the | EEE 802.2 LLC header.
The | P header is larger than 20 bytes when optional fields are

i ncl uded; smaller maxi mum BTU si zes should be configured if optional
| P header fields are used in the IP network. For |1Pv6, the default
is reduced to 1441 bytes to allow for the typical |Pv6 header size of
40 bytes. Smaller maxi mum BTU sizes (but not |ess than 768) shoul d
be used to avoid fragnmentati on when necessary. Larger BTU sizes
shoul d be used to inprove performance when the custoner’s | P network
supports a sufficiently large IP MU size. The nmaxi nrumreceive and
send BTU sizes are passed to CS in DEFI NE_PORT(RQ . These maxi num
BTU si zes can be overridden in DEFINE_CN TG RQ or DEFINE_LS(RQ .

The Flags field in the | P header should be set to allow
fragmentation. Sone products will not be able to control the setting
of the bit allowi ng fragnentation; in that case, fragmentation wll
nost |ikely be allowed. Although fragnmentation is slow and prevents
prioritization based on UDP port nunbers, it does allow connectivity
across paths with small MIU si zes.

2.5 |P Transm ssion Goups (TGs)

2.5.1 Regular TGs
Regul ar HPR TGs may be established in I P networks using the native IP
DLC architecture. Each of these TGs is conposed of one or nore

HPR/ I P links. Configuration services (CS) identifies the TGwith the
destination control point (CP) nane and TG nunber; the destination CP
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nane may be configured or learned via XID, and the TG nunber, which
may be configured, is negotiated via XID. For auto-activatable
links, the destination CP nanme and TG nunber must be confi gured.

When multiple links (dynam c or defined) are established between a
pair of IP ports (each associated with a single |IP address), an

i nconi ng packet can be napped to its associated link using the IP
address pair and the service access point (SAP) address pair. If a
node receives an activation XID for a defined link with an | P address
pair and a SAP pair that are the sane as for an active defined |ink

t hat node can assune that the link has failed and that the partner
node is reactivating the link. 1In such a case as an optim zation

the node receiving the XID can take down the active Iink and all ow
the link to be reestablished in the IP network. Because UDP packets
can arrive out of order, inplenentation of this optimzation requires
the use of a tiner to prevent a stray XID from deactivating an active
l'ink.

Support for nultiple defined |inks between a pair of HPR'IP ports is
optional. There is currently no value in defining nultiple HPR/IP
i nks between a pair of ports. In the future if HPR/IP support for
the Resource ReSerVation Protocol (RSVP) [10] is defined, it may be
advant ageous to define such parallel Iinks to segregate traffic by
COS on RSVP "sessions." Using RSVP, HPR would be able to reserve
bandwi dth in I P networks. An HPR logical |ink would be mapped to an
RSVP "session"” that would likely be identified by either a specific
appl i cation-provided UDP port nunber or a dynanically-assi gned UDP
port nunber.

When nultiple defined HPR/I P |inks between ports are not support ed,
an incomng activation for a defined HPRIIP Iink may be rejected with
sense data X 10160045 if an active defined HPR/IP link already

exi sts between the ports. |If the SAP pair in the activation XID

mat ches the SAP pair for the existing link, the optim zation

descri bed above nay be used instead.

If parallel defined HPR'IP links between ports are not supported, an
i nconing activation XIDis napped to the defined link station (if it
exi sts) associated with the port on the adjacent node using the
source | P address in the inconing activation XID. This source IP
address should be the sane as the destination |IP address associ ated
with the matching defined link station. (They may not be the sane if
the adj acent node has nultiple | P addresses, and the configuration
was not coordi nated correctly.)

If parallel HPR/IP |inks between ports are supported, nultiple

defined Iink stations may be associated with the port on the adjacent
node. In that case, predefined TG nunbers (see "Partitioning the TG

Dudl ey | nf or mat i onal [ Page 13]



RFC 2353 APPN HPR in | P Networks May 1998

Nunber Space" in Chapter 9 Configuration Services of [1]) may be used
to map the XID to a specific link station. However, because the same
TG characteristics may be used for all HPR/IP |inks between a given
pair of ports, all the Iink stations associated with the port in the
adj acent node shoul d be equivalent; as a result, TG nunber

negoti ati on using negotiable TG nunbers may be used.

In the future, if nultiple HPRIIP links with different
characteristics are defined between a pair of ports using RSVP,
defined Iink stations will need sufficient configured information to
be matched with incoming XIDs. (Correct matching of an incom ng XD
to a defined link station allows CS to provide the correct TG
characteristics to topology and routing services (TRS).) At that
time CS will do the nmapping based on both the I P address of the

adj acent node and a predefined TG nunber.

The node initiating link activation knows which link it is
activating. Sonme paraneters sent in prenegotiation XD are defined
in the regular link station configuration and not allowed to change
in follow ng negotiation-proceeding XIDs. To allow for forward
mgration to RSVP, when a regular TGis activated in an | P network,
the node receiving the first XID (i.e., the node not initiating link
activation) nust also understand which defined link station is being
activated before sending a prenegotiation XIDin order to correctly
set paraneters that cannot change. For this reason, the node
initiating link activation will indicate the TG nunber in
prenegotiation XIDs by including a TG Descriptor (X 46’) control
vector containing a TG ldentifier (X 80") subfield. Furthernore, the
node receiving the first XIDw |l force the node activating the |ink
to send the first prenegotiation XID by responding to null XIDs with
null XIDs. To prevent potential deadl ocks, the node receiving the
first XID has alint (the LDLC retry count can be used) on the
nunber of null XIDs it will send. Once this limt is reached, that
node will send an XIDwith an XID Negotiation Error (X 22°) control
vector in response to a null XID;, sense data X 0809003A" is included
in the control vector to indicate unexpected null XID. [|f the node
that received the first XID receives a prenegotiation XID w thout the
TG Identifier subfield, it will send an XIDwith an XID Negotiation
Error control vector to reject the link connection; sense data

X 088C4680° is included in the control vector to indicate the
subfield was m ssing.

For a regular TG the TG paraneters are provided by the node operator
based on custoner configuration in DEFINE_PORT(RQ and DEFI NE_LS(RQ .
The followi ng paraneters are supplied in DEFINE_LS(RQ for HPR/IP
l'inks:
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The destination IP host nane (this paraneter can usually be
mapped to the destination | P address): If the link is not
activated at node initialization, the IP host nane should be
mapped to an | P address, and the | P address should be stored with
the link station definition. This is required to allow an
incomng link activation to be matched with the link station
definition. |If the adjacent node activates the link with a
different I P address (e.g., it could have nmultiple ports), it
will not be possible to match the link activation with the Iink
station definition, and the default parameters specified in the
| ocal port definition will be used.

The destination IP version (set to version 4, support for version
6 may be required in the future; this paraneter is only required
if the address and version cannot be deternined using the
destination | P host nane.)

The destination IP address (in the format specified by the
destination I P version; this paraneter is only required if the
address cannot be determ ned using the destination |IP host nane.)

Source service access point address (SSAP) used for XD, TEST,
DI SC, and DM (default is X 04’; other values may be specified
when multiple links between a pair of |IP addresses are defined)

Destination service access point address (DSAP) used for Xl D,
TEST, DI SC, and DM (default is X 04")

Source service access point address (SSAP) used for HPR network
| ayer packets (NLPs) (default is X C8 ; other values may be
specified when nmultiple links between a pair of |IP addresses are
defined.)

Maxi mum recei ve BTU size (default is 1461; this paraneter is used
to override the setting in DEFI NE_PORT.)

Maxi mum send BTU size (default is 1461; this paraneter is used to
override the setting in DEFI NE_PORT.)

| P precedence (the setting of the 3-bit field within the Type of
Service byte of the IP header for LLC commands such as XID and
for each of the APPN transnission priorities; the defaults are
given in 2.6.1, "IP Prioritization" on page 28; this paraneter is
used to override the settings in DEFlI NE_PORT)

Shareabl e with connection network traffic (default is yes for
non- RSVP | i nks)
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(0)
(0)

The
TGs.
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Retry count for LDLC (default is 3; this paraneter is used to
override the setting in DEFI NE_PORT)

Retry timer period for LDLC (default is 15 seconds; a snaller

val ue such as 10 seconds can be used for a canpus link; this
paraneter is used to override the setting in DEFI NE_PORT)

LDLC liveness timer period (default is 10 seconds; this paraneter
is to override the setting in DEFI NE_PORT; see 2.3.1, "LDLC ness"
on page 7)

Aut o- activation supported (default is no; may be set to yes when
the | ocal node has sw tched access to the |IP network)

Limted resource (default is to set in concert with auto-
activation supported)

Limited resource liveness timer (default is 45 sec.)
Port name

Adj acent CP nanme (optional)

Local CP-CP sessions supported

Defined TG nunber (optional)

TG characteristics

follow ng figures show the activation and deactivati on of regul ar
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| new LDLC .
. (o i >0
CONNECT_QUT( +RSP) | .
O<-------mmmm - - * .
| X D XI D( CVD) . XID
R e SO--- e e e e e me oo >0----- >

Figure 3. Regular TG Activation (outgoing)

In Figure 3 upon receiving START_LS(RQ from NOF, CS starts the |ink
activation process by sending CONNECT_QUT(RQ to the DLC nmanager

The DLC manager creates an instance of LDLC for the link, informs the
link derultiplexor, and sends CONNECT_QUT(+RSP) to CS. Then, CS
starts the activation Xl D exchange.

* *
| CS DLC LDLC DMUX UbP
*
CONNECT_I N(RQ . XI D( C\VD) . XI D XID
O<---mcmcmcmenen- OR--emmememcmcccccecac - O<----mcmcmcmeen- 0<-----
| CONNECT_I N( RSP) . Ccreate .
R >0----------m- >0
| new LDLC .
o e R >0
| X1 D( CVD) . .
I I >0
. XID |
(o R i * .
| XI D XI D( RSP) . XID
R e Do e >0----- >

Figure 4. Regular TG Activation (incom ng)

In Figure 4, when an XIDis received for a newlink, it is passed to
the DLC manager. The DLC nanager sends CONNECT_IN(RQ to notify CS
of the incoming |ink activation, and CS sends CONNECT_I| N( +RSP)
accepting the link activation. The DLC nmanager then creates a new

i nstance of LDLC, inforns the link dermultiplexor, and forwards the
XIDto to CS via LDLC. CS then responds by sending an XID to the
adj acent node.
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The two follow ng figures show normal TG deactivati on (outgoing and

i ncom ng) .
K o e e o e o e o e e e e e e e e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e *
| CS DLC LDLC DMUX UDP|
__________________________________________________________________ *
DEACT . DI SC DI SC
Q- - mmmm e e e e e Do >0----- >
DEACT . DM . DM DM
0K m s m e e oo 0<-----mmmmma - O<-----mmmmmmm - 0<-----
| DI SCONNECT(RQ . destroy .
R >0----------m-- >0
DI SCONNECT( RSP) |
o LS

Figure 5. Regular TG Deactivation (outgoing)

In Figure 5 upon receiving STOP_LS(RQ from NOF, CS sends DEACT to
notify the partner node that the HPR link is being deactivated. When
the response is received, CS sends DI SCONNECT(RQ to the DLC nanager,
and the DLC manager deactivates the instance of LDLC. Upon receiving
DI SCONNECT(RSP), CS sends STOP_LS(RSP) to NOF.

* *
| CS DLC LDLC DMUX UDP|
*
DEACT DI SC . DI SC Dl SC
o L O<-=--cmmmnnonn- 0<---=---cenocnnn- 0<-----
| | DM . DM
| L >0----- >
| DI SCONNECT( RQ) destroy .
R >0----------m- >0 .
. DI SCONNECT( RSP) |
(s O

Figure 6. Regular TG Deactivation (inconing)

In Figure 6, when an adj acent node deactivates a TG the | ocal node
receives a DISC. CS sends STOP_LS(IND) to NOF. Because IPis
connectionl ess, the DLC nanager is not aware that the |ink has been
deactivated. For that reason, CS also needs to send DI SCONNECT( RQ
to the DLC nmanager; the DLC nanager deactivates the instance of LDLC.
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2.5.1.1 Limted Resources and Auto-Activation

To reduce tariff charges, the APPN architecture supports the
definition of switched links as limted resources. A limted-
resource link is deactivated when there are no sessions traversing

the link. Internedi ate HPR nodes are not aware of sessions between
logical units (referred to as LU LU sessions) carried in crossing RTP
connections; in HPR nodes, linmted-resource TGs are deactivated when

no traffic is detected for sone period of tine. Furthernore, APPN
links may be defined as auto-activatable. Auto-activatable links are
acti vated when a new session has been routed across the link

An HPR node may have access to an IP network via a sw tched access
link. In such environments, it may be advisable for customers to
define regular HPR'IP links as limted resources and as bei ng auto-
activat abl e.

2.5.2 | P Connecti on Networks

Connection network support for IP networks (option set 2010), is
described in this section.

APPN architecture defines single Iink TGs across the point-to-point

i nes connecting APPN nodes. The natural extension of this nodel
woul d be to define a TG between each pair of nodes connected to a
shared access transport facility (SATF) such as a LAN or | P network.
However, the high cost of the systemdefinition of such a nesh of TGs
is prohibitive for a network of nore than a few nodes. For that
reason, the APPN connection network nodel was devised to reduce the
systemdefinition required to establish TGs between APPN nodes.

QO her TGs may be defined through the SATF which are not part of the
connection network. Such TGs (referred to as regular TGs in this
docunent) are required for sessions between control points (referred
to as CP-CP sessions) but nay al so be used for LU LU sessions.

In the connection network nodel, a virtual routing node (VRN is
defined to represent the SATF. Each node attached to the SATF
defines a single TGto the VRN rather than TGs to all other attached
nodes.

Topol ogy and routing services (TRS) specifies that a session is to be
routed between two nodes across a connection network by including the
connection network TGs between each of those nodes and the VRN in the
Rout e Sel ection control vector (RSCV). Wen a network node has a TG
to a VRN, the network topology information associated with that TG

i ncludes DLC signaling information required to establish connectivity
to that node across the SATF. For an end node, the DLC signaling
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information is returned as part of the nornmal directory services (DS)
process. TRS includes the DLC signaling information for TGs across
connection networks in RSCVs.

CS creates a dynamic link station when the next hop in the RSCV of an
ACTI VATE_RQUTE si gnal received fromsession services (SS) is a
connection network TG or when an adjacent node initiates |ink
activation upon receiving such an ACTI VATE_ROUTE signal. Dynamc
link stations are nornally treated as linited resources, which neans
they are deactivated when no sessions are using them CP-CP sessions
are not supported on connections using dynamc link stations because
CP-CP sessions normally need to be kept up continuously.

Establ i shnent of a link across a connection network normally requires
the use of CP-CP sessions to determ ne the destination |P address.
Because CP-CP sessions nust flow across regular TGs, the definition
of a connection network does not elimnate the need to define regular
TGs as wel | .

Normal | y, one connection network is defined on a LAN (i.e., one VRN
is defined.) For an environnent with several interconnected canpus

| P networks, a single w de-area connection network can be defined; in
addi ti on, separate connection networks can be defined between the
nodes connected to each canpus | P networKk.

2.5.2.1 Establishing I P Connection Networks

Once the port is defined, a connection network can be defined on the
port. In order to support nultiple TGs froma port to a VRN, the
connection network is defined by the follow ng process:

1. A connection network and its associated VRN are defined on the
port. This is acconplished by the node operator issuing a
DEFI NE_CONNECTI ON_NETWORK( RQ) conmand to NOF and NOF passing a
DEFI NE_CN(RQ) signal to CS.

2. Each TGfromthe port to the VRN is defined by the node operator
i ssui ng DEFI NE_CONNECTI ON_NETWORK_TG(RQ) to NOF and NOF passing
DEFI NE_CN TG(RQ to CS.

Prior to inplenmentation of Resource ReSerVation Protocol (RSVP)
support, only one connection network TG between a port and a VRN is
required. |In that case, product support for the DEFINE_CN TE RQ
signhal is not required because a single set of port configuration
paraneters for each connection network is sufficient. If a NOF

i npl ement ati on does not support DEFINE CN T RQ, the paraneters
listed in the followi ng section for DEFINE CN TG RQ, are provided by
DEFI NE_CN(RQ) instead. Furthernore, the Connection Network TG
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Nunbers (X 81') subfield in the TG Descriptor (X 46’) control vector
on an activation XIDis only required to support rnultiple connection
network TGs to a VRN, and its use is optional

K o e o o e o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = - *
| NO NOF cs |
K o e o o e o o e o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = - *
DEFI NE_CONNECTI ON_NETWORK( RQ) DEFI NE_CN( RQ
O >0-------------- - >0
DEFI NE_CONNECTI ON_NETWORK( RSP) DEFI NE_CN( RSP)
OS-mmmmmm oo O<----mmmmmm - - - *
DEFI NE_CONNECTI ON_NETWORK_TG(RQ) DEFI NE_CN_TG RQ
O >0-------------- - >0
DEFI NE_CONNECTI ON_NETWORK_TG( RSP) DEFI NE_CN_TG( RSP) |
OS-mmmmmm oo O<----mmmmmm - - - *

Figure 7. 1P Connection Network Definition

An incom ng dynamic link activation may be rejected with sense data
X 10160046’ if there is an existing dynamic |ink between the two
ports over the same connection network (i.e., with the sane VRN CP
nane). |If a node receives an activation XID for a dynamc link with
an | P address pair, a SAP pair, and a VRN CP nane that are the sane
as for an active dynanmic link, that node can assune that the |Iink has
failed and that the partner node is reactivating the link. 1In such a
case as an optim zation, the node receiving the XID can take down the
active link and allow the link to be reestablished in the |IP network.
Because UDP packets can arrive out of order, inplenmentation of this
optimzation requires the use of a tinmer to prevent a stray XID from
deactivating an active |ink.

Once all the connection networks are defined, the node operator

i ssues START_PORT(RQ , NOF passes the associated signal to CS, and CS
passes ACTI VATE_PORT(RQ to the DLC nmanager. Upon receiving the

ACTI VATE_PORT(RSP) signal fromthe DLC nanager, CS sends a TG UPDATE
signal to TRS for each defined connection network TG  Each signa
notifies TRS that a TGto the VRN has been activated and includes TG
vectors describing the TG If the port fails or is deactivated, CS
sends TG _UPDATE i ndi cating the connection network TGs are no | onger
operational. Information about TGs between a network node and the
VRN is naintained in the network topol ogy database. [Infornation
about TGs between an end node and the VRN is nmaintained only in the

| ocal topol ogy database. |If TRS has no node entry in its topol ogy
dat abase for the VRN, TRS dynam cally creates such an entry. A VRN
node entry will becone part of the network topol ogy database only if
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a network node has defined a TGto the VRN, however, TRS is capabl e
of selecting a direct path between two end nodes across a connection
network wi thout a VRN node entry.

TRS DLC DMUX |
____________________________________________________________________ *
ACTI VATE_PORT( RQ Create
----------------------------------- >0----------=------30
ACTI VATE_PORT( RSP) |
____________________________________ *
TG_UPDATE

Figure 8. I P Connection Network Establishnent

The TG vectors for | P connection network TGs include the foll ow ng
i nformati on:

o] TG nunber
o] VRN CP nane
o] TG characteristics used during route sel ection
- Ef fective capacity
- Cost per connect tinme
- Cost per byte transmitted
- Security
- Propagati on del ay
- User defined paraneters
o] Signaling information
- | P version (indicates the format of the |IP header including
the | P address)
- | P address
- Li nk servi ce access point address (LSAP) used for XID, TEST,
DI SC, and DM
2.5.2.2 |P Connection Network Paraneters

For a connection network TG the paranmeters are deternined by CS
usi ng several inputs. Paraneters that are particular to the |oca
port,

Dudl ey

connection network, or TG are system defined and received in
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DEFI NE_PORT(RQ, DEFINE_CN(RQ, or DEFINE CN TG RQ. Signaling
information for the destination node including its IP address is
received in the ACTI VATE_RQUTE request from SS.

The followi ng configuration paraneters are received in DEFI NE_CN(RQ) :

o] Connection network name (CP nanme of the VRN)

o] Limted resource liveness tinmer (default is 45 sec.)

o] | P precedence (the setting of the 3-bit field within the Type of
Service byte of the IP header for LLC commands such as XID and
for each of the APPN transnission priorities; the defaults are
given in 2.6.1, "IP Prioritization" on page 28; this paraneter is
used to override the settings in DEFlI NE_PORT)

The followi ng configuration paraneters are received in
DEFI NE_CN TG RQ) :

o] Port nane
o] Connection network name (CP nanme of the VRN)
o] Connection network TG nunber (set to a value between 1 and 239)

o] TG characteristics (see 2.6.3, "Default TG Characteristics" on
page 30)

o] Li nk servi ce access point address (LSAP) used for XID, TEST,
DI SC, and DM (default is X 04")

o] Li nk servi ce access point address (LSAP) used for HPR network
| ayer packets (default is X C8)

o] Limted resource (default is yes)

o] Retry count for LDLC (default is 3; this paraneter is used to
override the setting in DEFI NE_PORT)

o] Retry timer period for LDLC (default is 15 sec.; a smaller val ue
such as 10 seconds can be used for a canpus connection network;
this paraneter is used to override the setting in DEFI NE_PORT)

o] LDLC liveness timer period (default is 10 seconds; this paraneter

is used to override the setting in DEFI NE_PORT; see 2.3.1, "LDLC
Li veness" on page 7)
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o] Shareable with other HPR traffic (default is yes for non- RSVP
l'i nks)

o] Maxi mum recei ve BTU size (default is 1461; this paraneter is used
to override the value in DEFI NE_PORT(RQ.)

o] Maxi mum send BTU size (default is 1461; this paraneter is used to
override the value in DEFINE_PORT(RQ.)

The followi ng paraneters are received in ACTI VATE_ROUTE f or
connection network TGs:

o The TG pair

o] The destination IP version (if this version is not supported by
the Il ocal node, the ACTI VATE ROUTE RSP reports the activation
failure with sense data X 086B46A5’ .)

o0 The destination |IP address (in the format specified by the
destination | P version)

o] Destination service access point address (DSAP) used for XD,
TEST, DI SC, and DM

2.5.2.3 Sharing of TGs

Connection network traffic is nmultiplexed onto a regular defined IP
TG (usual ly used for CP-CP session traffic) in order to reduce the
control block storage. No XIDs flow to establish a new TG on the IP
network, and no new LLC is created. When a regular TG is shared,
incomng traffic is denmultiplexed using the normal neans. |[|f the
regular TG is deactivated, a path switch is required for the HPR
connection network traffic sharing the TG

Mul tiplexing is possible if the follow ng conditions hol d:

1. Both the regular TG and the connection network TG to the VRN are
defi ned as shareable between HPR traffic streans.

2. The destination |IP address is the sane.

3. The regular TG is established first. (Because |inks established
for connection network traffic do not support CP-CP sessions,
there is little value in allowing a regular TG to share such a
l'ink.)

The destination node is notified via XID when a TG can be shared
between HPR data streans. At either end, upon receiving
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ACTI VATE_RQUTE requesting a shared TG for connection network traffic,
CS checks its TGs for one neeting the required specifications before
initiating a newlink. First, CS |looks for a |link established for
the TG pair; if there is no such link, CS determnes if there is a
regular TG that can be shared and, if nultiple such TGs exist, which
TG to choose. As a result, RTP connections routed over the sane TG
pair may actually use different |inks, and RTP connections routed
over different TG pairs may use the sanme |ink

2.5.2.4 Mnimzing RSCV Length

The maxi mum |l ength of a Route Selection (X 2B') control vector (RSCV)
is 255 bytes. Use of connection networks significantly increases the
size of the RSCV contents required to describe a "hop" across an
SATF. First, because two connection network TGs are used to specify
an SATF hop, two TG Descriptor (X 46’) control vectors are required.
Furthermore, inclusion of DLC signaling information within the TG
Descriptor control vectors increases the length of these control
vectors. As a result, the total nunber of hops that can be specified
in RSCVs traversing connection networks is reduced.

To avoid unnecessarily limting the nunber of hops, a primary goal in
designing the formats for IP signaling information is to mnimze
their size. Additional techniques are also used to reduce the effect
of the RSCV length linmtation

For an I P connection network, DLC signaling infornmation is required
only for the second TG (i.e., fromthe VRN to the destination node);
the signaling information for the first TGis locally defined at the
origin node. For this reason, the topol ogy database does not include
DLC signaling information for the entry describing a connection
network TG froma network node to a VRN. The DLC signaling
information is included in the allied entry for the TGin the
opposite direction. This mechani smcannot be used for a connection
network TG between a VRN and an end node. However, a node

i npl enenting | P connection networks does not include |IP signaling
information for the first connection network TG when constructing an
RSCV.

In an environnent where APPN network nodes are used to route between
| egacy LANs and wide-area |IP networks, it is recommended that
custoners not define connection network TGs between t hese network
nodes and VRNs representing | egacy LANs. Typically, defined |inks
are required between end nodes on the | egacy LANs and such network
nodes which al so act as network node servers for the end nodes.

These defined |inks can be used for user traffic as well as control
traffic. This technique will reduce the nunber of connection network
hops in RSCVs between end nodes on different | egacy LANSs.
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Lastly, for environnments where RSCVs are still not able to include
enough hops, extended border nodes (EBNs) can be used to partition
the network. In this case, the EBNs will al so provide piecew se

subnet route cal cul ation and RSCV swappi ng. Thus, the entire route
does not need to be described in a single RSCV with its length
[imtation.

2.5.3 XI D Changes

Packets transmitted over |IP networks are lost or arrive out of order
nore often than packets transmtted over other "link" technol ogies.
As a result, the following problemw th the Xl D3 negotiation protocol
was exposed:

K o e o e e e e e e e e e e e e e e e e e e e e e e e e e e oo *
| Node A Node B
K o e o e e e e e e e e e e e e e e e e e e e e e e e e e e oo *
0
0
0
XID3 (np, NEGQ
O R 0
| XID3 (np, SEC
B i I >0
XID3 (np, PRI)|
lost<----------- *
time out
XI D3 (np, SEC)
O-------mmcmmemmeee >0
SETMODE |
(0 I e *
fail because never
received XID3 (np, PRI)
Notation: np - negotiation proceeding

NEG - negotiable link station role
SEC - secondary link station role
PRI - primary link station role

Figure 9. XID3 Protocol Problem
In the above sequence, the XID3(np, PRI), which is a link-Ievel

response to the received XID3(np, SEC), is lost. Node A tines out
and resends the XID3(np, SEC) as a |ink-1evel conmand. Wen Node B
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receives this command, it thinks that the XID3(np, PRI) was
successfully received by Node A and that the activation Xl D exchange
is conplete. As a result, Node B sends SETMODE (SNRM SABME, or

XI D_DONE_RQ, depending upon the link type). Wen Node A receives
SETMCDE, it fails the link activation because it has not received an
XID3(np, PRI) from Node B confirm ng that Node B does indeed agree to
be the primary. Moreover, there are similar problens with inconplete
TG nunber negoti ati on.

To solve the problems with inconplete role and TG nunber negoti ati on,
two new indicators are defined in XID3. The problens are solved only
if both link stations support these new indicators:

o] Negoti ati on Conpl ete Supported indicator (byte 12 bit 0) -- this
1-bit field indicates whether the Negotiation Conplete indicator
is supported. This field is neaningful when the Xl D exchange
state is negotiation proceeding; otherwise, it is reserved. A
val ue of 0 neans the Negotiation Conplete indicator is not
supported; a value of 1 neans the indicator is supported.

o] Negoti ati on Conplete indicator (byte 12 bit 1) -- this 1-bit
field is nmeaningful only when the XID exchange state is
negoti ati on proceeding, the XID3 is sent by the secondary link
station, and the Negotiati on Conplete Supported indicator is set
to 1; otherwise, this field is reserved. This field is set to 1
by a secondary link station that supports enhanced Xl D
negoti ati on when it considers the activation XID negotiation to

be conplete for both link station role and TG nunber (i.e., it is
ready to receive a SETMODE conmand fromthe primary |ink
station.)

When a primary link station that supports enhanced Xl D negotiation
receives an XID3(np) with both the Negotiation Conpl ete Supported

i ndi cator and the Negotiation Conplete indicator set to 1, the
primary link station will know that it can safely send SETMODE if it
al so considers the XID negotiation to be conplete. The new

i ndicators are used as shown in the followi ng sequence when both the
primary and secondary |ink stations support enhanced XID negotiati on.
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K o o o e o o o o e e e e e e e e e e e e e e e e e e e e e - *
| Node A Node B |
K o o o e o o o o e e e e e e e e e e e e e e e e e e e e e - *
0
0
0
XID3 (np, NEG S, O
1 (I o]
| XID3 (np, SEC, S, "O)
2 R R I >0
XID3 (np, PRI, S, "0
3 lost <----------- *
time out
XID3 (np, SEC, S, "O
4 (o e >0
XID3 (np, PRI, S, "O|
5 (o R I *
| XID3 (np, SEC, S, ©
6 R R I >0
SETMODE |
7 (o R I *

AS indicates that byte 12 bit 0 is set to
S indicates that byte 12 bit 0 is set to
AC indicates that byte 12 bit 1 is set to
Cindicates that byte 12 bit 1 is set to

Fi gure 10. Enhanced Xl D Negoti ati on

When Node B receives the XIDin flow 4, it realizes that the Node A
does not consider XID negotiation to be conplete; as a result, it
resends its current XID information in flow 5. Wen Node A receives
this XID, it responds in flow 6 with an XID that indicates XID
negotiation is conplete. At this point, Node B, acting as the
primary link station, sends SETMODE, and the link is activated
successful ly.

M gration cases with only one link station supporting enhanced Xl D
negoti ation are shown in the two follow ng sequences. |In the next
sequence, only Node A (acting as the secondary link station) supports
t he new functi on.

Dudl ey | nf or mat i onal [ Page 28]



RFC 2353 APPN HPR in | P Networks

K o o o o o o o o e o e e e e e e e e e e e e e e e e e e e - *
| Node A Node B
K o o o o o o o o e o e e e e e e e e e e e e e e e e e e e - *
0
0
0
XID3 (np, NEG ~S)
1 (I o]
| XID3 (np, SEC, S, "O)
2 R R I >0
XID3 (np, PRI, ~S)
3 lost <----------- *
time out
XID3 (np, SEC, S, "O
4 (o e >0
SETMODE |
5 (o R I *
fail

Figure 11. First Mgration Case

The XI D negotiation fails because Node B does not understand the new

i ndi cators and responds to flow 4 with SETMODE

In the next sequence, Node B supports the new indicators but Node A

does not.
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K o e o e e e e e e e e e e e e e e e e e e e e e e e e e e oo *
| Node A Node B
K o e o e e e e e e e e e e e e e e e e e e e e e e e e e e oo *
0
0
0
XID3 (np, NEG S, O
1 (I o]
| XID3 (np, SEC, ~9)
2 R R I >0
XID3 (np, PRI, S, "0
3 lost <----------- *
time out
XID3 (np, SEC, ~S)
4 (o e >0
SETMODE |
5 (o R I *
fail

Figure 12. Second M gration Case

The XI D negotiation fails because Nobe A does not understand the new
i ndicators and thus cannot indicate that it thinks Xl D negotiation is
not conplete in flow 4. Node B understands that the secondary |ink
station (node A) does not support the new indicators and respond with
SETMCDE in flow 5.

Products that support HPR/IP links are required to support enhanced
XID negotiation. Moreover, it is recommended that products

i mpl enenting this solution for HPR/IP Iinks al so support it for other
link types.

2.5.4 Unsuccessful | P Link Activation

Link activation may fail for several different reasons. Wen |ink
activation over a connection network or of an auto-activatable Iink
is attenpted upon receiving ACTI VATE_ROUTE from SS, activation
failure is reported with ACTI VATE_ROUTE_RSP cont ai ni ng sense data
expl ai ning the cause of failure. Likew se, when activation fails for
ot her regul ar defined links, the failure is reported with
START_LS(RSP) contai ni ng sense dat a.
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As is normal for session activation failures, the sense data is al so
sent to the node that initiated the session. At the APPN-to-HPR
boundary, a -RSP(BIND) or an UNBIND with an Extended Sense Data
control vector is generated and returned to the primary |ogical unit

(PLU).

At an internediate HPR node, link activation failure can be reported
with sense data X 08010000° or X 80020000°. At a node with route-
sel ection responsibility, such failure can be reported with sense
data X 80140001’

The followi ng table contains the sense data for the various causes of
link activation failure:
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Table 1 (Page 1 of 2). Native IP DLC Link Activation Failure Sense

Dat a

The limt for null XID responses by a called node was
r eached.

A BIND was received over a subarea |link, but the next
hop is over a port that supports only HPR links. The
recei ver does not support this configuration

The contents of the DLC Signaling Type (X 91")
subfield of the TG Descriptor (X 46°) control vector
contained in the RSCV were invalid.

The contents of the I P Address and Link Service Access
Poi nt Address (X A5’ ) subfield of the TG Descri ptor

(X 46’) control vector contained in the RSCV were

i nvalid.

No DLC Signaling Type (X 91') subfield was found in
the TG Descriptor (X 46’) control vector contained in
t he RSCV.

No | P Address and Link Service Access Point Address
(X A5’ ) subfield was found in the TG Descri ptor
(X 46’) control vector contained in the RSCV.

Mul tiple sets of DLC signaling information were found
in the TG Descriptor (X 46') control vector contained
in the RSCV. |P supports only one set of DLC
signaling information.

Link Definition Error: A link is defined as not
supporting HPR, but the port only supports HPR |inks.

A call ed node found no TG Identifier (X 80’') subfield
within a TG Descriptor (X 46’) control vector in a
prenegotiation XID for a defined link in an IP

net wor k.
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Table 1 (Page 2 of 2). Native IP DLC Link Activation Failure Sense

Dat a

The XI D3 received fromthe adjacent node does not
contain an HPR Capabilities (X 61’') control vector.
The I P port supports only HPR |inks.

The RTP Supported indicator is set to 0 in the HPR
Capabilities (X 61’') control vector of the Xl D3
received fromthe adjacent node. The IP port supports
only links to nodes that support RTP.

The Control Flows over RTP Supported indicator is set
to O in the HPR Capabilities (X 61’') control vector of
the XID3 received fromthe adjacent node. The IP port
supports only links to nodes that support control

fl ows over RTP.

The LDLC Supported indicator is set to 0 in the HPR
Capabilities (X 61') control vector of the Xl D3
received fromthe adjacent node. The IP port supports
only links to nodes that support LDLC

The HPR Capabilities (X 61') control vector received
in Xl D3 does not include an | EEE 802.2 LLC (X 80’) HPR
Capabilities subfield. The subfield is required on an
[P Iink.

Mul tiple defined |inks between a pair of swtched
ports is not supported by the | ocal node. A link
activation request was received for a defined |ink

but there is an active defined |link between the paired
swi tched ports.

Mul tiple dynanmic |inks across a connection network
between a pair of switched ports is not supported by
the local node. A link activation request was
received for a dynamic link, but there is an active
dynami c |ink between the paired switched ports across
the same connection network.

Route sel ection services has determned that no path
to the destination node exists for the specified CCS.
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2.6 | P Throughput Characteristics
2.6.1 I[P Prioritization

Typically, 1P routers process packets on a first-come-first-served
basis; i.e., no packets are given transm ssion priority. However,
some | P routers prioritize packets based on |IP precedence (the 3-bit
field within the Type of Service byte of the IP header) or UDP port
nunbers. (Wth the current plans for IP security, the UDP port
nunbers are encrypted; as a result, IP routers would not be able to
prioritize encrypted traffic based on the UDP port nunbers.) HPR
will be able to exploit routers that provide priority function

The 5 UDP port nunbers, 12000-12004 (decinmal), have been assi gned by
the I nternet Assigned Nunmber Authority (I ANA). Four of these port
nunbers are used for ANR-routed network | ayer packets (NLPs) and
correspond to the APPN transmission priorities (network, 12001; high,
12002; medium 12003; and | ow, 12004), and one port nunber (12000) is
used for a set of LLC commands (i.e., XID, TEST, DI SC, and DM and
function-routed NLPs (i.e., XID DONE RQ and XID DONE_RSP). These
port nunbers are used for "listening" and are also used in the
destination port nunber field of the UDP header of transmitted
packets. The source port nunber field of the UDP header can be set
either to one of these port nunbers or to an epheneral port nunber.

The | P precedence for each transmission priority and for the set of
LLC conmands (i ncluding function-routed NLPs) are configurable. The
inmplicit assunption is that the precedence value is associated with
priority queueing and not with bandw dth allocation; however,

bandw dth all ocation policies can be administered by matching on the
precedence field. The default mapping to I P precedence is shown in
the follow ng table:
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S +
| Table 2. Default |IP Precedence Settings |
S Fom e oo +
| PRIORITY | PRECEDENCE |
S Fom e oo +
| LLC commmands and | 110 |
| function-routed NLPs | |
S Fom e oo +
| Network | 110 |
S Fom e oo +
| High | 100 |
S Fom e oo +
| Medium | 010 |
S Fom e oo +
| Low | 001 |
S Fom e oo +

As an exanple, with this default mapping, telnet, interactive ftp,
and busi ness-use web traffic could be mapped to a precedence val ue of
011, and batch ftp could be mapped to a val ue of 000.

These settings were devised based on the AlIWs understandi ng of the

i ntended use of |IP precedence. The use of |P precedence will be

nodi fied appropriately if the | ETF standardizes its use differently.
The other fields in the IP TOS byte are not used and should be set to
0.

For outgoing ANR-routed NLPs, the destination (and optionally the
source) UDP port nunbers and | P precedence are set based on the
transnission priority specified in the HPR network header.

It is expected that the native |P DLC architecture described i