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Abstract
This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes nanaged objects used for inplenentations

of the Internet Protocol (IP) in an IP version independent manner.
Thi s meno obsol etes RFCs 2011, 2465, and 2466.
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1. The Internet-Standard Managenent Franework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [9].

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).

bjects in the MB are defined using the nechani sms defined in the

Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [1], STD 58, RFC 2579 [2] and STD 58, RFC 2580 [3].
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2. Revision History

One of the prinmary purposes of this revision of the IP MBis to
create a single set of objects to describe and manage | P nodul es in
an | P version independent manner. Were RFCs 2465 and 2466 created a
set of objects independent from RFC 2011, this document nerges those
three docunents into a single unified set of objects. The

i pSystenttatsTable and iplfStatsTable tables are exanpl es of updating
obj ects to be independent of IP version. Both of these tables
contain counters to reflect IP traffic statistics that originated in
much earlier MBs and both include an I P address type in order to
separate the infornmati on based on I P version

Anot her purpose of this docunment is to increase the manageability of
a node running | Pv6 by addi ng new objects. Some of these tables,
such as i pDefaul t Router Tabl e, may be useful on both IPv4 and | Pv6
nodes while others, such as ipv6RouterAdvertTable, are specific to a
singl e protocol.

3. Overview
3.1. Milti-Stack Inplenentations

This M B does not provide native support for inplenmentations of
mul ti pl e stacks sharing the sane address type. One option for
supporting such designs is to assign each stack within an address
type to a separate context. These contexts could then be sel ected
based upon the context nane, with the Entity M B and Vi ew based
Access Control Mdel (VACM Context Table providing nmethods for
listing the supported contexts.

3.2. Discussion of Tables and G oups

This MB is conposed of a small nunber of discrete objects and a
series of tables meant to formthe base for managing | Pv4 and | Pv6
entities.

Wil e sonme of the objects are neant to be included in all entities,
sone of the objects are only conditionally mandatory. The

uncondi tional ly mandatory objects are nostly counters for IP and | CMP
statistics. The conditionally mandatory objects fall into one of
several groups: objects for use in higher bandw dth situations,
objects for use with IPv4, objects for use with IPv6, and objects for
use on I Pv6 routers. In short, it is not expected that every entity
will inplement all of the objects within this MB. The reader should
consult the confornmance and conpliance section to deternine which

obj ects are appropriate for a given entity.
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3.2.1. General bjects

In both IPv4 and I Pv6, there are only a snall nunber of "knobs" for
controlling the general IP stack. Most controls will be in a nore
specific setting, such as for controlling a router or TCP engi ne.

This MB defines a total of three general knobs, only two of which
are used for both IPv4 and | Pv6.

bj ects are included for both protocols to enable or disable
forwarding and to set linmits on the lifetinme of a packet (ttl or hop
count).

The third knob, the tineout period for reassenbling fragnents, is
only defined for IPv4, as |Pv6 specifies this value directly.

Each group of objects is required when inplenenting their respective
pr ot ocol s.

3.2.2. Interface Tables

This MB includes a pair of tables to convey information about the
| Pv4 and | Pv6 protocols that is interface specific.

Speci al note should be taken of the admi nistrative status objects.
These are defined to allow each protocol to selectively enable or

di sabl e interfaces. These objects can be used in conjunction with
the ifAdm nStatus object to manipulate the interfaces as necessary.
Wth these three objects, an interface nmay be enabl ed or disabl ed
conpletely, as well as connected to the I Pv4 stack, the IPv6 stack or
both stacks. Setting ifAdm nStatus to "down" should not affect the
protocol specific status objects.

Each interface table is required when inplenenting their respective
pr ot ocol s.

3.2.3. |IP Statistics Tabl es

The | P statistics tables (ipSystenttatsTable and iplfStatsTable)
contain objects to count the nunber of datagrans and octets that a
given entity has processed. Unlike the previous attenpt, this
docunent uses a single table for nultiple address types. Typically
the only two types of interest are IPv4 and | Pv6; however, the table
can support other types if necessary.

The first table, ipSystenttatsTable, conveys system wi de information

(That is, the various counters are for all interfaces and not a
specific set of interfaces.) |Its index is fornmed froma single
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sub-id that represents the address type for which the statistics were
count ed.

The second table, iplfStatsTable, conveys interface specific
information. |Its index is formed fromtwo sub-ids. The first
represents the address type (I Pv4 and IPv6), and the interface within
that address type is represented by the second sub-id.

The two tables have a sinilar set of objects that are intended to
count the same things, except for the difference in granularity. The
object ID "ipSystenStatsEntry.2" is reserved in order to align the
object IDs of the counters in the first table with their counterparts
in the second table.

Several objects to note are ipSystentstatsDi scontinuityTinme,

i plfStatsDiscontinuityTinme, ipSystensStatsRefreshRate, and

i plfStatsRefreshRate. These objects provide information about the
rowin the table nore than about the systemitself.

The discontinuity objects allow a managenent entity to determine if a
di scontinuity event that would invalidate the nanagenent entity’'s
under st andi ng of the counters has occurred. The system being re-
initialized or the interface being cycled are possible exanples of a
di scontinuity event.

The refresh objects all ow a nanagenent entity to determnine a proper
polling interval for the rest of the objects.

The followi ng Case diagramrepresents the general ordering of the
packet counters. In order to avoid extra clutter, the prefixes

"i pSystenttats” and "iplfStats" have been renoved from each of the
count er nanes.
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(1) The HC counters and octet counters are also found at these points
but have been left out for clarity.

(2) The discard counters nay increnment at any tine in the processing
path. Packets discarded to the I eft of InNoRoutes cause the
I nDi scards counter to increnment, while those discarded to the
right are counted in the CQutDi scards counters.

(3) Local packets on the input side are counted on the interface
associated with their destination address, which may not be the
interface on which they were received. This requirenment is
caused by the possibility of losing the original interface during
processing, especially re-assenbly.
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(4) Sone re-assenbly algorithns may | ose track of the nunber of
fragnents during processing and so sonme fragnents may not be
counted in this object.

(5) InTruncatedPkts should only be increnented if the franme contained
a valid header but was otherw se shorter than required. Franes
that are too short to contain a valid header should be counted as
| nHdr Errors.

(6) The forwardi ng objects nay be increnented, even for packets that
originated locally or are destined for the local host, if their
addresses are such that the local host would need to forward the
packet to pass it to the correct interface.

(7) When fragmenting a packet, an entity should increnent the
Qut FragFail s counter, rather than the QutDi scards counter, in
order to preserve the equation Fraglks + FragFails == FragRqds.

The objects in both tables are spread anpbngst several confornmance
groups based on the bandwidth required to wap the counters within an
hour. The base systemgroup is mandatory for all entities. The

ot her system groups are optional depending on bandwi dth. The

i nterface specific-groups are optional

3.2.4. Internet Address Prefix Table

This table provides information about the prefixes this entity is
using, including their lifetimes. This table provides a convenient
pl ace to which other tables that nake use of prefixes, such as the
i pAddressTabl e, may point. By including this table, the MB can
supply the prefix information for all addresses, yet minimze the
amount of duplication required in storing and accessing this data.
This arrangenent also clarifies the relationship between addresses
that have the sanme prefix.

This table is required for I Pv6 entities.

3.2.5. Internet Address Table
This table lists the | P addresses (both IPv4 and | Pv6) used by this
entity. It also includes sone basic information about how and when
the address was fornmed and | ast updated. This table allows a manager
to determne who a given entity thinks it is.

This table is required for all IP entities.
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3.2.6. Internet Address Translation Tabl e

This table provides a napping between | P | ayer addresses and physi cal
addresses as would be formed by either Address Resol ution Protoco
(ARP) for |IPv4 or the neighbor discovery protocol for |Pv6.

3.2.7. 1Pv6 Scope Zone | ndex Table

This table specifies the zone index to interface mapping. By
exam ni ng the table, a manager can deterni ne which groups of
interfaces are within a particular zone for a given scope.

The zone index information is only valid within a given entity; the

i ndexes used on one entity nay not be conparable to those used on a
different entity.

This table is required for IPv6 entities.
3.2.8. Default Router Table

This table lists the default routers known to this entity. This
table is intended to be a sinple list to display the infornation that
end nodes may have been configured with or acquired through a sinple
system such as | Pv6 router advertisenents. Managers attenpting to
view nore conplicated routing information shoul d exani ne the routing
specific tables fromother M Bs.

This table is required for all entities.
3.2.9. Router Advertisenent Table

This table contains the non-routing infornmation that an |1 Pv6 router
woul d use in constructing a router advertisenent nessage. It does
not contain informati on about the prefixes or other routing specific
i nformation that the router might advertise. The router should
acquire such information fromeither the routing tables or fromsone
routing table specific MB.

This table is only required for IPv6 router entities.
3.2.10. |ICWMP Statistics Tabl es
There are two sets of statistics for ICMP. The first contains a

sinple set of counters to track the nunmber of |CMP nessages and
errors processed by this entity.
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The second supplies nore detail about the | CMP nessages processed by
this entity. Its index is forned fromtwo sub-ids. The first
represents the address type (I Pv4 and |1 Pv6), and the second
represents the particul ar nessage type being counted. A given row
need not be instantiated unless a nessage of that type has been
processed, i.e., the row for icnpMgStatsType=X MAY be instantiated
before but MJST be instantated after the first nmessage with Type=Xis
received or transmtted. After receiving or transmtting any
succeedi ng nmessages with Type=X, the rel evant counter nust be

i ncrenent ed.

Both of these tables are required for all entities.

3.2.11. Conformance and Conpli ance

This M B contains several sets of objects. Sonme of these sets are
useful on all types of entities, while others are only useful on a
limted subset of entities. The conformance section attenpts to
group the objects into sets that nay be di scussed as units, and the
conpl i ance section then details which of these units are required in
vari ous circunstances.

The circunmstances used in the conpliance section are inplenmenting
| Pv4, 1Pv6, or IPv6 router functions and having a bandw dth of |ess
than 20MB, between 20MB and 650MB, or greater than 650MB

3.2.12. Deprecated bjects

4.

This MB also includes a set of deprecated objects from previous
iterations. They are included as part of the historical record.

Updating | npl enmentations
There are several general classes of change that are required.

The first and nost major change is that nost of the previous objects
have different object |IDs and additional indexes to support the
possibility of different address types. The general counters for IP
and | CWP are exanples of this. They have been noved to the

i pSystentt at sTabl e and i cnpMsgSt at sTabl e, respectively.

The second change is the extension of all address objects to allow
for both IPv4 and I Pv6 addresses and the addition of an address type
obj ect to specify what address type is in use.

The third change is the addition of several new objects to the
repl acenent for a previously existing table such as ipNetToPhysical.
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The fourth change is the addition of conpletely new tables such as
i pl fStatsTabl e and i pDefaul t RouterTable. The first is based on the
previous statistics groups, while the second is conpletely new to
this MB.

4.1. Updating an Inplenmentation of the |IPv4-only IP-MB

The somewhat nore specific changes that are required for |1Pv4 foll ow
Note well: this is not neant to be an exhaustive |ist and the reader
shoul d examne the MB for full details.

Several of the general objects (ipForwarding, ipDefaultTTL,
i pReasnli meout) remai n unchanged.

Most of the rest of the general objects were counters and have been
noved into the i pSystenfstatsTable. The basic instrunmentati on should
remai n the same, though the object definitions should be checked for
clarifications. |If they aren’'t already in a structure, putting the
counter variables in one would be useful. Several new objects have
been added to count additional itens, and instrunentati on code nust
be added for these objects. Finally, the SNVP routines nust be
updated to handl e the new i ndexi ng.

In addition to the i pSystentStatsTable, the MB includes the
iplfStatsTable. This table counts the same itens as the systemtable
but does so on a per interface basis. It is optional and rmay be
ignored. |If you decide to inplenent it, you may wi sh to arrange to
collect the data on a per-interface basis and then sumthose counters
in order to provide the aggregate systemlevel statistics. However,
if you choose to provide the systemlevel statistics by suming the
interface | evel counters, no interface level statistics can be |ost -
if an interface is renoved, the statistics associated with it nust be
r et ai ned.

The i pAddr Tabl e has, |oosely, been converted to the ipAddressTable.
Wil e the general idea remains the same, the i pAddressTable is
sufficiently different that witing new code may be easier than
updating old code. The prinmary difference is the addition of severa
new objects. In addition, the i pAdEnt ReasmVaxSi ze has been noved to
anot her table, ipv4lnterfaceTable. As above, the SNVP routines will
need to be updated to handl e the new i ndexi ng.

The i pNet ToMedi aTabl e has been noved to the i pNet ToPhysi cal Tabl e.
These tables are fairly simlar and updating the old code nmay be
straightforward. As above, the SNWP routines will need to be updated
to handl e the new i ndexi ng.
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Two new tables, ipvédlnterfaceTabl e and i pDefaul t RouterTable, are
required as well as several new | CMP counters.

Finally, there are several tables that are required for |1 Pv6 but are
optional for IPv4 that you nmay elect to inplenent.

4.2. Updating an Inplenmentation of the IPv6-MB

The somewhat nore specific changes that are required for |1 Pv6 foll ow
Note well: this is not neant to be an exhaustive |ist and the reader
shoul d examne the MB for full details.

Two of the general objects, ipv6Forwarding and ipv6Defaul t HopLimnit,
have been renaned and gi ven new object identifiers within the ip
branch but are otherw se unchanged. The new nanmes are

i pv6l pForwar di ng and i pv6l pDef aul t HopLi mit.

Wiile there is an ipv6lnterfaceTabl e that contains sone of the pieces
fromthe ipv6lfTable, the two are sonewhat different in concept. The
i pv6l f Tabl e was neant to replicate the ifTable while the

i pv6l nterfaceTable is neant to be an addition to the ifTable. As
such, itens that were duplicated between the ifTable and ipv6lfTable
have been renoved and some new obj ects added.

The ipv6lfStatsTabl e nost closely resenbles the iplfStatsTable with
an additional index for the address type and nost of the

i nstrunentation should be re-usable. Sone new objects have been
added to the iplfStatsTable. As above, the SNMP routines wll need
to be updated to handle the new indexing. Finally, the
iplfStatsTable is optional and may be i gnored.

The i pSystenttatsTable is effectively new, but it may be able to nake
use of nost of the instrunmentation fromthe old ipv6lfStatsTable. As
with the I Pv4 discussion, one inplenentation strategy would be to
count the statistics for the iplfStatsTable and aggregate them when
queried for this table. Again, as with the IPv4 discussion, this
strategy only works if the interfaces cannot be renpved or if the
statistics for renoved interfaces are sonehow retai ned.

The i pv6Addr PrefixTable is now the i pAddressPrefixTable. The new
table contains an extra object and the additional index required for
| Pv4 conpatibility. As above, the SNWP routines will need to be
updated to handl e the new i ndexi ng.

The i pAddressTable is | oosely based on the i pv6Addr Tabl e but has

changed considerably with the addition of several new objects and the
renoval of one of its indexes.
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The I Pv6 routing information (i pv6RouteNunber, ipv6D scardedRout es,
and i pv6Rout eTabl e) has been renoved fromthis MB. The replacenents
or updates for this information is in the update to the | P Forwarding
Table M B [16]. The ipv6Net ToMedi aTabl e has been converted to the

i pNet ToPhysi cal Tabl e. The new table contains an extra object and the
addi tional index required for |Pv4 conpatibility. As above, the SNWP
routines will need to be updated to handl e the new i ndexi ng.

The | CVWP tabl es have been substantially changed. The previous tables
required counting on a per-nessage and per-interface basis. The new
tables only require counting on a per-message, per-protocol basis and
i nclude an aggregate of all nmessages on a per-protocol basis.

In addition to the above, several new tables have been added. Both
t he i pv6ScopeZonel ndexTabl e and i pDef aul t Router Tabl e are required on
all 1Pv6 entities. The ipv6RouterAdvertTable is only required on

| Pv6 routers.

5. Definitions

The following MB nodule inports fromthe IF-MB [6] and the | NET-
ADDRESS-M B [7] and references Nei ghbor Discovery [4], the |IPv6

St at el ess Address Autoconfiguration protocol [5], the Default Router
Pref erences docunent [8], ARP [10] and the |IPv6 address architecture
document [17].

IP-MB DEFINITIONS ::= BEGA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
I nt eger 32, Counter32, | pAddress,
m b-2, Unsigned32, Counter 64,
zer oDot Zer o FROM SNMPv2- SM
PhysAddr ess, TruthVal ue,
Ti meSt anp, RowPoi nter,
TEXTUAL- CONVENTI ON, Test Andl ncr,
RowSt at us, St orageType FROM SNMPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP FROM SNMPv2- CONF
| net Addr ess, | net Addr essType,
I net Addr essPr efi xLengt h,
I net Ver si on, | net Zonel ndex FROM | NET- ADDRESS- M B
I nt erfacel ndex FROM | F- M B;

i pM B MODULE- | DENTI TY
LAST- UPDATED "200602020000Z"
ORGANI ZATION "I ETF I Pv6 M B Revi si on Teant
CONTACT- | NFO
"Edi t or:
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Shawn A. Rout hi er
I nt erwor ki ng Labs
108 Wi spering Pines Dr. Suite 235
Scotts Vall ey, CA 95066
USA
EMai |l : <sar@w . conp"
DESCRI PTI ON
"The M B nodul e for nanaging IP and | CMP i npl enent ati ons, but
excl udi ng their managenent of |P routes.

Copyright (C The Internet Society (2006). This version of
this MB nodule is part of RFC 4293; see the RFC itself for
full legal notices."

REVI SI ON "200602020000Z"
DESCRI PTI ON
"The I P version neutral revision with added | Pv6 objects for
ND, default routers, and router advertisenents. As well as
bei ng the successor to RFC 2011, this MB is also the
successor to RFCs 2465 and 2466. Published as RFC 4293."

REVI SI ON "199411010000Z"
DESCRI PTI ON
"A separate M B nodule (IP-MB) for IP and | CVP nanagenent
obj ects. Published as RFC 2011."

REVI SI ON "199103310000Z"

DESCRI PTI ON
"The initial revision of this MB nodule was part of MB-11,
whi ch was published as RFC 1213."

o= { mb-2 48}

-- The textual conventions we define and use in this M B.

| pAddressOrigi nTC :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The origin of the address.

manual (2) indicates that the address was manual |y configured
to a specified address, e.g., by user configuration.

dhcp(4) indicates an address that was assigned to this
system by a DHCP server

I'i nkl ayer (5) indicates an address created by | Pv6 statel ess
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aut o-confi guration

randon(6) indicates an address chosen by the system at
random e.g., an |IPv4 address within 169.254/16, or an RFC
3041 privacy address."”
SYNTAX | NTEGER {
ot her (1),
manual (2),
dhcp(4),
l'i nkl ayer (5),
random( 6)
}

| pAddr essSt at usTC :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The status of an address. Mst of the states correspond to
states fromthe I Pv6 Statel ess Address Autoconfiguration
pr ot ocol

The preferred(1l) state indicates that this is a valid
address that can appear as the destination or source address
of a packet.

The deprecated(2) state indicates that this is a valid but
deprecat ed address that should no | onger be used as a source
address in new communi cations, but packets addressed to such
an address are processed as expect ed.

The invalid(3) state indicates that this isn't a valid
address and it shouldn’t appear as the destination or source
address of a packet.

The inaccessible(4) state indicates that the address i s not
accessi bl e because the interface to which this address is
assigned is not operational.

The unknown(5) state indicates that the status cannot be
determ ned for sonme reason

The tentative(6) state indicates that the uni queness of the
address on the link is being verified. Addresses in this
state shoul d not be used for general conmunication and
shoul d only be used to determ ne the uni queness of the

addr ess.

The duplicate(7) state indicates the address has been
determ ned to be non-unique on the link and so must not be
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used.

The optimistic(8) state indicates the address is avail able
for use, subject to restrictions, while its uniqueness on
alink is being verified.

In the absence of other information, an |Pv4 address is
al ways preferred(1)."
REFERENCE " RFC 2462"
SYNTAX | NTEGER {
preferred(1l),
depr ecat ed(2),
i nval id(3),
i naccessi bl e(4),
unknown(5),
tentative(6),
duplicate(7),
optim stic(8)

}
| pAddr essPrefi xOigi nTC :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The origin of this prefix.
manual (2) indicates a prefix that was nanual |y confi gured.
wel | known(3) indicates a well-known prefix, e.g., 169.254/16
for I Pv4 auto-configuration or fe80::/10 for I1Pv6 link-Iocal
addresses. Well known prefixes may be assigned by | ANA
the address registries, or by specification in a standards
track RFC
dhcp(4) indicates a prefix that was assigned by a DHCP
server.
routeradv(5) indicates a prefix learned froma router
advertisement.
Note: while | pAddressOrigi nTC and | pAddressPrefi xOrigi nTC
are sinmlar, they are not identical. The first defines how
an address was created, while the second defines how a
prefix was found."
SYNTAX | NTEGER {
other (1),
manual (2),
wel | known(3),
dhcp(4),
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rout eradv(5)

}
| pv6AddresslfldentifierTC ::= TEXTUAL- CONVENTI ON

DI SPLAY-HI NT "2x:"

STATUS current

DESCRI PTI ON
"This data type is used to nodel |Pv6 address
interface identifiers. This is a binary string
of up to 8 octets in network byte-order."

SYNTAX OCTET STRING (SIZE (0..38))

-- the | P general group
-- sone objects that affect all of |Pv4

ip OBJECT IDENTIFIER ::= { mib-2 4}
i pForwar di ng OBJECT- TYPE
SYNTAX | NTEGER {
forwarding(l), -- acting as a router
not Forwardi ng(2) -- NOT acting as a router

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The indication of whether this entity is acting as an | Pv4
router in respect to the forwardi ng of datagrans received
by, but not addressed to, this entity. |IPv4 routers forward
datagranms. |Pv4 hosts do not (except those source-routed
via the host).

When this object is witten, the entity should save the
change to non-vol atile storage and restore the object from
non-vol atile storage upon re-initialization of the system
Note: a stronger requirenent is not used because this object
was previously defined."

={ip1l}

i pDef aul t TTL OBJECT- TYPE

SYNTAX | nt eger 32 (1..255)

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The default value inserted into the Tine-To-Live field of
the | Pv4 header of datagrans originated at this entity,
whenever a TTL value is not supplied by the transport |ayer
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pr ot ocol

When this object is witten, the entity should save the
change to non-vol atile storage and restore the object from
non-vol atile storage upon re-initialization of the system
Note: a stronger requirenment is not used because this object
was previously defined."

={ip2}

i pReasni meout OBJECT- TYPE

SYNTAX I nt eger 32

UNI TS "seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The maxi mum nunber of seconds that received fragnents are
held while they are awaiting reassenbly at this entity."

o={ip 13}

-- the I Pv6 general group
-- Sonme objects that affect all of |Pv6

i pv6l pForwar di ng OBJECT- TYPE

SYNTAX | NTEGER {
forwarding(l), -- acting as a router
not Forwardi ng(2) -- NOT acting as a router

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The indication of whether this entity is acting as an | Pv6
router on any interface in respect to the forwarding of
dat agrams received by, but not addressed to, this entity.
| Pv6 routers forward datagrans. |Pv6 hosts do not (except
t hose source-routed via the host).

When this object is witten, the entity SHOULD save the
change to non-vol atile storage and restore the object from
non-vol atile storage upon re-initialization of the system"

o={ ip 25}

i pv6l pDef aul t HopLi mt OBJECT- TYPE
SYNTAX I nteger32 (0..255)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
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"The default value inserted into the Hop Limt field of the
| Pv6 header of datagrams originated at this entity whenever
a Hop Linmt value is not supplied by the transport |ayer
pr ot ocol
When this object is witten, the entity SHOULD save the
change to non-vol atile storage and restore the object from
non-vol atile storage upon re-initialization of the system"
REFERENCE "RFC 2461 Section 6.3.2"
o={ ip 26}

-- |Pv4 Interface Table

i pv4l nt erfaceTabl eLast Change OBJECT- TYPE

SYNTAX

Ti meSt anp

MAX- ACCESS r ead-only

STATUS
DESCRI

.:={

current
PTI ON
"The val ue of sysUpTime on the nbst recent occasion at which
arowin the ipvdlnterfaceTabl e was added or del eted, or
when an ipv4lnterfaceReasnvaxSi ze or an
i pv4l nt er f aceEnabl eSt at us obj ect was nodi fi ed.

If new objects are added to the ipvédlnterfaceTabl e that
require the ipvdlnterfaceTabl eLast Change to be updated when
they are nodified, they nust specify that requirenent in
their description clause."

ip 27 }

i pv4l nterfaceTabl e OBJECT- TYPE

SYNTAX

SEQUENCE OF | pvélnterfaceEntry

MAX- ACCESS not - accessi bl e

STATUS
DESCRI

.:={

i pv4l nterf
SYNTAX

current
PTI ON
"The tabl e containing per-interface | Pv4-specific
i nformation."
ip 28 }

aceEntry OBJECT- TYPE
| pv4l nterfaceEntry

MAX- ACCESS not - accessi bl e

STATUS
DESCRI

I NDEX

Rout hi er,

current
PTI ON
"An entry containing |Pv4-specific information for a specific
interface.”
{ ipvdlnterfacel flndex }
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2= { ipvdlnterfaceTable 1}

| pv4l nterfaceEntry ::= SEQUENCE {
i pv4l nterfacel flndex | nt er f acel ndex,
i pv4l nt er f aceReasmVaxSi ze | nt eger 32,
i pv4l nt er f aceEnabl eSt at us | NTEGER,
i pvdl nterfaceRetransm tTi me Unsi gned32

}

i pv4l nterfacel fl ndex OBJECT- TYPE

SYNTAX I nt erfacel ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The index value that uniquely identifies the interface to
which this entry is applicable. The interface identified by
a particular value of this index is the sane interface as
identified by the sanme value of the IF-MB' s iflndex."

c:={ ipvdlnterfaceEntry 1}

i pv4l nt er f aceReasnmVaxSi ze OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The size of the largest |IPv4 datagramthat this entity can
re-assenble frominconing | Pv4 fragnmented datagrans received
on this interface."

2= { ipvdlnterfaceEntry 2}

i pv4l nt er f aceEnabl eSt at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The indication of whether IPv4d is enabled (up) or disabled
(down) on this interface. This object does not affect the
state of the interface itself, only its connection to an
| Pv4 stack. The IF-M B should be used to control the state
of the interface."
c:={ ipvdlnterfaceEntry 3}

i pv4l nterfaceRetransm t Ti me OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "mlliseconds"
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MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The tinme between retransm ssions of ARP requests to a

nei ghbor when resol ving the address or when probing the
reachability of a neighbor."

REFERENCE " RFC 1122"

DEFVAL { 1000 }

c:={ ipvdlnterfaceEntry 4 }

-- v6 interface table

i pv6l nt erfaceTabl eLast Change OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTime on the nbst recent occasion at which
arowin the ipv6lnterfaceTabl e was added or del eted or when
an i pv6l nterfaceReasnvaxSi ze, ipv6lnterfaceldentifier,
i pv6l nt er f aceEnabl eSt atus, i pv6l nterfaceReachabl eTi ne,
i pvbl nterfaceRetransmitTine, or ipv6lnterfaceForwarding
obj ect was nodifi ed.

If new objects are added to the ipv6lnterfaceTabl e that
require the ipv6lnterfaceTabl eLast Change to be updated when
they are nodified, they nust specify that requirenent in
their description clause."

o= { ip 29}
i pv6l nterfaceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | pv6lnterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The tabl e containing per-interface | Pv6-specific
i nformation."

2= { ip 30}

i pv6l nterfaceEntry OBJECT- TYPE
SYNTAX | pv6l nterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing | Pv6-specific information for a given
interface."
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| NDEX {
.:={

| pv6l nterfaceEntry ::= SEQUENCE {
i pv6l nterfacel flndex
i pv6l nt er f aceReasmVaxSi ze
i pv6l nterfaceldentifier
i pv6l nt er f aceEnabl eSt at us
i pv6l nt er f aceReachabl eTi e
i pv6l nterfaceRetransm tTi e
i pv6l nt er f aceFor war di ng

i pv6l nterfacel flndex }
i pv6l nterfaceTable 1 }

}
i pv6l nterfacel fl ndex OBJECT- TYPE

IP MB

April 2006

| nterfacel ndex,

Unsi gned32,

| pv6Addressl fldentifierTC,
| NTECER,

Unsi gned32,

Unsi gned32,

| NTEGER

The interface identified by

SYNTAX I nt erfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index value that uniquely identifies the interface to
which this entry is applicable.
a particular value of this index is the sane interface as
identified by the sanme value of the IF-MB' s iflndex."
2= { ipvblnterfaceEntry 1 }

i pv6l nt er f aceReasnivaxSi ze OBJECT- TYPE

| Pv6 datagramthat this entity can

re-assenble frominconing | Pv6 fragmented datagrans received

SYNTAX Unsi gned32 (1500. . 65535)
UNI TS "octets"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The size of the |argest

on this interface."

.= { ipvblnterfaceEntry 2 }

i pv6l nterfaceldentifier OBJECT- TYPE
| pv6AddresslfldentifierTC

SYNTAX
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The Interface Identifier for this interface.

The Interface

Identifier is conmbined with an address prefix to form an

i nterface address.

By default,

the Interface lIdentifier is auto-configured

according to the rules of the link type to which this

interface i s attached.

Rout hi er, Ed.
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A zero length identifier may be used where appropriate. One
possi bl e exanple is a | oopback interface."
2= { ipvblnterfaceEntry 3}

-- This object IDis reserved as it was used in earlier versions of
-- the MB nodule. In theory, ODs are not assigned until the

-- specification is released as an RFC, however, as sone conpanies
-- may have shi pped code based on earlier versions of the MB, it
-- seens best to reserve this OD. This OD had been

-- i pve6l nterfacePhysi cal Address.

-- 1:={ ipvblnterfaceEntry 4}

i pv6l nt er f aceEnabl eSt at us OBJECT- TYPE
SYNTAX | NTEGER {
up(1),
down( 2)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The indication of whether IPv6 is enabled (up) or disabled
(down) on this interface. This object does not affect the
state of the interface itself, only its connection to an
| Pv6 stack. The IF-M B should be used to control the state
of the interface.

When this object is witten, the entity SHOULD save the

change to non-vol atile storage and restore the object from

non-vol atile storage upon re-initialization of the system"
.= { ipvblnterfaceEntry 5}

i pv6l nt er f aceReachabl eTi me OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds"”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The tinme a neighbor is considered reachable after receiving
a reachability confirmation."
REFERENCE "RFC 2461, Section 6.3.2"
.= { ipvblnterfaceEntry 6 }

i pvbl nterfaceRetransmit Ti ne OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
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"The tinme between retransm ssions of Neighbor Solicitation
nessages to a nei ghbor when resolving the address or when
probi ng the reachability of a neighbor."

REFERENCE "RFC 2461, Section 6.3.2"
.= { ipvblnterfaceEntry 7 }

i pv6l nt er f aceForwar di ng OBJECT- TYPE

SYNTAX | NTEGER {
forwarding(l), -- acting as a router
not Forwardi ng(2) -- NOT acting as a router

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The indication of whether this entity is acting as an | Pv6
router on this interface with respect to the forwarding of
dat agrams recei ved by, but not addressed to, this entity.
| Pv6 routers forward datagrans. |Pv6 hosts do not (except
t hose source-routed via the host).

This object is constrained by ipv6l pForwarding and is
ignored if ipv6lpForwarding is set to notForwardi ng. Those
systens that do not provide per-interface control of the
forwardi ng function should set this object to forwarding for
all interfaces and all ow the ipv6l pForwardi ng object to
control the forwarding capability.

When this object is witten, the entity SHOULD save the

change to non-vol atile storage and restore the object from

non-vol atile storage upon re-initialization of the system"
.= { ipvblnterfaceEntry 8 }

-- Per-Interface or SystemWde |P statistics.

-- The following two tables, ipSystenttatsTable and iplfStatsTable,

-- are intended to provide the same counters at different granularities.
-- The ipSystenttatsTabl e provides system w de counters aggregating

-- the traffic counters for all interfaces for a given address type.

-- The iplfStatsTabl e provides the same counters but for specific

-- interfaces rather than as an aggregate.

-- Note well: If a system provides both systemw de and interface-
-- specific values, the systemw de value nmay not be equal to the sum
-- of the interface-specific values across all interfaces due to e.g.,

-- dynamic interface creation/deletion

-- Note well: Both of these tables contain sone itens that are
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-- represented by two objects, representing the value in either 32

-- or 64 bits. For those objects, the 32-bit value MJST be the | ow
-- order 32 bits of the 64-bit value. Also note that the 32-bit

-- counters nust be included when the 64-bit counters are included.

i pTrafficStats OBJECT IDENTIFIER ::={ ip 31}

i pSyst entt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pSystenfstat sEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e containing systemw de, |IP version specific

traffic statistics. This table and the iplfStatsTable
contain sinilar objects whose difference is in their
granularity. Were this table contains systemw de traffic
statistics, the iplfStatsTable contains the same statistics
but counted on a per-interface basis."

o= { ipTrafficStats 1 }

i pSystenttatsentry OBJECT- TYPE
SYNTAX | pSystentt at seEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A statistics entry containing systemw de objects for a
particular |IP version."
I NDEX { i pSystentstatsl PVersion }
.= { ipSystenttatsTable 1 }

| pSystenttatsEntry ::= SEQUENCE {
i pSyst entSt at sl PVer si on | net Ver si on,
i pSyst enfSt at sl nRecei ves Count er 32,
i pSyst entt at sHCl nRecei ves Count er 64,
i pSystenttatsl nCctets Count er 32,
i pSyst entt at sHCl nCct et s Count er 64,
i pSyst entt at sl nHdr Err or s Count er 32,
i pSyst entt at sl nNoRout es Count er 32,
i pSyst entt at sl nAddr Errors Count er 32,
i pSyst entt at sl nUnknownPr ot os Count er 32,
i pSyst entt at sl nTruncat edPkt s Count er 32,
i pSyst entt at sl nFor wDat agr ans Count er 32,
i pSyst entt at sHCl nFor wDat agr ans Count er 64,
i pSyst entst at sReasnReqds Count er 32,
i pSyst entst at sReasnKs Count er 32,
i pSyst entt at sReasntai | s Count er 32,
i pSyst entt at sl nDi scar ds Count er 32,
i pSyst entt at sl nDel i vers Count er 32,
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i pSyst entt at sHCl nDel i ver s

i pSyst entt at sQut Request s

i pSyst entt at sHCOuUt Request s

i pSyst entt at sCut NoRout es

i pSyst entst at sQut For wbDat agr ans
i pSyst entst at sHCQut For wbDat agr ans
i pSyst entt at sCQut Di scar ds

i pSyst entt at sQut Fr agReqds

i pSyst entt at sQut Fr agOKs

i pSyst entt at sQut FragFail s

i pSyst entst at sQut Fr agCr eat es

i pSystentt at sQut Transmi ts

i pSyst enfSt at sHCOut Transmi ts

i pSystentt at sQut Cctets

i pSyst entt at sHCQut Cct et s

i pSyst entt at sl nMcast Pkt s

i pSyst entt at sHCl nMcast Pkt s

i pSyst entt at sl nMcast Cctet s

i pSyst entt at sHCl nMcast Cct et s

i pSyst enfSt at sQut Mcast Pkt s

i pSyst enfSt at sHCOut Mcast Pkt s

i pSyst enfSt at sQut Mcast Oct et s

i pSyst enfSt at sHCQut Mcast Cct et s
i pSyst entt at sl nBcast Pkt s

i pSyst entt at sHCI nBcast Pkt s

i pSyst entSt at sCQut Bcast Pkt s

i pSyst enfSt at sHCQut Bcast Pkt s

i pSyst entt at sDi sconti nuityTi nme
i pSyst entt at sRef reshRat e

}

i pSyst entt at sl PVer si on OBJECT- TYPE
SYNTAX | net Ver si on
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

-- This object

"The | P version of this row "
{ ipSystenttatskEntry 1 }

Count er 64,
Count er 32,
Count er 64,
Count er 32,
Count er 32,
Count er 64,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 32,
Count er 64,
Count er 32,
Count er 64,
Count er 32,
Count er 64,
Count er 32,
Count er 64,
Count er 32,
Count er 64,
Count er 32,
Count er 64,
Count er 32,
Count er 64,
Count er 32,
Count er 64,
Ti meSt anp,
Unsi gned32

-- to align with the objects in the iplfStatsTable.

{ ipSystentStatskEntry 2 }

i pSyst entt at sl nRecei ves OBJECT- TYPE
SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
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"The total nunber of input |IP datagrans received, including
those received in error.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 3 }

i pSyst entt at sHCl nRecei ves OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of input |IP datagrans received, including
those received in error. This object counts the sane

dat agrams as i pSystentst at sl nRecei ves, but allows for |arger
val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 4 }

i pSystentt at sl nCct et s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of octets received in input |IP datagrans,
including those received in error. COctets from datagrans
counted in ipSystenttatslnRecei ves MIUST be counted here.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 5 }

i pSyst entt at sHCl nCct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of octets received in input |IP datagrarns,
including those received in error. This object counts the
same octets as ipSystentStatsinCctets, but allows for |arger
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val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 6 }

i pSyst entt at sl nHdr Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of input |IP datagrans di scarded due to errors in
their IP headers, including version nunber m smatch, other
format errors, hop count exceeded, errors discovered in
processing their |IP options, etc.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 7 }

i pSyst entt at sl nNoRout es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of input |P datagranms di scarded because no route
could be found to transmt themto their destination.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 8 }

i pSyst entt at sl nAddr Errors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of input |IP datagrans di scarded because the IP
address in their | P header’s destination field was not a
valid address to be received at this entity. This count
i ncludes invalid addresses (e.g., ::0). For entities
that are not IP routers and therefore do not forward
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dat agrams, this counter includes datagrans discarded
because the destinati on address was not a | ocal address.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 9 }

i pSyst entt at sl nUnknownPr ot os OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |ocally-addressed | P datagrans received
successful ly but discarded because of an unknown or
unsupported protocol.

When tracking interface statistics, the counter of the
interface to which these datagrans were addressed is
incremented. This interface m ght not be the sane as the
input interface for sonme of the datagrans.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskEntry 10 }

i pSyst entt at sl nTruncat edPkt s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of input |IP datagrans di scarded because the
datagram frame didn’t carry enough dat a.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskEntry 11 }

i pSyst entt at sl nFor wDat agr ans OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
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"The nunber of input datagrans for which this entity was not
their final |IP destination and for which this entity
attenpted to find a route to forward themto that fina
destination. In entities that do not act as |IP routers,
this counter will include only those datagrans that were
Source-Routed via this entity, and the Source-Route
processi ng was successful.

When tracking interface statistics, the counter of the
incomng interface is incremented for each datagram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskEntry 12 }

i pSyst entt at sHCl nFor wDat agr ans OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of input datagrans for which this entity was not

their final |IP destination and for which this entity
attenpted to find a route to forward themto that fina
destination. This object counts the same packets as
i pSyst entst at sl nFor wDat agrans, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 13 }

i pSyst entt at sReasnReqds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P fragnents received that needed to be
reassenbled at this interface.

When tracking interface statistics, the counter of the
interface to which these fragnents were addressed is
incremented. This interface m ght not be the sane as the
input interface for sonme of the fragnents.

D scontinuities in the value of this counter can occur at
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re-initialization of the managenent system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 14 }

i pSyst entt at sReasntKs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P datagrans successfully reassenbl ed.

When tracking interface statistics, the counter of the
interface to which these datagrans were addressed is
incremented. This interface m ght not be the sane as the
input interface for sonme of the datagrans.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 15 }

i pSyst entt at sReasnfai | s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of failures detected by the IP re-assenbly
al gorithm (for whatever reason: timed out, errors, etc.).
Note that this is not necessarily a count of discarded IP
fragments since sonme algorithnms (notably the algorithmin
RFC 815) can | ose track of the nunmber of fragments by
combi ni ng them as they are received.

When tracking interface statistics, the counter of the
interface to which these fragnents were addressed is
incremented. This interface m ght not be the sane as the
input interface for sonme of the fragnents.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskEntry 16 }

i pSyst entt at sl nDi scards OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of input |IP datagrams for which no problens were
encountered to prevent their continued processing, but
were discarded (e.g., for lack of buffer space). Note that
this counter does not include any datagrans discarded while
awai ting re-assenbly.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 17 }

i pSystentt at sl nDel i vers OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of datagrans successfully delivered to IP
user-protocols (including |ICW).

When tracking interface statistics, the counter of the
interface to which these datagrans were addressed is
incremented. This interface m ght not be the sane as the
input interface for sonme of the datagrans.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskEntry 18 }

i pSyst entt at sHCl nDel i vers OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The total nunber of datagrans successfully delivered to IP

user-protocols (including ICMP). This object counts the
same packets as ipSystenttatslnDelivers, but allows for
| ar ger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of

i pSystentt atshi scontinuityTinme."
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.= { ipSystenttatskEntry 19 }

i pSyst entt at sQut Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of |IP datagrans that |ocal |P user-
protocols (including |CWP) supplied to IP in requests for
transm ssion. Note that this counter does not include any
dat agrams counted in i pSystenttatsQut Forwbat agr ans.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskEntry 20 }

i pSyst entt at sHCOut Request s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The total nunber of |IP datagrans that |ocal |P user-

protocols (including |CVWP) supplied to IP in requests for
transm ssion. This object counts the sanme packets as
i pSyst enft at sCut Requests, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 21 }

i pSyst entt at sQut NoRout es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of locally generated |IP datagrans di scarded

because no route could be found to transmt themto their
desti nati on.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 22 }
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i pSyst entst at sQut For wbat agr ans OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of datagrans for which this entity was not their
final IP destination and for which it was successful in
finding a path to their final destination. In entities
that do not act as IP routers, this counter will include
only those datagrans that were Source-Routed via this
entity, and the Source-Route processing was successful.

When tracking interface statistics, the counter of the
outgoing interface is increnented for a successfully
f orwar ded dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskEntry 23 }

i pSyst entst at sHCQut For what agr ans OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of datagrans for which this entity was not their
final IP destination and for which it was successful in
finding a path to their final destination. This object
counts the sanme packets as i pSystentt at sQut For wbDat agr ans,
but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 24 }

i pSyst entt at sQut Di scards OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of output |IP datagranms for which no probl em was
encountered to prevent their transmission to their
destination, but were discarded (e.g., for lack of
buffer space). Note that this counter would include
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dat agranms counted in ipSystenttatsQut Forwbatagrans if any
such datagranms net this (discretionary) discard criterion.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 25 }

i pSyst entt at sQut Fr agReqds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of | P datagrans that would require fragnmentation
in order to be transmtted.

When tracking interface statistics, the counter of the
outgoing interface is increnented for a successfully
fragnent ed dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 26 }

i pSyst entt at sQut Fr agOKs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P datagrams that have been successfully
fragnent ed.

When tracking interface statistics, the counter of the
outgoing interface is increnented for a successfully
fragnent ed dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 27 }

i pSyst entt at sQut FragFai | s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
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STATUS current

DESCRI PTI ON
"The nunber of |P datagrans that have been di scarded because
they needed to be fragnented but could not be. This
i ncludes |1 Pv4 packets that have the DF bit set and | Pv6

packets that are being forwarded and exceed the outgoing
i nk MTU.

When tracking interface statistics, the counter of the
outgoing interface is increnented for an unsuccessfully
fragnent ed dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 28 }

i pSyst entt at sQut Fr agCr eat es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of output datagram fragnents that have been
generated as a result of IP fragnmentation.

When tracking interface statistics, the counter of the
outgoing interface is increnented for a successfully
fragnent ed dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 29 }

i pSyst entt at sQut Transnits OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of IP datagrans that this entity supplied
to the lower layers for transmission. This includes

dat agranms generated |locally and those forwarded by this
entity.

D scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
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times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."
.= { ipSystenttatskEntry 30 }

i pSyst entt at sHCOQut Transnits OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of IP datagrans that this entity supplied
to the lower layers for transm ssion. This object counts
the sanme datagramnms as i pSystenttatsQut Transnits, but allows
for larger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskEntry 31 }

i pSyst entt at sQut Cctets OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The total nunber of octets in |IP datagrans delivered to the

| ower layers for transm ssion. Cctets from datagrans
counted in ipSystentStatsQut Transnmits MJUST be counted here.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 32 }

i pSyst entt at sHCOut Cct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets in |IP datagrans delivered to the
| ower layers for transmi ssion. This objects counts the sane
octets as ipSystenttatsQutCctets, but allows for |arger
val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
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i pSystentt atshDi scontinuityTinme."
.= { ipSystenttatskntry 33 }

i pSyst entt at sl nMcast Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |IP nulticast datagrans received.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 34 }

i pSyst entt at sHCl nMcast Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The nunber of IP nulticast datagrans received. This object
counts the sanme datagrans as i pSystenttatslnMast Pkts but
allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 35 }

i pSyst entt at sl nMcast Cctets OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of octets received in IP nmulticast
datagranms. Cctets from datagrans counted in
i pSyst entt at sl nMcast Pkt s MJST be counted here.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 36 }

i pSyst entt at sHCl nMcast Cct et s OBJECT- TYPE

SYNTAX Count er 64
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MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets received in IP nmulticast
datagrams. This object counts the sane octets as
i pSyst entt at sl nMcast Cctets, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i pSystentt at shi scontinuityTinme."

.= { ipSystenttatskntry 37 }

i pSyst entt at sQut Mcast Pkt s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of IP nulticast datagrans transmtted.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskEntry 38 }

i pSyst entst at sHCOut Mcast Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of IP nulticast datagrans transmitted. This
obj ect counts the sane datagrans as
i pSyst entt at sQut Mcast Pkts, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 39 }

i pSyst entt at sQut Mcast Cct et s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets transnitted in I P nulticast
datagranms. Cctets from datagrans counted in
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i pSyst enfSt at sCut Mcast Pkt s MUST be counted here.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskEntry 40 }

i pSyst entst at sHCOut Mcast Cct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets transnitted in I P nulticast
datagranms. This object counts the sane octets as
i pSyst entt at sQut Mcast Cctets, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 41 }

i pSyst entt at sl nBcast Pkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P broadcast datagrans received.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 42 }

i pSyst entt at sHCl nBcast Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P broadcast datagrans received. This object
counts the sanme datagrans as i pSystenttat sl nBcast Pkts but
allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
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i pSystentt atshDi scontinuityTinme."
.= { ipSystenttatskntry 43 }

i pSyst entt at sQut Bcast Pkt s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P broadcast datagrans transmtted.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i pSystentt atshi scontinuityTinme."

.= { ipSystenttatskntry 44 }

i pSyst entst at sHCOut Bcast Pkt s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P broadcast datagrans transmitted. This
obj ect counts the sane datagrans as
i pSyst entt at sQut Bcast Pkt s, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pSystentt atshDi scontinuityTinme."

.= { ipSystenttatskntry 45 }

i pSystentt atsDi scontinuityTi me OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTinme on the nbst recent occasion at which
any one or nore of this entry’'s counters suffered a
di scontinuity.

If no such discontinuities have occurred since the |ast re-
initialization of the |Iocal managenent subsystem then this
obj ect contains a zero value."

.= { ipSystenttatskntry 46 }

i pSyst entt at sRef reshRat e OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "mlli-seconds"
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MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The m ni mrum reasonable polling interval for this entry.
Thi s obj ect provides an indication of the m ni mrum anount of

time required to update the counters in this entry.”
;1= { ipSystenStatsEntry 47 }

i pl fStatsTabl eLast Change OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime on the nbst recent occasion at which
arowin the iplfStatsTabl e was added or del et ed.

If new objects are added to the iplfStatsTable that require
the iplfStatsTabl eLast Change to be updated when they are
nodi fied, they must specify that requirenent in their
description clause."

o= { ipTrafficStats 2 }

i pl fStatsTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF IplfStatsEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table containing per-interface traffic statistics. This
tabl e and the i pSystenftstatsTable contain sinilar objects
whose difference is in their granularity. Where this table
contains per-interface statistics, the ipSystenttatsTable
contains the same statistics, but counted on a system wi de
basis."

o= { ipTrafficStats 3 }

i pl fStatsEntry OBJECT- TYPE

SYNTAX I pl fStatsEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An interface statistics entry containing objects for a
particular interface and version of IP."

INDEX { iplfStatslPVersion, iplfStatslflndex }

:={ iplfStatsTable 1 }

IplfStatsEntry ::= SEQUENCE {
i pl f StatslPVersion | net Ver si on,
i pl f Statslflndex I nt er f acel ndex,
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i pl f Statsl nRecei ves Count er 32,
i pl f St at sHCI nRecei ves Count er 64,
i plfStatslnCctets Count er 32,
i pl fStatsHCI nCctets Count er 64,
iplfStatslnHdrErrors Count er 32,
i pl f St at sl nNoRout es Count er 32,
i pl f StatslnAddrErrors Count er 32,
i pl f Statsl nUnknownPr ot os Count er 32,
i pl f StatslnTruncat edPkts Count er 32,
i pl f St at sl nForwDat agr ans Count er 32,

i pl f St at sHCI nFor wDat agr ans Count er 64,
i pl f St at sReasnReqds Count er 32,
i pl f St at sReasnmOKs Count er 32,
i pl f St at sReasnfails Count er 32,
i pl f StatslnDi scards Count er 32,
i pl fStatslnDelivers Count er 32,
i pl f Stat sHCI nDel i vers Count er 64,
i pl fStatsQutRequests Count er 32,
i pl f St at sHCQut Request s Count er 64,
i pl f St at sQut For wbDat agr ans Count er 32,
i pl f St at sHCQut For wDat agr ans  Count er 64,
i pl f StatsQut Di scards Count er 32,
i pl fStatsQutFragReqds Count er 32,
i pl f StatsQut FragCKs Count er 32,
i pl f StatsQut FragFails Count er 32,
i pl f St atsQut FragCr eat es Count er 32,
iplfStatsQutTransmts Count er 32,
i pl f Stat sHCQut Transmits Count er 64,
i plfStatsQutCctets Count er 32,
i pl fStatsHCQUt Cctets Count er 64,
i pl f StatslnMast Pkts Count er 32,
i pl f St at sHCI nMcast Pkt s Count er 64,
i pl f StatslnMastCctets Count er 32,
i pl f St at sHCI nMcast Cctets Count er 64,
i pl f St at sQut Mcast Pkts Count er 32,
i pl f St at sHCQut Mcast Pkt s Count er 64,
i pl f Stat sQut Mcast Cctets Count er 32,
i pl f St at sHCQut Mcast Cctets Count er 64,
i pl f Stat sl nBcast Pkts Count er 32,
i pl f St at sHCI nBcast Pkt s Count er 64,
i pl f St at sQut Bcast Pkt s Count er 32,
i pl f St at sHCQut Bcast Pkt s Count er 64,
i pl fStatsDi scontinuityTinme Ti meSt anp,
i pl f St at sRefreshRat e Unsi gned32
}
i pl f StatslPVersion OBJECT- TYPE
SYNTAX | net Ver si on
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I P version of this row"
o= { iplfStatsEntry 1}

i plfStatslflndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index value that uniquely identifies the interface to
which this entry is applicable. The interface identified by
a particular value of this index is the sane interface as
identified by the same value of the IF-MB' s iflndex."

o= { iplfStatsEntry 2 }

i pl fStatslnRecei ves OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of input |IP datagrans received, including
those received in error.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 3 }

i pl fStatsHCl nRecei ves OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of input |IP datagrans received, including
those received in error. This object counts the sane

dat agranms as iplfStatslnReceives, but allows for |arger
val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 4 }

i plfStatslnCctets OBJECT- TYPE
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SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets received in input |IP datagrans,
including those received in error. OCctets from datagrans
counted in iplfStatslnReceives MIST be counted here.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatseEntry 5 }

i pl fStatsHC nCctets OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of octets received in input |IP datagrarns,

including those received in error. This object counts the
same octets as iplfStatsinCctets, but allows for |arger
val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 6 }

i pl fStatslnHdrErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of input |IP datagrans di scarded due to errors in
their IP headers, including version nunber m smatch, other
format errors, hop count exceeded, errors discovered in
processing their I P options, etc.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatseEntry 7 }

i pl fStatsl nNoRout es OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS r ead-only

STATUS current
DESCRI PTI ON
"The nunber of input |P datagranms di scarded because no route
could be found to transnit themto their destination
Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."
o= { iplfStatsEntry 8 }
i pl f Statsl nAddr Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

.:={

The nunber of input |P datagrans discarded because the IP
address in their | P header’s destination field was not a
valid address to be received at this entity. This count

i ncludes invalid addresses (e.g., ::0). For entities that
are not IP routers and therefore do not forward datagrans,
this counter includes datagrans di scarded because the
destination address was not a | ocal address.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of

i pl fStatsDi scontinuityTinme."

iplfStatsentry 9 }

i pl f Statsl nUnknownPr ot os OBJECT- TYPE
SYNTAX
MAX- ACCESS r ead-only
STATUS
DESCRI PTI ON

Rout hi er,

Ed.

Count er 32
current

The nunber of |ocally-addressed |P datagrans received
successful ly but discarded because of an unknown or
unsupported protocol.

When tracking interface statistics, the counter of the
interface to which these datagrans were addressed is
incremented. This interface m ght not be the sane as the
input interface for sonme of the datagrans.

D scontinuities in the value of this counter can occur at

re-initialization of the managenment system and at other
times as indicated by the val ue of

St andar ds Track [ Page 46]



RFC 4293 IP MB April 2006

i pl fStatsDi scontinuityTinme."
o= { iplfStatsEntry 10 }

i pl fStatslnTruncat edPkts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of input |IP datagrans di scarded because the
datagram frame didn’t carry enough dat a.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 11 }

i pl fStatslnForwDat agranms OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of input datagrans for which this entity was not
their final |IP destination and for which this entity
attenpted to find a route to forward themto that fina
destination. In entities that do not act as |IP routers,
this counter will include only those datagrans that were
Source-Routed via this entity, and the Source-Route
processi ng was successful.

When tracking interface statistics, the counter of the
incomng interface is incremented for each datagram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 12 }

i pl fStatsHC nForwDat agr ans OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of input datagrans for which this entity was not
their final |IP destination and for which this entity
attenpted to find a route to forward themto that fina
destination. This object counts the same packets as
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i pl f St atsl nForwDat agrans, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 13 }

i pl fStatsReasnmReqds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P fragnents received that needed to be
reassenbled at this interface.

When tracking interface statistics, the counter of the
interface to which these fragnents were addressed is
incremented. This interface m ght not be the sane as the
input interface for sonme of the fragnents.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 14 }

i pl fStatsReasnOKs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P datagrans successfully reassenbl ed.

When tracking interface statistics, the counter of the
interface to which these datagrans were addressed is
incremented. This interface m ght not be the sane as the
input interface for sonme of the datagrans.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 15 }

i pl fStatsReasnfails OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
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STATUS current
DESCRI PTI ON
"The nunber of failures detected by the IP re-assenbly
al gorithm (for whatever reason: timed out, errors, etc.).
Note that this is not necessarily a count of discarded IP
fragnents since sone algorithnms (notably the algorithmin
RFC 815) can | ose track of the nunmber of fragments by
combi ni ng them as they are received.

When tracking interface statistics, the counter of the
interface to which these fragnents were addressed is
incremented. This interface m ght not be the sane as the
input interface for some of the fragnents.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 16 }

i pl fStatslnbi scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of input |IP datagrans for which no problens were
encountered to prevent their continued processing, but
were discarded (e.g., for lack of buffer space). Note that
this counter does not include any datagrans discarded while
awai ting re-assenbly.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 17 }

i pl fStatslnDelivers OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of datagrans successfully delivered to IP
user-protocols (including |ICW).

When tracking interface statistics, the counter of the

interface to which these datagrans were addressed is
incremented. This interface m ght not be the sane as the
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input interface for sonme of the datagrans.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 18 }

i pl fStatsHCl nDelivers OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of datagrans successfully delivered to IP
user-protocols (including ICMP). This object counts the
same packets as iplfStatslinDelivers, but allows for |arger
val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 19 }

i pl fStatsQut Requests OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of |IP datagrans that |ocal |P user-
protocols (including |CVWP) supplied to IP in requests for
transm ssion. Note that this counter does not include any
dat agranms counted in iplfStatsCut ForwDat agrans.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 20 }

i pl fStatsHCOUt Requests OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of |IP datagrans that |ocal |P user-
protocols (including |CVWP) supplied to IP in requests for
transm ssion. This object counts the sanme packets as
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i pl fStatsQut Requests, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 21 }

-- This object IDis reserved to allowthe IDs for this table’ s objects
-- to align with the objects in the ipSystentstatsTabl e
-- :={iplfStatseEntry 22}

i pl fStatsQut Forwbat agrans OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of datagrans for which this entity was not their
final IP destination and for which it was successful in
finding a path to their final destination. In entities
that do not act as IP routers, this counter will include
only those datagrans that were Source-Routed via this
entity, and the Source-Route processing was successful.

When tracking interface statistics, the counter of the
outgoing interface is increnented for a successfully
f orwar ded dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 23 }

i pl fStatsHCQut For wbat agr ans OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of datagrans for which this entity was not their
final IP destination and for which it was successful in
finding a path to their final destination. This object
counts the sanme packets as iplfStatsQut Forwbat agrans, but
all ows for |arger val ues.

D scontinuities in the value of this counter can occur at

re-initialization of the managenment system and at other
times as indicated by the val ue of
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i pl fStatsDi scontinuityTinme."
o= { iplfStatsEntry 24 }

i pl fStatsQutDi scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of output |IP datagranms for which no probl em was
encountered to prevent their transmission to their
destination, but were discarded (e.g., for lack of
buffer space). Note that this counter would include
dat agranms counted in iplfStatsCQutForwDatagrans if any such
datagranms nmet this (discretionary) discard criterion

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 25 }

i pl fStatsQut FragReqds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of | P datagrans that would require fragnmentation
in order to be transmitted.

When tracking interface statistics, the counter of the
outgoing interface is increnented for a successfully
fragnent ed dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 26 }

i pl fStatsQutFragOKs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P datagrams that have been successfully
fragnent ed.

When tracking interface statistics, the counter of the
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outgoing interface is increnented for a successfully
fragnent ed dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 27 }

i pl f StatsQut FragFails OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of |P datagrans that have been di scarded because
they needed to be fragnented but could not be. This
i ncludes |1 Pv4 packets that have the DF bit set and | Pv6
packets that are being forwarded and exceed the outgoing
link MTU.

When tracking interface statistics, the counter of the
outgoing interface is increnented for an unsuccessfully
fragnent ed dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 28 }

i pl fStatsQutFragCreates OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of output datagram fragnents that have been
generated as a result of IP fragnmentation.

When tracking interface statistics, the counter of the
outgoing interface is increnented for a successfully
fragnent ed dat agram

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 29 }
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SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of IP datagrans that this entity supplied
to the lower layers for transmission. This includes

dat agranms generated |locally and those forwarded by this
entity.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

c:={ iplfStatsEntry 30 }

i pl fStatsHCQut Transnits OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of IP datagrans that this entity supplied
to the lower layers for transmi ssion. This object counts

the sanme datagrams as iplfStatsQutTransnits, but allows for
| ar ger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 31 }

i pl fStatsQutCctets OBIJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The total nunber of octets in |IP datagrans delivered to the
| ower layers for transm ssion. Cctets from datagrans
counted in iplfStatsQutTransnmits MJUST be counted here.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 32 }

i pl fStatsHCOut Cctets OBJECT- TYPE
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SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets in |IP datagrans delivered to the
| ower layers for transmi ssion. This objects counts the sane
octets as iplfStatsQutCctets, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

:={ iplfStatsEntry 33 }

i pl fStatslnMastPkts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |IP nulticast datagrans received.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 34 }

i pl fStatsHC nMcast Pkts OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of IP nulticast datagrans received. This object
counts the sanme datagrans as iplfStatslnMastPkts, but
all ows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

c:={ iplfStatsEntry 35 }

i pl fStatslnMastCctets OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets received in IP nmulticast
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datagranms. Cctets from datagrans counted in
i pl fStatslnMastPkts MJUST be counted here.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

:={ iplfStatsEntry 36 }

i pl fStatsHCl nMcast Cctets OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets received in IP nmulticast
datagrams. This object counts the sane octets as
i pl fStatsl nMcastCctets, but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 37 }

i pl fStatsQutMcast Pkts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of IP nulticast datagrans transmtted.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

c:={ iplfStatsEntry 38 }

i pl fStatsHCOQut Mcast Pkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of IP nulticast datagrans transmitted. This

obj ect counts the sane datagrans as iplfStatsQut MastPkts,
but allows for |arger val ues.

D scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
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times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."
o= { iplfStatsEntry 39 }

i pl fStatsQutMastCctets OBIECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets transnitted in I P nulticast
datagranms. Cctets from datagrans counted in
i pl fStatsQutMastPkts MJST be counted here.

2006

D scontinuities in the value of this counter can occur at

re-initialization of the managenment system and at other

times as indicated by the val ue of
i plfStatsDi scontinuityTinme."
o= { iplfStatsEntry 40 }

i pl fStatsHCOQUt Mcast Cct ets OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of octets transnitted in I P nulticast
datagrams. This object counts the sane octets as
i pl f StatsQut Mcast Cctets, but allows for |arger val ues.

D scontinuities in the value of this counter can occur at

re-initialization of the managenment system and at other

times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."
o= { iplfStatsEntry 41 }

i pl fStatslnBcast Pkts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P broadcast datagrans received.

D scontinuities in the value of this counter can occur at

re-initialization of the managenment system and at other

times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."
o= { iplfStatsEntry 42 }

i pl fStatsHCl nBcast Pkts OBJECT- TYPE
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SYNTAX Count er 64
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P broadcast datagrans received. This object
counts the sanme datagrans as iplfStatslnBcastPkts, but
allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenent system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 43 }

i pl fStatsQutBcastPkts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of |P broadcast datagrans transmtted.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 44 }

i pl fStatsHCQut Bcast Pkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of |P broadcast datagrans transmitted. This
obj ect counts the sane datagranms as iplfStatsQutBcastPkts,
but allows for |arger val ues.

Di scontinuities in the value of this counter can occur at
re-initialization of the managenment system and at other
times as indicated by the val ue of
i pl fStatsDi scontinuityTinme."

o= { iplfStatsEntry 45 }

i pl fStatsDi scontinuityTime OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime on the nbst recent occasion at which
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any one or nore of this entry’'s counters suffered a
di scontinuity.

If no such discontinuities have occurred since the |ast re-
initialization of the |Iocal managenent subsystem then this
obj ect contains a zero value."

o= { iplfStatsEntry 46 }

i pl fStatsRefreshRate OBJECT- TYPE

SYNTAX Unsi gned32

UNITS "mlli-seconds”

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The m ni mrum reasonable polling interval for this entry.
Thi s obj ect provides an indication of the m ni rum anount of
time required to update the counters in this entry."

o= { iplfStatsEntry 47 }

-- Internet Address Prefix table

i pAddr essPrefi xTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pAddressPrefi xEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table allows the user to determ ne the source of an |IP
address or set of |IP addresses, and allows other tables to
share the information via pointer rather than by copying.

For exanpl e, when the node configures both a unicast and
anycast address for a prefix, the i pAddressPrefix objects
for those addresses will point to a single rowin this
tabl e.

This table primarily provides support for |Pv6 prefixes, and
several of the objects are | ess neaningful for IPv4. The
table continues to allow | Pv4 addresses to allow future
flexibility. |In order to pronote a common configuration
thi s docunent includes suggestions for default val ues for

| Pv4 prefixes. Each of these values may be overridden if an
obj ect is neaningful to the node.

Al'l prefixes used by this entity should be included in this

tabl e i ndependent of how the entity |earned the prefix.
(This table isn't linmted to prefixes |earned fromrouter
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adverti senents.)"
o={ ip 32}

i pAddr essPrefi xEntry OBJECT- TYPE
SYNTAX | pAddr essPrefi xEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the i pAddressPrefi xTable."
| NDEX { i pAddressPrefixlflndex, ipAddressPrefixType,
i pAddr essPrefi xPrefix, ipAddressPrefixLength }
::={ ipAddressPrefixTable 1 }

| pAddr essPrefi xEntry ::= SEQUENCE {
i pAddr essPrefi x| fl ndex | nt er f acel ndex,
i pAddr essPrefi xType | net Addr essType,
i pAddr essPrefi xPrefix | net Addr ess,
i pAddr essPrefi xLength | net Addr essPr efi xLengt h,
i pAddr essPrefixOrigin | pAddr essPrefi xOrigi nTC,
i pAddr essPr ef i xOnLi nkFl ag Trut hVal ue,
i pAddr essPr ef i xAut ononousFl ag Trut hVal ue,
i pAddr essPrefi xAdvPreferredLifetime Unsigned32,
i pAddr essPrefi xAdvVal i dLifetinme Unsi gned32
}
i pAddr essPrefi xlflndex OBJECT- TYPE
SYNTAX I nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index value that uniquely identifies the interface on
which this prefix is configured. The interface identified
by a particular value of this index is the same interface as
identified by the sanme value of the IF-MB' s iflndex."

::={ ipAddressPrefixEntry 1}

i pAddr essPrefi xType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address type of ipAddressPrefix."
::={ ipAddressPrefixEntry 2 }

i pAddr essPrefi xPrefix OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The address prefix. The address type of this object is
specified in i pAddressPrefi xType. The length of this object
is the standard length for objects of that type (4 or 16
bytes). Any bits after ipAddressPrefixLength nust be zero.

| mpl ementors need to be aware that, if the size of
i pAddr essPrefi xPrefix exceeds 114 octets, then O DS of
i nstances of colums in this row wi |l have nore than 128
sub-identifiers and cannot be accessed usi ng SNWPv1,
SNMPv2c, or SNWPv3."

::={ ipAddressPrefixEntry 3 }

i pAddr essPrefi xLength OBJECT- TYPE
SYNTAX | net Addr essPrefi xLength
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The prefix I ength associated with this prefix.

The value 0 has no special nmeaning for this object. It
sinply refers to address "::/0"."
::={ ipAddressPrefixEntry 4 }

i pAddr essPrefi xOrigin OBJECT- TYPE
SYNTAX | pAddr essPrefixOriginTC
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The origin of this prefix."
::={ ipAddressPrefixEntry 5 }

i pAddr essPrefi xOnLi nkFl ag OBJECT- TYPE

SYNTAX Tr ut hVal ue

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"This object has the value "true(l)’, if this prefix can be

used for on-link determ nation; otherwi se, the value is
"false(2)’.

The default for I1Pv4 prefixes is "true(l)’."
REFERENCE "For | Pv6 RFC 2461, especially sections 2 and 4.6.2 and
RFC 2462"
::={ ipAddressPrefixEntry 6 }

i pAddr essPref i xAut ononousFl ag OBJECT- TYPE
SYNTAX Tr ut hval ue
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MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
" Aut ononous address configuration flag. Wen true(l),
i ndicates that this prefix can be used for autononpus
address configuration (i.e., can be used to forma | ocal
interface address). |If false(2), it is not used to auto-
configure a |local interface address.

The default for IPv4 prefixes is "false(2)"."
REFERENCE "For | Pv6 RFC 2461, especially sections 2 and 4.6.2 and
RFC 2462"
::={ ipAddressPrefixEntry 7 }

i pAddr essPrefi xAdvPreferredLi feti me OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The remaining length of time, in seconds, that this prefix
will continue to be preferred, i.e., time until deprecation

A val ue of 4,294,967, 295 represents infinity.

The address generated from a deprecated prefix should no

| onger be used as a source address in new conmuni cations,
but packets received on such an interface are processed as
expect ed.

The default for I1Pv4 prefixes is 4,294,967,295 (infinity)."
REFERENCE "For | Pv6 RFC 2461, especially sections 2 and 4.6.2 and
RFC 2462"
::={ ipAddressPrefixEntry 8 }

i pAddr essPrefi xAdvVal i dLi feti ne OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The remaining length of time, in seconds, that this prefix
will continue to be valid, i.e., tinme until invalidation. A

val ue of 4,294,967,295 represents infinity.

The address generated froman invalidated prefix should not
appear as the destination or source address of a packet.
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The default for I1Pv4 prefixes is 4,294,967,295 (infinity)."
REFERENCE "For | Pv6 RFC 2461, especially sections 2 and 4.6.2 and
RFC 2462"
::={ ipAddressPrefixEntry 9 }

-- Internet Address Tabl e

i pAddr essSpi nLock OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"An advisory lock used to allow cooperati ng SNVMP rmanagers to

coordinate their use of the set operation in creating or
nodi fying rows within this table.

In order to use this lock to coordinate the use of set
operations, nanagers should first retrieve

i pAddr essTabl eSpi nLock. They shoul d then determ ne the
appropriate rowto create or nodify. Finally, they should
i ssue the appropriate set command, including the retrieved
val ue of i pAddressSpinLock. [|f another nmanager has altered
the table in the nmeantinme, then the val ue of

i pAddr essSpi nLock wi Il have changed, and the creation will
fail as it will be specifying an incorrect value for

i pAddr essSpi nLock. It is suggested, but not required, that
t he i pAddressSpi nLock be the first var bind for each set of
obj ects representing a 'row in a PDU"

:={ ip 33}

i pAddr essTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | pAddressEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains addressing information relevant to the
entity’s interfaces.

This tabl e does not contain nulticast address information.
Tabl es for such informati on should be contained in nulticast
specific MBs, such as RFC 3019.

While this table is witable, the user will note that
several objects, such as i pAddressOrigin, are not. The
intention in allowing a user to wite to this table is to
allowthemto add or renpve any entry that isn’t
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permanent. The user should be allowed to nodify objects
and entries when that would not cause inconsistencies
within the table. Allowing wite access to objects, such
as i pAddressOrigin, could allow a user to insert an entry
and then label it incorrectly.

Note well: Wen including IPv6 link-local addresses in this
table, the entry nust use an | net AddressType of 'ipv6z’ in
order to differentiate between the possible interfaces."

o={ ip 34}

i pAddr essEntry OBJECT- TYPE
SYNTAX | pAddr essEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An address mapping for a particular interface."
| NDEX { i pAddressAddr Type, i pAddressAddr }
::={ ipAddressTable 1 }

| pAddressEntry ::= SEQUENCE {
i pAddr essAddr Type | net Addr essType,
i pAddr essAddr | net Addr ess,
i pAddr essl f I ndex I nt erfacel ndex,
i pAddr essType | NTEGER,
i pAddr essPrefi x RowPoi nt er,
i pAddressOrigin | pAddressOri gi nTC,
i pAddr essSt at us | pAddr essSt at usTC,
i pAddr essCreat ed Ti meSt anp,

i pAddr essLast Changed Ti neSt anp,
i pAddr essRowSt at us RowSt at us,
i pAddr essSt orageType StorageType

}

i pAddr essAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type of ipAddressAddr."
::={ ipAddressEntry 1 }

i pAddr essAddr OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The IP address to which this entry’s addressing information
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pertains. The address type of this object is specified in
i pAddr essAddr Type.

| mpl ementors need to be aware that if the size of

i pAddr essAddr exceeds 116 octets, then O DS of instances of

colums in this row wi |l have nore than 128 sub-identifiers

and cannot be accessed using SNVPv1l, SNWPv2c, or SNMPv3."
::={ ipAddressEntry 2 }

i pAddr essl| fl ndex OBJECT- TYPE
SYNTAX I nt erfacel ndex
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The index value that uniquely identifies the interface to
which this entry is applicable. The interface identified by
a particular value of this index is the sane interface as
identified by the sanme value of the IF-MB' s iflndex."
::={ ipAddressEntry 3}

i pAddr essType OBJECT- TYPE
SYNTAX | NTEGER {
uni cast (1),
anycast (2),
br oadcast ( 3)

}
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The type of address. broadcast(3) is not a valid value for
| Pv6 addresses (RFC 3513)."
DEFVAL { unicast }
::={ ipAddressEntry 4 }

i pAddr essPrefix OBJECT- TYPE
SYNTAX RowPoi nt er
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"A pointer to the rowin the prefix table to which this
address belongs. My be { 0 0 } if there is no such row "
DEFVAL { zeroDot Zero }
::={ ipAddressEntry 5 }

i pAddressOri gin OBJECT- TYPE

SYNTAX | pAddressOri gi nTC
MAX- ACCESS r ead-only
STATUS current
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DESCRI PTI ON
"The origin of the address."
::={ ipAddressEntry 6 }

i pAddr essSt at us OBJECT- TYPE
SYNTAX | pAddr essSt at usTC
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of the address, describing if the address can be
used for communi cation

In the absence of other information, an |IPv4 address is
al ways preferred(1)."

DEFVAL { preferred }

::={ ipAddressEntry 7 }

i pAddr essCreat ed OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTinme at the tine this entry was created.
If this entry was created prior to the |last re-
initialization of the |Iocal network nanagenent subsystem
then this object contains a zero value."
::={ ipAddressEntry 8 }

i pAddr essLast Changed OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tine this entry was | ast
updated. If this entry was updated prior to the | ast re-

initialization of the lIocal network nanagenent subsystem
then this object contains a zero value."
::={ ipAddressEntry 9 }

i pAddr essRowsSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row.

The RowStatus TC requires that this DESCRI PTI ON cl ause
states under which circunstances other objects in this row
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can be nodified. The value of this object has no effect on
whet her ot her objects in this conceptual row can be
nodi fi ed.

A conceptual row can not be nade active until the
i pAddressl flndex has been set to a valid index."
::={ ipAddressEntry 10 }

i pAddr essSt orageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON

"The storage type for this conceptual row. |If this object

has a val ue of ’permanent’, then no other objects are
required to be able to be nodified."

DEFVAL { volatile }

::={ ipAddressEntry 11 }

-- the Internet Address Transl ation table

i pNet ToPhysi cal Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pNet ToPhysi cal Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I P Address Transl ation table used for mapping fromIP
addresses to physi cal addresses.

The Address Transl ation tables contain the | P address to
"physi cal’ address equival ences. Sone interfaces do not use
transl ation tables for deternining address equival ences
(e.g., DDN-X. 25 has an algorithmc nethod); if al

interfaces are of this type, then the Address Transl ation
table is enpty, i.e., has zero entri es.

Wil e many protocols may be used to populate this table, ARP
and Nei ghbor Di scovery are the nost likely

options."
REFERENCE " RFC 826 and RFC 2461"
:={ ip 35}

i pNet ToPhysi cal Entry OBJECT- TYPE
SYNTAX | pNet ToPhysi cal Entry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"Each entry contains one |IP address to ‘physical’ address
equi val ence. "
| NDEX { i pNet ToPhysi cal | f I ndex,
i pNet ToPhysi cal Net Addr essType,
i pNet ToPhysi cal Net Addr ess }
::={ ipNetToPhysical Table 1 }

| pNet ToPhysi cal Entry ::= SEQUENCE {
i pNet ToPhysi cal | f I ndex | nt er f acel ndex,
i pNet ToPhysi cal Net Addr essType | net Addr essType,
i pNet ToPhysi cal Net Addr ess | net Addr ess,
i pNet ToPhysi cal PhysAddr ess PhysAddr ess,
i pNet ToPhysi cal Last Updat ed Ti meSt anp,
i pNet ToPhysi cal Type | NTEGER
i pNet ToPhysi cal St at e | NTEGER
i pNet ToPhysi cal RowSt at us RowSt at us
}
i pNet ToPhysi cal | f I ndex OBJECT- TYPE
SYNTAX I nt erfacel ndex
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index value that uniquely identifies the interface to
which this entry is applicable. The interface identified by
a particular value of this index is the sane interface as
identified by the same value of the IF-MB' s iflndex."
::= { ipNetToPhysical Entry 1 }

i pNet ToPhysi cal Net Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The type of ipNet ToPhysi cal Net Address. "
::={ ipNetToPhysical Entry 2 }

i pNet ToPhysi cal Net Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I P Address corresponding to the nedi a- dependent
‘physical’ address. The address type of this object is
specified in i pNet ToPhysi cal Addr essType.

| mpl ementors need to be aware that if the size of
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i pNet ToPhysi cal Net Addr ess exceeds 115 octets, then O DS of
i nstances of colums in this row wi |l have nore than 128
sub-identifiers and cannot be accessed using SNWPv1,
SNMPv2c, or SNWPv3."

::= { ipNetToPhysical Entry 3 }

i pNet ToPhysi cal PhysAddr ess OBJECT- TYPE
SYNTAX PhysAddress (Sl ZE(O. . 65535))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The nedi a- dependent ‘ physical’ address.

As the entries in this table are typically not persistent
when this object is witten the entity SHOULD NOT save the
change to non-vol atile storage.”

;.= { ipNetToPhysical Entry 4 }

i pNet ToPhysi cal Last Updat ed OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The val ue of sysUpTinme at the tine this entry was | ast
updated. If this entry was updated prior to the last re-

initialization of the |Iocal network nanagenent subsystem
then this object contains a zero value."
::= { ipNetToPhysical Entry 5 }

i pNet ToPhysi cal Type OBJECT- TYPE

SYNTAX | NTEGER {
other (1), -- none of the follow ng
i nval id(2), -- an invalidated mapping
dynami c(3),
static(4),
| ocal (5) -- local interface

}
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The type of mapping.

Setting this object to the value invalid(2) has the effect
of invalidating the corresponding entry in the

i pNet ToPhysi cal Table. That is, it effectively dis-
associates the interface identified with said entry fromthe
mappi ng identified with said entry. It is an

i mpl ement ati on-specific matter as to whether the agent
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renoves an invalidated entry fromthe table. Accordingly,
managenent stations nust be prepared to receive tabul ar
informati on from agents that corresponds to entries not
currently in use. Proper interpretation of such entries
requi res exam nation of the rel evant ipNet ToPhysical Type
obj ect .

The *dynamic(3)’ type indicates that the IP address to
physi cal addresses nappi ng has been dynanically resol ved
using e.g., IPv4d ARP or the I Pv6 Nei ghbor Discovery

pr ot ocol

The 'static(4)’ type indicates that the mappi ng has been
statically configured. Both of these refer to entries that
provi de mappi ngs for other entities addresses.

The 'l ocal (5)' type indicates that the mapping is provided
for an entity’'s own interface address.

As the entries in this table are typically not persistent
when this object is witten the entity SHOULD NOT save the
change to non-vol atile storage.”

DEFVAL { static }
::={ ipNetToPhysical Entry 6 }

i pNet ToPhysi cal St ate OBJECT- TYPE

SYNTAX

| NTEGER {

reachabl e(1), -- confirnmed reachability

stal e(2), -- unconfirmed reachability

del ay(3), -- waiting for reachability
-- confirmati on before entering
-- the probe state

probe(4), -- actively probing

i nvalid(5), -- an invalidated mapping

unknown( 6) , -- state can not be determ ned
-- for sonme reason

i nconplete(7) -- address resolution is being

-- perforned.

}
MAX- ACCESS r ead-only

STATUS

current

DESCRI PTI ON
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"The Nei ghbor Unreachability Detection state for the
i nterface when the address mapping in this entry is used.
I f Neighbor Unreachability Detection is not in use (e.g. for
| Pv4), this object is always unknown(6)."
REFERENCE " RFC 2461"
::= { ipNetToPhysical Entry 7 }

i pNet ToPhysi cal RowsSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row.

The RowStatus TC requires that this DESCRI PTI ON cl ause
states under which circunstances other objects in this row
can be nodified. The value of this object has no effect on
whet her ot her objects in this conceptual row can be
nodi fi ed.

A conceptual row can not be nade active until the
i pNet ToPhysi cal PhysAddr ess obj ect has been set.

Note that if the ipNet ToPhysical Type is set to "invalid
the managed node may delete the entry independent of the
state of this object."”

::={ ipNetToPhysical Entry 8 }

-- The I Pv6 Scope Zone | ndex Table.

i pv6ScopeZonel ndexTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pv6ScopeZonel ndexEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The tabl e used to describe IPv6 unicast and nulticast scope
zones.

For those objects that have nanes rather than nunbers, the
nanes were chosen to coincide with the nanes used in the
| Pv6 address architecture docunent. "

REFERENCE "Section 2.7 of RFC 4291"

c:={ ip 36}
i pv6ScopeZonel ndexEntry OBJECT- TYPE
SYNTAX | pv6ScopeZonel ndexEntry
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MAX- ACCESS not - accessi bl e

STATUS current
DESCRI PTI ON
"Each entry contains the Iist of scope identifiers on a given
interface."

| NDEX { ipv6ScopeZonel ndexl fl ndex }
::={ ipv6ScopeZonel ndexTable 1 }

| pv6ScopeZonel ndexEntry ::= SEQUENCE {

i pv6ScopeZonel ndexl f 1 ndex | nt er f acel ndex,
i pv6ScopeZonel ndexLi nkLocal | net Zonel ndex,
i pv6ScopeZonel ndex3 | net Zonel ndex,
i pv6ScopeZonel ndexAdm nLocal | net Zonel ndex,
i pv6ScopeZonel ndexSi t eLocal | net Zonel ndex,
i pv6ScopeZonel ndex6 | net Zonel ndex,
i pv6ScopeZonel ndex7 | net Zonel ndex,
i pv6ScopeZonel ndexOr gani zati onLocal | net Zonel ndex,
i pv6ScopeZonel ndex9 | net Zonel ndex,
i pv6ScopeZonel ndexA | net Zonel ndex,
i pv6ScopeZonel ndexB | net Zonel ndex,
i pv6ScopeZonel ndexC | net Zonel ndex,
i pv6ScopeZonel ndexD | net Zonel ndex

}

i pv6ScopeZonel ndexl| f I ndex OBJECT- TYPE

SYNTAX I nt erfacel ndex

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The index value that uniquely identifies the interface to
whi ch these scopes belong. The interface identified by a
particular value of this index is the sane interface as
identified by the sanme value of the IF-MB' s iflndex."
::={ ipv6ScopeZonel ndexEntry 1 }

i pv6ScopeZonel ndexLi nkLocal OBJECT- TYPE
SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for the link-local scope on this interface."
::={ ipv6ScopeZonel ndexEntry 2 }

i pv6ScopeZonel ndex3 OBJECT- TYPE
SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
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"The zone index for scope 3 on this interface."
::={ ipv6ScopeZonel ndexEntry 3 }

i pv6ScopeZonel ndexAdmi nLocal OBJECT- TYPE
SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for the adm n-l1ocal scope on this interface.”
::={ ipv6ScopeZonel ndexEntry 4 }

i pv6ScopeZonel ndexSi t eLocal OBJECT- TYPE
SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for the site-local scope on this interface."”
::={ ipv6ScopeZonel ndexEntry 5 }

i pv6ScopeZonel ndex6 OBJECT- TYPE
SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for scope 6 on this interface."
::={ ipv6ScopeZonel ndexEntry 6 }

i pv6ScopeZonel ndex7 OBJECT- TYPE
SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for scope 7 on this interface."
::={ ipv6ScopeZonel ndexEntry 7 }

i pv6ScopeZonel ndexOr gani zati onLocal OBJECT- TYPE
SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for the organi zation-local scope on this
interface."
::={ ipv6ScopeZonel ndexEntry 8 }

i pv6ScopeZonel ndex9 OBJECT- TYPE

SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
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DESCRI PTI ON
"The zone index for scope

::={ ipv6ScopeZonel ndexEntry 9 }

i pv6ScopeZonel ndexA OBJECT- TYPE

SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for scope
::={ ipv6ScopeZonel ndexEntry 10

i pv6ScopeZonel ndexB OBJECT- TYPE

SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for scope
::={ ipv6ScopeZonel ndexEntry 11

i pv6ScopeZonel ndexC OBJECT- TYPE

SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for scope
::={ ipv6ScopeZonel ndexEntry 12

i pv6ScopeZonel ndexD OBJECT- TYPE

SYNTAX | net Zonel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The zone index for scope
::={ ipv6ScopeZonel ndexEntry 13

The Default Router Tabl e

IP MB

9 on this

A on this

B on this

Con this

Don this

-- This table sinply lists the default routers;

i pDef aul t Rout er Tabl e OBJECT- TYPE

Rout hi er, Ed.

SYNTAX SEQUENCE OF | pDef aul t RouterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The table used to describe the default

about routing tables, see the routing M Bs

St andards Track

i nterface.

i nterface.

i nterface.

i nterface.

i nterface.

for nore
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routers known to this
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entity."
o={ ip 37}

i pDef aul t Rout er Entry OBJECT- TYPE
SYNTAX | pDef aul t Rout er Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains information about a default router k
to this entity.”
| NDEX {i pDef aul t Rout er Addr essType, i pDefaul t Rout er Addr ess,
i pDef aul t Rout er | f 1 ndex}
::={ ipDefaultRouterTable 1 }

| pDef aul t RouterEntry ::= SEQUENCE {
i pDef aul t Rout er Addr essType | net Addr essType,
i pDef aul t Rout er Addr ess | net Addr ess,
i pDef aul t Rout er | f I ndex I nt erf acel ndex,
i pDef aul t RouterlLifetine Unsi gned32,
i pDef aul t Rout er Pr ef erence | NTEGER
}
i pDef aul t Rout er Addr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The address type for this row "
::={ ipDefaultRouterEntry 1 }

i pDef aul t Rout er Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I P address of the default router represented by this
row. The address type of this object is specified in
i pDef aul t Rout er Addr essType.

| mpl ementers need to be aware that if the size of
i pDef aul t Rout er Addr ess exceeds 115 octets, then O DS of
i nstances of colums in this row wi |l have nore than 128
sub-identifiers and cannot be accessed usi ng SNWPv1,
SNMPv2c, or SNWPv3. "

::={ ipDefaultRouterEntry 2 }

i pDef aul t Rout er | fl ndex OBJECT- TYPE
SYNTAX | nt er f acel ndex
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index value that uniquely identifies the interface by
whi ch the router can be reached. The interface identified
by a particular value of this index is the same interface as
identified by the same value of the IF-MB' s iflndex."
::={ ipDefaultRouterEntry 3 }

i pDef aul t RouterLifetine OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The remaining length of tinme, in seconds, that this router
will continue to be useful as a default router. A value of
zero indicates that it is no |onger useful as a default
router. It is left to the inplenenter of the MB as to
whether a router with alifetine of zero is renoved fromthe
list.

For I Pv6, this value should be extracted fromthe router
advertisement nessages.”

REFERENCE "For |Pv6 RFC 2462 sections 4.2 and 6. 3. 4"

::={ ipDefaultRouterEntry 4 }

i pDef aul t Rout er Pref erence OBJECT- TYPE

SYNTAX | NTEGER {
reserved (-2),
low (-1),
medi um (0),
hi gh (1)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"An indication of preference given to this router as a
default router as described in he Default Router

Pref erences docunent. Treating the value as a

2 bit signed integer allows for sinple arithnetic
compari sons.

For I Pv4 routers or IPv6 routers that are not using the
updat ed router advertisenment format, this object is set to
medi um (0)."

REFERENCE " RFC 4291, section 2.1"

::={ ipDefaultRouterEntry 5 }
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-- Configuration information for constructing router advertisenents

i pv6Rout er Advert Spi nLock OBJECT- TYPE

SYNTAX Test Andl ncr

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON

"An advisory lock used to allow cooperati ng SNVMP rmanagers to

coordinate their use of the set operation in creating or
nodi fying rows within this table.

In order to use this lock to coordinate the use of set
operations, nanagers should first retrieve

i pv6Rout er Advert Spi nLock. They should then determ ne the
appropriate rowto create or nodify. Finally, they should

i ssue the appropriate set command including the retrieved
val ue of ipv6Rout er Advert Spi nLock. |f another manager has
altered the table in the neantine, then the val ue of

i pv6Rout er Advert Spi nLock will have changed and the creation
will fail as it will be specifying an incorrect value for

i pv6Rout er Advert Spi nLock. It is suggested, but not
required, that the ipv6Router Advert Spi nLock be the first var
bi nd for each set of objects representing a 'row in a PDU."

:={ ip 38}

i pv6Rout er Advert Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | pv6Rout er AdvertEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table containing information used to construct router
advertisements."”

:={ ip 39}

i pv6Rout er Advert Entry OBJECT- TYPE
SYNTAX | pv6Rout er Advert Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry containing information used to construct router
advertisements.

Information in this table is persistent, and when this
object is witten, the entity SHOULD save the change to
non-vol atil e storage.”

| NDEX { ipv6Rout er Advertlflndex }
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| pv6Rout er Advert Entry :

}

IP MB

{ i pvbRouterAdvertTable 1 }

: = SEQUENCE {

i pv6Rout er Advert | fl ndex

i pv6Rout er Advert SendAdverts

i pv6Rout er Adver t MaxI nt er val

i pv6Rout er Advert M nl nt er val

i pv6Rout er Advert ManagedFl ag

i pv6Rout er Advert O her Confi gFl ag
i pv6Rout er Advert Li nkMTU

i pv6Rout er Adver t Reachabl eTi ne

i pv6Rout er Advert Retransm t Ti ne
i pv6Rout er Advert Cur HopLi mi t

i pv6Rout er Advert Defaul tLifetinme
i pv6Rout er Adver t RowsSt at us

i pv6Rout er Advert | fl ndex OBJECT- TYPE

SYNTAX | nt er f acel ndex
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

April 2006

| nt er facel ndex,
Tr ut hVval ue,
Unsi gned32,
Unsi gned32,
Tr ut hVval ue,
Tr ut hVval ue,
Unsi gned32,
Unsi gned32,
Unsi gned32,
Unsi gned32,
Unsi gned32,
RowSt at us

"The index value that uniquely identifies the interface on
whi ch router advertisenents constructed with this

information will

be transm tted.

The interface identified

by a particular value of this index is the sanme interface as
identified by the same value of the IF-MB' s iflndex."

{ i pvbRouterAdvertEntry 1 }

i pv6Rout er Advert SendAdverts OBJECT- TYPE

SYNTAX

Tr ut hVal ue

MAX- ACCESS r ead-create

STATUS

current

DESCRI PTI ON
"A flag indicating whether the router sends periodic
router advertisenments and responds to router solicitations

on this interface."

REFERENCE "RFC 2461 Section 6.2.1"
DEFVAL { false }

i pv6Rout er Adver t MaxI| nt er val
SYNTAX
UNI TS

{ i pvbRouterAdvertEntry 2 }

OBJECT- TYPE
Unsi gned32 (4..1800)
"seconds"

MAX- ACCESS r ead-create

STATUS

current

DESCRI PTI ON
"The maxi mumtinme all owed between sendi ng unsolicited router
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advertisenents fromthis interface."
REFERENCE " RFC 2461 Section 6.2.1"
DEFVAL { 600 }
::={ ipv6RouterAdvertEntry 3 }

i pv6Rout er Advert M nl nterval OBJECT- TYPE
SYNTAX Unsi gned32 (3..1350)
UNI TS "seconds"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The mnimumtinme all owed between sending unsolicited router
advertisenments fromthis interface.

The default is 0.33 * ipv6Rout er Advert Maxl nterval, however,
in the case of a | ow value for ipv6RouterAdvert Maxl nterval
the mninmumvalue for this object is restricted to 3."
REFERENCE " RFC 2461 Section 6.2.1"
::={ ipv6RouterAdvertEntry 4 }

i pv6Rout er Advert ManagedFl ag OBJECT- TYPE

SYNTAX Tr ut hval ue

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The true/false value to be placed into the ' managed address
configuration' flag field in router advertisenments sent from
this interface."

REFERENCE " RFC 2461 Section 6.2.1"

DEFVAL { false }

::={ ipv6RouterAdvertEntry 5 }

i pv6Rout er Advert O her Confi gFl ag OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The true/false value to be placed into the ’'other stateful
configuration' flag field in router advertisenments sent from
this interface."
REFERENCE " RFC 2461 Section 6.2.1"
DEFVAL { false }
::={ ipv6Router AdvertEntry 6 }

i pv6Rout er Advert Li nkMIU OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS r ead-create
STATUS current

Rout hi er, Ed. St andar ds Track [ Page 79]



RFC 4293 IP MB April 2006

DESCRI PTI ON
"The value to be placed in MU options sent by the router on
this interface.

A value of zero indicates that no MU options are sent."
REFERENCE "RFC 2461 Section 6.2.1"
DEFVAL { 0 }
::={ ipv6RouterAdvertEntry 7 }

i pv6Rout er Advert Reachabl eTi ne OBJECT- TYPE
SYNTAX Unsi gned32 (0..3600000)
UNI TS "mlliseconds"”
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The value to be placed in the reachable time field in router
adverti sement nessages sent fromthis interface.

A value of zero in the router advertisenent indicates that
the advertisenent isn’t specifying a value for reachabl e

time."
REFERENCE " RFC 2461 Section 6.2.1"
DEFVAL { 0 }

::={ ipv6Router AdvertEntry 8 }

i pv6Rout er Advert Retransni t Ti me OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds"
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The value to be placed in the retransmit tinmer field in
router advertisenents sent fromthis interface.

A value of zero in the router advertisenent indicates that
the advertisement isn't specifying a value for retrans

time."
REFERENCE " RFC 2461 Section 6.2.1"
DEFVAL { 0 }

::={ ipv6RouterAdvertEntry 9 }

i pv6Rout er Advert Cur HopLi mit OBJECT- TYPE
SYNTAX Unsi gned32 (0..255)
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The default value to be placed in the current hop limt
field in router advertisenents sent fromthis interface.
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The val ue should be set to the current diameter of the
I nternet.

A value of zero in the router advertisenent indicates that
the advertisement isn't specifying a value for curHopLimt.

The default should be set to the value specified in the | ANA
web pages (ww. iana.org) at the tine of inplenentation.”
REFERENCE "RFC 2461 Section 6.2.1"
::={ ipv6RouterAdvertEntry 10 }

i pv6Rout er Advert Defaul tLifeti ne OBJECT- TYPE

SYNTAX Unsi gned32 (0] 4..9000)

UNI TS "seconds"

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The value to be placed in the router lifetinme field of

router advertisenents sent fromthis interface. This value
MUST be either 0 or between ipv6Rout er Advert Maxl nterval and
9000 seconds.

A value of zero indicates that the router is not to be used
as a default router

The default is 3 * ipv6RouterAdvert Maxl nterval ."
REFERENCE "RFC 2461 Section 6.2.1"
::={ ipv6RouterAdvertEntry 11 }

i pv6Rout er Advert RowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The status of this conceptual row.

As all objects in this conceptual row have default values, a
row can be created and nade active by setting this object
appropriately.

The RowStatus TC requires that this DESCRI PTI ON cl ause
states under which circunstances other objects in this row
can be nodified. The value of this object has no effect on
whet her ot her objects in this conceptual row can be
nodi fied."

::={ ipv6RouterAdvertEntry 12 }
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| CVP section

i cnp OBJECT IDENTIFIER ::={ nib-2 5 }

| CMP non- nessage-specific counters

These object IDs are reserved, as they were used in earlier
versions of the MB nodule. 1In theory, O Ds are not assigned
until the specification is released as an RFC, however, as sone
conpani es may have shi pped code based on earlier versions of
the MB, it seens best to reserve these O Ds.

={ icnmp 27 }
={ icnp 28}
i cnpSt at sTabl e OBJECT- TYPE
SYNTAX SEQUENCE CF IcnpStatsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The tabl e of generic systemw de |ICVWP counters.”
o= { icnp 29 }
i cnpSt at sentry OBJECT- TYPE
SYNTAX | cnpSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A conceptual rowin the icnpStatsTable."
| NDEX { icnpStatslPVersion }
o= { icnpStatsTable 1 }

lcnpStatsEntry :: = SEQUENCE {

i cnpSt at sl PVer si on | net Ver si on,
i cnpSt at sl nMsgs Count er 32,
i cnpStatslnErrors Count er 32,
i cnpSt at sQut Msgs Count er 32,
icnpStatsQutErrors Counter 32

}

i cnpSt at sl PVer si on OBJECT- TYPE
SYNTAX | net Ver si on
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The | P version of the statistics."

2006
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o= { icnpStatsEntry 1 }

i cnpSt at sl nMsgs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The total nunber of |ICMP nmessages that the entity received.

Note that this counter includes all those counted by
icnpStatslnErrors.”

c:={ icnpStatsEntry 2 }

i cnpSt at sl nErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of | CMP nessages that the entity received but

determ ned as having | CVWP-specific errors (bad | CvP
checksunms, bad length, etc.)."

o= { icnpStatsEntry 3}

i cnpSt at sQut Msgs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of | CMP nessages that the entity attenpted
to send. Note that this counter includes all those counted
by icnpStatsCQutErrors. ™"

o= { icnpStatsEntry 4 }

i cnpSt at sQut Errors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of | CMP nessages that this entity did not send

due to problens discovered within ICWP, such as a | ack of
buffers. This value should not include errors discovered
outside the ICWP | ayer, such as the inability of IP to route

the resultant datagram | n sone inplenentations, there nmay
be no types of error that contribute to this counter’s
val ue. "

o= { icnpStatsEntry 5 }

-- per-version, per-nmessage type | CMP counters
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i cnpMsgSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | cnpMsgSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The tabl e of systemw de per-version, per-nessage type |CW
counters."
c:={ icnmp 30}
i cnpMsgSt at sentry OBJECT- TYPE
SYNTAX | cnpMsgSt at sEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A conceptual rowin the icnpMsgStatsTabl e.

The system should track each I CWP type value, even if that
|CVMP type is not supported by the system However, a
given row need not be instantiated unless a nessage of that
type has been processed, i.e., the row for
i cnpMsgSt at sType=X MAY be instantiated before but MJST be
instantiated after the first nessage with Type=Xis
received or transmtted. After receiving or transmtting
any succeedi ng nmessages with Type=X, the rel evant counter
nmust be increnmented.”

| NDEX { icnpMsgSt at sl PVersion, icnpMsgStatsType }

.= { icnpMsgStatsTable 1}

| cnpMsgSt at seEntry :: = SEQUENCE {
i cnpMsgSt at sl PVersi on | net Versi on,
i cnpMsgSt at sType I nt eger 32,
i cnpMsgSt at sl nPkt s Count er 32,
i cnpMsgSt at sQut Pkt s Count er 32
}
i cnpMsgSt at sl PVer si on OBJECT- TYPE
SYNTAX I net Ver si on
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The I P version of the statistics."
.= { icnpMsgStatsEntry 1 }

i cnpMsgSt at sType OBJECT- TYPE

SYNTAX I nteger32 (0..255)
MAX- ACCESS not - accessi bl e
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STATUS current

DESCRI PTI ON
"The ICWP type field of the nessage type being counted by
this row

Note that | CMP nessage types are scoped by the address type
in use."
REFERENCE "htt p://ww. i ana. or g/ assi gnnment s/ i cnp- paraneters and
http://ww. i ana. or g/ assi gnnment s/ i cnpv6- par anet er s"
.= { icnpMsgStatsEntry 2 }

i cnpMsgSt at sl nPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of input packets for this AF and type."
.= { icnpMsgStatsEntry 3 }

i cnpMsgSt at sQut Pkt s OBJECT- TYPE

i pM BConf or mance OBJECT | DENTI FI ER : :

i pM BConpl i ances OBJECT | DENTI FI ER : :
i pM BG oups OBJECT | DENTI FI ER ::

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of output packets for this AF and type."
.= { icnpMsgStatsEntry 4 }

conf ormance i nformati on

1
~

ipMB 2 }

{ i pM BConformance 1 }
{ i pM BConf or mance 2 }

-- conpliance statenents
i pM BConpl i ance2 MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenent for systens that inplenent IP -
either | Pv4 or |Pve6.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2, but
for which we have the follow ng conpliance requirenents,
expressed in OBJECT clause formin this description

cl ause:
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-- OBJECT i pSyst entt at sl PVer si on

- - SYNTAX | net Version {ipv4(l), ipv6(2)}

-- DESCRI PTI ON

-- This M B requires support for only IPv4 and | Pv6
-- ver si ons.

-- OBJECT i pl fStatsl PVersion

- - SYNTAX | net Version {ipv4(l), ipv6(2)}

-- DESCRI PTI ON

-- This M B requires support for only IPv4 and | Pv6
-- ver si ons.

-- OBJECT i cnpSt at sl PVer si on

- - SYNTAX | net Version {ipv4(l), ipv6(2)}

-- DESCRI PTI ON

-- This M B requires support for only IPv4 and | Pv6
-- ver si ons.

-- OBJECT i cnpMsgSt at sl PVer si on

- - SYNTAX | net Version {ipv4(l), ipv6(2)}

-- DESCRI PTI ON

-- This M B requires support for only IPv4 and | Pv6
-- ver si ons.

-- OBJECT i pAddr essPrefi xType

-- SYNTAX | net Addr essType {ipv4(1l), ipv6(2)}

-- DESCRI PTI ON

- - This M B requires support for only global |Pv4 and
-- | Pv6 address types.

-- OBJECT i pAddr essPrefi xPrefix
- - SYNTAX | net Address (Size(4 | 16))
-- DESCRI PTI ON

- - This M B requires support for only global |Pv4 and
- - | Pv6 addresses and so the size can be either 4 or

-- 16 bytes.

-- OBJECT i pAddr essAddr Type

- - SYNTAX | net Addr essType {ipv4(1l), ipv6(2),
-- i pv4z(3), ipv6z(4)}
-- DESCRI PTI ON

-- This M B requires support for only global and
-- non- gl obal |1Pv4 and | Pv6 address types.

-- OBJECT i pAddr essAddr
- - SYNTAX I net Address (Size(4 | 8 | 16 | 20))
- - DESCRI PTI ON

-- This M B requires support for only global and
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-- non-gl obal I Pv4 and | Pv6 addresses and so the size
-- can be 4, 8, 16, or 20 bytes.

-- OBJECT i pNet ToPhysi cal Net Addr essType

-- SYNTAX | net Addr essType {ipv4(1l), ipv6(2),
-- i pv4z(3), ipv6z(4)}
- - DESCRI PTI ON

-- This M B requires support for only global and
-- non- gl obal |1Pv4 and | Pv6 address types.

-- OBJECT i pNet ToPhysi cal Net Addr ess
- - SYNTAX I net Address (Size(4 | 8 | 16 | 20))
-- DESCRI PTI ON

-- This M B requires support for only global and
-- non- gl obal 1 Pv4 and | Pv6 addresses and so the size
-- can be 4, 8, 16, or 20 bytes.

-- OBJECT i pDef aul t Rout er Addr essType

-- SYNTAX | net Addr essType {ipv4(1l), ipv6(2),
-- i pv4z(3), ipv6z(4)}
- - DESCRI PTI ON

-- This M B requires support for only global and
-- non- gl obal |1Pv4 and | Pv6 address types.

-- OBJECT i pDef aul t Rout er Addr ess
- - SYNTAX I net Address (Size(4 | 8 | 16 | 20))
- - DESCRI PTI ON

-- This M B requires support for only global and
-- non- gl obal 1 Pv4 and | Pv6 addresses and so the size
-- can be 4, 8, 16, or 20 bytes."

MODULE -- this nodul e

MANDATORY- GROUPS { i pSyst entt at sGr oup, i pAddr essGr oup,
i pNet ToPhysi cal Group, i pDefaul t Rout er G oup,
i cnpSt at sGroup }

GROUP i pSyst entst at sHCCOct et Gr oup

DESCRI PTI ON
"This group is mandatory for systens that have an aggregate
bandwi dth of greater than 20MB. Including this group does
not allow an entity to neglect the 32 bit versions of these
obj ects."

GROUP i pSyst entst at sHCPacket Gr oup
DESCRI PTI ON
"This group is mandatory for systens that have an aggregate
bandwi dth of greater than 650MB. Including this group
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does not allow an entity to neglect the 32 bit versions of
these objects.”

GROUP i pl f St at sGr oup
DESCRI PTI ON
"This group is optional for all systens."

GROUP i pl f St at sHCCct et Gr oup

DESCRI PTI ON
"This group is mandatory for systens that include the
i plfStatsG oup and include |inks with bandw dths of greater
than 20MB. Including this group does not allow an entity to
negl ect the 32 bit versions of these objects.”

GROUP i pl f St at sHCPacket Gr oup
DESCRI PTI ON
"This group is mandatory for systens that include the
i plfStatsG oup and include |inks with bandw dths of greater
than 650MB. Including this group does not allow an entity
to neglect the 32 bit versions of these objects.”

GROUP i pv4Gener al Group
DESCRI PTI ON
"This group is mandatory for all systems supporting |Pv4."

GROUP i pv4l f G oup
DESCRI PTI ON
"This group is mandatory for all systenms supporting |Pv4."

GROUP i pv4Syst entt at sGroup
DESCRI PTI ON
"This group is mandatory for all systems supporting |Pv4."

GROUP i pv4Syst entst at sHCPacket Gr oup

DESCRI PTI ON
"This group is mandatory for all systenms supporting |IPv4d and
that have an aggregate bandwi dth of greater than 650MB.
I ncluding this group does not allow an entity to neglect the
32 bit versions of these objects.”

GROUP i pv4l f St at sGroup
DESCRI PTI ON
"This group is mandatory for all systemnms supporting |IPv4d and
i ncluding the iplfStatsGoup.”

GROUP i pv4l f St at sHCPacket Gr oup

DESCRI PTI ON
"This group is mandatory for all systemnms supporting |IPv4d and

Rout hi er, Ed. St andar ds Track [ Page 88]



RFC 4293 IP MB April

i ncluding the iplfStatsHCPacket G oup. Including this gr

does not allow an entity to neglect the 32 bit versions
these objects.”
GROUP i pv6Cener al G oup2
DESCRI PTI ON
"This group is mandatory for all systenms supporting |Pv6.
GROUP i pv6l f Group
DESCRI PTI ON
"This group is mandatory for all systenms supporting |Pv6.
GROUP i pAddr essPrefi xG oup
DESCRI PTI ON
"This group is mandatory for all systenms supporting |Pv6.
GROUP i pv6ScopeG oup
DESCRI PTI ON
"This group is mandatory for all systenms supporting |Pv6.
GROUP i pv6Rout er Advert G oup
DESCRI PTI ON
"This group is mandatory for all IPv6 routers.™
GROUP i pLast ChangeG oup
DESCRI PTI ON
"This group is optional for all agents."
OBJECT i pv6l pForwar di ng
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."
OBJECT i pv6l pDef aul t HopLi m t
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."
OBJECT i pv4l nt er f aceEnabl eSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."
OBJECT i pv6l nt er f aceEnabl eSt at us

M N- ACCESS r ead-only
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DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."
OBJECT i pv6l nt er f aceFor war di ng
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."
OBJECT i pAddr essSpi nLock
M N- ACCESS not - accessi bl e
DESCRI PTI ON

"An agent is not required to provide wite access to this
object. However, if an agent provides wite access to any
of the other objects in the i pAddressG oup, it SHOULD
provide wite access to this object as well."

OBJECT i pAddr essl f | ndex
M N- ACCESS r ead-only
DESCRI PTI ON

"An agent is not required to provide wite or create access
to this object.”

OBJECT i pAddr essType
M N- ACCESS r ead-only
DESCRI PTI ON

"An agent is not required to provide wite or create access
to this object.”

OBJECT i pAddr essSt at us
M N- ACCESS r ead-only
DESCRI PTI ON

"An agent is not required to provide wite or create access
to this object.”

OBJECT i pAddr essRowSt at us

SYNTAX RowSt atus { active(1) }

M N- ACCESS r ead-only

DESCRI PTI ON
"An agent is not required to provide wite or create access
to this object.”

OBJECT i pAddr essSt or ageType
M N- ACCESS r ead-only
DESCRI PTI ON

"An agent is not required to provide wite or create access
to this object.
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If an agent allows this object to be witten or created, it
is not required to allow this object to be set to readOnly,
per manent, or nonVol atile."

OBJECT i pNet ToPhysi cal PhysAddr ess
M N- ACCESS r ead-only
DESCRI PTI ON

"An agent is not required to provide wite or create access
to this object.”

OBJECT i pNet ToPhysi cal Type
M N- ACCESS r ead-only
DESCRI PTI ON

"An agent is not required to provide wite or create access
to this object.”

OBJECT i pv6Rout er Advert Spi nLock
M N- ACCESS r ead-only
DESCRI PTI ON

"An agent is not required to provide wite access to this
obj ect. However, if an agent provides wite access to
any of the other objects in the ipv6RouterAdvertGoup, it
SHOULD provide wite access to this object as well."

OBJECT i pv6Rout er Advert SendAdverts
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er Advert Maxl nt er val
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er Advert M nl nt er val
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er Advert ManagedFl ag
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."
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OBJECT i pv6Rout er Advert O her Confi gFl ag
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er Advert Li nkMTU
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er Advert Reachabl eTi e
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er Advert Retransm t Ti ne
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er Advert Cur HopLi mi t
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er AdvertDefaul tLifetine
M N- ACCESS r ead-only
DESCRI PTI ON
"An agent is not required to provide wite access to this
obj ect."

OBJECT i pv6Rout er Adver t RowsSt at us
M N- ACCESS r ead-only
DESCRI PTI ON

"An agent is not required to provide wite or create access
to this object.”

::={ ipMBConpliances 2 }
-- units of conformance

i pv4Gener al G oup OBJECT- GROUP
OBJECTS { ipForwarding, ipDefaultTTL, i pReasni nmeout }
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STATUS current
DESCRI PTI ON
"The group of |Pv4-specific objects for basic nanagenent of
| Pv4 entities."”
:={ ipMBGoups 3}

i pv4l f G oup OBJECT- GROUP

OBJECTS { ipvélnterfaceReasnmvaxSi ze, ipv4lnterfaceEnabl eSt at us,

i pv4l nterfaceRetransm tTinme }
STATUS current
DESCRI PTI ON
"The group of |Pv4-specific objects for basic nanagenent of
| Pv4 interfaces.”
:={ ipMBGoups 4 }

i pv6Gener al G oup2 OBJECT- GROUP
OBJECTS { i pv6l pForwardi ng, ipv6l pDefaul t HopLimt }
STATUS current
DESCRI PTI ON
"The 1 Pv6 group of objects providing for basic managenent of
| Pv6 entities."
:={ ipMBGoups 5 }

i pv6I f G oup OBJECT- GROUP

OBJECTS { ipv6lnterfaceReasnvaxSi ze, i pv6l nterfaceldentifier,
i pv6l nt er f aceEnabl eSt at us, i pv6l nt erf aceReachabl eTi ne,
i pv6l nterfaceRetransmitTi ne, ipv6lnterfaceForwarding }
STATUS current
DESCRI PTI ON

"The group of |Pv6-specific objects for basic nanagenent of
| Pv6 interfaces."”
.= { ipMBGoups 6 }

i pLast ChangeG oup OBJECT- GROUP
OBJECTS { ipvélnterfaceTabl eLast Change,
i pv6l nt er f aceTabl eLast Change,
i pl fStatsTabl eLast Change }
STATUS current
DESCRI PTI ON
"The | ast change objects associated with this MB. These
objects are optional for all agents. They SHOULD be
i mpl emented on agents where it is possible to determne the
proper values. Wiere it is not possible to determne the
proper val ues, for exanple when the tables are split anopngst
several sub-agents using Agent X, the agent MJST NOT
i mpl ement these objects to return an incorrect or static
val ue."
:={ ipMBGoups 7 }

Rout hi er, Ed. St andar ds Track [ Page 93]



RFC 4293 IP MB April 2006

i pSyst entt at sGoup OBJECT- GROUP
OBJECTS { ipSystenttatsl nRecei ves,
i pSyst entt at sl nCct et s,
i pSyst entt at sl nHdr Error s,
i pSyst entt at sl nNoRout es,
i pSyst entSt at sl nAddr Err or s,
i pSyst entSt at s| nUnknownPr ot os,
i pSyst entt at sl nTruncat edPkt s,
i pSyst entSt at sl nFor wDat agr ans,
i pSyst entt at sReasnReqds,
i pSyst entst at sReasntKs,
i pSyst entt at sReasntai | s,
i pSyst entt at sl nDi scar ds,
i pSyst entt at sl nDel i vers,
i pSyst entt at sQut Request s,
i pSyst enfSt at sCut NoRout es,
i pSyst entt at sQut For wDat agr ans,
i pSyst enfSt at sCut Di scar ds,
i pSyst entt at sQut Fr agReqds,
i pSyst entt at sQut Fr agCKs,
i pSyst entt at sQut FragFai |l s,
i pSyst entt at sQut Fr agCr eat es,
i pSyst entt at sQut Transni t s,
i pSyst entt at sQut Cct et s,
i pSyst entSt at sl nMcast Pkt s,
i pSyst entt at sl nMcast Cctet s,
i pSyst enfSt at sQut Mcast Pkt s,
i pSyst entt at sQut Mcast Cct et s,
i pSystentt at sDi sconti nuityTi e,
i pSystentt at sRef reshRate }
STATUS current
DESCRI PTI ON
"I P system wi de statistics."
.= { ipMBGoups 8 }

i pv4Syst entt at sG oup OBJECT- GROUP
OBJECTS { ipSystentstatslnBcast Pkts, ipSystenfstatsCQutBcastPkts }
STATUS current
DESCRI PTI ON
"I Pv4 only systemwi de statistics."
.= { ipMBGoups 9 }

i pSyst entt at sHCOct et Group OBJECT- GROUP
OBJECTS { ipSystenttatsHCl nCctets,
i pSyst entt at sHCQut Cct et s,
i pSyst entt at sHCl nMcast Cct et s,
i pSyst enfSt at sHCQut Mcast Cct et s
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STATUS current
DESCRI PTI ON
"I P systemwi de statistics for systens that nay overflow the
standard octet counters within 1 hour."
.= { ipMBGoups 10 }

i pSyst entt at sHCPacket Group OBJECT- GROUP

OBJECTS { ipSystentt at sHCI nRecei ves,
i pSyst entt at sHCI nFor wDat agr ans,
i pSyst entt at sHCI nDel i ver s,
i pSyst entst at sHCOQuUt Request s,
i pSyst entst at sHCQut For wDat agr ans,
i pSyst entt at sHCQut Transmi t s,
i pSyst entt at sHCl nMcast Pkt s,
i pSyst enfSt at sHCOut Mcast Pkt s

STATUS current
DESCRI PTI ON
"I P systemwi de statistics for systens that nmay overfl ow the
st andard packet counters within 1 hour."
2= { ipMBGoups 11 }

i pv4Syst entt at sHCPacket Group OBJECT- GROUP
OBJECTS { ipSystenttat sHCl nBcast Pkt s,
i pSyst entst at sHCOQut Bcast Pkt s }

STATUS current
DESCRI PTI ON

"IPv4 only systemw de statistics for systens that may

overflow the standard packet counters within 1 hour."

o= { ipMBGoups 12 }

i pl fStatsG oup OBIJECT- GROUP

OBJECTS { iplfStatslnReceives, i plfStatslnCctets,
i pl fStatslnHdrErrors, i pl f St at sl nNoRout es,
i pl f StatslnAddrErrors, i pl f Statsl nUnknownPr ot os,
i pl fStatslnTruncat edPkt s, i pl fStatslnForwDat agr ans,
i pl fStatsReasnReqds, i pl fStatsReasnmKs,
i pl f St at sReasnfail s, i pl f StatslnDi scards,
i pl fStatslnDelivers, i pl fStatsQut Requests,
i pl fStatsQutForwbat agrans, iplfStatsCQutDi scards,
i pl fStatsQutFragReqds, i pl fStatsQutFragCKs,
i pl f StatsQut FragFail s, i pl f St atsQut FragCr eat es,
iplfStatsQut Transmts, i pl f StatsQut Cct et s,
i pl f Statsl nMcast Pkt s, i pl f Statsl nMast Cct et s,
i pl f St atsQut Mcast Pkt s, i pl f StatsQut Mcast Cctets,
i plfStatsDiscontinuityTinme, iplfStatsRefreshRate }
STATUS current
DESCRI PTI ON
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"IP per-interface statistics."
2= { ipMBGoups 13}

i pv4l f St at sG oup OBJECT- GROUP
OBJECTS { iplfStatslnBcastPkts, iplfStatsQutBcastPkts }
STATUS current
DESCRI PTI ON
"IPv4 only per-interface statistics."
.= { ipMBGoups 14 }

i pl f Stat sHCCct et G oup OBJECT- GROUP

OBJECTS { iplfStatsHC nCctets, i pl f Stat sHCQut Cctet s,

i pl fStatsHCl nMcast Cctets, iplfStatsHCOut Mcast Cctets }
STATUS current
DESCRI PTI ON

"IP per-interfaces statistics for systenms that include
interfaces that may overfl ow the standard oct et
counters within 1 hour."

.= { ipMBGoups 15 }

i pl f St at sHCPacket G oup OBJECT- GROUP

OBJECTS { iplfStatsHCl nRecei ves, i pl f St at sHCI nFor wDat agr ans,
i pl fStatsHCl nDelivers, i pl fStatsHCQUt Request s,
i pl fStatsHCQuUt Forwbat agr ans, iplfStatsHCQut Transmts,
i pl fStatsHCl nMcast Pkt s, i pl fStatsHCOUt Mcast Pkts }
STATUS current
DESCRI PTI ON

"IP per-interfaces statistics for systenms that include
interfaces that nmay overflow the standard packet counters
within 1 hour."

::={ ipMBGoups 16 }

i pv4l f St at sHCPacket G oup OBJECT- GROUP

OBJECTS { iplfStatsHCl nBcastPkts, iplfStatsHCQut Bcast Pkts }

STATUS current

DESCRI PTI ON
"I'Pv4 only per-interface statistics for systens that include
interfaces that may overflow the standard packet counters
within 1 hour."

.= { ipMBGoups 17 }

i pAddr essPrefi xG oup OBJECT- GROUP
OBJECTS { ipAddressPrefixOrigin,
i pAddr essPref i xOnLi nkFl ag,
i pAddr essPr ef i xAut ononousFl ag,
i pAddr essPrefi xAdvPreferredLifetine,
i pAddr essPrefi xAdvVal i dLifetine }
STATUS current
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DESCRI PTI ON
"The group of objects for providing information about address
prefixes used by this node."

.= { ipMBGoups 18 }

i pAddr essGroup OBJECT- GROUP
OBJECTS { i pAddressSpi nLock, ipAddresslflndex,

i pAddr essType, i pAddr essPrefi x,

i pAddressOri gi n, i pAddr essSt at us,

i pAddr essCr eat ed, i pAddr essLast Changed,

i pAddr essRowsSt at us, i pAddressSt orageType }
STATUS current

DESCRI PTI ON
"The group of objects for providing information about the
addresses relevant to this entity’'s interfaces."”

.= { ipMBGoups 19 }

i pNet ToPhysi cal Group OBJECT- GROUP
OBJECTS { i pNet ToPhysi cal PhysAddress, i pNet ToPhysi cal Last Updat ed,
i pNet ToPhysi cal Type, i pNet ToPhysi cal St at e,
i pNet ToPhysi cal Rowst at us }
STATUS current
DESCRI PTI ON
"The group of objects for providing information about the
mappi ngs of network address to physical address known to
thi s node."
.= { ipMBGoups 20 }

i pv6ScopeG oup OBJECT- GROUP
OBJECTS { ipv6ScopeZonel ndexLi nkLocal ,
i pv6ScopeZonel ndex3,
i pv6ScopeZonel ndexAdm nLocal ,
i pv6ScopeZonel ndexSi t eLocal ,
i pv6ScopeZonel ndex®6,
i pv6ScopeZonel ndex7,
i pv6ScopeZonel ndexOr gani zat i onLocal ,
i pv6ScopeZonel ndex9,
i pv6ScopeZonel ndexA,
i pv6ScopeZonel ndexB,
i pv6ScopeZonel ndexC,
i pv6ScopeZonel ndexD }
STATUS current
DESCRI PTI ON
"The group of objects for managing | Pv6 scope zones."
2= { ipMBGoups 21 }

i pDef aul t Rout er G oup OBJECT- GROUP
OBJECTS { ipDefaultRouterLifetine, ipDefaultRouterPreference }
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STATUS current

DESCRI PTI ON
"The group of objects for providing information about default
routers known to this node."

2= { ipMBG oups 22 }

i pv6Rout er Advert Group OBJECT- GROUP
OBJECTS { ipv6Rout er Advert Spi nLock,

i pv6Rout er Advert SendAdverts,
i pv6Rout er Advert MaxI nt er val ,
i pv6Rout er Advert M nl nt erval ,
i pv6Rout er Advert ManagedFl ag,
i pv6Rout er Advert O her Confi gFl ag,
i pv6Rout er Advert Li nkMTU,
i pv6Rout er Adver t Reachabl eTi ne,
i pv6Rout er Advert Retransm t Ti e,
i pv6Rout er Advert Cur HopLi m t,
i pv6Rout er Advert Def aul tLifetine,
i pv6Rout er Adver t RowsSt at us

STATUS current

DESCRI PTI ON
"The group of objects for controlling information adverti sed
by I Pv6 routers.”

.= { ipMBGoups 23}

i cnpSt at sGroup OBJECT- GROUP

OBJECTS {icnpStatslnMgs, i cnpSt at sl nErrors,

i cnpSt at sQut Msgs, i cnpSt at sQut Errors,

i cnpMsgSt at sl nPkts, icnpMsgSt at sQut Pkts }
STATUS current
DESCRI PTI ON

"The group of objects providing |CVMP statistics."
2= { ipMBGoups 24 }

-- Deprecated objects

i pl nRecei ves OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The total nunber of input datagranms received from
interfaces, including those received in error.

Thi s obj ect has been deprecated, as a new | P version-neutral
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tabl e has been added. It is |loosely replaced by
i pSyst entt at sl nReci eves. "

={ip3}

i pl nHdr Errors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of input datagrans di scarded due to errors in

their 1Pv4 headers, including bad checksuns, version numnber
nm smatch, other format errors, time-to-live exceeded, errors
di scovered in processing their |Pv4 options, etc.

Thi s obj ect has been deprecated as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i pSystentt atsl nHdrErrors. "

={ip 4}

i pl nAddr Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of input datagrans di scarded because the |Pv4
address in their |1 Pv4 header’s destination field was not a
valid address to be received at this entity. This count
i ncludes invalid addresses (e.g., 0.0.0.0) and addresses of
unsupported C asses (e.g., CUass E). For entities which are
not IPv4 routers, and therefore do not forward datagrans,
this counter includes datagrans di scarded because the
destination address was not a |ocal address.

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i pSyst entt at sl nAddrErrors. "

o={ ip 5}

i pForwbDat agr ans OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of input datagrans for which this entity was not
their final IPv4 destination, as a result of which an
attenpt was nade to find a route to forward themto that
final destination. |In entities which do not act as |Pv4
routers, this counter will include only those packets which
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were Source-Routed via this entity, and the Source-Route
option processing was successf ul

Thi s obj ect has been deprecated, as a new | P version-neutra

tabl e has been added. It is |loosely replaced by
i pSyst entt at sl nFor wDat agr ans. "

o={ ip 6}

i pl nUnknownPr ot os OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of |ocally-addressed datagrans received
successful ly but discarded because of an unknown or
unsupported protocol.

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i pSyst entt at sl nUnknownPr ot 0s. "

={ip 7}

i pl nDi scards OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of input |Pv4 datagrans for which no problens
were encountered to prevent their continued processing, but
whi ch were discarded (e.g., for lack of buffer space). Note
that this counter does not include any datagrans di scarded
whil e awaiting re-assenbly.

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i pSyst entt at sl nDi scards. "

:={ip 8}

i pl nDel i vers OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The total nunber of input datagranms successfully delivered
to I Pv4 user-protocols (including |CWP).

Thi s obj ect has been deprecated as a new | P version neutra
tabl e has been added. It is |loosely replaced by
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_ i pSyst entt at sl ndel i vers. "
o= {ip 9}

i pQut Request s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The total nunber of |Pv4 datagrans which | ocal |Pv4 user
protocols (including |CVWP) supplied to IPv4 in requests for
transm ssion. Note that this counter does not include any
dat agranms counted in i pForwDat agrans.

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i pSyst entst at sQut Requests. "

o={ ip 10}

i pQut Di scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of output |Pv4 datagrans for which no probl em was
encountered to prevent their transmission to their
destination, but which were discarded (e.g., for lack of
buffer space). Note that this counter would include
dat agrams counted in ipForwbDatagrams if any such packets net
this (discretionary) discard criterion

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i pSyst entt at sQut Di scards. "

o={ ip 11}

i pQut NoRout es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of |Pv4 datagrans di scarded because no route
could be found to transnit themto their destination. Note
that this counter includes any packets counted in
i pForwDat agr ans whi ch nmeet this ‘no-route’ criterion. Note
that this includes any datagrans whi ch a host cannot route
because all of its default routers are down.

Thi s obj ect has been deprecated, as a new | P version-neutra
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tabl e has been added. It is |loosely replaced by
i pSyst entt at sQut NoRout es. "

o={ip 12 }

i pPReasnReqds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of |Pv4 fragnents received which needed to be
reassenbled at this entity.

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i pSyst entt at sReasnReqds. "

o={ip 14 }

i pPReasntKs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of |Pv4 datagrans successfully re-assenbl ed.

Thi s obj ect has been deprecated, as a new | P version-neutra

tabl e has been added. It is |loosely replaced by
i pSyst entst at sReasntKs. "

o={ ip 15}

i pReasntai | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of failures detected by the | Pv4 re-assenbly
algorithm (for whatever reason: tined out, errors, etc).
Note that this is not necessarily a count of discarded |Pv4
fragments since sonme algorithnms (notably the algorithmin
RFC 815) can | ose track of the nunmber of fragments by
combi ni ng them as they are received.

Thi s obj ect has been deprecated, as a new | P version-neutra

tabl e has been added. It is |loosely replaced by
i pSyst entt at sReasnfail s. "
o={ ip 16 }
i pFragOKs OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of |Pv4 datagrans that have been successfully
fragnented at this entity.

Thi s obj ect has been deprecated, as a new | P version-neutra

tabl e has been added. It is |loosely replaced by
i pSyst entst at sQut FragCKs. "

o={ip 17 }

i pFragFai | s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of |Pv4 datagrans that have been discarded
because they needed to be fragnented at this entity but
could not be, e.g., because their Don’t Fragnent flag was
set.

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i pSyst entt at sQut FragFail s. "

o={ ip 18 }

i pFragCreates OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of |Pv4 datagram fragnents that have been
generated as a result of fragnentation at this entity.

Thi s obj ect has been deprecated as a new | P version neutra
tabl e has been added. It is |loosely replaced by
i pSyst entt at sQut FragCr eat es. "

o= { ip 19}

i pRouti nghi scards OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of routing entries which were chosen to be

di scarded even though they are valid. One possible reason
for discarding such an entry could be to free-up buffer
space for other routing entries.
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Thi s object was defined in pre-1Pv6 versions of the |P MB.
It was inplicitly IPv4 only, but the original specifications
did not indicate this protocol restriction. In order to
clarify the specifications, this object has been deprecated
and a sinmlar, but nore thoroughly clarified, object has
been added to the | P-FORWARD-M B. "

o={ ip 23}

-- the deprecated | Pv4 address table

i pAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pAddr Entry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"The table of addressing information relevant to this
entity’s | Pv4 addresses.

This tabl e has been deprecated, as a new | P version-neutral

tabl e has been added. It is |loosely replaced by the

i pAddr essTabl e al t hough several objects that weren't deened

useful weren't carried forward whil e anot her

(i pAdEnt ReasmVaxSi ze) was nmoved to the ipv4dlnterfaceTable."”
o={ ip 20}

i pAddr Entry OBJECT- TYPE
SYNTAX | pAddr Entry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"The addressing information for one of this entity’'s |Pv4
addresses. "
| NDEX { i pAdEnt Addr }
::={ ipAddrTable 1 }

| pAddr Entry ::= SEQUENCE {
i pAdEnt Addr | pAddr ess,
i pAdENnt | f I ndex | NTEGER,
i pAdEnt Net Mask | pAddr ess,
i pAdEnt Bcast Addr | NTEGER,
i pAdEnt ReasnmVaxSi ze | NTEGER

}

i pAdEnt Addr OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
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"The 1 Pv4 address to which this entry’s addressing
informati on pertains.”
c:={ ipAddrEntry 1 }

i pAdEnt | f 1 ndex OBJECT- TYPE
SYNTAX | NTEGER (1..2147483647)
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The index val ue which uniquely identifies the interface to
which this entry is applicable. The interface identified by
a particular value of this index is the sane interface as
identified by the same value of the IF-MB' s iflndex."
c:={ ipAddrEntry 2 }

i pAdENt Net Mask OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The subnet mask associated with the | Pv4 address of this
entry. The value of the mask is an I Pv4 address with al
the network bits set to 1 and all the hosts bits set to 0."
2= { ipAddrEntry 3 }

i pAdEnt Bcast Addr OBJECT- TYPE
SYNTAX | NTEGER (0. . 1)
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The value of the least-significant bit in the |Pv4 broadcast
address used for sending datagrams on the (Il ogical)
interface associated with the I Pv4 address of this entry.

For exanple, when the Internet standard all-ones broadcast
address is used, the value will be 1. This value applies to
bot h the subnet and network broadcast addresses used by the
entity on this (logical) interface.”

c:={ ipAddrEntry 4 }

i pAdEnt ReasmVaxSi ze OBJECT- TYPE

SYNTAX | NTEGER (0. .65535)

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"The size of the largest |IPv4 datagramwhich this entity can

re-assenble frominconing | Pv4 fragnmented datagrans received
on this interface."

::={ ipAddrEntry 5 }
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-- the deprecated I Pv4 Address Translation table

-- The Address Transl ation tables contain the I pAddress to
-- "physical" address equival ences. Sone interfaces do not
-- use translation tables for determ ning address

-- equival ences (e.g., DDN-X 25 has an al gorithm c method);
-- if all interfaces are of this type, then the Address

-- Translation table is enpty, i.e., has zero entries.

i pNet ToMedi aTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pNet ToMedi aEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"The 1 Pv4 Address Transl ation table used for mapping from
| Pv4 addresses to physical addresses.

This tabl e has been deprecated, as a new | P version-neutra

tabl e has been added. It is |loosely replaced by the
i pNet ToPhysi cal Tabl e. "

o={ip 22}

i pNet ToMedi aEntry OBJECT- TYPE

SYNTAX | pNet ToMedi aEntry

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"Each entry contains one |IpAddress to ‘physical’ address
equi val ence. "
| NDEX { i pNet ToMedi al f I ndex,
i pNet ToMedi aNet Addr ess }
::={ ipNetToMedi aTable 1 }

| pNet ToMedi aEntry ::= SEQUENCE {
i pNet ToMedi al f | ndex | NTEGER
i pNet ToMedi aPhysAddress PhysAddr ess,
i pNet ToMedi aNet Addr ess | pAddr ess,
i pNet ToMedi aType | NTEGER

}

i pNet ToMedi al f I ndex OBJECT- TYPE

SYNTAX | NTEGER (1..2147483647)

MAX- ACCESS r ead-create

STATUS depr ecat ed

DESCRI PTI ON

"The interface on which this entry’'s equival ence is

effective. The interface identified by a particular val ue
of this index is the sane interface as identified by the
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sane value of the IF-MB' s ifl ndex.

This object predates the rule limting index objects to a
max access val ue of 'not-accessible’ and so continues to use
a value of 'read-create’.”

::={ ipNet ToMedi aEntry 1 }

i pNet ToMedi aPhysAddr ess OBJECT- TYPE
SYNTAX PhysAddress (Sl ZE(O. . 65535))
MAX- ACCESS r ead-create
STATUS depr ecat ed
DESCRI PTI ON
"The nedi a- dependent ‘ physical’ address. This object should
return O when this entry is in the "inconplete state.

As the entries in this table are typically not persistent
when this object is witten the entity should not save the
change to non-vol atile storage. Note: a stronger

requi rement i s not used because this object was previously
defined. "

::={ ipNet ToMedi aEntry 2 }

i pNet ToMedi aNet Addr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-create
STATUS depr ecat ed
DESCRI PTI ON
"The | pAddress correspondi ng to the nedi a- dependent
‘ physi cal’ address.

This object predates the rule limting index objects to a
max access val ue of 'not-accessible’ and so continues to use
a value of 'read-create’.”

::={ ipNetToMedi aEntry 3 }

i pNet ToMedi aType OBJECT- TYPE

SYNTAX | NTEGER {
other (1), -- none of the follow ng
i nval id(2), -- an invalidated mapping
dynami c(3),
static(4)
}
MAX- ACCESS r ead-create
STATUS depr ecat ed
DESCRI PTI ON

"The type of mapping.

Setting this object to the value invalid(2) has the effect

Rout hi er, Ed. St andar ds Track [ Page 107]



RFC 4293 IP MB April 2006

of invalidating the corresponding entry in the

i pNet ToMedi aTable. That is, it effectively dis-associates
the interface identified with said entry fromthe mapping
identified with said entry. It is an inplenentation-
specific matter as to whether the agent renpves an
invalidated entry fromthe table. Accordingly, managenent
stations nust be prepared to receive tabular infornmation
fromagents that corresponds to entries not currently in
use. Proper interpretation of such entries requires

exam nation of the rel evant ipNet ToMedi aType obj ect.

As the entries in this table are typically not persistent
when this object is witten the entity should not save the
change to non-vol atile storage. Note: a stronger
requi rement i s not used because this object was previously
defined. "

::={ ipNetToMedi aEntry 4 }

-- the deprecated | CVMP group

i cnpl nMsgs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The total nunber of |ICMP nessages which the entity received.
Note that this counter includes all those counted by
i cnpl nErrors.

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
i cnpSt at sl nMsgs. "

o={ icmp 1}

i cnpl nErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of | CWMP nessages which the entity received but
determ ned as having | CVWP-specific errors (bad | CvP
checksuns, bad length, etc.).

Thi s obj ect has been deprecated, as a new | P version-neutra
tabl e has been added. It is |loosely replaced by
icnpStatslnErrors.”

o={ icnmp 2}
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i cnpl nDest Unreachs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of | CMP Destination Unreachabl e nessages
recei ved.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

c:={ icmp 3}

i cnpl nTi neExcds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of |ICMP Tine Exceeded nmessages received.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o={ icnmp 4}

i cnpl nPar nPr obs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of | CWMP Paraneter Problem nessages received.

Thi s obj ect has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

c:={ icmp 5}

i cnpl nSrcQuenchs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of | CMP Source Quench messages received.

Thi s obj ect has been deprecated, as a new | P version-neutral

tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "
co={ icnp 6}
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i cnpl nRedi rects OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of | CVMP Redirect nmessages received.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

co={ icmp 7}

i cnpl nEchos OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of |ICMP Echo (request) nessages received.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

c:={ icnmp 8}

i cnpl nEchoReps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of | CMP Echo Reply nessages received.

Thi s obj ect has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

co={ icmp 9}

i cnpl nTi mest anps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of |ICMP Tinestanp (request) nessages received.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

c:={ icnmp 10 }
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i cnpl nTi nest anpReps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of |ICMP Tinestanp Reply messages received.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnp 11 }

i cnpl nAddr Masks OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of | CMP Address Mask Request nessages received.

Thi s obj ect has been deprecated, as a new | P version-neutral

tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnp 12 }

i cnpl nAddr MaskReps OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON

"The nunber of | CMP Address Mask Reply nessages received.

Thi s obj ect has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnp 13 }

i cnpQut Msgs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The total nunber of | CMP nmessages which this entity
attenpted to send. Note that this counter includes all
those counted by icnpQutErrors.

Thi s obj ect has been deprecated, as a new | P version-neutral

tabl e has been added. It is |loosely replaced by
i cnpSt at sQut Msgs. "
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o= { icnp 14 }

i cnpQut Errors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of | CWP nessages which this entity did not send
due to problens discovered within ICWP, such as a | ack of
buffers. This value should not include errors discovered
outside the ICWP | ayer, such as the inability of IP to route

the resultant datagram |n sone inplenentations, there nmay
be no types of error which contribute to this counter’s
val ue.

Thi s obj ect has been deprecated, as a new | P version-neutral
tabl e has been added. It is |loosely replaced by
icnpStatsQutErrors. ™

o= { icnp 15 }

i cnpQut Dest Unr eachs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of | CMP Destination Unreachabl e nessages sent.

Thi s obj ect has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgSt atsTabl e. "

co={ icnmp 16 }

i cnpQut Ti meExcds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of |ICMP Tine Exceeded nmessages sent.

Thi s obj ect has been deprecated, as a new | P version-neutral

tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "
o= { icnmp 17 }
i cnpQut Par nProbs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
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DESCRI PTI ON
"The nunber of | CMP Paraneter Problem nessages sent.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

c:={ icnmp 18 }

i cnpQut SrcQuenchs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of | CMP Source Quench nmessages sent.

Thi s obj ect has been deprecated, as a new | P version-neutral

tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnp 19 }

i cnpQut Redi rects OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS depr ecat ed

DESCRI PTI ON
"The nunber of | CMP Redirect nessages sent. For a host, this
object will always be zero, since hosts do not send
redirects.

Thi s obj ect has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnmp 20 }

i cnpQut Echos OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of | CMP Echo (request) nessages sent.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnmp 21}

i cnpQut EchoReps OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of |CVMP Echo Reply nessages sent.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnmp 22 }

i cnpQut Ti mest anps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of |ICMP Tinestanp (request) nessages sent.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnp 23}

i cnpQut Ti mest anpReps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of | CMP Tinestanp Reply nessages sent.

Thi s obj ect has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

o= { icnp 24}

i cnpQut Addr Masks OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of | CMP Address Mask Request nessages sent.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

c:={ icnmp 25}

i cnpQut Addr MaskReps OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS r ead-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of | CMP Address Mask Reply nessages sent.

Thi s object has been deprecated, as a new | P version-neutral
tabl e has been added. It is loosely replaced by a colum in
the icnpMsgStatsTabl e. "

c:={ icnmp 26 }

-- deprecated conformance infornation
-- deprecated conpliance statenents

i pM BConpl i ance MODULE- COVPLI ANCE
STATUS depr ecat ed
DESCRI PTI ON
"The conpliance statenment for systens that inplenent only
| Pv4. For version-independence, this conpliance statenent
is deprecated in favor of ipM BConpliance2."
MODULE ~-- this nodul e
MANDATORY- GROUPS { i pG oup,
i cnpGroup }
::={ ipMBConpliances 1 }

-- deprecated units of confornance

i pGoup OBJECT- GROUP

OBJECTS { i pForwardi ng, i pDef aul t TTL,
i pl nRecei ves, i pl nHdr Errors,
i pl nAddr Errors, i pFor wDat agr ans,
i pl nUnknownPr ot os, i pl nDi scards,
i pl nDel i vers, i pQut Request s,
i pQut Di scar ds, i pQut NoRout es,
i pReasnTi nmeout , i pReasnReqds,
i pReasntXs, i pReasntail s,
i pFragOKs, i pFragFail s,
i pFragCr eat es, i pAdEnt Addr ,
i pAdENt | f I ndex, i pAdEnt Net Mask,
i pAdEnt Bcast Addr, i pAdEnt ReasmVaxSi ze,
i pNet ToMedi al f | ndex, i pNet ToMedi aPhysAddr ess,

i pNet ToMedi aNet Addr ess, i pNet ToMedi aType,
i pRout i ngDi scar ds

STATUS depr ecat ed
DESCRI PTI ON
"The ip group of objects providing for basic managenent of IP
entities, exclusive of the nanagenent of |P routes.
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As part of the version independence, this group has been
deprecated. "
:={ ipMBGoups 1 }

i cnpG oup OBJECT- GROUP
OBJECTS { icnplnMsgs,

i cnpl nDest Unr eachs,
i cnpl nPar nPr obs,
i cnpl nRedi rect s,
i cnpl nEchoReps,
i cnpl nTi mest anpReps,
i cnpl nAddr MaskReps,
i cmpQut Errors,
[
[
[
[
[

cnpl nErrors,

cnpl nTi meExcds,

cnpl nSrcQuenchs,
cnpl nEchos,

cnpl nTi mest anps,
cnpl nAddr Masks,
cnmpQut Msgs,

cnpCQut Dest Unr eachs,
cnpCQut Par nPr obs,
cnpQut Redi rect s,
cnpQut EchoReps,
cnpQut Ti nest anpReps,
cnpQut Addr MaskReps }

cnpCQut Ti neExcds,
cnpQut SrcQuenchs,
cnpCQut Echos,
cnpCQut Ti nest anps,
cnpCQut Addr Masks,
STATUS depr ecat ed
DESCRI PTI ON
"The icnp group of objects providing |ICWP statistics.

As part of the version independence, this group has been
deprecated. "
:={ ipMBGoups 2}
END
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Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

i pForwar di ng and i pv6l pForwardi ng - these objects allow a manager
to enable or disable the routing functions on the entity. By

di sabling the routing functions, an attacker woul d possibly be
able to deny service to users. By enabling the routing functions,
an attacker could open a conduit into an area. This might result
in the area providing transit for packets it shouldn’t or m ght
all ow the attacker access to the area bypassing security

saf eguar ds.

i pDefaul t TTL and i pv6l pDef aul t HopLimit - these objects allow a
manager to determne the dianmeter of the valid area for a packet.
By decreasing the value of these objects, an attacker could cause
packets to be discarded before reaching their destinations.

i pv4l nt erfaceEnabl eSt atus and i pv6l nterfaceEnabl eStatus - these
obj ects allow a nmanager to enable or disable IPv4 and | Pv6 on a
specific interface. By enabling a protocol on an interface, an
attacker mght be able to create an unsecured path into a node (or
through it if routing is also enabled). By disabling a protocol
on an interface, an attacker night be able to force packets to be
routed through sone other interface or deny access to sonme or al
of the network via that protocol

i pAddressTable - the objects in this table specify the addresses
in use on this node. By nodifying this information, an attacker
can cause a node to either ignore nessages destined to it or
accept (at least at the IP layer) nessages it would otherw se
ignore. The use of filtering or security associations nay reduce
the potential damage in the latter case.

i pv6Rout er Advert Table - the objects in this table specify the
information that a router should propagate in its routing

adverti sement nessages. By nodifying this information, an
attacker can interfere with the auto-configuration of all hosts on
the Iink. Mst nodifications to this table will result in a
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deni al of service to some or all hosts on the Iink. However two
obj ects, ipv6RouterAdvert ManagedFl ag and

i pv6Rout er Advert O her Confi gFl ag, indicate if a host should acquire
configuration information from sone ot her source. By enabling
these, an attacker mght be able to cause a host to retrieve its
configuration information froma conprom sed source.

i pNet ToPhysi cal PhysAddress and i pNet ToPhysi cal Type - these objects
specify information used to translate a network (IP) address into
a nmedi a dependent address. By nodifying these objects, an
attacker coul d disable conmunication with a node or divert
nmessages from one node to another. However, the attacker may be
able to carry out a simlar attack by sinply responding to the ARP
or ND request nade by the target node.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nay be considered sensitive or
vul nerabl e in sonme network environments. It is thus inportant to
control even CET access to these objects and possibly to even encrypt
the val ues of these objects when sending themover the network via
SNIVP.

These are the tables and objects and their sensitivity/vulnerability:

Essentially, all of the objects in this MB could be considered
sensitive as they report on the status of the IP nodules within a
system However, the ipSystenttatsTable, iplfStatsTable, and

i pAddressTable are likely to be of nost interest to an attacker.
The statistics tables supply information about the quantity and
type of traffic this node is processing and, especially for
transit providers, may be considered sensitive. The address table
provi des a convenient list of all addresses in use by this node.
Each address in isolation is unremarkable, however, the total |ist
woul d all ow an attacker to correlate otherwi se unrelated traffic.
For exanple, an attacker mght be able to correlate an RFC 3041
[15] private address with known public addresses, thus
circunventing the intentions of RFC 3041.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOMMENDED that inplenmenters consider the security features as
provi ded by the SNWPv3 framework (see [9], section 8), including full
support for the SNWPv3 cryptographi c nechani sns (for authentication
and privacy).
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10.

Further, deploynent of SNWP versions prior to SNWPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule, is properly configured to give access to
the objects only to those principals (users) that have legitinmate
rights to indeed GET or SET (change/create/delete) them
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