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Abstract
This document gives examples of message bodies formatted using
S/IMIME. Specifically, it has examples of Cryptographic Message
Syntax (CMS) objects and S/IMIME messages (including the MIME
formatting). It includes examples of many common CMS formats. The

purpose of this document is to help increase interoperability for
S/MIME and other protocols that rely on CMS.
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1. Introduction

The examples in this document show the structure and format of CMS
message bodies, as described in [CMS]. They are useful to
implementors who use protocols that rely on CMS, such as the S/IMIME
message format protocol. There are also examples of simple S/IMIME
messages [SMIME-MSG] (including the MIME headers).

Every example in this document has been checked by two different
implementors. This strongly indicates (but does not assure) that the
examples are correct. All CMS implementors must read the CMS
document carefully before implementing from it. No one should use
the examples in this document as stand-alone explanations of how to
create CMS message bodies.

This document explicitly does not attempt to cover many PKIX [PKIX]
examples. Documents with examples of that format may be forthcoming.
Also, note that [DVCS], which covers PKIX Data Validation and
Certification Server Protocols, has examples of formats for its
protocol.
The examples shown here were created and validated by many different
people over a long period of time. Because of this, some of the
dates used in the examples are many years in the past. This, plus
the fact that some of the certificates in the examples have very long
lifespans, may cause problems in some test situations.

2. Constants Used in the Examples
This section defines the data used in the rest of the document. The
names of the constants indicate their use. For example,
AlicePrivDSSSign is the private part of Alice’s DSS signing key.
- Alice is the creator of the message bodies in this document.
- Bob is the recipient of the messages.
- Carlis a CA.
- Diane sometimes gets involved with these folks.

- Erica also sometimes gets involved.
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2.1. Content of Documents
ExContent is the following sentence:
This is some sample content.

That is, it is the string of characters starting with "T" up to and

including the ".".
The hex for ExContent is
5468 6973 2069 7320 736f 6d65 2073 616d 706c 6520 636f 6e74 656e 742e
The MD5 hash of ExContent is
9898 cac8 fab7 691f f89d c207 24e7 4a04
The SHA-1 hash of ExContent is
406a ec08 5279 ba6e 1602 2d9e 0629 c022 9687 dd48
2.2. Private Keys

The following private keys are needed to create the samples. To find
the public keys, see the certificates in the next section.

AlicePrivDSSSign =
0 30 331: SEQUENCE {
402 1: INTEGERO
7 30 299: SEQUENCE {
1106 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
; (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {
24 02 129: INTEGER
; 00 81 8D CD ED 83 EA OA9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E3550875D5 397610 C4
78 BD FF 9D B0 84 97 37 F2E4 51 1B
; B5 E4 09 96 5C F3 7E 5B DB
156 02 21: INTEGER
; 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD
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179 02 128: INTEGER

) 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 233904 02 35 5C F2
CB1A30C31E505D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 4989 11 89 36 44 BD F8 C8
954A 5356 BSE2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

Do)
31004 23: OCTET STRING, encapsulates {
31202 21: INTEGER
00 BB 44 46 D1 A5 C9 46 07 2E DO FE
7A D6 92 07 FO 9A 85 89 3F

}
}

AlicePrivRSASIgn =
030 630: SEQUENCE {
402 1: INTEGERO
730 13: SEQUENCE {
906 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
. (PKCS #1)
2005 0: NULL

oy
22 04 608: OCTET STRING, encapsulates {
26 30 604: SEQUENCE {
3002 1. INTEGER O
3302 129: INTEGER
: 00 E0 89 73398D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 7529 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
8251 0F 3080 BEB1509E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 B0 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF5EBA 3556 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA553A B9 99 77 02 A6 48 52
: 8C 4E F357 3857 74 57 5F
16502 3: INTEGER 65537
17002 128: INTEGER
: 00 A4 03 C3 27 47 76 34 34 6C A6 86
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30102 65:

368 02 65:

43502 65:

502 02 64

568 02 64:
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B5 7949 01 4B 2E 8A D2 C8 62 B2 C7
D7 48 09 6A 8B 91 F7 36 F2 75 D6 E8
CD 159060 27 3147 3564 4D 95 CD
67 63 CE B4 9F 56 AC 2F 37 6E 1C EE
OE BF 28 2D F4 39 90 6F 34 D8 6E 08
5B D5 65 6A D8 41 F3 13 D7 2D 39 5E
FE 33 CB FF 29 E4 03 OB 3D 05 A2 8F
B7 F1 8E A2 76 37 BO 79 57 D3 2F 2B
DE 87 06 22 7D 04 66 5E C9 1B AF 8B
1IAC3EC9144 AB7F 21

INTEGER
00 F6 D6 EO 22 21 4C 5F OA 70 FF 27
FC E5 B3 50 6A 9D E5 OF B5 85 96 C6
40 FAABOAB49B 9B 0C 55 C201 1D
F9 37 82 8A 14 C8 F2 93 OE 92 CD A5
66 21 B9 3C D2 06 BF B4 55 31 C9 DC
AD CA 98 2D D1

INTEGER
00 E8 DE B0 11 25 09 D2 02 51 01 DE
8BAE8 9850 F5 77 77 61 A4 4593 6B
08 5596 73 5D F4 C8 5B 12 93 22 73
8B 7F D370 7F F5 A4 AABB 74 FD 3C
22 6A DA 38 91 2A 86 5B 6C 14 E8 AE
4C 9E FA 8E 2F

INTEGER
00974CF0879B 17 7F EE 1B 83 1B
14 B6 0B 6A 90 5F 86 27 51 E1 B7 AO
7F F5 E4 88 E3 59 B9 F9 1E 9B D3 29
77 38 22 48 D7 22 B1 25 98 BA 3D 59
53 B7 FA1E 20 B2 C851 16 23 7593
51E7ABCDF1

INTEGER
2C F0 24 5B FA A0 CD 85 22 EA DO 6E
4F FAG6C CD 21 D3 C8 E4 F1 84 44 48
64 73 D7 29 8F 7E 46 8C EC 15 DE E4
51 B394 E7 2C 99 2D 55 65 7B 24 EA
A3 62 1F 3E6C 4D 67 41 11 3B E1 BE
E9 83 02 83

INTEGER
58 88 D9 Al 50 38 84 6A AB 03 BC BB
DF 4B F4 9C 6F B8 B4 2A 25 FB F6 E4
05 2F 6E E2 88 89 21 6F 4B 25 9E DO
AB5093 CABF4071EC2125C57F
FB 02 E9 21 96 B8 33 CD E2 C6 95 EE
6F 8D 5F 28
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BobPrivRSAENcrypt =
0 30 645: SEQUENCE {
402 1: INTEGERO
730 13: SEQUENCE{
906 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
. (PKCS #1)
2005 0: NULL

oy
22 04 608: OCTET STRING, encapsulates {
26 30 604: SEQUENCE {
3002 1. INTEGER O
3302 129: INTEGER
: 00 A9 E1 67 98 3F 39 D5 5F F2 A0 93
41 5E A6 79 89 85 C8 355D 9A 91 5B
FB 1D 01 DA 19 70 26 17 OF BD A5 22
D0 3585 6D 7A 98 66 14 41 5C CF B7
B7 08 3B 09 C991 B8 19 69 37 6D F9
65 1E 7B D9 A9 33 24 A3 7F 3B BB AF
46 01 86 36 34 32 CB 07 03 59 52 FC
85 8B 31 04 B8 CC 18 08 14 48 E6 4F
1C FB 5D 60 C4 EO 5C 1F 53 D3 7F 53
D869 01 F105F8 7A 70 D1 BE 83 C6
: 5F 38 CF 1C 2C AAGA A7 EB
16502 3: INTEGER 65537
17002 128: INTEGER
: 67 CD 48 4C 9A 0D 8F 98 C2 1B 65 FF
22 83 9C 6D FO A6 06 1D BC ED A7 03
88 94 F2 1C 6B OF 8B 35 DE OE 82 78
30CBE7BAGB6A56 AD 77 C6 EB5179
70 79 0AA0F4AFE45E0 A9 B2 F4 19
DA 8798 D6 3084 74 E4 FC 59 6C C1
C6 77 DC A9 91 DO 7C 30 A0 A2 C5 08
S5E 217143 FCO0ODO073DFOFAG6D 14
9E 4E 63 FO 17 58 79 1C 4B 98 1C 3D
3D BO 1B DF FA 25 3B A3 C0 2C 98 05
: F6 10 09 D8 87 DB 03 19
301 02 65: INTEGER
: 00 DO C3 22 C6 DE A2 99 18 76 8F 8D
BC A6 75 D6 66 3F D4 8D 45 52 8C 76
F572 C4 EB FO 46 9A F1 3E 5C AA 55
0B 9B DA DD 6B 6D F8 FC 3B 3C 08 43
93 B5 5B FE CE EA FD 68 84 23 62 AF
: F331C2B9E5
368 02 65: INTEGER
: 00 DO 51 FC 1E 22 B7 5B ED B5 8E 01
C8D7ABF258D4 F7 8294 F353 A8
1945 CB 66 CA28 195F E2 10 2B F3
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8F EC 6A 30 74 F8 4D 11 F4 A7 C4 20
B547 21 DC 49 01 F9 0A 20 29 FO 24
) 08 84 60 7D 8F
43502 64: INTEGER
) 34 BA 64 C9 48 28 57 74 D7 55 50 DE
6A 48 EF 1B 2A 5A 1C 48 7B 1E 21 59
C3603B 9B 97 A9 CO EF 18 66 A9 4E
62 52 38 84 CE E5 09 88 48 94 69 C5
201499 5A 57 FE23 6C E4 A7 23 7B
; D0 80 B7 85
501 02 65: INTEGER
) 00 9E 2F B3 37 9A FB 0B 06 5D 57 E1
09 06 A4 5D D9 90 96 06 05 5F 24 06
40 72 9C 3A 88 85 9C 87 OF 9D 62 12
88 16 68 A8 35 1A 1B 43 E8 38 C0O 98
69 AF 03 OA 48 32 04 4E E9 OF 8F 77
; 7D 34 30 25 07
568 02 64: INTEGER
) 57 18 67 D6 OA D2 BS AB C2 BA 7TA E7
54 DA 9C 05 4F 81 D4 EF 01 89 1E 32
3D 69 CB 31 C4 52 C8 54 55 25 00 3B
1C 2A 7C 26 50 D5 E9 A6 D7 77 CB CF
15 F5S EEOB D5 8D EEB3 AF4C A1 7C
63 46 41 F6

}

c )
634 A0 13: [0]{
636 30 11: SEQUENCE {
63806 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
; (X.509 id-ce (2 5 29))
64331 4: SET {
64503 2: BIT STRING 0 unused bits
'00001000°B (bit 3)
Error: Spurious zero bits in bitstring.
}
}
}
}

CarlPrivDSSSign =
0 30 330: SEQUENCE {
402 1: INTEGERO
7 30 299: SEQUENCE {
1106 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
; (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {
24 02 129: INTEGER
00B649183E8A 44 C12971944C
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01C412C17A79CB 544D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 C0 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OAB8ABA 16 7B B9 50 01 48 93 8B EB
251551 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9

; AD E1 08 D4 6D 29 2D D6 E9

156 02 21: INTEGER
) 00 DD C1 2F DF 53 CE 0B 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: INTEGER

) 0C EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B OA

}

Do)
31004 22: OCTET STRING, encapsulates {
31202 20: INTEGER
19 B3 38 A521 62 3150 E5 7F B9 3E
08 46 78 D1 3EB5 E5 72

}
}

CarlPrivRSASIgn =
030 630: SEQUENCE {
402 1: INTEGERO
730 13: SEQUENCE {
906 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
. (PKCS #1)
2005 0: NULL

oy
22 04 608: OCTET STRING, encapsulates {
26 30 604: SEQUENCE {
3002 1. INTEGER O
3302 129: INTEGER
OO0 E4 4B FF 18 B8 2457 F4 77 FF 6E
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16502 3:
170 02 129:

30202 65:

36902 65:

436 02 64

502 02 64
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737B 93 715CBC 331A 92927223
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E17 7AF2 76 2C 2B 86 39
A7 BD D7 8D 1A53 EC E4 00 D5 E8 EC
A2 36 B1 ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 AO C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
38 B9 1B 3C 1D 97 C9 6A F1

INTEGER 65537

INTEGER

00 AE 73 E4 5B 5F 5B 66 5A C9 D7 C6
EF 38 5F 53 21 2A 2F 62 FE DE 29 9A
7A 86 67 36 E7 7D 62 78 75 3D 73 AO
BC 29 OE F3 8F BD C3 C9 C9 B6 F8 BA
D6 13 9B C3 97 7A CA 6A FO B8 85 65
4E OF BD A7 A8 F7 54 06 41 BD EB DC
20 77 90 DF 61 9B 9A 6F 74 DE EA 3B
D4 9C 87 60 ED 76 84 F1 6A 30 37 D5
E0 9016 F8 8047 C3 19 6B ED 75 77
BA 4A ED 39 B6 5D 02 47 3B 5F 1B C8
1C AB CB E8 F5 26 3F A4 81

INTEGER
00 FF DF 09 A0 56 0B 42 52 9E C4 4D
93 B3 B0 49 BB DE E7 81 7D 28 99 DO
B148 BAOB 39 E1 1C 7B 22 18 33 B6
40 F6 BF DC AE 1D DO A1 AD 04 71 5A
61 OA 6E 3B CE 30 DA 36 9F 65 25 29
BB A7 OE 7F 0B

INTEGER
00 E4 69 68 18 5F F9 57 DO 7C 66 89
OF BA63 1D 72 CB 20 A4 81 76 64 89
CD 7D D1 C2 27 A9 2E AC 7A 56 9A 85
07 D9 30 03 A3 03 AB 7F 88 92 50 24
01 AA1B 07 1F 204C B7 C9 7B 56 F7
B6 C2 7E AB 73

INTEGER
57 36 6C 8F 8C 04 76 6C B6 D4 EE 24
44 00 F8 80 E2 AF 42 01 A9 OF 14 84
F8 E7 00 EO 8F 8C 27 A4 2D 5F A2 E5
6D B5 63 CO AD 44 E9 76 91 A7 19 49
2E 46 F8 77 85 4B 3B 87 04 FO AF D2
D8 54 26 95

INTEGER
64 A1 OF AC 5574 1B BD OD 61 7B 17
03 CD BO E6 A7 19 1D 80 AF F1 41 48
D8 1A B6 88 14 A0 2C 7A C5 76 D4 OF
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OE 1F 7A 2A B2 6E 37 04 AB 3945 73
BA 46 A8 OF 8D 82 5F 22 14 05 CF A2

: A3 F37C 83
568 02 64: INTEGER
; 26 1E 1D 1C A1 98 2B E4 DB 38 E8 57
6E 6B 73 19 88 61 3A FA 74 4A 36 8B
47 68 5D 50 EB 26 E3 EA 7D 9B 4E 65
A9 AF 7B AB 4B 2E 76 51 3D A8 DO 11
AB A3 D6 A8 C0O 27 36 1D 54 0B AA A7
D1 6D 8D FA
}
}
}
DianePrivDSSSign =
0 30 331: SEQUENCE {
402 1: INTEGERO
7 30 299: SEQUENCE {
1106 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
; (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {
INTEGER

24 02 129:

156 02 21:

17902 128

Hoffman, Ed.

00B649183E8A 44 C12971944C
01C412C17A79CB 544D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 C0 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OAB8ABA 16 7B B9 50 01 48 93 8B EB
25155197 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 S5F B9
AD E1 08 D4 6D 29 2D D6 E9
INTEGER

00 DD C1 2F DF 53 CE 0B 34 60 77 3E
02 A4 BF 8A 5D 98 B9 10 D5

: INTEGER
0C EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A
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}

Do)
31004 23: OCTET STRING, encapsulates {
31202 21: INTEGER
00 96 95 F9 EO C1 EO 41 2D 32 OF 8B
42 52 93 2A E6 1E OE 21 29

}
}

DianePrivRSASIgnEncrypt =
030 631: SEQUENCE {
402 1: INTEGERO
730 13: SEQUENCE {
906 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
; (PKCS #1)
2005 0: NULL

.y
22 04 609: OCTET STRING, encapsulates {
26 30 605: SEQUENCE {
3002 1. INTEGER O
3302 129: INTEGER
: 00 D6 FD B8 CO 70 C6 4C 25 EC EA CF
EA 7C BB A2 62 FA FO E6 32 3A 53 FF
B1 92 5A 17 F4 20 E1 99 24 82 0A DO
F6 7C FB 44 CA 8B 27 06 F1 7E 26 03
A9 76 9D CF EC A0 2C 70 96 F2 83 42
F6 D4 B7 28 OA BB F8 BF 4A 4C 19 3F
07 DB A0 C160 1EB7 7TE 67 F7 DE B1
C36049 AC 45 D7 F8 C6 EF 08 37 21
9347EEF0733572B002C4F311
C35E47E50AB783F1DB 7469 64
: 8B 44 1D 95 5D CD 28 C0 85
16502 3: INTEGER 65537
17002 128: INTEGER
: 3D BD CD C20E 61 14 5B 4B E7 BF 60
23 04 2B C5 6B 35 A5 96 45 23 FC 69
7D 93 3C OF D3 25 96 BA 62 52 42 E2
96 CF FE 58 80 8F EB B1 8C BD D4 0D
65 D0 3A 77 45 24 9E OC EB 86 80 C3
AC 21117144 E3 B2 A8 A9 2E AC 17
D2 A3 84 2563 B5BC 2F 1IEDD F6 21
FF 15 20 24 5B F1 80 2F D5 41 OE 32
24 F7 D4 4A 32 9E B9 49 D8 19 8E 3F
398D 62 BD 80 FC 0C 24 92 93 E4 C3
: D7 0591 53 BB 96 B6 41
301 02 65: INTEGER
: 00 F3 B8 3F4A D194 B0 91 60 1341

Hoffman, Ed. Informational [Page 12]



RFC 4134 Examples of S/IMIME Messages July 2005

92 0D 8D 44 3F 77 1D FF 96 23 44 08
D4 0B 70 C9 1A AF E9 90 94 F2 BO D5
S5F 4F 19 85 50 A1 90 91 AE BD 05 76
52 B3 22 D8 A8 7C 8E 54 7F 00 72 4F
) 36 7568 73 BS
368 02 65: INTEGER
) OO E1D2E7 1157 06 AE 72 95 22 16
AA 02 B4 5A ED 4E 9D 82 11 4F 96 3C
86 C9108D56 7B31757969 E7 75
68 38 00 4B 2E D2 26 32 DD B1 E2 EO
2C 54 80 0A 75 BA D1 66 96 1B BO OE
; A0 7E D2 BB 91
43502 65: INTEGER
) 00 AFB6 BC DB 22 7343 41 EC B4 B5
67 A9 A1 99 FC EF D2 8E FD 1D FB E5
29 8B FE OA DF D4 C8 5E 57 25 0A 5D
2B D4 09 A0 56 5B C5 B1 62 FC 20 BE
08 2D E3 07 BS A1 E7 B3 FF C4 CO A5
; SF AC 12 5C A9
502 02 65: INTEGER
) 00 B9 98 41 FC 08 50 1F 73 60 8A 01
A2 7C 52 8A 20 SA EA 2C 89 D9 A5 19
DD 94 C6 1B C3 25 C0 82 51 E4 EE 2B
9A 19 DC 73 ED E9 1D 27 D4 F8 6C 03
DD AB 1D 08 7B B5 AC 7F E9 82 9B F1
) 89 8A 71 DB 61
569 02 64: INTEGER
) 01 07 21 97 5F 7A 60 A8 FD 5A 5C 07
DF ABDE F7 E2B1 34 7D FC EB 91 BD
BO 73 74 C8 C4 BE 3F 58 45 30 06 90
B3AC69CCB3F73F7CACC7B81B
65A116 3939 BOE374 7D CFCD C5
AC 6C BF E5

}
}
}

2.3. Certificates

AliceDSSSignByCarlNolnherit =
030 732: SEQUENCE {
4 30 667: SEQUENCE {
8A0 3: [0]{
1002 1: INTEGER 2

1302

2:  INTEGER 200
1730 9: SEQUENCE {
1906 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
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(ANSI X9.57 algorithm)

o}
2830 18: SEQUENCE {
3031 16: SET{
3230 14:  SEQUENCE {

3406 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))

3913 7. PrintableString 'CarlDSS’
: }

}

Cod
48 30 30: SEQUENCE {
5017 13: UTCTime '990817011049Z’
6517 13: UTCTime '3912312359597

o}
8030 19: SEQUENCE {
8231 17: SET{
8430 15: SEQUENCE {

8606 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
9113 8: PrintableString 'AliceDSS’
: }
}

c )
101 30 438: SEQUENCE {
105 30 299: SEQUENCE {
10906 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
; (ANSI X9.57 algorithm)
118 30 286: SEQUENCE {
122 02 129: INTEGER
; 00 81 8D CD ED 83 EA OA9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E3550875D5 397610 C4
78 BD FF 9D B0 84 97 37 F2E4 51 1B
; B5 E4 09 96 5C F3 7E 5B DB
254 02 21: INTEGER
; 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
; B8 37 21 2B 62 8B F7 93 CD
277 02 128: INTEGER
; 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB1A30C31E505D DD 9B 59 E2 CD
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408 03 132:
412 02 128:

Co )
543 A3 129:
546 30 127:
548 30 12:
55006 3:

55501 1:
558 04 2:
560 30 O:

562 30 14
564 06 3:

569 01
572 04
574 03

MR R

57830 31:
580 06 3:
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AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 4989 11 89 36 44 BD F8 C8

954A 5356 B5E2 F9 73 EC 1A 61 36

1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

BIT STRING 0 unused bits, encapsulates {
INTEGER

5CE3B95A 751496 0B A9 7TA DD E3
3FA9ECACS5EDCBDB7 1311 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D296 37 F6 6147 B2 C4
3284 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

[3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {
OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
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585 04
587 30
589 80

611 30
613 06

618 04
620 04

642 30
644 06

649 04
651 30
653 81

675 30
677 06

686 03
689 30
691 02

713 02
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(X.509 id-ce (2 5 29))
24: OCTET STRING, encapsulates {
22: SEQUENCE {
20: [0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B 93 F1 1F
}
}
}
29: SEQUENCE {
3: OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
22: OCTET STRING, encapsulates {
20: OCTET STRING
BEG6CALB3E3C1F7ED4370A4CE
1301 E2FDE397FECD
}
}
31: SEQUENCE {
3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
24: OCTET STRING, encapsulates {
22: SEQUENCE {
20: [1] 'AliceDSS@example.com’
}
}
}
}

}
9: SEQUENCE {
7.  OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
48: BIT STRING 0 unused bits, encapsulates {
45: SEQUENCE {
20: INTEGER
550C A4 19 1F 422B 89 71 22 338D
83 6A B5 3D 67 6B BF 45
21: INTEGER
00 9F 61535254 0B5CB2DD DAE7
76 1D E2 1052 5B 43 5E BD

}
}
}

AliceRSASignByCarl =
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030 556: SEQUENCE {
430 405: SEQUENCE {
8A0 3 [0]{

1002 1. INTEGER?2

c )
1302 16: |INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
; C410B3 BO
3130 13: SEQUENCE {
3306 9 OBJECT IDENTIFIER
; shalwithRSAEncryption (1 2 840 113549 1 1 5)
; (PKCS #1)
4405 O: NULL

o}
4630 18: SEQUENCE {
4831 16: SET{
5030 14: SEQUENCE {

5206 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
5713 7: PrintableString 'CarlRSA’
: }
}

Cod
66 30 30: SEQUENCE {
6817 13: UTCTime '990919010847Z’
8317 13: UTCTime '3912312359597

Cd
9830 19: SEQUENCE {
10031 17:  SET{
10230 15: SEQUENCE {

10406 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
109 13 8: PrintableString 'AliceRSA’
: }
}

Co )
119 30 159: SEQUENCE {
122 30 13: SEQUENCE {

12406 9: OBJECT IDENTIFIER
; rsaEncryption (1 2 840 11354911 1)
: (PKCS #1)
13505 O: NULL
: }
137 03 141: BIT STRING 0 unused bits, encapsulates {
141 30 137: SEQUENCE {

144 02 129: INTEGER
) OO0 E08973398D D8 F5F5E887 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
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276 02

co )
281 A3 129:

284 30
286 30
288 06

29301
206 04
298 30

300 30
302 06

307 01
310 04
312 03

316 30
318 06

32304
325 30
327 80

349 30
351 06

127:
12:
3:

24:
22:
20:

3:
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DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 3556 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA553A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

INTEGER 65537

[3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {
OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[0]
E9Q E0 90 27 AC 78 20 TA9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
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356 04
358 04

380 30
382 06

387 04

389 30
39181

413 30
415 06

426 05

Examples of S/IMIME Messages July 2005

(X.509 id-ce (2 5 29))

22: OCTET STRING, encapsulates {
20: OCTET STRING
77 D2 B4 D1 B7 4C 8A8A A3 CE 459D
CE EC 3C A0 BAE3 FF 50
}
31: SEQUENCE {
3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
24: OCTET STRING, encapsulates {
22: SEQUENCE {
20: [1] 'AliceRSA@example.com’
}
}

}
13: SEQUENCE {

9: OBJECT IDENTIFIER
shalwithRSAEnNcryption (1 2 840 113549 1 1 5)
(PKCS #1)

0:  NULL

Co}
428 03 129: BIT STRING 0 unused bits

3E7047 A848 CC 1358 8F CA5171
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
1475 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D394 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 B0 22

}

BobRSASignByCarl =
0 30 551: SEQUENCE {
4 30 400: SEQUENCE {
8A0 3. [O]{
1002 1: INTEGER 2

©o}
1302 16: INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO
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3130 13: SEQUENCE {
3306 9 OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
; (PKCS #1)
4405 O: NULL

o}
4630 18: SEQUENCE {
4831 16: SET{
5030 14: SEQUENCE {

5206 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
5713 7: PrintableString 'CarlRSA’
: }
}

Cod
66 30 30: SEQUENCE {
6817 13: UTCTime '990919010902Z’
8317 13: UTCTime '3912312359597

o)
9830 17: SEQUENCE {
10031 15. SET{
102 30 13: SEQUENCE {

10406 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
109 13 6: PrintableString 'BobRSA’
: }
}

c )

117 30 159: SEQUENCE {

12030 13: SEQUENCE {

12206 9: OBJECT IDENTIFIER
; rsaEncryption (1 2 840 11354911 1)
; (PKCS #1)

13305 O: NULL

; }
13503 141: BIT STRING 0 unused bits, encapsulates {
139 30 137: SEQUENCE {
142 02 129: INTEGER
: 00 A9 E1 67 98 3F 39 D5 5F F2 A0 93
41 5E A6 79 89 85 C8 355D 9A 91 5B
FB 1D 01 DA 19 70 26 17 OF BD A5 22
D0 3585 6D 7A 98 66 14 41 5C CF B7
B7 08 3B 09 C9 91 B8 19 69 37 6D F9
65 1E 7B D9 A9 33 24 A3 7F 3B BB AF
46 01 86 36 34 32 CB 07 0359 52 FC
85 8B 31 04 B8 CC 18 08 14 48 E6 4F
1C FB 5D 60 C4 EO 5C 1F 53 D3 7F 53
D869 01 F1 05 F8 7A 70 D1 BE 83 C6
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) S5F 38 CF 1C 2C AAGA A7 EB
27402 3: INTEGER 65537

}
}

C
279 A3 127:  [3]{
281 30 125: SEQUENCE {
28330 12: SEQUENCE {
28506 3: OBJECT IDENTIFIER
; basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
29001 1. BOOLEAN TRUE

29304 2: OCTET STRING, encapsulates {

29530 O: SEQUENCE {}
: } }

297 30 14 SEQUENCE {

29906 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))

30401 1: BOOLEAN TRUE

30704 4. OCTET STRING, encapsulates {

30903 2: BIT STRING 5 unused bits
: '100'B (bit 2)

; }
31330 31: SEQUENCE {
31506 3: OBJECT IDENTIFIER
' authorityKeyldentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
32004 24: OCTET STRING, encapsulates {

32230 22: SEQUENCE {
32480 20: [0]

E9Q E0 90 27 AC 78 20 TA9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
. } }
34630 29: = SEQUENCE {

34806 3: OBJECT IDENTIFIER
; subjectKeyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
35304 22: OCTET STRING, encapsulates {
35504 20: OCTET STRING
: E8 F4 B8 67 D8 B3 96 A4 2A F3 11 AA
29 D3 95 5A 86 16 B4 24

. } }
37730 29: = SEQUENCE {
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37906 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)

: (X.509 id-ce (2 5 29))
38404 22: OCTET STRING, encapsulates {
386 30 20: SEQUENCE {
38881 18: [1] 'BobRSA@example.com’

: }

}
}
}
}
}

408 30 13: SEQUENCE {
41006 9: OBJECT IDENTIFIER
shalwithRSAEnNcryption (1 2 840 113549 1 1 5)
; (PKCS #1)
42105 0: NULL

Co}
423 03 129: BIT STRING 0 unused bits

. 7B8E66C5F1103F10204C 8871
AB 7B 40 6B 21 33 FA 4A 95 DE 9D OE
5B6B 94 21 05 C0O0F2E17E 2A CD 9C
938887 FB8BB7 7E 7D 4161 E1 E4
D6 6D F9 E2 04 55 61 45 BC 64 27 44
COA1BD59 79 D9 1D 64 3C 21 D6 45
BO5D 68 3392 EAACF157E581 7D
98 E6 3591 A339DE 77 F4 E8 1C 3B
29 DC 7F 51 07 97 F3 36 FO 50 OA DD
9B DE B6 5E 38 11 2B FB 57 EA 89 6D
AD C9 88 D8 8F CF 2B D3

}

CarlDSSSelf =
030 667: SEQUENCE {
430 602: SEQUENCE {
8A0 3 [0]{

1002 1. INTEGER 2

1302

1:  INTEGER 1
1630 9: SEQUENCE {
1806 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)

Cd
2730 18: SEQUENCE {
2931 161  SET{
3130 14: SEQUENCE {

3306 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
3813 7. PrintableString 'CarlDSS’
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4730 30:
4917 13:
6417 13:

7930 18:
8131 16:
8330 14:
8506 3:

9013 7:

P}
99 30 439:

103 30 299:
10706 7:

116 30 286:
12002 129:

252 02 21:

27502 128:
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SEQUENCE {
UTCTime '990816225050Z’
UTCTime '3912312359597’

SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS’
}

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00B649183E8A 44 C12971944C
01C412C17A79CB544D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 C0 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OABABA 16 7B B950 01 4893 8B EB
251551 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
AD E1 08 D4 6D 29 2D D6 E9

INTEGER
00 DD C1 2F DF 53 CE 0B 34 60 77 3E
02 A4 BF 8A 5D 98 B9 10 D5

INTEGER
OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 0D EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC8C 229D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AATF 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B 0A
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}

; }
406 03 133: BIT STRING 0 unused bits, encapsulates {
410 02 129: INTEGER
: 0099 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 6209 E9 D8 AE 1E F2 3A B4 94
B1 A38E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0C FE 75
COFB CE D8 68 00 E3 FD D5 70 4F DF
23961906 94 F4 B1 61 8F 3A 57 B1
0811 A40B 26 25 F052 76 81 EA OB
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
0B AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C556 4D 80 7A

}

c )
542 A3 66: [3]{
544 30 64: SEQUENCE {
546 30 15: SEQUENCE {
548 06 3: OBJECT IDENTIFIER
; basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
553 01

1 BOOLEAN TRUE
556 04 5: OCTET STRING, encapsulates {
55830 3: SEQUENCE {
56001 1. BOOLEAN TRUE
: }
} }
56330 14: SEQUENCE {
56506 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
57001 1. BOOLEAN TRUE
57304 4: OCTET STRING, encapsulates {
57503 2: BIT STRING 1 unused bits
' '1100001'B
} }
57930 29: SEQUENCE {
58106 3: OBJECT IDENTIFIER
; subjectKeyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
586 04 22: OCTET STRING, encapsulates {

588 04 20: OCTET STRING
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20BC 432B 93 F1 1F

}
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}
}
}

Do}
61030 9: SEQUENCE {
61206 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

Do)
621 03 48: BIT STRING 0 unused bits, encapsulates {
62430 45. SEQUENCE {
626 02 20: INTEGER
: 6B A9 FO 4E 7TA5A 79 E3 F9 BE 3D 2B
: C90637E91117A113
648 02 21: INTEGER
00 8F 34 69 2A 8B B1 3C 0379 94 32
4D 12 1F CE 89 FB 46 B2 3B

}
}
}

CarlRSASelf =
0 30 491: SEQUENCE {
4 30 340: SEQUENCE {
8A0 3. [0]{
1002 1: INTEGER 2

c )
1302 16: |INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
; 9F F2 50 20
3130 13: SEQUENCE {
3306 9 OBJECT IDENTIFIER
; shalwithRSAEncryption (1 2 840 113549 1 1 5)
; (PKCS #1)
4405 O: NULL

o}
4630 18: SEQUENCE {
4831 16: SET{
5030 14: SEQUENCE {

5206 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
5713 7: PrintableString 'CarlRSA’
: }
}

Cod
66 30 30: SEQUENCE {
6817 13: UTCTime '990818070000Z’
8317 13: UTCTime '3912312359597

}
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9830 18: SEQUENCE {
10031 16:  SET{
10230 14:  SEQUENCE {

10406 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
10913 7: PrintableString 'CarlRSA’
: }
}

Co )
118 30 159: SEQUENCE {
121 30 13: SEQUENCE {

12306 9: OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
: (PKCS #1)
13405 O: NULL
: }
136 03 141: BIT STRING 0 unused bits, encapsulates {
140 30 137: SEQUENCE {

143 02 129: INTEGER
: 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
737B 93 715CBC 331A 92927223
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E 17 7TAF2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 B1 ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 AO C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
) 38 B9 1B 3C 1D 97 C9 6A F1
27502 3: INTEGER 65537

}
}

Cd
280 A3 66: [3]{
282 30 64: SEQUENCE {
284 30 15: SEQUENCE {
28606 3: OBJECT IDENTIFIER
; basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
291 01

1 BOOLEAN TRUE
29404 5: OCTET STRING, encapsulates {
296 30 3: SEQUENCE {
29801 1. BOOLEAN TRUE
: }
}

: }
30130 14: SEQUENCE {
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303 06
308 01

31104
31303

317 30
319 06

324 04
326 04

348 30
350 06

361 05
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3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
1 BOOLEAN TRUE
4. OCTET STRING, encapsulates {
2: BIT STRING 1 unused bits
'1100001'B
}
}
29: SEQUENCE {
3: OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
22: OCTET STRING, encapsulates {
20: OCTET STRING

E9 EO 90 27 AC 78 20 TA9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}
}
}

}

13: SEQUENCE {

9: OBJECT IDENTIFIER
shalwithRSAEnNcryption (1 2 840 113549 1 1 5)
(PKCS #1)

0:  NULL

Co}
363 03 129: BIT STRING 0 unused bits

B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E4C DB OC FO 48 OF 32 61 EE C4 04
EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 OB B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 359D 49 01 76 FA B9 B9
31F9F96B 1253 A0 F5 14 60 9B 7D
CA 3E F2 53 6B BO 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
C1 DA 6A 8D 53 34 18 02

}

DianeDSSSignByCarlinherit =
0 30 440: SEQUENCE {
4 30 375: SEQUENCE {
8A0 3: [0]{

10 02

1302

1: INTEGER 2

}
2:  INTEGER 210
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1730 9: SEQUENCE {
1906 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

o}
2830 18: SEQUENCE {
3031 16: SET{
3230 14:  SEQUENCE {

3406 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
3913 7. PrintableString 'CarlDSS’
: }
}

Cod
48 30 30: SEQUENCE {
5017 13: UTCTime '990817020810Z’
6517 13: UTCTime '3912312359597

o}
8030 19: SEQUENCE {
8231 17: SET{
8430 15: SEQUENCE {

8606 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
9113 8: PrintableString 'DianeDSS’
: }
}

co )

101 30 147: SEQUENCE {

10430 9: SEQUENCE {

106 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
; (ANSI X9.57 algorithm)

; }
11503 133: BIT STRING 0 unused bits, encapsulates {
119 02 129: INTEGER
: 00 A0 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF A1 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EABD 05 22 D5 OF F6 FD 46 D7
AF 99 3809 OE 13 CB 4F2C DD 1C 34
F7 1CBF 25 FF 23 D3 3B 59 E7 82 97
37 BE 3124 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7TEFC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
8167 CC COAACD 2E C5 23

}

o}
251 A3 129: [3]{
25430 127:  SEQUENCE {
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256 30
258 06

263 01
266 04
268 30

270 30
272 06

277 01
280 04
282 03

286 30
288 06

29304
295 30
297 80

319 30
321 06

326 04
328 04

350 30
352 06

357 04
359 30
361 81

24:
22:
20:

22:
20:

24:
22:
20:
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SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {
OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B93 F1 1F

}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {
OCTET STRING
64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18

}

SEQUENCE {
OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'DianeDSS@example.com’
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}
}
}

Do}
38330 9: SEQUENCE {
38506 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

Do)
394 03 48: BIT STRING 0 unused bits, encapsulates {
397 30 45: SEQUENCE {
39902 21: INTEGER

: 00 A1 1A F8 17 OE 3E 5D A8 8C F4 B6

: 5533 1E 4B E3 2C AC B9 5F
422 02 20: INTEGER

: 28 4B 104558 D2 1C 9D 55 35 14 18

91 B2 3F 39 DF B5 6E D3

}
}
}

DianeRSASignByCarl =
0 30 556: SEQUENCE {
4 30 405: SEQUENCE {
8A0 3: [0]1{
1002 1: INTEGER 2

c )
1302 16: |INTEGER
; 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
; D5 9A 30 90
3130 13: SEQUENCE {
3306 9 OBJECT IDENTIFIER
; shalwithRSAEncryption (1 2 840 113549 1 1 5)
; (PKCS #1)
4405 O: NULL

o}
4630 18: SEQUENCE {
4831 16: SET{
5030 14: SEQUENCE {

5206 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
5713 7: PrintableString 'CarlRSA’
: }
}

Cod
66 30 30: SEQUENCE {
6817 13: UTCTime '990819070000Z’
8317 13: UTCTime '3912312359597

}
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98 30 19:
10031 17:
102 30 15:
10406 3:

10913 8:

Fo)
119 30 159:
12230 13:
12406 O

13505 0

137 03 141:
141 30 137
144 02 129

276 02 3:

co )
281 A3 129:
28430 127:
286 30 12:
28806 3:

20301 1:
206 04 2:
20830 O:

30030 14:
30206 3:
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SEQUENCE {

SET {

SEQUENCE {

OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'DianeRSA’

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER

rsaEncryption (1 2 840 11354911 1)
(PKCS #1)

NULL

BIT STRING 0 unused bits, encapsulates {

SEQUENCE {

INTEGER

00 D6 FD B8 CO 70 C6 4C 25 EC EA CF
EA 7C BB A2 62 FAFO E6 32 3A 53 FF
B1 92 5A 17 F4 20 E1 99 24 82 0A DO
F6 7C FB 44 CA 8B 27 06 F1 7E 26 03
A9 76 9D CF EC A0 2C 70 96 F2 83 42
F6 D4 B7 28 OA BB F8 BF 4A 4C 19 3F
07 DB A0 C1 60 1EB7 7TE 67 F7 DE B1
C36049 AC 45 D7 F8 C6 EF 08 37 21
9347EEF0733572B002C4F311
C35E47E50AB783F1DB 7469 64
8B 44 1D 95 5D CD 28 C0 85

INTEGER 65537

[3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
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30701 1: BOOLEAN TRUE
31004 4: OCTET STRING, encapsulates {
31203 2: BIT STRING 5 unused bits
: '111'B
} }
316 30 31: SEQUENCE {

31806 3: OBJECT IDENTIFIER
' authorityKeyldentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
32304 24: OCTET STRING, encapsulates {

32530 22: SEQUENCE {
32780 20: [0]

E9Q E0 90 27 AC 78 20 TA9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
. } }
34930 29: = SEQUENCE {

35106 3: OBJECT IDENTIFIER
; subjectKeyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
356 04 22: OCTET STRING, encapsulates {
358 04 20: OCTET STRING
: 8C F3CB 750E 8D 31 F6 D4 29 DA 44
92 75 B8 FE ED 4F 39 0C

} }
38030 31: SEQUENCE {
38206 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
38704 24: OCTET STRING, encapsulates {
38930 22: SEQUENCE {
39181 20: [1] 'DianeRSA@example.com’
: }
}
}
}

41330 13: SEQUENCE {
41506 9: OBJECT IDENTIFIER
shalwithRSAEnNcryption (1 2 840 113549 1 1 5)
; (PKCS #1)
426 05 0: NULL

Co}
428 03 129: BIT STRING 0 unused bits
7D A6 2C B5 78 42 D6 79 F3 31 FE F6
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42 CAOF 1307 92 09 1B EO 6F BO 91
18 F6 BF 4AFB CC 63 79 FB 81 BF DD
97 C7 90 6B CB OA 37 2B 41 6A 03 98
C51B3E32C8452B 86 01 9C 1C E2
36 EF 16 C1 1A 92 B8 BE 62 FB 53 3E
49 47 0B C4 B9 E4 2B 58 A6 06 83 FO
B2 A7 BB 85 7E D5 C6 DA CE 9C 7B 31
72 D7 A2 EA 41 AB 6A CO DD 1F B9 14
44 18 CF 84 57 66 E8 C5 E6 B8 DC 2D
B3 1F 1B 284336 75 7A

2.4. CRLs

CarIDSSCRLForAll =
030 216: SEQUENCE {
330 153: SEQUENCE {
630 9: SEQUENCE {
806 T7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

o}
1730 18: SEQUENCE {
1931 16; SET{
2130 14 SEQUENCE {

2306 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
2813 7. PrintableString 'CarlDSS’
; }
}

o}
3717 13: UTCTime '990827070000Z’
5230 105: SEQUENCE {
5430 19 SEQUENCE {

5602 2 INTEGER 200

6017 13: UTCTime '990822070000Z’
: }

7530 19:  SEQUENCE {

7702 2 INTEGER 201

8117 13: UTCTime '990822070000Z’
: }

9630 19: SEQUENCE {

9802 2 INTEGER 211

10217 13: UTCTime '990822070000Z’
: }

11730 19:  SEQUENCE {

11902 2: INTEGER 210

12317 13: UTCTime '990822070000Z’
: }
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138 30
140 02
144 17

159 30
161 06

170 03
173 30
175 02

197 02
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19:  SEQUENCE {
2: INTEGER 212
13: UTCTime '990824070000Z’

}
}

}
9: SEQUENCE {
7. OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
47: BIT STRING 0 unused bits, encapsulates {
44 SEQUENCE {
20: INTEGER
7TE 655276 33FE 347317 D1 F7 96
F9 A0 D4 D8 6D 5C 7D 3D
20: INTEGER
02 7A5BB7D55B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

}
}
}

CarlIDSSCRLForCarl =
030 131: SEQUENCE {
330 68: SEQUENCE {

530
7 06

16 30
1831
20 30
22 06

2713

36 17
5130
53 30
55 02
58 17

73 30
75 06

9:  SEQUENCE {
7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
18: SEQUENCE {

16: SET {
14: SEQUENCE {
3: OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
7 PrintableString 'CarlDSS’
}
}

}
13:  UTCTime '990825070000Z’
20: SEQUENCE {
18:  SEQUENCE {
1; INTEGER 1
13: UTCTime '990822070000Z’

}
}

}
9: SEQUENCE {
7:  OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
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(ANSI X9.57 algorithm)

Do}
84 03 48: BIT STRING 0 unused bits, encapsulates {
87 30 45: SEQUENCE {
8902 21: INTEGER
: 00 B3 1F C5 4F 7A 3D EC 76 D5 60 F9
: DE 79 22 EC 4F B0 90 FE 97
112 02 20: INTEGER
: 5A 8B C3 84 BC 66 87 1B BF 79 82 5B
0A 5D 07 F6 BA A9 05 29

}
}
}

CarIDSSCRLEmpty =
0 30 109: SEQUENCE {
230 46: SEQUENCE {
430 9: SEQUENCE{
606 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

o}
1530 18: SEQUENCE {
1731 16: SET{
1930 14: SEQUENCE {

2106 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
2613 7: PrintableString 'CarlDSS’
; }
}

co )
3517 13: UTCTime '990820070000Z’

Do}

5030 9: SEQUENCE {

5206 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
; (ANSI X9.57 algorithm)

61 03 48: BIT STRING 0 unused bits, encapsulates {
64 30 45: SEQUENCE {
66 02 20: INTEGER
: 62 3F 36 17 31 58 2E 67 50 79 F5 09
: 4B 8C AD D4 6B F4 64 9F
8802 21: INTEGER
: 00B53B4E A14C 7B FD OF C3 8D 9B
B6 FE C3 5D 6F DE 65 28 7D
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CarlRSACRLForAll =
0 30 307: SEQUENCE {
430 157: SEQUENCE {
730 13: SEQUENCE {
906 O OBJECT IDENTIFIER
md5withRSAEnNcryption (1 2 840 1135491 1 4)
; (PKCS #1)
2005 O NULL

Cd
2230 18: SEQUENCE {
2431 161  SET{
2630 14: SEQUENCE {

2806 3: OBJECT IDENTIFIER commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
3313 7: PrintableString 'CarlRSA’
: }
}

oo}
4217 13: UTCTime '990827070000Z’
5730 105. SEQUENCE {
5030 33: SEQUENCE {

6102 16: INTEGER
) 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
; C410B3 BO
7917 13: UTCTime '990822070000Z
: }
9430 33: SEQUENCE {
96 02 16: INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
D5 9A 30 90
11417 13: UTCTime '990822070000Z’
: }
12930 33: SEQUENCE {
13102 16: INTEGER
) 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
; CD 5D 71 DO
14917 13: UTCTime '990824070000Z’
: }
}

Do}
164 30 13: SEQUENCE {
166 06 9: OBJECT IDENTIFIER
md5withRSAENcryption (1 2 840 113549 1 1 4)
; (PKCS #1)
17705 0: NULL

Co}
179 03 129: BIT STRING 0 unused bits
BF B397 AA53 F03221162B 77 92
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7A 6B BB 97 C8 DC EA F1 FA 66 16 30
OE B5 9E 5C FO 81 D4 5E B3 6E C1 88
6B 8C D4 5E C5 4D FB 47 5E 66 F3 5D
AB E5 B4 18 36 60 A8 4D 9C 3C 89 EC
6F 27 BF 3550 71 81 C2 B9 44 5B 62
89191231 A97B9A D3 CC66CB 11
D9 0B 1047 77 AD 4F 22 D9 E5 7F 30
F2 5B FC 94 51 A5 58 76 3B 1F A8 46
A6 1F F6 A1 DE 55 A1 ED 31 88 69 97
OF 08 D3 D4 0C 60 5B 1E

}

CarlRSACRLForCarl =
030 236: SEQUENCE {
330 87: SEQUENCE {
530 13: SEQUENCE/({

7 06

1805
2030
22 31
24 30
26 06

3113

40 17
55 30
57 30
59 02

7717

9230
94 06

105 05

107 03

9: OBJECT IDENTIFIER
md5withRSAEnNcryption (1 2 840 1135491 1 4)

(PKCS #1)

0: NULL
}
18: SEQUENCE{
16: SET {
14: SEQUENCE {
3: OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
7. PrintableString 'CarlRSA’
}
}

co )
13:  UTCTime '990825070000Z'

35. SEQUENCE {
33:  SEQUENCE {

16: INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
9F F2 50 20
13: UTCTime '990822070000Z’
}
}

}

13: SEQUENCE {

9:  OBJECT IDENTIFIER
md5withRSAENcryption (1 2 840 113549 1 1 4)
(PKCS #1)

0:  NULL

}
129: BIT STRING 0 unused bits
21 EF 21 D4 C1 1A 8595 49 6B CA 45
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62 DC D7 09 FF A9 51 2E 8E D9 47 18
FAF8 E5 72 DD 4F ED 74 74 E3 F3 65
32 65 28 2C 9A 1D 57 E5 D5 26 06 EA
D5 E6 23 95 84 8D OE 89 9E EE 9B 0C
2F CE 07 F7 A3 D1 6B 85 4C OF FF E6
DD FCDCCD 73 2C 1E 7D DC BO 71 C5
4C FC 01 6E 52 57 69 1E 39 63 DF 12

22 30 C7 1355 94 05 6E 2A 00 A9 5B

C4 2A 66 94 62 CE 36 33 C2 2B 63 47

25 9D F3 DE 70 EE 00 56

}

CarlRSACRLEmpty =
0 30 199: SEQUENCE {
330 50: SEQUENCE {
530 13: SEQUENCE {
706 O9: OBJECT IDENTIFIER

1805
2030
2231
24 30
26 06

3113

4017

5530
57 06

6805

md5withRSAEnNcryption (1 2 840 1135491 1 4)

(PKCS #1)

0: NULL
}
18: SEQUENCE{
16: SET {
14: SEQUENCE {
3: OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
7. PrintableString 'CarlRSA’
}
}

}
13:  UTCTime 9908200700002’

}
13: SEQUENCE {

9:  OBJECT IDENTIFIER
md5withRSAENcryption (1 2 840 113549 1 1 4)
(PKCS #1)

0:  NULL

.
70 03 129: BIT STRING 0 unused bits

A9 C521B8137C74F3B511ECO04
F3 20 45 86 1E 0B 6E 7F 83 6D 5F F4
34 76 06 59 25 OE 04 3D 88 09 88 81
37C4DC 2098 FA 17381 0B 37 94 AC
B4 8F 7B 51 89 14 A4 CB 72 73 14 07
BC 22 9C 40 A1 07 FC 44 7C 85 OF 0B
88 D1 EE E1 OE AF F6 16 74 AD A1 AF
C1 00 7500 64 EA A5 9A F6 0B 08 A2
DB 95 19 5F A6 A7 B9 39 45 25 OA OE
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F6 SE 84 E7 F8 B9 5A C9 18 C2 OE B8
A0 96 BE 81 3A 80 6D C9

}

3. Trivial Examples
This section covers examples of small CMS types.
3.1. ContentInfo with Data Type, BER

The object is a ContentInfo containing a Data object in BER format
that is ExContent.

0 30 NDEF: SEQUENCE {
206 9: OBJECT IDENTIFIER data (1 2 840 11354917 1)
. (PKCS #7)
13 AO NDEF: [0]{
1524 NDEF: OCTET STRING {
1704 4. OCTET STRING 'This’
2304 24 OCTET STRING ’ is some sample content.’
S
}
}

3.2. ContentInfo with Data Type, DER

The object is a ContentInfo containing a Data object in DER format
that is ExContent.

030 43: SEQUENCE {
206 9: OBJECT IDENTIFIER data (1 2840 11354917 1)
. (PKCS #7)
13 A0 30: [0]{
1504 28: OCTET STRING 'This is some sample content.’
Do}
}

4. Signed-data

4.1. Basic Signed Content, DSS
A SignedData with no attribute certificates, signed by Alice using
DSS, just her certificate (not Carl's root cert), no CRL. The

message is ExContent, and is included in the eContent. There are no
signed or unsigned attributes.
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030 919: SEQUENCE {

406 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)

15 A0 904: [0]{

1930 900: SEQUENCE {

2302 1: INTEGER1

2631 9: SET{

2830 7 SEQUENCE {

3006 5: OBJECT IDENTIFIER shal (1 314 3 2 26)
(OIw)

3730 43: SEQUENCE {

3906 9 OBJECT IDENTIFIER data (1 2840 11354917 1)
: (PKCS #7)

50 A0 30: [0] {

52 04 28: OCTET STRING 'This is some sample content.’
: }

}

82 A0 736: [0]{
8630 732.  SEQUENCE {

90 30 667: SEQUENCE {
94 A0 3 [0]{
96 02 1: INTEGER 2

: }
9902 2: INTEGER 200
10330 O SEQUENCE {

10506 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
114 30 18: SEQUENCE {

116 31 16: SET {
118 30 14: SEQUENCE {

12006 3: OBJECT IDENTIFIER
; commonName (2 5 4 3)
(X.520 id-at (2 5 4))

125 13. 7 PrintableString 'CarIDSS’
: }

13430 30 SEQUENCE {

136 17 13: UTCTime '990817011049Z’

15117 13: UTCTime '391231235959Z’
: }

166 30 19: SEQUENCE {

168 31 17: SET{

170 30 15: SEQUENCE {
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17206 3:

17713 8

187 30 438:
191 30 299:

19506 7:

204 30 286:
208 02 129:

34002 21:

363 02 128:

494 03 132:
498 02 128:
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OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceDSS’

}
}

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 100404 1)
(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00 81 8D CD ED 83 EAOA9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E3550875D539 7610 C4
78 BD FF 9D B0 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB

INTEGER
00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD

INTEGER
26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30C31E505D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E90 F8 6D EA9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 5356 BS5E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
}

BIT STRING 0 unused bits, encapsulates {
INTEGER
5C E3 B9 5A 7514 96 0B A9 7TADD E3
3FA9ECACS5EDCBD B7 1311 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
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629 A3 120
127:

632 30
634 30

636 06

641 01

644 04

646 30

648 30
650 06

655 01

658 04

660 03

664 30
666 06

67104

673 30

675 80

697 30
699 06

704 04

706 04

12:

24:
22:
20:

22:
20:
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1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
3284 FO 7E 41 40 FD 46 A7 63 4E 33
F2 AS E2 F4 F2 83 E5 B8

}

(3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B 93 F1 1F

}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
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728 30
730 06

73504
737 30
739 81

761 30
763 06

772 03
775 30
777 02

799 02

822 31
824 30
826 02
829 30
831 30
833 31
835 30
837 06

842 13

24:
22:
20:

48:
45:
20:

21:

99:
97:

1:

24:
18:
16:
14.

3:
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BE 6C A1B3E3 C1F7ED 4370 A4 CE
1301 E2FDE397 FECD

}

SEQUENCE {
OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceDSS@example.com’

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
550C A4 19 1F 422B 89 71 22 338D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61535254 0B5CB2DD DA E7
76 1D E2 1052 5B 43 5E BD

}
}

SET{
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET{
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarIDSS’
}

}
}
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85102 2: INTEGER 200
85530 7 SEQUENCE {
85706 5 OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
86430 O SEQUENCE {
7: OBJECT IDENTIFIER

866 06
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

; }
87504 46: OCTET STRING, encapsulates {
877 30 44 SEQUENCE {
879 02 20: INTEGER
: 0991 FEEB D2 69 F5 18 B7 D7 CD 55
: F4 81 EA 2A 42 6A AD 03
901 02 20: INTEGER
: 3A07CCC321BEE11A4B 7F 3EB5S
OD DBBA 1C EABCCD 89

4.2. Basic Signed Content, RSA

Same as 4.1, except using RSA signatures. A SignedData with no
attribute certificates, signed by Alice using RSA, just her

certificate (not Carl's root cert), no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

030 850: SEQUENCE {

406 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)

15 A0 835: [0]{

1930 831: SEQUENCE {

2302 1: INTEGER1

2631 11: SET{

2830 O SEQUENCE {

3006 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
3705 O NULL
: }
}
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39 30
41 06

52 A0

54 04

84 AO
88 30
92 30
96 AO

98 02

101 02

119 30
121 06

132 05

134 30

136 31
138 30

140 06

14513

154 30

156 17

17117

186 30

188 31
190 30

192 06

197 13

207 30 150:

Hoffman,

43:
9:

30:
28:

'560:
556:
405:

3:
1:

Ed.

16:

18:
16:
14:

30:
13:
13:

19:
17:
15:

}

}

Examples of SIMIME Messages

SEQUENCE {

July 2005

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)

[0] {

OCTET STRING 'This is some sample content.’

[0] {
SEQUENCE {
SEQUENCE {
[0]{

INTEGER 2

INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E

C410B3 B0
SEQUENCE {
OBJECT IDENTIFIER

shalwithRSAEncryption
(12840 113549115)
(PKCS #1)
NULL

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlRSA’

}

}

SEQUENCE {
UTCTime '990919010847Z’
UTCTime '3912312359597"

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceRSA’

}

}
SEQUENCE {
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21030 13:
21206 9:

22305 O:

22503 141:
229 30 137:
232 02 129:

36402 3:

369 A3 129
372 30 127:

37430 12:
376 06 3:

38101 1:
38404 2:
38630 O

38830 14:
39006 3:

39501 1:
39804 4
40003 2:

40430 31:
406 06 3:
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SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
(PKCS #1)

NULL

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER

OO0 E08973398D D8 F5F5E887 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB

DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1

2C BB D8 32 CF C6 68 6F 07 D9 BO 60

AC BE EE 34 09 6A 13 F5 F7 05 05 93

DF 5E BA 3556 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA553A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F
INTEGER 65537
}

}

(3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {
OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
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411 04
413 30
415 80

437 30
439 06

444 04
446 04
468 30

470 06

475 04
477 30
479 81

501 30
503 06

514 05

516 03 129:

24:
22:
20:

22:
20:

24:
22:
20:

0:
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(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[0]
E9Q E0 90 27 AC 78 20 TA9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A8A A3 CE 459D
CE EC 3C A0 BAE3 FF 50
}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceRSA@example.com’

SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEnNcryption

(12840113549115)
(PKCS #1)

NULL

BIT STRING 0 unused bits

3E7047 AB48 CC 1358 8F CA51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CAA38FCC 7D 56 C8 BC CF6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
1475 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 255D
7D 49 D394 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
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B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 B0 22

}

: }
648 31 203:  SET{
65130 200:  SEQUENCE {

654 02 1: INTEGER 1
657 30 38: SEQUENCE {
659 30 18: SEQUENCE {
66131 16: SET{

66330 14: SEQUENCE {

66506 3: OBJECT IDENTIFIER
; commonName (2 5 4 3)
; (X.520 id-at (2 5 4))
67013 7: PrintableString 'CarlRSA’

}
}

: }
679 02 16: INTEGER
) 46 34 6B C7 80 00 56 BC 11 D3 6E 2E

C410B3 B0
: }
69730 9 SEQUENCE {
699 06 5: OBJECT IDENTIFIER shal (1 314 3 2 26)
; (O1w)
706 05 O: NULL
: }
708 30 13: SEQUENCE {
71006 9: OBJECT IDENTIFIER
; rsaEncryption (1 2 840 11354911 1)
; (PKCS #1)
72105 O: NULL

1 }
723 04 128: OCTET STRING

: 2F 23 82 D2 F3 09 5F B8 0C 58 EB 4E
9D BF 89 9A 81 E5 75 C4 91 3D D3 DO
D5 7B B6 D5 FE 94 A1 8A AC E3 C4 84
F5 CD 60 4E 27 95 F6 CF 00 86 76 75
3F 2B FO E7 D4 02 67 A7 F5 C7 8D 16
04 A5 B3 B5E7 D9 32 FO 24 EF E7 20
44 D5 9F 07 C5 53 24 FA CE 01 1D OF
17 13 A7 2A 95 9D 2B E4 03 95 14 0B
E9 39 0D BA CE 6E 9C 9E 0C E8 98 E6
55 13 D4 68 6F DO 07 D7 A2 B1 62 4C
E3 8F AF FD EO D5 5D C7
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}
}
}

4.3. Basic Signed Content, Detached Content

Same as 4.1, except with no eContent. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not

Carl's root cert), no CRL. The message is ExContent, but the
eContent is not included. There are no signed or unsigned

attributes.

030 887: SEQUENCE {

406 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)

15 A0 872: [0]{

1930 868: SEQUENCE {

2302 1: INTEGER1

2631 91 SET{
2830 T SEQUENCE {
3006 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
}}
3730 11: =~ SEQUENCE {
3906 O OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)

; }
50 A0 736:  [0]{
54 30 732: SEQUENCE {

58 30 667: SEQUENCE {
62A0 3: [0] {
6402 1: INTEGER 2

; }
6702 2: INTEGER 200
7130 O SEQUENCE {

7306 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

; }
8230 18: SEQUENCE {

8431 16: SET{
8630 14: SEQUENCE {

8806 3: OBJECT IDENTIFIER
; commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
9313 7. PrintableString 'CarIlDSS’

}
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102 30

104 17

119 17

134 30

136 31
138 30

140 06

14513

155 30
159 30

163 06

172 30
176 02

308 02

331 02 128:

Hoffman,

30:
13:
13:

19:
17:
15:
3:

. 438:
299:

7.

' 286:
129:

. 21:

Ed.
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SEQUENCE {
UTCTime '990817011049Z’
UTCTime '3912312359597"

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceDSS’

}

}

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 100404 1)
(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00 81 8D CD ED 83 EAOA9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E3550875D539 7610 C4
78 BD FF 9D B0 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB

INTEGER
00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD

INTEGER
26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30C31E505D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 5356 BS5E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
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462 03
466 02

597 A3 129
127:

600 30
602 30

604 06

609 01

612 04

614 30

616 30
618 06

623 01

626 04

628 03

632 30
634 06

639 04

641 30

643 80

132:
128:

12:

24:
22:
20:
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D1 81 4A 60 39 BA 36 39
}}
BIT STRING 0 unused bits, encapsulates {
INTEGER
5C E3B95A 7514 96 0B A9 7TADD E3
3FA9ECACS5EDCBDB7 1311 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1BB 34 D4 D29 37 F66147B2C4
3284 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}

(3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B93 F1 1F
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665 30
667 06

672 04
674 04

696 30
698 06

703 04
705 30
707 81

729 30
731 06

740 03
743 30
745 02

767 02

790 31
792 30
794 02
797 30
799 30

22:
20:

24:
22:
20:

48:
45:
20:

21:

99:
97:

1:

24:
18:
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}
}

SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
BEG6C A1B3E3C1F7ED4370A4CE
1301 E2 FD E3 97 FE CD

}

SEQUENCE {
OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceDSS@example.com’

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
550C A4 19 1F 422B 89 71 22 338D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61535254 0B5CB2DD DA E7
76 1D E2 1052 5B 43 5E BD

}
}

SET{
SEQUENCE {
INTEGER 1
SEQUENCE {

SEQUENCE {
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80131 16: SET{
80330 14: SEQUENCE {

80506 3: OBJECT IDENTIFIER
; commonName (2 5 4 3)
(X.520 id-at (2 5 4))

810 13. 7 PrintableString 'CarIDSS’

: }

}}

81902 2: INTEGER 200
82330 7 SEQUENCE {
82506 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)

: (OIW)
83230 O SEQUENCE {

7: OBJECT IDENTIFIER

834 06
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

; }
843 04 46: OCTET STRING, encapsulates {

845 30 44: SEQUENCE {

847 02 20: INTEGER
) 06 FB C7 2A 24 D5 34 89 F7 8B B5 FD
; 73 24 A5 86 C8 OF 5A 6C

869 02 20: INTEGER

66 69 19 BC 68 58 D1 8D B1 9D 52 3F
DA 14 88 0D FD C9 A1 B8

4.4. Fancier Signed Content

Same as 4.1, but includes Carl’s root cert, Carl's CRL, some signed
and unsigned attributes (Countersignature by Diane). A SignedData
with no attribute certificates, signed by Alice using DSS, her
certificate and Carl’s root cert, Carl's DSS CRL. The message is
ExContent, and is included in the eContent. The signed attributes
are Content Type, Message Digest and Signing Time; the unsigned
attributes are content hint and counter signature. The message
includes also Alice’s RSA certificate.
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0 30 2829: SEQUENCE {

406 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)

15 A0 2814: [0] {

19 30 2810: SEQUENCE {

2302 1: INTEGER1

2631 9: SET{

2830 7: SEQUENCE {

3006 5: OBJECT IDENTIFIER shal (1 314 3 2 26)
(OIW)
}}
3730 43: SEQUENCE {
3906 9 OBJECT IDENTIFIER data (1 2840 11354917 1)
: (PKCS #7)
50 A0 30: [0] {
52 04 28: OCTET STRING 'This is some sample content.’
: }

; }
82 A01967:  [0]{
86 30 556: SEQUENCE {

90 30 405: SEQUENCE {

94 A0 3: [O] {

9602 1: INTEGER 2
: }

99 02 16: INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E

; C410B3 B0

11730 13: SEQUENCE {

11906 9: OBJECT IDENTIFIER
; shalwithRSAEncryption

(12840 113549115)

; (PKCS #1)

13005 O: NULL
: }

13230 18: SEQUENCE {

13431 16: SET{

136 30 14: SEQUENCE {

13806 3: OBJECT IDENTIFIER
; commonName (2 5 4 3)
(X.520 id-at (2 5 4))

14313 7. PrintableString 'CarlRSA’
: }
}}
152 30 30: SEQUENCE {
154 17 13: UTCTime '9909190108472’
169 17 13: UTCTime '3912312359597
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18430 19:
18631 17:
188 30 15:
19006 3:

19513 8

205 30 159:

208 30 13:
21006 9:

22105 O:

22303 141:
227 30 137:
230 02 129:

36202 3

367 A3 129
370 30 127:

37230 12:
37406 3:

37901 1:
38204 2:
38430 O

38630 14:
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SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceRSA’

}

}

SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
(PKCS #1)

NULL

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER

00 E0 89 73398D D8 F5 F5 E8 87 76
39 7F 4E B0 05 BB 53 83 DE OF B7 AB
DC 7D C7 7529 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 B0 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF5EBA 3556 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA553A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

INTEGER 65537

}

}

(3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
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388 06

39301
396 04
398 03

402 30
404 06

409 04
411 30
413 80

435 30
437 06

442 04
444 04

466 30
468 06

473 04
475 30
477 81

499 30
501 06

24:
22:
20:

22:
20:

24:
22:
20:
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OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
E9Q E0 90 27 AC 78 20 TA9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A8A A3 CE 459D
CE EC 3C A0 BAE3 FF 50
}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceRSA@example.com’

SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEnNcryption

(12840113549115)
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512 05

514 03 129:

646 30 667:
650 30 602:

654 AO
656 02

659 02
662 30
664 06

673 30
675 31
677 30
679 06

684 13

693 30
695 17
710 17

725 30
727 31
729 30
731 06

736 13

0:

3:
1:

1:
9:
7.

18:
16:
14:

3:

30:
13:
13:

18:
16:
14:

3:
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(PKCS #1)
NULL

BIT STRING 0 unused bits
3E7047 AB48CC 1358 8F CA51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CAA38FCC 7D 56 C8 BC CF6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 255D
7D 49 D394 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 B0 22

SEQUENCE {
SEQUENCE {

[0] {
INTEGER 2

INTEGER 1
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarIDSS’

}

}

SEQUENCE {
UTCTime '990816225050Z’
UTCTime '3912312359597

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarIDSS’
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745 30 439:
74930 299
75306 7:

762 30 286:
766 02 129:

898 02 21:

921 02 128:

1052 03 133:
1056 02 129:
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SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 100404 1)
(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00B6 49 18 BE8A 44 C1 297194 4C
01C412C17A79CB54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 C0 50 255D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OAB8ABA 16 7B B9 5001 48 93 8B EB
251551 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
AD E1 08 D4 6D 29 2D D6 E9

INTEGER
00 DD C1 2F DF 53 CE 0B 34 60 77 3E
02 A4 BF 8A 5D 98 B9 10 D5

INTEGER
0C EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 OD EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE45E3 06 AC8C 229D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BAEO 75
FO 42 C4 63 65 52 9B 0A

}
}

BIT STRING 0 unused bits, encapsulates {
INTEGER

0099 87 74 27 03 66 A0 B1 CO AD DC

2C 75 BB E16C 44 9C DA 21 6D 4D 47

6D B1 62 09 E9 D8 AE 1E F2 3A B4 94

B1 A38E 7A 9B 71 4E 00 94 C9 B4 25

4E B9 60 96 19 24 01 F3 62 0C FE 75

COFB CE D8 6800 E3 FD D5 70 4F DF
23961906 94 F4 B1 61 8F 3A 57 B1

08 11 A4 0B 26 25 F0 52 76 81 EA 0B
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1188 A3 66:
1190 30 64
119230 15:

119406 3:

1199 01
1202 04
1204 30
1206 01

120930 14

121106 3:

1216 01 1:
121904 4
122103 2:

122530 29:

122706 3:

123204 22:
123404 20:

1256 30 O:
1258 06 7:

1267 03 48:
127030 45:
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62 0D 95 2A E6 86 BA 72 B2 A7 50 83
0B AA27 CD 1B A94D 899A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A
}
}
(3] {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {
BOOLEAN TRUE

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 1 unused bits
'1100001'B

}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20BC 43 2B 93 F1 1F

}
}
}
}

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
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1272 02 20: INTEGER
) 6B A9 FO 4E 7TA 5A 79 E3 F9 BE 3D 2B
) C90637E91117A113
1294 02 21: INTEGER
) 00 8F 34 69 2A 8B B1 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

}

. } }
131730 732: ~ SEQUENCE {
1321 30 667: SEQUENCE {
1325A0 3: 0] {
132702 1: INTEGER 2

: }
133002 2 INTEGER 200
133430 O: SEQUENCE {

133606 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
134530 18: SEQUENCE {

1347 31 16: SET {
1349 30 14: SEQUENCE {

135106 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

1356 l?; 7. PrintableString 'CarlDSS’

; }
}}

136530 30: SEQUENCE {

1367 17 13: UTCTime '990817011049Z’

138217 13: UTCTime '3912312359597’
: }

1397 30 109: SEQUENCE {

139931 17: SET{

1401 30 15: SEQUENCE {

140306 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

1408 l?; 8: PrintableString 'AliceDSS’
: }

1418 30 438: SEQUENCE {

1422 30 299: SEQUENCE {

1426 06 7: OBJECT IDENTIFIER
; dsa (1 2 840 100404 1)
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1435 30 286:
1439 02 129

157102 21:

1594 02 128:

172503 132:
1729 02 128:

1860 A3 129:
1863 30 127:
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}

(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00 81 8D CD ED 83 EA OA9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E3550875D539 7610 C4
78 BD FF 9D B0 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB

INTEGER
00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD

INTEGER
26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30C31E505D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E90 F8 6D EA9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 5356 B5E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
}

BIT STRING 0 unused bits, encapsulates {
INTEGER

5C E3 B9 5A 7514 96 0B A9 7TADD E3
3FA9ECACS5EDCBDB7 1311 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1BB 34 D4 D29 37 F6 6147 B2C4
3284 FO 7TE 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}

[3]{
SEQUENCE {
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1865 30
1867 06

1872 01
1875 04
1877 30

1879 30
1881 06

1886 01
1889 04
1891 03

1895 30
1897 06

1902 04
1904 30
1906 80

1928 30
1930 06

1935 04
1937 04

1959 30
1961 06

1966 04
1968 30
1970 81

MR R

24:
22:
20:

22:
20:

24:
22:
20:
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SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}

SEQUENCE {
OBJECT IDENTIFIER

keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B93 F1 1F

}
}

SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
BEG6C A1 B3E3C1F7ED4370A4CE
1301 E2 FD E3 97 FE CD

}

SEQUENCE {
OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceDSS@example.com’
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}
}
}
. }}
199230 9 SEQUENCE {

199406 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
2003 03 48: BIT STRING 0 unused bits, encapsulates {
2006 30 45: SEQUENCE {
2008 02 20: INTEGER
: 550C A4 19 1F 422B 89 71 22 338D
: 83 6A B5 3D 67 6B BF 45
2030 02 21: INTEGER
: 00 9F 61535254 0B5CB2DD DA E7
76 1D E2 1052 5B 43 5E BD

}
}
}

: }
2053 A1 219:  [1]{
2056 30 2161  SEQUENCE {

2059 30 153: SEQUENCE {
206230 9: SEQUENCE {

206406 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
207330 18: SEQUENCE {

207531 16: SET {
2077 30 14: SEQUENCE {

207906 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

2084 l?; 7 PrintableString 'CarlDSS’
; }
}}
209317 13: UTCTime '990827070000Z’
2108 30 105: SEQUENCE {
211030 109: SEQUENCE {
211202 2: INTEGER 200

211617 13: UTCTime '990822070000Z’

: }
213130 19: SEQUENCE {
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213302
2137 17

2152 30
2154 02
2158 17

2173 30
2175 02
2179 17

2194 30
2196 02
2200 17

2215 30
2217 06

2226 03
2229 30
2231 02

2253 02

227531
2279 30
2283 02
2286 30
2288 30
2290 31
2292 30
2294 06

2299 13

13:

19:

2:

13:

19:

2:

13:

19:

13:

47
44.
20:

20:

554
550:

1:

24:
18:
16:
14

3:
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INTEGER 201
UTCTime '990822070000Z’

SEQUENCE {
INTEGER 211
UTCTime '990822070000Z’

SEQUENCE {
INTEGER 210
UTCTime '990822070000Z’

SEQUENCE {
INTEGER 212
UTCTime '990824070000Z’

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
7TE655276 33FE 347317 D1 F7 96
F9 A0 D4 D8 6D 5C 7D 3D
INTEGER
02 7TA5BB7D55B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET{
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS’
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2308 02

2312 30
2314 06

2321 AO
2323 30
2325 06

2336 31
2338 06
2349 30

2351 06

2362 31
2364 17

2379 30
2381 06

2392 31
2394 04

2416 30
2418 06

2427 04
2429 30
2431 02

2453 02

7.

93:

22:
20:

46:
44.
20:

20:
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INTEGER 200

SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)

[0] {

SEQUENCE {

OBJECT IDENTIFIER
contentType (1 2 840 11354919 3)
(PKCS #9 (1 2 840 113549 1 9))

SET{

OBJECT IDENTIFIER
data (1284011354917 1)
(PKCS #7)

SEQUENCE {

OBJECT IDENTIFIER
signingTime (1 2 840 113549 1 9 5)
(PKCS #9 (1 2 840 113549 1 9))

SET {

UTCTime ‘0305141539007’

SEQUENCE {

OBJECT IDENTIFIER
messageDigest (1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1 9))

SET{

OCTET STRING
40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 C0 22 96 87 DD 48

}
}

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

OCTET STRING, encapsulates {
SEQUENCE {
INTEGER
3BASEO0O4ADB6D 58 EO019D100 1C
4F 44 9A 57 7TA 71 66 68
INTEGER
1A 1198 D6 1F 1F AF 34 81 01 DE BE
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2475 A1
2479 30
2481 06

2494 31
2496 30
2498 0C

2532 06

2543 30
2547 06

2558 31
2562 30
2566 02
2569 30
2571 30
257331
2575 30
2577 06

2582 13

2591 02

2609 30
2611 06

2618 A0

354:
62:
11:

47:
45:
32:

286:
9:

271:
267:
1:
38:
18:
16:
14

16:

67:

Hoffman, Ed.

Examples of S/IMIME Messages July 2005

8B DC B6 A8 6A 91 69 13
}

[1]{
SEQUENCE {
OBJECT IDENTIFIER
id-aa-contentHint
(12840113549191624)
(S/MIME Authenticated Attributes
(1284011354919 16 2))
SET{
SEQUENCE {
UTF8String
‘Content Hints Description Buffer’
OBJECT IDENTIFIER
data (1284011354917 1)
(PKCS #7)

SEQUENCE {

OBJECT IDENTIFIER
countersignature (1 2 840 113549 1 9 6)
(PKCS #9 (1 2 840 113549 1 9))

SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA’

INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C410B3 BO

SEQUENCE {
OBJECT IDENTIFIER
shal (1314 32 26)
(OIw)

[0] {
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2620 30
2622 06

2633 31
2635 17

2650 30
2652 06

2663 31
2665 04

2687 30
2689 06

2700 05

2702 04 128:

22:
20:

0:
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SEQUENCE {
OBJECT IDENTIFIER
signingTime
(12840 113549195)
(PKCS #9 (1 2 840 113549 1 9))
SET {
UTCTime ‘0305141539002

SEQUENCE {
OBJECT IDENTIFIER
messageDigest
(12840113549 194)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OCTET STRING
02 5F 49 4E 39 98 50 85 B3 66 D3 8A
1F 7B 9E 69 AA FB D8 33

}
}

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption

(12840113549111)
(PKCS #1)

NULL

OCTET STRING

6D AA 20 24 ED 7A EE A5 5E 87 DD 75
1F2B 541065 F4 CE9B B12C 7874
BC 8B 1C 60 B5 DB 8B 03 9E 49 F2 2B
7F 93 6E 3D 89 14 C9 E3 6B F4 F6 7D
76 AE 3E 58 1F 9B BB BC 7C 30 19 4E
10 F7 02 F1 8B 5B B4 DB 9A BB 93 B4
18 DO CC 2B C9 91 A9 AD D9 46 F8 65
A9 E2 7195 DO D4 4E 1F CD 74 6F 82
E8 37 6F 5A 3D CB C7 D4 5F C2 80 1B
DA D3 84 40 68 5F 56 9A 62 F5 3B 0D
6C 33 C3 ED 67 3F 43 BF
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}
4.5. All RSA Signed Message

Same as 4.2, but includes Carl’'s RSA root cert (but no CRL). A
SignedData with no attribute certificates, signed by Alice using RSA,
her certificate and Carl’'s root cert, no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

0 30 NDEF: SEQUENCE {

206 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)

13 A0 NDEF: [0] {

15 30 NDEF: SEQUENCE {

1702 1: INTEGER1

2031 11:  SET{

2230 O SEQUENCE {

2406 5: OBJECT IDENTIFIER shal (1 314 3 2 26)
: (OIW)

3105 O: NULL

33 30 NDEF: SEQUENCE {

3506 9: OBJECT IDENTIFIER data (1 2840 11354917 1)
: (PKCS #7)

46 A0 NDEF; [0] {

48 24 NDEF: OCTET STRING {

5004 4. OCTET STRING 'This’

56 04 24: OCTET STRING ’ is some sample content.’
: }

}

; }
88 AONDEF:  [0]{
90 30 491: SEQUENCE {

94 30 340: SEQUENCE {
98 A0 3 [0]{

10002 1: INTEGER 2

: }
10302 16: INTEGER
; 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
; 9F F2 50 20
121 30 13: SEQUENCE {
12306 9: OBJECT IDENTIFIER
; shalwithRSAEncryption
(12840113549115)
; (PKCS #1)
13405 O: NULL
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136 30

138 31
140 30

142 06

14713

156 30

158 17

173 17

188 30

190 31
192 30

194 06

199 13

208 30
211 30

213 06

224 05

226 03
230 30
233 02

365 02

Hoffman,

18:
16:
14.
3:

30:
13:
13:

18:
16:
14.
3:

' 150:

13:

141
137:
129:

.3:

Ed.
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SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlRSA’

}

}

SEQUENCE {
UTCTime '990818070000Z’
UTCTime '3912312359597"

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlRSA’

}

}

SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
(PKCS #1)

NULL

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER

OO E4 4B FF 18 B8 2457 F4 77 FF 6E
737B93715C BC 33 1A 92927223
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD511E 17 7AF2 76 2C 2B 86 39
A7 BD D7 8D 1A53 ECE400D5 ESEC
A2 36 B1 ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 AO C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8575E F2 76 C4 F2 11 60
38 B9 1B 3C 1D 97 C9 6A F1

INTEGER 65537

}
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370 A3 66:
372 30 64:
37430 15:
376 06 3:

38101
384 04
386 30
388 01

39130 14
39306 3:

39801 1:
40104 4
40303 2:

40730 29:
40906 3:

41404 22:
416 04 20:

43830 13:
44006 O:

45105 O

453 03 129:
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[3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {
BOOLEAN TRUE

}
}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 1 unused bits
'1100001'B

}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {
OCTET STRING
E9 E0 90 27 AC 78 20 TA 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}
}
}

SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEnNcryption

(12840113549115)
(PKCS #1)

NULL

BIT STRING 0 unused bits

B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB OC FO 48 OF 32 61 EE C4 04
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585 30 556:
589 30 405:

593 A0

595 02

598 02

616 30
618 06

629 05

631 30

633 31
635 30

637 06

642 13

651 30

653 17

668 17

683 30

685 31
687 30

689 06

694 13

3:
1:

16:

18:
16:
14.
3:

30:
13:
13:

19:
17:
15:
3:
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EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 0B B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 359D 49 01 76 FA B9 B9
31F9F96B 1253 A0 F5 14 60 9B 7D
CA 3E F2 53 6B BO 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
C1 DA 6A 8D 53 34 18 02

SEQUENCE {
SEQUENCE {

[0] {
INTEGER 2

INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C410B3 B0
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(12840 113549115)
(PKCS #1)
NULL

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlRSA’

}

}

SEQUENCE {
UTCTime '990919010847Z’
UTCTime '3912312359597"

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceRSA’

}

}
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704 30 150:
70730 13:
70906 O:

72005 O:

722 03 141:
726 30 137:
729 02 129:

86102 3:

866 A3 129:
869 30 127:
87130 12:
87306 3:

87801 1:
88104 2:
88330 O

88530 14:
88706 3:

892 01 1:
89504 4
89703 2:

90130 31:
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SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
(PKCS #1)

NULL

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER

00 E089 73398D D8 F5 F5 E8 87 76
39 7F 4E B0 05 BB 53 83 DE OF B7 AB
DC 7D C7 7529 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 B0 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF5EBA 3556 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA553A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

INTEGER 65537

}

}

(3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {
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903 06

908 04
910 30
912 80

934 30
936 06

941 04
943 04

965 30
967 06

972 04
974 30
976 81

998 30
1000 06

1011 05

1013 03

3:

24:
22:
20:

22:
20:

24:
22:
20:

0:

129:

Hoffman, Ed.

Examples of S/IMIME Messages July 2005

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
E9Q E0 90 27 AC 78 20 TA9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A8A A3 CE 459D
CE EC 3C A0 BAE3 FF 50
}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceRSA@example.com’

SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEnNcryption
(12840113549115)
(PKCS #1)
NULL

BIT STRING 0 unused bits
3E7047 AB48CC 1358 8F CA51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CAA38FCC 7D 56 C8 BC CF6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 255D
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1147 31
1150 30
1153 02
1156 30
1158 30
1160 31
1162 30
1164 06

1169 13
1178 02

1196 30
1198 06

1205 05
1207 30
1209 06

1220 05

1222 04 128

}
203:
200:

1:

38:
18:
16:
14

3:

16:

0:
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7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
F9 EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 B0 22

SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlRSA’

INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C410B3 BO

SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)
NULL

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
(PKCS #1)

NULL

OCTET STRING

2F 23 82 D2 F3 09 5F B8 0C 58 EB 4E
9D BF 89 9A 81 E5 75 C4 91 3D D3 DO
D5 7B B6 D5 FE 94 A1 8A AC E3 C4 84
F5 CD 60 4E 27 95 F6 CF 00 86 76 75
3F 2B FO E7 D4 02 67 A7 F5 C7 8D 16
04 A5 B3 B5E7 D9 32 FO 24 EF E7 20
44 D5 9F 07 C5 53 24 FA CE 01 1D OF
17 13 A7 2A 95 9D 2B E4 03 95 14 0B
E9 39 0D BA CE 6E 9C 9E 0C E8 98 E6
55 13 D4 68 6F DO 07 D7 A2 B1 62 4C
E3 8F AF FD EO D5 5D C7
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4.6. Multiple Signers

Similar to 4.1, but the message is also signed by Diane. Two
signerinfos (one for Alice, one for Diane) with no attribute
certificates, each signed using DSS, Alice’s and Diane’s certificate
(not Carl's root cert), no CRL. The message is ExContent, and is
included in the eContent. There are no signed or unsigned
attributes.

0 30 1463: SEQUENCE {

406 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)

15 A0 1448: [0] {

19 30 1444: SEQUENCE {

2302 1: INTEGER1

2631 9: SET{

2830 7: SEQUENCE {

3006 5: OBJECT IDENTIFIER shal (1 314 3 2 26)
(OIW)
}}
3730 43: SEQUENCE {
3906 9 OBJECT IDENTIFIER data (1 2840 11354917 1)
: (PKCS #7)
50 A0 30: [0] {
52 04 28: OCTET STRING 'This is some sample content.’
: }

; }
82 A0 1180:  [0]{
86 30 440: SEQUENCE {

90 30 375: SEQUENCE {
94 A0 3 [0]{
96 02 1: INTEGER 2

: }
9902 2: INTEGER 210
10330 O SEQUENCE {

10506 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
11430 18: SEQUENCE {
116 31 16: SET {
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118 30
120 06

12513

134 30

136 17

15117

166 30

168 31
170 30

172 06

17713

187 30

190 30

192 06

201 03 133:
205 02 129:

337 A3
340 30
342 30

344 06

Hoffman,

30:
13:
13:

19:
17:
15:

120
127:

12:

Ed.

147:
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SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarIDSS’

}

}

SEQUENCE {
UTCTime '990817020810Z’
UTCTime '3912312359597"

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'DianeDSS’

}

}

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 100404 1)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
INTEGER

00 A0 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF A1 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EABD 05 22 D5 OF F6 FD 46 D7
AF 99 3809 OE 13CB 4F2C DD 1C 34
F7 1CBF 25 FF 23 D3 3B 59 E7 82 97
37 BE 3124 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7TEFC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AACD 2E C5 23

}

}
(3] {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
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349 01
352 04
354 30

356 30
358 06

36301
366 04
368 03

372 30
374 06

379 04
381 30
383 80

405 30
407 06

412 04
414 04

436 30
438 06

443 04
445 30
447 81

24:
22:
20:

22:
20:

24:
22:
20:

Hoffman, Ed.

Examples of S/IMIME Messages July 2005

(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
'11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B93 F1 1F

}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18

}

SEQUENCE {
OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'DianeDSS@example.com’
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469 30
471 06

480 03

483 30

485 02

508 02

530 30
534 30
538 AO

540 02

543 02

547 30

549 06

558 30

560 31
562 30

564 06

569 13

578 30

580 17

595 17

610 30

612 31
614 30
616 06

Hoffman,

9:

48:
45:
21:

20:

732:
667:
3:
1:

2:
9:
7.

18:
16:
14.
3:

30:
13:
13:

19:
17:
15:
3:

Ed.
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SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
00 A1 1A F8 17 OE 3E 5D A8 8C F4 B6
55 33 1E 4B E3 2C AC B9 5F
INTEGER
28 4B 104558 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3

SEQUENCE {
SEQUENCE {

[0] {
INTEGER 2

INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

SEQUENCE {
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarIDSS’

}

}

SEQUENCE {
UTCTime '990817011049Z’
UTCTime '3912312359597"

SEQUENCE {

SET{
SEQUENCE {
OBJECT IDENTIFIER

Informational [Page 78]



RFC 4134

62113 8:

631 30 438:
63530 299

63906 7:

648 30 286:
652 02 129:

784 02 21:

807 02 128:

938 03 132:
942 02 128:
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commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'AliceDSS’
}

}

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 100404 1)
(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00 81 8D CD ED 83 EAOA9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E3550875D539 7610 C4
78 BD FF 9D B0 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB

INTEGER
00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD

INTEGER
26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30C31E505D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E90 F8 6D EA9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 5356 BS5E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
}

BIT STRING 0 unused bits, encapsulates {
INTEGER
5C E3 B9 5A 7514 96 0B A9 7TADD E3
3FA9ECACS5EDCBD B7 1311 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
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1073 A3 129:
127:

1076 30
1078 30
1080 06

1085 01
1088 04
1090 30

1092 30
1094 06

1099 01
1102 04
1104 03

1108 30
1110 06

1115 04
1117 30
1119 80

1141 30
1143 06

1148 04
1150 04

12:
3:

MR R

24:
22:
20:

22:
20:
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A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
3284 FO 7E 41 40 FD 46 A7 63 4E 33
F2 AS E2 F4 F2 83 E5 B8

}

[3] {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}

SEQUENCE {
OBJECT IDENTIFIER

keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {

BIT STRING 6 unused bits
'11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B93 F1 1F

}
}

SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
BEG6C A1B3E3C1F7ED4370A4CE

Informational [Page 80]



RFC 4134

1172 30
1174 06

1179 04
1181 30
1183 81

1205 30
1207 06

1216 03
1219 30
1221 02

1243 02

1266 31
1269 30
1271 02
1274 30
1276 30
1278 31
1280 30
1282 06

1287 13

1296 02

24:
22:
20:

48:
45:
20:

21:

198:
97:

24:
18:
16:
14
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13 01 E2 FD E3 97 FE CD
}

SEQUENCE {
OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceDSS@example.com’

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
550C A4 19 1F 422B 89 71 22 338D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61535254 0B5CB2DD DA E7
76 1D E2 1052 5B 43 5E BD

SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET{
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS’

INTEGER 200
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1300 30
1302 06

1309 30
1311 06

1320 04
1322 30
1324 02

1346 02

1368 30
1370 02
1373 30
1375 30
1377 31
1379 30
1381 06

1386 13

1395 02

1399 30
1401 06

1408 30
1410 06

1419 04
1421 30
1423 02

o

~N©

46:
44.
20:

20:

97:

24:
18:
16:
14
3:

o

~N©

46:
44.
20:
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SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

OCTET STRING, encapsulates {
SEQUENCE {

INTEGER
48 24 DE 8B 85 F2 16 AF EC 82 61 A9
54 DO 2D 04 A1 CC5A 4F

INTEGER
17 ED D5 77 02 EE 7513 D8 10 BD 3D
97172088 BB FD 7B 81

SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET{
SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlDSS’

INTEGER 210

SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

OCTET STRING, encapsulates {

SEQUENCE {
INTEGER
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15 FF 81 4D 8C AD 80 4E 9B 35 58 04
) 37 6E 63 6E E9 5B 83 FA
1445 02 20: INTEGER
) 06 7E 58 4E 2B 31 84 41 ED 49 79 38
3E 77 D2 A6 8C 7508 21

4.7. Signing Using SKI

Same as 4.1, but the signature uses the SKI instead of the
issuer/serial number in the cert. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl’s root cert), identified by the SKI, no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

030 915: SEQUENCE {
406 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)
15 A0 900: [0]{
1930 896: SEQUENCE {
2302 1: INTEGER 3
2631 9: SET{
2830 7 SEQUENCE {
3006 5 OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)

; }
3730 43:  SEQUENCE {

3906 9 OBJECT IDENTIFIER data (1 2840 11354917 1)
: (PKCS #7)

50 A0 30: [0] {

52 04 28: OCTET STRING 'This is some sample content.’
: }

; }
82 A0 736: [0]{
8630 732: SEQUENCE {

90 30 667: SEQUENCE {
94 A0 3 [0]{
96 02 1: INTEGER 2
: }
9902 2: INTEGER 200
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10330 9: SEQUENCE {
10506 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
114 30 18: SEQUENCE {

116 31 16: SET {
118 30 14: SEQUENCE {

12006 3: OBJECT IDENTIFIER
; commonName (2 5 4 3)
(X.520 id-at (2 5 4))

125 13. 7 PrintableString 'CarIDSS’

: }
}}

13430 30 SEQUENCE {

136 17 13: UTCTime '990817011049Z’

15117 13: UTCTime '391231235959Z’
: }

166 30 19: SEQUENCE {

168 31 17: SET{

170 30 15: SEQUENCE {

17206 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

177 13. 8: PrintableString 'AliceDSS’
: }
B }}

187 30 438: SEQUENCE {

191 30 299: SEQUENCE {

19506 7: OBJECT IDENTIFIER
' dsa (12840100404 1)
; (ANSI X9.57 algorithm)
204 30 286: SEQUENCE {
208 02 129: INTEGER
; 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 D0 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E3550875D539 7610 C4
78 BD FF 9D B0 84 97 37 F2 E4 51 1B
; B5 E4 09 96 5C F3 7E 5B DB
340 02 21: INTEGER
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363 02 128:

494 03 132:
498 02 128:

629 A3 120
632 30 127:

634 30 12:
636 06 3:

64101 1:
644 04 2:
646 30 O:

64830 14
65006 3:

65501 1:
658 04 4:
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}

00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD

INTEGER
26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 233904 02 35 5C F2
CB1A30C31E505D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E90 F8 6D EA9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 5356 BS E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
}

BIT STRING 0 unused bits, encapsulates {
INTEGER

5C E3 B9 5A 7514 96 0B A9 7TADD E3
3FA9ECACS5EDCBD B7 1311 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1BB 34 D4 D29 37 F66147B2C4
3284 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}

(3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

SEQUENCE {

OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {
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660 03 2:

66430 31:
666 06 3:

67104 24
67330 22:
67580 20:

697 30 20:
699 06 3:

704 04 22
706 04 20

72830 31:
73006 3:

73504 24
73730 22
73981 20:

76130 O:
76306 7:

772 03 48:
77530 45
77702 20
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BIT STRING 6 unused bits
'11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B93 F1 1F

}
}

SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
BEG6C A1B3E3C1F7ED4370A4CE
1301 E2 FD E3 97 FE CD

}

SEQUENCE {
OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceDSS@example.com’

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
550C A4 19 1F 422B 89 71 22 338D
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) 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
}

; }

82231 95: SET{

82430 93: SEQUENCE {

826 02 1: INTEGER 3

82980 20: [0]
: BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
: 13 01 E2 FD E3 97 FE CD

85130 7: SEQUENCE {

85306 5: OBJECT IDENTIFIER shal (1 314 3 2 26)
; (O1w)

: }

86030 9: SEQUENCE {

86206 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
; (ANSI X9.57 algorithm)

: }
87104 46: OCTET STRING, encapsulates {
87330 44: SEQUENCE {
87502 20: INTEGER
: 6D 8E 5A CD 28 A0 1F D9 86 AD 7A E9
: DF AC D7 BE EC BE 3F F8
897 02 20: INTEGER
: 7C8A06 IEFCA441357EF72414
FD 3D CO0 56 B7 05 27 D5

4.8. S/IMIME multipart/signed Message

A full SIMIME message, including MIME, that includes the body part
from 4.3 and the body containing the content of the message.

MIME-Version: 1.0

To: User2z@examples.com

From: aliceDss@examples.com

Subject: Example 4.8

Message-Ild: <020906002550300.249@examples.com>
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Date: Fri, 06 Sep 2002 00:25:21 -0300

Content-Type: multipart/signed,;
micalg=SHA1;
boundary="----=_NextBoundry Fri,_06_Sep_2002_00:25:21";
protocol="application/pkcs7-signature"

This is a multi-part message in MIME format.
------ = NextBoundry Fri,_06_Sep_2002_00:25:21

This is some sample content.

------ =_NextBoundry Fri,_06_Sep_2002_00:25:21
Content-Type: application/pkcs7-signature; name=smime.p7s
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s

MIIDdwY JKoZlhveNAQcColIDaDCCA2QCAQEXCTAHBgUrDgMCGjALBgkghkiGOwOBBwGgggL
gMIIC3DCCApugAwWIBAgICAMgwCQYHKo0ZIzjgEAzZASMRAWDgYDVQQDEWIDYXJSRFNTMB4XDT
k5MDgxNzAXMTAOOVoXDTM5MTIzMTIzNTk1OVowEzZERMA8GALIUEAXMIQWxpY2VEU1MwggG2M
[IBKWYHKo0ZIZ]gEATCCAR4CgYEAQY3N7YPgCp45PsJIKKPkR5PdDteoDuxTxauECE//IOFz XJsRFNTAgIAyDAHBgUrDgMCGjAJBgcghkjOOAQDBCAWLAIUM/mG
f6gkgp9Z0XtRdGimJeB/BXUCFGFFJqQwYRtIWYclOQoGiaowqGzVI

------ = NextBoundry Fri,_06_Sep_2002_00:25:21--
4.9. S/MIME application/pkcs7-mime Signed Message
A full SIMIME message, including the MIME parts.

MIME-Version: 1.0

To: User2z@examples.com

From: aliceDss@examples.com

Subject: Example 4.9

Message-ld: <021031164540300.304@examples.com>

Date: Thu, 31 Oct 2002 16:45:14 -0300

Content-Type: application/pkcs7-mime; smime-type=signed-data;
name=smime.p7m
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Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

MIIDMQYJKoZIhveNAQcColIDijCCA4Y CAQEXCTAHBgUrDgMCGjAtBgkghkiGOwWOBBWGQIAQ
eDQpUaGIzIGIzIHNvbWUgc2FtcGxIIGNvbnRIbnQuollC4DCCAtwwggKboAMCAQICAgDIMA
kGByqGSM44BAMWEJEQMA4GAL1UEAXMHQ2FYbERTUzAeFWO50TA4AMTcwMTEWNDIaFw0zOTEYM
zEyMzUSNTIaMBMXETAPBgNVBAMTCEFsaWNIRFNTMIIBtjCCASsGByqGSM44BAEwggEeA0GB
AIGNze2D6gqeOT7CSCij5EeT3Q7XqA7sUSWrhAhP/5ThcOh+DNbzREjR/p+vpKGJIL+HZMMg
23j+bv7dM3F9piuR10DcMkQiVmM96nXvn89J8v3UO0ilTxP7AHCEINXY|Dw7Wz41UlddU5dh
DEeL3/nbCElzfy5FEbteQJlizzflvbAhUA4kemGkVmuBPG20+4NyErYov3k80CgYAMONAUI
TKqOfs+bdILWWpMdiM5BAILXPLLG]DDHIBd3ZtZ4s29gBT1YwHuiNrhuB699iklIp/R1z00l
Xks+kPht6pzJlYo7dhTpzi5dowfNI4W4LzABfG1JIRGINKS9+MiVSINWteL5c+waYTYTEX/
Cve3RUP+YdMLRgUpgObo20QOBhAACgYBc471adRSWC6163eM/geysXty9txMRNKYWiSgRI9
kOhmd1dRMSPUNDbb+VRv/qJ8qlbPiR9IPQeNW2PIu0WIoErjhdbOBoA/6 CN+GvikglMauCcNH
u8Iv2YUgFxirGX6FYvxuzTUOpY39mFHssQyhPB+QUD9Rqd]TjPypeL080oPIuKOBgTB/MAWG
A1UdJEWEB/WQCMAAwWDgYDVROPAQH/BAQDAghAMB8GA1UdIwQYMBaAFHBEPoIub4feStN14z0
gvEMrk/EfMBOGA1UdDgQWBBS+bKGz48H37UNwpM4TAelL945f+zTAfBgNVHREEGDAWQRRBbG
[jZURTUOBIeGFtcGXILmMNvbTAJBgcqhkjiOOAQDAzAAMCOCFFUMpBKIQiuJcSIzjYNQtT1na
79FAhUAN2FTUIQLXLLd2ud2HelQUItDXrOxYzBhAgEBMBgWEJEQMA4GA1IUEAXMHQ2FYbERT
UwlCAMgwBwWYFKw4DAhowCQYHKoZIzjgEAWQUMCWCFD1cSW6LIUFzeXle3YI5SKSBer/sAhQ
mCq7s/CTFHOEjgASeUjbMpx5g6A==

4.10. SignedData with Attributes
A SignedData message with the following list of signedAttributes:

-unknown OID

-contentHints
-smimeCapablilties
-securityLabel
-ContentReference
-smimeEncryptKeyPreference
-mlExpansionHistory
-EquivalentLabel

0 30 2047: SEQUENCE {
406 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)
15 A0 2032: [0] {
1930 2028 SEQUENCE {
2302 1: INTEGER1
2631 9: SET{
2830 7:  SEQUENCE {
3006 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)

; }
3730 43:  SEQUENCE {
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3906 9: OBJECT IDENTIFIER data (1 2 840 11354917 1)
: (PKCS #7)

50 A0 30: [0] {

5204 28: OCTET STRING 'This is some sample content.’
: }

; }
82 A0 736:  [0]{
8630 732: SEQUENCE {

90 30 667: SEQUENCE {
94A0 3: [0]{
96 02 1: INTEGER 2

: }
9902 2: INTEGER 200
10330 O SEQUENCE {

10506 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
114 30 18: SEQUENCE {

116 31 16: SET {
11830 14: SEQUENCE {

12006 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
12513 7: PrintableString 'CarlDSS’
: }
}

; }
13430 30: SEQUENCE {

136 17 13: UTCTime '990817011049Z’

15117 13: UTCTime 3912312359597’
: }

166 30 19: SEQUENCE {

16831 17: SET{

17030 15: SEQUENCE {

17206 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

177 13. 8: PrintableString 'AliceDSS’
; }
. }}

187 30 438: SEQUENCE {

191 30 299: SEQUENCE {

19506 7: OBJECT IDENTIFIER
; dsa (1 2 840 100404 1)
: (ANSI X9.57 algorithm)

204 30 286: SEQUENCE {
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208 02 129:

34002 21:

363 02 128:

494 03 132:
498 02 128:

629 A3 129
632 30 127:

634 30 12:
636 06 3:
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INTEGER
00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 0C 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E35508 75 D539 76 10 C4
78 BD FF 9D B0 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB

INTEGER
00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD

INTEGER
26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 233904 02 35 5C F2
CB 1A 30C31E505D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA9C C9 21 BA 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
954A 5356 BSE2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
}

BIT STRING 0 unused bits, encapsulates {
INTEGER

5C E3B95A 7514 96 0B A9 7TADD E3
3FA9ECACS5EDCBDB7 1311 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1BB 34 D4 D29 37 F6 6147 B2 C4
3284 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
}

[3]{

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
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641 01

644 04

646 30

648 30
650 06

655 01

658 04

660 03

664 30
666 06

67104

673 30

675 80

697 30
699 06

704 04
706 04
728 30

730 06

73504

737 30

739 81
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22:
20:

24:
22:
20:
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basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}
}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
"11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B 93 F1 1F

}
}

SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
BEG6C AL1B3E3C1F7ED4370A4CE
1301 E2 FD E3 97 FE CD

}

SEQUENCE {
OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] 'AliceDSS@example.com’
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761 30
763 06

772 03

775 30

77702

799 02

: }
822 31 1225:
826 30 1221:

830 02
833 30
835 30
837 31
839 30

841 06
846 13
855 02
859 30

861 06

868 A0 1119
87230 24
874 06

88531 11:

887 06
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20:

21:

1:

24:
18:
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14:

3:

2:

7:
5:

9:
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SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
550C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
INTEGER
00 9F 61535254 0B5C B2 DD DA E7
76 1D E2 1052 5B 43 5E BD

}
}

SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString 'CarlDSS’
}

}
INTEGER 200

SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
(OIW)

[0] {

SEQUENCE {

OBJECT IDENTIFIER
contentType (1 2 840 11354919 3)
(PKCS #9 (1 2 840 113549 1 9))

SET {

OBJECT IDENTIFIER
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898 30
900 06

91131
913 04

935 30
937 06
942 31
944 04

993 30
995 06

1008 31
1010 30
1012 0C

1046 06

1057 30
1059 06

1070 31
1072 30
1074 30
1076 06
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data (1 2 840 113549 1 7 1)
(PKCS #7)

SEQUENCE {

OBJECT IDENTIFIER
messageDigest (1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1 9))

SET{
OCTET STRING
40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 C0 22 96 87 DD 48

}

SEQUENCE {
OBJECT IDENTIFIER '1 2 5555’
SET {
OCTET STRING
'This is a test General ASN Attribut’
‘e, number 1.

}

SEQUENCE {
OBJECT IDENTIFIER
id-aa-contentHint
(12840113549191624)
(S/MIME Authenticated Attributes
(12840113549 1916 2))
SET {
SEQUENCE {
UTF8String
'Content Hints Description Buffer’
OBJECT IDENTIFIER
data (12840 113549171)
(PKCS #7)

SEQUENCE {
OBJECT IDENTIFIER
sMIMECapabilities
(1284011354919 15)
(PKCS #9
(128401135491 9))
SET {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER'12345¢6’

Informational [Page 94]



RFC 4134

1083 30
1085 06
1093 04

1133 30
1135 06

1148 31
1150 31
1152 02
1155 06
1164 13

1193 31
1195 30
1197 80

1207 Al
1209 13

1244 30
1246 06

1259 31
1261 30
1263 06
1270 04
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38:

109:
11:

94:
92:
27:
49:
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35:
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96:
94:

43:
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SEQUENCE {
OBJECT IDENTIFIER 123456 77
OCTET STRING
'Smime Capabilities parameters buffe’
e
}
}
}

SEQUENCE {
OBJECT IDENTIFIER
id-aa-securityLabel
(12840113549191622)
(S/MIME Authenticated Attributes
(1284011354919 16 2))
SET {
SET{
INTEGER 1
OBJECT IDENTIFIER'12345678
PrintableString
'THIS IS A PRIVACY MARK TEST’
SET {
SEQUENCE {
[O]
2A 03 04 05 06 07 86 78
[1]{
PrintableString
'THIS IS A TEST SECURITY-’
'CATEGORY’

SEQUENCE {
OBJECT IDENTIFIER
id-aa-contentReference
(128401135491916210)
(S/MIME Authenticated Attributes
(12840113549 1916 2))
SET {
SEQUENCE {
OBJECT IDENTIFIER 123456’
OCTET STRING
‘Content Reference Content ldentifie’
r Buffer’

Informational [Page 95]



RFC 4134

1315 04

1357 30
1359 06

1372 31
1374 AO
1376 30
1378 31
1380 30
1382 06

1387 13

1391 31
1393 30
1395 06

1400 13

1415 31
1417 30
1419 06

1424 13

1434 31
1436 30
1438 06

1443 13
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OCTET STRING
'Content Reference Signature Value B’
‘uffer’

}
}

SEQUENCE {
OBJECT IDENTIFIER
id-aa-encrypKeyPref
(128401135491 9162 11)
(S/MIME Authenticated Attributes
(12840113549 1916 2))
SET{
[0]{
SEQUENCE {
SET{
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString 'US’

SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName (2 5 4 10)
(X.520 id-at (2 5 4))
PrintableString 'US Government
}

}

SET {

SEQUENCE {
OBJECT IDENTIFIER

organizationalUnitName
(254 11)

(X.520 id-at (2 5 4))
PrintableString "VDA Site’

}

}
SET{

SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(254 11)
(X.520 id-at (2 5 4))
PrintableString 'VDA’
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1448 31
1450 30
1452 06

1457 13
1468 02

1474 30
1477 06

1490 31
1493 30
1496 30
1499 04
1508 18
1525 Al
1528 30
1531 A4
1533 30
153531
1537 30
1539 06

1544 13

1548 31
1550 30
1552 06

1557 13

1572 31
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}
SET{

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'Daisy RSA’

INTEGER 173360179

SEQUENCE {
OBJECT IDENTIFIER
id-aa-mlExpandHistory
(1284011354919 16223)
(S/MIME Authenticated Attributes
(12840113549 1916 2))
SET{
SEQUENCE {
SEQUENCE {
OCTET STRING '5738299’
GeneralizedTime '199903111044332’
[1]{
SEQUENCE {
[4] {
SEQUENCE {
SET{
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString 'US’
}

}
SET{

SEQUENCE {
OBJECT IDENTIFIER
organizationName
(254 10)
(X.520 id-at (2 5 4))
PrintableString
'US Government’
}
}
SET {
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1574 30
1576 06

1581 13

1591 31
1593 30
1595 06

1600 13

1605 31
1607 30
1609 06

1614 13

1630 A4
1632 30
1634 31
1636 30
1638 06

1643 13

1647 31
1649 30
1651 06

1656 13
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SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(25411)
(X.520 id-at (2 5 4))
PrintableString
'VDA Site’
}
}
SET{
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(25411)
(X.520 id-at (2 5 4))
PrintableString 'VDA’

SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString
'Bugs Bunny DSA’

}
}
}

[4] {
SEQUENCE {
SET{
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString 'US’

SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName
(254 10)
(X.520 id-at (2 5 4))
PrintableString
'US Government’

}
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1671 31
1673 30
1675 06

1680 13

1690 31
1692 30
1694 06

1699 13

1704 31
1706 30
1708 06

1713 13

1729 30
1733 06

1746 31
1749 30
1752 31
1754 02
1757 06
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12:
10:

23:
21:

14:

258:

11:

242:
239:
114:

1:
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}
SET{

SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(25411)
(X.520 id-at (2 5 4))
PrintableString
'VDA Site’
}
}
SET{
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(25411)
(X.520 id-at (2 5 4))
PrintableString 'VDA’

SET{
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString
'Elmer Fudd DSA’

SEQUENCE {
OBJECT IDENTIFIER
id-aa-equivalentLabels
(128401135491916209)
(S/MIME Authenticated Attributes
(1284011354919 16 2))
SET {
SEQUENCE {
SET {
INTEGER 1
OBJECT IDENTIFIER 12345679
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1766 13

1806 31
1808 30
1810 80

1820 Al
1822 13

1868 31
1870 02
1873 06

1882 13

1929 31
1931 30
1933 80

1943 Al
1945 13

1991 30
1993 06

2002 04
2004 30
2006 02

Hoffman,

38:

60:
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46:
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PrintableString
'EQUIVALENT THIS IS A PRIVACY MARK T’
'EST’
SET {
SEQUENCE {
[0]
2A 03 04 05 06 07 86 78
[1]{
PrintableString
'EQUIVALENT THIS IS ATEST SECURITY-’
'CATEGORY.

}
}
}

SET {
INTEGER 1
OBJECT IDENTIFIER
123456710
PrintableString
'EQUIVALENT THIS IS A SECOND PRIVACY’
"MARK TEST’
SET {
SEQUENCE {
[0]
2A 03 04 05 06 07 86 78
[1]{
PrintableString
'EQUIVALENT THIS IS ATEST SECURITY-’
'CATEGORY.

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

OCTET STRING, encapsulates {
SEQUENCE {
INTEGER
00BC 333765C4 F7705C 17 49 13
AA 4C 85 CA BB 5291 4859
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2029 02 20: INTEGER
) 63 96 A2 14 8B CF 57 DE B0 48 5F 6C
64 DD 84 04 49 5F 1C CA

4.11. SignedData with Certificates Only

CA SignedData message with no content or signature, containing only
Alices’s and Carl’s certificates.

0 30 1672: SEQUENCE {

406 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
. (PKCS #7)

15 A0 1657: [0] {

19 30 1653: SEQUENCE {

2302 1: INTEGER1

2631 0: SET{

2830 11: SEQUENCE {

3006 9 OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

(PKCS #7)

; }
41 A0 1407:  [0]{
45 30 667: SEQUENCE {

49 30 602: SEQUENCE {

53A0 3: [0] {

5502 1 INTEGER 2
: }

5802 1 INTEGER 1

6130 O: SEQUENCE {

6306 7: OBJECT IDENTIFIER
; dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
7230 18: SEQUENCE {

7431 16: SET{
76 30 14: SEQUENCE {

7806 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
8313 7. PrintableString 'CarIDSS’
: }
}
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92 30
94 17

109 17

124 30

126 31
128 30

130 06

13513

144 30
148 30

152 06

161 30
165 02

297 02

320 02
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' 30:
13:
13:

18:

16:

14:
3:

. 439:
299:

7:

' 286:
129:

. 21:

" 128:
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SEQUENCE {
UTCTime '990816225050Z"
UTCTime '3912312359597'

SEQUENCE {
SET{
SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarIDSS’

}

}

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 100404 1)
(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00 B649 18 3E8A 44 C12971944C
01C412C17A79CB54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 C0 50 255D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OAB8ABA 16 7B B950 01 48 93 8B EB
251551 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
AD E1 08 D4 6D 29 2D D6 E9

INTEGER
00 DD C1 2F DF 53 CE 0B 34 60 77 3E
02 A4 BF 8A 5D 98 B9 10 D5

INTEGER
OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 OD EB 46 59 3C
56 0B 2B 5B 0C 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE45E3 06 AC8C 229D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BAEO 75
FO 42 C4 63 65 52 9B 0A
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451 03 133:
455 02 129:

587 A3 66:

589 30 64:
59130 15:
59306 3:

598 01
601 04
603 30
605 01

608 30 14:
61006 3:

615 01
618 04
620 03

NARR

62430 29
62606 3:

63104 22
63304 20:
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BIT STRING 0 unused bits, encapsulates {
INTEGER

0099 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
B1 A38E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0C FE 75
COFB CE D8 6800 E3 FD D5 70 4F DF
2396 1906 94 F4 B1 61 8F 3A 57 B1
08 11 A4 0B 26 25 F0 52 76 81 EA 0B
62 0D 95 2A E6 86 BA 72 B2 A7 50 83
0B AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}

[3] {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {
BOOLEAN TRUE

}
}

SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 1 unused bits
'1100001'B

}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20BC 43 2B 93 F1 1F
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655 30
657 06

666 03

669 30

671 02

693 02

716 30
720 30
724 AO

726 02

729 02

733 30

735 06

744 30

746 31
748 30

750 06

75513

764 30

766 17

781 17

796 30

798 31

34

9:

48:
45:
20:

21:

732:
667:
3:
1:

2:
9:
7:

18:

16:

14:
3:

30:
13:
13:

19:
17:
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SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
6B A9 FO 4E 7TA5A 79 E3 F9 BE 3D 2B
C90637E91117A113
INTEGER
00 8F 34 69 2A 8B B1 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

SEQUENCE {
SEQUENCE {

[0] {
INTEGER 2

INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

SEQUENCE {
SET {
SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlDSS’

}
}

SEQUENCE {
UTCTime '990817011049Z’
UTCTime '3912312359597'

SEQUENCE {
SET{
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800 30 15:
80206 3:

80713 8:

817 30 438:
82130 299
82506 7:

834 30 286:
838 02 129

97002 21:

993 02 128:

1124 03 132:
1128 02 128:
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SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'AliceDSS’

}
}

SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 100404 1)
(ANSI X9.57 algorithm)
SEQUENCE {

INTEGER
00 81 8D CD ED 83 EA OA9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5AB 84 08 4F FF 94 E1 73 48 7E
0C D6 F3 44 48 D1 FE 9F AF A4 A1 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3B5B3E3550875D539 7610 C4
78 BD FF 9D B0 84 97 37 F2 E4 51 1B
B5 E4 09 96 5C F3 7E 5B DB

INTEGER
00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD

INTEGER
26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30C31E505D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 5356 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}
}

BIT STRING 0 unused bits, encapsulates {
INTEGER
5C E3B95A 7514 96 0B A9 7TADD E3
3FA9ECACS5EDCBDB7 1311 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
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1259 A3
1262 30
1264 30
1266 06

1271 01
1274 04
1276 30

1278 30
1280 06

1285 01
1288 04
1290 03

1294 30
1296 06

1301 04
1303 30
1305 80

1327 30
1329 06

1334 04

Hoffman,

129:
127:

12:
3:

NAR

24:
22:
20:

22:

Ed.
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12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 A0 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 0D 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
3284 FO 7E 41 40 FD 46 A7 63 4E 33
F2 AS E2 F4 F2 83 E5 B8

}

[3] {
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}

SEQUENCE {
OBJECT IDENTIFIER

keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {

BIT STRING 6 unused bits
"11'B
}

SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[O]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D20BC 432B 93 F1 1F

}
}

SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {
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1336 04

1358 30
1360 06

1365 04
1367 30
1369 81

1391 30
1393 06

1402 03
1405 30
1407 02

1429 02

1452 Al
1455 30
1458 30
1461 30
1463 06

1472 30
1474 31
1476 30
1478 06

Hoffman,

20: OCTET STRING
BEG6C AL1B3E3C1F7ED4370A4CE
1301 E2 FD E3 97 FE CD
}
}
31; SEQUENCE {
3: OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
24: OCTET STRING, encapsulates {
22: SEQUENCE {
20: [1] 'AliceDSS@example.com’
}
}
}
}
}
}
9: SEQUENCE {
7 OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
48: BIT STRING 0 unused bits, encapsulates {
45: SEQUENCE {
20: INTEGER
550C A419 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45
21: INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD
}
}
}
}
219: [1]{
216: SEQUENCE {
153: SEQUENCE {
9: SEQUENCE {
7 OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
}
18: SEQUENCE {
16: SET {
14. SEQUENCE {
3: OBJECT IDENTIFIER
commonName (2 5 4 3)
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1483 13

1492 17 13:
1507 30 105:
19:

1509 30
1511 02
151517

1530 30
1532 02
1536 17

1551 30
1553 02
1557 17

1572 30
1574 02
1578 17

1593 30

1595 02
1599 17

1614 30
1616 06

1625 03
1628 30
1630 02

1652 02

1674 31
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7

2:

13:

19:

2.

1’3;:

19:

2.

1’3;:

19:

2.

1’3;:

19:

2.

1’3;:

47:
44.
20:

20:

0:
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(X.520 id-at (2 5 4))
PrintableString 'CarlDSS’

UTCTime '990827070000Z’
SEQUENCE {
SEQUENCE {

INTEGER 200

UTCTime '990822070000Z’

SEQUENCE {
INTEGER 201
UTCTime '990822070000Z’

SEQUENCE {
INTEGER 211
UTCTime '990822070000Z’

SEQUENCE {
INTEGER 210
UTCTime '990822070000Z’

SEQUENCE {
INTEGER 212
UTCTime '990824070000Z’

SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

BIT STRING 0 unused bits, encapsulates {
SEQUENCE {
INTEGER
7TE 655276 33FE 347317 D1 F796
F9 A0 D4 D8 6D 5C 7D 3D
INTEGER
02 7A5BB7D55B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

SET {}
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}
}
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5. Enveloped-data

5.1. Basic Encrypted Content, TripleDES and RSA

An EnvelopedData from Alice to Bob of ExContent using TripleDES for
encrypting and RSA for key management. Does not have an

Originatorinfo.

0 30 286: SEQUENCE {
406 9: OBJECT IDENTIFIER
envelopedData (1 2 840 1135491 7 3)

: (PKCS #7)
15 A0 271: [0]{
1930 267: SEQUENCE {
2302 1: INTEGER 0
26 31 192: SET {
29 30 189: SEQUENCE {
3202 1: INTEGER 0
3530 38: SEQUENCE {
3730 18: SEQUENCE {
3931 16: SET {
41 30 14: SEQUENCE {
4306 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
4813 7: PrintableString 'CarlRSA’
: }
}
57 02 16: INTEGER
; 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO
7530 13: SEQUENCE {
7706 9: OBJECT IDENTIFIER
; rsaEncryption (1 2 840 11354911 1)
: (PKCS #1)
8805 O: NULL
90 04 128: OCTET STRING
: OB 71 0D E6 71 88 88 98 B6 96 C1 8F
70 FD A2 27 DE DA E1 EF 24 6C A4 33
DF AC EO E9 9D A2 D3 2C 7A CD 80 B8
99 9E E65F B141B37216 83E7 FA
2A008B C7 73357826 D6 C7 CF 8C
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0C 56 DB A5 76 9D 08 38 OE F3 F9 D4
91 4358 78 DC 49 B6 EC EE 6C 68 33
A3 211D F0 28 78 1F F7 5D F6 07 73
4D DF AD 69 31 20 4B 48 A9 75 22 6E
36 79 1563 8F CC EB 9D A3 28 A1 D1
2C 57 F4ADA 1A 2C 75 1F

. }}

22130 67: SEQUENCE {

22306 9:  OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

23430 20:  SEQUENCE {

236 06 8: OBJECT IDENTIFIER
; des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
: (12840 113549 3))
246 04 8: OCTET STRING

2D 68 C5 E9 47 06 51 35
: }
256 80 32: [0]

OE C8 92 7F C6 7D 3F 8D CB AD 8E OE
C549 3A EB 47 2E D6 55 DE 09 21 4E
48 EA 4E 27 B1 6E 57 25

}
}
}
}

5.2. Basic Encrypted Content, RC2/128 and RSA

Same as 5.1, except using RC2/128 for encryption and RSA for key
management. An EnvelopedData from Alice to Bob of ExContent using
RC2/40 for encrypting and RSA for key management. Does not have an
Originatorinfo or any attributes.

0 30 291: SEQUENCE {
406 9: OBJECT IDENTIFIER
envelopedData (1 2 840 1135491 7 3)

. (PKCS #7)

15 A0 276: [0]{

1930 272: SEQUENCE {

2302 1. INTEGER O

26 31 192: SET{

29 30 189: SEQUENCE {

3202 1 INTEGER 0
3530 38: SEQUENCE {
3730 18: SEQUENCE {
3931 16: SET{
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41 30

43 06

4813
5702

7530
77 06
8805

90 04 128:

221 30
223 06

234 30
236 06

246 30

248 02

251 04

261 80

14:
3:

16:

0:

32:
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SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString 'CarlRSA’

}

}

INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 11354911 1)
(PKCS #1)

NULL

OCTET STRING
8542 BE E3 0B 2E E5 OF 09 AA 24 CA
DEDAC1D309B8272B25CBD571
FB C9 9C DB FO B2 6E A0 8A 5F 1C 9D
4A ED 98 9D 15 39 26 01 1A 2E 6B FO
44 39 89 37 3C 6F C7 4A 61 0B 0B 27
77 AAF9 D4 97 A4 D2 21 3F C2 3F 20
D4 DC 10 E9 D6 3F 00 DB 9C 82 47 D6
7E 96 FF 12 6E 87 84 AO BA ED 81 OF
56 6D A6 1D EB AB C3 B7 A1 B9 F8 5F
8B CC 1B4A E5 14 36 06 61 DO C7 64
5F 69 67 91 A9 50 EE D8

SEQUENCE {

OBJECT IDENTIFIER data (1 2 840 11354917 1)

(PKCS #7)
SEQUENCE {

OBJECT IDENTIFIER rc2CBC (1 2 840 113549 3 2)

(RSADSI encryptionAlgorithm
(1 2840 113549 3))
SEQUENCE {

INTEGER 58
OCTET STRING
E8 70 81 E2 EF C5 1557

}

[0]
06 53 OA 7B 8D 5C 16 0D CC D5 76 D6
8B 59 D6 45 8C 1A 1A 0C E6 1E F3 DE
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43 56 00 9B 40 8C 38 5D

}
}
}
}

5.3. S/IMIME application/pkcs7-mime Encrypted Message

A full SIMIME message, including MIME, that includes the body part
from 5.1.

MIME-Version: 1.0
Message-ld: <00103112005203.00349@amyemily.ig.com>
Date: Tue, 31 Oct 2000 12:00:52 -0600 (Central Standard Time)
From: Userl
To: User2
Subject: Example 5.3
Content-Type: application/pkcs7-mime;

name=smime.p7m;

smime-type=enveloped-data
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

MIIBHgYJKoZlhveNAQcDolIBDzCCAQsCAQAXgcAwWghOCAQAWIJASMRAWDGYDVQQDEwWDY XJ
SUINBAhBGNGVHgABWVBHTbi7NXXHQMAOGCSqGSIb3DQEBAQUABIGAC3ENSNGIiJi2IsGPcP
2iJ97a4e8kbKQz36z9622i0yx6zYC4AmZ7mX7FBs3IWg+f6KgCLx3M1eCbWx8+MDFbbpXadC
DgO8/nUKUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgS0ipdSJUNNnkVY4/M652jKKHR
LFf02hosdR8wQwYJKoZIhveNAQcBMBQGCCqGSIb3DQMHBAgtaMXpRwWZRNYAgDsiSf8Z9P43

LrY40xUk660cullXeCSFOSOpOJ7FuVvyU=
6. Digested-data
A DigestedData from Alice to Bob of ExContent using SHA-1.

030 94: SEQUENCE {

206 9: OBJECT IDENTIFIER digestedData (1 2 840 113549 1 7 5)

. (PKCS #7)
13A0 81 [0]{
1530 79: SEQUENCE {
1702 1: INTEGER 0
2030 7. SEQUENCE {

2206 5 OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (OIW)
: }

2930 43: = SEQUENCE {

3106 O OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

42A0 30:  [0]{

Hoffman, Ed. Informational [Page 112]



RFC 4134 Examples of S/IMIME Messages July 2005

44 04 28: OCTET STRING 'This is some sample content.’
: }

: }
74 04 20: OCTET STRING
40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 C0 22 96 87 DD 48

}
}
}

7. Encrypted-data
7.1. Simple EncryptedData
An EncryptedData from Alice to Bob of ExContent with no attributes.

030 87: SEQUENCE {
206 9: OBJECT IDENTIFIER
encryptedData (1 2 840 113549 1 7 6)

. (PKCS #7)

13 A0 74: [0]{

1530 72: SEQUENCE {

1702 1: INTEGER O

2030 67: SEQUENCE {

2206 9 OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
3330 20: SEQUENCE {

3506 8: OBJECT IDENTIFIER
; des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
(1 2840 113549 3))

4504 8: OCTET STRING
: B3 6B 6B FB 62 31 08 4E
; }

5580 32  [0]

FAFCED DB 3F 1817 1D 38 89 11 EA
34 D6 20 DB F4 C3 D9 58 15 EF 93 3B
9AF5 D7 04 F6 B5 70 E2

}
}
}
}

The TripleDES key is:

73 7c 79 1f 25 ea d0 e0 46 29 25 43 52 {7 dc 62
91 e5cbh 2691 7ada 32
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7.2. EncryptedData with Unprotected Attributes

An EncryptedData from Alice to Bob of ExContent with unprotected
attributes.

0 30 149: SEQUENCE {
306 9: OBJECT IDENTIFIER
encryptedData (1 2 840 113549 1 7 6)

. (PKCS #7)

14 A0 135: [0]{

17 30 132: SEQUENCE{

2002 1. INTEGER 2

2330 67: SEQUENCE {

2506 O OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
36 30 20: SEQUENCE {

3806 8: OBJECT IDENTIFIER
; des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI encryptionAlgorithm
: (12840 113549 3))
48 04 8: OCTET STRING
; 07 27 20 85 90 9E BO 7E

; }
5880 32: [0]
: D2 20 8F 67 48 8A CB 41 E4 22 68 5D
BE 77 05 52 26 ED E3 01 BD 00 91 58
A7 35 6E BC 4B A2 07 33
; }
92A1 58 [1]{
9430 56: SEQUENCE {

96 06 3: OBJECT IDENTIFIER "1 2 5555’
10131 49: SET {

103 04 47: OCTET STRING

: 'This is a test General ASN Attribut’
'e, number 1.’
}
}
}
}
}
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8. Security Considerations

Because this document shows examples of S/IMIME and CMS messages, this
document also inherits all of the security considerations from
[SMIME-MSG] and [CMS].

The Perl script in Appendix A writes to the user’s local hard drive.
A malicious attacker could modify the Perl script in this document.
Be sure to read the Perl code carefully before executing it.

9. References
9.1. Normative References

[CMS] Housley, R., "Cryptographic Message Syntax (CMS)", RFC
3852, July 2004.

[PKIX]  Housley, R., Polk, W., Ford, W., and D. Solo, "Internet
X.509 Public Key Infrastructure Certificate and
Certificate Revocation List (CRL) Profile", RFC 3280,
April 2002.

[SMIME-MSG] Ramsdell, B., "Secure/Multipurpose Internet Mail
Extensions (S/MIME) Version 3.1 Message Specification”,
RFC 3851, July 2004.

9.2. Informative References
[DVCS] Adams, C., Sylvester, P., Zolotarev, M., and R.
Zuccherato, "Internet X.509 Public Key Infrastructure

Data Validation and Certification Server Protocols", RFC
3029, February 2001.
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A. Binaries of the Examples

This section contains the binaries of the examples shown in the rest
of the document. The binaries are stored in a modified Base64
format. There is a Perl program that, when run over the contents of
this document, will extract the following binaries and write them out
to disk. The program requires Perl.

A.1. How the Binaries and Extractor Works

The program in the next section looks for lines that begin with a |’
character (or some whitespace followed by a ’['), ignoring all other
lines. If the line begins with ’|’, the second character tells what
kind of line it is:

A line that begins with |* is a comment
A line that begins with |> gives the name of a new file to start
A line that begins with |< tells to end the file (and checks the
file name for sanity)
A line that begins with |anythingelse is a Base64 line
The program writes out a series of files, so you should run this in
an empty directory. The program will overwrite files (if it can),
but won't delete other files already in the directory.
Run this program with this document as the standard input, such as:
Jextractsample.pl <draft-ietf-smime-examples
If you want to extract without the program, copy all the lines
between the "|>" and "|<" markers, remove any page breaks, and remove
the "[" in the first column of each line. The result is a valid
Base64 blob that can be processed by any Base64 decoder.
A.2. Example Extraction Program
#!/usr/bin/perl
# CMS Samples extraction program. v 1.1

# Get all the input as an array of lines
@AllIn = (); while (<STDIN>) { push(@Allin, $ ) }

$Base64Chars = '"ABCDEFGHIJKLMNOPQRSTUVWXY Zabcdefghijkimnopqgr’ .
'stuvwxyz0123456789+/=";
$LineCount = 0; $CurrFile =,

foreach $Line (@AllIn) {
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$LineCount++; # Keep the line counter for error messages
$Line =" s/Ms*//; # Get rid of leading whitespace
chomp($Line); # Get rid of CR or CRLF at the end of the line
if(substr($Line, 0, 1) ne ’|') { next } # Not a special line
elsif(substr($Line, 1, 1) eq *") { next } # Itis a comment
elsif(substr($Line, 1, 1) eq >")

{ &StartNewFile(substr($Line, 2)) } # Start a new file
elsif(substr($Line, 1, 1) eq '<’)

{ &EndCurrFile(substr($Line, 2)) } # End the current file
else { &DoBase64(substr($Line, 1)) } # Itis a line of Base64

}

sub StartNewFile {

$TheNewFile = shift(@_);
if($CurrFile ne ") { die "Was about to start a new file at " .

"line $LineCount, but the old file, $CurrFile, was open\n" }
open(OUT, ">$TheNewFile") or

die "Could not open $TheNewFile for writing: $!\n";
binmode(OUT); # This is needed for Windows, is a noop on Unix
$CurrFile = $TheNewFile;
$LeftOver = 0; # Amount left from previous Base64 character
$NextPos = 0; # Bit position to start the next Base64 character

#  (bits are numbered 01234567)

$OutString = ”; # Holds the text going out to the file

}

sub EndCurrFile {

$FileToENnd = shift(@_);

if($CurrFile ne $FileToEnd) { die "Was about to close " .
"$FileToENnd at line $LineCount, but that name didn’t match " .
"the name of the currently open file, $CurrFile\n" }

print OUT $OutString;

close(OUT);

$CurrFile = ;

}

sub DoBase64 {

$Theln = shift(@_);

if($CurrFile eq ") { die "Got some Base64 at line $LineCount, " .
"but appear to not be writing to any particular file.\n" }

@Chars = split(//, $Theln); # Make an array of the characters

foreach $ThisChar (@Chars) {

# $ThisVal is the position in the string and the Base64 value
$ThisVal = index($Base64Chars, $ThisChar);
if($ThisVal == -1) { die "At line $LineCount, found the " .

“character $ThisChar, which is not a Base64 character\n" }

if($ThisvVal == 64) { last} # Itis a"=", so we're done
if (BNextPos ==0) {
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}

# Don’t output anything, just fill the left of $LeftOver
$LeftOver = $ThisVal * 4;
$NextPos = 6;

} elsif ($NextPos == 2) {

# Add $ThisVal to $LeftOver, output, and reset

$OutString .= chr($LeftOver + $ThisVal);
$LeftOver = 0;
$NextPos = 0;

} elsif ($NextPos == 4) {
# Add upper 4 bits of $ThisVal to $LeftOver and output
$Upper4 = ($ThisVal & 60);
$OutString .= chr($LeftOver + ($Upper4/4));
$LeftOver = (($ThisVal - $Upperd) * 64);
$NextPos = 2;

} elsif ($NextPos == 6) {
# Add upper 2 bits of $ThisVal to $LeftOver and output
$Upper2 = ($ThisVal & 48);
$OutString .= chr($LeftOver + ($Upper2/16));
$LeftOver = (($ThisVal - $Upper2) * 16);
$NextPos = 4;

} else { die "\$NextPos has an illegal value: $NextPos." }

B. Examples in Order of Appearance

From Section 2.1

***ExContent.bin***

[* Section 2.1

|>ExContent.bin
|VGhpcyBpcyBzb21lIHNhbXBsZSBjbh250ZW50Lg==
|<ExContent.bin

From Section 2.2

***AlicePrivDSSSign.pri***

|* Example AlicePrivDSSSign.pri
|>AlicePrivDSSSign.pri

IMIIBSWIBADCCASsGByqGSM44BAEwggEeA0GBAIGNze2D6gqeOT7CSCIij5EeT3Q7XgA7sU8
[WrhAhP/5ThcOh+DNbzREjR/p+vpKGJIL+HZMMg23j+bv7dM3F9piuR10DcMkQiVm96nXvn8
[9J8v3UO0I1TXP7AHCEdNXY|DW7Wz41UlddU5dhDEeL3/nbCElzfy5FEbteQJlizzflvbAh
|[UA4kemGkVmuBPG20+4NyErYov3k80CgYAmMONAUITKqOfs+bdILWWpMdiM5BAILXPLLG]DD
|HIBd3ZtZ4s2gBT1YwHuiNrhuB699ikllp/R1z001Xks+kPht6pzJlYo7dhTpziSdowfNI4
|W4LzABfG1JiIRGINkS9+MiVSINWteL5c+waYTYfEX/Cve3RUP+YdMLRgUpgObo20QQXAhUA

[UORGO0aXJRgcuOP561pIH8JgFiT8=
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|<AlicePrivDSSSign.pri
***AlicePrivRSASign.pri***

|* Example AlicePrivRSASIgn.pri

|>AlicePrivRSASIgn.pri
[IMIICdgIBADANBgkghkiGOWOBAQEFAASCAMAwggJCAgGEAAOGBAOCJIczmN2PX161d20X90sA
IW7U4PeD7er3H3HdSKNBS5tEt+mhibUOm+gWCn8Il+z6gIEPMIC+sVCeRKTXLLVYMs/GaG8H
|2bBgrL7uNAIgE/X3BQWT3166NVbZY{8Z2f8mB5vhs60dAcO+sbSx0ny36VTg5mXcCpkhSjE
|7zVzhXdFdfAQMBAAECgYAApPAPDJOd2NDRspoaleUkBSy6K0shissfXSAIqiSH3NvJ11ujN
|FZBgJzFHNWRNIc1nY860nlasLzduHO40vygt9DmQbzTYbghb1WVq2EHzE9ctOV7+M8v/Ke
|QDCz0Fo00+38Y6idjeweViTLyvehwYifQRmXskbr4saw+yRRKt/IQIBAPbWA4CIhTF8KcP8n
[/lOWzUGQqd5Q+1hZbGQPgoCrSbhmwxVwgEd+TeCihTI8pMOks2IZiG5PNIGv7RVMcncrcqYLd
[ECQQDO03rARJQNSAIEB3oromFD1d3dhpEWTawhVINNd9MhbEpMic4t/03B/9aSqu3T9PCJq
|2jiRKoZbbBTorkye+04vAKEAIOzwh5sXf+4bgxsUtgtgkF+GJ1Hht6B/9eSI41m5+R6b0y
[I30CJI1yKxJZi6PVITt/0elLLIURY]jdZNR56VN8QJALPAKW/qgzYUi6tBuT/pszSHTyOTx
|nERIZHPXKY9+Ro0zsFd7kUbOU5yyZLVVIeyTqo2IfPmMxNZOERO+G+6YMCgwJAWIjZoVA4hG
|[qrA7y730vOnG+4tCol+/bkBS9u40iJIWILIZ7Qql1CTyr9AcewhJcV/+wLplZa4M83ixpXu
|b41fKA==

|<AlicePrivRSASIgn.pri

***BobPrivRSAENcrypt.pri***

|* Example BobPrivRSAEnNcrypt.pri

|>BobPrivRSAENcrypt.pri
[IMIIChQIBADANBgkghkiGOWOBAQEFAASCAMAwggJCAgGEAAOGBAKNhZ5g/0dVi8qCTQV6meY
|[mFyDVdmpFb+x0B2hlwJhcPvaUiODWFbXqYZhRBXM+3twg7CcmRuBIpN235ZR572akzJKN/
|O7uvRgGGNjQyywcDWVLBhYsxBLIMGAgUSOZPHPtdYMTgXB9T039T2GkB8QX4enDRvoPGXz
[JPHCygaqfrAgMBAAECgYBnzUhMmg2PmMIbZ{8ig5xt8KY GHbztpwOIIPlcaw+LNd4Ogngw
|y+e6alatd8bruXiweQqg9P5F4Kmy9Bnah5jWMIR05PxZbMHGd9ypkdB8MKCixQhel XFD/A
|OHPfD6bRSeTMPWF1h5HEUYHDO09sBVf+iU708AsmAX2EANYh9sDGQJIBANDDIsbeopkYdo+N
[VKZ11mY/1I1FUox29XLE6/BGmVE+XKpVC5va3Wit+Pw7PAhDK7Vb/s7q/WiEI2Kv8zHCue
|lUCQQDQUfwelrdb7bWOACcjXq/JY 1PeCIPNTgBIFy2bKKBIf4hAr84/sajBO+EORIKFEILVH
[1dxJATKKICnwWJAIEYH2PAKAOUMTJISChXdNdVUN5qSO8bKlocSHselVnDYDubl6nA7xhmquU
[5iUjiEzuUJiEiUacUgFJlaV/4jbOSnI3vQgLeFAKEANi+zN5r7CwZdV+EJBgRd2ZCWBgVF
[JAZAcpw6ilWchw+dYhKIFmioNRobQ+g4wJhprwMKSDIETukPj3dONDAIBwWJAVxhnlgrSta
|[vCunrnVNgcBU+B108BiR4yPWnLMcRSYFRVJQA7HCp8JIDV6abXd8vPFIXuCOWN7rOvTKF8
|YOZB9gANMASGA1UdDzEEAWIAEA==

|<BobPrivRSAEnNcrypt.pri

***CarlPrivDSSSign.pri***

|* Example CarlPrivDSSSign.pri

|>CarlPrivDSSSign.pri
[IMIIBSgIBADCCASsGByqGSM44BAEwggEeA0GBALZIGDEKRMEpcZRMACQSwWXp5y1RNgx6B+8
[ZMsw6UCQbrAdSxyHFLXOXAUCVdnPza5G3T40Z1h1J9uhWVShb2Ru3d9pjSu36KCog6Fnu5
|UAFIk4vrJRVRI1XcjIMOEKIQ/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAh
|[UA3cEv31POCzRgdz4CpL+KXZISENUCgYAM7lebS73atgdqdDdPVX+d7bxhDetGWTxWCytb
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IDIHOpWJISacrhbT69v/7ht7krY Tyty65F4wasjCKAnESHC8fN8BzZtU5dc96vDskdWIH1TO
[R5NVpzgn9GUR+pQhacSOuKeWG01S9TIkRjH4a401gGJIfgpwO+64HXwWQSsRjZVKbCgQWAhQZ
|szillWIXUOV/uT4IRnjRPrXlcg==

|<CarlPrivDSSSign.pri

***CarlPrivRSASIign.pri***

|* Example CarlPrivRSASign.pri

|>CarlPrivRSASign.pri
[IMIICdgIBADANBgkghkiGOWOBAQEFAASCAmMAwggJcAgGEAAOGBAORL/xi4JFf0d/9uc3uTcV
ly8MxqSknlj2ZEFGOMOROgSzjq+Cnb1RHhd68nYsK4Y5p73XjRpT7O0QAlejsojax7eJQ4jld
[j+fIMSWPUEG6ruX3VimXaFgDFvg6uRFvvXvSnKcuC3axE6aqTICkO+BjWyFde8nbE8ShFgOL
|[kbPB2XyWrxAgMBAAECgYEArMPkW19bZIrJ18bvOF9TISovYv7eKZp6hmc2531ieHU9c6C8
|KQ7zj73Dycm2+LrWES5vDI3rKavC4hWVOD72ngPdUBKG969wgd5DfY Zuab3Te6jvUnldg7X
|aE8WowN9XgkBb4gEfDGWvtdXe6Su05tI0CRztfG8gcq8vo9SY/pIECQQD/3wmgVgtCUp7E
|TZOzsEm73ueBfSiZOLFlugs54Rx71hgztkD2v9yuHdChrQRxWmEKbjvOMNo2n2UIKbunDn
|SLAKEAS5GIoGF/5V9B8ZokPumMdcssgplF2ZINNfdHCJ6kurHpWmoUH2TADowOrf4iSUCQB
|ghsHHYyBMt8I7Vve2wn6rcwJAVzZsjAwEdmy2104kRAD4gOKvQgGpDXSE+OcA41+MJI6QtX6
|LIbbVjwK1E6XaRpxIJLkb4d4VLO4cE8K/S2FQMIQJAZKEPIrFVOG70NY XsXA82w5qcZHYCv
[8UFI2Bg2iBSgLHrFdtQPDh96KrJuNwSrOUVzukaoD42CXylUBc+io/N8gwJAJh4dHKGY K+
|TbOOhXbmtzGYhhOvp0SjaLR2hdUOsm4+p9mO05Iqa97g0sudIE9gNARg6PWgMANNh1UC6qgn
[OW2N+g==

|<CarlPrivRSASign.pri

***DianePrivDSSSign.pri***

|* Example DianePrivDSSSign.pri

|>DianePrivDSSSign.pri
IMIIBSWIBADCCASsGByqGSM44BAEwggEeA0GBALZIGD6KRMEpPCZRMACQSwWXp5y1RNgx6B+8
[ZMsw6UCQbrAdSxyHFLXOXAUCVdnPza5G3T40Z1h1J9uhWVShb2Ru3d9pjSu36KCog6Fnu5
|UAFIk4vrJRVRI1XcjIMOEKIQ/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAh
|[UA3cEv31POCzRgdz4CpL+KXZISENUCgYAM7lebS73atgdqdDdPVX+d7bxhDetGWTxWCytb
IDIHOpWJISacrhbT69v/7ht7krY Tyty65F4wasjCKAdnESHC8fN8BzZtU5dc96vDskdWIH1TO
IRSNVpzgn9GUR+pQhacSOuKeWG01S9TIkRjH4a401gGJfgpwO+64HXwWQSRjZVKbCgQXAhUA
[IpPX54MHgQS0yD4tCUpMQ5h40ISk=

|<DianePrivDSSSign.pri

***DianePrivRSASIgnEncrypt.pri***

|* Example DianePrivRSASIignEncrypt.pri

|>DianePrivRSASIgnEncrypt.pri
[MIICdwIBADANBgkghkiGOWOBAQEFAASCAmMEwggJJdAgEAAOGBANDOUMBwWxkwI7OrPény7om
|IL68OYYOIP/sZJaF/Qg4ZkkggrQ9nz7RMgLJIwbxfiYDgXadz+ygLHCW80oNCOtS3KAQ7+LI9K

| TBk/BOugwWAet35n996xw2BJIrEXX+MbvCDchkOfuBHM1crACXxPMRw15H5Qq3g/HbdGIkiO
|QdIVANKMCFAgMBAAECgYA9vc3CDmMEUWOvNnV2A]BCvFazWIIkUj/GI9kzwPOyWWumJSQuUKW
[z/5YgllrsYy91A1lI0Dp3RSSeDOuUGgMOSIRFXROOygKkurBfSo4QIY7WS8LXx7d9iH/FSAKW/
|GAL9VBDjIk99RKMp65SdgZjj85jWK9gPWMJIJKT5MPXBZFTu5a2QQJBAPO4POrRILCRYBNB
|[kg2NRD93Hf+WI0QI1AtwyRqv6ZCU8rDVX08ZhVChkJGuvQV2UrMi2Kh8jIR/AHIJPNnVoc7
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|[UCQQDhOucRVwaucpUiFqoCtFrtTp2CEU+WPIbJEILIWezF1eWnndWg4AEsu0iYy3bHi4CxU
|gApLlutFmlIhuwDgB+0ruRAKEAr7a82yJzQOHstLVnqaGZ/O/Sjv0d++Upi/4K39TIXIcICl
|OrlAmgVIvVFsWLS8IL4ILeMHtaHns//EwKV{rBJcqQJBALmMY QfwlUB9zYloBonxSiiBa6iyJ
|2aUZ3ZTGG8MIWIIJR504rmhncc+3pHSfU+GwD3asdCHulrH/pgpvxiYpx22ECQAEHIZdfem
|Co/VpcB9+03viisTR9/OuRvVbBzdM|EV]9YRTAGKLOsacyz9z98rMe4G2WhFjk5sONOfc/N
|xaxsv+U=

|<DianePrivRSASIgnEncrypt.pri

From Section 2.3
***AliceDSSSignByCarlNolnherit.cer***

|* Example AliceDSSSignByCarINolnherit.cer

|>AliceDSSSignByCarlNolnherit.cer
[IMIIC3DCCApugAwIBAgICAMgwCQYHKo0ZIzZjgEAZASMRAWDgYDVQQDEWdDY XJsRFNTMBAXDT
|[kKSMDgxNzAXMTAOOVOoXDTM5MTIzMTIZNTk10VowEZERMABGALUEAXMIQWxpY2VEU1MwggG2
IMIIBKWYHKO0ZIZ]gEATCCAR4CgYEAQY3N7YPqCp45PsJIKKPkR5PdDteoDuxTxauECE//IO
|[FzZSHAM1vNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwyRCJIWb3qde+fzOny/dQ6iL
|VPE/SAcIR01diMPDtbPjVQh11TI2EMRA4vf+dsISXN/LKURu15AMWXPN+W9sCFQDiIR6YaRW
|a4E8baj7g3IStii/leTzQKBgCY40BSIMqo5+z5t2UtZakx21zkEAjVc8ssaMMMeUF3dm1ni
|zaoFPVjAe612uG4Hr32KQiWn9HXPSgheSz6Q+G3gnMkhijt2FOnOLI2jB80jhbgvMAF8bU
ImJEYk2RL34yJVKU1al4vlz7BphNh8Rf8K97dFQ/5hOwtGBSmMAS5uUjY5A4GEAAKBgFzjuVpl
[FIYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1EXI9Q1tv5VG/+onyohs+JH09B41bY8
[I7RaWgSuUOF1s4GgD/ol134a8iSrUxg4Jw0e7wi/ZhSAXGKsZfoVi/G7NNTSIjf2YUeyxDKE
|8H5BQP1Gp2NOM/KI4vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BAfSEBAMCBS
|AwHwWYDVRO0jBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5sobPjwfft
|Q3CkzhMB4v3jl/7TNMB8GALUJEQQYMBaBFEFsaWNIRFNTQGV4YW1wbGUuY29tMAKkGBYyqGSM
|[44BAMDMAAWLQIUVQYkGRICKA4IxIjONg2q1PWdrvOUCFQCfYVNSVAtcst3a53Yd4hBSWONe
|VQ::

|<AliceDSSSignByCarINolnherit.cer

***AliceRSASignByCarl.cer **

|* Example AliceRSASignByCarl.cer

|>AliceRSASignByCarl.cer
IMIICLDCCAZWgAWIBAQIQRjRrx4AAVIrwR024uxBCzsDANBgkghkiGOWOBAQUFADASMRAwDg
|YDVQQDEwWdDY XJsUINBMB4XDTK5MDkxOTAXMDgON10XDTM5MTIzMTIzNTk10VowEZERMASG
[ATUEAXMIQWxpY2VSUOEwgZ8wDQYJKoZIhveNAQEBBQADgYOAMIGJA0OGBAOCJczmN2PX16I
|d20X90sAW7U4PeD7er3H3HdSkNBS5tEt+mhibUOm+qWCn8l+z6gIEPMIC+sVCeRKTXLLVY
[IMs/GaG8H2bBgrL7uNAIQE/X3BQWT3166NVbZYf8Zf8mB5vhs60dAcO+shSx0ny36VTg5mX
|cCpkhSjE7zVzhXdFdfAgMBAAGjgY EwfzZAMBgNVHRMBAfSEA]JAAMA4GA1UdDWEB/WQEAWIG
[WDATBgNVHSMEGDAWQgBTp4JAnrHggeprTTPICNO4irp44uzAdBgNVHQ4EFgQUd9KO00bdMio
|gjzkWdzuw8oDrj/1IAWHwWYDVRORBBgWFOEUQWxpY2VSUOFAZXhhbXBsZS5jb20wDQY JKoZI
|hveNAQEFBQADgYEAPNBHQEJME1iPylFxa042GFOEfoCxjU3MyqOPzH1WyLzPbrMcWakgqg
|WBgE4IradwFHUv9ceb0Q7pY9Jkt8ZmbnMhVN/OuiVdfUnTIGSINNRzuErsL2Tt0z3SpOLF
|6DeKtNufZ+S9n/n+dO/q+e5jatg/SyUJdtdgadq7rm9tsCl=

|<AliceRSASignByCarl.cer
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***BobRSASignByCarl.cer**

|* Example BobRSASignByCarl.cer

|>BobRSASignByCarl.cer
IMIICJzCCAZCgAWIBAgIQRjRrx4AAVIrwR024uzV1xODANBgkghkiGOWOBAQUFADASMRAWDg
|YDVQQDEwWdDY XJsUINBMB4XDTk5MDkxOTAXMDkwMIoXDTM5MTIzMTIzZNTk1OVowETEPMAOG
[ATUEAXMGQmOYiUINBMIGIMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQCp4WeYPznVX/Kgk0
|[FepnmJhcg1lXZgRW/sdAdoZcCYXD72IItALhW16mGYUQVzPt7clOwnJkbgZaTdt+WUee9mp
[MySjfzu7r0YBhjYOMssHALIS/IWLMQS4zBgIFEjmTxz7XWDE4FwfU9N/U9hpAfEF+HpwOb
|6Dx184zxwsgmagn6wIDAQAB038wfTAMBgNVHRMBATSEAJAAMA4GA1UdDWEB/WQEAWIFIDAf
IBQNVHSMEGDAWgBTp4JAnrHggeprTTPJCNO4irp44uzAdBgNVHQ4EFgQU6EPS429izIqgQg8x
|GgKdOVWoYWICQWHQYDVRORBBYWFIESQmM9iUINBQGV4YW1wbGUuUY29tMAOGCSqGSIb3DQEB
IBQUAAAGBAHUOZsXXED8QIEylcat7QGshM/pKIld6dDItrICEFwWPLhfirNnJOIh/uLt359QW
|[Hh5NZt+elEVWFFVGQNRMChvVI52R1kPCHWRbBdaDOS6qzxV+WBfZjmNZGjOd5390gcOync
[FLEHI/M28FAK3Zvetl44ESv7V+qJba3JiNiPzyvT

|<BobRSASignByCarl.cer

***CarlDSSSelf.cer*

|* Example CarlDSSSelf.cer

|>CarlDSSSelf.cer
[IMIICmzCCAIqgAwWIBAgIBATAIBgcghkjiOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOT
|kwODE2MjlIMDUWWhcNMzkxMjMxMjM1OTUSWJASMRAWDgYDVQQDEwWdIDYXJsRFNTMIIBtzCC
|[ASsGBygGSM44BAEwWggEeA0GBALZIGDEKRMEpPCZRMACQSWXp5Yy1RNgx6B+8ZMsw6UCQbrAd
|SxyHFLXOXAUCVdnPza5G3T40Z1hlJ9uhWVShb2Ru3d9pjSu36KCoq6FnuSUAFIk4vrJRVR
[11XcjIMOEKIQ/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAhUA3CEV31POCz
|[Rgdz4CpL+KXZI5SENUCgYAM7IebS73atgdqdDdPVX+d7bxhDetGWTxWCytbDIJHOpWJSacrh
|[bT69V/7ht7krY Tyty65F4wasjCKAnESHC8fN8BzZtU5dc96vDskdWIH1TOR5NVpzgn9GUR
|[+pQhacSOuKeWG01S9TIkRjH4a401gGJIfgpwO+64HXWQsRjZVKbCgOBhQACgYEAMYdOJwNm
[oLHArdwsdbvhbESc2iFtTUdtsWIJ6diuHvI6tISx0456M3FOAJTIICVOUWCWGSQB82IM/n
|[XA+87YaADj/dVwT98jIhkGIPSxYY86V7EIEaQLJiXwUnaB6gtiDZUg50a6crKnUIMLQifN
|G6INiZrXjRg5hD+LxVZNgHQjQjBAMASGA1UdEWEB/WQFMAMBAf8wDgYDVROPAQH/BAQDAg
|GGMBOGA1UdDgQWBBRWRD6CLM+H3krTdeM9ILXDK5PxHzAJBgcghkjiOOAQDAzAAMCOCFGup
|BE56Wnnj+b49K8kGN+kRF6ETAhUAjzRpKouxPANSIDJINEh/OiftGsjs=

|<CarIDSSSelf.cer

***CarlRSASelf.cer***

|* Example CarlRSASelf.cer

[>CarlRSASelf.cer
[IMIIB62CCAVSgAWIBAgIQRjRrx4AAVrwR024un/JQIDANBgkghkiGOWOBAQUFADASMRAwWDg
|YDVQQDEwWdDY XJsUINBMB4XDTk5MDgxODA3MDAWMFOXDTM5MTIzMTIzZNTk1OVowEJEQMAA4G
|[ATUEAXMHQ2FybFJTQTCBNzANBgkghkiGOWOBAQEFAAOBjQAWQYKCgYEASEV/GLgKV/R3/2
|5ze5NxXLwzGpKSciPYQUbQzRE6BLOOr4KdvVEeF3rydiwrhjmnvdeNGIPs5ADV60yYiNrHt
[4IDIMgmKP5+2JY+4TqusfdWWZdoWoMW+Dg5EW+9e9Kcpy4LdrETpgpOUKQ74GNbIV17yds

| TYEWA4uRs8HZfJavECAWEAAaNCMEAwWDwWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAfSEBAMC
[AYYWHQYDVROOBBYEFONgkCeseCB6mMtNM8KI3TiKunji7MAOGCSqGSIb3aDQEBBQUAA4GBAL
|eelATT7Snk/AmIFS5M2wzwSA8yYe7EBOWSXS3/D2RZfgrD7Rj941ZAN6CHIFA4EMFQ7e/d
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|[P+MLUGGIpJs85p6cVIg2ldbabDullLUUlnUkBdvg5uTH5+WsSUBD1FGCbfco+8INrsDdvre
|2019v6WuoUQWNdzb7I1DsHaaolTNBgC
|<CarlRSASelf.cer

***DianeDSSSignByCarlinherit.cer **

|* Example DianeDSSSignByCarlinherit.cer

|>DianeDSSSignByCarlinherit.cer
[IMIIBUDCCAXegAwIBAgICANIWCQYHKo0ZIzjgeEAzZASMRAWDgYDVQQDEWIDYXJSRFNTMB4AXDT
|[KSMDgxNzAyMDgxMFoXDTM5MTIzMTIzZNTk10OVowEzZERMA8GALUEAXMIRGIhbmVEU1MwgZMw
|CQYHKO0ZIZ]gEAQOBhQACgYEA0AAXeCzufoFTLI5ShCA+hm1FSGtpZgHMVEIW2CMvK7ypEdo
|[pSCeq9BSLVD/b9RtevmTgIDhPLTyzdHDT3HL8I/yPTO1nngpc3vjEk2BjI80k5W7fi5Sd+
|/IxFclt+Po90Td1GeiK+jv/M2jkpoznIinOPpVcnXW6aBZ8zAqs0uxSOjgY EwfzAMBgNVHR
IMBATSEAJAAMA4GA1UdDWEB/WQEAWIGWDABgNVHSMEGDAWgBRWRD6CLmM+H3krTdeM9ILxD
|[K5PxHzAdBgNVHQ4EFgQUZDCZfVzcRQuUZOIIVFrOYUN3OKxgwHwWYDVRORBBgwFoEURGIhbm
[VEUINAZXhhbXBsZS5jb20wCQYHKo0ZIzZjgEAWMWADAtAhUAORr4Fw4+XaiMILZVMx5L4yys
|uVBCFChLEEVYOhydVTUUGJIGYPznftW7T

|<DianeDSSSignByCarlinherit.cer

***DianeRSASignByCarl.cer***

|* Example DianeRSASignByCarl.cer

|>DianeRSASignByCarl.cer
[IMIICLDCCAZWgAWIBAgQIQRjRrx4AAVrwR024ulZowkDANBgkghkiGOWOBAQUFADASMRAwDg
|YDVQQDEwWdDY XJsUINBMB4XDTk5MDgxOTA3SMDAWMFoXDTM5MTIzMTIzZNTk1OVowEZERMASG
|[ATUEAXMIRGIhbmVSUOEwgZ8wDQYJKoZIhveNAQEBBQADgYOAMIGIJA0GBANDbOUMBwWxkw!70
[rP6ny70omL680OYYOIP/sZJaF/Qg4ZkkggrQ9nz7RMqgLJIwbxfiYDgXadz+ygLHCWB80oNC9tS3
|[KAQ7+L9KTBk/BOugwWAet35n996xw2BJIrEXX+MbvCDchkOfuBHM1crACXPMRw15H5Qq3g/
|[HbdGIkiOQdIV3NKMCFAgMBAAGjgYEwfzAMBgNVHRMBAfSEAJAAMA4GA1UdDWEB/WQEAWIF
|4DAfBgNVHSMEGDAW(gBTp4JAnrHggeprTTPJCNO4irp44uzAdBgNVHQ4EFgQUjPPLAQENMf
|bUKdpEknW4/u1lPOQwwHwWYDVRORBBgwFOEURGIhbmVSUOFAZXhhbXBsZS5jb20wDQYJKoZI
|hveNAQEFBQADgYEAfaYstXhClnnzMf72QsoPEweSCRvgh7CRGPa/SvwMY3n7gb/di8eQa8
|sKNytBagOYxRs+MshFK4YBnBziNu8WwRqSuL5i+1M+SUcLxLnkK1limBoPwsqge7hX7VxtrO
[nHsxctei6kGrasDdH7kURBjPhFdm6MXmuNwtsx8bKEM2dXo=

|<DianeRSASignByCarl.cer

From Section 2.4
***CarlDSSCRLForAll.crl***

|* Example CarIDSSCRLForAll.crl

|[>CarIDSSCRLForAll.crl
[IMIHYMIGZMAKGBYyqGSM44BAMWEJEQMA4GALUEAXMHQ2FYbERTUXcNOTkwODI3MDcwMDAWW;
|BpPMBMCAgDIFWO50TA4MjlwNzAWMDBaMBMCAgDJFw050TA4MjlwNzAWMDBaMBMCAgDTFw05
|OTA4MjlwNzAWMDBaMBMCAgDSFw050TA4MjlwNzAWMDBaMBMCAgDUFwO50TA4MjQwWNzAWMD
|BaMAkGBYyqGSM44BAMDLWAWLAIUfMVSdjP+NHMX0feW+aDU2G1cfTOCFAJEW7fVWxjBz4fv
|ftok8ygDnDWh

|<CarIDSSCRLForAll.crl
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***CarIDSSCRLForCarl.crl***

|* Example CarIDSSCRLForCarl.crl

|>CarIDSSCRLForCarl.crl

IMIGDMEQWCQYHKo0ZIzZjgEAzZASMRAWDgYDVQQDEwWdDY XJsRFNTFwO50TA4MjUwNzAwMDBaMB
|QWEQIBARCNOTkwODIyMDcwMDAWWjAJBgcghkiOOAQDAzAAMCOCFQCzH8VPej3sdtVg+d55
[luxPsJD+lwlUWovDhLxmhxu/eYJbCIOH9rgpBSk=

|<CarIDSSCRLForCarl.crl

***CarIDSSCRLEmpty.crl***

|* Example CarIDSSCRLEmpty.crl

|>CarIDSSCRLEmpty.crl
IMGOwLjAJBgcghkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMXDTk5MDgyMDA3MDAWMFowCQ
|YHKoZIzZjgEAWMWADAtAhRIPzYXMVguZ1B59QILjK3Ua/RknwIVALU7TgFMe/0Pw42btv7D
[XW/ezSh9

|<CarIDSSCRLEmpty.crl

***CarlRSACRLForAll.crl***

|* Example CarlRSACRLForAll.crl

|[>CarlRSACRLForAll.crl
[IMIIBMzCBNTANBgkghkiGOWOBAQQFADASMRAwWDgYDVQQDEwdDYXJsUINBFwWO50TA4MjcwNz
|AWMDBaMGKkwIQIQRjRrx4AAVIwR024uxBCzsBcNOTkwODIyMDcwMDAwWW]AhAhBGNGVHgABW
|[VBHTbi7VmjCQFwWO50TA4MjlwNzAWMDBaMCECEEY0a8eAAFa8EdNuLs1dcdAXDTk5MDgyND
[ASMDAWMFowDQYJKoZIhveNAQEEBQADgYEAvV7OXqgIPWMIEWK3eSemu718jc6vH6ZhYwDrWe
IXPCB1F6zbsGla4zUXsVN+0deZvNdqg+WO0GDZgqE2cPInsbye/NVBxgcK5RFtiRkSMal7mt
|[PMZssR2QsQR3etTyLZ5X8w8IVBIFGIWHY7H6hGph/20d5Voe0xiGmXDwjT1AxgWx4=
|<CarlRSACRLForAll.crl

***CarlRSACRLForCarl.crl***

|* Example CarlRSACRLForCarl.crl

[>CarlRSACRLForCarl.crl

IMIHSMFcwDQY JKoZIhveNAQEEBQAWEJEQMA4GALUEAXMHQ2FybFITQRCcNOTkwODI1IMDcwMD
|AWWjAJMCECEEY0a8eAAFa8EdNuLp/yUCAXDTk5MDgyMjASMDAWMFowDQYJKoZIhveNAQEE
IBQADgYEAIe8h1MEahzVJa8pFYtzXCf+pUS602UcY+vjlctlP7XR04/NIMmUoLJodV+XVJg
|[bgleYjlYSNDome7psML84H96PRa4VMD//m3fzczXMsHN3csHHFTPwBbIJXaR45Y98SIjDH
[EIWUBWA4gAKIbxCpmIGLONjPCK2NHJZ3z3nDUAFY=

|<CarlRSACRLForCarl.crl

***CarlRSACRLEmpty.crl***

|* Example CarlRSACRLEmpty.crl

|>CarlRSACRLEmpty.crl

[IMIHHMDIwDQY JKoZIlhveNAQEEBQAWEJEQMA4GALIUEAXMHQ2FybFITQRcNOTkwODIwMDcwMD
|AWW]ANBgkghkiGOWOBAQQFAAOBgQCPxSG4E3x087UR7ATzIEWGHGgtuf4NtX/Q0dgZZJQ4E
|PYgJilIE3XxNwgmPoXgQs3IKy0j3tRiRSky3JzFAe8IpxAoQf8RHyFDwulOe7hDg/2FnStoa
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|/ BAHUAZOqImvYLCKLDbIRIfpge50UUICg72XoTn+LlayRjCDriglr6BO0oBtyQ==
|<CarlRSACRLEmpty.crl

Rest of the sections
***3 1.bin***

|* Example 3.1.bin

[>3.1.bin
IMIAGCSqGSIb3DQEHAaCAJIAEBFRoaXMEGCBpcyBzb21IIHNhbXBsZSBjh250ZW50LgAAAA
|AAAA==

[<3.1.bin

#5532 pinker

|* Example 3.2.bin

[>3.2.bin
IMCsGCSqGSIb3DQEHAaAeBBxUaGIzIGIzIHNvbWUgc2FtcGxIIGNvbnRIbnQu
[<3.2.bin

***4.1.bin***

|* Example 4.1.bin

[>4.1.bin

[MIIDIwY JKoZIhveNAQcColIDIDCCA4QCAQEXCTAHBgUrDgMCGjArBgkghkiGOw0OBBwGgHg
|QcVGhpcyBpcyBzb21IIHNhbXBsZSBjbh250ZW50LgCCAuAwggLcMIICmMB6ADAgECAgIAYDAJ
|BgcghkiOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
IMXxMjM1OTUSWJATMREWDWYDVQQDEWhBbLGIjZURTUzCCAbYwggErBgcqhkiOOAQBMIIBHgKB
|gQCBjc3tg+oKnjk+wkgoo+RHk90016gO7FPFg4QIT/+U4XNIfgzZWB80RIOf6fr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEIIZvepl75/PSfL91DqltU8T+wBWhHTV2Iw801s+NVCHXV
[OXYQxHi9/52whJc38uRRG7XkCZZc835b2wIVAOJHphpFZrgTxtqgPuDchK2KL95PNAOGAJ]
[IQFIkyqin7Pm3ZS1IgTHYjOQQCNVzyyxowwx5QXd2bWeLNgqgU9WMB7ojadbgevfYpCJlaf0
|dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUCBWAXXISYKRITZEVIIIUpTVrXi+XPsGm
|E2HXF/wr3tOVD/mHTCOYFKYDm6NjkDgY QAA0GAXOO5WnUUIgupet3jP6énsrF7cvbcTETSm
|FOKOESPZNIZndXUTEj1DW2/IUb/6ifKiGz4kfTOH|VtjyLtFpaBK44XWzgaAP+gjfhryJK
[tTGrgnDR7vCLIMFIBcYgxl+hWL8bsO01NKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5bij
|gYEwfzAMBgNVHRMBAfSEAJAAMA4GA1UdDWEB/WQEAWIGWDATBgNVHSMEGDAWgBRWRD6CLM
[+H3krTdeM9ILXDK5PxHzAdBgNVHQ4EFgQUvmMyhs+PB9+1DcKTOEWHIi/eOX/sOWHwWYDVROR
|BBgwFOEUQWxpY2VEU1NAZXhhbXBsZS5jb20wCQYHKo0ZIzZjgEAWMWADAtAhRVDKQZHOIriX
|[EiM42DarU9Z2u/RQIVAJI9hU1JUC1yy3drndh3iEFIbQ169MWMwY QIBATAYMBIXEDAOBgNV
|IBAMTBONhcmxEU1MCAgDIMAcGBSsOAwIaMAKGBYyqGSM44BAMELjASAhQJIkf7rOmn1GLIXzV
[X0geoqQmqgtAwIUOgfMwyG+4RpLfz61Ddu6HOQ8zYk=

|<4.1.bin
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|* Example 4.2.bin

[>4.2.bin
[IMIIDUgYJKoZIhveNAQcColIDQzCCAz8CAQEXCzAIBgUrDgMCGgUAMCsGCSqGSIb3DQEHAa
|[AeBBxUaGlzIGIzIHNvbWUgc2FtcGxlIGNvbnRIbnQuollICMDCCAiwwggGVoAMCAQICEEYO

|a8e AAFa8EdNuLsQQs7AwDQYJKoZIhveNAQEFBQAWEJEQMA4GALIUEAXMHQ2FYbFITQTAeFw
|O50TASMTkwMTA4NDdaFw0zOTEyMzEyMzUSNTIaMBMXETAPBgNVBAMTCEFsaWNIUINBMIGT
IMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDgiXM5jdj19eiHdjl/TrAFu10OD3g+3q9x9x3
|UpDQUuUbRLfpoYm1NJvqlgp/Jfs+oJRDzCAvrFQNKkZE8Sy72DLPxmhvBImwYKy+7jQJahP1
[9WUFk99eujVW2WH/GX/Jgeb4bOgqHQHDvrG0sdJ8t+IU6uZI3AqZIUoxO81c4VIRXXWIDAQ
|ABo4GBMH8wWDAYDVROTAQH/BAIWADAOBgNVHQ8BASEBAMCBsSAwWHwWYDVRO]BBgwFoAU6eCQ
|J6x4I1Hga00zyQjdOlg6eOLswHQYDVROOBBYEFHfStING3TIgKo85Fnc7sPKA64/9QMB8GAL
|[UJdEQQYMBaBFEFsaWNIUINBQGV4YW1wbGUuY29tMAOGCSqGSIb3DQEBBQUAA4GBADSwWRGhI
|zBNYj8pRcWtONhhdBH6ASY 1NzMqjj8x9Vsi8z26zHFmplKoFgahOJa2ncBR1L/XHmM9EOG6W
|PSZLIGZm5zIVTfILoIXX1J05Rr1jZ0c7hK7C9k7dM90qdCxeg3irTbn2fkvZ/5/nTvevnu
|Y2rYPOsICbXYGnau65vbSbAIMYHLMIHIAQEBMCYWEJEQMA4GALUEAXMHQ2FYybFITQQIQR]
|Rrx4AAVrwR024uxBCzsDAJBgUrDgMCGgUAMAOGCSgGSIb3DQEBAQUABIGALYOCOVMJIX7gM
[WOtOnb+JmoHIdcSRPAPQ1Xu21f6UoYqs48SE9c1gTieVIs8AhnZ1Pyvw59QCZ6f1x40WBK
|WztefZMVvAk7+cgRNWIB8VTIPrOAROPFXONKpWdK+QDIRQL6TkNus5unJ4M6JjmVRPUaG/Q
|B9eisWJIM44+v/eDVXcc=

|<4.2.bin

w543 inker

|* Example 4.3.bin

|>4.3.bin

[MIIDdwY JKoZIhveNAQcColIDaDCCA2QCAQEXCTAHBgUrDgMCGIjALBgkghkiGOw0OBBwGggg
|[LgMIIC3DCCApugAwIBAgICAMgwCQYHKo0ZIzZjgEAzZASMRAWDgYDVQQDEwWdDYXJSRFNTMB4X
|IDTKSMDgXxNzAXMTAOOVOXDTM5MTIzMTIzNTk10OVowEZERMAS8GALUEAXMIQWxpY2VEU1Mwgg
|G2MIIBKWYHKO0ZIZJgEATCCARA4CgYEAQY3N7YPqCp45PsJIKKPkR5PdDteoDuxTxauECE//
[[IOFzZSH4M1vNESNH+n6+koYkv4dkwyDbeP5u/t0zeX2mK5HXQNwyRCJIWb3qgde+fz0ny/dQ6
[ILVPE/SACIRO1diMPDtbPjVQh11TI2EMRA4vf+dsISXN/LKURu15AMWXPN+W9sCFQDIiR6Ya
|[RWa4E8baj7g3IStii/leTzZQKBgCY40BSJIMqo5+z5t2UtZakx2IzkEAjVc8ssaMMMeUF3dm1
[nizaoFPVjAe612uG4Hr32KQIWn9HXPSgheSz6Q+G3gnMkhijt2FOnOLI2jB80jhbgvMAF8
|bUMJIEYk2RL34yJVKU1al4viz7BphNh8Rf8K97dFQ/5hOwtGBSmMAS5uUjYS5A4GEAAKBgFzjuV
|[p1FJIYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1ExI9Q1tv5VG/+onyohs+JH09B41b
|Y8i7TRaWgSuOF1s4GgD/0l34a8iSrUxg4Jw0e7wi/ZhSAXGKsZfoVi/IG7TNNTSIjf2YUeyxD
|[KEBH5BQP1Gp2NOM/KI4vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BATSEBAMC
|BsAwHwWYDVROjBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0obPjwf
|ftQ3CkzhMB4v3jl/7TNMB8GALUJEQQYMBaBFEFsaWNIRFNTQGV4YW1wbGUuY 29tMAKGByqG
|SM44BAMDMAAWLQIUVQYkGR9ICKA4IxIjONg2q1PWdrvOUCFQCTYVNSVAtcst3a53Yd4hBSWO
INevTFiIMGECAQEWGDASMRAWDgYDVQQDEwdDY XJsRFNTAgIAyDAHBgUrDgMCGjAJBgcghkjO
|OAQDBCAWLAIUBVVHKITVNIN3i7X9cySIhsgPWmwCFGZpGhbxoWNGNsZ1SP90oUiA39yaG4
|<4.3.bin
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|* Example 4.4.bin

|>4.4.bin

[IMIILDQY JKoZlhveNAQcCollK/[CCCvoCAQEXCTAHBgUrDgMCGjArBgkghkiGOw0BBwGgHg
|QcVGhpcyBpcyBzb21IIHNhbXBsZSBjb250ZW50LgCCB68wggisMIIBlaADAgECAhBGNGVH
|gABWVBHTbi7EELOWMAOGCSqGSIb3DQEBBQUAMBIXEDAOBgNVBAMTBONhcmxSUOEWHhcNOT
|[kwOTE5MDEWODQ3WhcNMzkxMjMxMjM1OTUSWJATMREwWDwWYDVQQDEWhBbLGIjZVITQTCBNnzAN
|BgkghkiGOWOBAQEFAAOBjQAWgYkCgYEA41IzOY3Y9fXoh3Y5f06wBbtTg94Pt6vcfcd1KQ
[OFLMO0S36aGJtTSh6pYKfyX7PqCUQ8wgL6XUJS5GRPESsu9gyz8ZobwfZsGCsvu40CWoTofcF
|BZPfXro1Vilh/xllyYHmM+GzghOBw76xtLHSILipVOrmZdwKmSFKMTvNXOFdOV18CAWEAAa
|OBgTB/MAWGA1UJEWEB/WQCMAAWDgYDVROPAQH/BAQDAghAMB8GA1UdIwQYMBaAFONngkCes
|eCB6mMtNMB8KI3TiKunji7TMBOGA1UdDgQWBBR30rTRt0yKigPORZ307DygOuP/UDAfBgNVHR
|[EEGDAWQRRBbLGIjZVITQUBIeGFtcGXILmNvbTANBgkghkiGOWOBAQUFAAOBgQA+CcEeoSMwT
[WI/KUXFrTjYYXQR+gLGNTczKo4/MfVblvM9usxxZqSCqBYGoTiWtp3AUdS/1x5vRDuljOm
[S3xmZucyFU3/S6JV19SdOUayl2dHO4SuwvZO3TPdKNQsXoN4q0259n5L 2f+f507+r57mNq
[2D9LIQM12Bp2ruub20mwljCCApswggJacAMCAQICAQEWCQYHKoZIzZjgEAzZASMRAWDgYDVQ
|QDEwdDY XJSRFNTMB4XDTk5MDgXNjlyNTAIMFoXDTM5MTIzMTIzZNTk1OVowEJEQMA4GA1UE
|AXMHQ2FybERTUzCCAbcwggErBgcghkjiOOAQBMIIBHgKBgQC2SRg+kTBKXGUTAHEESF6ec
[tUTasegfvGTLMOIAKG6WHUschxS8dFwFAIXZz82uRt0+KGSISCfboVIUoW9kbt3faYOrt+
liggKuhZ7uVABSJOL6YUVUZdV3I9TDhCpUPxwt80wVP3a3qiglrWwhr4vMAojni3Bfua3hCN
|RtKS3W6QIVAN3BL99Tzgs0YHc+AQqS/il2YURDVAOGADO5XmOu92rYHanQ3T1V/ne28YQ3r
|RIk8VgsrWwyRzqViumnK4WO0+vb/+4be5K2E8rcuuReMGriwinZxEhwvHzfAc2bVOXXPerw
|7IHVpPROU9EeTVac6p/RIEfqUIWNE]rinIhtNUvVUYJEYXx+GuKNYBiX4KcDvuuB18ELEY2VS
[mwoDgYUAA0GBAJMHACcDZqCxwK3cLHW74WxEnNohbU1HbbFiCenYrh7yOrSUsaOOeptxTg
|CUybQITrIglhkkAfNIDP51wPvO2GgA4/3VCE/fI5YZBpTOSWGPOIlexCBGkCyYI8FJ2geoL
|Yg2VKuaGunKypl1CDC60nzRupTYmal40YOYQ/iBVWTYB600IwQDAPBgNVHRMBATSEBTADAQ
[H/MA4GA1UdDWEB/WQEAWIBhjAdBgNVHQ4EFgQUCEQ+gi5vh95K03XjPSC8QyuT8R8WCQYH
|KoZIzjgeAWMwWADALtAhRrgfBOelp54/m+PSvJBjfpERehEwIVAI80aSqLsTwDeZQyTRIfzo
[n7RrlI7MIIC3DCCApugAwWIBAgICAMgwCQYHKo0ZIzZjgEAzZASMRAWDgYDVQQDEwWdDY XJsRFNT
IMB4XDTk5MDgxNzAXMTAOOVOXDTM5MTIzMTIzNTk10VowEZERMASGALUEAXMIQWxpY2VEU1
IMwggG2MIIBKwYHKo0ZIZjJgEATCCARACQYEAQY3N7YPQCp45PsJIKKPKR5PdDteoDuxTxauE
|CE/IOFzSH4AM1vNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwyRCJIWb3qde+fzOny
|/dQ6iLVPE/sAcIR01diMPDtbPjVQh11TI2ZEMR4vi+dsISXN/LKURuU15AMWXPN+W9sCFQDi
|R6YaRWa4E8baj7g3IStii/leTzQKBgCY40BSIMqo5+z5t2UtZakx21zkEAjVc8ssaMMMeUF
|3dm1nizaoFPVjAe612uG4Hr32KQiWn9HXPSgheSz6Q+G3gnMkhijt2FOnOLI2jB80jhbgv
IMAF8bUMJEYk2RL34yJVKU1al4viz7BphNh8Rf8K97dFQ/5hOwtGBSmMASUjY5A4GEAAKBgF
|zjuVp1lFJIYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1EXxI9Q1tv5VG/+onyohs+JHO9
|IB41bY8i7RaWgSuOF1s4GgD/0134a8iSruxq4Jw0e7wi/ZhSAXGKsZfoVi/G7NNTSIjf2YU
|eyxDKE8H5BQP1Gp2NOM/KI4vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BATSE
|IBAMCBsAwWHwWYDVRO0jBBgwFoAUCEQ+gi5vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0ob
|PjwiftQ3CkzhMB4v3jl/7TNMB8GALUJEQQYMBaBFEFsaWNIRFNTQGV4YW1wbGUuY29tMAKG
|IByqGSM44BAMDMAAWLQIUVQYKkGRICKA4IxIjONg2g1PWdrvOUCFQCfYVNSVAtcst3a53Yd4h
IBSWONevaGB2zCB2DCBmMTAJBgcghkjOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MXDTk5MDgy
INZASMDAwWMFowaTATAgIAyBcNOTkwODIyMDcwMDAWWI]ATAgIAYRCNOTkwODIyMDcwMDAwWW;
|ATAgIAOXCNOTkwODIyMDcwMDAWWIATAgIAOhcNOTkwODIlyMDcwMDAWW]ATAGIALIBCNOTkw
|ODIOMDcwMDAWWjAJBgcghkiOOAQDAYSAMCWCFH5IUNYz/jRzFO9H3lvmg1NhtXHO9AhQCel
|u31VsYwc+H737aJPMgg5wloTGCAiowggImAgEBMBgWEJEQMA4GALUEAXMHQ2FYbERTUWIC
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[AMgwBwWYFKw4DAhqgXTAYBgkghkiGOwOBCQMxCwY JKoZIhveNAQcBMBWGCSqGSIb3DQEJBT
|[EPFWOWMZzAIMTQXNTM5MDBaMCMGCSgGSIb3DQEJBDEWBBRAauwlUnm6ébhYCLZ4GKcAilofd
|SDAJBgcghkiOOAQDBCAWLAIUO6XgStttWOAZOQACTO0SaV3pxZmgCFBoRmNYfH680gQHevo
|[vetghgkWKToYIBYjA+BgsghkiGOwWOBCRACBDEVMCOMIENVbnRIbNQgSGIudHMgRGVzY3Jp
|cHRpb24gQnVmzZmVyBgkghkiGOw0OBBwWEwggEeBgkghkiGOwWOBCQYxggEPMIIBCWIBATAMMB
[IXEDAOBgNVBAMTBONhcmxSUOECEEY0a8eAAFa8EdANULsQQs7AwBwWYFKw4DAhqgQzAcBgkq
|hkiGOWOBCQUXDXcNMDMWNTEOMTUzOTAWWI]A|BgkghkiGOwOBCQQXFgQUAI9ITimYUIWzZt
|OKH3ueaar72DMwDQY JKoZIhveNAQEBBQAEQYBtqiAk7XrupVEH3XUfK1QQZ TOM7EseHS8
lixxgtduLA55J8it/k249iRTJ42v09n12rj5YH5u7vHWWGU4Q9wLXxi1u025q7k7QYO0MwryZ
|GprdiIG+GWp4nGVONROH810b4LoN29aPcvH1F/CgBva04RAaFOWmMmML10Ow1sM8PtZz9Dvw==
|<4.4.bin

w545 pinkee

|* Example 4.5.bin

|>4.5.bin
IMIAGCSqGSIb3DQEHAqCAMIACAQEXCzAJBgUrDgMCGgUAMIAGCSqGSIbh3DQEHAaCAJIAEBF
|[RoaXMEGCBpcyBzb21IIHNhbXBsZSBjbh250ZW50LgAAAAAAAKCAMIIB62CCAVSgAWIBAQIQ
|IRjRrx4AAVIrwR024un/JQIDANBgkghkiGOWOBAQUFADASMRAwWDgYDVQQDEwdDY XJsUINBMB
|4XDTk5MDgxODA3MDAWMFoXDTM5MTIzMTIzZNTk1OVowEJEQMA4GALUEAXMHQ2FYbFITQTCB
[nzZANBgkghkiGOWOBAQEFAAOBjQAWgYKCgYEASEV/GLgkV/R3/25z2e5NxXLwzGpKSciPYQU
|bQzRE6BLOOr4KdvVEeF3rydiwrhjmnvdeNGIPS5ADV60YiNrHt4IDIMgmKP5+Z2JY+4Tqu5
[fdWWZdoWoMW+Dg5EW+9e9Kcpy4LdrETpgpOUKQ74GNbIV17ydsTYEWA4uRs8HZfJavECAw
|[EAAaNCMEAwWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATSEBAMCAYYwWHQYDVROOBBYEFONg
|[kCeseCB6MINM8kI3TiKunji7TMAOGCSqGSIb3DQEBBQUAA4GBALeelATT7Snk/AmIFS5M2w
|zwSA8yYe7EBOWSXS3/D2RZfgrD7Rj941ZAN6CHIAAEMFQ7e/dP+MLUGGIpJs85p6cVJIqg2
[l[dbabDulLUU1nUkBdvg5uTH5+WsSUGD1FGCbfco+8INrsDdvreZ019v6WuoUQWNdzb71Ds
|[Haao1TNBgCMIICLDCCAZWgAWIBAgGIQRjRrx4AAVrwR024uxBCzsDANBgkghkiGOWOBAQUF
|[ADASMRAwWDgYDVQQDEwdDYXJSUINBMB4XDTk5MDkxOTAXMDgON10XDTM5MTIzMTIzNTk10V
|owEZERMA8SGALUEAXMIQWxpY2VSUOEwgZ8wDQYJKoZIhveNAQEBBQADgYOAMIGJA0GBAOCJ
[czmN2PX161d20X90sAW7U4PeD7er3H3HdSKNBS5tEt+mhibUOm+qWCn8l+z6gIEPMIC+sV
|[CeRKTXLLVYMs/GaG8H2bBgrL7uNAIgE/X3BQWT3166NVbZY{f8Zf8mB5vhs60dAcO+sbSx0
Iny36VTg5mXcCpkhSjE7zVzhXdFdfAgMBAAGjgYEwfzAMBgNVHRMBAfSEA]JAAMA4GA1UdDw
|EB/IWQEAWIGWDABgNVHSMEGDAWgBTp4JAnrHggeprTTPJCNO4irp44uzAdBgNVHQ4EFgQU
|d9K00bdMiogjzkWdzuw8oDrj/IAwHwWYDVRORBBgwWFOEUQWxXpY2VSUOFAZXhhbXBsZS5jb2
|OWDQYJKoZIhveNAQEFBQADgYEAPNBHQE]ME1iPylFxa042GFOEfoCxjU3MyqOPzH1WYyLzP
|[orMcWakgqgWBgE4IradwFHUv9ceb0Q7pY9Jkt8ZmbnMhVN/OuiVdfUnTIGSINNRzUErsL2

| Tt0z3SpOLF6DeKtNufZ+S9n/n+dO/g+e5jatg/SyUJtdgadq7rm9tIJsCIAADGByYyzCByAIB
|[ATAMMBIXEDAOBgNVBAMTBONhcmxSUOECEEY0a8eAAFa8EdNuLsQQs7AwWCQYFKw4DAhoFAD
|[ANBgkghkiGOWOBAQEFAASBQCS8jgtLzCV+4DFjrTp2/iZqB5XXEKT3TONV7ttX+IKGKrOPE
[nPXNYE4nIfbPAIZ2dT8r80fUAMeNn9ceNFgSIs7Xn2TLwWJO/NIETVnwiFUyT6zgEdDXcTpy
|gVnSvkASUUC+k5DbrObpyeDOIiY5IUT1GhvOAfXorFiTOOPr/3g1V3HAAAAAAAA

|<4.5.bin
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w546 binker

|* Example 4.6.bin

|>4.6.bin

[MITFtwY JKoZIhveNAQcCollIFgDCCBaQCAQEXCTAHBgUrDgMCGjArBgkghkiGOw0OBBwGgHg
|QcVGhpcyBpcyBzb21IIHNhbXBsZSBjb250ZW50LgCCBJwwggG4MIIBA6ADAGECAQIAQIAJ
|BgcghkiOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDIwODEwWWhcNMzkxM;j
[IMXMjM1OTUSWJATMREwWDWYDVQQDEwWhEaWFuZURTUzCBkzAJBgcghkjiOOAQBA4GFAAKBgQCg
|ABd4LO5+gVMuLmMEID6GbUVIa2lmocy8SJbY1ly8rvKkR2illJ6rOFItUP9v1G16+ZOAkOES
[tPLNOCNPccvyX/I9M7WeeClze+MSTYGM|zSTIbt+LIJ378EVYyW34+j2hN3UZ6Ir60/8za
|OSmMjOeWiQ+IVyddbpoFnzMCqzS7FI60BgTB/MAWGA1IUdEWEB/WQCMAAwWDgYDVROPAQH/BA
|QDAgbAMB8GA1UdIwQYMBaAFHBEPolub4feStN14z0gvEMrk/EfMBOGA1UdDgQWBBRKMJI9
IXNXFC5k6Ui8Wv1hQ3c4rGDAfBgNVHREEGDAWgRREaWFuZURTUOBIeGFtcGxILmNvbTAJBg
|cghkjOOAQDAzAAMCOCFQChGvgXDj5dqlz0tlUzHkvjLKy5XwIUKESQRVjSHJ1VNRQYKkbl/
|Od+1btMwggLcMIICMmG6ADAgECAgIAYDAJIBgcghkiOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1
IMWHhcNOTkwODE3MDEXMDQ5WhcNMzkxMjMxMjM1OTUSWJATMREwWDwWYDVQQDEWhBbGIjZURT
|UzCCAbYwggErBgcqhkjOOAQBMIIBHgKBgQCBjc3tg+oKnjk+wkgoo+RHk90016gO7FPFg4
|QIT/+U4XNIfgzZWB80RIOf6fr6ShiS/h2TDINt4/m7+3TNxfaYrkddA3DJEIIZvepl75/PSf
|[L91DqltuU8T+wBWhHTV2Iw801s+NVCHXVOXY QxHi9/52whJc38uRRG7XkCZZc835b2wIVAO
|[JHphpFZrgTxtgPuDchK2KL95PNA0GAJjjQFIKygjn7Pm3ZS1IgTHYjOQQCNVzyyxowwx5Q
|Xd2bWeLNgqgU9WMB7ojadbgevfYpCJlaf0dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFuC
|BWAXXtSYKRITZEVIjIlUpTVrXi+XPsGmME2HxF/wr3tOVD/mHTCOYFKYDmM6NjkDgY QAA0GA
[XOO5WnUUIgupet3jP6nsrF7cvbc TETSmMFokoESPZNIZNndXUTEj1DW2/IUb/6ifKiGz4kfT
|OHjVijyLtFpaBK44XWzgaAP+gjthryJKtTGrgnDR7vCLIMFIBcYgxl+hWL8bsO01NKWN/Zh
|R7LEMoTwfkFA/UanY04z8gXi9PKD5bijgY EwfzZAMBgNVHRMBAfSEAJAAMA4GA1UdDWEB/w
|QEAWIGWDABgNVHSMEGDAWgBRWRD6CLmM+H3krTdeM9ILXDK5PxHzAdBgNVHQ4EFgQUvmyh
|s+PB9+1DcKTOEwWHi/eOX/sOwHwYDVRORBBgwWFOEUQWxpY2VEU1NAZXhhbXBsZS5jb20wCQ
|YHKoZIzjgEAWMWADAIAhRVDKQZHOIriXEiM42DarU9Z2u/RQIVAJI9hU1JUC1yy3drndh3i
|EFIbQ169MYHGMGECAQEWGDASMRAWDgYDVQQDEwWdIDY XJsRFNTAgIAYyDAHBgUrDgMCGjAJBg
|cghkjOOAQDBCAWLAIUSCTei4dXyFg/sgmGpVNAIBKHMWK8CFBft1XcC7nUT2BCOPZcXIIi7

[/’ XuBMGECAQEWGDASMRAwWDgYDVQQDEwdDYXJsRFNTAgIAOJAHBgUrDgMCGjAJBgcghkjOOA
|QDBCAWLAIUFf+BTYytgE6bNVgEN25jbulbg/oCFAZ+WE4rMYRB7UISOD530gaMdQgh

|<4.6.bin

w547 iy

|* Example 4.7.bin

[>4.7.bin

[IMIIDIAY JKoZIhveNAQcColIDhTCCA4ECAQMXCTAHBgUrDgMCGjArBgkghkiGOw0BBwGgHg
|QcVGhpcyBpcyBzb21IIHNhbXBsZSBjbh250ZW50LgCCAuAwggLcMIICmMBADAgECAgIAYDAJ
|BgcghkiOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
IMXxMjM1OTUSWJATMREWDwWYDVQQDEWhBbLGIjZURTUzCCAbYwggErBgcqhkiOOAQBMIIBHgKB
|gQCBjc3tg+oKnjk+wkgoo+RHk90016gO7FPFg4QIT/+U4XNIfgzZWB80RIOf6fr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEIIZvepl75/PSfL91DqltU8T+wBWhHTV2Iw801s+NVCHXV
[OXYQxHi9/52whJc38uRRG7XkCZZc835b2wIVAOJHphpFZrgTxtqgPuDchK2KL95PNAOGAJ]
[IQFIkyqjn7Pm3ZS1IgTHYjOQQCNVzyyxowwx5QXd2bWeLNgqgU9WMB7ojadbgevfYpCJlaf0
|dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUCBWAXXISYKRITZEVIIIUpTVrXi+XPsGm
|E2HXF/wr3tOVD/mHTCOYFKYDm6NjkDgY QAA0GAXOO5WnUUIgupet3jP6énsrF7cvbcTETSm
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|FOKOESPZNIZndXUTEj1DW2/IUb/6ifKiGz4kfTOH|VtjyLtFpaBK44XWzgaAP+gjfhryJK
[tTGrgnDR7vCLIMFIBcYgxl+hWL8bsO01NKWN/ZhR7LEMoTwfkFA/UanY04z8qgXi9PKD5bij
|gYEwfzAMBgNVHRMBAfSEAJAAMA4GA1UdDWEB/WQEAWIGWDATBgNVHSMEGDAWgBRWRD6CLM
[+H3krTdeM9ILXDK5PxHzAdBgNVHQ4EFgQUvmMyhs+PB9+1DcKTOEwWHIi/eOX/sOWHwWYDVROR
|BBgwFOEUQWxpY2VEU1NAZXhhbXBsZS5jb20wCQYHKo0ZIzZjgEAWMWADAtAhRVDKQZHOIriX
|EiM42DarU9Z2u/RQIVAJI9hU1JUC1yy3drndh3iEFIbQ169MWAWXgIBA4AUVMyhs+PB9+1D
|cKTOEwWHi/eOX/sOwBwWYFKw4DAhowCQYHKo0ZIzZjgeAwQVMCOCFQCJIw2t7VviDEgBISTf1xF
|gXjRFXgwlUCw9IDOQqrs3nphLlycOUGZpzwgw7c=

|<4.7.bin

***4.8.em***

|* Example 4.8.eml

|>4.8.eml
|ITUINRS1IWZXJzaW9uOIiAXLJAKVG86IFVzZXlyQGV4YW1wbGVzLMmNvbQpGcecm9tOiBhbGljZU
|RzcOBleGFtcGxlcy5jb20KU3ViamVjdDogRXhhbXBsZSAOLjgKTWVzc2FnZS1JZDogPDAy
[MDKwNjAWMjU1IMDMwWMC4yNDIAZXhhbXBsZXMuY 29tPgpEYXRIOiBGcmksIDA2IFNIcCAyMD
|AyIDAWO)I10jIXICOWMzAWIApDb250ZW50LVR5cGUGBIG11bHRpcGFydC9zaWduzZWQ7CiAg
[ICBtaWNhbGcOUOhBMTsKICAgQIGIvdW5KY XJ5PSItLSO0tPV90ZXh0Qm91bmRyeV9fX19Gem
|[ksXzA2X1NIcF8yMDAyXzAwOjl10jIxIjsKICAgIHBYyb3RvY29sPSJhcHBsaWNhdGIvbiOw
|a2NzNylzaWduYXR1cmUiCgpUaGlzIGlzIGEghXVsdGkicGFydCBtZXNzYWdIIGIUIELJTU
|UgZm9ybWFOLgoKLSOtLSOtPVY90ZXh0Qm91bmRyeV9fX19GcmksXzA2X1NIcF8yMDAyXzAw
|OjI10jIxCgpUaGIzIGIzIHNvbWUgc2FtcGXIIGNvbnRIbNQuCiOtLSOtL T1f TmV4dEJIvdW
|SkenlfX19fRNIpLFB8WNI9OTZXBfMjAWMIB8WMDoyNToyMQpDb250ZW50LVR5cGUGIGFwcGxp
|Y2F0aW9uL3BrY3M3LXNpZ25hdHVyZTsgbmFtZT1zbWItZS5wN3MKQ29udGVudC1lUcmFuc?2
|ZIcilFbmNvZGluZzogY mFzZTYOCKNvbnRIbnQtRGIzcG9zaXRpb2461GFOdGFjaG1lbnQ7
[IGZpbGVuYW1IPXNtaW1ILnA3cwoKTUIJRGR3WUpLblpJaHZjTKFRYONVSUIEYURDQOEyUU
INBUUV4Q1RBSEJNVXJEZ01DR2pBTEJna3Foa2lHOXcwQkJ3R2dnZ0xnTUIJQwozRENDQXB1
|ZOF3SUJBZ0IDQU1NdONRWUhALb1pJempnRUF6QVNNUKF3RGAZRFZRUURFA2REWVhKc1JGTI
IRNQJRYRFRrNU1EZ3hOekF4Ck1UQTBPVMI9YRFRNNU1USXpNVEIG TIRrMU9Wb3dFekVSTUE4
|[ROExXVUVBeE1JUVd4cFkyVkVVMU13Z22dHMk1JSUJLA11IS29aSXpgZOUKQVRDQOFSNENNWU
|VBZ1kzTjdZUHFDcDQ1UHNKSUtLUGtSNVBKRHRIDOR1eFR4YXVFQOUVL2XPRNpTSDRNMXZO
|IRVNOSCtuNitrb1lrdgo0ZGt3eURiZVA1dS90MHpjWDJtSzVIWFFOd3ISQOpXYjNxZGUrZn
|owbnkvZFE2aUxWUEUvcOF|SVIWMWRpTVBEdGJQalZRaDExVGwyCkVNUjR2ZitkcOITWE4v

| TGtVUNUXNUFtV1hQTitXOXNDRIFEaVI2ZWWFSV2EORThiYW03ZzNJU3RpaS9lVHpRS0JnQ1
|[KOMEJTSk1xbzUKK301dDJVdFpha3gySXprRUFqVmMM4c3NhTULINZVVGM2RtMW5pemFvRIBW
|akFINkkydUcOSHIzMktRaVduOUhYUFNnaGVTejZRK0czcQpuTWtoaWpOMkZPbkOMbDJqQj
|gwamhiZ3ZNQUY4YIVtSkVZazJSTDMOeUpWS1UxYTEOdmx6NOJwaE500FIMOESS5N2RGUS81
|aDB3dEdCCINtQTV1alkl1QTRHRUFBS0JNRnpgdVZwMUZKWUxxWHJkNHorcDdLeGUzTDIzRX
|hFMHBoYUpLQKVgMIRTR10zVjFFeEKSUTFOdjVWRY8KK29ueW90cytKSDA5QjQxYIk4aTdS
|[YVdnU3VPRjFzNEdNRCOvVSTMOYThpU3JVeHEOSncwZTd3aS9aaFNBWEdLc1pmb1ZpL0c3Tk
[5UUwpsamYyWVVIeXhESOU4SDVCUVAXR3AYTKINLOtsNHZUeWcrVzRVNEdCTUg4dORBWURW
|UiBUQVFILOJBSXdBREFPQMAOVKhROEJBZjhFCkJBTUNCCcOF3SHAZRFZSMGpCQmd3Rm9BVW
INFUStnaTV2aDk1SzAzWGpQUOM4UXI1VDhSOHdIUVIEVIIWTOJCWUVGTDVzb2JQandmZnQK
|[UTNDa3poTUIOdjNgbC83Tk1COEdBMVVKRVFRWU1CYUJGRUZzYVdObFJGTIRRR1YOWVcxd2
[JHVXVZMjIOTUFrR0J5cUdTTTQOQKFNRAPNQUF3TFFIVVZReWtHU|IDSzRseEIgTO5SnMnEX
|[UFdkenYWVUNGUUNMWYZ0OU1ZBdGNzdDNhNTNZZDRoQINXMESIdIRGakl1HRUNBUUV3CKdEQV
INNUKF3RGAZRFZRUURFA2REWVhKc1JGTIRBZ0IBeURBSEJNVXJEZ01DR2pBSkJInY3Foa2pP
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|ITOFRREJDNHAMQUIVTS9tR2Y2Z22sKZ3A5W|BYdFJKR2ItSmVCL0J4VUNGR0OZGSnF3WVJOMV
|dZYOIPUW9HaWFvd3FHelZJCgotLS0tLS09X05leHRCh3VuZHJI5X19fX0ZyaSxfMDZfu2Vw
|XzIwMDJfMDAG6MjUBMjEtLQO0=

|<4.8.eml

**%4.9.em***

|* Example 4.9.eml

[>4.9.eml
|ITUINRS1IWZXJzaW9uOIiAXLJAKVG86IFVzZXlyQGV4YW1wbGVzLmNvbQpGcecmotOiBhbGljZU
|RzcOBleGFtcGxIcy5jb20KU3ViamVjdDogRXhhbXBsZSAOLjKKTWVzc2FnZS1JZDogPDAy
IMTAZMTE2NDUOMDMwWMC4zMDRAZXhhbXBsZXMuY29tPgpEY XRIOiBUaHUsIDMxIE9jdCAyMD
|AyIDE20jQ10jEO0ICOWMzAWIApDb250ZW50LVR5cGUBIGFwWcGxpY2F0aW9uL3BrY3M3LW1p
|[bWU7IHNtaW1ILXR5cGU9c2InbmVKLWRhdAGE7CiAgICBuYW1IPXNtaW1ILnA3bQpDb250ZW
[SO0LVRYYW5zZmVyLUVuUY29kaW5nOiBiY XNINjQKQ29udGVudC1EaXNwb3NpdGlvbjogY XR0O
[YWNobWVudDsgZmlsZW5hbWU9c21pbWUucDdtCgpNSUIEbVFZSktvWklodmNOQVFjQ29JSU
|IRpakNDQTRZQOFRRXhDVEFIQmdVckRnTUNHakFOQmdrcWhraUc5dzBCQndHZOIBUWVEUXBV
|CmFHbHpJR2x6SUhOdmMJIXVWdjMkZ0Y0d4bEIHTNZiblJsYmM5RAW9JSUMORENDQXR3d2dnS2
[JvVQU1DQVFIQOFNREINQWIHQNIXRINNNDQKQKFNdOVQRVFNQTRHQTFVRUF4TUhRMKZ5YKVS
[VFV6QWVGdzA1T1IRBNE1UY3dNVEV3TKRsSYUZ3MHpPVEV5TXpFeU16VTVOVGXhTUINeApFVE
[FQQMAOVKIBTVRDRUZzYVdObFJIGTIRNSUICdGpDQOFTcOdCeXFHUOOONEJBRXdNZOVIQW9H
|QKFIR056ZTIJENmMAdxZUQUNONTQ2IqCjVFZVQzUTdYcUE3c1U4V3JoQWhQLzVUaGMwaCtETm
[J6UkVqUiI9wWK3ZwS0dKTCtIWKk1NZzIzaitidjdkTTNGOXBpdVIXMERjTWtRaVYKbTk2blh2
|bjg5Sjh2M1VPb2kxVHhQNOFIQOVKTIhZakR3N1d6NDFVSWRKVTVkaERFZUwzL25iQ0Vsem
[Z5NUZFYnRIUUpsbHp6Zmx2YgpBaFVBNGtlbUdrVm11QIBHMmM8rNES55RXJZb3YzazgwQ2dZ
|IQW1PTkFVaVRLcUIMcytiZGxMV1dwTWRpTTVCQUkxWFBMTEdgRERIbEJkCjNadFo0czJIxQI
|QXWXdIdWIOcmh1QjY50WIrSWxwL1IxejBvSVhrcytrUGhONnB6SklZbzdkaFRwemk1Z2G93
|Zk5INFcOTHpBQMZHMUO0KaVJIHSk5rUzkrTWIWU2xOV3RITDVjK3dhWVRZZKVYLON2ZTNSVV
[ArWWRNTFINVXBnT2JvMk9RT0JoQUFDZ1ICYzQ3bGFKUINXQzZsNgozZUOvcWV5c1h0eTIO
|eE1STktZV2ITZ1JIJOWswaG1lkMWRSTVNQVUSIYitWUnYvcUo4cUIIUGISOVBRZUS5XMIBJAT
|IBXbG9FcmpoZGJIPCkIvQS82Q04rR3Z2Ja3EXTWF1Q2NOSHU4SXYYyWVVnRnhpckdYNkZZdnhl
|eIRVMHBZMzItRkhzc1F5aFBCK1FVRDISCWRgVGpQeXBITDAKOG9QbHVLTOJINVEIVTUF3RO0
|[EXVWRFdOVCL3dRQO1BQXdEZ1IEVIIWUEFRSC9CQVFEQWdiIQU1COEdBMVVKSXdRWU1CYUFG
|ISEJFUG9JdQpINGZIUSROMTR6MGd2RUlyay9FZk1CMEdBMVVKRGARV0JCUytiSOd6NDhIMz
|[dVTndwTTRUQWVMOTQ1Zit6 VEFMQmdAOVKhSRUVHREFXCmdSUKJiIR2xqWIVSVFUwQmMxIR0Z0
[YOd4bEXxtTnZiVEFKQmdjcWhrak9PQVFEQXpBQU1DMENGRIVNCEJrZIFpdUpjuOl6allOcX
|[RUMWA4KY Tc5RkFoOVUFUMKZUVWXRTFhMTGQydWQYSGVJUVVSAERY cjB4WXpCaEFNRUINQmMA3
|IRWpFUU1BNEdBMVVFQXhNSFEYRNIIRVIUVXdJQwpBTWdA3QndZRkt3NERBaG93Q1FZSEtvWk
[16amdFQXdRAU1DdONGRDFjU1c2TEIVRNpIWGxIM1IINVNLUOJIci9ZzQWhRbUNXN3MVQ1RG
|CkhPRWpNQVNIVWpITXB4NWc2QT09Cg==

|<4.9.eml

***4.10.bin***
|* Example 4.10.bin
|>4.10.bin

[IMIIH/wY JKoZlhveNAQcColIH8DCCB+wCAQEXCTAHBgUrDgMCGjArBgkghkiGOw0BBwGgHg
|QcVGhpcyBpcyBzb21IIHNhbXBsZSBjbh250ZW50LgCCAuAwggLcMIICmMB6ADAgECAgIAYDAJ
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|BgcghkiOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
IMXxMjM1OTUSWJATMREWDwWYDVQQDEWhBbLGIjZURTUzCCAbYwggErBgcqhkiOOAQBMIIBHgKB
|gQCBjc3tg+oKnjk+wkgoo+RHk90016gO7FPFg4QIT/+U4XNIfgzZWB80RIOf6fr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEIIZvepl75/PSfL91DqltU8T+wBWhHTV2Iw801s+NVCHXV
[OXYQxHi9/52whJc38uRRG7XkCZZc835b2wIVAOJHphpFZrgTxtqgPuDchK2KL95PNAOGAJ]
[IQFIkyqjn7Pm3ZS1IgTHYjOQQCNVzyyxowwx5QXd2bWeLNgqgU9WMB7ojadbgevfYpCJlaf0
|dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUCBWAXXISYKRITZEVIIIUpTVrXi+XPsGm
|E2HXF/wr3tOVD/mHTCOYFKYDm6NjkDgY QAA0GAXOO5WnUUIgupet3jP6énsrF7cvbcTETSm
|FOKOESPZNIZndXUTEj1DW2/IUb/6ifKiGz4kfTOH|VtjyLtFpaBK44XWzgaAP+gjfhryJK
[tTGrgnDR7vCLIMFIBcYgxl+hWL8bsO01NKWN/ZhR7LEMoTwfkFA/UanY04z8gXi9PKD5bij
|gYEwfzAMBgNVHRMBAfSEAJAAMA4GA1UdDWEB/WQEAWIGWDATBgNVHSMEGDAWgBRWRD6CLM
[+H3krTdeM9ILXDK5PxHzAdBgNVHQ4EFgQUvmMyhs+PB9+1DcKTOEwWHIi/eOX/sOWHwWYDVROR
|BBgwFOEUQWxpY2VEU1NAZXhhbXBsZS5jb20wCQYHKo0ZIzZjgEAWMWADAtAhRVDKQZHOIriX
|EiM42DarU9Z2u/RQIVAJI9hU1JUC1yy3drndh3iEFInQ169MYIEyTCCBMUCAQEWGDASMRAW
IDgYDVQQDEwWdDYXJsRFNTAgIAYyDAHBgUrDgMCGqCCBF8wWGAY JKoZIhveNAQkDMQsGCSqGSI
|b3ADQEHATA|BgkghkiGOwOBCQQXFgQUQGrsCFJ5um4WAi2eBinAlpaH3UgwOAYDKgszMTEE
|[LIRoaXMgaXMgYSBOZXNOIEdIbmVyYWwgQVNOIEFOdHIpYNnV0ZSwgbnVtYmVyIDEuMD4GCy
|gGSIb3DQEJEAIEMS8wWLQwgQ29udGVudCBlaW50cyBEZXNjcmiwdGIvbiBCdWZmzZXIGCSqG
|SIb3ADQEHATBKBgkghkiGOwWOBCQ8XxPTA7MAcGBSoDBAUGMDAGBiIoDBAUGTQQMU21pbWUgQ2
|[FwYWJpbGloaWVzIHBhcmFtZXRlcnMgYnVmZmVyIDIwbQYLKoZIhveNAQKQAgIxXjFCAgEB
|BgcqgAWQFBQgCIEXtUSEITIEITIEEQUFJIVKFDWSBNQVJLIFRFU1QXMTAVgAgqAWQFBgeGeK
|EJEyFUSEITIEITIEEQVEVTVCBTRUNVUKIUWS1DQVRFR0O9SWS4wbwY LKoZIhveNAQKQAgox
|YDBeBgUgAWQFBgQrQ29udGVudCBSZWZIcmVuY2UgQ29udGVudCBJZGVudGImaWVylEJ1Zm
[ZIcgQoQ29udGVudCBSZWZlcmVuY2UgU2InbmFOdXJIIFZhbHVIIEJ1ZmZIcjBzBgsqhkiG
|[9WOBCRACCzFkoGIWWJELMAKGALUEBhMCVVMxFJAUBgNVBAOTDVVTIEdvdmVybm1lbnQxET
|[APBgNVBASTCFZEQSBTaXRIMQwwCgYDVQQLEWNWREEXEJAQBgNVBAMTCURhaXN5IFJTQQIE
|CIVEMzCB/AYLKoZIhveNAQkQAgMxgewwgekwgeYEBzU3MzgyOTKYDzE50TkwMzEXMTAOND
IMzZWqGByTCBxgRhMF8xCzAJBgNVBAYTAIVTMRYWFAYDVQQKEwW1VUyBHb3ZIcm5tZW50MREwW
|IDwYDVQQLEWhWREEQU2I0ZTEMMA0OGA1IUECXMDVKRBMRcwWFQYDVQQDEW5CdWdzIEJ1bm55IE
IRTQaRhMF8xCzAJBgNVBAYTAIVTMRYWFAYDVQQKEw1VUyBHb3ZIcm5tZW50MREwWDwWYDVQQL
|[EWhWREEQU2I0ZTEMMA0GA1IUECXMDVKRBMRcwWFQYDVQQDEW5FbG1IciBGAWRKIERTQTCCAQ
[IGCyqGSIb3DQEJEAIIMYHYMIHVMXICAQEGBYoDBAUGBWKTJKVRVUIWQUXFTIQgVEhJUYBJ
|UyBBIFBSSVZBQ1kgTUFSSYyBURVNUMTwwOOAIKgMEBQYHhnihLhMsRVFVSVZBTEVOVCBUSE
[ITIEITIEEQVEVTVCBTRUNVUKIUWS1DQVRFR09SWS4xeQIBAQYHKgMEBQYHChMtRVFVSVZB
ITEVOVCBUSEITIEITIEEgUOVDTO5EIFBSSVZBQ1kgTUFSSYyBURVNUMTwwOOAIKgMEBQYHhnN
[IhLhMsRVFVSVZBTEVOVCBUSEITIEITIEEgVEVTVCBTRUNVUKIUWS1DQVRFR0O9SWS4wCQYH
|KoZIzjgEAWQVMCOCFQC8MzdIxPdwXBdJE6pMhcq7UpFIWQIUY5aiFIvPVI6wSF9sZN2EBE

[IfHMo=

|<4.10.bin

***4.11.bin***

|* Example 4.11.bin

[>4.11.bin

IMIIGIAY JKoZIhveNAQcCollGeTCCBNUCAQEXADALBgkghkiGOw0OBBwGgggV/MIICmzCCAl
|ggAWIBAgIBATAJIBgcghkjiOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1IMwHhcNOTkwODE2M;jl1
[IMDUWWhcNMzkxMjMxMjM1OTUSWJASMRAwWDgYDVQQDEwdDY XJsRFENTMIIBtzCCASsGByqgGSM
|44BAEwggEeA0GBALZIGDE6KRMEpPCcZRMACQSwWXp5y1RNgx6B+8ZMsw6UCQbrAdSxyHFLXOXA
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|lUCVdnPza5G3T40Z1hlJ9uhWVShb2Ru3d9pjSu36KCoq6FnuSUAFIk4vrJRVRI1IXcjIMOEK
[IQ/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEI1GOpLdbpAhUA3CcEV31POCzRgdz4CpL+K
|XZI5SENUCgYAM7lebS73atgdgdDdPVX+d7bxhDetGWTxWCytbDIJHOpWJSacrhbT69v/7ht7
|krYTyty65F4wasjCKAdnESHC8fN8BzZtU5dc96vDskdWIH1TOR5NVpzgn9GUR+pQhacSOuK
|eWG01S9TIkRjH4a401gGJfgpwO+64HXWQsRjZVKbCgOBhQACgYEAmMYdOJwNmoLHArdwsdb
[VhbESc2iFtTUdtsWIJ6diuHvI6tISx0456m3FOAJTItCVOUWCWGSQB82IM/NnXA+87YaADj
[/dVWT98)jIhkGIPSxYY86V7EIEaQLJiXwUnaB6gtiDZUg50a6crKnUIMLQifNG6INIZrXjR
|g5hD+LxVZNgHQqjQBAMASGA1UdJEWEB/WQFMAMBAf8wDgYDVROPAQH/BAQDAgGGMBOGA1Ud
|IDgQWBBRWRD6CLM+H3krTdeM9ILXDK5PxHzAJBgcghkjOOAQDAzAAMCOCFGuUp8ES6Wnnj+b
|49K8kGN+kRF6ETAhUAjzZRpKouxPANSIDJINE/OiftGsjswggLcMIICm6ADAgECAQIAYDAJ
|BgcghkiOOAQDMBIXEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
IMXxMjM1OTUSWJATMREWDWYDVQQDEWhBbLGIjZURTUzCCAbYwggErBgcqhkiOOAQBMIIBHgKB
|gQCBjc3tg+oKnjk+wkgoo+RHk90016gO7FPFg4QIT/+U4XNIfgzZWB80RIOf6fr6ShiS/h2T
|DINt4/m7+3TNxfaYrkddA3DJEIIZvepl75/PSfL91DqltU8T+wBwWhHTV2Iw801s+NVCHXV
[OXYQxHi9/52whJc38uRRG7XkCZZc835b2wIVAOJHphpFZrgTxtgPuDchK2KL95PNAOGAJ]
[IQFIkyqjn7Pm3ZS1IgTHYjOQQCNVzyyxowwx5QXd2bWeLNgqgU9WMB7ojad4bgevfYpCJlaf0
|dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUCBWAXXISYKRITZEVIIIUpTVrXi+XPsGm
|E2HXF/wr3tOVD/mHTCOYFKYDm6NjkDgY QAA0GAXOO5WnUUIgupet3jP6énsrF7cvbcTETSm
|FOKOESPZNIZndXUTEj1DW2/IUb/6ifKiGz4kfTOH|VtjyLtFpaBK44XWzgaAP+gjfhryJK
[tTGrgnDR7vCLIMFIBcYgxl+hWL8bsO01NKWN/ZhR7LEMoTwfkFA/UanY04z8qXi9PKD5bij
|gYEwfzAMBgNVHRMBAfSEAJAAMA4GA1UdDWEB/WQEAWIGWDAfBGQNVHSMEGDAWgBRWRD6CLmM
[+H3krTdeM9ILXDK5PxHzAdBgNVHQ4EFgQUvmMyhs+PB9+1DcKTOEwWHIi/eOX/sOWHwWYDVROR
|IBBgWFOEUQWxpY2VEU1NAZXhhbXBsZS5jb20wCQYHKo0ZIzjgEAWMWADAtAhRVDKQZHOIriX
|EiM42DarU9Z2u/RQIVAJI9hU1JUC1yy3drndh3iEFIbQ1690YHbMIHYMIGZMAKGBYgGSM44
|IBAMWEJEQMA4GALUEAXMHQ2FYbERTUXcNOTkwODI3MDcwMDAWWBpMBMCAgDIFWO50TA4M;
[IwWNzAWMDBaMBMCAgDJFwO50TA4MjlwNzAWMDBaMBMCAgDTFwO50TA4MjlwNzAwWMDBaMBMC
|AgDSFwW050TA4MjlwNzAWMDBaMBMCAgDUFw050TA4MjQwNzAWMDBaMAkGByqGSM44BAMDLw
|AWLAIUfMVSdjP+NHMX0feW+aDU2G1cfTOCFAJ6W7fVWxjBz4fvitok8ygDnDWhMQA=

|<4.11.bin

w55, 1 pinker

|* Example 5.1.bin

[>5.1.bin
IMIIBHgYJKoZIhveNAQcDolIBDzCCAQsCAQAXgcAwWgbOCAQAWIJASMRAWDgYDVQQDEwdDY X
|JSUINBARBGNGVHgABWVBHTDbi7NXXHQMAOGCSqGSIb3aDQEBAQUABIGAC3EN5SNGIiJi2IsGP
|cP2iJ97a4e8kbKQz36296Z2i0yx6zY C4AmZ7mX7FBs3IWg+f6KgCLx3M1eCbWx8+MDFbbpX
[adCDgO8/nUKUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgSO0ipdSJUNNnkVY4/M652]
|[KKHRLFf02hosdR8wQwY JKoZIhveNAQCcBMBQGCCqGSIb3DQMHBAgtaMXpRwWZRNYAQDsiSf8
|Z9P43LrY40xUk660cullXeCSFOSOpOJ7FuVyU=

[<5.1.bin
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w4552 pinkee

|* Example 5.2.bin

[>5.2.bin
[IMIIBZQYJKoZlhveNAQcDolIBVjCCAVICAQIXggEAMIGO9AGEAMCYWEJEQMA4GALUEAXMHQ2
[FYbFITQQIQRjRrx4AAVIwR024uzV1xXODANBgkghkiGOWOBAQEFAASBgJQMQOjGi7Z4I1P+C
|[VypBmNFoCDoEp87khtgyff2N4SmgD3RxPx+8hbLQt9i3YcMwcap+aiOkyqjMalTO3VUCOX
IBOGV+HYI3HBZm/aFzxoq+YOXAWSs5xIGerZwTOC9j6AYIK4gXvnztR5SQ8TBjlzytm4V7zg
[+TGrMGVNQBNw47EW0j4CAQQWDQQLTWFpbEXpc3RSQzIWEAYLKoZIhveNAQKQAWCCATOEGH
|cUr5MSJ/g9HNIVHSQ6X56VcewY b+0OfojTBIBgkghkiGOwOBBWEWGQY IKoZIhveNAwIwDgIC
|AKAECJIWEOhkuKIWhgCBeKNXhojuej3org9Lt7n+wWxOhnky5V50vSpoYRfRRyw==

[<5.2.bin

***5 3.eml***

|* Example 5.3.eml

[>5.3.eml
|[TUINRS1IWZXJzaW9uOiAXLJAKTWVzc2FnZS1JZDogPDAWMTAzMTEYMDA1MjAzLJAWMZzQ5QG
|FteWVtaWx5LmInLmNvbT4KRGF0ZTogVHVILCAzMSBPY 3QgMjAWMCAXMjowMDo1MiAtMDYw
IMCA0Q2VudHJIhbCBTdGFuZGFyZCBUaW1IKQpGcem9tOiBVc2VyMQpUbzogVXNIcjIKU3Viam
|[VjdDogRXhhbXBsZSA1LMKQ29udGVudC1UeXBIOiBhcHBsaWNhdGIvhi9wa2NzNyltawll
|OwoJIbmFtZT1zbWItZS5wN207CglzbWItZS10eXBIPWVudmVsb3BIZC1kYXRhCkNvbnRIbn
[QtVHIhbNNmMZXItRW5jb2Rpbmc61GIhc2U2NApDb250ZW50LURpc3Bvc210aW9uOiBhdHRhA
|Y2htZW500yBmaWxIbmFtZT1zbWItZS5wN20KCk1JSUJIZ1IKS29aSWh2Y05BUWNEDOIJQk
|IR6QONBUXNDQVFBeGdjQXdnYBDQVFBdOpgQVNNUKF3RGAZRFZRUURFA2REWVhKc1VsTkIK
|QWhCRO5HdkhnQUJIXdkJIVGIpNOSYWEhRTUEWRONTcUdTSWIzZRFFFQkFRVUFCSUdBQzNFT]
[VUROIpSmMmkybHNHUGNQMmMIKOTdhNGU4awpiS1F6MzZ6ZzZaMmkweXg2elIDNG1aN21YNOZC
|czNJIV2crZjZLZONMeDNNMWVDYId4OCINREZiYNnBYYWRDRGAPOCOuVWtVTIIITNnhKCnR1en
|ViR2d6b3IFZDhDaDRIL2RkOWdkelRKK3RhVEVNUzBpcGRTSNVObMtWWTQVTTY1MmpLSOhS

I TEZmMDJob3NkUjh3UXdZSktvWkkKaHZjTkFRYOJNQIFHQONXR1INJYJNEUU1IQkFNndGFNWH
|IBSd1pSTIIBZORzaVNmMOF0o5UDQzTHJIZNE94VWs2NjBjdTFsWGVDUOZPUO9WTwpKNOZ1VnIV
|PQoOK

[<5.3.eml

#5560, bin*+*

|* Example 6.0.bin

|>6.0.bin

IMFAGCSqGSIb3DQEHBaBRMESCAQAwWBWYFKw4DAhowKwY JKoZIhveNAQcBoB4EHFRoaXMgaX
[IMgc29tZSBzYW1wbGUgY29udGVudC4EFEBq7AhSebpuFgltngY pwCKWh91l

|<6.0.bin
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w7 1 iy

|* Example 7.1.bin

[>7.1.bin

IMFcGCSqGSIb3DQEHBgBKMEgCAQAWQWY JKoZIhveNAQcBMBQGCCgGSIb3DQMHBAIza2v7Y]j
|[EIToAg+vzt2z8YFXx04iRHGNNYQ2/TD2VgV75M7mvXXBPalcOl=

|<7.1.bin

w7 2 iy

|* Example 7.2.bin

[>7.2.bin
IMIGVBgkghkiGO9w0BBwaggYcwgYQCAQIwWQwYJKoZIhveNAQcBMBQGCCqGSIb3DQMHBAgHJy
|CFkJ6wfoAgOiCPZ0iKyOHKImhdvncFUibt4wG9AJFY pzVuvEuUiBzOhOjA4BgMggqzMxMQQv
|VGhpcyBpcyBhIHRIc3QgR2VuzZXJhbCBBU04gQXROcmIidXRILCBudW1iZXIgMS4=

|<7.2.bin
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