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Abstract

Thi s docunent provides an overview and specification of Version 5 of
the Kerberos protocol, and it obsol etes RFC 1510 to clarify aspects
of the protocol and its intended use that require nore detailed or

cl earer explanation than was provided in RFC 1510. This docunent is
i ntended to provide a detailed description of the protocol, suitable
for inplenentation, together with descriptions of the appropriate use
of protocol nessages and fields within those nessages.
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1.

| nt roducti on

Thi s docunent describes the concepts and nodel upon which the

Ker ber os network aut hentication systemis based. It also specifies
Version 5 of the Kerberos protocol. The notivations, goals,
assunptions, and rational e behind nost design decisions are treated
cursorily; they are nore fully described in a paper available in | EEE
comuni cations [NT94] and earlier in the Kerberos portion of the

At hena Techni cal Pl an [ MNSS87].

This docunent is not intended to describe Kerberos to the end user,
system admi ni strator, or application developer. Higher-|evel papers
describing Version 5 of the Kerberos system [NT94] and docunenti ng
version 4 [SNS88] are avail abl e el sewhere.

The Kerberos nodel is based in part on Needham and Schroeder’s
trusted third-party authentication protocol [NS78] and on
nodi fi cations suggested by Denning and Sacco [DS81]. The origina
design and inplenentation of Kerberos Versions 1 through 4 was the
work of two forner Project Athena staff nenbers, Steve Ml er of

Di gital Equi pment Corporation and Clifford Neuman (now at the

I nformati on Sciences Institute of the University of Southern
California), along with Jerone Saltzer, Technical Director of Project
At hena, and Jeffrey Schiller, MT Canpus Network Manager. Many ot her
menbers of Project Athena have al so contributed to the work on

Ker ber os.

Version 5 of the Kerberos protocol (described in this docunent) has
evol ved because of new requirenments and desires for features not

avail able in Version 4. The design of Version 5 was led by Cifford
Neuman and John Kohl with nuch input fromthe comunity. The

devel opnent of the MT reference inplenmentation was led at MT by
John Kohl and Theodore Ts’o, with help and contri buted code from nmany
others. Since RFC 1510 was issued, many individuals have proposed
extensions and revisions to the protocol. This docunent reflects
sone of these proposals. Were such changes involved significant
effort, the docunent cites the contribution of the proposer.

Ref erence i npl enentati ons of both Version 4 and Version 5 of Kerberos
are publicly available, and comercial inplenmentations have been
devel oped and are widely used. Details on the differences between
Versions 4 and 5 can be found in [ KNT94].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
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1.1. The Kerberos Protocol

Ker beros provides a neans of verifying the identities of principals,
(e.g., a workstation user or a network server) on an open
(unprotected) network. This is acconplished w thout relying on
assertions by the host operating system wi thout basing trust on host
addresses, without requiring physical security of all the hosts on

t he network, and under the assunption that packets traveling al ong
the network can be read, nodified, and inserted at will. Kerberos
performs authentication under these conditions as a trusted third-
party aut hentication service by using conventional (shared secret
key) cryptography. Extensions to Kerberos (outside the scope of this
docunent) can provide for the use of public key cryptography during
certain phases of the authentication protocol. Such extensions
support Kerberos authentication for users registered with public key
certification authorities and provide certain benefits of public key
cryptography in situations where they are needed.

The basic Kerberos authentication process proceeds as follows: A
client sends a request to the authentication server (AS) for
"credential s" for a given server. The AS responds with these
credentials, encrypted in the client’s key. The credentials consi st
of a "ticket" for the server and a tenporary encryption key (often
called a "session key"). The client transnmits the ticket (which
contains the client’s identity and a copy of the session key, al
encrypted in the server’'s key) to the server. The session key (now
shared by the client and server) is used to authenticate the client
and may optionally be used to authenticate the server. It nmay also
be used to encrypt further comruni cati on between the two parties or
to exchange a separate sub-session key to be used to encrypt further
comuni cation. Note that many applications use Kerberos’ functions
only upon the initiation of a stream based network connection

Unl ess an application perforns encryption or integrity protection for
the data stream the identity verification applies only to the
initiation of the connection, and it does not guarantee that
subsequent nmessages on the connection originate fromthe same

princi pal .

| mpl enent ati on of the basic protocol consists of one or nore

aut henti cation servers running on physically secure hosts. The

aut henti cation servers maintain a database of principals (i.e., users
and servers) and their secret keys. Code libraries provide
encryption and inplenment the Kerberos protocol. 1In order to add

aut hentication to its transactions, a typical network application
adds calls to the Kerberos library directly or through the Generic
Security Services Application Progranm ng Interface (GSS-API)
described in a separate docunment [RFC4121]. These calls result in
the transm ssion of the nessages necessary to achi eve authentication
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The Kerberos protocol consists of several sub-protocols (or
exchanges). There are two basic nethods by which a client can ask a
Ker beros server for credentials. |In the first approach, the client
sends a cleartext request for a ticket for the desired server to the
AS. The reply is sent encrypted in the client’s secret key. Usually
this request is for a ticket-granting ticket (TGT), which can |ater
be used with the ticket-granting server (TGS). In the second nethod,
the client sends a request to the TGS. The client uses the TGT to
authenticate itself to the TGS in the same manner as if it were
contacting any other application server that requires Kerberos
authentication. The reply is encrypted in the session key fromthe
TGI. Though the protocol specification describes the AS and the TGS
as separate servers, in practice they are inplenented as different
protocol entry points within a single Kerberos server.

Once obtained, credentials nmay be used to verify the identity of the
principals in a transaction, to ensure the integrity of nmessages
exchanged between them or to preserve privacy of the nessages. The
application is free to choose whatever protection nay be necessary.

To verify the identities of the principals in a transaction, the
client transnits the ticket to the application server. Because the
ticket is sent "in the clear"” (parts of it are encrypted, but this
encryption doesn’t thwart replay) and night be intercepted and reused
by an attacker, additional information is sent to prove that the
nmessage originated with the principal to whomthe ticket was issued.
This information (called the authenticator) is encrypted in the
session key and includes a tinestanp. The tinmestanp proves that the
nmessage was recently generated and is not a replay. Encrypting the
authenticator in the session key proves that it was generated by a
party possessing the session key. Since no one except the requesting
principal and the server know the session key (it is never sent over
the network in the clear), this guarantees the identity of the
client.

The integrity of the nmessages exchanged between principals can al so
be guaranteed by using the session key (passed in the ticket and
contained in the credentials). This approach provides detection of
both replay attacks and nessage stream nodification attacks. It is
acconpl i shed by generating and transmitting a collision-proof
checksum (el sewhere called a hash or digest function) of the client’s
message, keyed with the session key. Privacy and integrity of the
nmessages exchanged between principals can be secured by encrypting
the data to be passed by using the session key contained in the

ti cket or the sub-session key found in the authenticator

Neuman, et al. St andar ds Track [ Page 7]



RFC 4120 Ker ber os V5 July 2005

The aut hentication exchanges menti oned above require read-only access
to the Kerberos database. Sonetines, however, the entries in the

dat abase nust be nodified, such as when addi ng new principals or
changing a principal’s key. This is done using a protocol between a
client and a third Kerberos server, the Kerberos Adm nistration
Server (KADM. There is also a protocol for maintaining nultiple
copi es of the Kerberos database. Neither of these protocols are
described in this docunent.

1.2. Cross-Real m Qperation

The Kerberos protocol is designhed to operate across organi zati onal
boundaries. A client in one organization can be authenticated to a
server in another. Each organization wi shing to run a Kerberos
server establishes its own "realm'. The nane of the realmin which a
client is registered is part of the client’s name and can be used by
the end-service to decide whether to honor a request.

By establishing "inter-realn keys, the adm nistrators of two real nms
can allow a client authenticated in the local realmto prove its
identity to servers in other realnms. The exchange of inter-realm
keys (a separate key nmay be used for each direction) registers the
ticket-granting service of each realmas a principal in the other
realm A client is then able to obtain a TGT for the renote realms
ticket-granting service fromits local realm \Wen that TGl is used,
the renote ticket-granting service uses the inter-realmkey (which
usually differs fromits own normal TGS key) to decrypt the TGT; thus
it is certain that the ticket was issued by the client’s own TGS.

Ti ckets issued by the renpte ticket-granting service will indicate to
the end-service that the client was authenticated from another realm

Wt hout cross-real moperation, and with appropriate perm ssion, the
client can arrange registration of a separately-nanmed principal in a
renote real mand engage in normal exchanges with that realms
services. However, for even small nunbers of clients this becones
cunmber sone, and nore automatic net hods as descri bed here are
necessary.

Arealmis said to conmunicate with another realmif the two real ns
share an inter-realmkey, or if the local realmshares an inter-realm
key with an internediate real mthat communicates with the renote
realm An authentication path is the sequence of internediate real ns
that are transited in conmunicating fromone real mto another.

Real ms may be organi zed hierarchically. Each realmshares a key with
its parent and a different key with each child. If an inter-realm
key is not directly shared by two realns, the hierarchica

organi zation allows an authentication path to be easily constructed.
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If a hierarchical organization is not used, it may be necessary to
consult a database in order to construct an authentication path
bet ween real ns.

Al though realns are typically hierarchical, internediate real ns may
be bypassed to achi eve cross-real mauthentication through alternate
aut hentication paths. (These might be established to nake

conmuni cati on between two realnms nore efficient.) It is inportant
for the end-service to know which realns were transited when decidi ng
how nmuch faith to place in the authentication process. To facilitate
this decision, a field in each ticket contains the nanes of the
real ms that were involved in authenticating the client.

The application server is ultimtely responsible for accepting or
rejecting authentication and SHOULD check the transited field. The
application server may choose to rely on the Key Distribution Center
(KDC) for the application server’s realmto check the transited
field. The application server’s KDC will set the

TRANSI TED- POLI CY- CHECKED flag in this case. The KDCs for
internediate realns may al so check the transited field as they issue
TGIs for other realnms, but they are encouraged not to do so. A
client may request that the KDCs not check the transited field by
setting the DI SABLE- TRANSI TED- CHECK flag. KDCs SHOULD honor this
flag.

1.3. Choosing a Principal with Wich to Conmuni cate

The Kerberos protocol provides the neans for verifying (subject to
the assunptions in Section 1.6) that the entity with which one
comuni cates is the sane entity that was registered with the KDC
using the clained identity (principal nane). It is still necessary
to determne whether that identity corresponds to the entity with
whi ch one intends to comruni cate.

When appropriate data has been exchanged in advance, the application
may performthis determnation syntactically based on the application
protocol specification, information provided by the user, and
configuration files. For exanple, the server principal nane
(including realm for a telnet server mght be derived fromthe
user-specified host name (fromthe telnet conmand line), the "host/"
prefix specified in the application protocol specification, and a
mappi ng to a Kerberos real mderived syntactically fromthe donain
part of the specified hostname and infornation fromthe | ocal

Ker ber os real ns dat abase.

One can also rely on trusted third parties to nake this

determ nation, but only when the data obtained fromthe third party
is suitably integrity-protected while resident on the third-party
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server and when transmitted. Thus, for exanple, one should not rely
on an unprotected DNS record to map a host alias to the primary nanme
of a server, accepting the primary nane as the party that one intends
to contact, since an attacker can nodify the mapping and i npersonate
the party.

| npl erent ati ons of Kerberos and protocols based on Kerberos MJST NOT
use insecure DNS queries to canonicalize the hostnane conponents of
the service principal nanes (i.e., they MJUST NOT use insecure DNS
gqueries to map one nanme to another to determ ne the host part of the
principal nane with which one is to conmunicate). In an environnent
wi t hout secure nane service, application authors MAY append a
statically configured domain nanme to unqualified hostnames before
passing the nane to the security nechani snms, but they should do no
nore than that. Secure name service facilities, if available, m ght
be trusted for hostname canonicalization, but such canonicalization
by the client SHOULD NOT be required by KDC inpl enmentations.

| mpl enent ati on note: Many current inplenentations do sone degree of
canoni cal i zati on of the provided service name, often using DNS even
though it creates security problens. However, there is no

consi stency anong i npl ementations as to whether the service nane is
case folded to | owercase or whether reverse resolution is used. To
maxi nize interoperability and security, applications SHOULD provi de
security mechanisms with names that result fromfolding the user-
entered nane to | owercase w thout perform ng any other nodifications
or canonicalization

1.4. Authorization

As an authentication service, Kerberos provides a neans of verifying
the identity of principals on a network. Authentication is usually
useful primarily as a first step in the process of authorization,
determ ni ng whether a client nmay use a service, which objects the
client is allowed to access, and the type of access allowed for each.
Ker beros does not, by itself, provide authorization. Possession of a
client ticket for a service provides only for authentication of the
client to that service, and in the absence of a separate

aut hori zati on procedure, an application should not consider it to

aut hori ze the use of that service.

Separ ate aut hori zati on nethods MAY be inplenented as application-
specific access control functions and may utilize files on the
application server, on separately issued authorization credentials
such as those based on proxies [Neu93], or on other authorization
services. Separately authenticated authorization credentials MAY be
enbedded in a ticket’'s authorization data when encapsul ated by the
KDC-i ssued aut horization data el ement.
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Applications should not accept the nere issuance of a service ticket
by the Kerberos server (even by a nodified Kerberos server) as
granting authority to use the service, since such applications may
becone vul nerable to the bypass of this authorization check in an
envi ronnment where other options for application authentication are
provided, or if they interoperate with other KDCs.

1.5. Extending Kerberos wi thout Breaking Interoperability

As the depl oyed base of Kerberos inplenentations grows, extending

Ker ber os becones nore inportant. Unfortunately, sone extensions to

t he exi sting Kerberos protocol create interoperability issues because
of uncertainty regarding the treatnment of certain extensibility
options by sone inplenmentations. This section includes guidelines
that will enable future inplenmentations to nmaintain interoperability.

Ker beros provi des a general mechanismfor protocol extensibility.
Sone protocol nessages contain typed holes -- sub-nessages that
contain an octet-string along with an integer that defines howto
interpret the octet-string. The integer types are registered
centrally, but they can be used both for vendor extensions and for
ext ensi ons standardi zed through the | ETF.

In this docunment, the word "extension" refers to extension by
defining a new type to insert into an existing typed hole in a

protocol message. It does not refer to extension by addition of new
fields to ASN.1 types, unless the text explicitly indicates
ot herw se.

1.5.1. Conpatibility with RFC 1510

Not e that existing Kerberos nessage formats cannot readily be
extended by adding fields to the ASN.1 types. Sending additional
fields often results in the entire nessage being di scarded w thout an
error indication. Future versions of this specification will provide
guidelines to ensure that ASN. 1 fields can be added w thout creating
an interoperability problem

In the neantine, all new or nodified inplenmentati ons of Kerberos that
recei ve an unknown nessage extension SHOULD preserve the encodi ng of
the extension but otherwi se ignhore its presence. Recipients MJST NOT
decline a request sinply because an extension is present.

There is one exception to this rule. [If an unknown authorization
data el enment type is received by a server other than the ticket-
granting service either in an AP-REQ or in a ticket contained in an
AP- REQ then authentication MJUST fail. One of the prinmary uses of
authorization data is to restrict the use of the ticket. |If the

Neuman, et al. St andards Track [ Page 11]



RFC 4120 Ker ber os V5 July 2005

servi ce cannot determ ne whether the restriction applies to that
service, then a security weakness may result if the ticket can be
used for that service. Authorization elenments that are optiona
SHOULD be encl osed in the AD-|F- RELEVANT el enment.

The ticket-granting service MJST ignore but propagate to derivative
ti ckets any unknown aut horization data types, unless those data types
are enbedded in a MANDATORY- FOR- KDC el enent, in which case the
request will be rejected. This behavior is appropriate because
requiring that the ticket-granting service understand unknown

aut hori zati on data types would require that KDC software be upgraded
to understand new application-level restrictions before applications
used these restrictions, decreasing the utility of authorization data
as a nechanismfor restricting the use of tickets. No security
problemis created because services to which the tickets are issued
will verify the authorization data.

| npl ement ati on note: Many RFC 1510 i npl enmentati ons i gnore unknown
aut hori zati on data el enents. Depending on these inplenentations to
honor aut horization data restrictions nay create a security weakness.

1.5.2. Sending Extensible Messages

Care nust be taken to ensure that old inplenmentati ons can understand
nmessages sent to them even if they do not understand an extension
that is used. Unless the sender knows that an extension is
supported, the extension cannot change the semantics of the core
nmessage or previously defined extensions.

For exampl e, an extension including key information necessary to
decrypt the encrypted part of a KDC-REP could only be used in
situations where the recipient was known to support the extension
Thus when desi gning such extensions it is inportant to provide a way
for the recipient to notify the sender of support for the extension
For example in the case of an extension that changes the KDC- REP
reply key, the client could indicate support for the extension by

i ncluding a padata elenent in the AS-REQ sequence. The KDC shoul d
only use the extension if this padata elenent is present in the
AS-REQ Even if policy requires the use of the extension, it is
better to return an error indicating that the extension is required
than to use the extension when the recipient may not support it.
Debuggi ng i npl enentati ons that do not interoperate is easier when
errors are returned.

1.6. Environnmental Assunptions

Ker beros inposes a few assunptions on the environnent in which it can
properly function, including the foll ow ng:
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1

"Deni al of service" attacks are not solved with Kerberos. There
are places in the protocols where an intruder can prevent an
application fromparticipating in the proper authentication steps.
Det ecti on and sol ution of such attacks (some of which can appear
to be not-uncomon "normal” failure nodes for the system are
usual Iy best left to the human adm nistrators and users.

Princi pals MJST keep their secret keys secret. |If an intruder
sonehow steals a principal’s key, it will be able to masquerade as
that principal or to inpersonate any server to the legitimte
princi pal .

"Password guessi ng" attacks are not solved by Kerberos. If a user
chooses a poor password, it is possible for an attacker to
successfully nount an offline dictionary attack by repeatedly
attenpting to decrypt, with successive entries froma dictionary,
nmessages obtai ned which are encrypted under a key derived fromthe
user’'s password.

Each host on the network MJUST have a clock which is "l oosely
synchroni zed" to the tinme of the other hosts; this synchronization
is used to reduce the bookkeepi ng needs of application servers
when they do replay detection. The degree of "l ooseness" can be
configured on a per-server basis, but it is typically on the order
of 5 mnutes. |If the clocks are synchronized over the network,
the cl ock synchronization protocol MJIST itself be secured from
networ k attackers.

Principal identifiers are not recycled on a short-termbasis. A

typi cal node of access control will use access control lists
(ACLs) to grant permissions to particular principals. |If a stale
ACL entry remains for a deleted principal and the principal
identifier is reused, the new principal will inherit rights

specified in the stale ACL entry. By not re-using principal
identifiers, the danger of inadvertent access is renoved.

d ossary of Terns

Belowis a list of ternms used throughout this docunent.

Aut henti cati on

Verifying the clainmed identity of a principal

Aut henti cati on header

A record containing a Ticket and an Authenticator to be presented
to a server as part of the authentication process.
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Aut henti cation path
A sequence of internediate realnms transited in the authentication
process when conmuni cating fromone realmto anot her.

Aut henti cat or
A record containing informati on that can be shown to have been
recently generated using the session key known only by the client
and server.

Aut hori zati on
The process of deternining whether a client may use a service,

which objects the client is allowed to access, and the type of
access allowed for each.

Capability
A token that grants the bearer perm ssion to access an object or
service. In Kerberos, this mght be a ticket whose use is

restricted by the contents of the authorization data field, but
which lists no network addresses, together with the session key
necessary to use the ticket.

Ci phert ext

The out put of an encryption function. Encryption transforns
pl ai ntext into ciphertext.

Cient
A process that nmakes use of a network service on behalf of a user
Note that in sone cases a Server may itself be a client of sone
other server (e.g., a print server may be a client of a file
server).

Credential s
A ticket plus the secret session key necessary to use that ticket
successfully in an authentication exchange.

Encrypti on Type (etype)
When associated with encrypted data, an encryption type identifies
the algorithmused to encrypt the data and is used to select the
appropriate algorithmfor decrypting the data. Encryption type
tags are conmunicated in other messages to enunerate al gorithmns
that are desired, supported, preferred, or allowed to be used for
encryption of data between parties. This preference is comnbined
with [ocal information and policy to select an algorithmto be
used.

KDC
Key Distribution Center. A network service that supplies tickets
and tenporary session keys; or an instance of that service or the

Neuman, et al. St andards Track [ Page 14]



RFC 4120 Ker ber os V5 July 2005

host on which it runs. The KDC services both initial ticket and
ticket-granting ticket requests. The initial ticket portion is
sonetinmes referred to as the Authentication Server (or service).
The ticket-granting ticket portion is sonmetines referred to as the
ticket-granting server (or service).

Ker ber os
The nanme given to the Project Athena's authentication service, the
protocol used by that service, or the code used to inplenment the
aut hentication service. The nane is adopted fromthe three-headed
dog that guards Hades.

Key Version Nunber (kvno)
A tag associated with encrypted data identifies which key was used
for encryption when a long-lived key associated with a principa
changes over time. It is used during the transition to a new key
so that the party decrypting a nessage can tell whether the data
was encrypted with the old or the new key.

Pl ai nt ext
The input to an encryption function or the output of a decryption
function. Decryption transforns ciphertext into plaintext.

Pri nci pal
A naned client or server entity that participates in a network
conmuni cation, with one name that is considered canonical

Principal identifier
The canoni cal nane used to identify each different principa
uni quel y.

Seal
To enci pher a record containing several fields in such a way that
the fields cannot be individually replaced without know edge of
the encryption key or |eaving evidence of tanpering.

Secret key
An encryption key shared by a principal and the KDC, distributed
out side the bounds of the system with along lifetine. In the

case of a hunman user’s principal, the secret key MAY be derived
froma password

Server
A particular Principal that provides a resource to network
clients. The server is sonetinmes referred to as the Application
Server.
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Servi ce
A resource provided to network clients; often provided by nore
than one server (for exanple, renote file service).

Sessi on key
A tenporary encryption key used between two principals, with a
[ifetime [imted to the duration of a single login "session". In
the Kerberos system a session key is generated by the KDC. The
session key is distinct fromthe sub-session key, described next.

Sub- sessi on key
A tenporary encryption key used between two principals, selected
and exchanged by the principals using the session key, and with a
lifetine linmted to the duration of a single association. The
sub-session key is also referred to as the subkey.

Ti cket
A record that helps a client authenticate itself to a server; it
contains the client’s identity, a session key, a tinestanp, and
other information, all sealed using the server’'s secret key. It
only serves to authenticate a client when presented along with a
fresh Authenticator

2. Ticket Flag Uses and Requests

Each Kerberos ticket contains a set of flags that are used to
indicate attributes of that ticket. Mst flags nmay be requested by a
client when the ticket is obtained; some are automatically turned on
and of f by a Kerberos server as required. The follow ng sections
expl ain what the various flags nean and gi ve exanpl es of reasons to
use them Wth the exception of the INVALID flag, clients MJST
ignore ticket flags that are not recognized. KDCs MJST ignore KDC
options that are not recognized. Sone inplenentations of RFC 1510
are known to reject unknown KDC options, so clients nay need to
resend a request w thout new KDC options if the request was rejected
when sent with options added since RFC 1510. Because new KDCs wil |

i gnore unknown options, clients MJUST confirmthat the ticket returned
by the KDC neets their needs.

Note that it is not, in general, possible to determnine whether an
opti on was not honored because it was not understood or because it
was rejected through either configuration or policy. Wen adding a
new option to the Kerberos protocol, designers should consider

whet her the distinction is inmportant for their option. If it is, a
mechanismfor the KDC to return an indication that the option was
under st ood but rejected needs to be provided in the specification of
the option. Oten in such cases, the nmechani smneeds to be broad
enough to permit an error or reason to be returned.
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2.1. Initial, Pre-authenticated, and Hardware- Aut henti cated Ti ckets

The INITIAL flag indicates that a ticket was issued using the AS
protocol, rather than issued based on a TGI. Application servers
that want to require the denonstrated knowl edge of a client’'s secret
key (e.g., a password-changing progran) can insist that this flag be
set in any tickets they accept, and can thus be assured that the
client’s key was recently presented to the authentication server

The PRE- AUTHENT and HW AUTHENT fl ags provi de additional information
about the initial authentication, regardl ess of whether the current
ticket was issued directly (in which case INNTIAL will also be set)
or issued on the basis of a TGI (in which case the INITIAL flag is

clear, but the PRE-AUTHENT and HW AUTHENT flags are carried forward
fromthe TGT).

2.2. Invalid Tickets

The INVALID flag indicates that a ticket is invalid. Application
servers MJST reject tickets that have this flag set. A postdated
ticket will be issued in this form Invalid tickets MJST be
val i dated by the KDC before use, by being presented to the KDC in a
TGS request with the VALI DATE option specified. The KDC will only
validate tickets after their starttime has passed. The validation is
required so that postdated tickets that have been stolen before their
starttinme can be rendered permanently invalid (through a hot-1i st
nmechani sn) (see Section 3.3.3.1).

2.3. Renewabl e Tickets

Applications may desire to hold tickets that can be valid for |ong
periods of time. However, this can expose their credentials to
potential theft for equally long periods, and those stolen
credentials would be valid until the expiration tinme of the
ticket(s). Sinply using short-lived tickets and obtaini ng new ones
periodically would require the client to have long-termaccess to its
secret key, an even greater risk. Renewable tickets can be used to
nmtigate the consequences of theft. Renewable tickets have two
"expiration tines": the first is when the current instance of the
ticket expires, and the second is the latest pernissible value for an
i ndi vidual expiration time. An application client nust periodically
(i.e., before it expires) present a renewable ticket to the KDC, with
the RENEW option set in the KDC request. The KDC will issue a new
ticket with a new session key and a later expiration time. Al other
fields of the ticket are left unnodified by the renewal process.

When the | atest permissible expiration tine arrives, the ticket
expires permanently. At each renewal, the KDC MAY consult a hot-1li st
to determ ne whether the ticket had been reported stolen since its
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| ast renewal ; it will refuse to renew stolen tickets, and thus the
usable lifetinme of stolen tickets is reduced.

The RENEWABLE flag in a ticket is nornmally only interpreted by the
ticket-granting service (discussed belowin Section 3.3). It can
usual ly be ignored by application servers. However, sone
particularly careful application servers MAY disall ow renewabl e
tickets.

If a renewabl e ticket is not renewed by its expiration tinme, the KDC
will not renew the ticket. The RENEWABLE flag is reset by default,
but a client MAY request it be set by setting the RENEWABLE option in

the KRB_AS REQ nessage. If it is set, then the renewtill field in
the ticket contains the tinme after which the ticket may not be
renewed.

2.4. Postdated Tickets

Applications may occasionally need to obtain tickets for use nuch
|ater; e.g., a batch subm ssion systemwould need tickets to be valid
at the time the batch job is serviced. However, it is dangerous to
hold valid tickets in a batch queue, since they will be on-line

| onger and nore prone to theft. Postdated tickets provide a way to
obtain these tickets fromthe KDC at job submission tine, but to

| eave them "dormant" until they are activated and validated by a
further request of the KDC. |If a ticket theft were reported in the
interim the KDC would refuse to validate the ticket, and the thief
woul d be foil ed.

The MAY-PCSTDATE flag in a ticket is normally only interpreted by the

ticket-granting service. |t can be ignored by application servers.
This flag MIUST be set in a TGI in order to issue a postdated ticket
based on the presented ticket. It is reset by default; a client MAY

request it by setting the ALLOW POSTDATE option in the KRB_AS REQ
nmessage. This flag does not allow a client to obtain a postdated
TGT; postdated TGIs can only be obtained by requesting the postdating
in the KRB_AS REQ nmessage. The life (endtine-starttine) of a
postdated ticket will be the remaining life of the TGI at the tinme of
the request, unless the RENEWABLE option is also set, in which case
it can be the full life (endtinme-starttine) of the TGI. The KDC MAY
limt howfar in the future a ticket may be postdated.

The POSTDATED fl ag indicates that a ticket has been postdated. The
application server can check the authtine field in the ticket to see
when the original authentication occurred. Sonme services MAY choose
to reject postdated tickets, or they may only accept themwthin a
certain period after the original authentication. Wen the KDC

i ssues a POSTDATED ticket, it will also be marked as | NVALID, so that
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the application client MJST present the ticket to the KDC to be
val i dat ed before use.

2.5. Proxiable and Proxy Tickets

At tines it may be necessary for a principal to allow a service to
perform an operation on its behalf. The service nust be able to take
on the identity of the client, but only for a particular purpose. A
principal can allow a service to do this by granting it a proxy.

The process of granting a proxy by using the proxy and proxiable
flags is used to provide credentials for use with specific services.
Though conceptually al so a proxy, users wishing to delegate their
identity in a formusable for all purposes MJST use the ticket
forwar di ng mechani sm described in the next section to forward a TGT.

The PROXIABLE flag in a ticket is nornmally only interpreted by the
ticket-granting service. |t can be ignored by application servers.
When set, this flag tells the ticket-granting server that it is OKto
i ssue a new ticket (but not a TGl with a different network address
based on this ticket. This flag is set if requested by the client on
initial authentication. By default, the client will request that it
be set when requesting a TGI, and that it be reset when requesting
any other ticket.

This flag allows a client to pass a proxy to a server to performa
renote request on its behalf (e.g., a print service client can give
the print server a proxy to access the client’s files on a particular
file server in order to satisfy a print request).

In order to conplicate the use of stolen credentials, Kerberos
tickets are often valid only fromthose network addresses
specifically included in the ticket, but it is permssible as a
policy option to allow requests and to issue tickets with no network
addresses specified. Wwen granting a proxy, the client MJST specify
the new network address from which the proxy is to be used or
indicate that the proxy is to be issued for use from any address.

The PROXY flag is set in a ticket by the TGS when it issues a proxy
ticket. Application servers MAY check this flag; and at their option
they MAY require additional authentication fromthe agent presenting
the proxy in order to provide an audit trail.

2.6. Forwardabl e Tickets
Aut hentication forwarding is an instance of a proxy where the service

that is granted is conplete use of the client’s identity. An exanple
of where it nmight be used is when a user logs in to a renbte system
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and wants authentication to work fromthat systemas if the login
wer e | ocal

The FORWARDABLE flag in a ticket is nornmally only interpreted by the
ticket-granting service. |t can be ignored by application servers.
The FORWARDABLE flag has an interpretation simlar to that of the
PROXI ABLE fl ag, except TGIs may al so be issued with different network
addresses. This flag is reset by default, but users MAY request that
it be set by setting the FORWARDABLE option in the AS request when
they request their initial TGT.

This flag all ows for authentication forwarding without requiring the

user to enter a password again. |If the flag is not set, then
authentication forwarding is not permitted, but the sane result can
still be achieved if the user engages in the AS exchange, specifies

the requested network addresses, and supplies a password.

The FORWARDED flag is set by the TGS when a client presents a ticket
with the FORWARDABLE fl ag set and requests a forwarded ticket by
speci fying the FORWARDED KDC option and supplying a set of addresses
for the newticket. It is also set in all tickets issued based on
tickets with the FORWARDED flag set. Application servers nay choose
to process FORWARDED tickets differently than non- FORWARDED ti ckets.

I f addressless tickets are forwarded from one systemto anot her,
clients SHOULD still use this option to obtain a new TGT in order to
have different session keys on the different systens.

2.7. Transited Policy Checking

I n Kerberos, the application server is ultimately responsible for
accepting or rejecting authentication, and it SHOULD check that only
suitably trusted KDCs are relied upon to authenticate a principal.
The transited field in the ticket identifies which realnms (and thus
whi ch KDCs) were involved in the authentication process, and an
application server would normally check this field. |If any of these
are untrusted to authenticate the indicated client principa
(probably determined by a real mbased policy), the authentication
attenpt MJST be rejected. The presence of trusted KDCs in this |ist
does not provide any guarantee; an untrusted KDC may have fabricated
the |ist.

Al t hough the end server ultimtely deci des whether authentication is
valid, the KDC for the end server’'s real m MAY apply a real mspecific
policy for validating the transited field and accepting credentials
for cross-real mauthentication. Wen the KDC applies such checks and
accepts such cross-realmauthentication, it will set the

TRANSI TED- POLI CY- CHECKED flag in the service tickets it issues based
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on the cross-realmTGI. A client MAY request that the KDCs not check
the transited field by setting the DI SABLE- TRANSI TED- CHECK f | ag.
KDCs are encouraged but not required to honor this flag.

Application servers MJST either do the transited-real mchecks
thensel ves or reject cross-realmtickets w thout
TRANSI TED- PCLI CY- CHECKED set .

2.8. K as Del egate

For sone applications, a client nay need to delegate authority to a
server to act on its behalf in contacting other services. This
requires that the client forward credentials to an internediate
server. The ability for a client to obtain a service ticket to a
server conveys no information to the client about whether the server
shoul d be trusted to accept del egated credentials. The

OK- AS- DELEGATE provides a way for a KDC to conmuni cate | ocal realm
policy to a client regarding whether an intermedi ate server is
trusted to accept such credential s.

The copy of the ticket flags in the encrypted part of the KDC reply
may have the OK- AS-DELEGATE flag set to indicate to the client that
the server specified in the ticket has been determ ned by the policy
of the realmto be a suitable recipient of delegation. A client can
use the presence of this flag to help it decide whether to del egate
credentials (grant either a proxy or a forwarded TGTI) to this server
It is acceptable to ignore the value of this flag. When setting this
flag, an adm ni strator should consider the security and placenent of
the server on which the service will run, as well as whether the
service requires the use of del egated credentials.

2.9. Oher KDC Options

There are three additional options that MAY be set in a client’s
request of the KDC

2.9.1. Renewabl e-XX

The RENEWABLE-OK option indicates that the client will accept a
renewabl e ticket if a ticket with the requested life cannot otherwi se

be provided. |If a ticket with the requested life cannot be provided,
then the KDC MAY issue a renewable ticket with a renewtill equal to
the requested endtinme. The value of the renewtill field MAY stil

be adjusted by site-determined linmts or limts inposed by the
i ndi vidual principal or server
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2.9.2. ENC TKT-I N- SKEY

In its basic form the Kerberos protocol supports authentication in a
client-server setting and is not well suited to authentication in a
peer -t o- peer environnent because the |ong-termkey of the user does
not remain on the workstation after initial login. Authentication of
such peers may be supported by Kerberos in its user-to-user variant.
The ENC- TKT-1 N- SKEY option supports user-to-user authentication by
allowing the KDC to issue a service ticket encrypted using the
sessi on key from another TGT issued to another user. The

ENC- TKT- I N- SKEY option is honored only by the ticket-granting
service. It indicates that the ticket to be issued for the end
server is to be encrypted in the session key fromthe additional
second TGT provided with the request. See Section 3.3.3 for specific
detail s.

2.9.3. Passwordl ess Hardware Aut hentication

The OPT- HARDWARE- AUTH option indicates that the client wi shes to use
sone form of hardware authentication instead of or in addition to the
client’s password or other long-lived encryption key.

OPT- HARDWARE- AUTH i s honored only by the authentication service. |If
supported and all owed by policy, the KDC will return an error code of
KDC_ERR_PREAUTH_REQUI RED and i ncl ude the required METHOD- DATA to
perform such authentication

3. Message Exchanges

The follow ng sections describe the interactions between network
clients and servers and the nessages involved in those exchanges.

3.1. The Authentication Service Exchange

Sunmary
Message direction Message type Section
1. dient to Kerberos KRB_AS_REQ 5.4.1
2. Kerberos to client KRB_AS_REP or 5.4.2
KRB_ERRCR 5.9.1

The Aut hentication Service (AS) Exchange between the client and the
Ker beros Authentication Server is initiated by a client when it

wi shes to obtain authentication credentials for a given server but
currently holds no credentials. In its basic form the client’s
secret key is used for encryption and decryption. This exchange is
typically used at the initiation of a login session to obtain
credentials for a Ticket-Granting Server, which will subsequently be
used to obtain credentials for other servers (see Section 3.3)
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without requiring further use of the client’s secret key. This
exchange is al so used to request credentials for services that mnust
not be nedi ated through the Ticket-Ganting Service, but rather
requi re know edge of a principal’s secret key, such as the password-
changi ng service (the password-changi ng servi ce denies requests

unl ess the requester can denonstrate know edge of the user’s old
password; requiring this know edge prevents unauthorized password
changes by soneone wal king up to an unattended session).

Thi s exchange does not by itself provide any assurance of the
identity of the user. To authenticate a user logging on to a |ocal
system the credentials obtained in the AS exchange may first be used
in a TGS exchange to obtain credentials for a | ocal server; those
credentials nust then be verified by a |ocal server through
successful conpletion of the Cient/Server exchange.

The AS exchange consists of two nessages: KRB_AS REQ fromthe client
to Kerberos, and KRB_AS REP or KRB_ ERROR in reply. The formats for
these nmessages are described in Sections 5.4.1, 5.4.2, and 5.9.1.

In the request, the client sends (in cleartext) its own identity and
the identity of the server for which it is requesting credentials,
other information about the credentials it is requesting, and a
random y generated nonce, which can be used to detect replays and to
associate replies with the matching requests. This nonce MJST be
generated randomy by the client and renenbered for checki ng agai nst
the nonce in the expected reply. The response, KRB_AS REP, contains
a ticket for the client to present to the server, and a session key
that will be shared by the client and the server. The session key
and additional information are encrypted in the client’s secret key.
The encrypted part of the KRB_AS REP nessage al so contains the nonce
that MJUST be matched with the nonce fromthe KRB_AS REQ nessage.

Wt hout pre-authentication, the authentication server does not know
whether the client is actually the principal naned in the request.

It sinmply sends a reply wi thout knowi ng or caring whether they are
the same. This is acceptabl e because nobody but the principal whose
identity was given in the request will be able to use the reply. Its
critical information is encrypted in that principal’s key. However,
an attacker can send a KRB_AS REQ nessage to get known plaintext in
order to attack the principal’s key. Especially if the key is based
on a password, this may create a security exposure. So the initial
request supports an optional field that can be used to pass

addi tional information that m ght be needed for the initial exchange.
This field SHOULD be used for pre-authentication as described in
sections 3.1.1 and 5.2.7.
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Various errors can occur; these are indicated by an error response
(KRB_ERROR) instead of the KRB_AS REP response. The error nessage is
not encrypted. The KRB_ERROR nessage contains information that can
be used to associate it with the nessage to which it replies. The
contents of the KRB _ERROR nessage are not integrity-protected. As
such, the client cannot detect replays, fabrications, or

nmodi fications. A solution to this problemw |l be included in a
future version of the protocol

3.1.1. GCeneration of KRB_AS REQ Message

The client may specify a nunber of options in the initial request.
Anong these options are whether pre-authentication is to be
performed; whether the requested ticket is to be renewabl e,

proxi abl e, or forwardable; whether it should be postdated or allow
postdating of derivative tickets; and whether a renewable ticket will
be accepted in lieu of a non-renewable ticket if the requested ticket
expiration date cannot be satisfied by a non-renewable ticket (due to
configuration constraints).

The client prepares the KRB_AS REQ nessage and sends it to the KDC.
3.1.2. Receipt of KRB_AS REQ Message

If all goes well, processing the KRB_AS REQ nessage will result in
the creation of a ticket for the client to present to the server
The format for the ticket is described in Section 5. 3.

Because Kerberos can run over unreliable transports such as UDP, the
KDC MUST be prepared to retransmit responses in case they are |ost.
If a KDC receives a request identical to one it has recently
processed successfully, the KDC MJUST respond with a KRB_AS REP
nmessage rather than a replay error. |In order to reduce ciphertext
given to a potential attacker, KDCs MAY send the sane response

gener ated when the request was first handl ed. KDCs MJST obey this
repl ay behavior even if the actual transport in use is reliable.

3.1.3. GCeneration of KRB_AS REP Message

The aut hentication server |ooks up the client and server principals
naned in the KRB_AS REQ in its database, extracting their respective
keys. |If the requested client principal named in the request is
unknown because it doesn’'t exist in the KDC s principal database,
then an error nmessage with a KDC_ERR _C PRI NCl PAL_UNKNOWN i s returned.

If required to do so, the server pre-authenticates the request, and

if the pre-authentication check fails, an error nessage with the code
KDC_ERR PREAUTH FAILED is returned. |f pre-authentication is
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requi red, but was not present in the request, an error nessage wth
the code KDC ERR PREAUTH REQUI RED is returned, and a METHOD DATA
object will be stored in the e-data field of the KRB-ERROR nessage to
speci fy which pre-authentication nmechani sns are acceptable. Usually
this will include PA-ETYPE-1NFO and/ or PA-ETYPE-|I NFQ2 el enents as
described below. If the server cannot accompdate any encryption
type requested by the client, an error nessage with code

KDC_ERR ETYPE_NOSUPP is returned. Qherw se, the KDC generates a
"randoni session key, meaning that, anong other things, it should be
i npossi ble to guess the next session key based on know edge of past
sessi on keys. Although this can be achieved in a pseudo-random
nunber generator if it is based on cryptographic principles, it is
nore desirable to use a truly random nunber generator, such as one
based on nmeasurenents of random physi cal phenonena. See [ RFC4086]
for an in-depth discussion of randomess.

In response to an AS request, if there are nmultiple encryption keys
registered for a client in the Kerberos database, then the etype
field fromthe AS request is used by the KDC to sel ect the encryption
nmet hod to be used to protect the encrypted part of the KRB_AS REP
nmessage that is sent to the client. |If there is nore than one
supported strong encryption type in the etype list, the KDC SHOULD
use the first valid strong etype for which an encryption key is
avai |l abl e.

When the user’s key is generated froma password or pass phrase, the
string-to-key function for the particular encryption key type is
used, as specified in [RFC3961]. The salt value and additi onal
paraneters for the string-to-key function have default val ues
(specified by Section 4 and by the encryption nechani sm

speci fication, respectively) that may be overri dden by

pre-aut hentication data (PA-PWSALT, PA-AFS3-SALT, PA-ETYPE-I NFQ

PA- ETYPE- I NFO2, etc). Since the KDC is presuned to store a copy of
the resulting key only, these values should not be changed for
passwor d- based keys except when changing the principal’s key.

When the AS server is to include pre-authentication data in a

KRB- ERROR or in an AS-REP, it MJST use PA-ETYPE-|I NFO2, not PA- ETYPE-
INFO, if the etype field of the client’s ASSREQ lists at |east one
"newer" encryption type. Oherwi se (when the etype field of the
client’s AS-REQ does not list any "newer" encryption types), it MJST
send both PA-ETYPE-I NFO2 and PA-ETYPE-INFO (both with an entry for
each enctype). A "newer" enctype is any enctype first officially
speci fied concurrently with or subsequent to the issue of this RFC
The enctypes DES, 3DES, or RC4 and any defined in [ RFC1510] are not
"newer" enctypes.

Neuman, et al. St andards Track [ Page 25]



RFC 4120 Ker ber os V5 July 2005

It is not possible to generate a user’s key reliably given a pass
phrase w thout contacting the KDC, since it will not be known whet her
alternate salt or paraneter values are required.

The KDC will attenpt to assign the type of the random sessi on key
fromthe list of nmethods in the etype field. The KDC will select the
appropriate type using the Iist of nethods provided and information
fromthe Kerberos database indicating acceptable encryption nethods
for the application server. The KDC will not issue tickets with a
weak session key encryption type.

If the requested starttine is absent, indicates a tinme in the past,
or is within the wi ndow of acceptable clock skew for the KDC and the
POSTDATE option has not been specified, then the starttinme of the
ticket is set to the authentication server’s current time. |If it
indicates a tine in the future beyond the acceptabl e clock skew, but
t he POSTDATED option has not been specified, then the error
KDC_ERR_CANNOT_POSTDATE is returned. O herw se the requested
starttine is checked against the policy of the local realm(the
admi ni strator night decide to prohibit certain types or ranges of
postdated tickets), and if the ticket's starttinme is acceptable, it
is set as requested, and the INVALID flag is set in the new ticket.
The postdated ticket MJST be validated before use by presenting it to
the KDC after the starttime has been reached.

The expiration tinme of the ticket will be set to the earlier of the
requested endtinme and a tinme deternined by local policy, possibly by
using realm or principal-specific factors. For exanple, the
expiration tine MAY be set to the earliest of the follow ng:

* The expiration tine (endtine) requested in the KRB_AS REQ
nessage.

* The ticket’s starttime plus the naxi numallowable lifetime
associated with the client principal fromthe authentication
server’s dat abase.

* The ticket’s starttime plus the naxi numallowable lifetime
associated with the server principal

* The ticket’s starttinme plus the maxinumlifetinme set by the
policy of the local realm

If the requested expiration tine minus the starttime (as deterni ned
above) is less than a site-deternmined mininumlifetine, an error

nmessage with code KDC_ ERR NEVER VALID is returned. |[|f the requested
expiration tine for the ticket exceeds what was determ ned as above,
and if the ' RENEWABLE- OK' option was requested, then the ' RENEWABLE
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flag is set in the newticket, and the renewtill value is set as if
the ' RENEWABLE' option were requested (the field and option nanes are
described fully in Section 5.4.1).

| f the RENEWABLE option has been requested or if the RENEWABLE- K
option has been set and a renewable ticket is to be issued, then the
renew-till field MAY be set to the earliest of:

* lts requested val ue.

* The starttinme of the ticket plus the minimum of the two maxi mum
renewabl e |ifetinmes associated with the principals database
entries.

* The starttime of the ticket plus the maxi mumrenewable lifetine
set by the policy of the local realm

The flags field of the new ticket will have the follow ng options set
if they have been requested and if the policy of the local realm

all ows: FORWARDABLE, NMAY- POSTDATE, POSTDATED, PROXI ABLE, RENEWABLE.

If the new ticket is postdated (the starttine is in the future), its
I NVALID flag will also be set.

If all of the above succeed, the server will encrypt the ciphertext
part of the ticket using the encryption key extracted fromthe server
principal’s record in the Kerberos database using the encryption type
associated with the server principal’s key. (This choice is NOT
affected by the etype field in the request.) It then formats a
KRB_AS_REP nessage (see Section 5.4.2), copying the addresses in the
request into the caddr of the response, placing any required pre-

aut hentication data into the padata of the response, and encrypts the
ci phertext part in the client’s key using an acceptable encryption
nmet hod requested in the etype field of the request, or in some key
specified by pre-authentication nmechani sns bei ng used.

3.1.4. GCeneration of KRB_ERROR Message

Several errors can occur, and the Authentication Server responds by
returning an error nessage, KRB_ERROR, to the client, with the
error-code and e-text fields set to appropriate values. The error
nmessage contents and details are described in Section 5.9.1.

3.1.5. Receipt of KRB_AS REP Message
If the reply nmessage type is KRB_AS REP, then the client verifies
that the cnane and crealmfields in the cleartext portion of the

reply match what it requested. |If any padata fields are present,
they nay be used to derive the proper secret key to decrypt the
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nmessage. The client decrypts the encrypted part of the response
using its secret key and verifies that the nonce in the encrypted
part matches the nonce it supplied in its request (to detect

replays). It also verifies that the snane and srealmin the response
mat ch those in the request (or are otherw se expected val ues), and
that the host address field is also correct. It then stores the
ticket, session key, start and expiration tinmes, and other
information for later use. The last-req field (and the deprecated
key-expiration field) fromthe encrypted part of the response MAY be
checked to notify the user of inpending key expiration. This enables
the client programto suggest renedial action, such as a password
change.

Upon validation of the KRB_AS REP nessage (by checking the returned
nonce agai nst that sent in the KRB_AS REQ nessage), the client knows
that the current tinme on the KDCis that read fromthe authtinme field
of the encrypted part of the reply. The client can optionally use
this value for clock synchronization in subsequent nessages by
recording with the ticket the difference (offset) between the
authtime value and the local clock. This offset can then be used by
the sanme user to adjust the tine read fromthe system cl ock when
generati ng nessages [ DGT96] .

This techni que MJUST be used when adjusting for clock skew instead of
directly changing the system cl ock, because the KDC reply is only
authenticated to the user whose secret key was used, but not to the
system or workstation. |If the clock were adjusted, an attacker
colluding with a user logging into a workstation could agree on a
password, resulting in a KDC reply that would be correctly vali dated
even though it did not originate froma KDC trusted by the

wor kst ati on

Proper decryption of the KRB_AS REP nessage is not sufficient for the
host to verify the identity of the user; the user and an attacker
coul d cooperate to generate a KRB_AS REP format nessage that decrypts
properly but is not fromthe proper KDC. |f the host wi shes to
verify the identity of the user, it MJST require the user to present
application credentials that can be verified using a securely-stored
secret key for the host. |If those credentials can be verified, then
the identity of the user can be assured.

3.1.6. Receipt of KRB_ERROR Message
If the reply message type is KRB_ERROR, then the client interprets it

as an error and perforns whatever application-specific tasks are
necessary for recovery.
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3.

3.

3.

2.

2.

2.

The dient/Server Authentication Exchange
Sunmmary
Message direction Message type Section
Client to Application server KRB_AP_REQ 5.5.1
[optional] Application server to client KRB_AP_REP or 5.5.2
KRB_ERRCR 5.9.1

The client/server authentication (CS) exchange is used by network
applications to authenticate the client to the server and vice versa.
The client MJUST have al ready acquired credentials for the server
usi ng the AS or TGS exchange.

1. The KRB_AP_REQ Message

The KRB_AP_REQ contai ns authentication information that SHOULD be
part of the first nmessage in an authenticated transaction. It
contains a ticket, an authenticator, and sone additional bookkeepi ng
information (see Section 5.5.1 for the exact format). The ticket by
itself is insufficient to authenticate a client, since tickets are
passed across the network in cleartext (tickets contain both an
encrypted and unencrypted portion, so cleartext here refers to the
entire unit, which can be copied from one nessage and replayed in
anot her wi thout any cryptographic skill). The authenticator is used
to prevent invalid replay of tickets by proving to the server that
the client knows the session key of the ticket and thus is entitled
to use the ticket. The KRB _AP_REQ nessage is referred to el sewhere
as the 'authentication header’

2. Generation of a KRB_AP_REQ Message

Wien a client wishes to initiate authentication to a server, it
obtains (either through a credentials cache, the AS exchange, or the
TGS exchange) a ticket and session key for the desired service. The
client MAY re-use any tickets it holds until they expire. To use a
ticket, the client constructs a new Authenticator fromthe system
time and its nane, and optionally from an application-specific
checksum an initial sequence nunber to be used in KRB_SAFE or
KRB_PRI V nessages, and/or a session subkey to be used in negotiations
for a session key unique to this particular session. Authenticators
MUST NOT be re-used and SHOULD be rejected if replayed to a server.
Note that this can nake applications based on unreliable transports
difficult to code correctly. |If the transport m ght deliver
dupl i cated nessages, either a new authenticator MJST be generated for
each retry, or the application server MJST match requests and replies
and replay the first reply in response to a detected duplicate.
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If a sequence nunber is to be included, it SHOULD be randomy chosen
so that even after nmany nessages have been exchanged it is not |ikely
to collide with other sequence nunbers in use.

The client MAY indicate a requirenment of nutual authentication or the
use of a session-key based ticket (for user-to-user authentication,
see section 3.7) by setting the appropriate flag(s) in the ap-options
field of the nessage.

The Authenticator is encrypted in the session key and conbined with
the ticket to formthe KRB_AP_REQ nessage, which is then sent to the
end server along with any additional application-specific

i nformati on.

3.2.3. Receipt of KRB_AP_REQ Message

Aut hentication is based on the server’s current tinme of day (clocks
MJST be | oosely synchroni zed), the authenticator, and the ticket.
Several errors are possible. |If an error occurs, the server is
expected to reply to the client with a KRB_ERROR nessage. This
nmessage MAY be encapsul ated in the application protocol if its raw
formis not acceptable to the protocol. The format of error nmessages
is described in Section 5.9. 1.

The algorithmfor verifying authentication information is as foll ows.
I f the nessage type is not KRB_AP_REQ the server returns the
KRB_AP_ERR MSG TYPE error. |If the key version indicated by the
Ticket in the KRB_AP_REQ is not one the server can use (e.g., it

i ndicates an old key, and the server no | onger possesses a copy of
the ol d key), the KRB_AP_ERR BADKEYVER error is returned. |If the
USE- SESSI ON-KEY flag is set in the ap-options field, it indicates to
the server that user-to-user authentication is in use, and that the
ticket is encrypted in the session key fromthe server’s TGT rather
than in the server’s secret key. See Section 3.7 for a nore conplete
description of the effect of user-to-user authentication on al
nmessages in the Kerberos protocol.

Because it is possible for the server to be registered in nultiple
realns, with different keys in each, the srealmfield in the
unencrypted portion of the ticket in the KRB_AP_REQ is used to
speci fy which secret key the server should use to decrypt that
ticket. The KRB_AP_ERR NCKEY error code is returned if the server
doesn’t have the proper key to decipher the ticket.

The ticket is decrypted using the version of the server’s key
specified by the ticket. [If the decryption routines detect a
nmodi fication of the ticket (each encryption system MJST provi de
saf eguards to detect nodified ciphertext), the
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KRB_AP_ERR BAD I NTEGRITY error is returned (chances are good that
different keys were used to encrypt and decrypt).

The authenticator is decrypted using the session key extracted from
the decrypted ticket. |f decryption shows that is has been nodifi ed,
the KRB_AP_ERR BAD INTECGRITY error is returned. The nane and realm
of the client fromthe ticket are conpared agai nst the sane fields in
the authenticator. |If they don't match, the KRB_AP_ERR BADVATCH
error is returned; normally this is caused by a client error or an
attenpted attack. The addresses in the ticket (if any) are then
searched for an address matching the operating-systemreported
address of the client. If no match is found or the server insists on
ti cket addresses but none are present in the ticket, the

KRB_AP_ERR BADADDR error is returned. |If the local (server) tinme and
the client tine in the authenticator differ by nore than the

al  owabl e cl ock skew (e.g., 5 mnutes), the KRB_AP_ERR SKEWerror is
returned.

Unl ess the application server provides its own suitable neans to
protect against replay (for exanple, a challenge-response sequence
initiated by the server after authentication, or use of a server-
generated encryption subkey), the server MJST utilize a replay cache
to renenber any authenticator presented within the allowabl e clock
skew. Careful analysis of the application protocol and

i npl enentation is recommended before elinmnating this cache. The
replay cache will store at |east the server nane, along with the
client nanme, tinme, and microsecond fields fromthe recently-seen
authenticators, and if a matching tuple is found, the

KRB_AP_ERR REPEAT error is returned. Note that the rejection here is
restricted to authenticators fromthe sane principal to the same
server. Oher client principals comunicating with the same server
princi pal should not have their authenticators rejected if the tine
and microsecond fields happen to natch sone other client’s

aut henti cat or.

If a server loses track of authenticators presented within the

al l onabl e cl ock skew, it MJST reject all requests until the clock
skew i nterval has passed, providing assurance that any |ost or

repl ayed authenticators will fall outside the allowable clock skew
and can no |longer be successfully replayed. |[If this were not done,
an attacker could subvert the authentication by recording the ticket
and aut henticator sent over the network to a server and repl aying
themfollowi ng an event that caused the server to |ose track of
recently seen authenticators.

| mpl enentation note: If a client generates nultiple requests to the

KDC with the sane timestanp, including the microsecond field, all but
the first of the requests received will be rejected as replays. This
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nm ght happen, for exanple, if the resolution of the client’s clock is
too coarse. Cient inplementations SHOULD ensure that the tinestanps
are not reused, possibly by increnenting the mcroseconds field in
the tinme stanp when the clock returns the sane tinme for nultiple
requests.

If multiple servers (for exanple, different services on one machine,
or a single service inplenented on nmultiple machi nes) share a service
principal (a practice that we do not recommend in general, but that
we acknowl edge will be used in sonme cases), either they MJST share
this replay cache, or the application protocol MJST be designhed so as
to elimnate the need for it. Note that this applies to all of the
services. |If any of the application protocols does not have replay
protection built in, an authenticator used with such a service could
| ater be replayed to a different service with the sane service
principal but no replay protection, if the forner doesn't record the
aut henticator information in the conmon replay cache.

If a sequence nunber is provided in the authenticator, the server
saves it for later use in processi ng KRB_SAFE and/ or KRB_PRIV
nmessages. |f a subkey is present, the server either saves it for
later use or uses it to help generate its own choice for a subkey to
be returned in a KRB_AP_REP nessage.

The server conputes the age of the ticket: local (server) tine mnus
the starttine inside the Ticket. |[If the starttinme is later than the
current tinme by nore than the allowabl e clock skew, or if the INVALID
flag is set in the ticket, the KRB_AP_ERR TKT_NYV error is returned.
O herwise, if the current tinme is later than end tinme by nore than
the all owabl e cl ock skew, the KRB_AP_ERR TKT_EXPIRED error is
returned.

If all these checks succeed wi thout an error, the server is assured
that the client possesses the credentials of the principal named in
the ticket, and thus, that the client has been authenticated to the
server.

Passi ng these checks provides only authentication of the naned
principal; it does not inply authorization to use the nanmed servi ce.
Applications MIUST nake a separate authorization decision based upon
t he authenticated nanme of the user, the requested operation, |oca
access control information such as that contained in a .k5login or

. kbusers file, and possibly a separate distributed authorization
servi ce.
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3.2.4. GCeneration of a KRB_AP_REP Message

Typically, a client’s request will include both the authentication
information and its initial request in the same nessage, and the
server need not explicitly reply to the KRB_AP_REQ However, if

nmut ual aut hentication (authenticating not only the client to the
server, but also the server to the client) is being perforned, the
KRB_AP_REQ nessage wi || have MJTUAL- REQUIRED set in its ap-options
field, and a KRB_AP_REP nessage is required in response. As with the
error message, this nessage MAY be encapsul ated in the application
protocol if its "raw' formis not acceptable to the application’s

protocol. The tinestanp and m crosecond field used in the reply MJST
be the client’s tinmestanp and mcrosecond field (as provided in the
authenticator). |If a sequence nunber is to be included, it SHOULD be

randomy chosen as descri bed above for the authenticator. A subkey
MAY be included if the server desires to negotiate a different
subkey. The KRB_AP_REP nessage is encrypted in the session key
extracted fromthe ticket.

Note that in the Kerberos Version 4 protocol, the timestanp in the
reply was the client’s tinestanp plus one. This is not necessary in
Version 5 because Version 5 nessages are formatted in such a way that
it is not possible to create the reply by judicious nessage surgery
(even in encrypted form w thout know edge of the appropriate
encryption keys.

3.2.5. Receipt of KRB_AP_REP Message

If a KRB_AP_REP nessage is returned, the client uses the session key
fromthe credentials obtained for the server to decrypt the nessage
and verifies that the tinmestanp and ni crosecond fields match those in
the Authenticator it sent to the server. |If they match, then the
client is assured that the server is genuine. The sequence nunber
and subkey (if present) are retained for later use. (Note that for
encrypting the KRB_AP_REP nmessage, the sub-session key is not used,
even if it is present in the Authentication.)

3.2.6. Using the Encryption Key

After the KRB_AP_REQ KRB_AP_REP exchange has occurred, the client and
server share an encryption key that can be used by the application.
In some cases, the use of this session key will be inplicit in the
protocol; in others the nmethod of use nust be chosen from severa
alternatives. The application MAY choose the actual encryption key
to be used for KRB_PRIV, KRB _SAFE, or other application-specific uses
based on the session key fromthe ticket and subkeys in the
KRB_AP_REP nessage and the authenticator. Inplenentations of the
protocol MAY provide routines to choose subkeys based on session keys
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and random nunbers and to generate a negotiated key to be returned in
the KRB_AP_REP nessage.

To mitigate the effect of failures in random nunber generation on the
client, it is strongly encouraged that any key derived by an
application for subsequent use include the full key entropy derived
fromthe KDC- generated session key carried in the ticket. W |eave

t he protocol negotiations of howto use the key (e.g., for selecting
an encryption or checksumtype) to the application programmer. The
Ker ber os protocol does not constrain the inplenmentation options, but
an exanpl e of how this might be done foll ows.

One way that an application may choose to negotiate a key to be used
for subsequent integrity and privacy protection is for the client to
propose a key in the subkey field of the authenticator. The server
can then choose a key using the key proposed by the client as input,
returning the new subkey in the subkey field of the application
reply. This key could then be used for subsequent conmunicati on.

Wth both the one-way and nutual authentication exchanges, the peers
shoul d take care not to send sensitive information to each other

Wi t hout proper assurances. |In particular, applications that require
privacy or integrity SHOULD use the KRB_AP_REP response fromthe
server to the client to assure both client and server of their peer’s
identity. |If an application protocol requires privacy of its
nmessages, it can use the KRB PRIV nessage (section 3.5). The
KRB_SAFE nessage (Section 3.4) can be used to ensure integrity.

3.3. The Ticket-Granting Service (TGS) Exchange

Sunmary
Message direction Message type Section
1. dient to Kerberos KRB_TGS_REQ 5.4.1
2. Kerberos to client KRB_TGS_REP or 5.4.2
KRB_ERRCR 5.9.1

The TGS exchange between a client and the Kerberos TGS is initiated
by a client when it seeks to obtain authentication credentials for a
gi ven server (which mght be registered in a renote realnm, when it
seeks to renew or validate an existing ticket, or when it seeks to
obtain a proxy ticket. In the first case, the client nust already
have acquired a ticket for the Ticket-Ganting Service using the AS
exchange (the TGT is usually obtained when a client initially

aut henticates to the system such as when a user logs in). The
nmessage format for the TGS exchange is al nost identical to that for
the AS exchange. The primary difference is that encryption and
decryption in the TGS exchange does not take place under the client’s
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key. Instead, the session key fromthe TGI or renewabl e ticket, or
sub-session key froman Authenticator is used. As is the case for
all application servers, expired tickets are not accepted by the TGS,
so once a renewable or TGT expires, the client nust use a separate
exchange to obtain valid tickets.

The TGS exchange consists of two nessages: a request (KRB_TGS REQ
fromthe client to the Kerberos Ticket-Ganting Server, and a reply
(KRB_TGS_REP or KRB_ERROR). The KRB_TGS_REQ nessage incl udes

i nformati on authenticating the client plus a request for credentials.
The aut hentication information consists of the authentication header
(KRB_AP_REQ), which includes the client’s previously obtained
ticket-granting, renewable, or invalid ticket. |In the TGT and proxy
cases, the request MAY include one or nore of the following: a |ist
of network addresses, a collection of typed authorization data to be
sealed in the ticket for authorization use by the application server
or additional tickets (the use of which are described later). The
TGS reply (KRB_TGS_REP) contains the requested credentials, encrypted
in the session key fromthe TGI or renewable ticket, or, if present,
in the sub-session key fromthe Authenticator (part of the

aut hentication header). The KRB_ERROR nessage contains an error code
and text explaining what went wong. The KRB_ERROR nessage i s not
encrypted. The KRB_TGS_REP nessage contains information that can be
used to detect replays, and to associate it with the nessage to which
it replies. The KRB_ERROR nessage al so contains information that can
be used to associate it with the nessage to which it replies. The
same coments about integrity protection of KRB_ERROR nessages
mentioned in Section 3.1 apply to the TGS exchange.

3.3.1. Generation of KRB_TGS REQ Message

Before sending a request to the ticket-granting service, the client
MUST determine in which real mthe application server is believed to
be registered. This can be acconplished in several ways. |t mght
be known beforehand (since the realmis part of the principa
identifier), it mght be stored in a naneserver, or it mght be
obtai ned froma configuration file. |If the realmto be used is
obtai ned from a naneserver, there is a danger of being spoofed if the
nanmeservi ce providing the real mnane is not authenticated. This
mght result in the use of a real mthat has been conprom sed, which
would result in an attacker’s ability to conpronise the

aut hentication of the application server to the client.

If the client knows the service principal nane and realmand it does
not already possess a TGT for the appropriate realm then one nust be
obtained. This is first attenpted by requesting a TGT for the
destination realmfroma Kerberos server for which the client
possesses a TGI (by using the KRB_TGS REQ nessage recursively). The

Neuman, et al. St andar ds Track [ Page 35]



RFC 4120 Ker ber os V5 July 2005

Ker beros server MAY return a TGI for the desired realm in which case
one can proceed. Alternatively, the Kerberos server MAY return a TGT
for arealmthat is '"closer’ to the desired realm (further along the
standard hi erarchical path between the client’s realmand the
requested realmserver’s realm. Note that in this case

m sconfigurati on of the Kerberos servers may cause | oops in the

resul ting authentication path, which the client should be careful to
detect and avoi d.

If the Kerberos server returns a TGl for a real m’closer’ than the
desired realm the client MAY use local policy configuration to
verify that the authentication path used is an acceptabl e one.
Alternatively, a client MAY choose its own authentication path,
rather than rely on the Kerberos server to select one. 1In either
case, any policy or configuration information used to choose or
val i date authentication paths, whether by the Kerberos server or by
the client, MJST be obtained froma trusted source.

Wien a client obtains a TGI that is 'closer’ to the destination
realm the client MAY cache this ticket and reuse it in future

KRB- TGS exchanges with services in the '"closer’ realm However, if
the client were to obtain a TGI for the 'closer’ realmby starting at
the initial KDC rather than as part of obtaining another ticket, then
a shorter path to the 'closer’ realmmght be used. This shorter
path may be desirabl e because fewer internediate KDCs woul d know t he
session key of the ticket involved. For this reason, clients SHOULD
eval uate whether they trust the realns transited in obtaining the
"closer’ ticket when nmaking a decision to use the ticket in future.

Once the client obtains a TGI for the appropriate realm it

det erm nes whi ch Kerberos servers serve that real mand contacts one
of them The list m ght be obtained through a configuration file or
network service, or it MAY be generated fromthe nanme of the realm
As long as the secret keys exchanged by real ns are kept secret, only
deni al of service results fromusing a false Kerberos server

As in the AS exchange, the client MAY specify a nunber of options in
the KRB_TGS REQ nessage. One of these options is the ENC TKT-I N SKEY
option used for user-to-user authentication. An overview of user-
to-user authentication can be found in Section 3.7. Wen generating
the KRB_TGS REQ nessage, this option indicates that the client is

i ncluding a TGT obtained fromthe application server in the
additional tickets field of the request and that the KDC SHOULD
encrypt the ticket for the application server using the session key
fromthis additional ticket, instead of a server key fromthe
princi pal database.
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The client prepares the KRB TGS REQ nessage, providing an

aut henti cati on header as an el enent of the padata field, and

i ncluding the sane fields as used in the KRB_AS REQ nessage al ong
with several optional fields: the enc-authorizatfion-data field for
application server use and additional tickets required by sone

opti ons.

In preparing the authentication header, the client can select a sub-
sessi on key under which the response fromthe Kerberos server will be
encrypted. |If the client selects a sub-session key, care nust be
taken to ensure the randommess of the sel ected sub-session key.

If the sub-session key is not specified, the session key fromthe TGI
will be used. |If the enc-authorization-data is present, it MJST be
encrypted in the sub-session key, if present, fromthe authenticator
portion of the authentication header, or, if not present, by using
the session key fromthe TGT.

Once prepared, the nessage is sent to a Kerberos server for the
destination real m

3.3.2. Receipt of KRB_ TGS REQ Message

The KRB_TGS_REQ nessage is processed in a manner simlar to the
KRB_AS_REQ nessage, but there are many additional checks to be
perfornmed. First, the Kerberos server MJST deternine which server

t he acconpanying ticket is for, and it MJST sel ect the appropriate
key to decrypt it. For a normal KRB _TGS REQ nmessage, it will be for
the ticket-granting service, and the TGS's key will be used. |If the
TGT was issued by another realm then the appropriate inter-realmkey
MJUST be used. |If (a) the acconpanying ticket is not a TGI for the
current realm but is for an application server in the current realm
(b) the RENEW VALI DATE, or PROXY options are specified in the
request, and (c) the server for which a ticket is requested is the

server nanmed in the acconpanying ticket, then the KDC will decrypt
the ticket in the authentication header using the key of the server
for which it was issued. |If no ticket can be found in the padata

field, the KDC_ERR_PADATA TYPE_NOSUPP error is returned.

Once the acconpanying ticket has been decrypted, the user-supplied
checksumin the Authenticator MJST be verified against the contents
of the request, and the nessage MJST be rejected if the checksuns do
not match (with an error code of KRB_AP_ERR MODI FIED) or if the
checksumis not collision-proof (with an error code of
KRB_AP_ERR | NAPP_CKSUM . If the checksumtype is not supported, the
KDC_ERR SUMIYPE_NOSUPP error is returned. |If the authorization-data
are present, they are decrypted using the sub-session key fromthe
Aut henti cat or.

Neuman, et al. St andar ds Track [ Page 37]



RFC 4120 Ker ber os V5 July 2005

If any of the decryptions indicate failed integrity checks, the
KRB_AP_ERR BAD | NTEGRI TY error is returned.

As discussed in Section 3.1.2, the KDC MUST send a valid KRB_TGS_REP
nmessage if it receives a KRB TGS REQ nessage identical to one it has
recently processed. However, if the authenticator is a replay, but
the rest of the request is not identical, then the KDC SHOULD return
KRB_AP_ERR_REPEAT.

3.3.3. Generation of KRB_TGS REP Message

The KRB_TGS_REP nessage shares its format with the KRB_AS REP
(KRB_KDC REP), but with its type field set to KRB TGS REP. The
detailed specification is in Section 5.4.2.

The response will include a ticket for the requested server or for a
ticket granting server of an internmediate KDC to be contacted to
obtain the requested ticket. The Kerberos database is queried to
retrieve the record for the appropriate server (including the key
with which the ticket will be encrypted). |If the request is for a
TGT for a renote realm and if no key is shared with the requested
realm then the Kerberos server will select the realm’closest’ to
the requested realmw th which it does share a key and use that realm
instead. This is the only case where the response for the KDC wi ||

be for a different server than that requested by the client.

By default, the address field, the client’s nane and realm the |ist
of transited realms, the tinme of initial authentication, the
expiration tine, and the authorization data of the new y-issued
ticket will be copied fromthe TGl or renewable ticket. |If the
transited field needs to be updated, but the transited type is not
supported, the KDC_ERR TRTYPE _NOSUPP error is returned.

I f the request specifies an endtinme, then the endtinme of the new
ticket is set to the mininmumof (a) that request, (b) the endtine
fromthe TGI, and (c) the starttinme of the TGI plus the nininum of
the maximumlife for the application server and the maximumlife for
the local realm (the maximumlife for the requesting principal was

al ready applied when the TGI was issued). |If the newticket is to be
a renewal, then the endtime above is replaced by the mni mum of (a)
the value of the renew till field of the ticket and (b) the starttinme
for the new ticket plus the |life (endtinme-starttine) of the old
ticket.

I f the FORWARDED opti on has been requested, then the resulting ticket

will contain the addresses specified by the client. This option will
only be honored if the FORWARDABLE flag is set in the TGI. The PROXY
option is sinmilar; the resulting ticket will contain the addresses
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specified by the client. It will be honored only if the PROXI ABLE
flag in the TGT is set. The PROXY option will not be honored on
requests for additional TGTs.

If the requested starttine is absent, indicates a tinme in the past,

or is within the wi ndow of acceptable clock skew for the KDC and the
POSTDATE option has not been specified, then the starttinme of the
ticket is set to the authentication server’'s current tinme. If it
indicates a tine in the future beyond the acceptabl e clock skew, but
t he POSTDATED option has not been specified or the MAY- POSTDATE fl ag
is not set in the TGI, then the error KDC_ERR_CANNOT_POSTDATE is
returned. Qherwise, if the TGl has the MAY- POSTDATE flag set, then
the resulting ticket will be postdated, and the requested starttine

i s checked against the policy of the local realm |If acceptable, the
ticket’s starttine is set as requested, and the INVALID flag is set.
The postdated ticket MJST be validated before use by presenting it to
the KDC after the starttime has been reached. However, in no case
may the starttime, endtinme, or renewtill tine of a new y-issued
postdated ticket extend beyond the renewtill tine of the TGI.

I f the ENC TKT-I N-SKEY option has been specified and an additi onal

ti cket has been included in the request, it indicates that the client
is using user-to-user authentication to prove its identity to a
server that does not have access to a persistent key. Section 3.7
describes the effect of this option on the entire Kerberos protocol.
When generating the KRB_TGS REP nessage, this option in the
KRB_TGS_REQ nessage tells the KDC to decrypt the additional ticket
using the key for the server to which the additional ticket was
issued and to verify that it is a TGI. |If the name of the requested
server is missing fromthe request, the nanme of the client in the
additional ticket will be used. Qherw se, the nane of the requested
server will be compared to the nane of the client in the additional
ticket. If it is different, the request will be rejected. |If the
request succeeds, the session key fromthe additional ticket will be
used to encrypt the new ticket that is issued instead of using the
key of the server for which the new ticket will be used.

If (a) the name of the server in the ticket that is presented to the
KDC as part of the authentication header is not that of the TGS
itself, (b) the server is registered in the realmof the KDC, and (c)
the RENEWoption is requested, then the KDC will verify that the
RENEWABLE flag is set in the ticket, that the INVALID flag is not set

in the ticket, and that the renew till time is still in the future.
I f the VALIDATE option is requested, the KDC will check that the
starttinme has passed and that the INVALID flag is set. [If the PROXY

option is requested, then the KDC will check that the PROXI ABLE fl ag
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is set inthe ticket. |If the tests succeed and the ticket passes the
hotlist check described in the next section, the KDC will issue the
appropriate new ticket.

The ci phertext part of the response in the KRB TGS REP nessage is
encrypted in the sub-session key fromthe Authenticator, if present,
or in the session key fromthe TGI. It is not encrypted using the
client’s secret key. Furthernore, the client’s key's expiration date
and the key version nunber fields are left out since these values are
stored along with the client’s database record, and that record is
not needed to satisfy a request based on a TGIT.

3.3.3.1. Checking for Revoked Tickets

Whenever a request is nade to the ticket-granting server, the
presented ticket(s) is (are) checked against a hot-list of tickets
that have been canceled. This hot-list mght be inplenented by
storing a range of issue tinestanps for ’'suspect tickets'; if a
presented ticket had an authtinme in that range, it would be rejected.
In this way, a stolen TGI or renewabl e ticket cannot be used to gain
additional tickets (renewals or otherw se) once the theft has been
reported to the KDC for the realmin which the server resides. Any
normal ticket obtained before it was reported stolen will still be
valid (because tickets require no interaction with the KDC), but only
until its normal expiration tinme. |If TGIs have been issued for
cross-real maut hentication, use of the cross-realmTGI will not be
affected unless the hot-list is propagated to the KDCs for the real ns
for which such cross-real mtickets were issued.

3.3.3.2. Encoding the Transited Field

If the identity of the server in the TGI that is presented to the KDC
as part of the authentication header is that of the ticket-granting

service, but the TGT was issued fromanother realm the KDC will | ook
up the inter-realmkey shared with that real mand use that key to
decrypt the ticket. |If the ticket is valid, then the KDC will honor

the request, subject to the constraints outlined above in the section
descri bing the AS exchange. The realmpart of the client’'s identity
will be taken fromthe TGI. The nane of the real mthat issued the
TGI, if it is not the realmof the client principal, will be added to
the transited field of the ticket to be issued. This is acconplished
by reading the transited field fromthe TGl (which is treated as an
unordered set of realmnanes), adding the newrealmto the set, and
then constructing and witing out its encoded (shorthand) form (this
may involve a rearrangenent of the existing encoding).

Note that the ticket-granting service does not add the nane of its
own realm Instead, its responsibility is to add the nane of the
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previous realm This prevents a malicious Kerberos server from
intentionally leaving out its own nanme (it could, however, omt other
real ns’ nanes).

The nanmes of neither the local realmnor the principal’s realmare to
be included in the transited field. They appear el sewhere in the
ticket and both are known to have taken part in authenticating the
principal. Because the endpoints are not included, both |ocal and
singl e-hop inter-real mauthentication result in a transited field
that is enpty.

Because this field has the nanme of each transited real madded to it,
it might potentially be very long. To decrease the length of this
field, its contents are encoded. The initially supported encoding is
optimzed for the normal case of inter-real mcomunication: a

hi erarchi cal arrangenment of realns using either domain or X 500 style
real m nanes. This encoding (call ed DOVAI N- X500- COMPRESS) i s nhow

descri bed.
Real mnanes in the transited field are separated by a ",". The ",",
"\", trailing "."s, and | eading spaces (" ") are special characters,

and if they are part of a real mnanme, they MJUST be quoted in the
transited field by preceding themwith a "\".

A realmnanme ending with a "." is interpreted as being prepended to
the previous realm For exanple, we can encode traversal of EDU

M T. EDU, ATHENA. M T. EDU, WASHI NGTON. EDU, and CS. WASHI NGTON. EDU as:

"EDU, M T., ATHENA. , WASHI NGTON. EDU, CS. ".

Note that if either ATHENA. M T. EDU, or CS. WASHI NGTON. EDU wer e
endpoi nts, they would not be included in this field, and we woul d
have:

"EDU, M T. , WASHI NGTON. EDU'

A real mname beginning with a "/" is interpreted as being appended to
the previous realm For the purpose of appending, the realm
preceding the first listed realmis considered the null realm("").

If a real mname beginning with a "/" is to stand by itself, then it
SHOULD be preceded by a space (" "). For exanple, we can encode
traversal of /COM HP/ APCLLO, /COM HP, /COM and /COM DEC as:

"/ COM /[ HP, / APOLLO, / COM DEC'.
As in the exanpl e above, if /COM HP/ APOLLO and / COM DEC wer e

endpoi nts, they would not be included in this field, and we woul d
have:
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"/ COM / HP"

A null subfield preceding or following a "," indicates that all
real ns between the previous real mand the next real mhave been
traversed. For the purpose of interpreting null subfields, the
client’s realmis considered to precede those in the transited field,

and the server’s realmis considered to follow them Thus, "," neans
that all realns along the path between the client and the server have
been traversed. ",EDU, /COM" nmeans that all realns fromthe

client’s realmup to EDU (in a donain style hierarchy) have been
traversed, and that everything from/COM down to the server’'s realm
in an X 500 style has also been traversed. This could occur if the
EDU real min one hierarchy shares an inter-realmkey directly with
the /COM real min another hierarchy.

3.3.4. Receipt of KRB_ TGS REP Message

When the KRB TGS REP is received by the client, it is processed in
the sanme manner as the KRB_AS REP processing descri bed above. The
primary difference is that the ciphertext part of the response nust
be decrypted using the sub-session key fromthe Authenticator, if it
was specified in the request, or the session key fromthe TGI, rather
than the client’s secret key. The server nane returned in the reply
is the true principal name of the service.

3.4. The KRB_SAFE Exchange

The KRB_SAFE nessage MAY be used by clients requiring the ability to
detect nodifications of nessages they exchange. It achieves this by
i ncluding a keyed col lision-proof checksum of the user data and sone
control information. The checksumis keyed with an encryption key
(usually the | ast key negotiated via subkeys, or the session key if
no negoti ati on has occurred).

3.4.1. GCeneration of a KRB_SAFE Message

When an application wi shes to send a KRB_SAFE nessage, it collects
its data and the appropriate control information and conputes a
checksum over them The checksum al gorithm should be the keyed
checksum mandated to be inplenented along with the crypto system used
for the sub-session or session key. The checksumis generated using
the sub-session key, if present, or the session key. Sone

i npl enentations use a different checksum algorithmfor the KRB_SAFE
nmessages, but doing so in an interoperable manner is not al ways
possi bl e.

The control information for the KRB_SAFE nessage includes both a
ti mestanp and a sequence nunber. The designer of an application
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usi ng the KRB_SAFE nessage MJST choose at | east one of the two
nmechani sns. This choi ce SHOULD be based on the needs of the
appl i cation protocol.

Sequence nunbers are useful when all nmessages sent will be received
by one’s peer. Connection state is presently required to maintain
the session key, so nmintaining the next sequence nunber shoul d not
present an additional problem

If the application protocol is expected to tolerate | ost nessages

wi thout their being resent, the use of the tinestanp is the
appropriate replay detection nechanism Using timestanps is also the
appropriate nechanismfor nmulti-cast protocols in which all of one's
peers share a common sub-session key, but sone nessages will be sent
to a subset of one’'s peers.

After computing the checksum the client then transmts the
i nformati on and checksumto the recipient in the nessage format
specified in Section 5.6. 1.

3.4.2. Receipt of KRB_SAFE Message

When an application receives a KRB_SAFE nessage, it verifies it as
follows. |If any error occurs, an error code is reported for use by
the application

The nmessage is first checked by verifying that the protocol version
and type fields match the current version and KRB_SAFE, respectively.
A mismatch generates a KRB_AP_ERR BADVERSI ON or KRB_AP_ERR _MSG TYPE
error. The application verifies that the checksumused is a

col i si on-proof keyed checksumthat uses keys conpatible with the
sub-sessi on or session key as appropriate (or with the application
key derived fromthe session or sub-session keys). |If it is not, a
KRB_AP_ERR | NAPP_CKSUM error is generated. The sender’s address MJST
be included in the control information; the recipient verifies that
the operating system s report of the sender’s address natches the
sender’s address in the nessage, and (if a recipient address is
specified or the recipient requires an address) that one of the

reci pient’s addresses appears as the recipient’s address in the
message. To work with network address translation, senders MAY use
the directional address type specified in Section 8.1 for the sender
address and not include recipient addresses. A failed match for

ei ther case generates a KRB_AP_ERR BADADDR error. Then the tinmestanp
and usec and/or the sequence nunber fields are checked. If tinmestanp
and usec are expected and not present, or if they are present but not
current, the KRB_AP_ERR SKEWerror is generated. Tinestanps are not
required to be strictly ordered; they are only required to be in the
skew wi ndow. |If the server nanme, along with the client nane, tine,
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and mcrosecond fields fromthe Authenticator match any recently-seen
(sent or received) such tuples, the KRB_AP_ERR REPEAT error is

generated. |If an incorrect sequence nunber is included, or if a
sequence nunber is expected but not present, the KRB_AP_ERR BADORDER
error is generated. |If neither a tinme-stanp and usec nor a sequence

nunber is present, a KRB_AP_ERR MODI FI ED error is generated.
Finally, the checksumis conputed over the data and contro
information, and if it doesn’t match the received checksum a
KRB_AP_ERR MODI FI ED error is generated.

If all the checks succeed, the application is assured that the
nmessage was generated by its peer and was not nodified in transit.

| mpl enent ati ons SHOULD accept any checksum al gorithm they i npl enent
that has both adequate security and keys conpatible with the sub-
sessi on or session key. Unkeyed or non-collision-proof checksuns are
not suitable for this use.

3.5. The KRB_PRIV Exchange

The KRB_PRIV nessage MAY be used by clients requiring confidentiality
and the ability to detect nodifications of exchanged nmessages. It
achi eves this by encrypting the nessages and addi ng control

i nformati on.

3.5.1. Generation of a KRB_PRIV Message

When an application wishes to send a KRB_PRIV nessage, it collects
its data and the appropriate control information (specified in
Section 5.7.1) and encrypts them under an encryption key (usually the
| ast key negotiated via subkeys, or the session key if no negotiation
has occurred). As part of the control information, the client MJST
choose to use either a tinmestanp or a sequence nunber (or both); see
the discussion in Section 3.4.1 for guidelines on which to use.

After the user data and control information are encrypted, the client
transnits the ciphertext and sonme 'envel ope’ information to the
recipi ent.

3.5.2. Receipt of KRB_PRIV Message

When an application receives a KRB PRIV nessage, it verifies it as
follows. |If any error occurs, an error code is reported for use by
the application

The nmessage is first checked by verifying that the protocol version
and type fields match the current version and KRB_PRIV, respectively.
A mismatch generates a KRB_AP_ERR BADVERSI ON or KRB _AP_ERR _MSG TYPE
error. The application then decrypts the ciphertext and processes
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the resultant plaintext. |If decryption shows that the data has been
nodi fied, a KRB_AP_ERR BAD I NTEGRITY error is generated.

The sender’s address MJUST be included in the control information; the
recipient verifies that the operating systemis report of the sender’s
address matches the sender’s address in the nessage. |If a recipient
address is specified or the recipient requires an address, then one
of the recipient’s addresses MJST al so appear as the recipient’s
address in the nessage. Were a sender’s or receiver’s address m ght
not otherwi se match the address in a nessage because of network
address translation, an application MAY be witten to use addresses
of the directional address type in place of the actual network

addr ess.

A failed match for either case generates a KRB_AP_ERR BADADDR error.
To work with network address translation, inplenentations MAY use the
directional address type defined in Section 7.1 for the sender
address and include no recipient address.

Next the tinmestanp and usec and/or the sequence nunber fields are

checked. If tinmestanp and usec are expected and not present, or if
they are present but not current, the KRB_AP_ERR SKEWerror is
generated. |If the server nane, along with the client nane, tine, and

m crosecond fields fromthe Authenticator match any such recently-
seen tuples, the KRB_AP_ERR REPEAT error is generated. |If an

i ncorrect sequence nunber is included, or if a sequence nunber is
expected but not present, the KRB_AP_ERR BADORDER error is gener at ed.
If neither a tinme-stanp and usec nor a sequence nunber is present, a
KRB_AP_ERR MODI FI ED error is generated.

If all the checks succeed, the application can assune the nessage was
generated by its peer and was securely transmtted (wthout intruders
seei ng the unencrypted contents).

3.6. The KRB_CRED Exchange

The KRB_CRED nessage MAY be used by clients requiring the ability to
send Kerberos credentials fromone host to another. |t achieves this
by sending the tickets together with encrypted data containing the
sessi on keys and other information associated with the tickets.

3.6.1. GCeneration of a KRB_CRED Message
When an application wishes to send a KRB_CRED nessage, it first
(using the KRB_TGS exchange) obtains credentials to be sent to the

renote host. It then constructs a KRB_CRED nessage using the ticket
or tickets so obtained, placing the session key needed to use each
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ticket in the key field of the correspondi ng KrbCredl nfo sequence of
the encrypted part of the KRB _CRED nessage.

O her information associated with each ticket and obtained during the
KRB TGS exchange is also placed in the correspondi ng KrbCredl nfo
sequence in the encrypted part of the KRB_CRED nessage. The current
time and, if they are specifically required by the application, the
nonce, s-address, and r-address fields are placed in the encrypted
part of the KRB _CRED nessage, which is then encrypted under an
encryption key previously exchanged in the KRB_AP exchange (usually
the last key negotiated via subkeys, or the session key if no
negoti ati on has occurred).

| mpl enent ati on note: When constructing a KRB_CRED nessage for
inclusion in a GSSAPI initial context token, the MT inplenentation
of Kerberos will not encrypt the KRB _CRED nessage if the session key
is a DES or triple DES key. For interoperability with MT, the

M crosoft inplenentation will not encrypt the KRB_CRED in a GSSAP
token if it is using a DES session key. Starting at version 1.2.5,
M T Kerberos can receive and decode either encrypted or unencrypted
KRB_CRED tokens in the GSSAPI exchange. The Heindal inplenentation
of Kerberos can al so accept either encrypted or unencrypted KRB _CRED
nmessages. Since the KRB _CRED nessage in a GSSAPI token is encrypted
in the authenticator, the MT behavi or does not present a security
problem although it is a violation of the Kerberos specification

3.6.2. Receipt of KRB_CRED Message

When an application receives a KRB_CRED nessage, it verifies it. |If
any error occurs, an error code is reported for use by the
application. The nessage is verified by checking that the protocol
version and type fields natch the current version and KRB_CRED
respectively. A msmatch generates a KRB_AP_ERR BADVERSI ON or
KRB_AP_ERR MSG TYPE error. The application then decrypts the

ci phertext and processes the resultant plaintext. |f decryption
shows the data to have been nodified, a KRB_AP_ERR BAD | NTEGRI TY
error i s generated.

|f present or required, the recipient MAY verify that the operating
systenmis report of the sender’s address matches the sender’s address
in the message, and that one of the recipient’s addresses appears as
the recipient’s address in the message. The address check does not
provi de any added security, since the address, if present, has

al ready been checked in the KRB_AP_REQ nessage and there is not any
benefit to be gained by an attacker in reflecting a KRB_CRED nessage
back to its originator. Thus, the recipient MAY ignore the address
even if it is present in order to work better in Network Address
Transl ati on (NAT) environments. A failed match for either case
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generates a KRB_AP_ERR BADADDR error. Recipients MAY skip the
address check, as the KRB _CRED nessage cannot generally be reflected
back to the originator. The tinestanp and usec fields (and the nonce
field, if required) are checked next. |If the tinmestanp and usec are
not present, or if they are present but not current, the
KRB_AP_ERR SKEW error is generated.

If all the checks succeed, the application stores each of the new
tickets inits credentials cache together with the session key and
other information in the correspondi ng KrbCredl nfo sequence fromthe
encrypted part of the KRB_CRED nessage.

3.7. User-to-User Authentication Exchanges

User-to-User authentication provides a nethod to perform

aut henti cati on when the verifier does not have a access to |long-term
service key. This mght be the case when running a server (for
exanpl e, a wi ndow server) as a user on a workstation. |n such cases,
the server may have access to the TGI obtained when the user | ogged
into the workstation, but because the server is running as an
unprivileged user, it mght not have access to systemkeys. Simlar
situations may ari se when runni ng peer-to-peer applications.

Sunmary
Message direction Message type Sections
0. Message from application server Not specified
1. dient to Kerberos KRB_TGS_REQ 3.3 &5.4.1
2. Kerberos to client KRB_TGS_REP or 3.3 &5.4.2
KRB_ERROR 5.9.1
3. Cient to application server KRB_AP_REQ 3.2 &5.5.1

To address this problem the Kerberos protocol allows the client to
request that the ticket issued by the KDC be encrypted using a
session key froma TGT issued to the party that will verify the

aut hentication. This TGI nust be obtained fromthe verifier by nmeans
of an exchange external to the Kerberos protocol, usually as part of
the application protocol. This nmessage is shown in the sumuary above
as nessage 0. Note that because the TGI is encrypted in the KDC s
secret key, it cannot be used for authentication w thout possession
of the corresponding secret key. Furthernore, because the verifier
does not reveal the correspondi ng secret key, providing a copy of the
verifier’s TGI does not allow inpersonation of the verifier.

Message O in the table above represents an application-specific
negoti ati on between the client and server, at the end of which both
have deternined that they will use user-to-user authentication, and
the client has obtained the server’s TGI.
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Next, the client includes the server’'s TGI as an additional ticket in
its KRB_TGS REQ request to the KDC (nessage 1 in the table above) and
speci fies the ENC- TKT-I N- SKEY option in its request.

If validated according to the instructions in Section 3.3.3, the
application ticket returned to the client (nessage 2 in the table
above) will be encrypted using the session key fromthe additiona
ticket and the client will note this when it uses or stores the
application ticket.

When contacting the server using a ticket obtained for user-to-user
aut hentication (nessage 3 in the table above), the client MJST
specify the USE-SESSI ON-KEY flag in the ap-options field. This tells
the application server to use the session key associated with its TGl
to decrypt the server ticket provided in the application request.

4. Encryption and Checksum Specifications

The Kerberos protocols described in this docunent are designed to
encrypt nessages of arbitrary sizes, using streamor block encryption
ci phers. Encryption is used to prove the identities of the network
entities participating in nmessage exchanges. The Key Distribution
Center for each realmis trusted by all principals registered in that
realmto store a secret key in confidence. Proof of know edge of
this secret key is used to verify the authenticity of a principal.

The KDC uses the principal’s secret key (in the AS exchange) or a
shared session key (in the TGS exchange) to encrypt responses to
ticket requests; the ability to obtain the secret key or session key
i nplies the know edge of the appropriate keys and the identity of the
KDC. The ability of a principal to decrypt the KDC response and to
present a Ticket and a properly formed Authenticator (generated with
the session key fromthe KDC response) to a service verifies the
identity of the principal; likewise the ability of the service to
extract the session key fromthe Ticket and to prove its know edge
thereof in a response verifies the identity of the service.

[ RFC3961] defines a franmework for defining encryption and checksum
mechani sns for use with Kerberos. It also defines several such
nmechani sns, and nore nay be added in future updates to that documnent.

The string-to-key operation provided by [RFC3961] is used to produce
a long-termkey for a principal (generally for a user). The default
salt string, if none is provided via pre-authentication data, is the
concatenation of the principal’s real mand name conponents, in order
with no separators. Unless it is indicated otherw se, the default
string-to-key opaque paraneter set as defined in [RFC3961] is used.
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Encrypted data, keys, and checksuns are transnitted using the

Encrypt edDat a, Encrypti onKey, and Checksum data objects defined in
Section 5.2.9. The encryption, decryption, and checksum operati ons
described in this docunent use the correspondi ng encryption,
decryption, and get_mc operations described in [ RFC3961], with
inmplicit "specific key" generation using the "key usage" val ues
specified in the description of each EncryptedData or Checksum obj ect
to vary the key for each operation. Note that in sonme cases, the

val ue to be used is dependent on the method of choosing the key or

t he context of the nessage.

Key usages are unsigned 32-bit integers; zero is not pernitted. The
key usage values for encrypting or checksunmi ng Kerberos nessages are
indicated in Section 5 along with the nessage definitions. The key
usage val ues 512-1023 are reserved for uses internal to a Kerberos

i npl erentation. (For exanple, seeding a pseudo-random nunber
generator with a val ue produced by encrypting sonething with a
sessi on key and a key usage val ue not used for any other purpose.)
Key usage val ues between 1024 and 2047 (inclusive) are reserved for
application use; applications SHOULD use even val ues for encryption
and odd val ues for checksunms within this range. Key usage values are
al so summarized in a table in Section 7.5. 1.

There might exist other docunments that define protocols in terns of
the RFC 1510 encryption types or checksumtypes. These docunents
woul d not know about key usages. In order that these specifications
continue to be nmeaningful until they are updated, if no key usage

val ues are specified, then key usages 1024 and 1025 nust be used to
derive keys for encryption and checksuns, respectively. (This does
not apply to protocols that do their own encryption independent of
this framework, by directly using the key resulting fromthe Kerberos
aut henti cati on exchange.) New protocols defined in ternms of the

Ker beros encryption and checksum types SHOULD use their own key usage
val ues.

Unless it is indicated otherw se, no cipher state chaining is done
fromone encryption operation to another

| npl erentati on note: Although it is not reconmended, sone application
protocols will continue to use the key data directly, even if only in
currently existing protocol specifications. An inplenmentation

i ntended to support general Kerberos applications may therefore need
to make key data available, as well as the attributes and operations
described in [RFC3961]. One of the nore common reasons for directly
perfornming encryption is direct control over negotiation and
selection of a "sufficiently strong” encryption algorithm(in the
context of a given application). Although Kerberos does not directly
provide a facility for negotiating encryption types between the
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application client and server, there are approaches for using
Kerberos to facilitate this negotiation. For exanple, a client nay
request only "sufficiently strong" session key types fromthe KDC and
expect that any type returned by the KDC will be understood and
supported by the application server.

5. Message Specifications

The ASN. 1 col | ected here should be identical to the contents of
Appendi x A. In the case of a conflict, the contents of Appendix A
shal | take precedence.

The Kerberos protocol is defined here in terns of Abstract Syntax
Not ati on One (ASN. 1) [X680], which provides a syntax for specifying
both the abstract |ayout of protocol nessages as well as their
encodings. Inplementors not utilizing an existing ASN.1 conpiler or
support library are cautioned to understand the actual ASN. 1

speci fication thoroughly in order to ensure correct inplenmentation
behavior. There is nore conplexity in the notation than is

i mredi ately obvious, and sone tutorials and guides to ASN.1 are

nm sl eadi ng or erroneous.

Note that in several places, changes to abstract types from RFC 1510
have been nade. This is in part to address w despread assunpti ons
that various inplenentors have made, in sone cases resulting in

uni ntentional violations of the ASN.1 standard. These are clearly

fl agged where they occur. The differences between the abstract types
in RFC 1510 and abstract types in this docunent can cause

i nconpati bl e encodings to be enitted when certain encoding rules,
e.g., the Packed Encoding Rules (PER), are used. This theoretical

i nconpatibility should not be relevant for Kerberos, since Kerberos
explicitly specifies the use of the Distinguished Encodi ng Rul es
(DER). It mght be an issue for protocols seeking to use Kerberos
types with other encoding rules. (This practice is not recommended.)
Wth very few exceptions (nost notably the usages of BIT STRING, the
encodings resulting fromusing the DER renain identical between the
types defined in RFC 1510 and the types defined in this docunent.

The type definitions in this section assune an ASN. 1 nodul e
definition of the follow ng form
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Ker ber osV5Spec2 {
iso(1) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2) nodul es(4) krb5spec2(2)

} DEFINITIONS EXPLICIT TAGS ::= BEA N

-- rest of definitions here
END

This specifies that the tagging context for the nodule will be
explicit and non-autonatic.

Note that in sone other publications (such as [ RFC1510] and

[ RFC1964]), the "dod" portion of the object identifier is erroneously
specified as having the value "5". In the case of RFC 1964, use of
the "correct” OD value would result in a change in the wire
protocol; therefore, it remains unchanged for now.

Note that el sewhere in this docunent, nonenclature for various
nmessage types is inconsistent, but it largely follows C |anguage
conventions, including use of underscore (_) characters and all-caps
spelling of nanes intended to be nuneric constants. Also, in sone
pl aces, identifiers (especially those referring to constants) are
witten in all-caps in order to distinguish themfrom surrounding
expl anatory text.

The ASN. 1 notation does not permit underscores in identifiers, so in
actual ASN. 1 definitions, underscores are replaced with hyphens (-).
Additionally, structure nenber names and defined values in ASN 1 MJST
begin with a | owercase letter, whereas type nanes MJST begin with an
uppercase letter

5.1. Specific Conpatibility Notes on ASN. 1

For conpatibility purposes, inplenmentors should heed the foll ow ng
specific notes regarding the use of ASN.1 in Kerberos. These notes
do not describe deviations fromstandard usage of ASN. 1. The purpose
of these notes is instead to describe sone historical quirks and

non- conpl i ance of various inplenentations, as well as historical
anmbi gui ties, which, although they are valid ASN. 1, can lead to
confusi on during inplenentation

5.1.1. ASN. 1 Distinguished Encodi ng Rul es
The encodi ng of Kerberos protocol nessages shall obey the
Di sti ngui shed Encoding Rules (DER) of ASN.1 as described in [ X690].

Sone i nplenentations (believed primarily to be those derived from DCE
1.1 and earlier) are known to use the nore general Basic Encoding
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Rules (BER); in particular, these inplenmentations send indefinite
encodi ngs of lengths. |nplenentations MAY accept such encodings in
the interest of backward conpatibility, though inplenentors are

war ned that decoding fully-general BER is fraught with peril.

5.1.2. Optional Integer Fields

Sone i nplenentations do not internally distinguish between an onitted
optional integer value and a transmitted value of zero. The places
in the protocol where this is relevant include various m croseconds
fields, nonces, and sequence nunbers. |Inplenmentations SHOULD treat
onmtted optional integer values as having been transnitted with a

val ue of zero, if the application is expecting this.

5.1.3. Enpty SEQUENCE OF Types

There are places in the protocol where a nessage contai ns a SEQJUENCE
OF type as an optional menber. This can result in an encodi ng that
contains an enpty SEQUENCE OF encodi ng. The Kerberos protocol does
not semantically distinguish between an absent optional SEQUENCE OF
type and a present optional but enpty SEQUENCE OF type.

| mpl enent ati ons SHOULD NOT send enpty SEQUENCE OF encodi ngs that are
mar ked OPTI ONAL, but SHOULD accept them as being equivalent to an
omitted OPTIONAL type. In the ASN. 1 syntax describing Kerberos
nmessages, instances of these problematic optional SEQUENCE OF types
are indicated with a coment.

5.1.4. Unrecogni zed Tag Numbers

Future revisions to this protocol may include new nessage types with
di fferent APPLI CATION cl ass tag nunmbers. Such revisions shoul d
protect ol der inplenentations by only sending the nessage types to
parties that are known to understand them e.g., by neans of a flag
bit set by the receiver in a preceding request. 1In the interest of
robust error handling, inplenmentations SHOULD gracefully handl e
receiving a nessage with an unrecogni zed tag anyway, and return an
error mnessage, if appropriate.

In particular, KDCs SHOULD return KRB_AP_ERR MSG TYPE if the
incorrect tag is sent over a TCP transport. The KDCs SHOULD NOT
respond to nessages received with an unknown tag over UDP transport
in order to avoid denial of service attacks. For non-KDC
applications, the Kerberos inplenentation typically indicates an
error to the application which takes appropriate steps based on the
application protocol.
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5.1.5. Tag Nunbers G eater Than 30

A naive inplenentation of a DER ASN. 1 decoder may experience problens
with ASN. 1 tag nunbers greater than 30, due to such tag nunbers being
encoded using nore than one byte. Future revisions of this protocol
may utilize tag nunbers greater than 30, and inplenentati ons SHOULD
be prepared to gracefully return an error, if appropriate, when they
do not recogni ze the tag.

5.2. Basic Kerberos Types

Thi s section defines a nunber of basic types that are potentially
used in nultiple Kerberos protocol nmessages.

5.2.1. KerberosString

The original specification of the Kerberos protocol in RFC 1510 uses
General String in nunerous places for human-readabl e string data.

Hi storical inplenmentations of Kerberos cannot utilize the full power
of General String. This ASN. 1 type requires the use of designation
and i nvocation escape sequences as specified in | SO 2022/ ECMA- 35
[1SO 2022/ ECVA-35] to switch character sets, and the default
character set that is designated as 0 is the | SO 646/ ECVA- 6

[1 SO 646/ ECVA-6] International Reference Version (IRV) (a.k.a. U S.
ASCI 1), which nostly worKks.

| SO 2022/ ECMVA- 35 defines four character-set code elenments (0. .&3)
and two Control -function code elenents (CO..Cl). DER prohibits the
desi gnati on of character sets as any but the & and CO sets.
Unfortunately, this seens to have the side effect of prohibiting the
use of 1SO- 8859 (1SO Latin) [ISO 8859] character sets or any other
character sets that utilize a 96-character set, as |ISO 2022/ ECVA- 35
prohi bits designating themas the G code elenent. This side effect
is being investigated in the ASN. 1 standards community.

In practice, many inplenentations treat General Strings as if they
were 8-bit strings of whichever character set the inplenentation
defaults to, without regard to correct usage of character-set

desi ghati on escape sequences. The default character set is often
determ ned by the current user’s operating system dependent | ocale.
At | east one major inplenentation places unescaped UTF-8 encoded
Uni code characters in the General String. This failure to adhere to
the General String specifications results in interoperability issues
when conflicting character encodings are utilized by the Kerberos
clients, services, and KDC.
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This unfortunate situation is the result of inproper docunentation of
the restrictions of the ASN.1 General String type in prior Kerberos
speci fications.

The new (post-RFC 1510) type KerberosString, defined below, is a
General String that is constrained to contain only characters in
| A5Stri ng.

KerberosString ::= Ceneral String (1A5String)

In general, US-ASCII control characters should not be used in
KerberosString. Control characters SHOULD NOT be used in principa
names or real m nanes.

For conpatibility, inplenmentations MAY choose to accept General String
val ues that contain characters other than those permtted by

| A5String, but they should be aware that character set designation
codes will likely be absent, and that the encodi ng shoul d probably be
treated as | ocal e-specific in alnost every way. |nplenmentations MAY
al so choose to enit General String values that are beyond those
permitted by 1A5String, but they should be aware that doing so is
extraordinarily risky froman interoperability perspective.

Sone existing inplenentations use General String to encode unescaped

| ocal e-specific characters. This is a violation of the ASN 1
standard. Mbdst of these inplenmentations encode US-ASCI| in the

| eft-hand half, so as long as the inplenentation transmits only
US-ASCI I, the ASN. 1 standard is not violated in this regard. As soon
as such an inplenentati on encodes unescaped | ocal e-specific
characters with the high bit set, it violates the ASN. 1 standard.

O her inplenmentati ons have been known to use General String to contain
a UTF-8 encoding. This also violates the ASN. 1 standard, since UTF-8
is a different encoding, not a 94 or 96 character "G' set as defined
by 1SO 2022. It is believed that these inplenentati ons do not even
use the | SO 2022 escape sequence to change the character encodi ng.
Even if inplenmentations were to announce the encodi ng change by using
that escape sequence, the ASN. 1 standard prohibits the use of any
escape sequences ot her than those used to designate/invoke "G' or "C'
sets allowed by General String.

Future revisions to this protocol will alnost certainly allow for a
nore interoperable representation of principal nanmes, probably
i ncl udi ng UTF8Stri ng.

Not e that applying a new constraint to a previously unconstrained

type constitutes creation of a new ASN.1 type. In this particular
case, the change does not result in a changed encodi ng under DER
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5.

5.

5.

2.2. Realmand Principal Nane

2.

2.

Real m .= KerberosString
Pri nci pal Nane = SEQUENCE ({
name-type [0] Int32
name-string [ 1] SEQUENCE OF KerberosString

}

Ker beros real m nanes are encoded as KerberosStrings. Realns shal

not contain a character with the code 0 (the US-ASCII NUL). Most
realms will usually consist of several conponents separated by
periods (.), in the style of Internet Domain Nanmes, or separated by
slashes (/), in the style of X 500 nanes. Acceptable forns for realm
nanes are specified in Section 6.1. A PrincipalNane is a typed
sequence of conponents consisting of the follow ng subfiel ds:

name-type
This field specifies the type of nane that foll ows. Pre-defined
values for this field are specified in Section 6.2. The name-type
SHOULD be treated as a hint. Ignoring the nanme type, no two nanes
can be the sane (i.e., at |least one of the conponents, or the
real m nust be different).

name-string
This field encodes a sequence of conponents that forma nane, each
conmponent encoded as a KerberosString. Taken together, a
Princi pal Nane and a Realmforma principal identifier. Most
Princi pal Nanes will have only a few conponents (typically one or
t wo) .

3. KerberosTi ne
Ker ber osTi nme 1= CeneralizedTine -- with no fractional seconds

The tinmestanps used in Kerberos are encoded as CGeneralizedTines. A
Ker ber osTi me val ue shall not include any fractional portions of the
seconds. As required by the DER it further shall not include any
separators, and it shall specify the UTC tinme zone (Z). Exanple: The
only valid format for UTC tine 6 mnutes, 27 seconds after 9 pmon 6
Novenber 1985 is 19851106210627Z.

4. Constrained |Integer Types
Sone integer menbers of types SHOULD be constrained to val ues

representable in 32 bits, for conpatibility with reasonabl e
i mpl enentation limts.
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I nt 32 = | NTEGER (-2147483648..2147483647)
-- signed values representable in 32 bits
Ul nt 32 = I NTEGER (0..4294967295)

-- unsigned 32 bit val ues

| NTEGER (0..999999)
-- m croseconds

M cr oseconds

Al though this results in changes to the abstract types fromthe RFC
1510 version, the encoding in DER should be unaltered. Historical
i npl ementations were typically limted to 32-bit integer val ues

anyway, and assigned numbers SHOULD fall in the space of integer
val ues representable in 32 bits in order to pronote interoperability
anyway.

Several integer fields in nmessages are constrained to fixed val ues.

pvno
al so TKT-VNO or AUTHENTI CATOR-VNO, this recurring field is always
the constant integer 5. There is no easy way to nmake this field
into a useful protocol version nunber, so its value is fixed.

nsg-type
this integer field is usually identical to the application tag
nunber of the containing nessage type.

5.2.5. Host Address and Host Addr esses

Host Addr ess : 1= SEQUENCE {

addr -type [0] Int32,

addr ess [ 1] OCTET STRI NG
}

-- NOTE: Host Addresses is always used as an OPTIONAL field and
-- shoul d not be enpty.
Host Addr esses -- NOTE: subtly different fromrfcl510,
-- but has a val ue mappi ng and encodes the sane
;.= SEQUENCE OF Host Address

The host address encodi ngs consist of two fields:

addr-type
This field specifies the type of address that follows. Pre-
defined values for this field are specified in Section 7.5. 3.

addr ess
This field encodes a single address of type addr-type.
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5.

2.

6. AuthorizationData

-- NOTE: AuthorizationData is always used as an OPTIONAL field and
-- should not be enpty.

Aut hori zati onDat a .= SEQUENCE OF SEQUENCE {
ad-type [0] Int32,
ad- dat a [1] OCTET STRI NG
}
ad- dat a

This field contains authorization data to be interpreted according
to the value of the corresponding ad-type field.

ad-type
This field specifies the format for the ad-data subfield. Al
negati ve values are reserved for |ocal use. Non-negative val ues
are reserved for registered use.

Each sequence of type and data is referred to as an authori zation
el enent. Elenments MAY be application specific; however, there is a
conmon set of recursive elenments that should be understood by al

i npl enentations. These el enments contain other elenments enbedded
within them and the interpretation of the encapsul ating el enent
determ nes which of the enbedded el enents nust be interpreted, and
whi ch may be ignored.

These comon aut horization data el enments are recursively defined,
nmeani ng that the ad-data for these types will itself contain a
sequence of authorization data whose interpretation is affected by
the encapsul ati ng el enment. Dependi ng on the neaning of the
encapsul ati ng el ement, the encapsul ated el ements may be ignored,

m ght be interpreted as issued directly by the KDC, or night be
stored in a separate plaintext part of the ticket. The types of the
encapsul ating el enments are specified as part of the Kerberos
speci fi cati on because the behavi or based on these val ues shoul d be
under st ood across inpl enentations, whereas other elenments need only
be understood by the applications that they affect.

Aut hori zation data el ements are considered critical if present in a
ticket or authenticator. |If an unknown authorization data el enent
type is received by a server either in an AP-REQ or in a ticket
contained in an AP-REQ then, unless it is encapsulated in a known
aut hori zation data el enent anending the criticality of the elenents
it contains, authentication MJST fail. Authorization data is
intended to restrict the use of a ticket. |If the service cannot
determ ne whether the restriction applies to that service, then a
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security weakness nay result if the ticket can be used for that
service. Authorization elenents that are optional can be enclosed in
an AD- | F- RELEVANT el enent .

In the definitions that follow the value of the ad-type for the

el enent will be specified as the |east significant part of the
subsection nunber, and the value of the ad-data will be as shown in
the ASN. 1 structure that foll ows the subsecti on headi ng.

Contents of ad-data ad-type
DER encodi ng of AD- | F- RELEVANT 1
DER encodi ng of AD- KDCl ssued 4
DER encodi ng of AD- AND- OR 5

DER encodi ng of AD- MANDATORY- FOR- KDC 8
5.2.6.1. | F- RELEVANT
AD- | F- RELEVANT ::= Aut horizationDat a

AD el ements encapsul ated within the if-relevant el ement are intended
for interpretation only by application servers that understand the
particul ar ad-type of the enbedded el ement. Application servers that
do not understand the type of an el ement enbedded within the
if-relevant el ement MAY ignore the uninterpretable elenent. This

el enent pronotes interoperability across inplenentations that my
have | ocal extensions for authorization. The ad-type for

AD-| F- RELEVANT is (1).

5.2.6.2. KDCl ssued

AD- KDCl ssued ;1= SEQUENCE ({
ad- checksum [0] Checksum
i-realm [ 1] Real m OPTI ONAL,
i -sname [2] Principal Nanme OPTI ONAL,
el ement s [3] AuthorizationData

}

ad- checksum
A cryptographi c checksum conput ed over the DER encodi ng of the
Aut horizationData in the "elenments" field, keyed with the session
key. |Its checksuntype is the nmandatory checksumtype for the
encryption type of the session key, and its key usage value is 19.
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i-realm i-snane
The nanme of the issuing principal if different fromthat of the
KDC itself. This field would be used when the KDC can verify the
authenticity of elenents signed by the issuing principal, and it
allows this KDC to notify the application server of the validity
of those el enments.

el ement s
A sequence of authorization data el ements issued by the KDC

The KDC-issued ad-data field is intended to provide a neans for

Ker beros principal credentials to enbed within thensel ves privil ege
attri butes and ot her mechanisns for positive authorization,
anplifying the privileges of the principal beyond what can be done
usi ng credentials without such an a-data el enent.

The above nmeans cannot be provided without this el enment because the
definition of the authorization-data field allows elenments to be
added at will by the bearer of a TGl at the tine when they request
service tickets, and elenents may al so be added to a del egated ticket
by inclusion in the authenticator.

For KDC-issued elenments, this is prevented because the elenents are
si gned by the KDC by including a checksum encrypted using the
server’'s key (the sane key used to encrypt the ticket or a key
derived fromthat key). Elenents encapsulated with in the KDC i ssued
el enent MJST be ignored by the application server if this "signature"
is not present. Further, elenments encapsulated within this el enent
froma TGI MAY be interpreted by the KDC, and used as a basis
according to policy for including new signed elenents within
derivative tickets, but they will not be copied to a derivative
ticket directly. |If they are copied directly to a derivative ticket
by a KDC that is not aware of this elenment, the signature will not be
correct for the application ticket elenments, and the field will be

i gnored by the application server.

This elenment and the elenents it encapsul ates MAY safely be ignored
by applications, application servers, and KDCs that do not i nplenent
this el enment.

The ad-type for AD-KDC-|1 SSUED is (4).

5.2.6.3. AND-OR

AD- AND- OR ;1= SEQUENCE ({
condition-count [0] Int32
el ement s [ 1] AuthorizationData
}
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When restrictive AD el enments are encapsul ated within the and-or

el ement, the and-or elenment is considered satisfied if and only if at
| east the nunber of encapsul ated el ements specified in condition-
count are satisfied. Therefore, this elenment MAY be used to

i npl emrent an "or" operation by setting the condition-count field to
1, and it MAY specify an "and" operation by setting the condition
count to the nunber of enbedded el enents. Application servers that
do not inplenent this el enment MJST reject tickets that contain

aut hori zati on data el enents of this type.

The ad-type for AD-AND-OR is (5).

5.2.6.4. MANDATORY- FOR- KDC
AD- MANDATORY- FOR- KDC ::= Aut horizationDat a
AD el ements encapsul ated within the mandatory-for-kdc elenment are to
be interpreted by the KDC. KDCs that do not understand the type of
an el ement enbedded within the nmandatory-for-kdc el enent MJST reject
t he request.
The ad-type for AD MANDATORY-FOR-KDC is (8).

5.2.7. PA-DATA
Hi storically, PA-DATA have been known as "pre-authentication data",
nmeani ng that they were used to augnent the initial authentication

with the KDC. Since that tine, they have al so been used as a typed
hol e with which to extend protocol exchanges with the KDC

PA- DATA ;1= SEQUENCE {
-- NOTE: first tag is [1], not [O]
padat a-t ype [1] Int32

padat a- val ue [2] OCTET STRING -- might be encoded AP-REQ
}

padat a-t ype
I ndi cates the way that the padata-value elenent is to be
interpreted. Negative values of padata-type are reserved for
unregi stered use; non-negative values are used for a registered
interpretation of the el enent type.

padat a- val ue

Usual Iy contains the DER encodi ng of another type; the padata-type
field identifies which type is encoded here.
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padat a-type Nane Contents of padata-val ue

1 pa-tgs-req DER encodi ng of AP-REQ

2 pa-enc-ti mestanp DER encodi ng of PA- ENC- TI MESTAMP
3 pa- pw sal t salt (not ASN.1 encoded)

11 pa- etype-info DER encodi ng of ETYPE-| NFO

19 pa- et ype-info2 DER encodi ng of ETYPE-| NFO2

This field MAY al so contain informati on needed by certain
extensions to the Kerberos protocol. For exanple, it mght be
used to verify the identity of a client initially before any
response i s returned.

The padata field can also contain informati on needed to help the
KDC or the client select the key needed for generating or
decrypting the response. This formof the padata is useful for
supporting the use of certain token cards with Kerberos. The
details of such extensions are specified in separate docunents.
See [Pat92] for additional uses of this field.

5.2.7.1. PA-TGS-REQ

In the case of requests for additional tickets (KRB_TGS_REQ,

padat a-val ue will contain an encoded AP-REQ The checksumin the
aut henti cator (which MJST be collision-proof) is to be conputed over
t he KDC- REQ BODY encodi ng.

5.2.7.2. Encrypted Tinestanp Pre-authentication

There are pre-authentication types that may be used to pre-
aut henticate a client by neans of an encrypted tinmestanp.

PA- ENC- TI MESTAMP Encrypt edData -- PA- ENC- TS- ENC

PA- ENC- TS- ENC ;1= SEQUENCE ({
pati nest anp [0] KerberosTinme -- client’s tinme --,
pausec [1] M croseconds OPTI ONAL
}
Pati nestanp contains the client’s tine, and pausec contains the
m croseconds, which MAY be omitted if a client wll not generate nore

than one request per second. The ciphertext (padata-value) consists
of the PA-ENC-TS-ENC encodi ng, encrypted using the client’s secret
key and a key usage val ue of 1.
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This pre-authentication type was not present in RFC 1510, but nany
i npl enent ati ons support it.

5.2.7.3. PA-PWSALT

The padata-value for this pre-authentication type contains the salt

for the string-to-key to be used by the client to obtain the key for
decrypting the encrypted part of an AS-REP nessage. Unfortunately,

for historical reasons, the character set to be used is unspecified
and probably | ocal e-specific.

This pre-authentication type was not present in RFC 1510, but nany
i npl enentations support it. It is necessary in any case where the
salt for the string-to-key algorithmis not the default.

In the trivial exanple, a zero-length salt string is very conmonpl ace
for realnms that have converted their principal databases from
Ker ber os Version 4.

A KDC SHOULD NOT send PA-PW SALT when issuing a KRB- ERROR nessage
that requests additional pre-authentication. |nplenentation note:
Sonme KDC i npl enentations i ssue an erroneous PA-PW SALT when issuing a
KRB- ERROR nessage that requests additional pre-authentication.
Therefore, clients SHOULD i gnore a PA-PW SALT acconpanyi ng a

KRB- ERROR nessage that requests additional pre-authentication. As
noted in section 3.1.3, a KDC MJST NOT send PA-PW SALT when the
client’s AS-REQ i ncludes at |east one "newer" etype.

5.2.7.4. PA-ETYPE-1 NFO

The ETYPE-1NFO pre-authentication type is sent by the KDCin a

KRB- ERROR i ndi cating a requirenment for additional pre-authentication.
It is usually used to notify a client of which key to use for the
encryption of an encrypted tinestanp for the purposes of sending a
PA- ENC- TI MESTAMP pre-authentication value. 1t MAY al so be sent in an
AS-REP to provide information to the client about which key salt to
use for the string-to-key to be used by the client to obtain the key
for decrypting the encrypted part the AS-REP

ETYPE- | NFO- ENTRY ;1= SEQUENCE ({
etype [0] Int32,
sal t [ 1] OCTET STRI NG OPTI ONAL
}
ETYPE- | NFO .= SEQUENCE OF ETYPE- | NFO- ENTRY
The salt, like that of PA-PWSALT, is also conpletely unspecified

with respect to character set and is probably | ocal e-specific.
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If ETYPE-INFO is sent in an AS-REP, there shall be exactly one
ETYPE- | NFO ENTRY, and its etype shall match that of the enc-part in
t he AS- REP.

This pre-authentication type was not present in RFC 1510, but nany
i npl eent ations that support encrypted tinmestanps for pre-

aut hentication need to support ETYPE-INFO as well. As noted in
Section 3.1.3, a KDC MJUST NOT send PA- ETYPE-I NFO when the client’s
AS- REQ i ncl udes at | east one "newer" etype.

5.2.7.5. PA-ETYPE- | NFO2

The ETYPE-1NFQ2 pre-authentication type is sent by the KDC in a

KRB- ERROR i ndi cating a requirement for additional pre-authentication.
It is usually used to notify a client of which key to use for the
encryption of an encrypted tinestanp for the purposes of sending a
PA- ENC- TI MESTAMP pre-authentication value. 1t MAY al so be sent in an
AS-REP to provide information to the client about which key salt to
use for the string-to-key to be used by the client to obtain the key
for decrypting the encrypted part the AS-REP

ETYPE- | NFO2- ENTRY .1 = SEQUENCE {
et ype [0] Int32,
sal t [1] KerberosString OPTI ONAL,
s2kpar ans [2] OCTET STRI NG OPTI ONAL
}
ETYPE- | NFO2 .= SEQUENCE SI ZE (1..MAX) OF ETYPE- | NFQ2- ENTRY

The type of the salt is KerberosString, but existing installations
m ght have | ocal e-specific characters stored in salt strings, and
i npl erentors MAY choose to handl e them

The interpretation of s2kparans is specified in the cryptosystem
description associated with the etype. Each cryptosystem has a
default interpretation of s2kparans that will hold if that elenent is
omitted fromthe encodi ng of ETYPE-1 NFO2- ENTRY

If ETYPE-INFQ2 is sent in an AS-REP, there shall be exactly one
ETYPE- | NFQ2- ENTRY, and its etype shall match that of the enc-part in
t he AS- REP.

The preferred ordering of the "hint" pre-authentication data that
affect client key selection is: ETYPE-INFQ2, followed by ETYPE-INFQ
followed by PMWSALT. As noted in Section 3.1.3, a KDC MJUST NOT send
ETYPE-| NFO or PWSALT when the client’s AS-REQ i ncludes at |east one
"newer" etype.

Neuman, et al. St andar ds Track [ Page 63]



RFC 4120 Ker ber os V5 July 2005

The ETYPE-1 NFQ2 pre-authentication type was not present in RFC 1510.
5.2.8. KerberosFl ags

For several nmessage types, a specific constrained bit string type,
Ker ber osFl ags, is used.

Ker ber osFl ags ::= BIT STRING (SI ZE (32.. MAX))
-- mni mum nunber of bits shall be sent,
-- but no fewer than 32

Conpatibility note: The foll ow ng paragraphs describe a change from
the RFC 1510 description of bit strings that would result in
inconpatility in the case of an inplenentation that strictly
conformed to ASN. 1 DER and RFC 1510.

ASN. 1 bit strings have nmultiple uses. The sinplest use of a bit
string is to contain a vector of bits, with no particul ar neaning
attached to individual bits. This vector of bits is not necessarily
a multiple of eight bits long. The use in Kerberos of a bit string
as a conpact bool ean vector wherein each el enent has a distinct
nmeani ng poses sone problens. The natural notation for a conpact

bool ean vector is the ASN.1 "NanedBit" notation, and the DER require
that encodings of a bit string using "NanmedBit" notation exclude any
trailing zero bits. This truncation is easy to neglect, especially
gi ven C | anguage i npl enentations that naturally choose to store

bool ean vectors as 32-bit integers.

For exanple, if the notation for KDCOptions were to include the
"NanedBit" notation, as in RFC 1510, and a KDCOptions val ue to be
encoded had only the "forwardable" (bit nunber one) bit set, the DER
encodi ng MJUST include only two bits: the first reserved bit
("reserved", bit nunber zero, value zero) and the one-valued bit (bit
nunber one) for "forwardabl e".

Most existing inplenentations of Kerberos unconditionally send 32
bits on the wire when encoding bit strings used as bool ean vectors.
Thi s behavi or violates the ASN. 1 syntax used for flag values in RFC
1510, but it occurs on such a widely installed base that the protocol
description is being nodified to acconmpdate it.

Consequently, this docunent renoves the "NanmedBit" notations for

i ndividual bits, relegating themto comments. The size constraint on
the KerberosFl ags type requires that at |least 32 bits be encoded at
all times, though a |l enient inplenentation MAY choose to accept fewer
than 32 bits and to treat the mssing bits as set to zero.
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Currently, no uses of KerberosFl ags specify nore than 32 bits’ worth
of flags, although future revisions of this docunent may do so. \Wen
nore than 32 bits are to be transmitted in a KerberosFl ags val ue,
future revisions to this docunment will likely specify that the
smal | est nunber of bits needed to encode the highest-nunbered one-

val ued bit should be sent. This is sonewhat simlar to the DER
encoding of a bit string that is declared with the "NanedBit"

not ati on.

5.2.9. Cryptosystem Rel ated Types

Many Kerberos protocol nessages contain an EncryptedData as a
container for arbitrary encrypted data, which is often the encrypted
encodi ng of another data type. Fields within EncryptedData assi st
the recipient in selecting a key with which to decrypt the encl osed

dat a.
EncryptedData ::= SEQUENCE ({
etype [0] Int32 -- EncryptionType --,
kvno [1] U nt32 OPTI ONAL,
ci pher [2] OCTET STRING -- ciphertext
}
etype

This field identifies which encryption algorithmwas used to
enci pher the cipher.

kvno
This field contains the version nunber of the key under which data
is encrypted. It is only present in nessages encrypted under |ong
| asting keys, such as principals’ secret keys.

ci pher
This field contains the enciphered text, encoded as an OCTET
STRING. (Note that the encryption nechani snms defined in [ RFC3961]
MUST i ncorporate integrity protection as well, so no additional
checksumis required.)

The EncryptionKey type is the neans by which cryptographic keys used
for encryption are transferred.

Encrypti onKey : = SEQUENCE ({
keyt ype [0] Int32 -- actually encryption type --,
keyval ue [1] OCTET STRI NG

}
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keyt ype
This field specifies the encryption type of the encryption key
that follows in the keyvalue field. Al though its nanme is
"keytype", it actually specifies an encryption type. Previously,
mul tiple cryptosystens that perforned encryption differently but
wer e capabl e of using keys with the sane characteristics were
permitted to share an assi gned nunber to designate the type of
key; this usage is now deprecat ed.

keyval ue
This field contains the key itself, encoded as an octet string.

Messages containing cleartext data to be authenticated will usually
do so by using a nenber of type Checksum Mbst instances of Checksum
use a keyed hash, though exceptions will be noted.
Checksum : 1= SEQUENCE ({

cksunt ype [0] Int32

checksum [1] OCTET STRI NG
}
cksunt ype

This field indicates the algorithmused to generate the
acconpanyi ng checksum

checksum
This field contains the checksumitself, encoded as an octet
string.

See Section 4 for a brief description of the use of encryption and
checksuns in Kerberos.

5.3. Tickets

This section describes the format and encryption paraneters for
tickets and authenticators. Wen a ticket or authenticator is
included in a protocol nessage, it is treated as an opaque object. A
ticket is a record that helps a client authenticate to a service. A
Ti cket contains the follow ng information

Ti cket = [ APPLI CATI ON 1] SEQUENCE {

tkt-vno [0] I NTEGER (5),

real m [1] Realm

snanme [2] Principal Nane,

enc- part [3] EncryptedData -- EncTi cket Part
}

-- Encrypted part of ticket
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EncTi cket Part : = [ APPLI CATI ON 3] SEQUENCE ({
flags [0] TicketFl ags,
key [ 1] Encrypti onKey,
crealm [2] Realm
chane [ 3] Principal Nane,
transited [4] TransitedEncoding,
aut hti me [ 5] KerberosTi ne,
starttinme [ 6] KerberosTime OPTI ONAL,
endti ne [ 7] KerberosTi ne,
renewtill [ 8] KerberosTime OPTI ONAL,
caddr [ 9] Host Addresses OPTI ONAL
aut hori zati on- dat a [ 10] Authori zationData OPTI ONAL
}
-- encoded Transited field
Transi t edEncodi ng : 1= SEQUENCE ({
tr-type [0] Int32 -- nust be registered --,
contents [ 1] OCTET STRI NG
}
Ti cket Fl ags .. = Ker berosFl ags

-- reserved(0),

-- forwardabl e(1),
-- forwarded(2),

-- proxiable(3),

-- proxy(4),

-- may- postdate(5),
-- postdated(6),

-- invalid(7),

-- renewabl e(8),

-- initial (9),

-- pre-authent(10),
-- hw aut hent (11),

-- the following are new since 1510

-- transited-policy-checked(12),
-- ok-as-del egate(13)

t kt -vno

This field specifies the version nunber for the ticket fornat.
Thi s docunent descri bes version number 5.

realm
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snane
This field specifies all conmponents of the nane part of the
server’'s identity, including those parts that identify a specific
i nstance of a service.

enc- part
This field holds the encrypted encodi ng of the EncTi cket Part
sequence. It is encrypted in the key shared by Kerberos and the
end server (the server’s secret key), using a key usage val ue of
2.

flags

This field indicates which of various options were used or
requested when the ticket was issued. The meani ngs of the flags
are as follows:

Bit(s) Nane Descri ption
0 reserved Reserved for future expansion of this field.
1 f or war dabl e The FORWARDABLE flag is normally only

interpreted by the TGS, and can be ignored
by end servers. Wen set, this flag tells
the ticket-granting server that it is OKto
issue a new TGT with a different network
address based on the presented ticket.

2 f orwar ded When set, this flag indicates that the
ti cket has either been forwarded or was
i ssued based on authentication involving a
f orwar ded TGT.

3 proxi abl e The PROXI ABLE flag is normally only
interpreted by the TGS, and can be ignored
by end servers. The PROXI ABLE flag has an
interpretation identical to that of the
FORWARDABLE fl ag, except that the PROXI ABLE
flag tells the ticket-granting server that
only non-TGIs may be issued with different
net wor k addr esses.

4 pr oxy When set, this flag indicates that a ticket
iS a proxy.
5 may- post dat e The MAY- POSTDATE flag is normally only

interpreted by the TGS, and can be ignored
by end servers. This flag tells the
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ticket-granting server that a post-dated
ticket MAY be issued based on this TGI.

This flag indicates that this ticket has
been postdated. The end-service can check
the authtime field to see when the origina
aut henti cation occurred.

This flag indicates that a ticket is

invalid, and it nust be validated by the KDC
before use. Application servers nust reject
tickets which have this flag set.

The RENEWABLE flag is normally only
interpreted by the TGS, and can usually be

i gnored by end servers (some particularly
careful servers MAY disall ow renewabl e
tickets). A renewable ticket can be used to
obtain a replacenent ticket that expires at
a | ater date.

This flag indicates that this ticket was
i ssued using the AS protocol, and not issued
based on a TGI.

This flag indicates that during initial

aut hentication, the client was authenticated
by the KDC before a ticket was issued. The
strength of the pre-authentication nmethod is
not indicated, but is acceptable to the KDC

This flag indicates that the protocol

enpl oyed for initial authentication required
the use of hardware expected to be possessed
solely by the naned client. The hardware
aut hentication nmethod is selected by the KDC
and the strength of the nethod is not

i ndi cat ed.

This flag indicates that the KDC for

the real m has checked the transited field
agai nst a real mdefined policy for trusted
certifiers. |If this flag is reset (0), then
the application server nust check the
transited field itself, and if unable to do
so, it nust reject the authentication. |If
the flag is set (1), then the application
server MAY skip its own validation of the
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transited field, relying on the validation
perforned by the KDC. At its option the
application server MAY still apply its own
val i dati on based on a separate policy for
accept ance.

This flag is new since RFC 1510.

13 ok- as- del egat e This flag indicates that the server (not the
client) specified in the ticket has been
determ ned by policy of the realmto be a
suitabl e recipient of delegation. A client
can use the presence of this flag to help it
deci de whether to del egate credentials
(either grant a proxy or a forwarded TGT) to
this server. The client is free to ignore
the value of this flag. Wen setting this
flag, an administrator should consider the
security and placenent of the server on
whi ch the service will run, as well as
whet her the service requires the use of
del egat ed credenti al s.

This flag is new since RFC 1510.
14- 31 reserved Reserved for future use.

key
This field exists in the ticket and the KDC response and is used
to pass the session key from Kerberos to the application server
and the client.

crealm
This field contains the nane of the realmin which the client is
registered and in which initial authentication took place.

chane
This field contains the nane part of the client’s principa
identifier.

transited
This field lists the names of the Kerberos real ns that took part
in authenticating the user to whomthis ticket was issued. It

does not specify the order in which the realns were transited.

See Section 3.3.3.2 for details on howthis field encodes the
traversed real ns. Wien the nanes of CAs are to be enbedded in the
transited field (as specified for sone extensions to the
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protocol ), the X 500 nanes of the CAs SHOULD be napped into itens
in the transited field using the mappi ng defined by RFC 2253.

aut htine
This field indicates the tinme of initial authentication for the
named principal. It is the time of issue for the original ticket

on which this ticket is based. It is included in the ticket to
provi de additional information to the end service, and to provide
the necessary information for inplenentation of a "hot list"
service at the KDC. An end service that is particularly paranoid
could refuse to accept tickets for which the initia

aut hentication occurred "too far" in the past. This field is also
returned as part of the response fromthe KDC. When it is
returned as part of the response to initial authentication
(KRB_AS REP), this is the current tinme on the Kerberos server. It
is NOT recommended that this time value be used to adjust the

wor kstation’s clock, as the workstation cannot reliably determ ne
that such a KRB_AS REP actually cane fromthe proper KDC in a
timely manner.

starttinme
This field in the ticket specifies the tinme after which the ticket
is valid. Together with endtine, this field specifies the life of
the ticket. |If the starttinme field is absent fromthe ticket,
then the authtine field SHOULD be used in its place to deternine
the life of the ticket.

endti nme
This field contains the tine after which the ticket will not be
honored (its expiration tinme). Note that individual services MAY
place their owmn limts on the life of a ticket and MAY reject
ti ckets which have not yet expired. As such, this is really an
upper bound on the expiration tinme for the ticket.

renewtil
This field is only present in tickets that have the RENEWABLE fl ag
set in the flags field. It indicates the maxi mumendtine that may
be included in a renewal. It can be thought of as the absolute

expiration tinme for the ticket, including all renewals.

caddr

This field in a ticket contains zero (if omitted) or nmore (if
present) host addresses. These are the addresses from which the
ticket can be used. |If there are no addresses, the ticket can be
used fromany l|location. The decision by the KDC to i ssue or by
the end server to accept addressless tickets is a policy decision
and is left to the Kerberos and end-service adninistrators; they
MAY refuse to issue or accept such tickets. Because of the w de
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depl oynent of network address translation, it is recommended that
policy allow the issue and acceptance of such tickets.

Net wor k addresses are included in the ticket to make it harder for
an attacker to use stolen credentials. Because the session key is
not sent over the network in cleartext, credentials can’t be
stolen sinply by listening to the network; an attacker has to gain
access to the session key (perhaps through operating system
security breaches or a carel ess user’s unattended session) to make
use of stolen tickets.

Note that the network address from which a connection is received
cannot be reliably determned. Even if it could be, an attacker
who has conpromised the client’s workstation could use the
credentials fromthere. Including the network addresses only
makes it nore difficult, not inpossible, for an attacker to wal k
off with stolen credentials and then to use themfroma "safe"

| ocati on.

aut hori zati on-data
The authorization-data field is used to pass authorization data
fromthe principal on whose behalf a ticket was issued to the
application service. |If no authorization data is included, this
field will be left out. Experience has shown that the nane of
this field is confusing, and that a better nane woul d be
"restrictions". Unfortunately, it is not possible to change the
name at this tine.

This field contains restrictions on any authority obtained on the
basi s of authentication using the ticket. It is possible for any
principal in possession of credentials to add entries to the

aut hori zation data field since these entries further restrict what
can be done with the ticket. Such additions can be nmade by
specifying the additional entries when a new ticket is obtained
during the TGS exchange, or they MAY be added during chai ned

del egation using the authorization data field of the

aut henti cator.

Because entries may be added to this field by the hol der of
credentials, except when an entry is separately authenticated by
encapsul ation in the KDC-issued elenent, it is not allowable for
the presence of an entry in the authorization data field of a
ticket to anplify the privileges one would obtain fromusing a
ticket.

The data in this field may be specific to the end service; the

field will contain the names of service specific objects, and the
rights to those objects. The format for this field is described
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5.

5.

in Section 5.2.6. Although Kerberos is not concerned with the
format of the contents of the subfields, it does carry type
i nformation (ad-type).

By using the authorization_ data field, a principal is able to
issue a proxy that is valid for a specific purpose. For exanple,
aclient wwshing to print a file can obtain a file server proxy to
be passed to the print server. By specifying the nane of the file
in the authorization_data field, the file server knows that the
print server can only use the client’s rights when accessing the
particular file to be printed.

A separate service providing authorization or certifying group
menbership may be built using the authorization-data field. In
this case, the entity granting authorization (not the authorized
entity) nay obtain a ticket inits own name (e.g., the ticket is
issued in the name of a privilege server), and this entity adds
restrictions on its own authority and del egates the restricted
authority through a proxy to the client. The client would then
present this authorization credential to the application server
separately fromthe authenticati on exchange. Alternatively, such
aut hori zation credentials MAY be enbedded in the ticket

aut henticating the authorized entity, when the authorization is
separately authenticated using the KDC-issued authorization data
el ement (see 5.2.6.2).

Simlarly, if one specifies the authorization-data field of a
proxy and | eaves the host addresses blank, the resulting ticket
and session key can be treated as a capability. See [Neu93] for
some suggested uses of this field.

The aut horization-data field is optional and does not have to be
included in a ticket.

4. Specifications for the AS and TGS Exchanges

This section specifies the format of the nessages used in the
exchange between the client and the Kerberos server. The format of
possi bl e error messages appears in Section 5.9.1.

4.1. KRB_KDC REQ Definition

The KRB_KDC REQ nessage has no application tag nunber of its own.
Instead, it is incorporated into either KRB_AS REQ or KRB _TGS_REQ
each of which has an application tag, depending on whether the
request is for an initial ticket or an additional ticket. In either
case, the nessage is sent fromthe client to the KDC to request
credentials for a service.
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The nmessage fields are as foll ows:

AS- REQ = [ APPLI CATI ON 10] KDC- REQ
TGS- REQ = [ APPLI CATI ON 12] KDC- REQ
KDC- REQ 1 1= SEQUENCE {
-- NOTE: flrst tag is [1], not [O]
pvno [1] I NTEGER (5) ,
nsg-type [2] INTEGER (10 -- AS -- | 12 -- TGS --),
padat a [ 3] SEQUENCE OF PA- DATA OPTI ONAL
-- NOTE: not enpty --,
r eq- body [4] KDC- REQ BODY
}
KDC- REQ BODY = SEQUENCE {
kdc- opti ons [ 0] KDCOpti ons,
chane [1] Principal Name OPTI ONAL
-- Used only in AS-REQ - -,
real m [2] Realm
-- Server’s realm
-- Also client’s in AS-REQ --,
snamne [3] Principal Name OPTI ONAL,
from [4] KerberosTi me OPTI ONAL,
till [ 5] KerberosTi ne,
rtime [ 6] KerberosTi me OPTI ONAL,
nonce [7] U nt32,
etype [8] SEQUENCE COF Int32 -- EncryptionType
-- in preference order --,
addr esses [ 9] Host Addresses OPTI ONAL
enc- aut hori zati on-data [10] EncryptedData OPTI ONAL
-- AuthorizationbData --,
additional -tickets [11] SEQUENCE OF Ticket OPTI ONAL
-- NOTE: not enpty
}
KDCOpt i ons . = Ker berosFl ags

reserved(0),
-- forwardabl e(1),
-- forwarded(2),
-- proxiable(3),
-- proxy(4),
-- all ow postdate(5),
-- postdated(6),
-- unused7(7),
-- renewabl e(8),
-- unused9(9),
-- unused10(10),
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-- opt-hardware-auth(11),
-- unusedl12(12),
-- unusedl13(13),
15 is reserved for canonicalize
-- unusedl5(15),
26 was unused in 1510
-- disable-transited-check(26),

-- renewabl e- ok(27),

-- enc-tkt-in-skey(28),
-- renew(30),

-- validate(31)

The fields in this nmessage are as foll ows:
pvno

This field is included in each nessage, and specifies the protocol
version nunber. This docunent specifies protocol version 5.

msg-type
This field indicates the type of a protocol nessage. It will
al nrost always be the sane as the application identifier associated
with a nessage. It is included to make the identifier nore

readily accessible to the application. For the KDC REQ nessage,
this type will be KRB_AS REQ or KRB_TGS_REQ

padat a
Cont ai ns pre-authentication data. Requests for additional tickets
(KRB_TGS_REQ MJUST contain a padata of PA-TGS- REQ

The padata (pre-authentication data) field contains a sequence of
aut hentication informati on that nmay be needed before credentials
can be issued or decrypted.

r eq- body
This field is a placeholder delimting the extent of the remaining
fields. If a checksumis to be calcul ated over the request, it is
cal cul ated over an encodi ng of the KDC REQ BODY sequence which is
encl osed within the reqg-body field.

kdc- options
This field appears in the KRB_AS REQ and KRB_TGS_REQ requests to
the KDC and indicates the flags that the client wants set on the
tickets as well as other infornation that is to nodify the
behavi or of the KDC. Where appropriate, the nanme of an option may
be the sane as the flag that is set by that option. Al though in
nost cases, the bit in the options field will be the sane as that
inthe flags field, this is not guaranteed, so it is not
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acceptable sinply to copy the options field to the flags field.
There are various checks that nust be nmade before an option is
honored anyway.

The kdc_options field is a bit-field, where the selected options
are indicated by the bit being set (1), and the unsel ected options
and reserved fields being reset (0). The encoding of the bits is
specified in Section 5.2. The options are described in nore
detail above in Section 2. The meanings of the options are as
foll ows:

Bits Nane Descri ption

0 RESERVED Reserved for future expansion of
this field.

1 FORWARDABLE The FORWARDABLE option indicates
that the ticket to be issued is to
have its forwardable flag set. It

may only be set on the initial
request, or in a subsequent request
if the TGT on which it is based is
al so forwardabl e.

FORWARDED The FORWARDED option is only
specified in a request to the
ticket-granting server and will only
be honored if the TGT in the request
has its FORWARDABLE bit set. This
option indicates that this is a
request for forwarding. The
address(es) of the host from which
the resulting ticket is to be valid
are included in the addresses field
of the request.

PROXI ABLE The PROXI ABLE option indicates that
the ticket to be issued is to have
its proxiable flag set. It may only

be set on the initial request, or a
subsequent request if the TGI on
which it is based is al so proxiable.

PROXY The PROXY option indicates that this
is a request for a proxy. This
option will only be honored if the
TGT in the request has its PROXI ABLE
bit set. The address(es) of the
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ALLOW POSTDATE

POSTDATED

RESERVED

RENEWABLE

RESERVED

RESERVED

RESERVED

RESERVED

DI SABLE- TRANSI TED- CHECK

host fromwhich the resulting ticket
is to be valid are included in the
addresses field of the request.

The ALLOW POSTDATE option indi cates
that the ticket to be issued is to
have its MAY- POSTDATE flag set. It
may only be set on the initial
request, or in a subsequent request
if the TGT on which it is based al so
has its MAY- POSTDATE fl ag set.

The POSTDATED option indicates that
this is a request for a postdated
ticket. This option will only be
honored if the TGl on which it is
based has its MAY- POSTDATE fl ag set.
The resulting ticket will also have
its INVALID flag set, and that flag
may be reset by a subsequent request
to the KDC after the starttinme in
the ticket has been reached.

This option is presently unused.

The RENEWABLE option indicates that
the ticket to be issued is to have
its RENEWABLE flag set. It may only
be set on the initial request, or
when the TGI on which the request is
based is also renewable. If this
option is requested, then the rtine
field in the request contains the
desired absolute expiration time for
the ticket.

Reserved for PK-Cross.

Reserved for future use.

Reserved for opt-hardware-auth.
Reserved for future use.

By default the KDC will check the
transited field of a TGI agai nst the

policy of the |ocal real mbefore it
will issue derivative tickets based
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on the TGT. If this flag is set in
t he request, checking of the
transited field is disabl ed.

Ti ckets issued without the
performance of this check will be
noted by the reset (0) value of the
TRANSI TED- POLI CY- CHECKED f | ag,
indicating to the application server
that the transited field nust be
checked locally. KDCs are
encouraged but not required to honor
t he DI SABLE- TRANSI TED- CHECK opti on

This flag is new since RFC 1510.

The RENEWABLE- OK option indicates
that a renewable ticket will be
acceptable if a ticket with the
requested |ife cannot otherw se be
provi ded, in which case a renewabl e
ticket may be issued with a renew

till equal to the requested endtine.
The value of the renewtill field
may still be limted by |oca

linmts, or linmts selected by the
i ndi vi dual principal or server.

This option is used only by the
ticket-granting service. The ENC
TKT- I N- SKEY option indicates that
the ticket for the end server is to
be encrypted in the session key from
the additional TGT provided.

Reserved for future use.

This option is used only by the
ticket-granting service. The RENEW
option indicates that the present
request is for a renewal. The
ticket provided is encrypted in the
secret key for the server on which
it is valid. This option will only
be honored if the ticket to be
renewed has its RENEWABLE fl ag set
and if the time inits renewtill
field has not passed. The ticket to
be renewed is passed in the padata
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field as part of the authentication
header .

31 VALI DATE This option is used only by the
ticket-granting service. The
VALI DATE option indicates that the
request is to validate a postdated
ticket. It will only be honored if
the ticket presented is postdated,
presently has its INVALID fl ag set,
and woul d ot herwi se be usabl e at
this tine. A ticket cannot be
val i dated before its starttine. The
ticket presented for validation is
encrypted in the key of the server
for which it is valid and is passed
in the padata field as part of the
aut henti cati on header.

chane and snane
These fields are the same as those described for the ticket in
section 5.3. The snanme nmay only be absent when the ENC TKT-I N
SKEY option is specified. |If the snane is absent, the nane of the
server is taken fromthe nanme of the client in the ticket passed
as additional -tickets.

enc- aut hori zati on- dat a
The enc-authori zation-data, if present (and it can only be present
in the TGS REQ form, is an encoding of the desired
aut hori zati on-data encrypted under the sub-session key if present
in the Authenticator, or alternatively fromthe session key in the
TGT (both the Authenticator and TGT cone fromthe padata field in
the KRB_TGS REQ . The key usage val ue used when encrypting is 5
if a sub-session key is used, or 4 if the session key is used.

realm
This field specifies the real mpart of the server’s principal
identifier. |In the AS exchange, this is also the real mpart of

the client’s principal identifier.

from
This field is included in the KRB_AS REQ and KRB_TGS REQ ti cket
requests when the requested ticket is to be postdated. It
specifies the desired starttinme for the requested ticket. |If this
field is omtted, then the KDC SHOULD use the current tine
i nst ead.
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till
This field contains the expiration date requested by the client in

a ticket request. It is not optional, but if the requested
endtinme is "19700101000000Z", the requested ticket is to have the
maxi mum endtinme pernitted according to KDC policy. |nplenentation

note: This special tinestanp corresponds to a UNIX tine_t val ue of
zero on nost systens.

rtime
This field is the requested renewtill time sent froma client to
the KDC in a ticket request. It is optional
nonce
This field is part of the KDC request and response. It is
i ntended to hold a random nunber generated by the client. |If the

same nunber is included in the encrypted response fromthe KDC, it
provi des evi dence that the response is fresh and has not been
repl ayed by an attacker. Nonces MJST NEVER be reused.

etype
This field specifies the desired encryption algorithmto be used
in the response.

addr esses
This field is included in the initial request for tickets, and it
is optionally included in requests for additional tickets fromthe
ticket-granting server. |t specifies the addresses fromwhich the
requested ticket is to be valid. Normally it includes the
addresses for the client’s host. |If a proxy is requested, this
field will contain other addresses. The contents of this field
are usually copied by the KDC into the caddr field of the
resulting ticket.

addi tional -tickets
Additional tickets MAY be optionally included in a request to the
ticket-granting server. |f the ENC TKT-1N SKEY opti on has been
specified, then the session key fromthe additional ticket will be
used in place of the server’s key to encrypt the new ticket. Wen
t he ENGC- TKT-I N- SKEY option is used for user-to-user
aut hentication, this additional ticket MAY be a TGT issued by the
local realmor an inter-realm TGl issued for the current KDC s
realmby a renote KDC. |If nore than one option that requires
additional tickets has been specified, then the additional tickets
are used in the order specified by the ordering of the options
bits (see kdc-options, above).

Neuman, et al. St andar ds Track [ Page 80]



RFC 4120 Ker ber os V5 July 2005

The application tag nunber will be either ten (10) or twelve (12)
dependi ng on whether the request is for an initial ticket (AS-REQ or
for an additional ticket (TGS-REQ.

The optional fields (addresses, authorization-data, and additional -
tickets) are only included if necessary to performthe operation
specified in the kdc-options field.

Note that in KRB TGS REQ the protocol version nunber appears twice
and two di fferent nessage types appear: the KRB TGS REQ nessage
contains these fields as does the authentication header (KRB_AP_REQ
that is passed in the padata field.

5.4.2. KRB_KDC REP Definition

The KRB_KDC _REP nessage format is used for the reply fromthe KDC for
either an initial (AS) request or a subsequent (TGS) request. There
is no nessage type for KRB_KDC REP. Instead, the type will be either
KRB_AS REP or KRB_TGS_REP. The key used to encrypt the ciphertext
part of the reply depends on the nessage type. For KRB_AS REP, the
ci phertext is encrypted in the client’s secret key, and the client’s
key version nunber is included in the key version nunber for the
encrypted data. For KRB TGS REP, the ciphertext is encrypted in the
sub-session key fromthe Authenticator; if it is absent, the

ci phertext is encrypted in the session key fromthe TGI used in the
request. In that case, no version nunber will be present in the
Encrypt edDat a sequence.

The KRB_KDC _REP nessage contains the following fields:

AS- REP = [ APPLI CATI ON 11] KDC- REP
TGS- REP = [ APPLI CATI ON 13] KDC- REP
KDC- REP ;1= SEQUENCE {
pvno [0] I NTEGER (5),
neg-type [1] INTEGER (11 -- AS -- | 13 -- TGS --),
padat a [ 2] SEQUENCE OF PA- DATA OPTI ONAL
-- NOTE: not enpty --,
crealm [3] Realm
cname [4] Principal Nane,
ticket [5] Ticket,
enc- part [ 6] EncryptedDat a
-- EncASRepPart or EncTGSRepPart,
-- as appropriate
}
EncASRepPar t = [ APPLI CATI ON 25] EncKDCRepPart
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EncTGSRepPar t = [ APPLI CATI ON 26] EncKDCRepPart
EncKDCRepPar t = SEQUENCE ({
key [0] EncryptionKey,
| ast-req [ 1] Last Req,
nonce [2] U nt32,
key-expiration [3] KerberosTime OPTI ONAL,
flags [4] TicketFl ags,
aut hti me [ 5] KerberosTi ne,
starttinme [ 6] KerberosTime OPTI ONAL,
endti ne [ 7] KerberosTi ne,
renewtill [8] KerberosTi me OPTI ONAL,
srealm [9] Realm
shane [ 10] Pri nci pal Nane,
caddr [11] Host Addresses OPTI ONAL
}
Last Req = SEQUENCE OF SEQUENCE ({
Ir-type [0] Int32,
I r-val ue [ 1] KerberosTi ne
}

pvno and nsg-type

These fields are described above in Section 5.4.1. nsg-type is
ei ther KRB_AS REP or KRB TGS_REP.

padat a

This field is described in detail in Section 5.4.1. One possible
use for it is to encode an alternate "salt" string to be used with
a string-to-key algorithm This ability is useful for easing
transitions if a real mname needs to change (e.g., when a conpany
is acquired); in such a case all existing password-derived entries
in the KDC dat abase woul d be flagged as needing a special salt
string until the next password change.

crealm cnanme, srealm and snane

These fields are the sane as those described for the ticket in
section 5. 3.

ticket

The new y-issued ticket, from Section 5. 3.

enc- part

This field is a place holder for the ciphertext and rel ated
information that fornms the encrypted part of a nessage. The
description of the encrypted part of the nmessage foll ows each
appearance of this field.

Neuman, et al. St andards Track [ Page 82]



RFC 4120 Ker ber os V5 July 2005

key

The key usage value for encrypting this field is 3 in an AS-REP
nessage, using the client’s |ong-term key or another key sel ected
via pre-authentication nechanisnms. In a TGS-REP nessage, the key
usage value is 8 if the TGS session key is used, or 9 if a TGS
aut henti cat or subkey is used.

Compatibility note: Sonme inplenmentations unconditionally send an
encrypted EncTGSRepPart (application tag nunmber 26) in this field
regardl ess of whether the reply is a AS-REP or a TGS-REP. In the
interest of conpatibility, inplenmentors MAY rel ax the check on the
tag nunmber of the decrypted ENC- PART.

This field is the sane as described for the ticket in Section 5. 3.

| ast-req

This field is returned by the KDC and specifies the tine(s) of the
| ast request by a principal. Depending on what information is
available, this mght be the last tinme that a request for a TGT
was made, or the last tine that a request based on a TGI was
successful. It also might cover all servers for a realm or just
the particular server. Sone inplenmentations MAY display this
information to the user to aid in discovering unauthorized use of
one’s identity. It is simlar in spirit to the last login tine

di spl ayed when logging in to tinesharing systens.

type

This field indicates howthe following Ir-value field is to be
interpreted. Negative values indicate that the information
pertains only to the responding server. Non-negative val ues
pertain to all servers for the realm

If the Ir-type field is zero (0), then no information is conveyed
by the Ir-value subfield. |If the absolute value of the Ir-type
field is one (1), then the Ir-value subfield is the tinme of |ast
initial request for a TGI. If it is tw (2), then the |r-value
subfield is the tine of last initial request. |If it is three (3),
then the Ir-value subfield is the tine of issue for the newest TGI
used. If it is four (4), then the Ir-value subfield is the tine
of the last renewal. |If it is five (5), then the Ir-value
subfield is the tine of |ast request (of any type). |If it is (6),
then the Ir-value subfield is the time when the password wll
expire. If it is (7), then the Ir-value subfield is the tinme when
the account will expire.
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5.

5.

5.

5.

| r-val ue

This field contains the tine of the last request. The tinme MJST
be interpreted according to the contents of the acconpanying Ir-
type subfield.

nonce

This field is descri bed above in Section 5.4.1.

key-expiration

The key-expiration field is part of the response fromthe KDC and
specifies the tinme that the client’s secret key is due to expire.
The expiration mght be the result of password aging or an account
expiration. |If present, it SHOULD be set to the earlier of the
user’s key expiration and account expiration. The use of this
field is deprecated, and the last-req field SHOULD be used to
convey this information instead. This field will usually be left
out of the TGS reply since the response to the TGS request is
encrypted in a session key and no client information has to be
retrieved fromthe KDC database. It is up to the application
client (usually the login program) to take appropriate action
(such as notifying the user) if the expiration tine is inm nent.

flags, authtine, starttine, endtine, renewtill and caddr

These fields are duplicates of those found in the encrypted
portion of the attached ticket (see Section 5.3), provided so the
client MAY verify that they match the intended request and in
order to assist in proper ticket caching. |If the nessage is of
type KRB_TGS REP, the caddr field will only be filled in if the
request was for a proxy or forwarded ticket, or if the user is

substituting a subset of the addresses fromthe TGI. |If the
client-requested addresses are not present or not used, then the
addresses contained in the ticket will be the sane as those

i ncluded in the TGI.

Cient/Server (CS) Message Specifications

This section specifies the format of the nessages used for the
aut hentication of the client to the application server

KRB_AP_REQ Defi ni tion

The KRB_AP_REQ nessage contai ns the Kerberos protocol version nunber,
the nmessage type KRB_AP_REQ an options field to indicate any options
in use, and the ticket and authenticator thenselves. The KRB _AP_REQ
nmessage is often referred to as the "authentication header".
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AP- REQ = [ APPLI CATI ON 14] SEQUENCE {

pvno [0] I NTEGER (5),

neg-type [ 1] I NTEGER (14),

ap-options [2] APOpti ons,

ticket [3] Ticket,

aut henti cat or [4] EncryptedData -- Authenticator
}
APOpt i ons .. = Ker berosFl ags

-- reserved(0),
-- use-session-key(1),
-- rmutual -required(2)

pvno and nsg-type
These fields are described above in Section 5.4.1. nmsg-type is
KRB_AP_REQ

ap-options
This field appears in the application request (KRB_AP_REQ and
affects the way the request is processed. It is a bit-field,
where the sel ected options are indicated by the bit being set (1),
and the unsel ected options and reserved fields by being reset (0).
The encoding of the bits is specified in Section 5.2. The
nmeani ngs of the options are as foll ows:

Bit(s) Nane Descri ption
0 reserved Reserved for future expansion of this field.
1 use-sessi on-key The USE- SESSI ON- KEY option indicates that

the ticket the client is presenting to a
server is encrypted in the session key from
the server’s TGI. Wen this option is not
specified, the ticket is encrypted in the
server’s secret key.

2 nmut ual -required The MJTUAL- REQUI RED option tells the server
that the client requires nutua
aut hentication, and that it nust respond
with a KRB_AP_REP nessage.

3-31 reserved Reserved for future use.

ticket
This field is a ticket authenticating the client to the server.
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aut henti cat or
This contains the encrypted authenticator, which includes the
client’s choice of a subkey.

The encrypted authenticator is included in the AP-REQ it certifies
to a server that the sender has recent know edge of the encryption
key in the accompanying ticket, to help the server detect repl ays.

It also assists in the selection of a "true session key" to use with
the particul ar session. The DER encoding of the following is
encrypted in the ticket’'s session key, with a key usage val ue of 11
in nornmal application exchanges, or 7 when used as the PA-TGS- REQ
PA- DATA field of a TGS-REQ exchange (see Section 5.4.1):

-- Unencrypted aut henti cator

Aut henti cat or ;.= [ APPLI CATI ON 2] SEQUENCE {
aut henti cat or-vno [0] INTEGER (5),
crealm [1] Realm
chanme [2] Principal Nane,
cksum [3] Checksum OPTI ONAL
cusec [4] M croseconds,
ctine [ 5] KerberosTi ne,
subkey [ 6] EncryptionKey OPTI ONAL,
seq- nunber [7] U nt32 OPTI ONAL,
aut hori zati on- dat a [8] AuthorizationData OPTI ONAL
}

aut henti cator-vno
This field specifies the version nunber for the format of the
authenticator. This docunent specifies version 5.

creal m and cnane
These fields are the sane as those described for the ticket in
section 5. 3.

cksum
This field contains a checksum of the application data that
acconpani es the KRB_AP_REQ conputed using a key usage val ue of 10
in normal application exchanges, or 6 when used in the TGS-REQ
PA- TGS- REQ AP- DATA fi el d.

cusec
This field contains the mcrosecond part of the client’s
timestanp. |Its value (before encryption) ranges fromO to 999999.

It often appears along with ctinme. The two fields are used
together to specify a reasonably accurate tinmestanp.

ctine
This field contains the current tine on the client’s host.
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subkey
This field contains the client’s choice for an encryption key to
be used to protect this specific application session. Unless an
application specifies otherwise, if this field is left out, the
session key fromthe ticket will be used.

seg- nunber
This optional field includes the initial sequence nunber to be
used by the KRB PRIV or KRB_SAFE nessages when sequence nunbers
are used to detect replays. (It nmay al so be used by application
specific nessages.) Wien included in the authenticator, this
field specifies the initial sequence nunber for nmessages fromthe
client to the server. Wen included in the AP-REP nessage, the
initial sequence nunmber is that for nessages fromthe server to
the client. Wen used in KRB_ PRIV or KRB_SAFE nessages, it is
i ncremented by one after each nmessage is sent. Sequence nunbers
fall in the range O through 2732 - 1 and wap to zero follow ng
the value 2732 - 1.

For sequence nunbers to support the detection of replays
adequat el y, they SHOULD be non-repeating, even across connection
boundaries. The initial sequence nunber SHOULD be random and
uniformy distributed across the full space of possible sequence
nunbers, so that it cannot be guessed by an attacker and so that
it and the successive sequence nunmbers do not repeat other
sequences. |In the event that nore than 2732 nessages are to be
generated in a series of KRB_PRIV or KRB_SAFE nessages, rekeying
SHOULD be perfornmed before sequence nunbers are reused with the
same encryption key.

I mpl mentation note: Historically, sone inplenentations transnit
si gned twos-conpl enent nunbers for sequence nunmbers. In the
interests of conpatibility, inplenentations MAY accept the
equi val ent negative nunber where a positive nunber greater than
2731 - 1 is expected.

| mpl erentation note: As noted before, sone inplementations omt
the optional sequence nunber when its val ue woul d be zero.

| mpl enent ati ons MAY accept an omitted sequence nunber when
expecting a value of zero, and SHOULD NOT transmit an

Aut henticator with a initial sequence nunber of zero.

aut hori zati on- dat a
This field is the sane as described for the ticket in Section 5. 3.
It is optional and will only appear when additional restrictions
are to be placed on the use of a ticket, beyond those carried in
the ticket itself.
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5.5.2. KRB_AP_REP Definition

The KRB_AP_REP nessage contai ns the Kerberos protocol version nunber,
the nmessage type, and an encrypted tine-stanp. The nessage is sent
in response to an application request (KRB_AP_REQ for which the

nmut ual aut hentication option has been selected in the ap-options
field.

AP- REP ;.= [ APPLI CATI ON 15] SEQUENCE ({
pvno [0] I NTEGER (5),
nsg-type [ 1] I NTEGER (15),
enc- part [2] EncryptedData -- EncAPRepPart
}
EncAPRepPar t = [ APPLI CATI ON 27] SEQUENCE {
ctinme [ 0] KerberosTi ne,
cusec [1] M croseconds,
subkey [2] EncryptionKey OPTI ONAL,
seq- nunber [3] U nt32 OPTI ONAL
}

The encoded EncAPRepPart is encrypted in the shared session key of
the ticket. The optional subkey field can be used in an

appl i cation-arranged negotiation to choose a per association session
key.

pvno and nsg-type
These fields are described above in Section 5.4.1. nsg-type is
KRB_AP_REP.

enc- part
This field is described above in Section 5.4.2. It is conputed
with a key usage val ue of 12.

ctine
This field contains the current tine on the client’s host.

cusec
This field contains the mcrosecond part of the client’s
ti mestanp.

subkey
This field contains an encryption key that is to be used to
protect this specific application session. See Section 3.2.6 for
specifics on howthis field is used to negotiate a key. Unless an
application specifies otherwise, if this field is left out, the
sub-session key fromthe authenticator or if the latter is also
left out, the session key fromthe ticket will be used.
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seg- nunber
This field is descri bed above in Section 5.3.2.

5.5.3. FError Message Reply

If an error occurs while processing the application request, the
KRB_ERROR nmessage will be sent in response. See Section 5.9.1 for
the fornmat of the error nessage. The cnane and creal mfields MAY be
left out if the server cannot determ ne their appropriate values from
the correspondi ng KRB_AP_REQ nessage. |f the authenticator was

deci pherable, the ctinme and cusec fields will contain the values from
it.

5.6. KRB_SAFE Message Specification

This section specifies the format of a nessage that can be used by
either side (client or server) of an application to send a tanper-
proof nessage to its peer. It presunes that a session key has
previ ously been exchanged (for exanple, by using the

KRB_AP_REQ KRB_AP_REP nessages).

5.6.1. KRB_SAFE definition

The KRB_SAFE nessage contains user data along with a collision-proof
checksum keyed with the |last encryption key negotiated via subkeys,
or with the session key if no negotiation has occurred. The nessage
fields are as follows:

KRB- SAFE ;= [ APPLI CATI ON 20] SEQUENCE {
pvno [0] I NTEGER (5),
nsg-type [ 1] I NTEGER (20),
saf e- body [ 2] KRB- SAFE- BODY
cksum [ 3] Checksum

}

KRB- SAFE- BODY ;1= SEQUENCE ({
user-data [0] OCTET STRI NG
ti mestanp [ 1] KerberosTi me OPTI ONAL,
usec [2] M croseconds OPTI ONAL
seq- nunber [3] U nt32 OPTI ONAL,
s-address [ 4] Host Address,
r-address [ 5] Host Address OPTI ONAL

}

pvno and nsg-type
These fields are described above in Section 5.4.1. nsg-type is
KRB_SAFE.
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saf e- body
This field is a placeholder for the body of the KRB-SAFE nessage.

cksum
This field contains the checksum of the application data, conputed
with a key usage val ue of 15.

The checksumis conputed over the encodi ng of the KRB-SAFE
sequence. First, the cksumis set to a type zero, zero-length
val ue, and the checksumis conputed over the encoding of the KRB-
SAFE sequence. Then the checksumis set to the result of that
computation. Finally, the KRB-SAFE sequence i s encoded agai n.
Thi s nmethod, although different than the one specified in RFC
1510, corresponds to existing practice.

user -data
This field is part of the KRB_SAFE and KRB_PRI V nessages, and
contains the application-specific data that is being passed from
the sender to the recipient.

ti mestanp
This field is part of the KRB_SAFE and KRB_PRIV nessages. |Its
contents are the current tinme as known by the sender of the
nessage. By checking the tinmestanp, the recipient of the nmessage
is able to make sure that it was recently generated, and is not a
replay.

usec
This field is part of the KRB_SAFE and KRB_PRIV headers. It
contains the microsecond part of the tinestanp.

seq- nunber
This field is descri bed above in Section 5.3.2.

s- addr ess
Sender’ s addr ess.

This field specifies the address in use by the sender of the

nmessage.

r- address
This field specifies the address in use by the recipient of the
nessage. It MAY be onitted for sonme uses (such as broadcast

protocols), but the recipient MAY arbitrarily reject such
nessages. This field, along with s-address, can be used to help
det ect nessages that have been incorrectly or maliciously
delivered to the wong recipient.
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5.7. KRB_PRIV Message Specification

This section specifies the format of a nessage that can be used by
either side (client or server) of an application to send a nessage to
its peer securely and privately. It presunes that a session key has
previ ously been exchanged (for exanple, by using the

KRB_AP_REQ KRB_AP_REP nessages).

5.7.1. KRB_PRIV Definition

The KRB_PRIV nessage contains user data encrypted in the Session Key.
The nmessage fields are as foll ows:

KRB- PRI V ;.= [ APPLI CATI ON 21] SEQUENCE ({

pvno [0] INTEGER (5),

neg-type [1] I NTEGER (21),

-- NOTE: there is no [2] tag

enc- part [3] EncryptedData -- EncKrbPrivPart
}
EncKr bPri vPart = [ APPLI CATI ON 28] SEQUENCE {

user-data [0] OCTET STRI NG

ti mestanp [ 1] KerberosTi me OPTI ONAL,

usec [2] M croseconds OPTI ONAL

seq- nunber [3] U nt32 OPTI ONAL,

s-address [4] Host Address -- sender’s addr --,

r-address [ 5] Host Address OPTIONAL -- recip’ s addr

}

pvno and nsg-type
These fields are described above in Section 5.4.1. nsg-type is
KRB_PRI V.

enc- part
This field holds an encoding of the EncKrbPrivPart sequence
encrypted under the session key, with a key usage val ue of 13.
This encrypted encoding is used for the enc-part field of the
KRB- PRI V nessage.

user-data, timestanp, usec, s-address, and r-address
These fields are described above in Section 5.6. 1.

seg- nunber
This field is described above in Section 5.3.2.
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This section specifies the format of a nmessage that can be used to

send Kerberos credentials fromone principal

t o anot her. It is

presented here to encourage a common nechanismto be used by
applications when forwarding tickets or providing proxies to

subordi nate servers.

It presunmes that a session key has al ready been

exchanged, perhaps by using the KRB_AP_REQ KRB_AP_REP nessages.

5.8.1.

The KRB_CRED nessage contains a sequence of tickets to be sent and
i nformati on needed to use the tickets,

each.

KRB_CRED Definition

i ncluding the session key from
The information needed to use the tickets is encrypted under

an encryption key previously exchanged or transferred al ongside the

KRB_CRED nessage.

KRB- CRED
pvno
nsg-type
tickets
enc- part
}

EncKr bCr edPar t
ticket-info

}

Kr bCr edl

}
Neunan, et

nonce
ti mestanp
usec

s- addr ess
r - addr ess

nfo

key
preal m
pname
flags
aut hti ne
starttine
endti nme
renewtil
sreal m
snanme
caddr

al .

The nmessage fields are as foll ows:

[ APPLI CATI ON 22] SEQUENCE {

[ O]
[1]
[ 2]
[3]

| NTEGER (5),

| NTEGER (22),

SEQUENCE OF Ti cket,
EncryptedData -- EncKrbCredPart

[ APPLI CATI ON 29] SEQUENCE {

[ O]
[1]
[ 2]
[ 3]
[ 4]
[ 5]

[ O]
[1]
[ 2]
[ 3]
[ 4]
[ 5]
[ 6]
[ 7]
[ 8]
[ 9]

[10]

SEQUENCE OF Kr bCr edl nf o,
Ul nt 32 OPTI ONAL,

Ker ber osTi ne OPTI ONAL,
M croseconds OPTI ONAL
Host Addr ess OPTI ONAL,
Host Addr ess OPTI ONAL

;1= SEQUENCE {

Encrypti onKey,
Real m OPTI ONAL,
Pri nci pal Name OPTI ONAL,
Ti cket Fl ags OPTI ONAL,
Ker ber osTi ne OPTI ONAL,
Ker ber osTi ne OPTI ONAL,
Ker ber osTi ne OPTI ONAL,
Ker ber osTi ne OPTI ONAL,
Real m OPTI ONAL,
Pri nci pal Name OPTI ONAL,
Host Addr esses OPTI ONAL
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pvno and nsg-type
These fields are described above in Section 5.4.1. nsg-type is
KRB_CRED.

tickets
These are the tickets obtained fromthe KDC specifically for use
by the intended recipient. Successive tickets are paired with the
correspondi ng KrbCredl nfo sequence fromthe enc-part of the KRB-
CRED nessage.

enc- part
This field holds an encodi ng of the EncKrbCredPart sequence
encrypted under the session key shared by the sender and the
i ntended recipient, with a key usage value of 14. This encrypted
encoding is used for the enc-part field of the KRB-CRED nessage.

I mpl enent ati on note: |nplenentations of certain applications, nopst
notably certain inplenentations of the Kerberos GSS-API mechani sm
do not separately encrypt the contents of the EncKrbCredPart of

t he KRB- CRED nessage when sending it. 1In the case of those GSS-
APl nmechanisnms, this is not a security vulnerability, as the
entire KRB-CRED nessage is itself enbedded in an encrypted

nmessage.
nonce
If practical, an application MAY require the inclusion of a nonce
generated by the recipient of the message. |If the sanme value is

i ncluded as the nonce in the nessage, it provides evidence that
the nmessage is fresh and has not been replayed by an attacker. A
nonce MJST NEVER be reused.

ti mestanp and usec
These fields specify the tine that the KRB-CRED nessage was
generated. The tine is used to provide assurance that the nessage
is fresh.

s-address and r-address
These fields are described above in Section 5.6.1. They are used
optionally to provide additional assurance of the integrity of the
KRB- CRED nessage.

key
This field exists in the corresponding ticket passed by the KRB-
CRED nessage and is used to pass the session key fromthe sender
to the intended recipient. The field s encoding is described in
Section 5.2.9.
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The following fields are optional. |If present, they can be
associated with the credentials in the renote ticket file. |If left
out, then it is assuned that the recipient of the credentials already
knows their val ues.

preal m and pnane
The nane and real m of the delegated principal identity.

flags, authtinme, starttine, endtinme, renewtill, srealm snane,

and caddr
These fields contain the values of the corresponding fields from
the ticket found in the ticket field. Descriptions of the fields
are identical to the descriptions in the KDC-REP nessage.

5.9. Error Message Specification

This section specifies the format for the KRB_ERRCOR nessage. The
fields included in the nmessage are intended to return as nuch

i nformati on as possi ble about an error. It is not expected that al
the information required by the fields will be available for al
types of errors. |If the appropriate information is not avail able
when the nessage i s conposed, the corresponding field will be |eft
out of the nmessage.

Not e that because the KRB_ERROR nessage is not integrity protected,

it is quite possible for an intruder to synthesize or nodify it. 1In
particular, this neans that the client SHOULD NOT use any fields in
this nessage for security-critical purposes, such as setting a system
clock or generating a fresh authenticator. The nessage can be

useful, however, for advising a user on the reason for sone failure.

5.9.1. KRB_ERRCR Definition

The KRB_ERROR nessage consists of the follow ng fields:

KRB- ERROR ;= [ APPLI CATI ON 30] SEQUENCE {
pvno [0] I NTEGER (5),
neg-type [1] | NTEGER (30),
ctine [ 2] KerberosTime OPTI ONAL,
cusec [3] M croseconds OPTI ONAL
stine [4] KerberosTine,
susec [5] M croseconds,
error-code [6] Int32
crealm [ 7] Real m OPTI ONAL,
chane [ 8] Principal Nanme OPTI ONAL,
realm [9] Realm-- service realm--,
shane [10] Principal Name -- service nane --,
e-text [11] KerberosString OPTI ONAL,
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e-dat a [12] OCTET STRI NG OPTI ONAL
}

pvno and nsg-type
These fields are described above in Section 5.4.1. nsg-type is
KRB_ERROR.

ctinme and cusec
These fields are described above in Section 5.5.2. |If the val ues
for these fields are known to the entity generating the error (as
they would be if the KRB-ERROR is generated in reply to, e.g., a
failed authentication service request), they should be popul ated
in the KRB-ERROR. If the values are not available, these fields
can be onmitted.

stine
This field contains the current time on the server. It is of type
Ker ber osTi me.

susec
This field contains the mcrosecond part of the server’s
timestanp. Its value ranges fromO to 999999. It appears al ong

with stime. The two fields are used in conjunction to specify a
reasonably accurate tinmestanp.

error-code
This field contains the error code returned by Kerberos or the
server when a request fails. To interpret the value of this field
see the list of error codes in Section 7.5.9. |Inplenentations are
encouraged to provide for national |anguage support in the display
of error messages.

creal m and cnane
These fields are described above in Section 5.3. Wen the entity
generating the error knows these val ues, they should be popul at ed
in the KRB-ERROR. If the values are not known, the creal mand
cnane fields SHOULD be omitted.

real m and snane
These fields are descri bed above in Section 5.3.

e-text
This field contains additional text to help explain the error code
associated with the failed request (for exanple, it mght include
a principal nane whi ch was unknown).
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e-data
This field contains additional data about the error for use by the
application to help it recover fromor handle the error. |If the

errorcode is KDC_ERR PREAUTH REQUI RED, then the e-data field wll
contain an encodi ng of a sequence of padata fields, each
corresponding to an acceptabl e pre-authentication nethod and
optionally containing data for the nethod:

VETHOD- DATA i = SEQUENCE OF PA- DATA

For error codes defined in this docunment other than

KDC_ERR PREAUTH REQUI RED, the format and contents of the e-data field
are inplenmentation-defined. Simlarly, for future error codes, the
format and contents of the e-data field are inplenentation-defined
unl ess specified otherwi se. Wether defined by the inplenentation or
in a future docunent, the e-data field MAY take the form of TYPED
DATA:

TYPED- DATA .= SEQUENCE SI ZE (1..MAX) OF SEQUENCE ({
dat a-type [0] Int32
dat a- val ue [1] OCTET STRI NG OPTI ONAL

}

5.10. Application Tag Nunbers

The following table lists the application class tag nunbers used by
various data types defined in this section.

Tag Nunber (s) Type Nane Conment s
0 unused

1 Ti cket PDU

2 Aut henti cator non- PDU
3 EncTi cket Part  non- PDU
4-9 unused
10 AS- REQ PDU

11 AS- REP PDU

12 TGS REQ PDU

13 TGS- REP PDU
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14 AP- REQ PDU

15 AP- REP PDU

16 RESERVED16 TGT- REQ (for user-to-user)
17 RESERVED17 TGI- REP (for user-to-user)
18- 19 unused

20 KRB- SAFE PDU

21 KRB- PRI V PDU

22 KRB- CRED PDU

23-24 unused

25 EncASRepPar t non- PDU

26 EncTGSRepPart non- PDU

27 EncApRepPar t non- PDU

28 EncKr bPrivPart non- PDU

29 EncKr bCredPart non- PDU

30 KRB- ERROR PDU

The ASN. 1 types marked above as "PDU' (Protocol Data Unit) are the
only ASN. 1 types intended as top-level types of the Kerberos
protocol, and are the only types that nay be used as elenments in
anot her protocol that nakes use of Kerberos.

6. Naming Constraints
6.1. Real m Nanes

Al t hough real m nanes are encoded as Ceneral Strings and technically a
real mcan select any nane it chooses, interoperability across realm
boundari es requires agreenent on how real m nanmes are to be assigned,
and what information they inply.

To enforce these conventions, each realm MJST conformto the
conventions itself, and it MJST require that any realms with which
inter-real mkeys are shared also conformto the conventions and
require the sane fromits nei ghbors.
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Ker beros real m nanes are case sensitive. Realmnanmes that differ
only in the case of the characters are not equivalent. There are
presently three styles of real mnanes: domain, X500, and other.
Exanpl es of each style follow

donmai n: ATHENA. M T. EDU
X500: C=US/ O=0sF
ot her: NAMETYPE: r est/ of . nanme=wi t hout-restri cti ons

Dormai n styl e real m nanmes MJUST | ook |ike domain nanes: they consist of
conmponents separated by periods (.) and they contain neither col ons
(:) nor slashes (/). Though domai n nanes thensel ves are case
insensitive, in order for realnms to match, the case nust match as
wel |l . Wen establishing a new real m name based on an internet domain
nane it is recommended by convention that the characters be converted
t o uppercase.

X. 500 nanmes contain an equals sign (=) and cannot contain a colon (:)

before the equals sign. The real mnanmes for X 500 nanes will be
string representations of the names with conponents separated by
sl ashes. Leading and trailing slashes will not be included. Note

that the slash separator is consistent with Kerberos inplenentations
based on RFC 1510, but it is different fromthe separator recomended
in RFC 2253.

Nanmes that fall into the other category MJST begin with a prefix that
contains no equals sign (=) or period (.), and the prefix MJST be
followed by a colon (:) and the rest of the name. Al prefixes
expect those beginning with used. Presently none are assi gned.

The reserved category includes strings that do not fall into the
first three categories. Al names in this category are reserved. It
is unlikely that nanes will be assigned to this category unless there

is a very strong argunent for not using the ’'other’ category.

These rul es guarantee that there will be no conflicts between the
various nane styles. The follow ng additional constraints apply to

t he assignnent of realmnanmes in the domain and X 500 categories:
either the nanme of a realmfor the donmain or X 500 fornmats mnmust be
used by the organi zation owning (to whomit was assigned) an Internet
domai n nane or X. 500 name, or, in the case that no such nanes are
regi stered, authority to use a real mnanme MAY be derived fromthe
authority of the parent realm For exanple, if there is no domain
nane for E40. M T.EDU, then the adm nistrator of the MT.EDU real m can
authorize the creation of a realmwi th that nane.

This is acceptabl e because the organi zation to which the parent is
assigned is presumably the organization authorized to assign nanes to
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its children in the X 500 and domai n nane systens as well. [If the
parent assigns a real mnane without also registering it in the domain
nanme or X. 500 hierarchy, it is the parent’s responsibility to make
sure that in the future there will not exist a nanme identical to the
real mnane of the child unless it is assigned to the sane entity as

t he real m nane.

6.2. Principal Nanes

As was the case for real mnames, conventions are needed to ensure
that all agree on what information is inplied by a principal name.
The nanme-type field that is part of the principal nanme indicates the
kind of information inplied by the nane. The nane-type SHOULD be
treated only as a hint to interpreting the nmeaning of a name. It is
not significant when checking for equival ence. Principal nanes that
differ only in the nanme-type identify the same principal. The nane
type does not partition the nane space. Ignhoring the nane type, no
two nanmes can be the sane (i.e., at |east one of the conponents, or
the realm MJST be different). The follow ng name types are defined:

Nane Type Val ue Meani ng
NT- UNKNOAN 0 Nane type not known
NT- PRI NCI PAL 1 Just the nane of the principal as in DCE

or for users

NT- SRV- | NST 2 Servi ce and other unique instance (krbtgt)
NT- SRV- HST 3 Service with host nanme as instance

(tel net, rcommands)
NT- SRV- XHST 4 Service with host as remmining conponents
NT- U D 5 Uni que 1D
NT- X500- PRI NCI PAL 6 Encoded X. 509 Distingui shed nane [ RFC2253]
NT- SMTI'P- NAVE 7 Name in formof SMIP enmil name

(e.g., user@xanple.com
NT- ENTERPRI SE 10 Enterprise nane - may be mapped to principa
name

Wien a nanme inplies no information other than its uniqueness at a
particular time, the nane type PRI NCI PAL SHOULD be used. The
princi pal name type SHOULD be used for users, and it mght also be
used for a unique server. |If the nane is a unique machi ne-gener at ed
ID that is guaranteed never to be reassigned, then the name type of

U D SHOULD be used. (Note that it is generally a bad idea to
reassi gn nanes of any type since stale entries mght remain in access
control lists.)

If the first conponent of a nane identifies a service and the

remai ni ng conponents identify an instance of the service in a
server-specified manner, then the nanme type of SRV-INST SHOULD be
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used. An exanple of this name type is the Kerberos ticket-granting
servi ce whose nane has a first conponent of krbtgt and a second
conmponent identifying the realmfor which the ticket is valid.

If the first conponent of a nane identifies a service and there is a
singl e conponent follow ng the service nane identifying the instance
as the host on which the server is running, then the name type

SRV- HST SHOULD be used. This type is typically used for Internet
servi ces such as telnet and the Berkeley R comands. |If the separate
conmponents of the host nanme appear as successive conmponents follow ng
the name of the service, then the nane type SRV-XHST SHOULD be used.
This type might be used to identify servers on hosts with X 500
nanes, where the slash (/) mght otherw se be ambi guous.

A narme type of NT-X500- PRI NCl PAL SHOULD be used when a nane from an
X.509 certificate is translated into a Kerberos nane. The encodi ng
of the X. 509 nane as a Kerberos principal shall conformto the
encodi ng rul es specified in RFC 2253.

A nane type of SMIP allows a name to be of a formthat resenbles an
SMIP enmil name. This nane, including an "@ and a domain nane, is
used as the one conponent of the principal nane.

A nane type of UNKNOWN SHOULD be used when the formof the name is

not known. Wen conparing nanmes, a name of type UNKNOM will match
principals authenticated with nanmes of any type. A principal
authenticated with a nanme of type UNKNOAN, however, will only match

ot her nanmes of type UNKNOWN.

Nanes of any type with an initial conponent of 'krbtgt’ are reserved
for the Kerberos ticket-granting service. See Section 7.3 for the
form of such nanes.

6.2.1. Nane of Server Principals

The principal identifier for a server on a host will generally be
conmposed of two parts: (1) the realmof the KDC with which the server
is registered, and (2) a two-conponent nanme of type NT-SRV-HST, if
the host nane is an Internet domain name, or a nulti-conmponent namne
of type NT-SRV-XHST, if the nane of the host is of a form (such as
X.500) that allows slash (/) separators. The first conponent of the

two- or multi-conponent name will identify the service, and the
|atter components will identify the host. Were the nane of the host
is not case sensitive (for exanple, with Internet domain nanes) the
nane of the host MJUST be | owercase. |If specified by the application

protocol for services such as telnet and the Berkel ey R commands t hat
run with systemprivileges, the first conponent MAY be the string
"host’ instead of a service-specific identifier.
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7. Constants and O her Defined Val ues
7.1. Host Address Types

Al'l negative values for the host address type are reserved for |ocal
use. Al non-negative values are reserved for officially assigned
type fields and interpretations.

Internet (1Pv4) Addresses

Internet (l1Pv4) addresses are 32-bit (4-octet) quantities, encoded
in MSB order (nost significant byte first). The |IPv4 | oopback
address SHOULD NOT appear in a Kerberos PDU. The type of |Pv4
addresses is two (2).

Internet (1Pv6) Addresses

| Pv6 addresses [ RFC3513] are 128-bit (16-octet) quantities,
encoded in MSB order (nost significant byte first). The type of

| Pv6 addresses is twenty-four (24). The follow ng addresses MJST
NOT appear in any Kerberos PDU

t he Unspecified Address
* the Loopback Address
* Link-Local addresses

This restriction applies to the inclusion in the address fields of
Ker beros PDUs, but not to the address fields of packets that mi ght
carry such PDUs. The restriction is necessary because the use of
an address with non-gl obal scope could allow the acceptance of a
nessage sent froma node that may have the sanme address, but which
is not the host intended by the entity that added the restriction.
If the Iink-1ocal address type needs to be used for communi cati on,
then the address restriction in tickets nmust not be used (i.e.,
addressl ess tickets nust be used).

| Pv4- mapped | Pv6 addresses MJST be represented as addresses of
type 2.

DECnet Phase |V Addresses

DECnet Phase |V addresses are 16-bit addresses, encoded in LSB
order. The type of DECnet Phase |V addresses is twelve (12).
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7.

7.

2.

2.

Net bi os Addr esses

Net bi os addresses are 16-octet addresses typically conposed of 1
to 15 al phanuneric characters and padded with the US-ASCI|I SPC
character (code 32). The 16th octet MJST be the US-ASCI | NUL
character (code 0). The type of Netbios addresses is twenty (20).

Directional Addresses

I ncl udi ng the sender address in KRB_SAFE and KRB_PRIV nessages is
undesirabl e in many environments because the addresses may be
changed in transport by network address translators. However, if
these addresses are renpved, the nmessages may be subject to a
reflection attack in which a nessage is reflected back to its
originator. The directional address type provides a way to avoid
transport addresses and reflection attacks. Directional addresses
are encoded as four-byte unsigned integers in network byte order.
If the nmessage is originated by the party sending the original
KRB_AP_REQ nessage, then an address of 0 SHOULD be used. |If the
nessage is originated by the party to whomthat KRB_AP_REQ was
sent, then the address 1 SHOULD be used. Applications involving
multiple parties can specify the use of other addresses.

Di rectional addresses MJST only be used for the sender address
field in the KRB_SAFE or KRB _PRIV nessages. They MJUST NOT be used
as a ticket address or in a KRB_AP_REQ nessage. This address type
SHOULD only be used in situations where the sending party knows
that the receiving party supports the address type. This
general ly nmeans that directional addresses may only be used when
the application protocol requires their support. Directiona
addresses are type (3).

KDC Messaging: | P Transports

Ker beros defines two I P transport nechani sns for conmunication
between clients and servers: UDP/IP and TCP/IP.

UDP/ | P transport

Ker beros servers (KDCs) supporting IP transports MJST accept UDP
requests and SHOULD listen for themon port 88 (decimal) unless
specifically configured to listen on an alternative UDP port.
Alternate ports MAY be used when running nultiple KDCs for nultiple
real ms on the sanme host.
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Kerberos clients supporting IP transports SHOULD support the sending
of UDP requests. Cients SHOULD use KDC di scovery [7.2.3] to
identify the I P address and port to which they will send their
request.

When contacting a KDC for a KRB_KDC REQ request using UDP/IP
transport, the client shall send a UDP datagram containing only an
encodi ng of the request to the KDC. The KDC will respond with a
reply datagram containing only an encodi ng of the reply nmessage
(either a KRB_ERROR or a KRB_KDC REP) to the sending port at the
sender’s | P address. The response to a request nade through UDP/IP
transport MJUST al so use UDP/IP transport. |If the response cannot be
handl ed using UDP (for exanple, because it is too large), the KDC
MUST return KRB_ERR RESPONSE TOO BI G, forcing the client to retry the
request using the TCP transport.

7.2.2. TCP/IP Transport

Ker beros servers (KDCs) supporting IP transports MJST accept TCP
requests and SHOULD listen for themon port 88 (decimal) unless
specifically configured to listen on an alternate TCP port.
Alternate ports MAY be used when running nultiple KDCs for nultiple
real ms on the sanme host.

Clients MJUST support the sending of TCP requests, but MAY choose to
try a request initially using the UDP transport. Cients SHOULD use
KDC di scovery [7.2.3] to identify the I P address and port to which
they will send their request.

| npl erent ati on note: Sonme extensions to the Kerberos protocol wll
not succeed if any client or KDC not supporting the TCP transport is
i nvolved. |Inplenentations of RFC 1510 were not required to support
TCP/I P transports.

Wien the KRB_KDC REQ nessage is sent to the KDC over a TCP stream

t he response (KRB_KDC _REP or KRB_ERROR nessage) MJST be returned to
the client on the same TCP streamthat was established for the
request. The KDC MAY close the TCP stream after sending a response,
but MAY | eave the stream open for a reasonable period of tinme if it
expects a followup. Care must be taken in managing TCP/IP
connections on the KDC to prevent denial of service attacks based on
t he nunber of open TCP/ I P connecti ons.

The client MJUST be prepared to have the stream cl osed by the KDC at
any time after the receipt of a response. A stream closure SHOULD
NOT be treated as a fatal error. Instead, if nultiple exchanges are
required (e.g., certain fornms of pre-authentication), the client may
need to establish a new connection when it is ready to send
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subsequent nmessages. A client MAY close the streamafter receiving a
response, and SHOULD cl ose the streamif it does not expect to send
fol | ow up nmessages.

A client MAY send nmultiple requests before receiving responses,
though it rmust be prepared to handl e the connection being closed
after the first response.

Each request (KRB_KDC REQ and response (KRB_KDC REP or KRB_ERROR)
sent over the TCP streamis preceded by the Iength of the request as
4 octets in network byte order. The high bit of the length is
reserved for future expansion and MJST currently be set to zero. |If
a KDC that does not understand how to interpret a set high bit of the
| engt h encodi ng receives a request with the high order bit of the
length set, it MJST return a KRB- ERROR nessage with the error
KRB_ERR FI ELD TOOLONG and MUST cl ose the TCP stream

If multiple requests are sent over a single TCP connection and the
KDC sends nmultiple responses, the KDC is not required to send the
responses in the order of the correspondi ng requests. This may
permit some inplenentations to send each response as soon as it is
ready, even if earlier requests are still being processed (for
exanmple, waiting for a response froman external device or database).

7.2.3. KDC Discovery on |IP Networks

Kerberos client inplenentations MJST provide a neans for the client
to determne the |location of the Kerberos Key Distribution Centers
(KDCs). Traditionally, Kerberos inplenmentations have stored such
configuration information in a file on each client machine.

Experi ence has shown that this nmethod of storing configuration

i nformati on presents problenms with out-of-date information and
scal i ng, especially when using cross-real mauthentication. This
section describes a nmethod for using the Domain Name System [ RFC1035]
for storing KDC | ocation information.

7.2.3.1. DNS vs. Kerberos: Case Sensitivity of Real m Nanes

In Kerberos, real mnanes are case sensitive. Although it is strongly
encouraged that all real mnames be all uppercase, this reconmendation
has not been adopted by all sites. Sone sites use all |owercase
nanes and other use m xed case. DNS, on the other hand, is case
insensitive for queries. Because the real mnanes "MYREALM,
"nmyreal ', and "MyRealni' are all different, but resolve the sane in
the domai n nane system it is necessary that only one of the possible
conbi nati ons of upper- and | owercase characters be used in realm
names.
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7.2.3.2. Specifying KDC Location Information with DNS SRV records

KDC | ocation information is to be stored using the DNS SRV RR
[ RFC2782]. The format of this RRis as follows:

_Service._Proto.Real m TTL C ass SRV Priority Wight Port Target
The Service name for Kerberos is always "kerberos"

The Proto can be either "udp" or "tcp". |If these SRV records are to
be used, both "udp" and "tcp" records MJST be specified for all KDC
depl oynent s.

The Realmis the Kerberos realmthat this record corresponds to. The
real m MUST be a domai n-styl e real m nane.

TTL, Cass, SRV, Priority, Wight, and Target have the standard
nmeani ng as defined in RFC 2782.

As per RFC 2782, the Port nunber used for " _udp" and " _tcp" SRV
records SHOULD be the val ue assigned to "kerberos" by the Internet
Assi gned Nunber Authority: 88 (decimal), unless the KDC is configured
to listen on an alternate TCP port.

| npl ementati on note: Many existing client inplenentations do not
support KDC Di scovery and are configured to send requests to the | ANA
assigned port (88 decimal), so it is strongly reconmended that KDCs
be configured to listen on that port.

7.2.3.3. KDC Discovery for Dormain Style Real m Names on | P Networ ks

7.

3.

These are DNS records for a Kerberos realm EXAMPLE. COM It has two
Ker beros servers, kdcl.exanpl e.com and kdc2. exanpl e.com Queries
shoul d be directed to kdcl.exanple.comfirst as per the specified
priority. Wights are not used in these sanple records.

_kerberos. _udp. EXAMPLE. COM IN SRV 0 O 88 kdcl. exanple.com
_kerberos. _udp. EXAMPLE. COM IN SRV 1 0 88 kdc2. exanpl e.com
_kerberos. _tcp. EXAMPLE. COM IN SRV 0 O 88 kdcl. exanple.com
_kerberos. _tcp. EXAMPLE. COM IN SRV 1 0 88 kdc2. exanpl e.com

Name of the TGS

The principal identifier of the ticket-granting service shall be
conmposed of three parts: the realmof the KDC issuing the TGS ti cket,
and a two-part name of type NT-SRV-INST, with the first part "krbtgt"
and the second part the name of the realmthat will accept the TGI.
For example, a TGT issued by the ATHENA M T.EDU real mto be used to
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get tickets fromthe ATHENA. M T. EDU KDC has a principal identifier of
"ATHENA. M T. EDU' (realm, ("krbtgt", "ATHENA. M T.EDU') (nanme). A TGT
i ssued by the ATHENA. M T. EDU real mto be used to get tickets fromthe
M T. EDU real m has a principal identifier of "ATHENA. M T. EDU" (real m,
("krbtgt", "MT.EDU"') (nane).

7.4. OAD Arc for KerberosVs

This O D MAY be used to identify Kerberos protocol nessages

encapsul ated in other protocols. It also designhates the O D arc for
Ker berosV5-rel ated O Ds assigned by future | ETF action

| npl ement ati on note: RFC 1510 had an incorrect value (5) for "dod" in
its AD

i d-krb5 OBJECT IDENTIFIER ::={
iso(1) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2)

}

Assi gnment of O Ds beneath the id-krb5 arc nust be obtained by
contacting the registrar for the id-krb5 arc, or its designee. At
the time of the issuance of this RFC, such registrations can be
obt ai ned by contacting krb5-oid-registrar@rit. edu.

7.5. Protocol Constants and Associ at ed Val ues

The following tables |list constants used in the protocol and define
their meanings. |In the "specification" section, ranges are specified
that limt the values of constants for which values are defined here.
This allows inplenmentations to make assunptions about the maxi num
values that will be received for these constants. |nplenentations
recei ving val ues outside the range specified in the "specification"
section MAY reject the request, but they MJST recover cleanly.

7.5.1. Key Usage Numbers

The encryption and checksum specifications in [RFC3961] require as
i nput a "key usage nunber”, to alter the encryption key used in any
specific nmessage in order to make certain types of cryptographic
attack nore difficult. These are the key usage val ues assigned in
thi s docunent:

1. AS-REQ PA- ENC- TI MESTAMP padata tinmestanp, encrypted with
the client key (Section 5.2.7.2)

Neuman, et al. St andar ds Track [ Page 106]



RFC 4120

10.

11.

12.

13.

14.

15.

16-18.

19.
20- 21.

22- 25.

26-511.

512-1023.

Neunan,

1024.

et al.
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AS- REP Ticket and TGS-REP Ticket (includes TGS session
key or application session key), encrypted with the
service key (Section 5.3)

AS- REP encrypted part (includes TGS session key or
application session key), encrypted with the client key
(Section 5.4.2)

TGS- REQ KDC- REQ BODY Aut hori zati onData, encrypted with
the TGS session key (Section 5.4.1)

TGS- REQ KDC- REQ BODY Aut hori zati onData, encrypted with
the TGS aut henticator subkey (Section 5.4.1)

TGS- REQ PA- TGS- REQ padat a AP- REQ Aut henti cat or cksum
keyed with the TGS session key (Section 5.5.1)

TGS- REQ PA- TGS- REQ padat a AP- REQ Aut henticator (i ncludes
TGS aut henti cat or subkey), encrypted with the TGS session
key (Section 5.5.1)

TGS- REP encrypted part (includes application session
key), encrypted with the TGS session key (Section 5.4.2)
TGS- REP encrypted part (includes application session
key), encrypted with the TGS aut henti cator subkey
(Section 5.4.2)

AP- REQ Aut henti cator cksum keyed with the application
sessi on key (Section 5.5.1)

AP- REQ Aut henti cator (includes application authenticator
subkey), encrypted with the application session key
(Section 5.5.1)

AP- REP encrypted part (includes application session
subkey), encrypted with the application session key
(Section 5.5.2)

KRB- PRIV encrypted part, encrypted with a key chosen by
the application (Section 5.7.1)

KRB- CRED encrypted part, encrypted with a key chosen by
the application (Section 5.8.1)

KRB- SAFE cksum keyed with a key chosen by the
application (Section 5.6.1)

Reserved for future use in Kerberos and rel ated

pr ot ocol s.

AD- KDC- | SSUED checksum (ad-checksumin 5.2.6.4)
Reserved for future use in Kerberos and rel ated

pr ot ocol s.

Reserved for use in the Kerberos Version 5 GSS-API
nmechani sns [ RFC4121] .

Reserved for future use in Kerberos and rel ated

pr ot ocol s.

Reserved for uses internal to a Kerberos inplenentation
Encryption for application use in protocols that do not
speci fy key usage val ues
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1025. Checksuns for application use in protocols that do not
speci fy key usage val ues
1026-2047. Reserved for application use.
7.5.2. PreAuthentication Data Types
Padat a and Data Type Padat a-t ype Conmrent
Val ue
PA- TGS- REQ 1
PA- ENC- TI MESTAMP 2
PA- PW SALT 3
[reserved] 4
PA- ENC- UNI X- TI ME 5 (deprecat ed)
PA- SANDI A- SECUREI D 6
PA- SESAME 7
PA- OSF- DCE 8
PA- CYBERSAFE- SECUREI D 9
PA- AFS3- SALT 10
PA- ETYPE- | NFO 11
PA- SAM: CHALLENGE 12 (sam ot p)
PA- SAM RESPONSE 13 (sam ot p)
PA- PK- AS- REQ OLD 14 (pkinit)
PA- PK- AS- REP_OLD 15 (pkinit)
PA- PK- AS- REQ 16 (pkinit)
PA- PK- AS- REP 17 (pkinit)
PA- ETYPE- | NFQ2 19 (repl aces pa-etype-info)
PA- USE- SPECI FI ED- KVNO 20
PA- SAM REDI RECT 21 (sam ot p)
PA- GET- FROWVt TYPED- DATA 22 (enbedded in typed data)
TD- PADATA 22 (enbeds padat a)
PA- SAM: ETYPE- | NFO 23 (san ot p)
PA- ALT- PRI NC 24 (crawdad@ nal . gov)
PA- SAM CHALLENGE2 30 (kenh@obox. conm
PA- SAM RESPONSE2 31 (kenh@obox. conm
PA- EXTRA- TGT 41 Reserved extra TGT
TD- PKI NI T- CMs- CERTI FI CATES 101 CertificateSet from CVS
TD- KRB- PRI NCI PAL 102 Pri nci pal Nane
TD- KRB- REALM 103 Real m
TD- TRUSTED- CERTI FI ERS 104 fromPKINT
TD- CERTI FI CATE- | NDEX 105 fromPKINT
TD- APP- DEFI NED- ERROR 106 application specific
TD- REQ- NONCE 107 | NTEGER
TD- REQ SEQ 108 | NTEGER
PA- PAC- REQUEST 128 (j brezak@xchange. m crosoft.comn
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7.5.3. Address Types

Addr ess Type Val ue
| Pv4 2
Di rectional 3
ChaosNet 5
XNS 6
| SO 7
DECNET Phase |V 12
Appl eTal k DDP 16
Net Bi os 20
| Pv6 24

7.5.4. Authorization Data Types
Aut hori zation Data Type Ad-type Val ue

AD- | F- RELEVANT

AD- | NTENDED- FOR- SERVER

AD- | NTENDED- FOR- APPLI CATI ON- CLASS
AD- KDC- | SSUED

AD- AND- OR

AD- MANDATORY- Tl CKET- EXTENSI ONS
AD- | N- TI CKET- EXTENSI ONS

AD- MANDATORY- FOR- KDC

Reserved val ues 9-63

OSF- DCE 64

SESAME 65

AD- OSF- DCE- PKI - CERTI D 66 (hensath@is.ibm comn

AD- W N2K- PAC 128 (j brezak@xchange. m crosoft. comn
AD- ETYPE- NEGOTI ATI ON 129 (| zhu@m ndows. ni crosoft. com

O~NOOITR~WN P

7.5.5. Transited Encodi ng Types
Transi ted Encodi ng Type Tr-type Val ue

DOVAI N- X500- COVPRESS 1
Reserved val ues Al others

7.5.6. Protocol Version Nunber
Label Val ue Meaning or M T Code

pvno 5 Current Kerberos protocol version number
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7.5.7. Kerberos Message

Message Type Val ue

KRB_AS REQ 10
KRB_AS_REP 11
KRB_TGS_REQ 12
KRB_TGS_REP 13
KRB_AP_REQ 14
KRB_AP_REP 15

KRB_RESERVED16 16
KRB_RESERVED17 17

KRB_SAFE 20
KRB_PRI V 21
KRB_CRED 22
KRB_ERROR 30

7.5.8. Nanme Types

Ker ber os V5 July 2005

Types
Meani ng

Request for initial authentication

Response to KRB_AS REQ request

Request for authentication based on TGI

Response to KRB_TGS_REQ r equest

Application request to server

Response to KRB_AP_REQ MJUTUAL

Reserved for user-to-user krb_tgt_request

Reserved for user-to-user krb tgt _reply

Saf e (checksummed) application nessage

Private (encrypted) application nessage

Private (encrypted) mnmessage to forward
credential s

Error response

Nane Type Val ue Meani ng

KRB_NT_UNKNOWN
KRB_NT_PRI NCI PAL

KRB_NT_SRV_I NST
KRB_NT_SRV_HST
KRB_NT_SRV_XHST
KRB_NT_Ul D
KRB_NT_X500_PRI NCI PAL
KRB_NT_SMTP_NANME

KRB_NT_ENTERPRI SE

7.5.9. Error Codes
Error Code

KDC_ERR_NONE
KDC_ERR_NAME_EXP

KDC_ERR_SERVI CE_EXP

KDC_ERR_BAD_PVNO

Neurman, et al.

0 Nane type not known
1 Just the name of the principal as in DCE
or for users

2 Servi ce and other unique instance (krbtgt)
3 Service with host nanme as instance

(tel net, rcommands)
4 Service with host as remai ning conmponents
5 Uni que 1D
6 Encoded X. 509 Distingui shed nane [ RFC2253]
7 Name in formof SMIP enmail name

(e.g., user@xanple.com
10 Enterpri se nane; may be nmapped to
princi pal nane

Val ue Meani ng

O No error

1 dient’s entry in database
has expired

2 Server’s entry in database
has expired

3 Requested protocol version
nunber not supported
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KDC_ERR C_OLD_MAST_KVNO
KDC_ERR S OLD_MAST_KVNO
KDC_ERR_C_PRI NCI PAL_UNKNOWN
KDC_ERR_S_PRI NCI PAL_UNKNOWN
KDC_ERR_PRI NCI PAL_NOT_UNI QUE
KDC_ERR_NULL_KEY
KDC_ERR_CANNOT _POSTDATE
KDC_ERR_NEVER VALI D

KDC_ERR POLI CY
KDC_ERR_BADOPTI ON

KDC_ERR_ETYPE_NOSUPP
KDC_ERR_SUMTYPE_NOSUPP
KDC_ERR_PADATA_TYPE_NOSUPP
KDC_ERR_TRTYPE_NOSUPP
KDC_ERR_CLI ENT_REVOKED
KDC_ERR_SERVI CE_REVOKED

KDC_ERR TGT_REVOKED
KDC_ERR_CLI ENT_NOTYET

KDC_ERR_SERVI CE_NOTYET
KDC_ERR_KEY_EXP| RED
KDC_ERR_PREAUTH_FAI LED
KDC_ERR_PREAUTH_REQUI RED
KDC_ERR_SERVER NOVATCH
KDC_ERR_MUST_USE_USER2USER

KDC_ERR_PATH_NOT_ACCEPTED

Ker beros V5

10
11

12
13

14

15

16

17

18

19

20
21

22

23

24

25

26

27

28

St andards Track

July 2005

Client’s key encrypted in
ol d master key

Server’s key encrypted in
ol d master key

Cient not found in
Ker ber os dat abase

Server not found in
Ker ber os dat abase

Mul tiple principal entries
i n dat abase

The client or server has a
nul | key

Ti cket not eligible for
post dati ng

Requested starttine is
later than end tine

KDC policy rejects request

KDC cannot accommopdat e
request ed option

KDC has no support for
encryption type

KDC has no support for
checksum type

KDC has no support for
padat a type

KDC has no support for
transited type

Clients credentials have
been revoked

Credentials for server have
been revoked

TGT has been revoked

Client not yet valid; try
again |l ater

Server not yet valid; try
again |l ater

Password has expired;
change password to reset

Pre-aut henti cation
i nformati on was invalid

Addi ti onal pre-
aut henti cation required

Request ed server and ticket
don’t match

Server principal valid for
user 2user only

KDC Policy rejects
transited path
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KDC_ERR_SVC_UNAVAI LABLE 29 A service is not available
KRB_AP_ERR BAD | NTEGRI TY 31 Integrity check on
decrypted field failed
KRB_AP_ERR TKT_EXPI RED 32 Ticket expired
KRB_AP_ERR TKT_NYV 33 Ticket not yet valid
KRB_AP_ERR_REPEAT 34 Request is a replay
KRB_AP_ERR NOT_US 35 The ticket isn't for us
KRB_AP_ERR_BADVATCH 36 Ticket and authenticator
don’t match
KRB_AP_ERR_SKEW 37 dock skew too great
KRB_AP_ERR BADADDR 38 Incorrect net address
KRB_AP_ERR BADVERSI ON 39 Protocol version msmatch
KRB_AP_ERR MSG _TYPE 40 Invalid nsg type
KRB_AP_ERR_MODI FI ED 41 Message stream nodified
KRB_AP_ERR BADORDER 42 Message out of order
KRB_AP_ERR BADKEYVER 44 Specified version of key is
not avail abl e
KRB_AP_ERR _NOKEY 45 Service key not avail able
KRB_AP_ERR MJT_FAI L 46 Miutual authentication
failed
KRB_AP_ERR BADDI RECTI ON 47 Incorrect nmessage direction
KRB_AP_ERR _METHOD 48 Alternative authentication
nmet hod required
KRB_AP_ERR BADSEQ 49 Incorrect sequence nunber
i n message
KRB_AP_ERR | NAPP_CKSUM 50 I nappropriate type of
checksum i n nessage
KRB_AP_PATH_NOT_ACCEPTED 51 Policy rejects transited
pat h
KRB_ERR_RESPONSE_TOO BI G 52 Response too big for UDP;
retry with TCP
KRB_ERR_GENERI C 60 Ceneric error (description
in e-text)
KRB_ERR FI ELD_TOOLONG 61 Fieldis too long for this
i npl enent ati on
KDC_ERROR_CLI| ENT_NOT_TRUSTED 62 Reserved for PKINIT
KDC_ERROR_KDC_NOT_TRUSTED 63 Reserved for PKINIT
KDC_ERROR | NVALI D_SI G 64 Reserved for PKINIT
KDC_ERR_KEY_TOO WEAK 65 Reserved for PKINIT
KDC_ERR _CERTI FI CATE_M SMATCH 66 Reserved for PKINIT
KRB_AP_ERR NO TGT 67 No TGT available to
val i dat e USER- TO- USER
KDC_ERR _VWWRONG_REALM 68 Reserved for future use
KRB_AP_ERR USER TO USER REQUI RED 69 Ticket nust be for
USER- TO- USER
KDC_ERR_CANT_VERI FY_CERTI FI CATE 70 Reserved for PKINIT
KDC_ERR | NVALI D_CERTI FI CATE 71 Reserved for PKINIT
KDC_ERR_REVOKED_CERTI FI CATE 72 Reserved for PKINIT
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KDC_ERR_REVOCATI ON_STATUS_ _UNKNOAN 73 Reserved for PKINIT

KDC_ERR_REVOCATI ON_STATUS _UNAVAI LABLE 74 Reserved for PKINIT

KDC_ERR _CLI ENT_NAME_M SMATCH 75 Reserved for PKINIT

KDC_ERR_KDC_NAME M SMATCH 76 Reserved for PKINIT
8. Interoperability Requirenents

Version 5 of the Kerberos protocol supports a nyriad of options.
Anong these are nmultiple encryption and checksumtypes; alternative
encodi ng schenes for the transited field; optional mechanisns for
pre-aut hentication; the handling of tickets with no addresses;
options for nutual authentication; user-to-user authentication;
support for proxies; the format of real m nanes; the handling of

aut hori zati on data; and forwardi ng, postdating, and renewi ng tickets.

In order to ensure the interoperability of realns, it is necessary to
define a mnimal configuration that nust be supported by all

i npl ementations. This ninimal configuration is subject to change as
technol ogy does. For exanple, if at sone later date it is discovered
that one of the required encryption or checksum algorithns is not
secure, it will be replaced.

8.1. Specification 2

Thi s section defines the second specification of these options.

| mpl enent ati ons which are configured in this way can be said to
support Kerberos Version 5 Specification 2 (5.2). Specification 1
(deprecated) may be found in RFC 1510.

Transport

TCP/ I P and UDP/I P transport MJST be supported by clients and KDCs
clai mng conformance to specification 2.

Encrypti on and Checksum Met hods

The foll ow ng encryption and checksum nmechani sms MJUST be
supported:

Encrypti on: AES256- CTS- HVAC- SHA1- 96 [ RFC3962]
Checksunms: HMAC- SHAL- 96- AES256 [ RFC3962]

| mpl enent ati ons SHOULD support other nechanisns as well, but the
addi ti onal mechani snms may only be used when conmunicating with
princi pals known to al so support them The foll owi ng nechani sns
from|[RFC3961] and [ RFC3962] SHOULD be support ed:
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Encrypti on: AES128- CTS- HVAC- SHA1- 96, DES- CBC- MD5, DES3- CBC- SHAL- KD
Checksuns: DES- MD5, HVAC- SHAL- DES3- KD, HWVAC- SHA1- 96- AES128

| mpl enent ati ons MAY support ot her nechanisnms as well, but the
addi ti onal mechani snms may only be used when conmunicating with
princi pals known to support them al so.

I mpl enent ati on note: Earlier inplenentations of Kerberos generate
nessages using the CRC-32 and RSA- MD5 checksum net hods.  For
interoperability with these earlier releases, inplenentors MAY
consi der supporting these checksum net hods but shoul d carefully
anal yze the security inplications to limt the situations within
whi ch these nmethods are accept ed.

Real m Nanes

Al'l i nmpl ementati ons MJUST understand hierarchical realns in both
the Internet Domain and the X 500 style. When a TGI for an
unknown real mis requested, the KDC MJUST be able to deternine the
nanes of the internediate real ns between the KDCs real mand the
requested realm

Transited Field Encodi ng

DOVAI N- X500- COVPRESS (described in Section 3.3.3.2) MJST be
supported. Alternative encodi ngs MAY be supported, but they may
only be used when that encoding is supported by ALL internedi ate
real ns.

Pre-aut henti cati on Met hods

The TGS- REQ nmet hod MJUST be supported. It is not used on the
initial request. The PA-ENC- TI MESTAMP et hod MUST be supported by
clients, but whether it is enabled by default MAY be determ ned on
a realmby-realmbasis. |If the method is not used in the initial
request and the error KDC_ERR PREAUTH REQUI RED i s returned

speci fyi ng PA- ENC- TI MESTAMP as an acceptabl e nethod, the client
SHOULD retry the initial request using the PA-ENC TI MESTAVP pre-
aut hentication nmethod. Servers need not support the PA-ENC

TI MESTAMP net hod, but if it is not supported the server SHOULD
ignore the presence of PA-ENC TI MESTAMP pre-authentication in a
request.

The ETYPE-I NFQ2 net hod MJUST be supported; this method is used to
comuni cate the set of supported encryption types, and
corresponding salt and string to key paraneters. The ETYPE-INFO
met hod SHOULD be supported for interoperability with ol der

i mpl emrent ati on.
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Mut ual Aut henticati on

Mut ual aut hentication (via the KRB_AP_REP nessage) MJST be
support ed.

Ti cket Addresses and Fl ags

Al KDCs MJST pass through tickets that carry no addresses (i.e.,

if a TGT contains no addresses, the KDC will return derivative
tickets). Inplenmentations SHOULD default to requesting
addressl ess tickets, as this significantly increases
interoperability with network address translation. In sone cases,
real ms or application servers MAY require that tickets have an
addr ess.

| mpl enent ati ons SHOULD accept directional address type for the
KRB_SAFE and KRB_PRIV nessage and SHOULD i ncl ude directional
addresses in these nessages when other address types are not
avai |l abl e.

Proxi es and forwarded tickets MJST be supported. | ndividual
real ms and application servers can set their own policy on when
such tickets will be accepted.

Al'l inplenentations MJST recogni ze renewabl e and post dat ed
tickets, but they need not actually inplenment them |If these
options are not supported, the starttinme and endtine in the ticket
SHALL specify a ticket’s entire useful life. Wen a postdated
ticket is decoded by a server, all inplenentations SHALL rmake the
presence of the postdated flag visible to the calling server.

User-to-User Authentication

Support for user-to-user authentication (via the ENC TKT-1 N SKEY
KDC option) MJST be provided by inplenentations, but individual
real ne MAY decide as a nmatter of policy to reject such requests on
a per-principal or real mw de basis.

Aut hori zati on Dat a

| mpl enent ati ons MJUST pass all authorization data subfields from
TGIs to any derivative tickets unless they are directed to
suppress a subfield as part of the definition of that registered
subfield type. (It is never incorrect to pass on a subfield, and
no registered subfield types presently specify suppression at the
KDC. )
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8.

9.

2.

I mpl erent ati ons MJUST nake the contents of any authorization data
subfields available to the server when a ticket is used.

| mpl enent ations are not required to allow clients to specify the
contents of the authorization data fields.

Const ant Ranges

Al protocol constants are constrained to 32-bit (signed) val ues
unl ess further constrained by the protocol definition. This limt
is provided to allow inplenmentations to nake assunptions about the
maxi mum val ues that will be received for these constants.

I mpl enent ati ons receiving val ues outside this range MAY reject the
request, but they MJIST recover cleanly.

Recomrended KDC Val ues

Following is a list of recommended val ues for a KDC confi guration.

Mnimumlifetine 5 m nutes
Maxi mum renewabl e lifetine 1 week
Maxi mum ticket lifetine 1 day
Accept abl e cl ock skew 5 m nutes
Enpty addresses Al | owed
Proxi abl e, etc. Al | owed

| ANA Consi der ati ons

Section 7 of this docunment specifies protocol constants and ot her
defined values required for the interoperability of nmultiple

i npl erentations. Until a subsequent RFC specifies otherw se, or the
Ker beros working group is shut down, allocations of additional
protocol constants and other defined values required for extensions
to the Kerberos protocol will be administered by the Kerberos working
group. Follow ng the recommendations outlined in [ RFC2434], gui dance
is provided to the 1 ANA as foll ows:

"reserved” real mnane types in Section 6.1 and "other" real mtypes
except those beginning with "X-" or "x-" will not be registered

wi t hout | ETF standards action, at which point guidelines for further
assignment will be specified. Realmnane types beginning with "X-"
or "x-" are for private use.

For host address types described in Section 7.1, negative val ues are
for private use. Assignnent of additional positive nunbers is
subject to review by the Kerberos working group or other expert

revi ew.
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10.

Addi ti onal key usage nunbers, as defined in Section 7.5.1, will be
assi gned subject to review by the Kerberos working group or other
expert review.

Addi tional preauthentication data type values, as defined in section
7.5.2, will be assigned subject to review by the Kerberos working
group or other expert review.

Addi tional authorization data types as defined in Section 7.5.4, wll
be assigned subject to review by the Kerberos working group or other
expert review. Although it is anticipated that there may be
significant demand for private use types, provision is intentionally
not nade for a private use portion of the nanespace because conflicts
bet ween privately assigned val ues could have detrinental security

i mplications.

Addi tional transited encoding types, as defined in Section 7.5.5,
present special concerns for interoperability with existing

i npl erentations. As such, such assignnents will only be nade by
standards action, except that the Kerberos working group or another
ot her working group with conpetent jurisdiction nmay nake prelimnary
assignnments for docunents that are noving through the standards
process.

Addi ti onal Kerberos nessage types, as described in Section 7.5.7,
wi Il be assigned subject to review by the Kerberos working group or
ot her expert review.

Addi ti onal nane types, as described in Section 7.5.8, will be
assi gned subject to review by the Kerberos working group or other
expert review.

Addi tional error codes described in Section 7.5.9 will be assigned
subject to review by the Kerberos working group or other expert
revi ew.

Security Considerations

As an authentication service, Kerberos provides a neans of verifying
the identity of principals on a network. By itself, Kerberos does
not provide authorization. Applications should not accept the

i ssuance of a service ticket by the Kerberos server as granting
authority to use the service, since such applications nay becone

vul nerabl e to the bypass of this authorization check in an
environnment where they inter-operate with other KDCs or where ot her
options for application authentication are provided.
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Deni al of service attacks are not solved with Kerberos. There are

pl aces in the protocols where an intruder can prevent an application
fromparticipating in the proper authentication steps. Because
authentication is a required step for the use of many services,
successful denial of service attacks on a Kerberos server m ght
result in the denial of other network services that rely on Kerberos
for authentication. Kerberos is vulnerable to many kinds of deni al

of service attacks: those on the network, which would prevent clients
fromcontacting the KDC, those on the domain nane system which could
prevent a client fromfinding the I P address of the Kerberos server;
and those by overloading the Kerberos KDC itself with repeated
requests.

Interoperability conflicts caused by inconpatible character-set usage
(see 5.2.1) can result in denial of service for clients that utilize
character-sets in Kerberos strings other than those stored in the KDC
dat abase.

Aut hentication servers nmaintain a database of principals (i.e., users
and servers) and their secret keys. The security of the

aut hentication server nmachines is critical. The breach of security
of an authentication server will conprom se the security of al
servers that rely upon the conprom sed KDC, and will conprom se the

aut hentication of any principals registered in the real mof the
conpr oni sed KDC

Princi pals nust keep their secret keys secret. |If an intruder
somehow steals a principal’s key, it will be able to masquerade as
that principal or inpersonate any server to the legitinmate principal

Passwor d- guessi ng attacks are not solved by Kerberos. |[If a user
chooses a poor password, it is possible for an attacker to
successfully nount an off-line dictionary attack by repeatedly
attenpting to decrypt, with successive entries froma dictionary,
nmessages obtai ned that are encrypted under a key derived fromthe
user’s password.

Unl ess pre-authentication options are required by the policy of a

realm the KDC will not know whether a request for authentication
succeeds. An attacker can request a reply with credentials for any
principal. These credentials will likely not be of nmuch use to the

attacker unless it knows the client’s secret key, but the
availability of the response encrypted in the client’s secret key
provi des the attacker with ci phertext that may be used to nount brute
force or dictionary attacks to decrypt the credentials, by guessing
the user’s password. For this reason it is strongly encouraged that
Kerberos realns require the use of pre-authentication. Even with
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pre-aut hentication, attackers may try brute force or dictionary
attacks against credentials that are observed by eavesdropping on the
net wor k.

Because a client can request a ticket for any server principal and
can attenpt a brute force or dictionary attack agai nst the server
principal’s key using that ticket, it is strongly encouraged that
keys be random y generated (rather than generated from passwords) for
any principals that are usable as the target principal for a
KRB_TGS_REQ or KRB_AS REQ nessages. [ RFC4086]

Al t hough t he DES- CBC-MD5 encryption nmethod and DES- MD5 checksum

nmet hods are |isted as SHOULD be inpl emented for backward
conmpatibility, the single DES encryption al gorithmon which these are
based is weak, and stronger algorithnms should be used whenever
possi bl e.

Each host on the network nust have a clock that is |oosely
synchroni zed to the tine of the other hosts; this synchronization is
used to reduce the bookkeepi ng needs of application servers when they
do replay detection. The degree of "l ooseness" can be configured on
a per-server basis, but it is typically on the order of 5 m nutes.

If the clocks are synchroni zed over the network, the clock
synchroni zati on protocol MJST itself be secured from network
attackers.

Principal identifiers nmust not recycled on a short-termbasis. A

typi cal node of access control will use access control lists (ACLs)
to grant permissions to particular principals. |If a stale ACL entry
remains for a deleted principal and the principal identifier is
reused, the new principal will inherit rights specified in the stale

ACL entry. By not reusing principal identifiers, the danger of
i nadvertent access is renoved.

Proper decryption of an KRB_AS REP nessage fromthe KDC i s not
sufficient for the host to verify the identity of the user; the user
and an attacker could cooperate to generate a KRB_AS REP format
nmessage that decrypts properly but is not fromthe proper KDC. To
authenticate a user logging on to a local system the credentials
obtained in the AS exchange may first be used in a TGS exchange to
obtain credentials for a |l ocal server. Those credentials nust then
be verified by a | ocal server through successful conpletion of the
Client/ Server exchange.

Many RFC 1510-conpliant inplenentations ignore unknown authorization

data el enments. Depending on these inplenmentations to honor
aut hori zation data restrictions nmay create a security weakness.
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Ker beros credentials contain clear-text information identifying the
principals to which they apply. |If privacy of this information is
needed, this exchange should itself be encapsulated in a protocol
providing for confidentiality on the exchange of these credentials.

Applications nust take care to protect conmunications subsequent to
aut hentication, either by using the KRB_PRIV or KRB _SAFE nessages as
appropriate, or by applying their own confidentiality or integrity
mechani sns on such comuni cations. Conpletion of the KRB_AP_REQ and
KRB_AP_REP exchange wi t hout subsequent use of confidentiality and
integrity mechani sms provides only for authentication of the parties
to the comunication and not confidentiality and integrity of the
subsequent conmuni cation. Applications applying confidentiality and
integrity protection nmechani snms other than KRB_PRIV and KRB_SAFE nust
make sure that the authentication step is appropriately linked with
the protected conmuni cation channel that is established by the
appl i cati on.

Unl ess the application server provides its own suitable neans to
protect against replay (for exanple, a challenge-response sequence
initiated by the server after authentication, or use of a server-
generated encryption subkey), the server nust utilize a replay cache
to renenber any authenticator presented within the allowabl e clock
skew. Al services sharing a key need to use the sane replay cache.
|f separate replay caches are used, then an authenticator used with
one such service could later be replayed to a different service with
t he sanme service principal

If a server loses track of authenticators presented within the

al l owabl e cl ock skew, it nust reject all requests until the clock
skew i nterval has passed, providing assurance that any |ost or

repl ayed authenticators will fall outside the allowable clock skew
and can no | onger be successfully repl ayed.

| npl ement ati ons of Kerberos should not use untrusted directory
servers to determne the realmof a host. To allow this would all ow
the conpromise of the directory server to enable an attacker to
direct the client to accept authentication with the wong principal
(i.e., one with a simlar name, but in a realmwth which the
legitimate host was not registered).

| npl ement ati ons of Kerberos nust not use DNS to map one nane to
anot her (canonicalize) in order to determine the host part of the
principal name with which one is to communicate. To allow this
canonicalization would all ow a conpronmise of the DNS to result in a
client obtaining credentials and correctly authenticating to the
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11.

wrong principal. Though the client will know who it is communicating
with, it will not be the principal with which it intended to
conmuni cat e.

I f the Kerberos server returns a TGI for a realm’closer’ than the
desired realm the client may use local policy configuration to
verify that the authentication path used is an acceptabl e one.
Alternatively, a client nay choose its own authentication path rather
than rely on the Kerberos server to select one. |In either case, any
policy or configuration information used to choose or validate

aut henti cation paths, whether by the Kerberos server or client, nust
be obtained froma trusted source.

The Kerberos protocol in its basic formdoes not provide perfect
forward secrecy for communications. |If traffic has been recorded by
an eavesdropper, then nessages encrypted using the KRB PRIV nessage,
or nessages encrypted using application-specific encryption under
keys exchanged usi ng Kerberos can be decrypted if the user’s,
application server’'s, or KDC s key is subsequently discovered. This
i s because the session key used to encrypt such nessages, when
transnitted over the network, is encrypted in the key of the
application server. It is also encrypted under the session key from
the user’s TGI when it is returned to the user in the KRB_TGS REP
nmessage. The session key fromthe TGl is sent to the user in the
KRB_AS REP nessage encrypted in the user’s secret key and enbedded in
the TGI, which was encrypted in the key of the KDC. Applications
requiring perfect forward secrecy nmust exchange keys through
mechani sns that provide such assurance, but nay use Kerberos for

aut hentication of the encrypted channel established through such

ot her neans.
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A.  ASN. 1 nodul e

Ker ber osV5Spec?2 {
iso(1l) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2) nodul es(4) krb5spec2(2)

} DEFINITIONS EXPLICIT TAGS ::= BEG N

-- OD arc for KerberosVs

-- This OD nay be used to identify Kerberos protocol nessages
-- encapsul ated in other protocols.

-- This OD al so designates the OD arc for KerberosV5-rel ated O Ds.

-- NOTE: RFC 1510 had an incorrect value (5) for "dod" in its QD.
i d-krb5 OBJECT IDENTIFIER :: = {
iso(1l) identified-organization(3) dod(6) internet(1)
security(5) kerberosV5(2)

}
I nt 32 = | NTEGER (-2147483648..2147483647)

-- signed values representable in 32 bits
Ul nt 32 ;1= I NTEGER (0. .4294967295)

-- unsigned 32 bit val ues

M cr oseconds | NTEGER (0. .999999)

-- m croseconds

KerberosString ::= Ceneral String (1A5String)
Real m .= KerberosString
Princi pal Nane = SEQUENCE ({
nane-type [0] Int32,
nane-string [1] SEQUENCE OF KerberosString
}
Ker ber osTi ne = CeneralizedTime -- with no fractional seconds
Host Addr ess : 1= SEQUENCE {
addr -t ype [0] Int32,
addr ess [1] OCTET STRI NG
}
-- NOTE: Host Addresses is always used as an OPTIONAL field and
-- should not be enpty.
Host Addr esses -- NOTE: subtly different fromrfcl510,
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-- but has a val ue mappi ng and encodes the same
.. = SEQUENCE OF Host Addr ess

-- NOTE: AuthorizationData is always used as an OPTIONAL field and
-- should not be enpty.

Aut hori zati onDat a .= SEQUENCE OF SEQUENCE {
ad-type [0] Int32,
ad- dat a [1] OCTET STRI NG
}
PA- DATA .1 = SEQUENCE {
-- NOTE: first tag is [1], not [O]
padat a-type [1] Int32,

padat a- val ue [2] OCTET STRING -- might be encoded AP-REQ
}

Ker ber osFl ags

BIT STRING (SI ZE (32..MAX))
-- mnimum nunber of bits shall be sent,
-- but no fewer than 32

Encrypt edDat a 1= SEQUENCE ({
etype [0] Int32 -- EncryptionType --,
kvno [1] U nt32 OPTI ONAL,
cipher [2] OCTET STRING -- ciphertext

}
Encrypti onKey 1= SEQUENCE {
keyt ype [0] Int32 -- actually encryption type --,
keyval ue [1] OCTET STRI NG
}
Checksum .1 = SEQUENCE {
cksunt ype [0] Int32,
checksum [1] OCTET STRI NG
}
Ti cket ;.= [ APPLI CATI ON 1] SEQUENCE {
tkt-vno [0] I NTEGER (5),
real m [1] Realm
snane [2] Principal Nane,
enc- part [3] EncryptedData -- EncTicket Part
}
-- Encrypted part of ticket
EncTi cket Par t .= [ APPLI CATI ON 3] SEQUENCE {
flags [0] TicketFlags,
key [1] Encrypti onKey,
crealm [2] Realm
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chane [ 3] Principal Nane,
transited [4] TransitedEncodi ng,
aut hti nme [ 5] KerberosTi ne,
starttine [ 6] KerberosTi me OPTI ONAL,
endti me [ 7] KerberosTi ne,
renewtill [ 8] KerberosTi me OPTI ONAL,
caddr [ 9] Host Addresses OPTI ONAL,
aut hori zati on-dat a [ 10] Authori zati onData OPTI ONAL
}
-- encoded Transited field
Transi t edEncodi ng 1= SEQUENCE ({
tr-type [0] Int32 -- nust be registered --,
contents [1] OCTET STRI NG
}
Ti cket Fl ags . = Ker berosFl ags
-- reserved(0),
-- forwardabl e(1),
-- forwarded(2),
-- proxiable(3),
-- proxy(4),
-- may- post dat e(5),
-- postdated(6),
-- invalid(7),
-- renewabl e(8),
-- initial (9),
-- pre-authent(10),
-- hw aut hent (11),
-- the following are new since 1510
-- transited-policy-checked(12),
-- ok-as-del egate(13)
AS- REQ = [ APPLI CATI ON 10] KDC- REQ
TGS- REQ = [ APPLI CATI ON 12] KDC- REQ
KDC- REQ 1 1= SEQUENCE {
-- NOTE: f| rst tag is [1], not [O0]
pvno [1] I NTEGER (5) |,
nsg-type [2] INTEGER (10 -- AS -- | 12 -- TGS --),
padat a [ 3] SEQUENCE OF PA- DATA OPTI ONAL
-- NOTE: not enpty --,
r eg- body [4] KDC- REQ BODY
}
KDC- REQ- BODY ;1= SEQUENCE ({
kdc- opti ons [ 0] KDCOpti ons,
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-- Used only in AS-REQ - -,

-- Also client’s in AS-REQ --,

[8] SEQUENCE OF Int32 -- EncryptionType
-- in preference order --,

RFC 4120
chane [1] Principal Name OPTI ONAL
real m [2] Realm

-- Server’s realm

snane [3] Principal Name OPTI ONAL,
from [4] KerberosTi ne OPTI ONAL,
till [ 5] KerberosTi ne,
rtime [ 6] KerberosTi me OPTI ONAL,
nonce [7] U nt32,
etype
addr esses

[ 9] Host Addresses OPTI ONAL

enc-aut hori zati on-data [10] EncryptedData OPTI ONAL

addi tional -ti ckets

-- AuthorizationbData --,
[11] SEQUENCE OF Ticket OPTI ONAL
-- NOTE: not enpty

}

KDCOpt i ons . = Ker berosFl ags
-- reserved(0),
-- forwardabl e(1),
-- forwarded(2),
-- proxiable(3),
-- proxy(4),
-- all ow postdate(5),
-- postdated(6),
-- unused7(7),
-- renewabl e(8),
-- unused9(9),
-- unused10(10),
-- opt-hardware-auth(11),
-- unusedl12(12),
-- unusedl13(13),
-- 15 is reserved for canonicalize
-- unusedl5(15),
-- 26 was unused in 1510
-- disabl e-transited-check(26),

-- renewabl e- ok(27),

-- enc-tkt-in-skey(28),
-- renew(30),

-- validate(31)

%
Py}
m
B/
1

[ APPLI CATI ON 11] KDC- REP

—
B3
py)
m
gv)
11

[ APPLI CATI ON 13] KDC- REP
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KDC- REP = SEQUENCE {
pvno [0] I NTEGER (5),
nsg-type [1] INTEGER (11 -- AS -- | 13 -- TGS --),
padat a [ 2] SEQUENCE OF PA- DATA OPTI ONAL
-- NOTE: not enpty --,
crealm [3] Realm
chane [4] Principal Nane,
ticket [5] Ticket,
enc- part [ 6] EncryptedData
-- EncASRepPart or EncTGSRepPart,
-- as appropriate
}
EncASRepPar t = [ APPLI CATI ON 25] EncKDCRepPart
EncTGSRepPar t = [ APPLI CATI ON 26] EncKDCRepPart
EncKDCRepPar t = SEQUENCE ({
key [0] EncryptionKey,
| ast-req [1] LastReq,
nonce [2] U nt32,
key-expiration [3] KerberosTi me OPTI ONAL,
flags [4] TicketFl ags,
aut hti nme [ 5] KerberosTi ne,
starttine [ 6] KerberosTi me OPTI ONAL,
endti me [ 7] KerberosTi ne,
renewtill [8] KerberosTi me OPTI ONAL,
srealm [9] Realm
snane [ 10] Princi pal Nane,
caddr [ 11] Host Addresses OPTI ONAL
}
Last Req D= SEQUENCE OF SEQUENCE {
Ir-type [0] Int32,
I r-val ue [1] KerberosTine
}
AP- REQ = [ APPLI CATI ON 14] SEQUENCE {
pvno [0] I NTEGER (5),
nsg-type [1] I NTEGER (14),
ap-options [2] APOpti ons,
ticket [3] Ticket,
aut henti cat or [4] EncryptedData -- Authenticator
}
APOpt i ons . = Ker berosFl ags
-- reserved(0),
-- use-session-key(1),
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-- mutual -required(2)

-- Unencrypted aut henti cat or

Aut henti cat or .= [ APPLI CATI ON 2] SEQUENCE {
aut henti cat or-vno [0] I NTEGER (5),
crealm [1] Realm
chane [2] Principal Nane,
cksum [3] Checksum OPTI ONAL,
cusec [4] M croseconds,
ctine [ 5] KerberosTi ne,
subkey [ 6] EncryptionKey OPTI ONAL,
seq- nunber [7] U nt32 OPTI ONAL,
aut hori zati on-dat a [ 8] AuthorizationData OPTI ONAL
}
AP- REP .. = [ APPLI CATI ON 15] SEQUENCE {
pvno [0] INTEGER (5),
nsg-type [1] I NTEGER (15),
enc- part [2] EncryptedData -- EncAPRepPart
}
Enc APRepPar t = [ APPLI CATI ON 27] SEQUENCE {
ctine [ 0] KerberosTi ne,
cusec [1] M croseconds,
subkey [2] EncryptionKey OPTI ONAL,
seq- nunber [3] U nt32 OPTI ONAL
}
KRB- SAFE .. = [ APPLI CATI ON 20] SEQUENCE {
pvno [0] INTEGER (5),
nsg-type [1] I NTEGER (20),
saf e- body [ 2] KRB- SAFE- BODY,
cksum [ 3] Checksum
}
KRB- SAFE- BODY .1 = SEQUENCE {
user - dat a [0] OCTET STRI NG
ti mest anp [1] KerberosTi me OPTI ONAL,
usec [2] M croseconds OPTI ONAL,
seq- nunber [3] U nt32 OPTI ONAL,
s-addr ess [ 4] Host Address,
r- address [ 5] Host Address OPTI ONAL
}
KRB- PRI V .. = [ APPLI CATI ON 21] SEQUENCE {
pvno [0] I NTEGER (5),
nsg-type [1] I NTEGER (21),

-- NOTE: there is no [2] tag
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enc- part

}

EncKr bPri vPart
user-data
ti mest anp
usec
seq- nunber
s- addr ess
r - addr ess

}

KRB- CRED
pvno
neg-type
tickets
enc- part

}

EncKr bCr edPar t

ticket-info

nonce
ti mest anp
usec

s- addr ess
r - addr ess

}

Kr bCr edl nf o
key
preal m
pnane
flags
aut hti nme
starttine
endti ne
renewtill
sreal m
snane
caddr

}

KRB- ERROR
pvno
neg-type
ctinme
cusec
stine
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[ O]
[ 1]
[ 2]
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[ O]
[ 1]
[ 2]
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[ 4]
[ 5]
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[ 2]
[ 3]
[ 4]
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[ 6]
[ 7]
[ 8]
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EncryptedData -- EncKrbPrivPart

.= [ APPLI CATI ON 28] SEQUENCE {

OCTET STRI NG

Ker berosTi ne OPTI ONAL,

M croseconds OPTI ONAL,

U nt 32 OPTI ONAL,

Host Address -- sender’s addr --,
Host Address OPTIONAL -- recip’s addr

.= [ APPLI CATI ON 22] SEQUENCE {

| NTEGER (5),

| NTEGER ( 22),

SEQUENCE OF Ti cket,
EncryptedData -- EncKrbCredPart

.= [ APPLI CATI ON 29] SEQUENCE {

SEQUENCE OF Kr bCredl nf o,
Ul nt 32 OPTI ONAL,

Ker ber osTi ne OPTI ONAL,
M croseconds OPTI ONAL,
Host Addr ess OPTI ONAL,
Host Addr ess OPTI ONAL

1= SEQUENCE {

Encrypti onKey,

Real m OPTI ONAL,
Princi pal Name OPTI ONAL,
Ti cket Fl ags OPTI ONAL,
Ker berosTi ne OPTI ONAL,
Ker berosTi ne OPTI ONAL,
Ker berosTi ne OPTI ONAL,
Ker berosTi ne OPTI ONAL,
Real m OPTI ONAL,
Princi pal Name OPTI ONAL,

[ 10] Host Addresses OPTI ONAL

[ O]
[ 1]
[ 2]
[ 3]
[ 4]

- = [ APPLI CATI ON 30] SEQUENCE {

| NTEGER (5),
| NTEGER ( 30),
Ker ber osTi ne OPTI ONAL,
M croseconds OPTI ONAL,
Ker ber osTi ne,
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susec
error-code
crealm
cnanme
real m
snane

e-t ext
e-data

}
METHOD- DATA

TYPED- DATA :
dat a-type
dat a- val ue

}

= © 00~ O Ol

Ker beros V5

M cr oseconds,

I nt 32,

Real m OPTI ONAL,
Princi pal Nane OPTI ONAL,
Real m-- service realm--,

0] Principal Nane -- service nane --,
11] KerberosString OPTI ONAL,

[12] OCTET STRI NG OPTI ONAL

SEQUENCE OF PA- DATA

SEQUENCE SI ZE (1..MAX) OF SEQUENCE {

[ O]
[1]

-- preauth stuff follows

PA- ENC- TI MESTAMP

PA- ENC- TS- ENC

pati nest anp
pausec

}

ETYPE- | NFO- ENTRY
etype
sal t

}

ETYPE- | NFO

ETYPE- | NFO2- ENTRY
etype
sal t
s2kpar ans

}

ETYPE- | NFO2

AD- | F- RELEVANT

AD- KDCl ssued

ad- checksum

i-realm
i -snanme
el enent s

Neurman, et al.

[ 3]

I nt 32,
OCTET STRI NG OPTI ONAL

EncryptedData -- PA-ENC- TS- ENC

SEQUENCE {
KerberosTine -- client’'s tinme --,
M cr oseconds OPTI ONAL

SEQUENCE {
I nt 32,
OCTET STRI NG OPTI ONAL

SEQUENCE OF ETYPE- | NFO ENTRY

SEQUENCE {

I nt 32,

Ker berosStri ng OPTI ONAL,
OCTET STRI NG OPTI ONAL

July 2005

SEQUENCE SI ZE (1..MAX) OF ETYPE-| NFO2- ENTRY

Aut hori zat i onDat a

SEQUENCE {

Checksum

Real m OPTI ONAL,
Princi pal Name OPTI ONAL,
Aut hori zati onDat a
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}
AD- AND- OR : 1 = SEQUENCE {
condi ti on-count [O] Int32,
el enent s [1] AuthorizationData
}
AD- MANDATORY- FOR- KDC ;.= AuthorizationData
END
B. Changes since RFC 1510

Thi s docunment replaces RFC 1510 and clarifies specification of itens
that were not conpletely specified. Were changes to reconmended

i npl enent ati on choi ces were made, or where new options were added,
those changes are described within the docunent and listed in this
section. More significantly, "Specification 2" in Section 8 changes
the required encryption and checksum net hods to bring themin line
with the best current practices and to deprecate nethods that are no
| onger considered sufficiently strong.

Di scussi on was added to Section 1 regarding the ability to rely on
the KDC to check the transited field, and on the inclusion of a flag
in aticket indicating that this check has occurred. This is a new
capability not present in RFC 1510. Pre-existing inplenentations may
ignore or not set this flag w thout negative security inplications.

The definition of the secret key says that in the case of a user the
key may be derived froma password. In RFC 1510, it said that the
key was derived fromthe password. This change was made to
accommpdat e situations where the user key night be stored on a
smart-card, or otherw se obtained i ndependently of a password.

The introduction nmentions the use of public key cryptography for
initial authentication in Kerberos by reference. RFC 1510 did not
i ncl ude such a reference.

Section 1.3 was added to explain that while Kerberos provides
authentication of a naned principal, it is still the responsibility
of the application to ensure that the authenticated nane is the
entity with which the application wi shes to communi cate.

Di scussi on of extensibility has been added to the introduction.
Di scussi on of how extensibility affects ticket flags and KDC opti ons

was added to the introduction of Section 2. No changes were made to
existing options and flags specified in RFC 1510, though sone of the
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sections in the specification were renunbered, and text was revised
to make the description and intent of existing options clearer
especially with respect to the ENC TKT-I N- SKEY option (now section
2.9.2) which is used for user-to-user authentication. The new option
and ticket flag transited policy checking (Section 2.7) was added.

A warni ng regardi ng generation of session keys for application use
was added to Section 3, urging the inclusion of key entropy fromthe
KDC generated session key in the ticket. An exanple regarding use of
t he sub-session key was added to Section 3.2.6. Descriptions of the
pa- etype-info, pa-etype-info2, and pa-pwsalt pre-authentication data
items were added. The recommendation for use of pre-authentication
was changed from "MAY" to "SHOULD' and a note was added regarding
known pl ai ntext attacks.

In RFC 1510, Section 4 described the database in the KDC. This
di scussi on was not necessary for interoperability and unnecessarily
constrained inplenmentation. The old Section 4 was renpved.

The current Section 4 was formerly Section 6 on encryption and
checksum speci fications. The major part of this section was brought
up to date to support new encryption nmethods, and noved to a separate
docunent. Those few remmini ng aspects of the encryption and checksum
specification specific to Kerberos are now specified in Section 4.

Si gni ficant changes were nade to the layout of Section 5 to clarify
the correct behavior for optional fields. Many of these changes were
made necessary because of inproper ASN. 1 description in the origina
Ker beros specification which left the correct behavior

underspecified. Additionally, the wording in this section was

ti ghtened wherever possible to ensure that inplenentations conformn ng
to this specification will be extensible with the addition of new
fields in future specifications.

Text was added describing tine_t=0 issues in the ASN. 1. Text was

al so added, clarifying issues with inplenmentations treating omtted
optional integers as zero. Text was added clarifying behavior for
opti onal SEQUENCE or SEQUENCE OF that may be enpty. Discussion was
added regardi ng sequence nunbers and behavi or of sone

i npl ement ations, including "zero" behavior and negative nunbers. A
conmpatibility note was added regardi ng the unconditional sending of
EncTGSRepPart regardl ess of the enclosing reply type. M nor changes
were nmade to the description of the Host Addresses type. |nteger
types were constrai ned. KerberosString was defined as a
(significantly) constrained CGeneral String. KerberosFlags was defined
to reflect existing inplenmentati on behavior that departs fromthe
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definition in RFC 1510. The transited-policy-checked(12) and the
ok-as-del egate(13) ticket flags were added. The disable-transited-
check(26) KDC option was added.

Descri ptions of comonly inpl enented PA-DATA were added to Section 5.
The description of KRB- SAFE has been updated to note the existing
i mpl enent ati on behavi or of doubl e- encodi ng.

There were two definitions of METHOD- DATA in RFC 1510. The second
one, intended for use with KRB_AP_ERR METHOD was renoved | eaving the
SEQUENCE OF PA- DATA definition

Section 7, naming constraints, fromRFC 1510 was noved to Section 6.

Wirds were added describing the convention that domai n-based realm
nanes for new y-created real ns shoul d be specified as uppercase.
Thi s recommendati on does not make | owercase real m nanes ill egal
Wirds were added highlighting that the slash-separated conmponents in
the X 500 style of real mnanes is consistent with existing RFC 1510
based i npl enentations, but that it conflicts with the genera
recommendati on of X. 500 nanme representation specified in RFC 2253.

Section 8, network transport, constants and defi ned val ues, from RFC
1510 was noved to Section 7. Since RFC 1510, the definition of the

TCP transport for Kerberos nessages was added, and the encryption and
checksum nunber assi gnnents have been noved into a separate docunent.

"Specification 2" in Section 8 of the current docunent changes the
requi red encryption and checksum nethods to bring themin line with
the best current practices and to deprecate nmethods that are no

| onger considered sufficiently strong.

Two new sections, on | ANA considerations and security considerations
wer e added.

The pseudo-code has been renoved fromthe appendi x. The pseudo- code
was sonetimes misinterpreted to linit inplenentation choices and in
RFC 1510, it was not always consistent with the words in the
specification. Effort was made to clear up any anmbiguities in the
specification, rather than to rely on the pseudo-code.

An appendi x was added contai ning the conplete ASN. 1 nodul e drawn from
the discussion in Section 5 of the current docunent.

END NOTES

(*TM Project Athena, Athena, and Kerberos are trademarks of the
Massachusetts Institute of Technology (MT).
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this docunent or the extent to which any |icense under such rights
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Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
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this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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