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Abstract

Thi s docunent specifies a Dianmeter application that can be used to
i npl enent real-tine credit-control for a variety of end user services

such as network access, Session Initiation Protocol

nmessagi ng servi ces, and downl oad servi ces.
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1. Introduction

Thi s docunent specifies a Dianmeter application that can be used to

i npl enent real-tine credit-control for a variety of end user services
such as network access, Session Initiation Protocol (SIP) services,
nmessagi ng services, and downl oad services. |t provides a genera
solution to real-tine cost and credit-control

The prepaid nodel has been shown to be very successful, for instance,
in GSM networks, where network operators offering prepaid services
have experienced a substantial growth of their custoner base and
revenues. Prepaid services are now cropping up in many other
wireless and wire |ine based networKks.

I n next generation wireless networks, additional functionality is
requi red beyond that specified in the D anmeter base protocol. For
exanpl e, the 3GPP Charging and Billing requirenents [ 3GPPCHARGE state
that an application nust be able to rate service information in
real-time. In addition, it is necessary to check that the end user’s
account provides coverage for the requested service prior to
initiation of that service. Wen an account is exhausted or expired,
the user nust be denied the ability to conpile additional chargeable
event s.

A mechani smhas to be provided to allow the user to be inforned of
the charges to be levied for a requested service. |In addition, there
are services such as gaming and advertising that may credit as well
as debit a user account.

The ot her Di aneter applications provide service specific

aut hori zati on, and they do not provide credit authorization for
prepaid users. The credit authorization shall be generic and
applicable to all the service environnents required to support
prepai d services.
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To fulfill these requirenents, it is necessary to facilitate credit-
control conmmuni cation between the network el enent providing the
service (e.g., Network Access Server, SIP Proxy, and Application
Server) and a credit-control server.

The scope of this specification is the credit authorization. Service
specific authorization and authentication is out of the scope.

1.1. Requirenents Language
In this docunment, the key words "MAY", "MJST, "MJST NOT", "OPTI ONAL",
"RECOVMENDED', "SHOULD', and "SHOULD NOT", are to be interpreted as
described in [ KEYWORDS] .

1.2. Termnol ogy
AAA
Aut henti cati on, Authorization, and Accounting
AA answer
AA answer generically refers to a service specific authorization and
aut henti cati on answer. AA answer conmmands are defined in service
speci fic authorization applications, e.g., [NASREQ and [D AMM P] .
AA request
AA request generically refers to a service specific authorization and
aut hentication request. AA request commands are defined in service
specific authorization applications e.g., [NASREQ and [ D AWM P]
Credit-control
Credit-control is a mechanismthat directly interacts in real-tinme
with an account and controls or nonitors the charges related to the
service usage. Credit-control is a process of checking whet her
credit is available, credit-reservation, deduction of credit fromthe
end user account when service is conpleted and refunding of reserved
credit that is not used.
D aneter Credit-control Server
A Diameter credit-control server acts as a prepaid server, performng

real-tinme rating and credit-control. It is located in the hone
domain and is accessed by service elenents or Dianmeter AAA servers in

Hakal a, et al. St andar ds Track [ Page 5]



RFC 4006 Di ameter Credit-Control Application August 2005

real -time for purpose of price determ nation and credit-contro
before the service event is delivered to the end-user. It nmay al so
interact with business support systens.

D aneter Credit-control Cient

A Dianeter credit-control client is an entity that interacts with a
credit-control server. It nonitors the usage of the granted quota
according to instructions returned by credit-control server.

I nterrogation

The Dianeter credit-control client uses interrogation to initiate a
session based credit-control process. During the credit-contro
process, it is used to report the used quota and request a new one.
An interrogation maps to a request/answer transacti on.

One-time event

Basically, a request/answer transaction of type event.

Rati ng

The act of deternmining the cost of the service event.

Servi ce

A type of task performed by a service elenent for an end user.

Servi ce El ement

A network el enent that provides a service to the end users. The
Service Element may include the Dianeter credit-control client, or
another entity (e.g., RAD US AAA server) that can act as a Credit-
control client on behalf of the Service Elenent. 1In the latter case,
the interface between the Service Element and the Di aneter credit-
control client is outside the scope of this specification. Exanples
of the Service Elenents include Network Access Server (NAS), SIP
Proxy, and Application Servers such as nmessagi ng server, content
server, and gam ng server.

Servi ce Event

An event relating to a service provided to the end user.
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Sessi on based credit-control

A credit-control process that nakes use of several interrogations:
the first, a possible internmediate, and the final. The first
interrogation is used to reserve noney fromthe user’s account and to
initiate the process. The internediate interrogations nay be needed
to request new quota while the service is being rendered. The fina
interrogation is used to exit the process. The credit-control server
is required to maintain session state for session-based credit-
contr ol

1.3. Advertising Application Support

Di amet er nodes conforming to this specification MJST adverti se
support by including the value of 4 in the Auth-Application-ld of the
Capabi l i ti es- Exchange- Request and Capabilities- Exchange- Answer
conmand [ DI AMBASE] .

2. Architecture Mdels

The current accounting nodels specified in the Radius Accounting

[ RFC2866] and Di aneter base [DI AMBASE] are not sufficient for real-
time credit-control, where credit-worthiness is to be determ ned
prior to service initiation. Al so, the existing D aneter

aut hori zati on applications, [NASREQ and [DIAMM P], only provide
servi ce authorization, but do not provide credit authorization for
prepaid users. In order to support real-time credit-control, a new
type of server is needed in the AAA infrastructure: Dianmeter credit-
control server. The Dianeter credit-control server is the entity
responsi ble for credit authorization for prepaid subscribers.

A service elenent may authenticate and authorize the end user with
the AAA server by using AAA protocols; e.g., RADIUS or a Dianeter
base protocol with a possible D aneter application

Accounting protocols such as RADIUS accounting and the Di aneter base
accounting protocol can be used to provide accounting data to the
accounting server after service is initiated, and to provi de possible
interimreports until service conpletion. However, for real-tine
credit-control, these authorization and accounting nodels are not
sufficient.

When real -time credit-control is required, the credit-control client
contacts the credit-control server with information about a possible
service event. The credit-control process is perforned to determne
potential charges and to verify whether the end user’s account

bal ance is sufficient to cover the cost of the service being

render ed.
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Figure 1 illustrates the typical credit-control architecture, which
consists of a Service Element with an enbedded Di aneter credit-
control client, a Dianmeter credit-control server, and an AAA server
A Busi ness Support Systemis usually deployed; it includes at |east
the billing functionality. The credit-control server and AAA server
inthis architecture nodel are logical entities. The rea
configuration can conbine theminto a single host. The credit-
control protocol is the Dianeter base protocol with the Di aneter
credit-control application

When an end user requests services such as SIP or nessaging, the
request is typically forwarded to a service element (e.g., SIP Proxy)
in the user’s hone donain. |In sone cases it might be possible that
the service elenent in the visited donain can offer services to the
end user; however, a commercial agreenent nust exist between the
visited domai n and the home domain. Network access is an exanpl e of
a service offered in the visited donain where the NAS, through an AAA
infrastructure, authenticates and authorizes the user with the user’s
honme net wor k.

Servi ce El enent AAA and CC

A + e + Protocol s+----------- + oo +
| End | <---->|+------- L >| AAA | | Business|
| User | +->|| CC | | | Server |->| Support |
I || |l dient]|<----- + I | | System |
S SR + | | +------- +| | Fom e e e oo - + | |
| TS + | N S SIS +
Fommemmmae + | CC Protocol | N
| End <-4 | RO i |
| User | - > Credit- | |
SRR + Credit-Control | Control [-----=--- +
Pr ot ocol | Server |
Fomm oo oo oo - +

Figure 1: Typical credit-control architecture

There can be nultiple credit-control servers in the systemfor
redundancy and | oad bal ancing. The system can al so contain separate
rating server(s), and accounts can be located in a centralized

dat abase. To ensure that the end user’s account is not debited or
credited nultiple tinmes for the same service event, only one place in
the credit-control system should performduplicate detection. System
internal interfaces can exist to relay nessages between servers and
an account manager. However, the detailed architecture of the
credit-control systemand its interfaces are inplenentation specific
and are out of scope of this specification.
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Protocol transparent Dianeter relays can exist between the credit-
control client and credit-control server. Also, Dianeter Redirect
agents that refer credit-control clients to credit-control servers
and allow themto communicate directly can exist. These agents
transparently support the Diameter credit-control application. The
different roles of Dianeter Agents are defined in Dianmeter base

[ DI AMBASE], section 2.8.

If Diameter credit-control proxies exist between the credit-control
client and the credit-control server, they MJST advertise the
D aneter credit-control application support.

3. Credit-Control Messages
This section defines new Di aneter nessage Command- Code val ues t hat

MUST be supported by all Dianeter inplenmentations that conformto
this specification. The Command Codes are as foll ows:

Command- Nane Abbr ev. Code Ref er ence
Credi t-Control - Request CCR 272 3.1
Credi t - Control - Answer CCA 272 3.2

D aneter Base [DI AMBASE] defines in the section 3.2 the Conmand Code
ABNF specification. These formats are observed in Credit-Contro
nmessages.

3.1. Credit-Control -Request (CCR) Comrand

The Credit-Control - Request nmessage (CCR) is indicated by the
conmand- code field being set to 272 and the "R bit being set in the
Command Flags field. It is used between the Dianeter credit-contro
client and the credit-control server to request credit authorization
for a given service.

The Aut h-Application-1d MIUST be set to the value 4, indicating the
D aneter credit-control application.
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Message For mat

<Credit-Control -Request> ::= < Dianeter Header: 272, REQ PXY >
Session-1d >

Origi n-Host 1}
Oigin-Real m}

Desti nati on- Real m}

Aut h- Application-1d }
Servi ce-Context-1d }

CC- Request - Type }

CC- Request - Nunber }

Desti nati on- Host |

User - Nane ]

CC- Sub- Session-1d ]
Acct-Mul ti-Session-1d ]
Oigin-State-1d ]
Event - Ti mest anp |
Subscription-1d ]
Service-ldentifier ]
Terni nati on- Cause |
Request ed- Service-Unit ]
Request ed- Acti on ]

Used- Servi ce-Unit ]

Mul ti pl e- Servi ces-1ndicator ]

*

*

A e e e e e e e e e e e e e T A A e A P e s

*[ Multiple-Services-Credit-Control ]
*[ Service-Paraneter-Info ]
CC-Correlation-1d ]
User - Equi pment - I nfo ]
*[ Proxy-Info ]
*[ Route-Record ]
*[ AVP ]
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3.

4.

2. Credit-Control - Answer (CCA) Command

The Credit-Control - Answer nessage (CCA) is indicated by the conmand-
code field being set to 272 and the "R bit being cleared in the
Command Flags field. It is used between the credit-control server
and the Dianmeter credit-control client to acknow edge a Credit-
Contr ol - Request comrand.

Message For mat

<Credit-Control - Answer> ::= < Di aneter Header: 272, PXY >
< Session-Id >
Resul t - Code }
Ori gi n- Host 1}
Oigin-Realm}
Aut h- Application-1d }
CC- Request - Type }
CC- Request - Nunber }
User - Name ]
CC- Sessi on- Fai | over ]
CC- Sub- Session-1d ]
Acct-Muil ti-Session-1d ]
Oigin-State-1d ]
Event - Ti mest anp |
Grant ed- Service-Unit ]
Mul ti pl e-Servi ces-Credit-Control ]
Cost - I nf or mati on]
Fi nal -Unit-1ndication ]
Check- Bal ance- Resul t ]
Credit-Control -Fail ure-Handling ]
Di rect - Debi ti ng- Fai | ure-Handl i ng ]
Validity-Ti nme]
Redi r ect - Host ]
Redi r ect - Host - Usage |
Redi r ect - Max- Cache-Ti ne ]

*

*

— e e e e e e e ) e ) ) ) e ) ) 1 1 ) A A A A A Ay

*[ Proxy-Info ]

*[ Route-Record ]
*[ Failed-AVP ]

*[ AVP ]

Credit-Control Application Overview

The credit authorization process takes place before and during
service delivery to the end user and generally requires the user’s
aut henti cati on and authorization before any request is sent to the
credit-control server. The credit-control application defined in
this specification supports two different credit authorization
nodel s: credit authorization with noney reservation and credit
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authorization with direct debiting. In both nodels, the credit-
control client requests credit authorization fromthe credit-contro
server prior to allowi ng any service to be delivered to the end user

In the first nodel, the credit-control server rates the request,
reserves a suitable anpunt of noney fromthe user’s account, and
returns the correspondi ng anount of credit resources. Note that
credit resources may not inply actual nonetary credit; credit
resources nay be granted to the credit control client in the form of
units (e.g., data volume or tine) to be netered.

Upon recei pt of a successful credit authorization answer with a
certain anount of credit resources, the credit-control client allows
service delivery to the end user and starts nonitoring the usage of
the granted resources. Wen the credit resources granted to the user
have been consunmed or the service has been successfully delivered or
ternminated, the credit-control client reports back to the server the
used amount. The credit-control server deducts the used amount from
the end user’s account; it may performrating and nake a new credit
reservation if the service delivery is continuing. This process is
acconpl i shed with session based credit-control that includes the
first interrogation, possible internediate interrogations, and the
final interrogation. For session based credit-control, both the
credit control client and the credit-control server are required to
mai ntain credit-control session state. Session based credit-control
is described in nore detail, with nore variations, in section 5.

In contrast, credit authorization with direct debiting is a single
transacti on process wherein the credit-control server directly
deducts a suitable anobunt of noney fromthe user’s account as soon as
the credit authorization request is received. Upon receipt of a
successful credit authorization answer, the credit-control client

all ows service delivery to the end user. This process is
acconplished with the one-time event. Session state is not

mai nt ai ned.

In a nmulti-service environment, an end user can issue an additional
servi ce request (e.g., data service) during an ongoi ng service (e.g.
voice call) toward the same account. Alternatively, during an active
mul ti medi a session, an additional nmedia type is added to the session,
causi ng a new sinul taneous request toward same account.

Consequently, this needs to be considered when credit resources are
granted to the services.

The credit-control application also supports operations such as
service price enquiry, user’s balance check, and refund of credit on
the user’s account. These operations are acconplished with the one-
time event. Session state is not maintained.
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A flexible credit-control application specific failure handling is
defined in which the home service provider can nodel the credit-
control client behavior according to its own credit risk managenent

policy.

The Credit-Control-Failure-Handling AVP and the Direct-Debiting-

Fai |l ure-Handl ing AVP are defined to determ ne what is done if the
sendi ng of credit-control nessages to the credit-control server has
been tenporarily prevented. The usage of the Credit-Control -

Fai | ure-Handl i ng AVP and the Direct-Debiting-Failure-Handling AVP
allows flexibility, as failure handling for the credit-contro
session and one tine event direct debiting may be different.

4.1. Service-Specific Rating Input and Interoperability

The Di aneter credit-control application defines the framework for
credit-control; it provides generic credit-control mechani sns
supporting rmultiple service applications. The credit-contro
application, therefore, does not define AVPs that could be used as
input in the rating process. Listing the possible services that
could use this Dianmeter application is out of scope for this generic
mechani sm

It is reasonable to expect that a service |evel agreenent wll exist
bet ween providers of the credit-control client and the credit-contro
server covering the charging, services offered, roam ng agreenents,
agreed rating input (i.e., AVPs), and so on

Therefore, it is assuned that a Dianmeter credit-control server wll
provide service only for Dianeter credit-control clients that have
agreed beforehand as to the content of credit-control nessages.
Naturally, it is possible that any arbitrary Diameter credit-contro
client can interchange credit-control nessages with any Di aneter
credit-control server, but with a higher likelihood that unsupported
servi ces/ AVPs coul d be present in the credit-control nessage, causing
the server to reject the request with an appropriate result-code.

4.1.1. Specifying Rating | nput AVPs

There are two ways to provide rating input to the credit-control
server: either by using AVPs or by including themin the Service-
Parameter-1nfo AVP. The general principles for sending rating
paraneters are as foll ows:

la. The service SHOULD re-use existing AVPs if it can use AVPs
defined in existing Dianmeter applications (e.g., NASREQ for network
access services). Re-use of existing AVPs is strongly reconended in
[ DI AVBASE] .
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For AVPs of type Enunerated, the service may require a new value to
be defined. Allocation of new AVP values is done as specified in
[ DI AMBASE], section 1.2.

1b. New AVPs can be defined if the existing AVPs do not provide
sufficient rating information. |In this case, the procedures defined
in [DIAMBASE] for creating new AVPs MJST be foll owed.

lc. For services specific only to one vendor’s inplenentation, a
Vendor - Specific AVP code for Private use can be used. Were a
Vendor - Specific AVP is inplenented by nore than one vendor,

al l ocation of global AVPs is encouraged instead; refer to [ D AVBASE].

2. The Service-Paraneter-Info AVP MAY be used as a container to pass
| egacy rating information in its original encoded form(e.g., ASN 1
BER). This nethod can be used to avoid unnecessary conversions from
an existing data format to an AVP format. In this case, the rating

i nput is enbedded in the Service-Paraneter-Info AVP as defined in
section 8.43.

New servi ce applications SHOULD favor the use of explicitly defined
AVPs as described in itens la and 1b, to sinplify interoperability.

4.1.2. Service-Specific Docunmentation

The service specific rating i nput AVPs, the contents of the Service-
Parameter-1nfo AVP or Service-Context-1d AVP (defined in section
8.42) are not within the scope of this docunment. To facilitate
interoperability, it is RECOWENDED that the rating input and the
val ues of the Service-Context-Id be coordinated via an informationa
RFC or other permanent and readily available reference. The

speci fication of another cooperative standardi zation body (e.g.,
3GPP, OWA, and 3GPP2) SHOULD be used. However, private services may
be depl oyed that are subject to agreenents between providers of the
credit-control server and client. |In this case, vendor specific AVPs
can be used.

This specification, together with the above service specific
docunents, governs the credit-control nmessage. Service specific
docunents define which existing AVPs or new AVPs are used as input to
the rating process (i.e., those that do not define new credit-contro
applications), and thus have to be included in the Credit-Control -
Request command by a Dianeter credit-control client supporting a

gi ven service as *[AVP]. Should Service-Paraneter-Info be used, then
the service specific docunment MUST specify the exact content of this
grouped AVP
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4.

4.

5.

5.

The Service-Context-1d AVP MJST be included at the command | evel of a
Credit-Control Request to identify the service specific docunment that
applies to the request. The specific service or rating group the
request relates to is uniquely identified by the conbination of
Service-Context-1d and Service-ldentifier or Rating-G oup

1.3. Handling of Unsupported/lncorrect Rating |nput

Di ameter credit-control inplenmentations are required to support the
Mandat ory rating AVPs defined in service specific docunentation of
the services they support, according to the "M bit rules in

[ DI AVBASE] .

If a rating input required for the rating process is incorrect in the
Credit-control request, or if the credit-control server does not
support the requested service context (identified by the Service-
Context-1d AVP at command level), the Credit-control answer MJST
contain the error code DI AMETER RATI NG FAI LED. A CCA nessage with
this error MIUST contain one or nore Fail ed-AVP AVPs containing the

m ssi ng and/ or unsupported AVPs that caused the failure. A Dianeter
credit-control client that receives the error code

DI AVETER_RATI NG_FAI LED in response to a request MJST NOT send simlar
requests in the future.

1.4. RADI US Vendor-Specific Rating Attributes

When service specific docunments include RADI US vendor specific
attributes that could be used as input in the rating process, the
rul es described in [NASREQ for formatting the Di aneter AVP MJST be
fol | owed.

For example, if the AVP code used is the vendor attribute type code,
t he Vendor-Specific flag MUST be set to 1 and the Vendor-1D MJST be
set to the I ANA Vendor identification value. The Di aneter AVP data
field contains only the attribute value of the RADIUS attri bute.

Sessi on Based Credit-Control

1. General Principles
For a session-based credit-control, several interrogations are
needed: the first, internediate (optional) and the fina
interrogations. This is illustrated in Figures 2 and 3.
If the credit-control client perfornms credit-reservation before

granting service to the end user, it MJST use several interrogations
toward the credit-control server (i.e., session based credit-
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control). In this case, the credit-control server MJST maintain the
credit-control session state.

Each credit-control session MJST have a gl obally unigque Session-1d as
defined in [ DI AMBASE], which MJST NOT be changed during the lifetine
of a credit-control session

Certain applications require multiple credit-control sub-sessions.
These applications woul d send nessages with a constant Session-Id
AVP, but with a different CC Sub-Session-Id AVP. |If several credit
sub-sessions will be used, all sub-sessions MJST be cl osed separately
before the main session is closed so that units per sub-session may
be reported. The absence of this AVP inplies that no sub-sessions
are in use.

Note that the service elenent mght send a service specific re-

aut hori zati on nmessage to the AAA server due to expiration of the

aut hori zation-lifetime during an ongoing credit-control session
However, the service specific re-authorization does not influence the
credit authorization that is ongoing between the credit-control

client and credit-control server, as credit authorization is
controlled by the burning rate of the granted quota.

If service specific re-authorization fails, the user will be
di sconnected, and the credit-control client MJST send a final
interrogation to the credit-control server

The Di aneter credit-control server nmay seek to control the validity
time of the granted quota and/or the production of internediate
interrogations. Thus, it MAY include the Validity-Time AVP in the
answer nessage to the credit-control client. Upon expiration of the
Validity-Time, the credit-control client MJST generate a credit-
control update request and report the used quota to the credit-

control server. It is up to the credit-control server to deternine
the value of the Validity-Time to be used for consunption of the
granted service units. |If the Validity-Tine is used, its value

SHOULD be given as input to set the session supervision timer Tcc
(the session supervision tinmer MAY be set to two tines the val ue of
the Validity-Tinme, as defined in section 13). Since credit-control
updat e requests are al so produced at the expiry of granted service
units and/or for m d-session service events, the om ssion of
Validity-Time does not nean that internediate interrogation for the
purpose of credit-control is not perfornmed.
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5.1.1. Basic Tariff-Tinme Change Support

The Di aneter credit-control server and client MAY optionally support
a tariff change nechanism The D anmeter credit-control server may
include a Tariff-Time-Change AVP in the answer nessage. Note that
the granted units should be allocated based on the worst-case
scenario in case of forthcoming tariff change, so that the overal
reported used units would never exceed the credit reservation.

When the Diameter credit-control client reports the used units and a
tariff change has occurred during the reporting period, the D aneter
credit-control client MJUST separately item ze the units used before
and after the tariff change. |If the client is unable to distinguish
whether units straddling the tariff change were used before or after
the tariff change, the credit-control client MUST item ze those units
in a third category.

If a client does not support the tariff change nechanismand it
receives a CCA nessage carrying the Tariff-Time-Change AVP, it MJST
termnate the credit-control session, giving a reason of

DI AVETER_BAD _ANSWER i n the Term nati on- Cause AVP.

For tinme based services, the quota is continuously consunmed at the
regular rate of 60 seconds per mnute. At the tinme when credit
resources are allocated, the server already knows how many units wll
be consuned before the tariff tinme change and how many units will be
consuned afterward. Similarly, the server can deternmine the units
consuned at the before rate and the units consuned at the rate
afterward in the event that the end-user closes the session before
the consunption of the allotted quota. There is no need for
additional traffic between client and server in the case of tariff
ti me changes for continuous tine based service. Therefore, the
tariff change nmechanismis not used for such services. For tine-
based services in which the quota is NOT continuously consuned at a
regular rate, the tariff change mechani sm described for vol unme and
event units MAY be used.

5.1.2. Credit-Control for Miultiple Services within a (sub-) Session

When mul tiple services are used within the sane user session and each
service or group of services is subject to different cost, it is
necessary to performcredit-control for each service independently.
Maki ng use of credit-control sub-sessions to achieve independent
credit-control will result in increased signaling | oad and usage of
resources in both the credit-control client and the credit-control
server. For instance, during one network access session the end user
may use several http-services subject to different access cost. The
network access specific attributes such as the quality of service
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(QS) are conmon to all the services carried within the access
bearer, but the cost of the bearer may vary depending on its content.

To support these scenarios optimally, the credit-control application
enabl es i ndependent credit-control of nultiple services in a single
credit-control (sub-)session. This is achieved by including the
optional Miltiple-Services-Credit-Control AVP in Credit-Control -
Request/ Answer nessages. It is possible to request and all ocate
resources as a credit pool shared between nultiple services. The
services can be grouped into rating groups in order to achi eve even
further aggregation of credit allocation. It is also possible to
request and allocate quotas on a per service basis. Were quotas are
allocated to a pool by means of the Miltiple-Services-Credit-Control
AVP, the quotas renmin independent objects that can be re-authorized
i ndependently at any tine. Quotas can also be given independent
result codes, validity tines, and Final-Unit-Indications.

A Rating-Goup gathers a set of services, identified by a Service-

I dentifier, and subject to the sanme cost and rating type (e.g.,
$0.1/mnute). It is assunmed that the service elenment is provided
with Rating-Goups, Service-ldentifiers, and their associ ated
paraneters that define what has to be netered by nmeans outside the
scope of this specification. (Exanples of paranmeters associated to
Service-ldentifiers are I|P 5-tuple and HTTP URL.) Service-ldentifiers
enabl e authorization on a per-service based credit as well as

item zed reporting of service usage. It is up to the credit-contro
server whether to authorize credit for one or nore services or for

t he whol e rating-group. However, the client SHOULD al ways report
used units at the finest supported |level of granularity. Where quota
is allocated to a rating-group, all the services belonging to that
group draw fromthe allotted quota. The following is a graphical
representation of the relationship between service-identifiers,

rati ng-groups, credit pools, and credit-control (sub-)session

DCC ( Sub-) Sessi on

Fomm oo oo - Fomm e m o e Fomm e e oo S +
I I I
Service-1d a Service-ld b Service-1d ¢ Service-1d d..... Service-1d z
\ / \ / /
\ / \ / /
\ / Rating-Goup 1....... Rating- G oup n
\ I I
Quota @ --------------- Quot a Quot a
I / I
N / |
Cr edi t - Pool Cr edi t - Pool
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I f independent credit-control of nultiple services is used, the
validity-tinme and final-unit-indication SHOULD be present either in
the Multiple-Services-Credit-Control AVP(s) or at command | evel as
single AVPs. However, the Result-Code AVP MAY be present both on the
command | evel and within the Multipl e-Services-Credit-Control AVP

If the Result-Code on the command | evel indicates a value other than
SUCCESS, then the Result-Code on command | evel takes precedence over
any included in the Miltiple-Services-Credit-Control AVP.

The credit-control client MJST indicate support for independent
credit-control of nultiple services within a (sub-)session by
including the Multiple-Services-Indicator AVP in the first
interrogation. A credit-control server not supporting this feature
MUST treat the Multiple-Services-Indicator AVP and any received

Mul ti pl e-Services-Credit-Control AVPs as invalid AVPs.

If the client indicated support for independent credit-control of
multiple services, a credit-control server that wi shes to use the
feature MJUST return the granted units within the Miltiple-Services-
Credit-Control AVP associated to the correspondi ng service-identifier
and/ or rating-group.

To avoid a situation where several parallel (and typically also
small) credit reservations nust be nmade on the same account (i.e.,
credit fragnmentation), and also to avoid unnecessary |oad on the
credit-control server, it is possible to provide service units as a
pool that applies to nultiple services or rating groups. This is
achi eved by providing the service units in the formof a quota for a
particul ar service or rating group in the Miltiple-Services-Credit-
Control AVP, and also by including a reference to a credit pool for
that unit type

The reference includes a multiplier derived fromthe rating
paraneter, which translates fromservice units of a specific type to
the abstract service units in the pool. For instance, if the rating
paraneter for service 1 is $1/MB and the rating paraneter for service
2 is $0.5/MB, the nultipliers could be 10 and 5 for services 1 and 2,
respectively.

If Sis the total service units within the pool, M, M, ..., M are
the multipliers provided for services 1, 2, ..., n, and Cl1, C2, ...
Cn are the used resources within the session, then the pool credit is
exhausted and re-authorizati on MUST be sought when:

ClI*ML + C2M2 + ... + Cn*Mh >= S
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The total credit in the pool, S, is calculated fromthe quotas, which
are currently allocated to the pool as foll ows:

S = QI*ML + Q*M2 + ... + Qn*Mh

If services or rating groups are added to or renoved fromthe pool
then the total credit is adjusted appropriately. Note that when the
total credit is adjusted because services or rating groups are
renmoved fromthe pool, the value that need to be renoved is the
consuned one (i.e., Ox*M).

Re- aut hori zations for an individual service or rating group nmay be
sought at any tine; for exanple, if a 'non-pooled quota is used up
or the Validity-Time expires.

Where multiple G S-U Pool - Ref erence AVPs (section 8.30) with the same
G S-U Pool -ldentifier are provided within a Miltiple-Services-
Credit-Control AVP (section 8.16) along with the G anted- Service-Unit
AVP, then these MJST have different CC Unit-Type values, and they al
draw fromthe credit pool separately. For instance, if one
multiplier for tinme (Mt) and one nultiplier for volume (Mv) are

gi ven, then the used resources fromthe pool is the sum Clt*MLt +
Clv*MLv, where Clt is the time unit and Clv is the volune unit.

Where service units are provided within a Miultiple-Services-Credit-
Control AVP without a correspondi ng G S-U Pool - Ref erence AVP, then
t hese are handl ed i ndependently fromany credit pool and from any
ot her services or rating groups within the session

The credit pool concept is an optimal tool to avoid the over-
reservation effect of the basic single quota tariff tinme change
nmechani sm (t he mechani sm descri bed in section 5.1.1). Therefore,

D aneter credit-control clients and servers inplenenting the

i ndependent credit-control of multiple services SHOULD | everage the
credit pool concept when supporting the tariff time change. The

D aneter credit-control server SHOULD include both the Tariff-Tine-
Change and Tari ff-Change-Usage AVPs in two quota allocations in the
answer nessage (i.e., two instances of the Multiple-Services-Credit-
Control AVP). One of the granted units is allocated to be used
before the potential tariff change, while the second granted units
are for use after a tariff change. Both granted unit quotas MJST
contain the same Service-ldentifier and/or Rating-Goup. This dual
quot a nmechani sm ensures that the overall reported used units would
never exceed the credit reservation. The Dianmeter credit-contro
client reports both the used units before and after the tariff change
in a single instance of the Miltiple-Services-Credit-Control AVP.
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The failure handling for credit-control sessions is defined in
section 5.7 and reflected in the basic credit-control state nachine
in section 7. Credit-control clients and servers inplenenting the

i ndependent credit-control of multiple services in a (sub-)session
functionality MJST ensure failure handling and general behavior fully
consistent with the above mentioned sections, while maintaining the
ability to handle parallel ongoing credit re-authorization within a
(sub-)session. Therefore, it is RECOWENDED that Di anmeter credit-
control clients naintain a Pendi ngU nessage queue and restart the Tx
timer (section 13) every tine a CCR nessage with the val ue
UPDATE_REQUEST is sent while they are in PendingU state. Wen
answers to all pending nmessages are received, the state nachi ne noves
to OPEN state, and Tx is stopped. Naturally, the action performed
when a problem for the session is detected according to section 5.7
affects all the ongoing services (e.g., failover to a backup server
if possible affect all the CCR nessages with the val ue UPDATE_REQUEST
i n the Pendi ngU queue).

Since the client may send CCR nmessages with the val ue UPDATE REQUEST
while in PendingU (i.e., without waiting for an answer to ongoi ng
credit re-authorization), the time space between these requests my
be very short, and the server may not have received the previous
request (s) yet. Therefore, in this situation the server nmay receive
out of sequence requests and SHOULD NOT consider this an error
condition. A proper answer is to be returned to each of those
requests.

5.2. First Interrogation

When session based credit-control is required (e.g., the

aut henti cation server indicated a prepaid user), the first
interrogati on MUST be sent before the Dianmeter credit-control client
all ows any service event to the end user. The CC-Request-Type is set
to the value INITIAL_REQUEST in the request nessage.

If the Dianeter credit-control client knows the cost of the service
event (e.g., a content server delivering ringing tones may know their
cost) the nonetary anount to be charged is included in the
Request ed- Service-Unit AVP. |If the Diameter credit-control client
does not know the cost of the service event, the Requested- Service-
Unit AVP MAY contain the nunber of requested service events. Were
the Multiple-Services-Credit-Control AVP is used, it MJST contain the
Request ed- Service-Unit AVP to indicate that the quota for the

associ ated service/rating-group is requested. In the case of

mul tiple services, the Service-lIdentifier AVP or the Rating-G oup AVP
within the Miltiple-Services-Credit-Control AVP always indicates the
servi ce concerned. Additional service event information to be rated
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MAY be sent as service specific AVPs or MAY be sent within the

Servi ce-Paraneter-Info AVP at command | evel. The Service-Context-1d
AVP indicates the service specific docunent applicable to the
request.

The Event-Ti nestanp AVP SHOULD be included in the request and
contains the time when the service event is requested in the service
el ement. The Subscription-Id AVP SHOULD be included to identify the
end user in the credit-control server. The credit-control client NAY
i ncl ude the User-Equi pnment-1nfo AVP so that the credit-control server
has sone indication of the type and capabilities of the end user
access device. How the credit-control server uses this information
is outside the scope of this docunent.

The credit-control server SHOULD rate the service event and nake a
credit-reservation fromthe end user’s account that covers the cost
of the service event. |If the type of the Requested-Service-Unit AVP
is money, no rating is needed, but the correspondi ng nonetary anount
is reserved fromthe end user’s account.

The credit-control server returns the Granted-Service-Unit AVP in the
Answer nessage to the Diameter credit-control client. The G anted-
Service-Unit AVP contains the anount of service units that the

Di ameter credit-control client can provide to the end user until a
new Credit-Control - Request MJUST be sent to the credit-control server
If several unit types are sent in the Answer nmessage, the credit-
control client MJST handl e each unit type separately. The type of
the Granted- Service-Unit AVP can be tinme, volume, service specific,

or noney, depending on the type of service event. The unit type(s)
SHOULD NOT be changed within an ongoing credit-control session.

There MJUST be a maxi mum of one instance of the same unit type in one
Answer nessage. However, if multiple quotas are conveyed to the
credit-control client in the Miltiple-Services-Credit-Control AVPs,
it is possible to carry two instances of the same unit type
associated to a service-identifier/rating-group. This is typically
the case when a tariff time change is expected and the credit-contro
server wants to nake a distinction between the granted quota before
and after tariff change.

If the credit-control server determnes that no further control is
needed for the service, it MAY include the result code indicating
that the credit-control is not applicable (e.g., if the service is
free of charge). This result code at command | evel inplies that the
credit-control session is to be term nated.

The Credit-Control - Answer nessage MAY al so include the Final-Unit-
I ndi cation AVP to indicate that the answer nessage contains the fina
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units for the service. After the end user has consuned these units,
the Dianeter credit-control-client MUST behave as described in
section 5.6.

Thi s docunent defines two different approaches to performthe first
interrogation to be used in different network architectures. The
first approach uses credit-control nessages after the user’s

aut hori zati on and authentication takes place. The second approach
uses service specific authorization nessages to performthe first
interrogation during the user’s authorization/authentication phase,
and credit-control messages for the internediate and fina
interrogations. |If an inplenentation of the credit-control client
supports both the nethods, determ ning which method to use SHOULD be
confi gurabl e.

In service environnments such as the Network Access Server (NAS), it
is desired to performthe first interrogation as part of the

aut hori zati on/ aut henti cati on process for the sake of protocol
efficiency. Further credit authorizations after the first
interrogation are performed with credit-control commands defined in
this specification. Inplenmentations of credit-control clients
operating in the mentioned environments SHOULD support this nethod.
If the credit-control server and AAA server are separate physical
entities, the service el enent sends the request nessages to the AAA
server, which then issues an appropriate request or proxies the
received request forward to the credit-control server.

In other service environnents, such as the 3GPP network and sone SIP
scenarios, there is a substantial decoupling between

regi stration/access to the network and the actual service request
(i.e., the authentication/authorization is executed once at

regi stration/access to the network and is not executed for every
servi ce event requested by the subscriber). In these environnents,
it is nore appropriate to performthe first interrogation after the
user has been authenticated and authorized. The first, the
internmediate, and the final interrogations are executed with credit-
control commands defined in this specification

O her | ETF standards or standards devel oped by ot her standardization
bodi es may define the nost suitable nethod in their architectures.

5.2.1. First Interrogation after Authorization and Authentication

The Dianeter credit-control client in the service elenment nmay get
information fromthe authorization server as to whether credit-
control is required, based on its know edge of the end user. |If
credit-control is required the credit-control server needs to be
contacted prior to initiating service delivery to the end user. The
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accounting protocol and the credit-control protocol can be used in
parallel. The authorization server may al so determ ne whether the
paral l el accounting streamis required.

The followi ng diagramillustrates the case where both protocols are
used in parallel and the service el enent sends credit-control
nmessages directly to the credit-control server. More credit-control
sequence exanples are given in Annex A

Di anet er
End User Servi ce El ement AAA Server CC Server
(CC dient)
Regi stration | AA request/answer(accounting,cc or both)
Cmmmmmememeae e R L >|

| CCR(Initial,Credit-Control AVPs)

| e e T >
| CC streani | | CCA(Ganted-Units)
| H e |
| Service Delivery | |
| <---mmmmmee - >| ACR(start, Accounting AVPS) |
| |- > + |
| | ACA || Accounting stream |
| | < |+ |
I I I I
| | | |
| | CCR(Update, Used- Units) |
| [ oo >
| | | CCA(Ganted-Units)|
| | e |
I : I I I
| D | | |
| End of Service | | |
EEEEEE TR > CCR(Term nation, Used-Units) |
| |- >
I I I CCA |
| R CEEAEERRREEEEEE L EEEEEEEEE R |
I | ACR(stop) I I
R EnaEREEEEET e > |
I I ACA | I
| | < | |

Figure 2: Protocol exanple with first interrogation after user’s
aut hori zati on/ aut henti cati on
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5.2.2. Authorization Messages for First Interrogation

The Di aneter credit-control client in the service el ement MJST
actively co-operate with the authorization/authentication client in
the construction of the AA request by adding appropriate credit-
control AVPs. The credit-control client MJUST add the Credit-Contro
AVP to indicate credit-control capabilities and MAY add ot her

rel evant credit-control specific AVPs to the proper

aut hori zati on/ aut henti cati on conmand to performthe first
interrogation toward the home Di aneter AAA server. The Auth-
Application-1d is set to the appropriate value, as defined in the
rel evant service specific authorization/authentication application
docunent (e.g., [NASREQ, [DIAM P]). The hone Di anmeter AAA server
aut henti cat es/ aut hori zes the subscriber and determ nes whet her
credit-control is required.

If credit-control is not required for the subscriber, the hone

Di ameter AAA server will respond as usual, with an appropriate AA
answer nessage. |If credit-control is required for the subscriber and
the Credit-Control AVP with the value set to CRED T_AUTHORI ZATI ON was
present in the authorization request, the home AAA server MJST
contact the credit-control server to performthe first interrogation
If credit-control is required for the subscriber and the Credit-
Control AVP was not present in the authorization request, the hone
AAA server MUST send an authorization reject answer nessage.

The Di aneter AAA server supporting credit-control is required to send
the Credit-Control - Request command (CCR) defined in this docunment to
the credit-control server. The Di aneter AAA server popul ates the CCR
based on service specific AVPs used for input to the rating process,
and possibly on credit-control AVPs received in the AA request. The
credit-control server will reserve nobney fromthe user’s account,

will rate the request and will send a Credit-Control - Answer nessage
to the hone Di aneter AAA server. The answer nessage includes the
Grant ed- Service-Unit AVP(s) and MAY include other credit-control
specific AVPs, as appropriate. Additionally, the credit-control
server MAY set the Validity-Tinme and MAY include the Credit-Control -
Fai | ure-Handl i ng AVP and the Direct-Debiting-Failure-Handling AVP to
determ ne what to do if the sending of credit-control nessages to the
credit-control server has been tenporarily prevented.

Upon receiving the Credit-Control - Answer message fromthe credit-
control server, the hone Dianmeter AAA server will populate the AA
answer with the received credit-control AVPs and with the appropriate
service attributes according to the authorization/authentication
specific application (e.g., [NASREQ, [DDAMMP]). It will then
forward the packet to the credit-control client. |f the hone

D aneter AAA server receives a credit-control reject nmessage, it wll
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sinply generate an appropriate authorization reject nmessage to the
credit-control client, including the credit-control specific error
code.

In this nodel, the credit-control client sends further credit-contro
nmessages to the credit-control server via the hone D anmeter AAA
server. Upon receiving a successful authorization answer nessage
with the Granted-Service-Unit AVP(s), the credit-control client wll
grant the service to the end user and will generate an internediate
credit-control request, as required by using credit-control comrands.
The CC- Request - Nunber of the first UPDATE_REQUEST MUST be set to 1
(for how to produce uni que value for the CC Request-Nunber AVP, see
section 8.2).

If service specific re-authorization is performed (i.e.,
authorization-lifetine expires), the credit-control client MJST add
to the service specific re-authorization request the Credit-Control
AVP with a value set to RE_AUTHORI ZATION to indicate that the
credit-control server MUST NOT be contacted. Wen session based
credit-control is used for the subscriber, a constant credit-control
nmessage stream flows through the hone D anmeter AAA server. The home
Di aneter AAA server can make use of this credit-control nessage flow
to deduce that the user’s activity is ongoing; therefore, it is
recommended to set the authorization-lifetinme to a reasonably high
val ue when credit-control is used for the subscriber

In this scenario, the hone Di aneter AAA server MJST advertise support

for the credit-control application to its peers during the capability
exchange process.
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The followi ng diagramillustrates the use of
aut hori zati on/ aut henti cati on nessages to performthe first
interrogation. The parallel accounting streamis not shown in the

figure.
Servi ce El ement Di anet er
End User (CC dient) AAA Server CC Server
| Service Request | AA Request (CC AVPs) |
R > -e o >

I
| CCR(Initial, CC AVPs)

I
I
I
I S |
| |
| |
I | |
I I I
I I I
| | |
I CCR( Updat e, Used- Uni t s) |
I

I

I CCA(Grant ed-Uni tS) | <----==----cs=nomm-=- |
I

I

I

I

I
I
|
CCR( Term nati on, Used- Uni ts) |
[
I
I

I >

| R > CCR(Term, Used-Units)
| | |- >

I I I CCA

I I O I
I | <--mmmmmm e I I

Figure 3: Protocol exanple with use of the
aut hori zati on nmessages for the first interrogation

5.3. Internediate Interrogation

When all the granted service units for one unit type are spent by the
end user or the Validity-Time is expired, the Dianmeter credit-control
client MUST send a new Credit-Control -Request to the credit-control
server. In the event that credit-control for nultiple services is
applied in one credit-control session (i.e., units associated to
Service-ldentifier(s) or Rating-Goup are granted), a new Credit-
Control - Request MUST be sent to the credit-control server when the
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credit reservation has been wholly consuned, or upon expiration of
the Validity-Tine. 1t is always up to the Dianmeter credit-contro
client to send a new request well in advance of the expiration of the
previous request in order to avoid interruption in the service
element. Even if the granted service units reserved by the credit-
control server have not been spent upon expiration of the Validity-
Time, the Dianeter credit-control client MIST send a new Credit-
Control -Request to the credit-control server

There can al so be nid-session service events, which night affect the
rating of the current service events. |In this case, a spontaneous
updating (a new Credit-Control - Request) SHOULD be sent incl uding
information related to the service event even if all the granted
service units have not been spent or the Validity-Ti ne has not

expi red.

When the used units are reported to the credit-control server, the
credit-control client will not have any units in its possession

bef ore new granted units are received fromthe credit-control server
Wien the new granted units are received, these units apply fromthe
poi nt where the neasurenent of the reported used units stopped.
Wher e i ndependent credit-control of rnultiple services is supported,
this process may be executed for one or nore services, a single

rati ng-group, or a pool within the (sub)session

The CC-Request-Type AVP is set to the val ue UPDATE_REQUEST in the

i nternmedi ate request nessage. The Subscription-Id AVP SHOULD be
included in the internedi ate nessage to identify the end user in the
credit-control server. The Service-Context-ld AVP indicates the
servi ce specific docunent applicable to the request.

The Requested- Service-Unit AVP MAY contain the new anmount of
requested service units. Were the Miltiple-Services-Credit-Contro
AVP is used, it MJST contain the Requested-Service-Unit AVP if a new
guota is requested for the associated service/rating-group. The
Used- Service-Unit AVP contains the amount of used service units
nmeasured fromthe point when the service becane active or, if interim
interrogations are used during the session, fromthe point when the
previ ous measurenent ended. The sanme unit types used in the previous
message SHOULD be used. |If several unit types were included in the
previ ous answer nessage, the used service units for each unit type
MJST be report ed.

The Event-Ti nestanp AVP SHOULD be included in the request and

contains the tinme of the event that triggered the sending of the new
Credi t-Control - Request.
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The credit-control server MJST deduct the used anmpbunt fromthe end

user’s account. It MAY rate the new request and nmake a new credit-
reservation fromthe end user’s account that covers the cost of the
requested service event.

A Credit-Control - Answer nessage with the CC Request-Type AVP set to
t he val ue UPDATE_REQUEST MAY i ncl ude the Cost-Informtion AVP
containing the accunul ated cost estimation for the session, w thout
taking any credit-reservation into account.

The Credit-Control - Answer nessage MAY al so include the Final-Unit-

I ndi cation AVP to indicate that the answer nessage contains the fina
units for the service. After the end user has consuned these units,
the Dianeter credit-control-client MJUST behave as described in
section 5. 6.

There can be several internediate interrogations within a session
5.4. Final Interrogation

When the end user term nates the service session, or when the
graceful service term nation described in section 5.6 takes pl ace,
the Dianeter credit-control client MJST send a final Credit-Control -
Request nessage to the credit-control server. The CC Request-Type
AVP is set to the value TERM NATI ON_REQUEST. The Service-Context-1Id
AVP indicates the service specific docunent applicable to the
request.

The Event-Ti nestanp AVP SHOULD be included in the request and
contains the tine when the session was term nated.

The Used- Service-Unit AVP contains the amount of used service units
nmeasured fromthe point when the service becane active or, if interim
i nterrogations are used during the session, fromthe point when the
previ ous measurenent ended. |If several unit types were included in
the previ ous answer nessage, the used service units for each unit
type MJST be report ed.

After final interrogation, the credit-control server MJST refund the
reserved credit ampunt not used to the end user’s account and deduct
the used nonetary amount fromthe end user’s account.

A Credit-Control - Answer nessage with the CC Request-Type set to the
val ue TERM NATI ON_REQUEST MAY include the Cost-Infornmation AVP
containing the estimated total cost for the session in question.

If the user logs off during an ongoing credit-control session, or if
sone ot her reason causes the user to becone |ogged off (e.g., final-
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unit indication causes user |ogoff according to |ocal policy), the
service el enment, according to application specific policy, may send a
Sessi on- Termi nati on- Request (STR) to the hone Di aneter AAA server as
usual [DIAVMBASE]. Figure 4 illustrates the case when the final-unit

i ndi cati on causes user |ogoff upon consunption of the final granted
units and the generation of STR

Servi ce El enent AAA Ser ver CC Server
End User (CC dient)
Service Delivery

I
CCR( Updat e, Used- Uni ts) |
[-----mmmme e >| CCR(Updat e, Used- Uni ts)
| |- >|
| CCA(Final -Unit, Term nate)
CCA(Final -Unit, Termnate)|<------------------- |

| <---mmmmm e I I

I

- I I I

Di sconnect user | | |

S | CCR(Term nation, Used-Units) |
R > CCR(Term, Used-Units)

| |- >

I I CCA |

| CCA | <------mmmmmmeeaaa |

| <o I I

| STR | |

|- >| I

| STA | |

| <---memmm - I I

Fi gure 4: User disconnected due to exhausted account
5.5. Server-Initiated Credit Re-Authorization

The Dianeter credit-control application supports server-initiated
re-authorization. The credit-control server MAY optionally initiate
the credit re-authorization by issuing a Re-Auth-Request (RAR) as
defined in the Di anmeter base protocol [DH AVBASE]. The Auth-
Application-1d in the RAR nessage is set to 4 to indicate D aneter
Credit Control, and the Re-Auth-Request-Type is set to

AUTHORI ZE_ONLY.
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Section 5.1.2 defines the feature to enable credit-control for

mul tiple services within a single (sub-)session where the server can
aut horize credit usage at a different |level of granularity. Further,
the server may provide credit resources to nultiple services or
rating groups as a pool (see section 5.1.2 for details and
definitions). Therefore, the server, based on its service |ogic and
its know edge of the ongoing session, can decide to request credit
re-authorization for a whole (sub-)session, a single credit pool, a
single service, or a single rating-group. To request credit re-
authori zation for a credit pool, the server includes in the RAR
nmessage the G S-U Pool -1dentifier AVP indicating the affected pool
To request credit re-authorization for a service or a rating-group,
the server includes in the RAR nessage the Service-ldentifier AVP or
the Rating-Goup AVP, respectively. To request credit re-

aut horization for all the ongoing services within the (sub-)session
the server includes none of the above nentioned AVPs in the RAR
nessage.

If a credit re-authorization is not already ongoing (i.e., the
credit-control session is in Qpen state), a credit control client
that receives an RAR nessage with Session-1d equal to a currently
active credit-control session MJST acknow edge the request by sending
t he Re- Aut h- Answer (RAA) nmessage and MJUST initiate the credit re-

aut hori zation toward the server by sending a Credit-Control - Request
nmessage with the CC- Request-Type AVP set to the val ue UPDATE REQUEST
The Resul t-Code 2002 (DI AVETER LI M TED _SUCCESS) SHOULD be used in the
RAA nmessage to indicate that an additional nessage (i.e., CCR nmessage
with the val ue UPDATE REQUEST) is required to conplete the procedure.
If a quota was allocated to the service, the credit-control client
MUST report the used quota in the Credit-Control-Request. Note that
the end user does not need to be pronpted for the credit re-

aut hori zation, since the credit re-authorization is transparent to
the user (i.e., it takes place exclusively between the credit-control
client and the credit-control server).

Where multiple services in a user’'s session are supported, the
procedure in the above paragraph will be executed at the granularity
requested by the server in the RAR nessage.

If credit re-authorization is ongoing at the tinme when the RAR
nmessage is received (i.e., RAR-CCR collision), the credit-contro
client successfully acknow edges the request but does not initiate a
new credit re-authorization. The Result-Code 2001 (DI AMETER SUCCESS)
SHOULD be used in the RAA nessage to indicate that a credit re-

aut hori zation procedure is already ongoing (i.e., the client was in
Pendi ngU state when the RAR was received). The credit-control server
SHOULD process the Credit-Control -Request as if it was received in
answer to the server initiated credit re-authorization, and should
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consider the server initiated credit re-authorization process
successful upon reception of the Re-Auth-Answer nessage.

When nultiple services are supported in a user’s session, the server
may request credit re-authorization for a credit pool (or for the
(sub-)session) while a credit re-authorization is already ongoing for
some of the services or rating-groups. |In this case, the client
acknowl edges the server request with an RAA nessage and MJST send a
new Credit-Control - Request nessage to performre-authorization for
the remai ni ng services/rating-groups. The Result-Code 2002

(DI AMETER LI M TED_SUCCESS) SHOULD be used in the RAA nessage to

i ndicate that an additional nessage (i.e., CCR nessage with val ue
UPDATE_REQUEST) is required to conplete the procedure. The server
processes the received requests and returns an appropriate answer to
bot h requests.

The above-defined procedures are enabled for each of the possibly

active Dianeter credit-control sub-sessions. The server MAY request
re-authorization for an active sub-session by including the CC Sub-
Session-1d AVP in the RAR nessage in addition to the Session-Id AVP.

5.6. G aceful Service Term nation

When the user’s account runs out of noney, the user may not be
allowed to conpile additional chargeable events. However, the hone
service provider may offer some services; for instance, access to a
service portal where it is possible to refill the account, for which
the user is allowed to benefit for a limted tine. The |ength of
this tine is usually dependent on the home service provider policy.

This section defines the optional graceful service ternination
feature that MAY be supported by the credit-control server. Credit-
control client inplenentations MJST support the Final-Unit-1ndication
with at |east the teardown of the ongoing service session once the
subscri ber has consuned all the final granted units.

Wher e i ndependent credit-control of nultiple services in a single
credit-control (sub-)session is supported, it is possible to use the
graceful service termi nation for each of the services/rating-groups
i ndependently. Naturally, the graceful service term nation process
defined in the followi ng sub-sections will apply to the specific
service/rating-group as requested by the server.

In sone service environments (e.g., NAS), the graceful service
ternmination may be used to redirect the subscriber to a service
portal for online balance refill or other services offered by the
honme service provider. |In this case, the graceful termnation
process installs a set of packet filters to restrict the user’s
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access capability only to/fromthe specified destinations. Al the
| P packets not matching the filters will be dropped or, possibly,
re-directed to the service portal. The user may al so be sent an
appropriate notification as to why the access has been linited.
These actions nmay be comuni cated explicitly fromthe server to the
client or may be configured per-service at the client. Explicitly
signhal ed redirect or restrict instructions always take precedence
over configured ones.

It is also possible use the graceful service ternmination to connect
the prepaid user to a top-up server that plays an announcenent and
pronpts the user to replenish the account. In this case, the
credit-control server sends only the address of the top-up server
where the prepaid user shall be connected after the final granted
units have been consunmed. An exanple of this is given in Appendix A
(Flow VI ).

The credit-control server MAY initiate the graceful service
ternmination by including the Final-Unit-Indication AVP in the
Credit-Control -Answer to indicate that the nmessage contains the fina
units for the service.

When the credit-control client receives the Final-Unit-Indication AVP
in the answer fromthe server, its behavior depends on the val ue
indicated in the Final-Unit-Action AVP. The server may request the
foll ow ng actions: TERM NATE, REDI RECT, or RESTRI CT_ACCESS.

A following figure illustrates the graceful service termnation
procedure described in the follow ng sub-sections.
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Figure 5: Optional graceful service term nation procedure
5.6.1. Terminate Action

The Final-Unit-Indication AVP with Final-Unit-Action TERM NATE does
not include any other information. Wen the subscriber has consuned
the final granted units, the service element MJUST term nate the
service. This is the default handling applicabl e whenever the
credit-control client receives an unsupported Final-Unit-Action val ue
and MJUST be supported by all the Diameter credit-control client

i npl ementations conformng to this specification. A final Credit-
Control - Request nessage to the credit-control server MJST be sent if
the Final-Unit-Indication AVP indicating acti on TERM NATE was present
at command |l evel. The CC- Request-Type AVP in the request is set to

t he val ue TERM NATI ON_REQUEST.

5.6.2. Redirect Action

The Final-Unit-Indication AVP with Final-Unit-Action RED RECT
indicates to the service el enment supporting this action that, upon
consunption of the final granted units, the user MJST be re-directed
to the address specified in the Redirect-Server AVP as foll ows.

The credit-control server sends the Redirect-Server AVP in the
Credit-Control - Answer nmessage. |In such a case, the service el enent
MUST redirect or connect the user to the destination specified in the
Redi rect-Server AVP, if possible. Wen the end user is redirected
(by using protocols others than Dianmeter) to the specified server or
connected to the top-up server, an additional authorization (and
possi bly authentication) nay be needed before the subscriber can

repl eni sh the account; however, this is out of the scope of this
speci ficati on.

In addition to the Redirect-Server AVP, the credit-control server MNAY
i nclude one or nmore Restriction-Filter-Rule AVPs or one or nore
Filter-1d AVPs in the Credit-Control-Answer nessage to enable the
user to access other services (for exanple, zero-rated services). In
such a case, the access device MJIST drop all the packets not natching
the IP filters specified in the Credit-Control - Answer nessage and, if
possible, redirect the user to the destination specified in the

Redi rect - Server AVP.

An entity other than the credit-control server may provision the
access device with appropriate | P packet filters to be used in
conjunction with the Dianeter credit-control application. This case
is considered in section 5.6.3.
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Wien the final granted units have been consuned, the credit-contro
client MUST performan internediate interrogation. The purpose of
this interrogation is to indicate to the credit-control server that
the specified action started and to report the used units. The
credit-control server MJST deduct the used anmount fromthe end user’s
account but MJST NOT nmake a new credit reservation. The credit-
control client, however, may send internediate interrogations before
all the final granted units have been consunmed for which rating and
noney reservation may be needed; for instance, upon Validity-Tine
expires or upon nid-session service events that affect the rating of
the current service. Therefore, the credit-control client MJUST NOT
include any rating related AVP in the request sent once all the fina
granted units have been consunmed as an indication to the server that
the requested final unit action started, rating and noney reservation
are not required (when the Multiple-Services-Credit-Control AVP is
used, the Service-ldentifier or Rating-Goup AVPs is included to

i ndicate the concerned services). Naturally, the Credit-Control -
Answer nessage does not contain any granted service unit and MJST
include the Validity-Tine AVP to indicate to the credit-contro
client how I ong the subscriber is allowed to use network resources
before a new internediate interrogation is sent to the server.

At the expiry of Validity-Time, the credit-control client sends a

Credit-Control - Request (UPDATE_REQUEST) as usual. This nessage does
not include the Used-Service-Unit AVP, as there is no allotted quota
to report. The credit-control server processes the request and MJST

performthe credit reservation. |If during this time the subscriber
did not replenish his/her account, whether he/she will be
di sconnected or will be granted access to services not controlled by

a credit-control server for an unlimted tinme is dependent on the
honme service provider policy (note: the latter option inplies that
the service elenent should not renove the restriction filters upon
termination of the credit-control). The server will return the
appropriate Result-Code (see section 9.1) in the Credit-Control -
Answer nessage in order to inplenment the policy-defined action.

O herwi se, new quota will be returned, the service el enent MJST
renove all the possible restrictions activated by the graceful
service term nation process and continue the credit-control session
and service session as usual

The credit-control client may not wait until the expiration of the
Validity-Tinme and may send a spontaneous update (a new Credit-
Control -Request) if the service element can determ ne, for instance,
t hat conmuni cati on between the end user and the top-up server took
pl ace. An exanple of this is given in Appendix A (Figure A 8).
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Note that the credit-control server may already have initiated the
above-descri bed process for the first interrogation. However, the
user’s account might be enpty when this first interrogation is
perfornmed. In this case, the subscriber can be offered a chance to
repl eni sh the account and continue the service. The credit-contro
client receives a Credit-Control -Answer or service specific

aut hori zation answer with the Final-Unit-Indication and Validity-Tinme

AVPs but no Granted-Service-Unit. It inmediately starts the gracefu
service termnation wi thout sending any nessage to the server. An
exanple of this case is illustrated in Appendix A

5.6.3. Restrict Access Action

A Final-Unit-Indication AYP with the Final-Unit-Action

RESTRI CT_ACCESS i ndicates to the device supporting this action that
the user’s access MJST be restricted according to the |IP packet
filters given in the Restriction-Filter-Rule AVP(s) or according to
the I P packet filters identified by the Filter-1d AVP(s). The
credit-control server SHOULD include either the Restriction-Filter-
Rule AVP or the Filter-Id AVP in the Credit-Control-Answer nessage.

An entity other than the credit-control server may provision the
access device with appropriate |IP packet filters to be used in
conjunction with the Dianmeter credit-control application. Such an
entity may, for instance, configure the access device with IP flows
to be passed when the Diameter credit-control application indicates
RESTRI CT_ACCESS or REDI RECT. The access devi ce passes | P packets
according to the filter rules that nmay have been received in the
Credit-Control - Answer nessage in addition to those that may have been
configured by the other entity. However, when the user’s account
cannot cover the cost of the requested service, the action taken is
the responsibility of the credit-control server that controls the
prepai d subscri ber

I f another entity working in conjunction with the D aneter credit-
control application already provisions the access device with all the
required filter rules for the end user, the credit-control server
presurmably need not send any additional filter. Therefore, it is
RECOVMENDED t hat credit-control server inplenentations supporting the
graceful service term nation be configurable for sending the
Restriction-Filter-Rule AVP, the Filter-1d AVP, or none of the above.

Wien the final granted units have been consuned, the credit-contro
client MIST performan internediate interrogation. The credit-
control client and the credit-control server process this
internmediate interrogation and execute subsequent procedures, as
specified in the previous section for the REDI RECT acti on.
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The credit-control server nay initiate the graceful service
termination with acti on RESTRI CT_ACCESS al ready for the first
interrogation, as specified in the previous section for the REDI RECT
action.

5.6.4. Usage of the Server-lnitiated Credit Re-Authorization

Once the subscriber repl eni shes the account, she presunably expects
all the restrictions placed by the graceful termnation procedure to
be renoved i nmedi ately and unlimted service' access to be resuned.
For the best user experience, the credit-control server

i npl emrent ati on MAY support the server-initiated credit re-

aut hori zati on (see section 5.5). |In such a case, upon the successful
account top-up, the credit-control server sends the Re-Auth-Request
(RAR) message to solicit the credit re-authorization. The credit-
control client initiates the credit re-authorization by sending the
Credit-Control - Request nessage with the CC Request-Type AVP set to

t he val ue UPDATE_REQUEST. The Used-Service-Unit AVP is not included
in the request, as there is no allotted quota to report. The
Request ed- Servi ce-Unit AVP MAY be included in the request. After the
credit-control client successfully receives the Credit-Control-Answer
with new Granted-Service-Unit, all the possible restrictions
activated for the purpose of the graceful service termination MJST be
renmoved in the service elenment. The credit-control session and the
servi ce session continue as usual

5.7. Failure Procedures

The Credit-Control -Failure-Handling AVP (CCFH), as described in this
section, determ nes the behavior of the credit-control client in
fault situations. The CCFH may be received fromthe Di aneter hone
AAA server, fromthe credit-control server, or may be configured
locally. The CCFH val ue received fromthe home AAA server overrides
the locally configured value. The CCFH val ue received fromthe
credit-control server in the Credit-Control - Answer nessage al ways
overrides any existing val ue.

The aut horization server MAY include the Accounting-Real time-Required
AVP to determne what to do if the sending of accounting records to

t he accounting server has been tenporarily prevented, as defined in
[DIAMBASE]. It is RECOWENDED that the client conplenment the
credit-control failure procedures wi th backup accounting fl ow toward
an accounting server. By using different conbinations of
Accounti ng- Real ti me- Requi red and Credit-Control-Failure-Handling
AVPs, different safety levels can be built. For exanple, by choosing
a Credit-Control -Failure-Handling AVP equal to CONTINUE for the
credit-control flow and a Accounting-Real ti me-Required AVP equal to
DELI VER_AND_GRANT for the accounting flow, the service can be granted

Hakal a, et al. St andar ds Track [ Page 38]



RFC 4006 Di ameter Credit-Control Application August 2005

to the end user even if the connection to the credit-control server
is down, as long as the accounting server is able to collect the
accounting information and informati on exchange is taking place

bet ween t he accounting server and credit-control server.

As the credit-control application is based on real-tine bi-

di recti onal conmunication between the credit-control client and the
credit-control server, the usage of alternative destinations and the
buffering of nmessages may not be sufficient in the event of

comuni cation failures. Because the credit-control server has to
mai ntai n session states, noving the credit-control nmessage streamto
a backup server requires a conplex context transfer solution

Whet her the credit-control nessage streamis noved to a backup
credit-control server during an ongoing credit-control session
depends on the value of the CC- Session-Fail over AVP. However,

fail over may occur at any point in the path between the credit-
control client and the credit-control server if a transport failure
is detected with a peer, as described in [DIAMBASE]. As a
consequence, the credit-control server m ght receive duplicate
nmessages. These duplicates or out of sequence messages can be
detected in the credit-control server based on the credit-contro
server session state machine (section 7), Session-Id AVP, and CC
Request - Nunber AVP.

If a failure occurs during an ongoing credit-control session, the
credit-control client may nove the credit-control nessage streamto
an alternative server if the CC server indicated FAl LOVER _SUPPORTED
in the CC- Session-Failover AVP. A secondary credit-control server
nane, either received fromthe hone D anmeter AAA server or configured
|l ocally, can be used as an address of the backup server. |If the CC
Sessi on- Fai l over AVP is set to FAI LOVER NOT_SUPPORTED, the credit-
control nessage stream MJUST NOT be noved to a backup server.

For new credit-control sessions, failover to an alternative credit-
control server SHOULD be perforned if possible. For instance, if an
i npl enentation of the credit-control client can determine primary
credit-control server unavailability, it can establish the new
credit-control sessions with a possibly avail able secondary credit-
control server

The AAA transport profile [ AAATRANS] defines the application |ayer
wat chdog al gorithmthat enables failover froma peer that has failed
and is controlled by a watchdog tinmer (Tw) defined in [ AAATRANS].

The recommended default initial value for Tw (Twinit) is 30 seconds.
Twinit may be set as |ow as 6 seconds; however, according to

[ AAATRANS], setting too low a value for Twinit is likely to result in
an increased probability of duplicates, as well as an increase in
spurious failover and fail back attenpts. The Di anmeter base protoco
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is common to several different types of D aneter AAA applications
that may be run in the same service elenent. Therefore, tuning the
timer Twinit to a lower value in order to satisfy the requirenments of
real -time applications, such as the Dianmeter credit-contro
application, will certainly cause the above nentioned problens. For
prepai d services, however, the end user expects an answer fromthe
network in a reasonable tinme. Thus, the Dianmeter credit-control
client will react faster than woul d the underlying base protocol
Therefore this specification defines the tinmer Tx that is used by the
credit-control client (as defined in section 13) to supervise the
conmuni cation with the credit-control server. Wen the timer Tx

el apses, the credit-control client takes an action to the end user
according to the Credit-Control -Failure-Handling AVP.

When Tx expires, the Dianeter credit-control client always termn nates
the service if the Credit-Control-Failure-Handling (CCFH) AVP is set
to the value TERM NATE. The credit-control session nay be noved to
an alternative server only if a protocol error DI AMETER TOO BUSY or

DI AVETER_UNABLE_TO DELI VER i s received before Tx expires. Therefore,
the val ue TERM NATE is not appropriate if proper failover behavior is
desi red.

If the Credit-Control -Failure-Handling AVP is set to the val ue

CONTI NUE or RETRY_AND TERM NATE, the service will be granted to the
end user when the tiner Tx expires. An answer nmessage with granted-
units nmay arrive later if the base protocol transport failover
occurred in the path to the credit-control server. (The Twinit
default value is 3 tinmes nore than the Tx recommended val ue.) The
credit-control client SHOULD grant the service to the end user, start
nmonitoring the resource usage, and wait for the possible | ate answer
until the tineout of the request (e.g., 120 seconds). If the request
fails and the CC-Session-Failover AVP is set to

FAI LOVER_NOT_SUPPORTED, the credit-control client term nates or

conti nues the service depending on the value set in the CCFH and MJST
free all the reserved resources for the credit-control session. |If
the protocol error DI AMETER UNABLE TO DELI VER or DI AMETER TOO BUSY i s
received or the request tinmes out and the CC- Session-Failover AVP is
set to FAILOVER SUPPORTED, the credit-control client MAY send the

request to a backup server, if possible. |If the credit-contro
client receives a successful answer fromthe backup server, it
continues the credit-control session with such a server. |If the re-

transnitted request also fails, the credit-control client term nates
or continues the service depending on the value set in the CCFH and
MJUST free all the reserved resources for the credit-control session

If a conmunication failure occurs during the graceful service

term nati on procedure, the service elenent SHOULD al ways term nate
t he ongoi ng servi ce session
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If the credit-control server detects a failure during an ongoi ng
credit-control session, it will termnate the credit-control session
and return the reserved units back to the end user’s account.

The supervision session tiner Tcc (as defined in section 13) is used
in the credit-control server to supervise the credit-control session

In order to support failover between credit-control servers,

i nformation transfer about the credit-control session and account
state SHOULD take place between the primary and the secondary
credit-control server. |Inplenmentations supporting the credit-contro
session failover MJST al so ensure proper detection of duplicate or
out of sequence nessages. The conmunication between the servers is
regarded as an inplenentation issue and is outside of the scope of
this specification.

6. One Tine Event

The one-tine event is used when there is no need to maintain any
state in the Dianeter credit-control server; for exanple, enquiring
about the price of the service. The use of a one-tinme event inplies
that the user has been authenticated and authorized beforehand.

The one tine event can be used when the credit-control client wants
to know the cost of the service event or to check the account bal ance
wi thout any credit-reservation. It can also be used for refunding
service units on the user’s account or for direct debiting wthout
any credit-reservation. The one tinme event is shown in Figure 6.

I >

Di anet er
End User Servi ce El enent AAA Server CC Server
(CC dient)
| Service Request | | |
R > | |
| CCR(Event) | |
R >| CCR(Event) |
I
I

I

| | CCA(Ganted-Units)

| CCA(Ganted-Units)|<-------------------
Service Delivery |<------------------- | |
>|

Figure 6: One tinme event

In environnents such as the 3GPP architecture, the one tinme event can
be sent fromthe service elenment directly to the credit-contro
server.
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6.1. Service Price Enquiry

The credit-control client nay need to know the price of the service
event. Services offered by application service providers whose
prices are not known in the credit-control client mght exist. The
end user mght also want to get an estimation of the price of a
service event before requesting it.

A Dianeter credit-control client requesting the cost infornmation MJST
set the CC- Request-Type AVP equal to EVENT_REQUEST, include the
Request ed- Acti on AVP set to PRI CE_ENQUI RY, and set the requested
service event information into the Service-ldentifier AVP in the
Credit-Control - Request nessage. Additional service event infornmation
may be sent as service specific AVPs or within the Service-
Paraneter-Info AVP. The Service-Context-1d AVP indicates the service
speci fi c docunent applicable to the request.

The credit-control server calculates the cost of the requested
service event, but it does not perform any account bal ance check or
credit-reservation fromthe account.

The estimated cost of the requested service event is returned to the
credit-control client in the Cost-Information AVP in the Credit-
Control - Answer nessage.

6. 2. Bal ance Check

The Di aneter credit-control client may only have to verify that the
end user’s account bal ance covers the cost of a certain service

wi t hout reserving any units fromthe account at the tinme of the
inquiry. This nmethod does not guarantee that credit would be |eft
when the Dianmeter credit-control client requests the debiting of the
account with a separate request.

A Dianeter credit-control client requesting the bal ance check MJST
set the CC- Request-Type AVP equal to EVENT_REQUEST, include a
Request ed- Acti on AVP set to CHECK BALANCE, and include the
Subscription-1d AVP in order to identify the end user in the credit-
control server. The Service-Context-Id AVP indicates the service
speci fi c docunent applicable to the request.

The credit-control server nmakes the bal ance check, but it does not
make any credit-reservation fromthe account.

The result of bal ance check (ENOUGH CREDI T/ NO CREDIT) is returned to

the credit-control client in the Check-Bal ance-Result AVP in the
Credi t-Control - Answer nessage.
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6.3. Direct Debiting

There are certain service events for which service execution is

al ways successful in the service environment. The del ay between the
service invocation and the actual service delivery to the end user
can be sufficiently long that the use of the session-based credit-
control would lead to unreasonably long credit-control sessions. In
these cases, the Dianeter credit-control client can use the one-tine
event scenario for direct debiting. The Dianeter credit-control
client SHOULD be sure that the requested service event execution
woul d be successful when this scenario is used.

In the Credit-Control - Request nessage, the CC- Request-Type is set to
t he val ue EVENT_REQUEST and t he Requested-Action AVP is set to

DI RECT_DEBI TING.  The Subscription-1d AVP SHOULD be included to
identify the end user in the credit-control server. The Event-

Ti mest anp AVP SHOULD be included in the request and contain the tine
when the service event is requested in the service elenment. The
Servi ce-Context-1d AVP indi cates the service specific docunent
applicable to the request.

The Di aneter credit-control client MAY include the nonetary anmount to
be charged in the Requested-Service-Unit AVP, if it knows the cost of
the service event. |If the Dianeter credit-control client does not
know the cost of the service event, the Requested-Service-Unit AVP
MAY contai n the nunber of requested service events. The Service-

I dentifier AVP always indicates the service concerned. Additional
service event information to be rated MAY be sent as service specific
AVPs or within the Service-Paraneter-Info AVP.

The credit-control server SHOULD rate the service event and deduct
the correspondi ng nonetary anount fromthe end user’s account. |If
the type of the Requested-Service-Unit AVP is noney, no rating is

needed, but the correspondi ng nonetary anount is deducted fromthe
end user’s account.

The credit-control server returns the Granted-Service-Unit AVP in the
Credit-Control - Answer nessage to the Dianeter credit-control client.
The Granted-Service-Unit AVP contains the anpunt of service units
that the Diameter credit-control client can provide to the end user.
The type of the Granted-Service-Unit can be tinme, volune, service
specific, or noney, depending on the type of service event.

If the credit-control server determnes that no credit-control is
needed for the service, it can include the result code indicating
that the credit-control is not applicable (e.g., service is free of
charge).
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For informative purposes, the Credit-Control - Answer nmessage MAY al so
i nclude the Cost-Information AVP containing the estimted total cost
of the requested servi ce.

6.4. Refund

Sone services may refund service units to the end user’s account; for
exanpl e, gam ng services.

The credit-control client MJUST set CC- Request-Type to the val ue
EVENT_REQUEST and t he Requested-Action AVP to REFUND _ACCOUNT in the
Credit-Control - Request nessage. The Subscription-Id AVP SHOULD be
included to identify the end user in the credit-control server. The
Servi ce-Context-1d AVP indi cates the service specific docunent
applicable to the request.

The Di aneter credit-control client MAY include the nonetary anmount to
be refunded in the Requested-Service-Unit AVP. The Service-

I dentifier AVP always indicates the concerned service. |If the

Di ameter credit-control client does not know the nonetary anount to
be refunded, in addition to the Service-ldentifier AVP it MAY send
service specific AVPs or the Service-Paraneter-Info AVP contai ning
addi ti onal service event information to be rated.

For informative purposes, the Credit-Control - Answer nessage MAY al so
i nclude the Cost-Information AVP containing the estimted nonetary
amount of refunded unit.

6.5. Failure Procedure

Fail over to an alternative credit-control server is allowed for a one
time event, as the server is not mmintaining session states. For
instance, if the credit-control client receives a protocol error

DI AMETER_UNABLE _TO DELI VER or DI AMETER TOO BUSY, it can re-send the
request to an alternative server, if possible. There MAY be protocol
transparent Dianeter relays and redirect agents or Dianeter credit-
control proxies between the credit-control client and credit-control
server. Failover nmay occur at any point in the path between the
credit-control client and the credit-control server if a transport
failure is detected with a peer, as described in [ DIAVBASE]. Because
there can be duplicate requests for various reasons, the credit-
control server is responsible for real tinme duplicate detection

| npl ementation i ssues for duplicate detection are discussed in

[ DI AMBASE], Appendix C.

When the credit-control client detects a communication failure with

the credit-control server, its behavior depends on the requested
action. The tinmer Tx (as defined in section 13) is used in the
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credit-control client to supervise the communication with the
credit-control server.

If the requested action is PRI CE_ENQU RY or CHECK BALANCE and
comuni cation failure is detected, the credit-control client SHOULD
forward the request nessages to an alternative credit-control server
if possible. The secondary credit-control server nane, if received
fromthe hone Di aneter AAA server, can be used as an address of
backup server.

If the requested action is DI RECT _DEBITING the Direct-Debiting-

Fai | ure-Handl i ng AVP (DDFH) controls the credit-control client’s
behavi or. The DDFH may be received fromthe home D anmeter AAA server
or may be locally configured. The credit-control server may al so
send the DDFH in any CCA nmessage to be used for direct debiting
events conpiled thereafter. The DDFH val ue received fromthe hone

Di amet er AAA server overrides the locally configured value, and the
DDFH val ue received fromthe credit-control server in a Credit-
Control - Answer message al ways overrides any existing val ue.

If the DDFH is set to TERM NATE_OR BUFFER, the credit-control client
SHOULD NOT grant the service if it can determ ne, eventually after a
possible re-transmi ssion attenpt to an alternative credit-contro
server, fromthe result code or error code in the answer nessage that
units have not been debited. Oherwi se, the credit-control client
SHOULD grant the service to the end user and store the request in the
credit-control application |evel non-volatile storage. (Note that
re-sending the request at a later tinme is not a guarantee that the
service will be debited, as the user’s account may be enpty when the
server successfully processes the request.) The credit-contro

client MUST nmark these request nessages as possible duplicates by
setting the T-flag in the conmand header as described in [ DI AMBASE],
section 3.

If the Direct-Debiting-Failure-Handling AVP is set to CONTINUE, the
servi ce SHOULD be granted, even if credit-control nessages cannot be
delivered and nessages are not buffered.

If the tinmer Tx expires, the credit-control client MJST continue the

service and wait for a possible late answer. |f the request tines
out, the credit-control client re-transmts the request (marked with
T-flag) to a backup credit-control server, if possible. |If the re-

transmtted request also tines out, or if a tenporary error is
received in answer, the credit-control client buffers the request if
the value of the Direct-Debiting-Failure-Handling AVP is set to
TERM NATE_OR BUFFER. If a failed answer is received for the
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re-transnmitted request, the credit-control client frees all the
resources reserved for the event nessage and del etes the request
regardl ess of the value of the DDFH

The Credit-Control -Request with the requested acti on REFUND_ ACCOUNT
shoul d al ways be stored in the credit-control application |evel non-
vol atile storage in case of tenporary failure. The credit-contro
client MUST mark the re-transnmitted request nmessage as a possible
duplicate by setting the T-flag in the command header as described in
[ DI AMBASE], section 3.

For stored requests, the inplenentation my choose to linit the
nunber of re-transm ssion attenpts and to define a re-transni ssion
i nterval

Note that only one place in the credit-control system SHOULD be

responsi ble for duplicate detection. |If there is only one credit-
control server within the given realm the credit-control server may
performduplicate detection. |If there is nore than one credit-

control server in a given realm only one entity in the credit-
control system should be responsible, to ensure that the end user’s
account is not debited or credited nultiple tines for the sane
servi ce event.

7. Credit-Control Application State Machine
This section defines the credit-control application state nachi ne.

The first four state machines are to be observed by credit-control
clients. The first one describes the session-based credit-control
when the first interrogation is executed as part of the

aut hori zati on/ aut henti cati on process. The second describes the

sessi on-based credit-control when the first interrogation is executed
after the authorization/authentication process. The requirenents as
to what state machi nes have to be supported are di scussed in section
5. 2.

The third state machi ne describes the session-based credit-contro
for the internediate and final interrogations. The fourth one
descri bes the event-based credit-control. These latter state
machi nes are to be observed by all inplenentations that conformto
this specification.

The fifth state nachi ne descri bes the credit-control session froma
credit-control server perspective.
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Any event not listed in the state machi nes MJST be consi dered an
error condition, and a correspondi ng answer, if applicable, MJST be
returned to the originator of the nessage.

In the state table, the event 'Failure to send’” means that the

Di ameter credit-control client is unable to comunicate with the
desired destination or, if failover procedure is supported, with a
possi bly defined alternative destination (e.g., the request tinmes out
and the answer nessage is not received). This could be due to the
peer being down, or due to a physical link failure in the path to or
fromthe credit-control server

The event ’'Tenporary error’ neans that the D anmeter credit-control
client received a protocol error notification (D AMETER TOO BUSY,

DI AMETER_UNABLE _TO DELI VER, or DI AVETER LOOP_DETECTED) in the
Resul t - Code AVP of the Credit-Control - Answer conmand. The above
protocol error notification may ultimately be received in answer to
the re-transnmitted request to a defined alternative destination, if
fail over is supported.

The event 'Fail ed answer’ neans that the Dianmeter credit-control
client received non-transient failure (pernmanent failure)
notification in the Credit-Control - Answer conmand. The above
permanent failure notification may ultimately be received in answer
to the re-transmtted request to a defined alternative destination
if failover is supported.

The action ’store request’ means that a request is stored in the
credit-control application | evel non-volatile storage.

The event ' Not successfully processed’ neans that the credit-control
server could not process the nessage; e.g., due to an unknown end
user, account being enpty, or errors defined in [ DI AMBASE] .

The event ' User service terminated can be triggered by various
reasons, e.g., normal user termination, network failure, and ASR
(Abort-Sessi on-Request). The Term nati on-Cause AVP cont ai ns

i nformati on about the term nation reason, as specified in [DI AMBASE].

The Tx tinmer, which is used to control the waiting tine in the
credit-control client in the Pending state, is stopped upon exit of
the Pending state. The stopping of the Tx tinmer is omitted in the
state machi ne when the new state is Idle, as noving to Idle state
inplies the clearing of the session and all the variabl es associ at ed
toit.
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The states Pendingl, PendingU, PendingT, PendingE, and Pendi ngB st and
for pending states to wait for an answer to a credit-control request
related to Initial, Update, Term nation, Event, or Buffered request,
respectively.

The acronyns CCFH and DDFH stand for Credit-Control-Failure-Handling
and Direct-Debiting-Failure-Handling, respectively.

In the followi ng state nmachine table, the failover to a secondary
server upon 'Tenporary error’ or 'Failure to send is not explicitly
descri bed. Moving an ongoing credit-control nmessage streamto an
alternative server is, however, possible if the CC Session-Fail over
AVP is set to FAILOVER SUPPORTED, as described in section 5.7.

Re-sending a credit-control event to an alternative server is
supported as described in section 6.5.

CLI ENT, SESSI ON BASED for the first interrogation with AA request

State Event Action New St at e
Idl e Client or device requests Send Pendi ngl
access/ service AA request

wi th added
CC AVPs,
start Tx
Pendi ngl  Successful AA req. G ant Open
answer received service to
end user,
stop Tx
Pendi ngl Tx expired Di sconnect Idle
user/ dev
Pendi ngl Failed AA answer received Di sconnect Idle
user/ dev
Pendi ngl  AA answer G ant Idle
received with result code service
equal to CREDI T_CONTROL_ to end user
NOT_APPLI CABLE
Pendi ngl User service term nated Queue Pendi ngl
terni nation
event
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Pendi ngl Change in rating condition Queue Pendi ngl
changed
rating
condi tion
event

CLI ENT, SESSI ON BASED for the first interrogation with CCR

State Event Action New St at e
Idle Client or device requests Send Pendi ngl
access/ service CCinitial

req.,
start Tx
Pendi ngl  Successful CC initial Stop Tx Open
answer received
Pendi ngl Failure to send, or G ant Idle
tenporary error and service to
CCFH equal to CONTI NUE end user
Pendi ngl Failure to send, or Term nate Idle
tenporary error and end user’s
CCFH equal to TERM NATE service
or to RETRY_AND TERM NATE
Pendi ngl Tx expired and CCFH Term nate Idle
equal to TERM NATE end user’s
service
Pendi ngl Tx expired and CCFH equal G ant Pendi ngl
to CONTINUE or to service to
RETRY_AND_TERM NATE end user
Pendingl CCinitial answer Term nate Idle
received with result code end user’s
END_USER_SERVI CE_DEN ED or service
USER_UNKNOVN
Pendingl CCinitial answer G ant Idle
received with result code service
equal to CREDI T_CONTROL_ to end user

NOT_APPLI CABLE
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Pendi ngl

Pendi ngl

Pendi ngl

Pendi ngl
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Failed CCinitial answer G ant Idl e
recei ved and CCFH equal to service to
CONTI NUE end user
Failed CCinitial answer Terni nat e Idl e
recei ved and CCFH equal end user’s
to TERM NATE or to service
RETRY_AND_TERM NATE
User service term nated Queue Pendi ngl

ternination
event
Change in rating condition Queue Pendi ngl
changed
rating
condi tion
event

Event

internedi ate and fina

i nterrogations

Acti on New St at e

Open

Open

Open

Hakal a, et al.

Granted unit el apses
and no final unit
i ndi cati on received

Granted unit el apses
and final unit action
equal to TERM NATE
recei ved

Change in rating condition

i n queue

Service termnated i n queue

Change in rating condition
or Validity-Tine el apses

St andards Track

Send

CC update
req.,
start Tx

Pendi ngU

Term nat e

end user’s
service, send
CC term nation
req.

Pendi ngT

Send

CC update
req.,
Start Tx

Pendi ngU

Send Pendi ngT
CC term nation
req.

Send

CC update
req.,
Start Tx

Pendi ngU
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User service term nated Send Pendi ngT
CC ternination
req.
RAR recei ved Send RAA Pendi ngU
fol | owed by
CC update req.
start Tx
Successful CC update Stop Tx Open
answer received
Failure to send, or G ant Idl e
tenporary error and service to
CCFH equal to CONTI NUE end user
Failure to send, or Terni nat e Idl e
tenporary error and end user’s
CCFH equal to TERM NATE service
or to RETRY_AND TERM NATE
Tx expired and CCFH Term nate Idle
equal to TERM NATE end user’s
service
Tx expired and CCFH equal G ant Pendi ngU
to CONTINUE or to service to
RETRY_AND_TERM NATE end user
CC updat e answer Terni nat e Idl e
received with result code end user’s
END_USER_SERVI CE_DENI ED service
CC updat e answer G ant Idl e
received with result code service
equal to CREDI T_CONTROL_ to end user
NOT_APPLI CABLE
Fai |l ed CC update G ant Idl e
answer received and service to
CCFH equal to CONTI NUE end user
Fai |l ed CC update Term nat e Idle
answer received and CCFH end user’s
equal to TERM NATE or service

to RETRY_AND TERM NATE

St andards Track

[ Page 51]



RFC 4006

Pendi ngU

Pendi ngU

Pendi ngU

Pendi ngT

Pendi ngT

Pendi ngT

D aneter Credit-Contro

User service term nated

Change in rating
condi tion

RAR recei ved

Successful CC

term nati on answer received

Failure to send, tenporary
error, or failed answer

Change in rating condition

CLI ENT, EVENT BASED

Application

Queue

term nati on
event

Queue

changed
rating
condi tion
event

Send RAA

Acti on

August 2005

Pendi ngU

Pendi ngU

Pendi ngU

I dl e

I dl e

Pendi ngT

New St at e

I dl e

Pendi ngE

Pendi ngE

Pendi ngE

Hakal a,

et al.

Cient or device requests
a one-tine service

Request in storage

Successful CC event
answer received

Failure to send, tenporary
error, failed CC event
answer received, or

Tx expired; requested

acti on CHECK_BALANCE or

PRI CE_ENQUI RY

CC event answer

received with result code
END_USER_SERVI CE_DENI ED or
USER_UNKNOWN and Tx runni ng

St andards Track

Send
CC event
req.,
Start Tx

Send
stored
request

G ant
service to
end user

| ndi cate
service
error

Term nat e
end user’s
service

Pendi ngE

Pendi ngB

| dl e

| dl e

| dl e
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Pendi ngE

Pendi ngE

Pendi ngE

Pendi ngE

Pendi ngE

Pendi ngE

Pendi ngE
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CC event answer
received with result code

CREDI T_CONTROL_NOT_APPLI CABLE;

requested action
DI RECT_DEBI Tl NG

Failure to send, tenporary
error, or failed CC event
answer received; requested
action DI RECT_DEBI Tl NG
DDFH equal to CONTI NUE

Fai |l ed CC event

answer received or tenporary
error; requested action

DI RECT_DEBI Tl NG,

DDFH equal to

TERM NATE_OR BUFFER and

Tx running

Tx expired; requested
action DI RECT_DEBI TI NG

Failure to send; requested
action DI RECT_DEBI Tl NG
DDFH equal to

TERM NATE_OR_BUFFER

Tenporary error; requested
action DI RECT_DEBI Tl NG
DDFH equal to

TERM NATE_OR_BUFFER;

Tx expired

Fai | ed answer or answer
received with result code
END USER _SERVI CE DEN ED or

USER_UNKNOAN; requested action

DI RECT_DEBI TI NG Tx expired
Fai |l ed CC event answer

recei ved; requested
acti on REFUND_ACCOUNT

St andards Track

G ant | dl e
service

to end

user

G ant | dl e
service

to end

user

Term nat e | dl e
end user’s
service

G ant Pendi ngE
service

to end

user

Store I dle
request with
T-fl ag

Store | dl e

request

| dl e

| ndi cate Idle
service

error and

del ete request
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Pendi ngE

Pendi ngE

Pendi ngB

Pendi ngB

Pendi ngB

Di aneter Credit-Control Application
Failure to send or Store
Tx expired; requested request
acti on REFUND_ACCOUNT with T-flag
Tenporary error, Store
and requested action request
REFUND_ACCOUNT
Successful CC answer Del et e
recei ved request
Fai |l ed CC answer Del ete
recei ved request

Failure to send or
tenporary error

SERVER, SESSI ON AND EVENT

BASED

Acti on

August 2005

| dl e

| dl e

| dl e

| dl e

| dl e

New St at e

I dl e

I dl e

I dl e

Hakal a,

et al.

CCinitial request
recei ved and successfully
processed

CCinitial request
recei ved but not
successfully processed

CC event request
recei ved and successfully
processed

CC event request

recei ved but not
successfully processed

St andards Track

Send
CCinitial
answer ,

reserve units,

start Tcc

Send
CCinitial
answer with
Resul t - Code
I = SUCCESS

Send
CC event
answer

Send

CC event
answer with
Resul t - Code
I = SUCCESS

| dl e

| dl e

| dl e
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Open CC updat e request Send CC Open
recei ved and successfully updat e answer,
processed debit used
units,
reserve
new units,

restart Tcc

Open CC updat e request Send Idle
recei ved but not CC updat e
successfully processed answer Wwith

Resul t - Code
I = SUCCESS,
debit used

units

Open CC term nation request Send I dle
recei ved and successfully CCternin
processed answer,

Stop Tcc,
debit used
units

Open CC term nation request Send I dle
recei ved but not CC ternin.
successfully processed answer Wwith

Resul t - Code
I = SUCCESS,
debit used

units

Open Sessi on supervision timer Tcc Rel ease I dle
expired reserved

units

8. Credit-Control AVPs

This section defines the credit-control AVPs that are specif
Di ameter credit-control application and that MAY be incl uded
Di anmeter credit-control nessages.

The AVPs defined in this section MAY al so be included in

aut hori zati on commands defined in authorization-specific
applications, such as [NASREQY and [DIAMM P], if the first
interrogation is perforned as part of the

aut hori zati on/ aut henti cati on process, as described in sectio

Hakal a, et al. St andards Track

gust 2005

icto
in the

n 5.2.
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The Di aneter AVP rules are defined in the D ameter Base [ DI AMBASE],
section 4. These AVP rules are observed in AVPs defined in this
secti on.

The followi ng table describes the D ameter AVPs defined in the
credit-control application, their AVP Code val ues, types, possible
flag val ues, and whet her the AVP MAY be encrypted. The D aneter base
[ DI AMBASE] specifies the AVP Flag rules for AVPs in section 4.5.

| AVP Flag rules |
[----4----- e il I
I

AVP Section | | SHLD] MUST]| |
Attribute Name Code Defined Data Type | MUST| MAY | NOT| NOT | Encr |

----------------------------------------- I e e el |
CC-Correlation-1d 411 8.1 Cctet String| | P,M| | V]| Y |
CC- I nput-Cctets 412 8.24 Unsignedé4 | M | P | | V] Y |
CC- Money 413 8.22 G ouped | M | P | | VI Y |
CC-Qutput-Cctets 414 8.25 Unsignedé4 | M | P | | VI Y |
CC- Request - Number 415 8.2 Unsigned32 | M | P | | V]| Y |
CC- Request - Type 416 8.3 Enunerated | M | P | | V]| Y |
CC- Servi ce- 417 8. 26 Unsignedé4 | M | P | | V]| Y |

Specific-Units | | | | | |
CC- Sessi on- 418 8.4 Enunerated | M | P | | V]| Y |

Fai | over | | | | | |
CC- Sub- Session-1d 419 8.5 Unsignedé4 | M | P | | V]| Y |
CC-Tine 420 8.21 Unsigned32 | M | P | | V]| Y |
CC-Total -Cctets 421 8.23 Unsignedé4 | M | P | | VI Y |
CC-Unit-Type 454 8. 32 Enunmerated | M | P | | V] Y |
Check- Bal ance- 422 8.6 Enunmerated | M | P | | V] Y |

Resul t I I I I I I
Cost-Information 423 8.7 G ouped | M | P | | V] Y |
Cost - Uni t 424 8.12 UTF8String | M | P | | V] Y |
Credi t-Control 426 8.13 Enunerated | M | P | | V] Y |
Credit-Control - 427 8.14 Enunmerated | M | P | | V] Y |

Fai | ure- Handl i ng | | | | | |
Currency- Code 425 8.11 Unsigned32 | M | P | | V] Y |
Direct-Debiting- 428 8.15 Enunerated | M | P | | V] Y |

Fai | ure- Handl i ng | | | | | |
Exponent 429 8.9 Integer32 | M | P | | V] Y |
Final -Unit-Action 449 8.35 Enunmerated | M | P | | V] Y |
Final -Unit- 430 8.34 G ouped | M | P | | V] Y |

| ndi cati on | | | | | |
G ant ed- Service- 431 8.17 G ouped | M | P | | V] Y |

Uni t I I I I I I
G S- U Pool - 453 8.31 Unsigned32 | M | P | | VI Y |

| dentifier | | | | | |
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G S- U- Pool - 457 8. 30 G ouped | M | P | | V] Y |
Ref er ence | | | | | |
Mul tipl e-Services 456 8.16 G ouped | M | P | | V] Y |
-Credit-Control | | | | | |
Mul tipl e-Services 455 8.40 Enunmerated | M | P | | V] Y |
- I ndi cat or | | | | | |
Rat i ng- Group 432 8.29 Unsigned32 | M | P | | V] Y |
Redi rect - Address 433 8.38 Enunerated | M | P | | V]| Y |
-Type I I I I I I
Redi rect - Server 434 8.37 G ouped | M | P | | V] Y |
Redi rect - Server 435 8.39 UTF8String | M | P | | V] Y |
- Addr ess | | | | | |
Request ed- Action 436 8.41 Enunerated | M | P | | V]| Y |
Request ed- Servi ce 437 8.18 G ouped | M | P | | V]| Y |
-Uni t I I I I I I
Restriction 438 8.36 IPFiltrRule] M | P | | V]| Y |
-Filter-Rule | | | | | |
Ser vi ce- Cont ext 461 8.42 UTF8String | M | P | | V]| Y |
-1d I I I I I I
Ser vi ce- 439 8.28 Unsigned32 | M | P | | V] Y |
| dentifier | | | | | |
Servi ce- Paraneter 440 8.43 G ouped | | P, M| | V] Y |
-Info | | | | | |
Servi ce- 441 8. 44 Unsi gned32 | | P,M| | V]| Y |
Par anet er - Type | | | | | |
Ser vi ce- 442 8.45 Cctet String| | P, M| | V] Y |
Par anet er - Val ue | | | | | |
Subscription-1d 443 8.46 G ouped | M | P | | V] Y |
Subscription-1d 444 8.48 UTF8String | M | P | | V] Y |
- Dat a I I I I I I
Subscription-1d 450 8.47 Enunerated | M | P | | V] Y |
- Type I I I I I I
Tari f f- Change 452 8. 27 Enunerated | M | P | | V] Y |
- Usage I I I I I I
Tariff-Tinme 451 8.20 Tine | M | P | | VI Y |
- Change I I I I I I
Uni t - Val ue 445 8.8 G ouped | M | P | | V] Y |
Used- Service-Unit 446 8.19 G ouped | M | P | | V] Y |
User - EQui pnment 458 8.49 G ouped | | P, M| | V] Y |
-Info | | | | | |
User - EQui pnment 459 8.50 Enuner at ed | | P, M| | V] Y |
-1 nfo-Type I I I I I I
User - EQui pnment 460 8.51 Cctet String| | P, M| | V] Y |
- I nf o- Val ue | | | | | |
Val ue-Digits 447 8.10 Integer64 | M | P | | V] Y |
Validity-Time 448 8. 33 Unsigned32 | M | P | | V] Y |
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8.1. CC-Correlation-1d AVP

The CC-Correlation-1d AVP (AVP Code 411) is of type CctetString and
contains infornmation to correlate credit-control requests generated
for different conponents of the service; e.g., transport and service
Il evel. The one who allocates the Service-Context-Id (i.e., unique
identifier of a service specific docunent) is also responsible for
defining the content and encoding of the CC-Correlation-Id AVP.

8.2. CC Request-Nunber AVP

The CC- Request - Nunber AVP (AVP Code 415) is of type Unsigned32 and
identifies this request within one session. As Session-ld AVPs are
gl obal Iy uni que, the conbination of Session-ld and CC- Request - Nunmber
AVPs is also globally unigue and can be used in matching credit-
control nessages with confirmations. An easy way to produce unique
nunbers is to set the value to 0 for a credit-control request of type
| NI TI AL_REQUEST and EVENT_REQUEST and to set the value to 1 for the
first UPDATE_REQUEST, to 2 for the second, and so on until the val ue
for TERM NATI ON_ REQUEST is one nore than for the | ast UPDATE REQUEST

8.3. CC- Request-Type AVP

The CC- Request-Type AVP (AVP Code 416) is of type Enunerated and
contains the reason for sending the credit-control request nessage.
It MJUST be present in all Credit-Control-Request nessages. The
follow ng values are defined for the CC Request-Type AVP

I NI TI AL_REQUEST 1

An Initial request is used to initiate a credit-control session,
and contains credit control information that is relevant to the
initiation.

UPDATE_REQUEST 2
An Updat e request contains credit-control infornmation for an
existing credit-control session. Update credit-control requests
SHOULD be sent every time a credit-control re-authorization is
needed at the expiry of the allocated quota or validity tine.

Further, additional service-specific events MAY trigger a
spont aneous Updat e request.

TERM NATI ON_REQUEST 3

A Termination request is sent to termnate a credit-contro
session and contains credit-control infornmation relevant to the
exi sting session.
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EVENT_REQUEST 4
An Event request is used when there is no need to maintain any
credit-control session state in the credit-control server. This
request contains all information relevant to the service, and is
the only request of the service. The reason for the Event request
is further detailed in the Requested-Action AVP. The Requested-
Action AVP MJST be included in the Credit-Control-Request nessage
when CC- Request-Type is set to EVENT_REQUEST.

8.4. CC-Session-Fail over AVP

8.

5.

The CC- Sessi on-Fail over AVP (AVP Code 418) is type of Enunerated and
contains infornation as to whether noving the credit-control nessage
streamto a backup server during an ongoing credit-control session is
supported. In comunication failures, the credit-control nessage
streans can be noved to an alternative destination if the credit-
control server supports failover to an alternative server. The
secondary credit-control server name, if received fromthe home

D aneter AAA server, can be used as an address of the backup server.
An inplenmentation is not required to support noving a credit-contro
nmessage streamto an alternative server, as this also requires noving
information related to the credit-control session to backup server

The followi ng values are defined for the CC Session-Fail over AVP

FAI LOVER_NOT_SUPPORTED 0
When the CC- Session-Failover AVP is set to FAI LOVER NOT_SUPPORTED,
the credit-control nessage stream MUST NOT to be noved to an
alternative destination in the case of comrunication failure.

This is the default behavior if the AVP isn't included in the
reply fromthe authorization or credit-control server

FAlI LOVER_SUPPORTED 1
When the CC- Session-Failover AVP is set to FAI LOVER SUPPORTED, the
credit-control message stream SHOULD be noved to an alternative
destination in the case of communication failure. Myving the
credit-control message streamto a backup server MAY require that
information related to the credit-control session should al so be
forwarded to alternative server

CC- Sub- Session-1d AVP
The CC- Sub- Session-1d AVP (AVP Code 419) is of type Unsigned64 and

contains the credit-control sub-session identifier. The conbination
of the Session-l1d and this AVP MUST be uni que per sub-session, and
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the value of this AVP MUST be nonotonically increased by one for al
new sub-sessions. The absence of this AVP inplies that no sub-
sessions are in use.

8.6. Check-Bal ance- Result AVP
The Check Bal ance Result AVP (AVP Code 422) is of type Enunerated and
contains the result of the bal ance check. This AVP is applicable
only when the Requested-Action AVP indi cates CHECK BALANCE in the
Credi t-Control - Request conmand.

The followi ng values are defined for the Check-Bal ance-Result AVP

ENOUGH CREDI T 0
There is enough credit in the account to cover the requested
servi ce.

NO CREDI T 1
There isn’t enough credit in the account to cover the requested
servi ce.

8.7. Cost-Informati on AVP

The Cost-Information AVP (AVP Code 423) is of type Grouped, and it is
used to return the cost information of a service, which the credit-
control client can transfer transparently to the end user. The

i ncluded Unit-Value AVP contains the cost estinate (always type of
noney) of the service, in the case of price enquiry, or the

accumul ated cost estimation, in the case of credit-control session

The Currency-Code specifies in which currency the cost was given
The Cost-Unit specifies the unit when the service cost is a cost per
unit (e.g., cost for the service is $1 per mnute).

When t he Requested-Action AVP with value PRICE ENQU RY is included in
the Credit-Control - Request command, the Cost-Information AVP sent in
the succeeding Credit-Control - Answer conmand contai ns the cost
estimation of the requested service, w thout any reservation being
made.

The Cost-Information AVP included in the Credit-Control-Answer
command with the CC-Request-Type set to UPDATE _REQUEST contains the
accunul ated cost estimation for the session, wthout taking any
credit reservation into account.
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8.

8.

8.

The Cost-Information AVP included in the Credit-Control-Answer
command with the CC-Request-Type set to EVENT_REQUEST or

TERM NATI ON_REQUEST contains the estinmated total cost for the
request ed service.

It is defined as foll ows (per the grouped-avp-def of
RFC 3588 [ DI AMBASE] ) :

AVP Header: 423 >
Uni t - Val ue }
Currency- Code }
Cost-Unit ]

Cost-Information ::=

. A

8. Uni t - Val ue AVP

Unit-Value AVP is of type G ouped (AVP Code 445) and specifies the
units as decimal value. The Unit-Value is a value with an exponent;
i.e., Unit-Value = Value-Digits AVP * 10"Exponent. This
representation avoi ds unwanted roundi ng off. For exanple, the val ue
of 2,3 is represented as Value-Digits = 23 and Exponent = -1. The
absence of the exponent part MJST be interpreted as an exponent equal
to zero.

It is defined as foll ows (per the grouped-avp-def of
RFC 3588 [ DI AMBASE] ) :

Unit-Value ::= < AVP Header: 445 >
{ Value-Digits }
[ Exponent ]

9. Exponent AVP

Exponent AVP is of type Integer32 (AVP Code 429) and contains the
exponent value to be applied for the Value-Digit AVP within the
Uni t - Val ue AVP.

10. Value-Digits AVP

The Value-Digits AVP is of type Integer64 (AVP Code 447) and contains
the significant digits of the nunmber. |If decinmal values are needed
to present the units, the scaling MJST be indicated with the rel ated
Exponent AVP. For exanple, for the nonetary anount $ 0.05 the val ue
of Value-Digits AVP MIUST be set to 5, and the scaling MJIST be
indicated with the Exponent AVP set to -2.
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8.11. Currency-Code AVP

The Currency-Code AVP (AVP Code 425) is of type Unsigned32 and
contains a currency code that specifies in which currency the val ues
of AVPs containing nonetary units were given. It is specified by
using the numeric values defined in the |1 SO 4217 standard [l SO4217] .

8.12. Cost-Unit AVP

The Cost-Unit AVP (AVP Code 424) is of type UTF8String, and it is
used to display a human readable string to the end user. It
specifies the applicable unit to the Cost-Information when the
service cost is a cost per unit (e.g., cost of the service is $1 per
mnute). The Cost-Unit can be m nutes, hours, days, kil obytes,
nmegabyt es, etc.

8.13. Credit-Control AVP

The Credit-Control AVP (AVP Code 426) is of type Enunerated and MJUST
be included in AA requests when the service elenment has credit-
control capabilities.

CREDI T_AUTHORI ZATI ON 0
If the hone Di aneter AAA server deternines that the user has
prepai d subscription, this value indicates that the credit-contro
server MUST be contacted to performthe first interrogation. The
value of the Credit-Control AVP MUST al ways be set to O in an AA
request sent to performthe first interrogation and to initiate a
new credit-control session

RE_AUTHORI ZATI ON 1
This value indicates to the D anmeter AAA server that a credit-
control session is ongoing for the subscriber and that the
credit-control server MJST not be contacted. The Credit-Control
AVP set to the value of 1 is to be used only when the first
i nterrogation has been successfully perforned and the credit-
control session is ongoing (i.e., re-authorization triggered by
Aut hori zation-Lifetinme). This value MJUST NOT be used in an AA
request sent to performthe first interrogation.

8.14. Credit-Control-Failure-Handling AVP

The Credit-Control-Failure-Handling AVP (AVP Code 427) is of type
Enunerated. The credit-control client uses information in this AVP
to decide what to do if sending credit-control nessages to the
credit-control server has been, for instance, tenporarily prevented
due to a network problem Depending on the service logic, the
credit-control server can order the client to term nate the service

Hakal a, et al. St andards Track [ Page 62]



RFC 4006 Di ameter Credit-Control Application August 2005

8.

i mredi ately when there is a reason to believe that the service cannot
be charged, or to try failover to an alternative server, if possible.
Then the server could either terminate or grant the service, should
the alternative connection also fail.

TERM NATE 0
When the Credit-Control -Failure-Handling AVP is set to TERM NATE
the service MJST only be granted for as long as there is a
connection to the credit-control server. |If the credit-contro
client does not receive any Credit-Control-Answer nessage within
the Tx tinmer (as defined in section 13), the credit-control
request is regarded as failed, and the end user’s service session
is term nated

This is the default behavior if the AVP isn't included in the
reply fromthe authorization or credit-control server

CONTI NUE 1
When the Credit-Control -Failure-Handling AVP is set to CONTI NUE
the credit-control client SHOULD re-send the request to an
alternative server in the case of transport or tenporary failures,
provided that a failover procedure is supported in the credit-
control server and the credit-control client, and that an
alternative server is available. Oherw se, the service SHOULD be
granted, even if credit-control messages can't be delivered.

RETRY_AND_TERM NATE 2
When the Credit-Control -Failure-Handling AVP is set to
RETRY_AND_TERM NATE, the credit-control client SHOULD re-send the
request to an alternative server in the case of transport or
tenporary failures, provided that a fail over procedure is
supported in the credit-control server and the credit-control
client, and that an alternative server is available. O herw se,
the service SHOULD not be granted when the credit-control nessages
can’t be delivered.

15. Direct-Debiting-Failure-Handling AVP

The Direct-Debiting-Failure-Handling AVP (AVP Code 428) is of type
Enunmerated. The credit-control client uses information in this AVP
to decide what to do if sending credit-control nessages (Requested-
Action AVP set to DIRECT_DEBITING to the credit-control server has
been, for instance, tenporarily prevented due to a network problem

TERM NATE_OR_BUFFER 0
When the Direct-Debiting-Failure-Handling AVP is set to
TERM NATE_OR BUFFER, the service MJST be granted for as |long as
there is a connection to the credit-control server. |If the
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credit-control client does not receive any Credit-Control - Answer
nessage within the Tx timer (as defined in section 13) the
credit-control request is regarded as failed. The client SHOULD
terminate the service if it can deternmine fromthe fail ed answer
that units have not been debited. Oherwise the credit-contro
client SHOULD grant the service, store the request in application
| evel non-volatile storage, and try to re-send the request. These
requests MJST be narked as possible duplicates by setting the T-
flag in the coomand header as described in [DI AVMBASE] section 3.

This is the default behavior if the AVP isn't included in the
reply fromthe authorization server

CONTI NUE 1
When the Direct-Debiting-Failure-Handling AVP is set to CONTI NUE
the service SHOULD be granted, even if credit-control nessages
can’t be delivered, and the request should be del et ed.

8.16. Miltiple-Services-Credit-Control AVP

Mul ti pl e- Servi ces-Credit-Control AVP (AVP Code 456) is of type

G ouped and contains the AVPs related to the independent credit-
control of multiple services feature. Note that each instance of
this AVP carries units related to one or nore services or related to
a single rating group.

The Service-ldentifier and the Rating-Goup AVPs are used to
associate the granted units to a given service or rating group. |If
both the Service-ldentifier and the Rating-G oup AVPs are included,
the target of the service units is always the service(s) indicated by
the value of the Service-ldentifier AVP(s). If only the Rating-
Goup-1d AVP is present, the Miltiple-Services-Credit-Control AVP
relates to all the services that belong to the specified rating

group.

The G S- U Pool - Reference AVP all ows the server to specify a GS-U
Pool -l dentifier identifying a credit pool within which the units of
the specified type are considered pooled. If a G S U Pool -Reference
AVP is present, then actual service units of the specified type MJST
al so be present. For exanple, if the G S U Pool - Ref erence AVP
specifies Unit-Type TIME, then the CC Tinme AVP MJST be present.

The Requested-Service-Unit AVP MAY contain the anmount of requested

service units or the requested nonetary value. It MJST be present in
the initial interrogation and within the internmedi ate interrogations
in which new quota is requested. |If the credit-control client does

not include the Requested-Service-Unit AVP in a request conmmand,
because for instance, it has determ ned that the end-user term nated
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the service, the server MIST debit the used anbunt fromthe user’s
account but MJST NOT return a new quota in the correspondi ng answer.
The Validity-Tinme, Result-Code, and Final-Unit-Indication AVPs NMAY be
present in an answer conmand as defined in sections 5.1.2 and 5.6 for
the graceful service term nation.

When both the Tariff-Time-Change and Tari ff-Change-Usage AVPs are
present, the server MJST include two separate instances of the

Mul ti pl e-Services-Credit-Control AVP with the G anted- Service-Unit
AVP associated to the sane service-identifier and/or rating-group.
Where the two quotas are associated to the sane pool or to different
pool s, the credit pooling nmechani smdefined in section 5.1.2 applies.
The Tari ff-Change- Usage AVP MUST NOT be included in request conmmands
to report used units before, and after tariff time change the Used-
Service-Unit AVP MUST be used.

A server not inplenenting the independent credit-control of multiple
services functionality MJST treat the Miltiple-Services-Credit-
Control AVP as an invalid AVP.

The Multiple-Services-Control AVP is defined as follows (per the
grouped- avp- def of RFC 3588 [ DI AMBASE]):

Mul ti pl e-Services-Credit-Control ::= < AVP Header: 456 >
Granted- Service-Unit ]
Request ed- Servi ce-Unit ]
Used- Servi ce-Unit ]
Tari f f - Change- Usage |
Service-ldentifier ]
Rat i ng- Group |

G S- U Pool - Ref erence |
Validity-Time ]

Resul t - Code ]

Final -Unit-1ndication ]
AVP ]

* *

*

L L Y T o U R e Ko o T |

17. G ant ed- Servi ce-Unit AVP

G ant ed- Service-Unit AVP (AVP Code 431) is of type G ouped and
contains the anount of units that the Dianeter credit-control client
can provide to the end user until the service nust be released or the
new Credit-Control -Request nust be sent. A client is not required to
inplenment all the unit types, and it nust treat unknown or
unsupported unit types in the answer nessage as an incorrect CCA
answer. In this case, the client MJST terninate the credit-control
session and indicate in the Ternination-Cause AVP reason

DI AVETER_BAD_ANSVER
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8.

8.

The Granted-Service-Unit AVP is defined as foll ows (per the grouped-
avp-def of RFC 3588 [ DI AMBASE]):

G anted-Service-Unit ::= < AVP Header: 431 >

Tariff-Ti me- Change ]
CC-Tinme ]

CC- Money |

CC-Total -Cctets ]
CC-lnput-Cctets ]
CC-Qutput-Cctets ]
CC-Service-Specific-Units ]
AVP ]

F— 1

*

18. Requested- Service-Unit AVP

The Requested- Service-Unit AVP (AVP Code 437) is of type G ouped and
contains the anount of requested units specified by the Di aneter
credit-control client. A server is not required to inplenent all the
unit types, and it nust treat unknown or unsupported unit types as
invalid AVPs.

The Requested-Service-Unit AVP is defined as follows (per the
grouped- avp- def of RFC 3588 [ DI AMBASE]):

Requested- Service-Unit ::= < AVP Header: 437 >
[ CC-Tinme ]
[ CC-Money ]
[ CC-Total-Cctets ]
[ CC-lnput-Cctets |
[ CC-Qutput-Cctets ]
[ CC-Service-Specific-Units ]
[ AVP ]

19. Used-Service-Unit AVP

The Used-Service-Unit AVP is of type G ouped (AVP Code 446) and
contains the amount of used units neasured fromthe point when the
servi ce becane active or, if interiminterrogations are used during
t he session, fromthe point when the previ ous nmeasurenent ended.
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The Used-Service-Unit AVP is defined as foll ows (per the grouped-
avp-def of RFC 3588 [ DI AMBASE]):
Used- Service-Unit ::= < AVP Header: 446 >
[ Tariff-Change-Usage ]
[ CCTine ]
[ CC- Money ]
[ CCTotal -Cctets ]
[ CClnput-Cctets ]
[ CCGQutput-Cctets ]
[ CCService-Specific-Units ]
[ AVP ]

*

8.20. Tariff-Tine-Change AVP

The Tariff-Ti me-Change AVP (AVP Code 451) is of type Tinme. It is
sent fromthe server to the client and includes the tine in seconds
since January 1, 1900, 00:00 UTC, when the tariff of the service wll
be changed.

The tariff change nechanismis optional for the client and server,
and it is not used for tine-based services defined in section 5. |If
a client does not support the tariff tinme change mechanism it MJST
treat Tariff-Tinme-Change AVP in the answer nessage as an incorrect
CCA answer. In this case, the client termnates the credit-contro
session and indicates in the Term nation-Cause AVP reason

DI AVETER_BAD_ANSVEER

Qrmission of this AVP neans that no tariff change is to be reported.
8.21. CC-Tine AVP

The CC-Tine AVP (AVP Code 420) is of type Unsigned32 and indicates
the length of the requested, granted, or used tinme in seconds.

8.22. CC-Money AVP

The CC- Money AVP (AVP Code 413) is of type Grouped and specifies the
nmonetary anount in the given currency. The Currency-Code AVP SHOULD
be included. It is defined as follows (per the grouped-avp-def of
RFC 3588 [ DI AMBASE] ) :

CC- Money ::= < AVP Header: 413 >

{ Unit-Value }
[ Currency- Code ]
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8.23. CC-Total -Cctets AVP

The CC-Total -Cctets AVP (AVP Code 421) is of type Unsigned64 and
contains the total nunmber of requested, granted, or used octets
regardl ess of the direction (sent or received).

8.24. CC-Input-Cctets AVP

The CC-Input-Cctets AVP (AVP Code 412) is of type Unsigned64 and
contai ns the nunber of requested, granted, or used octets that can
be/ have been received fromthe end user.

8.25. CC-Qutput-Cctets AVP

The CC-Qutput-Cctets AVP (AVP Code 414) is of type Unsigned64 and
contai ns the nunber of requested, granted, or used octets that can
be/ have been sent to the end user.

8.26. CC-Service-Specific-Units AVP

The CC- Service-Specific-Units AVP (AVP Code 417) is of type

Unsi gned64 and specifies the nunber of service-specific units (e.g.,
nunber of events, points) given in a selected service. The service-
specific units always refer to the service identified in the
Service-ldentifier AVP (or Rating-Goup AVP when the Miltiple-
Services-Credit-Control AVP is used).

8.27. Tariff-Change-Usage AVP

The Tariff-Change- Usage AVP (AVP Code 452) is of type Enumerated and
defines whether units are used before or after a tariff change, or
whet her the units straddled a tariff change during the reporting
period. Qmission of this AVP neans that no tariff change has
occurred.

In addition, when present in answer nessages as part of the
Mul ti pl e-Services-Credit-Control AVP, this AVP defines whether units
are allocated to be used before or after a tariff change event.

When the Tariff-Time-Change AVP is present, omission of this AVP in
answer nessages neans that the single quota nechani sm applies.

Tari f f - Change- Usage can be one of the foll ow ng:

UNI T_BEFORE_TARI FF_CHANGE 0
When present in the Multiple-Services-Credit-Control AVP, this
val ue indicates the amount of the units allocated for use before a
tariff change occurs.
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When present in the Used-Service-Unit AVP, this value indicates
t he amount of resource units used before a tariff change had
occurred.

UNI T_AFTER_TARI FF_CHANGE 1
When present in the Multiple-Services-Credit-Control AVP, this
val ue indicates the anmbunt of the units allocated for use after a
tariff change occurs.

When present in the Used-Service-Unit AVP, this value indicates
t he amount of resource units used after tariff change had
occurred.

UNI T_I NDETERM NATE 2
The used unit contains the ampbunt of units that straddle the
tariff change (e.g., the nmetering process reports to the credit-
control client in blocks of n octets, and one bl ock straddl ed the
tariff change). This value is to be used only in the Used-
Service-Unit AVP.

8. 28. Service-ldentifier AVP

The Service-ldentifier AVP is of type Unsigned32 (AVP Code 439) and
contains the identifier of a service. The specific service the
request relates to is uniquely identified by the conbination of
Service-Context-1d and Service-ldentifier AVPs.

A usage exanple of this AVP is illustrated in Appendix A (Flow | X)

8.29. Rating-Goup AVP

The Rating-Goup AVP is of type Unsigned32 (AVP Code 432) and
contains the identifier of a rating group. Al the services subject
to the sane rating type are part of the same rating group. The
specific rating group the request relates to is uniquely identified
by the combinati on of Service-Context-l1d and Rating- G oup AVPs.

A usage exanple of this AVP is illustrated in Appendix A (Flow | X)
8.30. G S-UPool - Ref erence AVP

The G S- U Pool - Ref erence AVP (AVP Code 457) is of type Grouped. It

is used in the Credit-Control-Answer nmessage, and associ ates the

G anted-Service-Unit AVP within which it appears with a credit pool

within the session.

The G S-U Pool -Identifier AVP specifies the credit pool from which
credit is drawn for this unit type.
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8.

8.

8.

The CC-Unit-Type AVP specifies the type of units for which credit is
pool ed.

The Unit-Value AVP specifies the nultiplier, which converts between
service units of type CC-Unit-Type and abstract service units within
the credit pool (and thus to service units of any other service or
rating group associated with the sanme pool).

The G S- U Pool - Reference AVP is defined as foll ows (per the grouped-
avp-def of RFC 3588 [ DI AMBASE]):

G S U Pool - Ref erence i = < AVP Header: 457 >
{ GS-UPool -lIdentifier }
{ CC-Unit-Type }
{ Unit-Val ue }

31. G- S-U-Pool -l dentifier AVP

The G S-U-Pool -Identifier AVP (AVP Code 453) is of type Unsigned32
and identifies a credit pool within the session.

32. CC-Unit-Type AVP

The CC-Unit-Type AVP (AVP Code 454) is of type Enunerated and
specifies the type of units considered to be pooled into a credit
pool .

The followi ng values are defined for the CC Unit-Type AVP

TI ME

MONEY

TOTAL- CCTETS

I NPUT- OCTETS

OUTPUT- CCTETS

SERVI CE- SPECI FI G- UNI TS

GOrhWNEFO

33. Validity-Tine AVP

The Validity-Time AVP is of type Unsigned32 (AVP Code 448). It is
sent fromthe credit-control server to the credit-control client.

The AVP contains the validity time of the granted service units. The
nmeasurenent of the Validity-Tinme is started upon receipt of the
Credit-Control - Answer Message containing this AVP. [|f the granted
service units have not been consuned within the validity tine
specified in this AVP, the credit-control client MJST send a Credit-
Control - Request nessage to the server, with CC Request-Type set to
UPDATE_REQUEST. The value field of the Validity-Time AVP is given in
seconds.
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The Validity-Tine AVP is also used for the graceful service
termnation (see section 5.6) to indicate to the credit-contro
client how I ong the subscriber is allowed to use network resources
after the specified action (i.e., RED RECT or RESTRI CT_ACCESS)
started. When the Validity-Tine el apses, a new internediate
interrogation is sent to the server.

8. 34. Fi nal -Uni t-1ndi cati on AVP

The Final-Unit-Indication AVP (AVP Code 430) is of type G ouped and
i ndicates that the Granted-Service-Unit AVP in the Credit-Control -
Answer, or in the AA answer, contains the final units for the
service. After these units have expired, the Dianmeter credit-contro
client is responsible for executing the action indicated in the
Final -Unit-Action AVP (see section 5.6).

If nmore than one unit type is received in the Credit-Control-Answer,
the unit type that first expired SHOULD cause the credit-contro
client to execute the specified action.

In the first interrogation, the Final-Unit-Indication AVP with

Final -Unit-Action REDI RECT or RESTRI CT_ACCESS can al so be present
with no Ganted-Service-Unit AVP in the Credit-Control-Answer or in
the AA answer. This indicates to the Dianeter credit-control client
to execute the specified action inmediately. |f the honme service
provider policy is to termnate the service, naturally, the server
SHOULD return the appropriate transient failure (see section 9.1) in
order to inplenent the policy-defined action.

The Final -Unit-Action AVP defines the behavior of the service el enent
when the user’s account cannot cover the cost of the service and MJST
al ways be present if the Final-Unit-Indication AVP is included in a
conmand.

If the Final-Unit-Action AVP is set to TERM NATE, no ot her AVPs MJST
be present.

If the Final-Unit-Action AVP is set to REDI RECT at | east the

Redi rect - Server AVP MJST be present. The Restriction-Filter-Rule AVP
or the Filter-1d AVP MAY be present in the Credit-Control-Answer
nmessage if the user is also allowed to access other services that are
not accessible through the address given in the Redirect-Server AVP.

If the Final-Unit-Action AVP is set to RESTRI CT_ACCESS, either the
Restriction-Filter-Rule AVP or the Filter-Id AVP SHOULD be present.
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The Filter-1d AVP is defined in [NASREQ. The Filter-1d AVP can be
used to reference an IP filter list installed in the access device by
means ot her than the Dianmeter credit-control application, e.g.
locally configured or configured by another entity.

The Final-Unit-Indication AVP is defined as follows (per the
grouped- avp- def of RFC 3588 [ DI AMBASE]):
Final -Unit-Indication ::= < AVP Header: 430 >
{ Final-Unit-Action }
*[ Restriction-Filter-Rule ]
*[ Filter-1d ]
[ Redirect-Server ]

8. 35. Fi nal -Uni t-Acti on AVP

The Final-Unit-Action AVP (AVP Code 449) is of type Enunerated and
indicates to the credit-control client the action to be taken when
the user’s account cannot cover the service cost.

The Final -Unit-Action can be one of the follow ng:

TERM NATE 0
The credit-control client MUST termi nate the service session
This is the default handling, applicable whenever the credit-
control client receives an unsupported Final-Unit-Action val ue,
and it MJUST be supported by all the Dianeter credit-control client
i mpl ement ati ons conforming to this specification.

REDI RECT 1
The service elenment MJST redirect the user to the address
specified in the Redirect-Server-Address AVP. The redirect action
is defined in section 5.6. 2.

RESTRI CT_ACCESS 2
The access device MIST restrict the user access according to the
| P packet filters defined in the Restriction-Filter-Rule AVP or
according to the I P packet filters identified by the Filter-1Id
AVP. Al the packets not nmatching the filters MJST be dropped
(see section 5.6.3).

8.36. Restriction-Filter-Rule AVP
The Restriction-Filter-Rule AVP (AVP Code 438) is of type
IPFilterRule and provides filter rules corresponding to services that

are to remain accessible even if there are no nbre service units
granted. The access device has to configure the specified filter
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rules for the subscriber and MUST drop all the packets not matching
these filters. Zero, one, or nore such AVPs MAY be present in a
Credit-Control - Answer nessage or in an AA answer nessage.

8. 37. Redi r ect - Server AVP

The Redirect-Server AVP (AVP Code 434) is of type G ouped and
contains the address information of the redirect server (e.g., HITP
redirect server, SIP Server) with which the end user is to be
connect ed when the account cannot cover the service cost. It MJST be
present when the Final-Unit-Action AVP is set to REDI RECT.

It is defined as foll ows (per the grouped-avp-def of RFC 3588
[ DI AVBASE] ) :

Redi rect-Server ::= < AVP Header: 434 >
{ Redirect-Address-Type }
{ Redirect-Server-Address }

8.38. Redirect-Address-Type AVP

The Redirect-Address-Type AVP (AVP Code 433) is of type Enunerated
and defines the address type of the address given in the Redirect-
Server - Addr ess AVP.

The address type can be one of the follow ng:

| Pv4 Address 0

The address type is in the formof "dotted-decimal" |Pv4 address,
as defined in [IPv4].

| Pv6 Address 1
The address type is in the formof |IPv6 address, as defined in
[ Pv6Addr]. The address is a text representation of the address
in either the preferred or alternate text form[I|Pv6Addr].
Conf ormant inpl enentati ons MJUST support the preferred form and
SHOULD support the alternate text formfor |Pv6 addresses.

URL 2

The address type is in the formof Uniform Resource Locator, as
defined in [URL].

SIP URI 3

The address type is in the formof SIP Uniform Resource
Identifier, as defined in [SIP].
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8.39. Redirect-Server-Address AVP

The Redirect-Server-Address AVP (AVP Code 435) is of type UTF8String
and defines the address of the redirect server (e.g., HITP redirect
server, SIP Server) with which the end user is to be connected when
t he account cannot cover the service cost.

8.40. Miltiple-Services-Indicator AVP

The Ml tipl e-Services-1ndicator AVP (AVP Code 455) is of type
Enuner ated and i ndi cates whether the Dianeter credit-control client
is capable of handling nultiple services independently within a
(sub-) session. The absence of this AVP nmeans that independent
credit-control of multiple services is not supported.

A server not inplenenting the independent credit-control of multiple
services MJST treat the Miltiple-Services-Indicator AVP as an invalid
AVP.

The followi ng values are defined for the Miltiple-Services-Indicator
AVP:

MULTI PLE_SERVI CES_NOT_SUPPORTED 0
Cient does not support independent credit-control of nmultiple
services within a (sub-)session

MULTI PLE_SERVI CES_SUPPORTED 1
Cient supports independent credit-control of nultiple services
within a (sub-)session.

8.41. Requested-Action AVP

The Requested-Action AVP (AVP Code 436) is of type Enunerated and
contains the requested action being sent by Credit-Control-Request
command where the CC-Request-Type is set to EVENT_REQUEST. The
follow ng val ues are defined for the Requested-Action AVP

DI RECT_DEBI Tl NG 0
This indicates a request to decrease the end user’s account
according to information specified in the Requested-Service-Unit
AVP and/or Service-ldentifier AVP (additional rating information
may be included in service-specific AVPs or in the Service-
Parameter-Info AVP). The G anted-Service-Unit AVP in the Credit-
Control - Answer conmand contains the debited units.
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REFUND_ACCOUNT 1
This indicates a request to increase the end user’s account
according to information specified in the Requested-Service-Unit
AVP and/or Service-ldentifier AVP (additional rating information
may be included in service-specific AVPs or in the Service-
Parameter-Info AVP). The G anted-Service-Unit AVP in the Credit-
Control - Answer conmand contains the refunded units.

CHECK_BALANCE 2
This indicates a bal ance check request. In this case, the
checki ng of the account bal ance is done w thout any credit
reservation fromthe account. The Check-Bal ance-Result AVP in the
Credit-Control - Answer command contains the result of the bal ance

check.

PRI CE_ENQUI RY 3
This indicates a price enquiry request. In this case, neither
checking of the account bal ance nor reservation fromthe account
will be done; only the price of the service will be returned in

the Cost-Information AVP in the Credit-Control - Answer Command.
8.42. Servi ce-Context-1d AVP

The Service-Context-1d AVP is of type UTF8String (AVP Code 461) and
contains a unique identifier of the Dianeter credit-control service
speci fic docunent that applies to the request (as defined in section
4.1.2). This is an identifier allocated by the service provider, by
the service el enent nmanufacturer, or by a standardization body, and
MUST uniquely identify a given Dianeter credit-control service
specific docunment. The format of the Service-Context-ld is:

"service-context" "@ "donmain"

servi ce-context = Token

The Token is an arbitrary string of characters and digits.

"domain’ represents the entity that allocated the Service-Context-1d.
It can be ietf.org, 3gpp.org, etc., if the identifier is allocated by
a standardi zati on body, or it can be the FQDN of the service provider
(e.g., provider.exanmple.com or of the vendor (e.g.,
vendor . exanple.com if the identifier is allocated by a private
entity.

This AVP SHOULD be placed as close to the Di aneter header as
possi bl e.
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Servi ce-specific docunents that are for private use only (i.e., to
one provider’'s own use, where no interoperability is deened useful)
may define private identifiers wi thout need of coordination

However, when interoperability is wanted, coordination of the
identifiers via, for exanple, publication of an informational RFC is
RECOVMENDED i n order to make Service-Context-1d globally avail able.

8. 43. Servi ce-Paraneter-Info AVP

The Service-Paraneter-Info AVP (AVP Code 440) is of type G ouped and
contains service-specific information used for price calculation or
rating. The Service-Paraneter-Type AVP defines the service paraneter
type, and the Service-Paraneter-Val ue AVP contains the paraneter

val ue. The actual contents of these AVPs are not within the scope of
this docunment and SHOULD be defined in another Di aneter application
in standards witten by other standardization bodies, or in service-
speci fi ¢ docunentation

In the case of an unknown service request (e.g., unknown Service-
Par anet er- Type), the correspondi ng answer nessage MJST contain the
error code DI AVETER_RATI NG FAI LED. A Credit-Control - Answer nessage
with this error MUST contain one or nore Fail ed-AVP AVPs cont ai ni ng
the Service-Paraneter-Info AVPs that caused the failure.

It is defined as foll ows (per the grouped-avp-def of RFC 3588
[ DI AVBASE] ) :

Servi ce-Paraneter-Info ::= < AVP Header: 440 >
{ Service-Paraneter-Type }
{ Service-Paraneter-Val ue }

8.44. Service-Paraneter-Type AVP

The Service-Paraneter-Type AVP is of type Unsigned32 (AVP Code 441)
and defines the type of the service event specific paraneter (e.g.

it can be the end-user location or service nane). The different
paraneters and their types are service specific, and the neani ngs of
these paraneters are not defined in this docunment. \Whoever allocates
the Service-Context-1d (i.e., unique identifier of a service-specific
docunent) is al so responsible for assigning Service-Paraneter-Type
val ues for the service and ensuring their uniqueness within the given
service. The Service-Paramneter-Val ue AVP contains the val ue

associ ated with the service paraneter type.
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8.45. Servi ce-Par anet er - Val ue AVP

The Servi ce-Paraneter-Value AVP is of type OctetString (AVP Code 442)
and contains the value of the service paraneter type.

8.46. Subscription-1d AVP

The Subscription-1d AVP (AVP Code 443) is used to identify the end
user’s subscription and is of type G ouped. The Subscription-1d AVP
i ncludes a Subscription-ld-Data AVP that holds the identifier and a
Subscription-1d-Type AVP that defines the identifier type.

It is defined as foll ows (per the grouped-avp-def of RFC 3588
[ DI AVBASE] ) :

Subscription-Id ::= < AVP Header: 443 >
{ Subscription-Id-Type }
{ Subscription-ld-Data }

8.47. Subscription-1d-Type AVP

The Subscription-1d-Type AVP (AVP Code 450) is of type Enunerated,
and it is used to determnmine which type of identifier is carried by
the Subscription-1d AVP.

This specification defines the follow ng subscription identifiers.
However, new Subscription-1d-Type val ues can be assigned by an | ANA
desi gnat ed expert, as defined in section 12. A server MJST inpl enent
all the Subscription-l1d-Types required to performcredit

aut hori zation for the services it supports, including possible future
val ues. Unknown or unsupported Subscription-Id-Types MJST be treated
according to the "M flag rule, as defined in [ D AVBASE] .

END _USER_E164 0
The identifier is in international E 164 format (e.g., MSI SDN)
according to the ITUT E 164 nunbering plan defined in [E164] and
[ CE164].

END_USER_| VSl 1
The identifier is in international |IMSl format, according to the
I TUT E 212 nunbering plan as defined in [E212] and [ CE212].

END_USER_SI P_URI 2
The identifier is in the formof a SIP URI, as defined in [SIP].

END_USER_NAI 3

The identifier is in the formof a Network Access ldentifier, as
defined in [NAI].
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END_USER_PRI VATE 4
The Identifier is a credit-control server private identifier.

8.48. Subscription-1d-Data AVP

The Subscription-l1d-Data AVP (AVP Code 444) is used to identify the
end user and is of type UTF8String. The Subscription-I1d-Type AVP
defines which type of identifier is used.

8.49. User-Equi pnent-Info AVP

The User- Equi prent-1nfo AVP (AVP Code 458) is of type G ouped and
allows the credit-control client to indicate the identity and

capability of the terminal the subscriber is using for the connection
to networKk.

It is defined as foll ows (per the grouped-avp-def of RFC 3588
[ DI AVBASE] ) :

User - Equi pnent-Info ::= < AVP Header: 458 >
{ User - Equi prent -1 nf o- Type }
{ User - Equi prent - | nf o- Val ue }

8.50. User-Equi pnent - I nfo-Type AVP

The User - Equi prent - I nf o- Type AVP is of type Enunerated (AVP Code
459) and defines the type of user equipnent information contained in
t he User - Equi prent - | nf o- Val ue AVP

This specification defines the follow ng user equi pnment types.
However, new User - Equi pnent -1 nf o- Type val ues can be assi gned by an
| ANA designated expert, as defined in section 12.

| MEI SV 0
The identifier contains the International Mobile Equi pnent

Identifier and Software Version in the international | Ml SV fornmat
according to 3GPP TS 23.003 [ 3GPPI MVEI] .

VAC 1
The 48-bit MAC address is formatted as described in [ RAD802. 1X] .

EUI 64 2

The 64-bit identifier used to identify hardware instance of the
product, as defined in [EU 64].
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8.

9.

MODI FI ED_EUI 64 3
There are a nunber of types of terminals that have identifiers
other than I MEl, |EEE 802 MACs, or EU -64. These identifiers can
be converted to nodified EU -64 format as described in [|Pv6Addr]
or by using sone other nethods referred to in the service-specific
docunent ati on.

51. User- Equi prrent - | nf o- Val ue AVP

The User - Equi prent - | nf o- Val ue AVP (AVP Code 460) is of type
CctetString. The User-Equi pnent-Info-Type AVP defines which type of
identifier is used.

Result Code AVP Val ues

This section defines new Result-Code AVP [ DI AMBASE] val ues that nust
be supported by all Dianeter inplenentations that conformto this
speci ficati on.

The Credit-Control - Answer nessage includes the Result-Code AVP, which
may indicate that an error was present in the Credit-Control -Request

nmessage. A rejected Credit-Control - Request nessage SHOULD cause the

user’'s session to be term nated.

Transi ent Fail ures

Errors that fall within the transient failures category are used to
informa peer that the request could not be satisfied at the tine it
was received, but that the request MAY be able to be satisfied in the
future.

DI AVETER_END_USER_SERVI CE_DENI ED 4010
The credit-control server denies the service request due to
service restrictions. |f the CCR contai ned used-service-units,

they are deducted, if possible.

DI AVETER_CREDI T_CONTROL_NOT_APPLI CABLE 4011
The credit-control server determines that the service can be
granted to the end user but that no further credit-control is
needed for the service (e.g., service is free of charge).

DI AVETER_CREDI T_LI M T_REACHED 4012
The credit-control server denies the service request because the
end user’s account could not cover the requested service. |If the

CCR cont ai ned used-service-units they are deducted, if possible.
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9.2. Permanent Fail ures

Errors that fall within the permanent failure category are used to
informthe peer that the request failed and should not be attenpted
agai n.

DI AVETER_USER _UNKNOMN 5030
The specified end user is unknown in the credit-control server.

DI AVETER_RATI NG_FAI LED 5031
This error code is used to informthe credit-control client that
the credit-control server cannot rate the service request due to
insufficient rating input, an incorrect AVP conbination, or an AVP
or an AVP value that is not recognized or supported in the rating.
The Fail ed- AVP AVP MJUST be included and contain a copy of the
entire AVP(s) that could not be processed successfully or an
exanpl e of the missing AVP conplete with the Vendor-1Id if
applicable. The value field of the missing AVP shoul d be of
correct nmininmumlength and contain zeros.

10. AVP Cccurrence Tabl e

The following table presents the AVPs defined in this docunent and
specifies in which Dianeter nmessages they MAY or MAY NOT be present.
Note that AVPs that can only be present within a G ouped AVP are not
represented in this table.

The tabl e uses the follow ng synbol s:

0 The AVP MUST NOT be present in the nessage.

0+ Zero or nore instances of the AVP MAY be present in the
nmessage.

0-1 Zero or one instance of the AVP MAY be present in the
nessage. It is considered an error if there is nore
than one instance of the AVP

1 One instance of the AVP MJUST be present in the nessage.

1+ At | east one instance of the AVP MJST be present in the
nmessage.
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The table in this section is used to represent which credit-control
applications specific AVPs defined in this docunment are to be present

in th

Hakal a,

e credit-control nessages.

Attri bute Name

Acct-Mil ti-Session-Id

Aut h- Appl i cation-1d

CC-Correlation-1d

CC- Sessi on- Fai | over

CC- Request - Nurber

CC- Request - Type

CC- Sub- Session-1d

Check- Bal ance- Resul t

Cost-Information

Credit-Control -Fail ure-
Handl i ng

Desti nati on- Host

Desti nati on- Real m

Direct-Debiting-Fail ure-
Handl i ng

Event - Ti nest anp

Fai | ed- AVP

Fi nal - Unit-1ndication

Granted-Service-Unit

Mul ti pl e-Services-Credit-
Cont r ol

Mul ti pl e- Servi ces- 1 ndi cat or

Ori gi n- Host

Origin-Real m

Oigin-State-1d

Proxy-Info

Redi r ect - Host

Redi r ect - Host - Usage

Redi r ect - Max- Cache- Ti e

Request ed- Acti on

Request ed- Ser vi ce- Uni t

Rout e- Record

Resul t - Code

Service-Context-1d

Service-ldentifier

Servi ce-Paraneter-Info

0-1

1
=

1
=

1
=

1
=

+ !
=

1 1
e

+

=

+
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10.

11.

Session-1d
Subscription-1d

Ter m nati on- Cause
User - EqQui prrent - I nfo
Used- Ser vi ce- Uni t
User - Name
Validity-Time

OOOCIDOOH
[cNoloNoNoNoN

2. Re-Aut h- Request/ Answer AVP Tabl e

This section defines AVPs that are specific to the Dianeter credit-
control application and that MAY be included in the D anmeter Re-
Aut h- Request/ Answer ( RAR/ RAA) nessage [ DI AMBASE] .

Re- Aut h- Request/ Answer conmmand MAY include the foll owi ng additional
AVPs:

SRS +

| Conmand Code |

|------- S +
Attribute Nane | RAR | RAA |
------------------------------ e
CC- Sub- Session-1d | 0-1 | 0-1 |
G S-U Pool -ldentifier | 0-1 | 0-1 |
Service-ldentifier | 0-12 | O0-1 |
Rat i ng- Group | 0-1 | 0-1 |
------------------------------ e

RADI US/ Di anmeter Credit-Control |nterworking Mdel

This section defines the basic principles for the D aneter credit-
control /RADI US prepai d i nter-working nodel; that is, a nessage

transl ati on between a RADI US based prepaid solution and a Di aneter
credit-control application. A conplete description of the protocol
transl ati ons between RADI US and the Di aneter credit-control
application is beyond the scope of this specification and SHOULD be
addressed in anot her appropriate docunent, such as the RADI US prepaid
speci ficati on.

The Di aneter credit-control architecture may have a Transl ati on Agent
capabl e of translation between RADI US prepaid and D aneter credit-
control protocols. An AAA server (usually the home AAA server) may
act as a Translation Agent and as a Dianeter credit-control client
for service elenents that use credit-control nechani sns other than

Di ameter credit control for instance, RADIUS prepaid. In this case,
the home AAA server contacts the Dianmeter credit-control server as
part of the authorization process. The interworking architecture is
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illustrated in Figure 7, and interworking flowin Figure 8. In a
roam ng situation the service elenent (e.g., the NAS) may be | ocated
in the visited network, and a visited AAA server is usually
contacted. The visited AAA server connects then to the hone AAA
server.

RADI US Prepaid

Fomm e - + Fom e e - - - + protocol +------------ + -------- +
| End | <----- > Service |<---------- > Home AAA | | Business|
|  User | | Element | | Server | | Support |
oo SR | |+ + ->| System |
IR TR + jlcc aient || | |
| |+ o |
S SIS + | S N, Ao + -+
| End | <--+ Credi t-Control | |
|  User | Pr ot ocol | |
Fommm e + I V---ooo-- + |
| Credit-Control |[----+
| Server |
o e e e oo oo oo +

Figure 7: Credit-control architecture with service el ement
contai ning transl ati on agent, translati ng RADI US
prepaid to Dianeter credit-control protoco

Wien the AAA server acting as a Translation Agent receives an initial
RADI US Access- Request nessage from service elenent (e.g., NAS
access), it perforns regul ar authentication and authorization. |If
the RADI US Access- Request nessage indicates that the service el enent
is capable of credit-control, and if the home AAA server finds that
the subscriber is a prepaid subscriber, then a Dianeter credit-
control request SHOULD be sent toward the credit-control server to
performcredit authorization and to establish a credit-control
session. After the Diameter credit-control server checks the end
user’s account bal ance, rates the service, and reserves credit from
the end user’s account, the reserved quota is returned to the hone
AAA server in the Dianeter Credit-Control-Answer. Then the hone AAA
server sends the reserved quota to the service elenent in the RAD US
Access- Accept.

At the expiry of the allocated quota, the service elenent sends a new
RADI US Access- Request containing the units used this far to the hone
AAA server. The honme AAA server shall map a RADI US Access- Request
containing the reported units to the Dianmeter credit-control server
in a Dianeter Credit-Control - Request (UPDATE _REQUEST). The Di aneter
credit-control server debits the used units fromthe end user’s
account and allocates a new quota that is returned to the hone AAA
server in the Diameter Credit-Control-Answer. The quota is
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transferred to the service elenent in the RADI US Access- Accept. Wen
the end user terninates the service, or when the entire quota has
been used, the service el enment sends a RADI US Access- Request. To
debit the used units fromthe end user’s account and to stop the
credit-control session, the home AAA server sends a Diameter Credit-
Control - Request ( TERM NATI ON_REQUEST) to the credit-control server.
The Di aneter credit-control server acknow edges the session
termnation by sending a Diameter Credit-Control - Answer to the hone
AAA server. The RADI US Access-Accept is sent to the NAS.
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A following diagramillustrates a RADIUS prepaid - Dianmeter credit-
control interworking sequence.

Servi ce El enent Transl ati on Agent
(e.g., NAS) (CC dient) CC Server

| Access- Request | |
|- > |
| | CCR (initial) |
| |-
| | CCA (Granted-Units) |
| | <o |
| Access- Accept | |
| (Granted-Units) | |
| <o | |
I Access- Request | |
| (Used-Units) | |
|- > |
| | CCR (updat e, |
| | Used- Uni ts) |
| |-
| | CCA (Granted-Units) |
| | <o |
| Access- Accept | |
| (Granted-Units) | |
| <o | |
I Access- Request | |
|- > |
| | CCR (terninate, |
| | Used- Uni t s) |
| R REREEEEEEEEEEE >
I I CCA I
| | <o |
| Access- Accept |

I

I

N
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

Figure 8: Message flow exanple with RADI US prepaid -
Di aneter credit-control interworking

12. | ANA Consi derations
This section contains the nanespaces that have either been created in

this specification, or the values assigned to existing nanmespaces
managed by | ANA.
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12.

12.

12.

12.

12.

12.

In the subsections bel ow, when we speak about review by a Designated
Expert, please note that the designated expert will be assigned by
the ESG Initially, such Expert discussions take place on the AAA
WG mai ling |ist.

1. Application ldentifier

Thi s specification assigns the value 4, 'Dianeter Credit Control’, to
the Application ldentifier namespace defined in [DI AVMBASE]. See
section 1.3 for nore information.

2. Command Codes

Thi s specification uses the value 272 fromthe Conmand code nanespace
defined in [DI AMBASE] for the Credit-Control-Request (CCR) and
Credit-Control - Answer (CCA) comands.

3. AVP Codes

Thi s specification assigns the values 411 - 461 fromthe AVP code
nanespace defined in [D AVBASE]. See section 8 for the assignnment of
t he nanmespace in this specification.

4. Result-Code AVP Val ues

Thi s specification assigns the values 4010, 4011, 4012, 5030, 5031
fromthe Result-Code AVP val ue nanespace defined in [DI AVMBASE]. See
section 9 for the assignnment of the namespace in this specification.

5. CC- Request-Type AVP

As defined in section 8.3, the CC Request-Type AVP incl udes
Enunerated type values 1 - 4. |ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are avail able for

assi gnnment by a Designated Expert [|ANA].

6. CC-Session-Fail over AVP

As defined in section 8.4, the CC Fail over-Supported AVP includes
Enunerated type values 0 - 1. |ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are avail able for

assi gnnment by a Designated Expert [|ANA].
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12.7. CGC Unit-Type AVP

As defined in section 8.32, the CC Unit-Type AVP includes Enurmerated
type values 0 - 5. 1ANA has created and is mmaintaining a nanespace
for this AVP. Al remaining values are available for assignnent by a
Desi gnat ed Expert [ ANA]

12.8. Check-Bal ance-Result AVP

As defined in section 8.6, the Check-Bal ance-Result AVP includes
Enunerated type values 0 - 1. |ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are avail able for

assi gnnment by a Designated Expert [I| ANA]

12. 9. Credit-Control AVP

As defined in section 8.13, the Credit-Control AVP includes
Enunerated type values 0 - 1. |ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are avail able for

assi gnnment by a Designated Expert [I| ANA]

12.10. Credit-Control-Failure-Handling AVP

As defined in section 8.14, the Credit-Control-Fail ure-Handling AVP
i ncl udes Enunerated type values 0 - 2. 1ANA has created and is

mai nt ai ni ng a nanespace for this AVP. Al renaining values are
avai |l abl e for assignment by a Designated Expert [ ANA]

12.11. Direct-Debiting-Failure-Handling AVP

As defined in section 8.15, the Direct-Debiting-Failure-Handling AVP
i ncl udes Enunerated type values 0 - 1. 1ANA has created and is

mai nt ai ni ng a nanespace for this AVP. All renaining values are
avai |l abl e for assignment by a Designated Expert [ ANA]

12.12. Fi nal -Unit-Action AVP

As defined in section 8.35, the Final-Unit-Action AVP includes
Enunerated type values 0 - 2. |ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are avail able for

assi gnnment by a Designated Expert [I| ANA]

12.13. Ml tiple-Services-Indicator AVP
As defined in section 8.40, the Miltiple-Services-Indicator AVP
i ncl udes Enunerated type values 0 - 1. 1ANA has created and is

mai nt ai ni ng a nanmespace for this AVP. Al renaining values are
avai |l abl e for assignment by a Designated Expert [ ANA]
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12.

12.

12.

12.

12.

13.

14. Redirect-Address-Type AVP

As defined in section 8.38, the Redirect-Address-Type AVP includes
Enunerated type values 0 - 3. |ANA has created and is maintaining a
nanespace for this AVP. Al remaining values are available for

assi gnnment by a Designated Expert [I| ANA]

15. Request ed- Acti on AVP

As defined in section 8.41, the Requested-Action AVP incl udes
Enunerated type values 0 - 3. |ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are avail able for

assi gnnment by a Designated Expert [I| ANA]

16. Subscription-1d-Type AVP

As defined in section 8.47, the Subscription-I1d-Type AVP includes
Enunerated type values 0 - 4. | ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are avail able for

assi gnnment by a Designated Expert [I| ANA]

17. Tari f f - Change- Usage AVP

As defined in section 8.27, the Tariff-Change-Usage AVP incl udes
Enunerated type values 0 - 2. |ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are avail able for

assi gnnment by a Designated Expert [I| ANA]

18. User - EqQui prrent - | nf o- Type AVP

As defined in section 8.50, the User-Equi pnent-Info-Type AVP incl udes
Enunerated type values 0 - 3. |ANA has created and is maintaining a
nanespace for this AVP. Al renmaining values are available for

assi gnnment by a Designated Expert [I| ANA]

Credit-Control Application Related Paraneters
Tx tiner

When real -time credit-control is required, the credit-contro
client contacts the credit-control server before and while the
service is provided to an end user. Due to the real-tinme nature
of the application, the communication delays SHOULD be m ni m zed;
e.g., to avoid an overly long service setup tine experienced by
the end user. The Tx tinmer is introduced to control the waiting
time in the client in the Pending state. Wen the Tx tiner

el apses, the credit-control client takes an action to the end user
according to the value of the Credit-Control-Failure-Handling AVP
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14.

or Direct-Debiting-Failure-Handling AVP. The recomended value is
10 seconds.

Tcc tiner

The Tcc timer supervises an ongoing credit-control session in the
credit-control server. It is RECOVWENDED to use the Validity-Tinme
as input to set the Tcc timer value. |In case of transient
failures in the network, the Dianeter credit-control server m ght
change to Idle state. To avoid this, the Tcc tinmer MAY be set so
that Tcc equals to 2 x Validity-Tinme.

Credit-Control - Fail ure-Handl i ng and Direct-Debiting-Fail ure-Handling

Client inplementations may offer the possibility of locally
configuring these AVPs. In such a case their value and behavi or
is defined in section 5.7 for the Credit-Control -Fail ure-Handling
and in section 6.5 for the Direct-Debiting-Failure-Handling.

Security Considerations

The Di aneter base protocol [D AMBASE] requires that each Di aneter

i npl erent ati on use underlying security; i.e., IPsec or TLS. These
mechani sns are believed to provide sufficient protection under the
normal Internet threat nodel; that is, assuming that the authorized
nodes engaging in the protocol have not been conprom sed, but that
the attacker has conplete control over the conmunication channels
between them This includes eavesdroppi ng, nessage nodification,
insertion, and man-in-the-mddle and replay attacks. Note al so that
this application includes a nmechanismfor application |ayer replay
protection by neans of the Session-1d from[D AMBASE] and CC
Request - Nunber, which is specified in this docunent. The Di aneter
credit-control application is often used within one domain, and there
may be a single hop between the peers. 1In these environnments, the
use of TLS or IPsec is sufficient. The details of TLS and | Psec

rel ated security considerations are discussed in the [ D AVBASE] .

Because this application handl es nonetary transactions (directly or
indirectly), it increases the interest for various security attacks.
Therefore, all parties communicating with each other MJST be

aut henti cated, including, for instance, TLS client-side

aut hentication. |In addition, authorization of the client SHOULD be
enphasi zed; i.e., that the client is allowed to performcredit-
control for a certain user. The specific neans of authorization are
outsi de of the scope of this specification but can be, for instance,
manual configuration.
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Anot her kind of threat is nalicious nodification, injection, or

del etion of AVPs or conplete credit-control nessages. The credit-
control nessages contain sensitive billing related information (such
as subscription Id, granted units, used units, cost information)
whose malicious nodification can have financial consequences.
Sonetines sinply delaying the credit-control nessages can cause

di sturbances in the credit-control client or server.

Even wi thout any nodification to the nmessages, an adversary can
invite a security threat by eavesdropping, as the transactions
contain private informati on about the user. Also, by nonitoring the
credit-control messages one can collect information about the
credit-control server’s billing nodels and business rel ationshi ps.

When third-party relays or proxy are involved, the hop-by-hop
security does not necessarily provide sufficient protection for

Di anmeter user session. |In sonme cases, it may be inappropriate to
send Di aneter nessages, such as CCR and CCA, containing sensitive
AVPs via untrusted Di aneter proxy agents, as there are no assurances
that third-party proxies will not nodify the credit-control conmands
or AVP val ues.

1. Direct Connection with Redirects

A Dianeter credit-control agent cannot always know whet her agents
between it and the end user’s Dianeter credit-control server are
reliable. In this case, the Dianeter credit-control agent doesn’t
have a routing entry in its Dianeter Routing Table (defined in

[ DI AMBASE], section 2.7) for the realmof the credit-control server
in the end user’s honme donain. The Dianmeter credit-control agent can
have a default route configured to a | ocal Redirect agent, and it
redirects the CCR nessage to the redirect agent. The |ocal Redirect
agent then returns a redirect notification (Result-code 3006,

DI AVETER_REDI RECT_I NDI CATION) to the credit-control agent, as well as
D aneter credit-control server(s) information (Redirect-Host AVP) and
i nformati on (Redirect-Host-Usage AVP) about how the routing entry
resulting fromthe Redirect-Host is to be used. The D aneter
credit-control agent then forwards the CCR nessage directly to one of
the hosts identified by the CCA nessage fromthe redirect agent. |If
t he val ue of the Redirect-Host-Usage AVP is unequal to zero, al
foll ow ng nessages are sent to the host specified in the Redirect-
Host AVP until the tine specified by the Redirect-Mx-Cache-Tine AVP
is expired.

There are some authorization issues even with redirects. There may
be attacks toward nodes that have been properly authorized, but that
abuse their authorization or have been conpromi sed. These issues are
di scussed nore widely in [DI AMEAP], section 8.
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Appendi x A, Credit-Control Sequences

Al Flowl
NAS
End User (CC dient) AAA Server CC Server
| (1) User Logon | (2) AA Request (CC AVPs) |
|- > oo > |
| | | (3)CCR(initial, CC AVPs)
| | |- >|
| | | (4)CCA(Granted-Units)
| | | <o |
| | (5) AA Answer (Grant ed- Units) |
| (6) Access granted |<------------------- | |
| <o > | |
| | | |
| (7) COR(updat e, Used- Uni t s) i
R >| (8) CCR _|
| (updat e, Used- Uni t s)
|- >|

(10)CCA(Ganted-Units)<------------------ |

I
I
I | (9) CCA( G ant ed- Uni t's)
I
| <-mmmmmei e | I

| (Auth. lifetime expires) |
| | (11) AAR (CC AVP) |
| R b >
I I
I

|(13) User logoff | |
EEEEEE TR >| (14) CCR(term , Used- Uni ts)

I
|
| (term, Used-Units)

I I ------------------- >| (15) CCR
| | [ <re e >]
| | | (16) OCA |
| | (17)OCA [ rmnmnmnmnmnintanns |
| P R R LR EEERRE | |
| | (18) STR | |
| B Rt >] |
| | (19) STA | |
| R ECEREEFEREEE | |

Figure A 1. Flowl
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A credit-control flow for Network Access Services prepaid is shown in
Figure A.1. The Dianeter [NASREQ is inplenented in the Network
Access Server (NAS). The focus of this flowis in the credit

aut hori zati on.

The user logs on to the network (1). The Dianeter NAS sends a

Di amet er AA- Request (AAR) to the honme Di aneter AAA server. The
credit-control client populates the AAR with the Credit-Control AVP
set to CREDI T_AUTHORI ZATI ON, and service-specific AVPs are included,
as usual [NASREQ . The hone Dianmeter AAA server performs service-
speci fic Authentication and Authorization, as usual. The hone

Di ameter AAA server determnes that the user is a prepaid user and
notices fromthe Credit-Control AVP that the NAS has credit-control
capabilities. It sends a Dianeter Credit-Control-Request with CC
Request - Type set to INITIAL_REQUEST to the Dianeter credit-control
server to performcredit authorization (3) and to establish a
credit-control session. (The home D anmeter AAA server may forward
servi ce-specific AVPs received fromthe NAS as input for the rating
process.) The Dianeter credit-control server checks the end user’s
account bal ance, rates the service, and reserves credit fromthe end
user’s account. The reserved quota is returned to the hone Di aneter
AAA server in the Dianeter Credit-Control-Answer (4). The hone

Di amet er AAA server sends the reserved quota to the NAS in the

Di ameter AA- Answer (AAA). Upon successful AAA, the NAS starts the
credit-control session and starts nonitoring the granted units (5).
The NAS grants access to the end user (6). At the expiry of the

al l ocated quota, the NAS sends a Dianeter Credit-Control-Request with
CC- Request - Type set to UPDATE REQUEST to the Honme Di aneter AAA server
(7). This message contains the units used thus far. The home

D aneter AAA server forwards the CCR to the Dianeter credit-control
server (8). The Diameter credit-control server debits the used units
fromthe end user’s account and allocates a new quota that is
returned to the home Dianmeter AAA server in the Dianeter Credit-
Control - Answer (9). The nessage is forwarded to the NAS (10).

During the ongoing credit-control session, the authorization lifetine
expires, and the authorization/authentication client in the NAS
perfornms service specific re-authorization to the hone D aneter AAA
server, as usual. The credit-control client populates the AAR with
the Credit-Control AVP set to RE_AUTHORI ZATI ON, indicating that the
credit-control server shall not be contacted, as the credit
authorization is controlled by the burning rate of the granted units
(11). The hone Di aneter AAA server perforns service-specific re-

aut hori zation as usual and returns the AA-Answer to the NAS (12).

The end user logs off fromthe network (13). To debit the used units
fromthe end user’s account and to stop the credit-control session,
the NAS sends a Dianeter Credit-Control-Request wth CC Request-Type
set to TERM NATI ON_REQUEST to the hone Di aneter AAA server (14). The
honme Di aneter AAA server forwards the CCR to the credit-control
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server (15). The Dianeter credit-control server acknow edges the
session termnation by sending a Dianeter Credit-Control-Answer to
the honme Di anmeter AAA server (16). The home Di aneter AAA server
forwards the answer to the NAS (17). STR/ STA takes pl ace between the
NAS and home Di aneter AAA server, as usual (18-19).

A 2. Flowll
SI P Proxy/ Regi strar AAA

A (CC dient) Server B CC Server
| (i) REGSTER| | | |
[EEEEEEREEEEES > (i) | | |
| ettt | |
| | aut hentication & | |
| | aut hori zati on | | |
. ESRREEETERERTS | | |
| (iii)200 OK | | I
| <o | | |
(1) INITE | ' :
R g " "
| [(2) CCR (Initial, SIP specific AVP) |
| | >
| | (3) CCA (Granted-Units) |
| | e |
| | (4) |INVITE | |
| |- > |
| |(5) CCR (update, Used-Units) |
| | >
| | (6) CCA (Granted-Units) |
| | e |
| (7) BYE I I I
EEEEEEEEEEES > | |
I | (8) BYE I I
| |- > |
| | (9) CCR (termnation, Used-Units) |
| D R R LR EL R EEEEEEEES >
I | (10) CCA () I
| | e |
I I

Figure A .2: Flow Il
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This is an exanple of Dianmeter credit-control for SIP sessions.

Al t hough the fl ow focuses on illustrating the usage of credit-control
nmessages, the SIP signaling is inaccurate, and the diagramis not by
any means an attenpt to define a service provider’s SIP network.
However, for the sake of this exanple, sonme assunptions are nade

bel ow

Typically, prepaid services based, for exanple, on tinme usage for SIP
session require an entity in the service provider network to
intercept all the requests within the SIP dialog in order to detect
events, such as session establishment and session rel ease, that are
essential to performcredit-control operations with the credit-
control server. Therefore, in this exanple, it is assunmed that the
SIP Proxy adds a Record-Route header in the initial SIP INVITE to
make sure that all the future requests in the created dialog traverse
through it (for the definitions of 'Record-Route’ and 'dialog please
refer to [SIP]). Finally, the degree of credit-control neasuring of
the nmedia by the proxy depends on the business nodel design used in
setting up the end systemand proxies in the SIP network.

The end user (SIP User Agent A) sends REG STER with credentials (i).
The SIP Proxy sends a request to the hone AAA server to perform

Mul ti medi a aut hentication and authorization by using, for instance,
Di ameter Multinmedia application (ii). The home AAA server checks
that the credentials are correct and checks the user profile.
Eventual |y, 200 OK response (iii) is sent to the UA. Note that the
Aut henti cati on and Authorization is valid for the registration
validity period duration (i.e., until re-registration is performned).
Several SIP sessions nay be established without re-authorization.

UA A sends an INVITE (1). The SIP Proxy sends a Dianeter Credit-
Control - Request (I NI TIAL_REQUEST) to the Diameter credit-control
server (2). The Credit-Control-Request contains information obtained
fromthe SIP signaling describing the requested service (e.g.

calling party, called party, Session Description Protocol

attributes). The Dianmeter credit-control server checks the end
user’s account bal ance, rates the service, and reserves credit from
the end user’s account. The reserved quota is returned to the SIP
Proxy in the Dianmeter Credit-Control-Answer (3). The SIP Proxy
forwards the SIP INVITE to UA B (4). B s phone rings, and B answers.
The nedia flows between them and the SIP Proxy starts nmeasuring the
quota. At the expiry of the allocated quota, the SIP Proxy sends a
Di ameter Credit-Control - Request (UPDATE_REQUEST) to the Di aneter
credit-control server (5). This nessage contains the units used thus
far. The Dianeter credit-control server debits the used units from
the end user’s account and allocates new credit that is returned to
the SIP Proxy in the Dianeter Credit-Control -Answer (6). The end
user term nates the service by sending a BYE (7). The SIP Proxy
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forwards the BYE nessage to UA B (8) and sends a Dianeter Credit-

Control - Request ( TERM NATI ON_REQUEST) to the credit-control server
(9). The Diameter credit-control server acknow edges the session

termination by sending a Dianeter Credit-Control -Answer to the SIP
Proxy (10).

A 3. Flowlll
MVB Server
A (CC dient) B CC Server
| (1) Send MVBS | |

I
| (2) CCR (event, DI RECT_DEBI TI NG |
| MVS specific AVP) |

I
I
| O >
| | (3) CCA (Granted-Units) |
I N LR R I
| (4) Send MVB Ack| | |
| <-----omimm----- I I I
| | (5) Notify MVS | |
| |- > |

I(6) Retrieve MVB|

| <o |

| (7) Retrieve MVE|

I

I
I
I
Ack | |
I
I

Figure A 3: Flow Il

A credit-control flow for Miltimedi a Messagi ng Services is shown in
Figure A.3. The sender is charged as soon as the nmessagi hg server
successfully stores the nessage.

The end user A sends a Miultinedia Message (MVMB) to the MVS server
(1). The MVS server stores the nessage and sends a Dianeter Credit-
Control - Request (EVENT_REQUEST wi th Requested-Acti on DI RECT_DEBI Tl NG
to the Dianeter credit-control server (2). The Credit-Control -
Request contains information about the MVB nessage (e.g., size,

reci pient address, imge coding type). The Dianmeter credit-control
server checks the end user’s account bal ance, rates the service, and
debits the service fromthe end user’s account. The granted quota is
returned to the MVB server in the Dianeter Credit-Control-Answer (3).
The MVS server acknow edges the successful reception of the MVB
nmessage (4). The MVS Server notifies the recipient about the new MVB
(5), and end user B retrieves the nessage fromthe MV nessage store

(6), (7).
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A 4. Fl ow IV

MVB Server
Content Server (CC dient) B CC Server
| (1) Send MVBS | | |

> I
| (2) CCR (event, CHECK BALANCE
| MVS specific AVP)

| |
7) CCR (event, DI RECT_DEBI TI NG |
MVS specific AVP) |
I
I

Ack |

Figure A 4. Flow IV

This is an exanple of Dianmeter credit-control for direct debiting
using the Multimedi a Messagi ng Service environnent. Although the
flow focuses on illustrating the usage of credit-control nessages,
the MVS signhaling is inaccurate, and the diagramis not by any means
an attenpt to define any service provider’s M5 configuration or
billing nodel.

A credit-control flow for Miltinmedia Messaging Service is shown in
Figure A.4. The recipient is charged at the nessage delivery.

A content server sends a Miultinedia Message (MM5) to the MVS server
(1) that stores the nessage. The nessage recipient will be charged
for the MVB nessage in this case. As there can be a substantially
long time between the recei pt of the nessage at the MVS server and
the actual retrieval of the nessage, the MV5 server does not
establish any credit-control session to the Dianmeter credit-contro
server but performs first only a balance check (w thout any credit
reservation) by sending a Dianeter Credit-Control - Request
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(EVENT_REQUEST wi th Requested- Acti on CHECK BALANCE) to verify that
end user B can cover the cost for the MM5 (2). The Diameter credit-
control server checks the end user’s account bal ance and returns the
answer to the MVS server in the Dianeter Credit-Control-Answer (3).
The MVS server acknow edges the successful reception of the MVB
nmessage (4). The MVS server notifies the recipient of the new MVS
(5), and after some time end user B retrieves the nessage fromthe
MVE nessage store (6). The MVB server sends a Dianeter Credit-
Control - Request (EVENT_REQUEST wi th Request ed- Action

DI RECT_DEBITING to the Dianeter credit-control server (7). The
Credit-Control - Request contains information about the MVS nessage
(e.g., size, recipient address, coding type). The Dianeter credit-
control server checks the end user’s account bal ance, rates the
service, and debits the service fromthe end user’s account. The
granted quota is returned to the MVS server in the Dianeter Credit-
Control -Request (8). The MM is transferred to end user B (9).

Note that the transfer of the MVB nessage can take an extended tine
and can fail, in which case a recovery action is needed. The MV
server should return the already debited units to the user’s account
by using the REFUND action described in section 6. 4.

A. 5. Fl ow V

SIP Controller

A (CC dient) B CC Server
| (1)1 NVI TE B(SDP) |
[EEREEREEEEREEES > |
| (2) CCR (event, PRI CE_ENQUIRY, |
| SI P specific AVPs) |

I

I

I
I
I
I
I | <mmmm e I
I
I
I

PPESEEELEPEEEEE >]

Figure A5 FlowV

Hakal a, et al. St andar ds Track [ Page 100]



RFC 4006 Di ameter Credit-Control Application August 2005

This is an exanple of Dianmeter credit-control for SIP sessions.
Al t hough the fl ow focuses on illustrating the usage of credit-control
nmessages, the SIP signaling is inaccurate, and the diagramis not by
any means an attenpt to define a service provider’s SIP network.

Figure A5 is an exanple of Advice of Charge (AoC) service for SIP
call. User A can be either a postpaid or prepaid subscriber using
the AoC service. It is assuned that the SIP controller also has HITP
capabilities and delivers an interactive AoC web page with, for

i nstance, the cost information, the details of the call derived from
the SDP, and a button to accept/not accept the charges. (There may
be many other ways to deliver AoC information; however, this flow
focuses on the use of the credit-control nessages.) The user has
been authenticated and authorized prior to initiating the call and
subscri bed to AoC service.

UA A sends an INVITE with SDP to B (1). The SIP controller

determ nes that the user is subscribed to AoC service and sends a

Di ameter Credit-Control - Request (EVENT_REQUEST with Requested-Action
PRI CE_ENQUIRY) to the Dianeter credit-control server (2). The
Credit-Control - Request contains SIP specific AVPs derived fromthe
SI P signaling, describing the requested service (e.g., calling party,
called party, Session Description Protocol attributes). The D aneter
credit-control server determnes the cost of the service and returns
the Credit-Control-Answer including the Cost-Information AVP (3).

The SIP controller manufactures the AoC web page with information
received in SIP signaling and with the cost information received from
the credit-control server. Then it sends a SIP MESSACE that contains
a URL pointing to the AoC information web page (4). At the receipt
of the SIP MESSAGE, A's UA autonatically invokes the web browser that
retrieves the AoC information (5). The user clicks on a proper
button and accepts the charges (6). The SIP controller continues the
session and sends the INVITE to the B party, which accepts the cal
(7,8,9).
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A. 6. Fl ow VI

Ganmi ng Server
End User (CC dient) CC Server
| (1) Service Delivery | |
T >| |

| (2) CCR( event , REFUND, Request ed-
| Servi ce-Unit, Servi ce- Par anet er - | nf 0)

(9 oo ost ot o
(4)Notification I< ----------------------- I
R ERREEETEEERTREEE | |
Figure A 6: Flow VI
Figure A6 illustrates a credit-control flow for the REFUND case. It

is assunmed that there is a trusted relationship and secure connection
bet ween the Gami ng server and the Dianeter credit-control server.
The end user may be a prepaid subscriber or a postpaid subscri ber.

While the end user is playing the game (1), she enters a new | evel
that entitles her to a bonus. The Ganing server sends a Di aneter
Credit-Control - Request (EVENT_REQUEST with Requested- Acti on:
REFUND_ACCOUNT) to the Dianeter credit-control server (2). The
Credit-Control - Request Request contains the Requested- Service-Unit
AVP wi th the CC Service-Specific-Units containing the nunber of

poi nts the user just won. The Service-Paraneter-Info AVP is al so
included in the request and specifies the service event to be rated
(e.g., Tetris Bonus). Frominformation received, the D aneter
credit-control server determnes the anmount to be credited, refunds
the user’s account, and returns the Credit-Control-Answer, including
the Cost-Information AVP (3). The Cost-Information indicates the
credited amount. At the first opportunity, the Ganing server
notifies the end user of the credited amunt (4).
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ow VI
SIP Controller Top- Up

A (CC dient) Server B CC Server
I I I I I
| | (1) CCR(Update, Used-Unit) | |
| Rt b >
| | (2) CCA(Final-Unit, Redirect)]|
| | e |
i | (3) CCR(Update, Used-Units)] i
| R e EE L LT EEE P REEED >
| | (3a)l NVI TE(" hol d") | |
| |- >| |
| | | (4) CCA(Validity-Tinme)|
| R RRaE e e R L PE LT EEE R EEEEES |
| (5)INVITE | (6)INVITE | | |
| <me e EERRREEEEEEES > | |
O I I
I I (8) BYE | I I
| | <o | |
I I (9) CCR( Updat e) | I

__________________________________________ >
| | (10)CCA(Granted-Unit) |
| O R RE e LR EEEEEE L EEEE R PEEEES |
| (12)INVITE | (11)INVITE | |
R R AEREEEEEEEEEEEEEES > |

Figure A 7: Flow VI

Figure A7 is an exanple of the graceful service termnation for a

SIP c
contr

The c

units used thus far.

al | .
ol ler

It

is assuned that the call is set up so that the

isin the call as a B2BUA (Back to Back User Agent)
performng third-party call control (3PCC). Note that the SIP
signaling is inaccurate, as the focus of this flowis in the graceful
service term nation and credit-control authorization. The best
practice for 3PCC is defined in [ RFC3725].

all is ongoing between users A and B; user A has a prepaid
subscri ption.
controller sends a Dianeter Credit-Control - Request (UPDATE_REQUEST)

to the Diameter credit-control server (1). This nessage contains the

At the expiry of the allocated quota, the SIP

The Di aneter credit-control server debits the

used units fromthe end user’s account and allocates the final quota
returned to the SIP controller in the Diameter Credit-Control-Answer
Thi s message contains the Final-Unit-1ndication AVP with the

(2).
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Final -Unit-Action set to REDI RECT, the Redirect-Address-Type set to
SIP URI, and the Redirect-Server-Address set to the Top-up server
nane (e.g., Sip:sip-topup-server@omain.com. At the expiry of the
final allocated quota, the SIP controller sends a D aneter Credit-
Control - Request (UPDATE_REQUEST) to the Dianmeter credit-contro

server (3) and places the called party on "hold" by sending an I NVITE
with the appropriate connection address in the SDP (3a). The
Credit-Control - Request nessage contains the units used thus far. The
D aneter credit-control server debits the used units fromthe end
user’s account but does not nmeke any credit reservation. The
Credit-Control - Answer nmessage, which contains the Validity-Tine to
supervi se the graceful service termination, is returned to the SIP
controller (4). The SIP controller establishes a SIP session between
the prepaid user and the Top-up server (5, 6). The Top-up server

pl ays an announcenent and pronpts the user to enter a credit card
nunber and the anobunt of nobney to be used to replenish the account
(7). The Top-up server validates the credit card nunber and
repl eni shes the user’s account (using sone means outside the scope of
this specification) and rel eases the SIP session (8). The SIP
controller can now assume that conmunication between the prepaid user
and the Top-up server took place. It sends a spontaneous Credit-
Control - Request (UPDATE_REQUEST) to the Dianmeter credit-contro

server to check whether the account has been repl enished (9). The

D aneter credit-control server reserves credit fromthe end user’s
account and returns the reserved quota to the SIP controller in the
Credit-Control -Answer (10). At this point, the SIP controller re-
connects the caller and the called party (11, 12).
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A.8. Flow VIII

NAS Top-up CcC
End- User (CC dient) AAA Server Server Server
| (1) User Logon | (2) AA Request (CC AVPs) | |
|- R >

I I
| (3) CCR(initial, CC AVPs)
D R E T PR >|
| (4) CCA(Final -Unit, |
| Val i di ty-Ti ne) |

I

I

I

I
| b ]
| (5) AA Answer (Final -Unit, Validity-Tine) |
(6)Limted Access |<------------------- | | |
grant ed | | | |
T ’ | | |
(7) TCP/ HTTP | (8) TCP/ HTTP | |
Cemmmmmmemeceeaaaa D I e >| |
I I
e >| |
I I (10) RAR |
Cemmmmmmemeceeaeaaa IS |

| (11) RAA |

------------------- I e LT
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Figure A.8: Flow VIII

Figure A.8 is an exanple of the graceful service termnation
initiated when the first interrogation takes place because the user’s
account is enpty. In this exanple, the credit-control server
supports the server-initiated credit re-authorization. The Di aneter
[NASREQ is inplenented in the Network Access Server (NAS).

The user logs on to the network (1). The Dianeter NAS sends a

Di amet er AA- Request to the honme Di ameter AAA server. The credit-
control client populates the AARwith the Credit-Control AVP set to
CREDI T_AUTHORI ZATI ON, and service specific AVPs are included, as
usual [NASREQ . The hone Di aneter AAA server performs service
specific Authentication and Authorization, as usual. The hone

D aneter AAA server determines that the user has a prepaid
subscription and notices fromthe Credit-Control AVP that the NAS has
credit-control capabilities. It sends a Dianeter Credit-Control -
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Request with CC Request-Type set to IN TIAL_REQUEST to the Di aneter
credit-control server to performcredit authorization (3) and to
establish a credit-control session. (The hone Di aneter AAA server
may forward service specific AVPs received fromthe NAS as input for
the rating process.) The Dianeter credit-control server checks the
end user’s account bal ance, determ nes that the account cannot cover
the cost of the service, and initiates the graceful service
termination. The Credit-Control-Answer is returned to the home

Di ameter AAA server (4). This message contains the Final-Unit-

I ndi cation AVP and the Validity-Time AVP set to a reasonabl e anount
of tinme to give the user a chance to repl enish his/her account (e.g.
10 mnutes). The Final-Unit-Indication AVP includes the Final-Unit-
Action set to REDI RECT, the Redirect-Address-Type set to URL, and the
Redi rect - Server-Address set to the HTTP Top-up server name. The hone
Di aneter AAA server sends the received credit-control AVPs to the NAS
in the Dianeter AA-Answer (5). Upon successful AAA the NAS starts
the credit-control session and i medi ately starts the graceful
service termnation, as instructed by the server. The NAS grants
limted access to the user (6). The HTTP client software running in
the user’s device opens the transport connection redirected by the
NAS to the Top-up server (7,8). The user is displayed an appropriate
web page on which to enter the credit card nunber, and the amount of
nmoney to be used to replenish the account, and with a notification
nmessage that she is granted unlinited access if the repl eni shnent
operation will be successfully executed within the next, for exanple,
10 minutes. The Top-up server validates the credit card nunber and
repl eni shes the user’s account (using sone means outside the scope of
this specification)(9). After successful account top-up, the
credit-control server sends a Re-Auth- Request nessage to the NAS
(10). The NAS acknow edges the request by returning the Re-Auth-
Answer nessage (11) and initiates the credit re-authorization by
sending a Credit-Control -request (UPDATE _REQUEST) to the D aneter
credit-control server (12,13).

The Di aneter credit-control server reserves credit fromthe end
user’s account and returns the reserved quota to the NAS via the hone
D aneter AAA server in the Credit-Control - Answer (14,15). The NAS
renoves the restriction placed by the graceful service term nation
and starts nmonitoring the granted units.
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A. 9. Fl ow | X

The Di aneter credit-control application defines the Miltiple-
Services-Credit-Control AVP that can be used to support independent
credit-control of nultiple services in a single credit-control (sub-)
session for service elenments that have such capabilities. It is
possible to request and allocate resources as a credit pool that is
shared between services or rating groups.

The fl ow exanpl e hereafter illustrates a usage scenario where the
credit-control client and server support independent credit-control
of multiple services, as defined in section 5.1.2. It is assuned
that Service-ldentifiers, Rating-Goups, and their associated
paraneters (e.g., IP 5-tuple) are locally configured in the service
el enent or provisioned by an entity other than the credit-control
server.
End User Servi ce El enment CC Server
(CC client)

| (1) User | ogon

EEEEEE TR >| (2)CCR(initial, Service-ld access,
Access specific AVPs,

| Mul ti pl e- Servi ce-1ndi cator)

I

| Granted-Units(Total -Cctets),

| Service-1d access,

| Validity-tinme,

| G S- U Pool - Ref erence(Pool -1d 1,

| Mul tiplier 10)))

| S |

I

I
I I
| | |
| (3) CCA(Mul tipl e-Services-CC ( |
I I
I I
I I
I I
I I
I

| (4) Servi ce-Request (Service 1)

EEEEEE TR >| (5) CCR(updat e, Miltiple-Services-CC(

| Requested-Units(), Service-Id 1,
| Rati ng-Goup 1))

| (6) CCA(Mul tipl e-Services-CC (

| Granted- Units(Tinme),

| Rati ng- Group 1,

| G S- U- Pool - Ref erence(Pool -1d 1,
I

|

I
I
I
I
I
I
| Mul tiplier 1)))
I

I (7) Servi ce- Request ISer Vi ce 2) |
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| (8) Servi ce-Request (Service 3&4)

EEEEEE TR >| (9) CCR(update, Miltiple-Services-CC (

| Requested-Units(), Service-Id 3,
Rati ng- Group 2),

Mul ti pl e- Servi ces-CC (
Requested-Units(), Service-Id 4,
Rat i ng- Group 3))

| (10) CCA(Mul ti pl e-Servi ces-CC (

| Granted-Units(Total -Cctets),
| Service-1d 3, Rating-Goup 2,
| Validity-tinme,

| G S- U Pool - Ref erence(Pool -1d 2,
| Multiplier 2)),

| Mul ti pl e- Servi ces-CC (

| Granted-Units(Total -Cctets),

| Service-1d 4, Rating-Goup 3

| Val i dity-Tine,

| Final -Unit-1nd. (Term nate),

| G S- U Pool - Ref erence(Pool -1d 2,
| Mul tiplier 5)))

I

I
|[Validity time | | (11) CCR(updat e,

| expires for [ Mul ti pl e- Servi ces-CC (

| Service-1d | Requested-Unit (),

| access | Used-Units(ln-Cctets, Qut-Cctets),
| Service-1d access))

| (12) CCA(Mul ti pl e- Servi ces-CC (

| Granted-Units(Total -Cctets),

| Service-1d access,

| Val i di ty-Ti ne,

| G S- U Pool - Ref erence(Pool -1d 1,
| Mul tiplier 10)))

I

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
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I I
| (13) CCR(updat e, |
| Mul ti pl e- Servi ces-CC ( |
| Requested-Unit (), |
| Used-Units(ln-Cctets, Qut-Cctets), |
| Service-1d 3, Rating-group 2), |
| Mul ti pl e- Servi ces-CC ( |
| Used-Units(ln-Cctets, Qut-Cctets), |
| Service-1d 4, Rating-Goup 3)) |
I
I
I
I

________________________________________ >
| (14) CCA(Mul ti pl e- Servi ces-CC (
| Resul t - Code 4011,
| Service-1d 3))
| <--mmmmmm e I
I I
| (16) CCR(term |
| Mul ti pl e- Servi ces-CC ( |
| Used-Units(ln-Cctets, Qut-Cctets), |
| Service-1d access), |
| Mul ti pl e- Servi ces-CC ( |
| Used- Uni t s(Ti ne), |
| Service-1d 1, Rating-Goup 1), |
| Mul ti pl e- Servi ces-CC ( |
| Used- Uni t s(Ti ne), |
| Service-1d 2, Rating-Goup 1)) |
---------------------------------------- >|
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services in a credit-control (sub-)Session

user logs on to the network (1). The service elenment sends a
Di ameter Credit-Control-Request with CC Request-Type set to
I NI TI AL_REQUEST to the Dianeter credit-control server to perform

of multiple

credit authorization for the bearer service (e.g., Internet access
service) and to establish a credit-control session (2). In this
nmessage, the credit-control client indicates support for independent

credit-control

the Multiple-Service-Indicator AVP. The Dianeter credit-control

server
received fromthe client (i.e.,
rates the request,

checks the end user’s account balance, with rating informat
Service-1d and access specific AVPs),
and reserves credit fromthe end user’s account.

Suppose that the server reserves $5 and determ nes that the cost i

$1/ MB.

It then returns to the service elenent a Credit-Control -

Answer nessage that includes the Multiple-Services-Credit-Control

Hakal a,

et al.

of multiple services within the session by including

ion

S

AVP
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with a quota of 5MB associated to the Service-Id (access), to a
multiplier value of 10, and to the Pool-1d 1 (3).

The user uses Service 1 (4). The service elenent sends a Di aneter
Credit-Control - Request with CC Request-Type set to UPDATE REQUEST to
the credit-control server to performcredit authorization for service
1 (5). This nmessage includes the Miltiple-Services-Credit-Contro
AVP to request service units for Service 1 that belong to Rating-
Goup 1. The Diameter credit-control server determ nes that Service
1 draws credit resources fromthe same account as the access service
(i.e., pool 1). It rates the request according to Service-

| d/ Rati ng- G oup and updates the existing reservation by requesting
nore credit. Suppose that the server reserves $5 nore (now the
reservation is $10) and determ nes that the cost is $0.1/ mnute. The
server authorizes the whole Rating-Goup. It then returns to the
service elenment a Credit-Control-Answer nmessage that includes the

Mul ti pl e-Services-Credit-Control AVP with a quota of 50m n.
associated to the Rating-Goup 1, to a nultiplier value of 1, and to
the Pool-1d 1 (6). The client adjusts the total anpbunt of resources
for pool 1 according the received quota, which gives S for Pool 1 =
100.

The user uses Service 2, which belongs to the authorized Rating-
Goup, 1 (7). Resources are then consunmed fromthe pool 1.

The user now requests Services 3 and 4 as well, which are not
authorized (8). The service elenment sends a Dianeter Credit-
Control - Request with CC Request-Type set to UPDATE REQUEST to the
credit-control server in order to performcredit authorization for
Services 3 and 4 (9). This nmessage includes two i nstances of the
Mul ti pl e-Services-Credit-Control AVP to request service units for
Service 3 that belong to Rating-Group 2 and for Service 4 that bel ong
to Rating-Group 3. The Dianmeter credit-control server deternines
that Services 3 and 4 draw credit resources from anot her account
(i.e., pool 2). 1t checks the end user’s account bal ance and,
according to Service-lds/Rating-Goups information, rates the
request. Then it reserves credit from pool 2.

For exanple, the server reserves $5 and determines that Service 3
costs $0.2/MB and Service 4 costs $0.5/MB. The server authorizes
only Services 3 and 4. It returns to the service elenent a Credit-
Control - Answer mnessage that includes two instances of the Miltiple-
Services-Credit-Control AVP (10). One instance grants a quota of
12.5MB associated to the Service-1d 3 to a nmultiplier value of 2 and
to the Pool-1d 2. The other instance grants a quota of 5 MB
associated to the Service-1d 4 to a multiplier value of 5 and to the
Pool -1d 2.
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The server also determines that pool 2 is exhausted and Service 4 is
not allowed to continue after these units will be consuned.
Therefore the Final-Unit-Indication AVP with acti on TERM NATE i s
associated to the Service-1d 4. The client calculates the tota
amount of resources that can be used for pool 2 according the
received quotas and multipliers, which gives S for Pool 2 = 50.

The Validity-Time for the access service expires. The service

el enent sends a Credit-Control -Request nessage to the server in order
to performcredit re-authorization for Service-Id (access) (11).

This message carries one instance of the Miltiple-Services-Credit-
Control AVP that includes the units used by this service. Suppose
that the total amount of used units is 4MB. The client adjusts the
total anobunt of resources for pool 1 accordingly, which gives S for
Pool 1 = 60.

The server deducts $4 fromthe user’s account and updates the
reservation by requesting nore credit. Suppose that the server
reserves $5 nore (now the reservation is $11) and al ready knows the
cost of the Service-l1d (access), which is $1/MB. It then returns to
the service elenent a Credit-Control -Answer nessage that includes the
Mul ti ple-Services-Credit-Control AVP with a quota of 5 MB associ ated
to the Service-1d (access), to a multiplier value of 10, and to the
Pool-1d 1 (12). The client adjusts the total anpunt of resources for
pool 1 according the received quota, which gives S for Pool 1 = 110.

Services 3 and 4 consune the total anpbunt of pool 2 credit resources
(i.e., C1*2 + C2*5 >= S). The service elenent immediately starts the
TERM NATE action concerning Service 4 and sends a Credit-Control -
Request nessage with CC Request-Type set to UPDATE REQUEST to the
credit-control server in order to performcredit re-authorization for
Service 3 (13). This nessage contains two instances of the

Mul ti pl e-Services-Credit-Control AVP to report the units used by
Services 3 and 4. The server deducts the last $5 fromthe user’s
account (pool 2) and returns the answer with Result-Code 4011 in the
Mul ti pl e-Services-Credit-Control AVP to indicate that Service 3 can
continue without credit-control (14).

The end user logs off fromthe network (15). To debit the used units
fromthe end user’s account and to stop the credit-control session
the service elenent sends a Diameter Credit-Control-Request with CC
Request - Type set to TERM NATI ON_ REQUEST to the credit-control server
(16). This nmessage contains the units consunmed by each of the used
services in multiple instances of the Miltiple-Services-Credit-
Control AVP. The used units are associated with the rel evant
Service-ldentifier and Rating-Goup. The Diameter credit-control
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server debits the used units to the user’s account (Pool 1) and
acknowl edges the session term nation by sending a Dianeter Credit-
Control - Answer to the service elenment (17).
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