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Abstract

The RADI US Attributes suboption enables a network el ement to pass
identification and authorization attributes received during RADIUS
authentication to a DHCP server. Wen the DHCP server receives a
nmessage froma relay agent containing a RADIUS Attri butes suboption
it extracts the contents of the suboption and uses that infornation
in selecting configuration paraneters for the client.

1. Introduction and Background

The RADI US Attributes suboption for the DHCP Rel ay Agent option
provides a way in which a NAS can pass attributes obtained froma
RADI US server to a DHCP server [1]. |EEE 802.1X [2] is an exanple of
a mechani smthrough which a NAS such as a switch or a wirel ess LAN
access point can authenticate the identity of the user of a device
before providing | ayer 2 network access with RADI US as the

Aut hentication Service, as specified in RFC 3580 [8]. |In |IEEE 802.1X
aut henti cated access, a device nust first exchange sone

aut hentication credentials with the NAS. The NAS then supplies these
credentials to a RADI US server, which eventually sends either an
Access- Accept or an Access-Reject in response to an Access- Request.
The NAS, based on the reply of the RADI US server, then allows or
deni es network access to the requesting device.
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Figure 1 sunmmari zes the nmessage exchange anmong the participants in
| EEE 802. 1X aut henti cati on.
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The access device acts as an | EEE 802. 1X Aut henti cator and adds a
DHCP rel ay agent option that includes a RADIUS Attributes suboption
to DHCP nessages. At the successful conclusion of | EEE 802. 1X

aut hentication, a RAD US Access-Accept provides attributes for
service authorizations to the NAS. The NAS stores these attributes
locally. When the NAS subsequently relays DHCP nessages fromthe
network devi ce, the NAS adds these attributes in a RADIUS Attri butes
suboption. The RADI US Attri butes suboption is another suboption of
the Rel ay Agent Information option [5].

The RADI US Attributes suboption described in this docunent is not
[imted to use in conjunction with | EEE 802.1X and can be used to
carry RADIUS attributes obtained by the relay agent for any reason.
That is, the option is not limted to use with | EEE 802. 1X but is
constrai ned by RADI US semantics (see Section 4).
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The scope of applicability of this specification is such that robust
interoperability is only guaranteed for RADH US service

i npl enentations that exist within the sane scope as does the DHCP
service inplenentation, i.e., within a single, localized

admini strative domain. d obal interoperability of this

speci fication, across administrative domains, is not required.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [3].

Wthin this specification, the use of the key words "MJST", "MJST
NOT", "REQUI RED', "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",

" RECOVMENDED', "MAY", and "OPTIONAL" is with respect to RADI US
clients and servers that inplenment the optional features of this
specification. The use of these key words does not create any
normative requirenents outside of that scope, and does not nodify the
base RADI US specifications, such as RFC 2865 [4].

2.1. DHCP Terni nol ogy

The following terns are used as defined in RFC 2131 and RFC 3046:
DHCP rel ay agent, DHCP server, DHCP client.

2.2. RADIUS Terninol ogy
The following terns are used in conjunction wi th RAD US:

RADI US server: A RADI US server is responsible for receiving user
connection requests, authenticating the user, and then returning
all configuration information necessary for the client to deliver
service to the user

Attribute: A Type-Length-Value tuple encapsul ating data el enents as
defined in RFC 2865 [4].

NAS: A Network Access Server (NAS) provides access to the network
and operates as a client of RADIUS. The client is responsible for
passing user information to designated RADI US servers and then
acting on the response that is returned. Unlike a traditional
di al NAS, the NAS considered here may not have a protocol such as
PPP t hrough which it can pass configuration information fromthe
RADI US attributes to the client.
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2.3. | EEE 802.1X Termni nol ogy

The following terns are used as defined in the | EEE 802. 1X protocol:
Aut henti cator, Supplicant.

3. RADIUS Attributes Suboption Format

The RADI US Attributes suboption is a new suboption for the DHCP Rel ay
Agent option.

The format of the RADIUS Attributes suboption is as follows:

SubOpt Len RADI US attri butes

code
S S e Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +- - B +
| 7 | N | o1l | 02 | 03 | o4 | | oN |
S S e Fo-m oo - Fo-m oo - Fo-m oo - Fo-m oo - +- - B +

The RADI US attributes are encoded according to the encoding rules in
RFC 2865, in octets ol...oN

The DHCP relay agent truncates the RADIUS attributes to fit in the
RADI US Attri butes suboption

4. DHCP Rel ay Agent Behavi or

When the DHCP rel ay agent receives a DHCP nessage fromthe client, it
MAY append a DHCP Rel ay Agent Information option containing the

RADI US Attri butes suboption, along with any other suboptions it is
configured to supply. The RADIUS Attributes suboption MJST only
contain the attributes provided in the RAD US Access/ Accept nessage.
The DHCP rel ay agent MJST NOT add nore than one RADIUS Attributes
suboption in a nessage.

The relay agent MJST include the User-Nanme and Franed-Pool attributes
in the RADIUS Attributes suboption, if they are avail able, and MAY
i nclude other attributes.

To avoi d dependenci es between the address all ocation and ot her state
i nformati on between the RADI US server and the DHCP server, the DHCP
relay agent SHOULD include only the attributes in the table below in
an instance of the RADIUS Attributes suboption. The table, based on
the analysis in RFC 3580 [8], lists attributes that MAY be incl uded:
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5.

# Attribute
1 User - Name (RFC 2865 [3])
6 Servi ce- Type (RFC 2865)
26 Vendor - Speci fic (RFC 2865)
27 Sessi on- Ti neout ( RFC 2865)
88 Fr amed- Pool (RFC 2869)
100 Franed- | Pv6- Pool (RFC 3162 [7])

DHCP Server Behavi or

When the DHCP server receives a nessage froma relay agent containing
a RADIUS Attributes suboption, it extracts the contents of the
suboption and uses that information in selecting configuration
paranmeters for the client. |If the relay agent relays RADI US
attributes not included in the table in Section 4, the DHCP server
SHOULD ignore them |If the DHCP server uses attributes not specified
here, it mght result in side effects not anticipated in the existing
RADI US specifications.

DHCP d i ent Behavi or

Rel ay agent options are exchanged only between relay agents and the
DHCP server, so DHCP clients are never aware of their use.

Security Considerations

Message authentication in DHCP for intradomain use where the

out - of - band exchange of a shared secret is feasible is defined in RFC
3118 [6]. Potential exposures to attack are discussed in section 7
of the DHCP protocol specification in RFC 2131 [1].

The DHCP Rel ay Agent option depends on a trusted relationship between
the DHCP rel ay agent and the server, as described in section 5 of RFC
3046 [5]. Although the introduction of fraudul ent relay-agent
options can be prevented by a perineter defense that blocks these
options unless the relay agent is trusted, a deeper defense using the
aut hentication option for relay agent options [9] or |Psec [10]
SHOULD be depl oyed as wel I.

| ANA Consi der ati ons

| ANA has assigned the value of 7 for the DHCP Rel ay Agent Information
option suboption code for this suboption. This docunent does not
define any new namespaces or other constants for which | ANA nust

mai ntain a registry.
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the ETF' s procedures with respect to rights in | ETF Docunments can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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