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Abstract

BCP 38, RFC 2827, is designed to limt the inpact of distributed
deni al of service attacks, by denying traffic with spoofed addresses
access to the network, and to help ensure that traffic is traceable
to its correct source network. As a side effect of protecting the

I nternet agai nst such attacks, the network inplenmenting the solution
al so protects itself fromthis and other attacks, such as spoofed
managenent access to networki ng equi pment. There are cases when this
may create problens, e.g., with multihomng. This docunent describes
the current ingress filtering operational mechani sns, exam nes
generic issues related to ingress filtering, and delves into the
effects on multihonming in particular. This nmeno updates RFC 2827
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1.

| nt roducti on

BCP 38, RFC 2827 [1], is designed to limt the inpact of distributed
deni al of service attacks, by denying traffic with spoofed addresses
access to the network, and to help ensure that traffic is traceable
to its correct source network. As a side effect of protecting the

I nternet agai nst such attacks, the network inplenmenting the solution
al so protects itself fromthis and other attacks, such as spoofed
managenent access to networki ng equi pment. There are cases when this
may create problens, e.g., with multihomng. This docunent describes
the current ingress filtering operational mechani sns, exam nes
generic issues related to ingress filtering and delves into the
effects on multihoning in particular

RFC 2827 reconmmends that | SPs police their custoners’ traffic by
dropping traffic entering their networks that is comng froma source
address not legitinmately in use by the custonmer network. The
filtering includes but is inno way limted to the traffic whose
source address is a so-called "Martian Address” - an address that is
reserved [3], including any address within 0.0.0.0/8, 10.0.0.0/8,
127.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16, 224.0.0.0/4, or
240. 0. 0. 0/ 4.

The reasoning behind the ingress filtering procedure is that

Di stributed Denial of Service Attacks frequently spoof other systens’
source addresses, placing a randomnunber in the field. |In sone
attacks, this random nunber is deterministically within the target
net wor k, simultaneously attacki ng one or nore nachi nes and causi ng
those machines to attack others with I CVMP nmessages or other traffic;
in this case, the attacked sites can protect thenselves by proper
filtering, by verifying that their prefixes are not used in the
source addresses in packets received fromthe Internet. 1In other
attacks, the source address is literally a random 32 bit nunber,
resulting in the source of the attack being difficult to trace. |If
the traffic | eaving an edge network and entering an | SP can be
limted to traffic it is legitimtely sending, attacks can be
somewhat mitigated: traffic with random or inproper source addresses
can be suppressed before it does significant damage, and attacks can
be readily traced back to at |east their source networks.

This docunent is ainmed at | SP and edge network operators who 1) woul d
like to learn nore of ingress filtering nethods in general, or 2) are
already using ingress filtering to sonme degree but who would like to
expand its use and want to avoid the pitfalls of ingress filtering in
the mul ti honed/ asynmetric scenari os.
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In section 2, several different ways to inplenment ingress filtering
are described and exanmined in the generic context. In section 3,

some clarifications on the applicability of ingress filtering nethods
are made. In section 4, ingress filtering is analyzed in detail from
the nul ti hom ng perspective. In section 5, conclusions and potenti al
future work itens are identified.

2. Different Ways to Inplenment Ingress Filtering

This section serves as an introduction to different operational
techni ques used to inplenent ingress filtering as of witing this
meno. The mechani sns are descri bed and anal yzed in general terns,
and mul ti hom ng-specific issues are described in Section 4.

There are at |east five ways one can inplenent RFC 2827, with varying
i npacts. These include (the nanes are in relatively conmon usage):

0 Ingress Access Lists

o Strict Reverse Path Forwarding

0 Feasible Path Reverse Path Forwarding

0 Loose Reverse Path Forwarding

0 Loose Reverse Path Forwarding ignoring default routes

O her mechani sns are al so possible, and indeed, there are a nunber of
techni ques that might profit fromfurther study, specification

i npl erent ati on, and/or depl oynent; see Section 6. However, these are
out of scope.

2.1. Ingress Access Lists

An I ngress Access List is a filter that checks the source address of
every nessage received on a network interface against a |ist of
accept abl e prefixes, dropping any packet that does not match the
filter. Wiile this is by no neans the only way to inplenent an
ingress filter, it is the one proposed by RFC 2827 [1], and in sone
sense the nost determnistic one.

However, Ingress Access Lists are typically maintained nanual ly; for
exanmple, forgetting to have the list updated at the ISPs if the set
of prefixes changes (e.g., as a result of nultihomng) mght lead to
di scarding the packets if they do not pass the ingress filter.
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Naturally, this problemis not linmted to Ingress Access Lists -- it
is inherent to Ingress Filtering when the ingress filter is not
conpl ete. However, usually Ingress Access Lists are nore difficult
to maintain than the other mechani snms, and having an outdated |i st
can prevent legitinmate access.

2.2. Strict Reverse Path Forwarding

Strict Reverse Path Forwarding (Strict RPF) is a sinple way to

i npl enent an ingress filter. It is conceptually identical to using
access lists for ingress filtering, with the exception that the
access list is dynamic. This may also be used to avoid duplicate
configuration (e.g., maintaining both static routes or BGP prefi x-
list filters and interface access-lists). The procedure is that the
source address is |ooked up in the Forwarding I nformation Base (FlB)
- and if the packet is received on the interface which would be used
to forward the traffic to the source of the packet, it passes the
check.

Strict Reverse Path Forwarding is a very reasonable approach in front
of any kind of edge network; in particular, it is far superior to

| ngress Access Lists when the network edge is advertising nultiple
prefixes using B&G. It makes for a sinple, cheap, fast, and dynamc
filter.

But Strict Reverse Path Forwardi ng has sone problens of its own.
First, the test is only applicable in places where routing is
symmetrical - where | P datagrams in one direction and responses from
the other deterministically follow the sane path. Wile this is
common at edge network interfaces to their ISP, it is in no sense
conmon between | SPs, which normally use asymetrical "hot potato”
routing. Also, if BGP is carrying prefixes and sone legitinate
prefixes are not being advertised or not being accepted by the ISP
under its policy, the effect is the same as ingress filtering using
an inconplete access list: sone legitimate traffic is filtered for
lack of a route in the filtering router’s Forwarding |nformation
Base.

There are operational techniques, especially with BGP but sonewhat
applicable to other routing protocols as well, to make strict RPF
work better in the case of asynmetric or multihonmed traffic. The ISP
assigns a better nmetric which is not propagated outside of the
router, either a vendor-specific "weight" or a protocol distance to
prefer the directly received routes. Wth BGP and sufficient

machi nery in place, setting the preferences could even be autonated,
using BGP Communities [2]. That way, the route will always be the
best one in the FIB, even in the scenarios where only the primary
connectivity would be used and typically no packets woul d pass
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through the interface. This nmethod assunmes that there is no strict
RPF filtering between the primry and secondary edge routers; in
particul ar, when applied to multihomng to different I1SPs, this
assunption may fail

2.3. Feasible Path Reverse Path Forwarding

Feasi bl e Path Reverse Path Forwardi ng (Feasible RPF) is an extension
of Strict RPF. The source address is still looked up in the FIB (or
an equi val ent, RPF-specific table) but instead of just inserting one
best route there, the alternative paths (if any) have been added as
well, and are valid for consideration. The list is popul ated using
routing-protocol specific nethods, for exanple by including all or N
(where Nis less than all) feasible BG paths in the Routing
Informati on Base (RIB). Sonetinmes this nmethod has been i npl enent ed
as part of a Strict RPF inplenentation.

In the case of asymmetric routing and/or nultihonming at the edge of
the network, this approach provides a way to relatively easily
address the biggest problens of Strict RPF.

It is critical to understand the context in which Feasible RPF
operates. The mechanismrelies on consistent route adverti senents
(i.e., the same prefix(es), through all the paths) propagating to all
the routers perforning Feasible RPF checking. For exanple, this may
not hold e.g., in the case where a secondary | SP does not propagate
the BGP advertisenent to the primary ISP e.g., due to route-naps or
ot her routing policies not being up-to-date. The failure nodes are
typically simlar to "operationally enhanced Strict RPF', as

descri bed above.

As a general guideline, if an advertisenent is filtered, the packets
will be filtered as well.

I n consequence, properly defined, Feasible RPF is a very powerful
tool in certain kinds of asynmetric routing scenarios, but it is
i nportant to understand its operational role and applicability
better.

2.4. Loose Reverse Path Forwarding

Loose Reverse Path Forwardi ng (Loose RPF) is algorithmcally simlar
to strict RPF, but differs in that it checks only for the existence
of a route (even a default route, if applicable), not where the route
points to. Practically, this could be considered as a "route
presence check" ("loose RPF is a misnoner in a sense because there is
no "reverse path" check in the first place).
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The questionabl e benefit of Loose RPF is found in asymmetric routing
situations: a packet is dropped if there is no route at all, such as
to "Marti an addresses” or addresses that are not currently routed,
but is not dropped if a route exists.

Loose Reverse Path Forwardi ng has probl ens, however. Since it
sacrifices directionality, it loses the ability to linmt an edge
network’s traffic to traffic legitimately sourced fromthat network,
in nmost cases, rendering the nechani smusel ess as an ingress
filtering nechani sm

Al so, many | SPs use default routes for various purposes such as
collecting illegitimate traffic at so-called "Honey Pot" systens or

di scarding any traffic they do not have a "real" route to, and
smaller 1SPs may wel |l purchase transit capabilities and use a default
route froma larger provider. At |east sone inplenmentations of Loose
RPF check where the default route points to. |If the route points to
the interface where Loose RPF is enabled, any packet is allowed from
that interface; if it points nowhere or to some other interface, the
packets with bogus source addresses will be discarded at the Loose
RPF interface even in the presence of a default route. |If such
fine-grained checking is not inplenmented, presence of a default route
nullifies the effect of Loose RPF conpletely.

One case where Loose RPF might fit well could be an ISP filtering
packets fromits upstream providers, to get rid of packets with
"Martian" or other non-routed addresses.

| f other approaches are unsuitable, |oose RPF could be used as a form
of contract verification: the other network is presumably certifying
that it has provided appropriate ingress filtering rules, so the
network doing the filtering need only verify the fact and react if

any packets which would show a breach in the contract are detected.

O course, this nechanismwould only show if the source addresses
used are "martian" or other unrouted addresses -- not if they are
from soneone el se’ s address space.

2.5. Loose Reverse Path Forwarding Ignoring Default Routes

The fifth inplenentation technique nmay be characterized as Loose RPF
ignoring default routes, i.e., an "explicit route presence check".

In this approach, the router |ooks up the source address in the route
tabl e, and preserves the packet if a route is found. However, in the
| ookup, default routes are excluded. Therefore, the technique is
nostly usable in scenarios where default routes are used only to
catch traffic with bogus source addresses, with an extensive (or even
full) list of explicit routes to cover legitimte traffic.
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Li ke Loose RPF, this is useful in places where asymetric routing is
found, such as on inter-1SP |inks. However, |ike Loose RPF, since it
sacrifices directionality, it loses the ability to linmt an edge
network’s traffic to traffic legitimtely sourced fromthat network.

3. Cdarifying the Applicability of Ingress Filtering

What nay not be readily apparent is that ingress filtering is not
applied only at the "last-mle" interface between the ISP and the end

user. It's perfectly fine, and reconmended, to al so performingress
filtering at the edges of |SPs where appropriate, at the routers
connecting LANs to an enterprise network, etc. -- this increases the

def ense in depth.
3.1. Ingress Filtering at Multiple Levels

Because of wi der depl oynent of ingress filtering, the issue is
recursive. Ingress filtering has to work everywhere where it’s used,
not just between the first two parties. That is, if a user

negoti ates a special ingress filtering arrangenent with his | SP, he
shoul d al so ensure (or make sure the | SP ensures) that the same
arrangenents al so apply to the ISP's upstream and peering |links, if
ingress filtering is being used there -- or will get used, at sone
point in the future; sinmlarly with the upstream| SPs and peers.

I n consequence, manual nodels which do not automatically propagate
the information to every party where the packets would go and where
ingress filtering mght be applied have only limted generic
usef ul ness.

3.2. Ingress Filtering to Protect Your Owm Infrastructure

Anot her feature stenming fromw der deploynent of ingress filtering
may not be readily apparent. The routers and other |SP
infrastructure are vulnerable to several kinds of attacks. The
threat is typically nitigated by restricting who can access these
syst ens.

However, unless ingress filtering (or at least, a limted subset of
it) has been depl oyed at every border (towards the customers, peers
and upstreans) -- blocking the use of your own addresses as source
addresses -- the attackers may be able to circunvent the protections
of the infrastructure gear.

Therefore, by deploying ingress filtering, one does not just help the

Internet as a whole, but protects agai nst several classes of threats
to your own infrastructure as well.
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3.3. Ingress Filtering on Peering Links

Ingress filtering on peering |inks, whether by ISPs or by end-sites,
is not really that nmuch different fromthe nore typical "downstreant
or "upstreant ingress filtering.

However, it’s inportant to note that with m xed upstream downstream
and peering links, the different |inks may have different properties
(e.g., relating to contracts, trust, viability of the ingress
filtering mechanisns, etc.). In the nbost typical case, just using an
ingress filtering mechanismtowards a peer (e.g., Strict RPF) works
just fine as long as the routing between the peers is kept reasonably
symmetric. It might even be considered useful to be able to filter
out source addresses conming froman upstreamlink which should have
cone over a peering link (inplying sonething like Strict RPF is used
towards the upstreanm) -- but this is a nore conplex topic and

consi dered out of scope; see Section 6.

4. Solutions to Ingress Filtering with Miltihom ng

First, one nmust ask why a site nultihones; for exanple, the edge
network m ght:

0 use two I SPs for backing up the Internet connectivity to ensure
r obust ness,

0 use whichever ISP is offering the fastest TCP service at the
nonent ,

0 need several points of access to the Internet in places where no
one | SP offers service, or

o be changing ISPs (and therefore nultihom ng only tenporarily).
One can i magi ne a nunber of approaches to working around the
limtations of ingress filters for multihonmed networks. Options
i ncl ude:

1. Do not nultihone.

2. Do not use ingress filters.

3. Accept that service will be inconplete.

4. On sone interfaces, weaken ingress filtering by using an
appropriate formof |oose RPF check, as described in Section 4. 1.
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5. Ensure, by BGP or by contract, that each ISP's ingress filter is
conpl ete, as described in Section 4.2.

6. Ensure that edge networks only deliver traffic to their ISPs that
will in fact pass the ingress filter, as described in Section
4. 3.

The first three of these are obviously nentioned for conpleteness;
they are not and cannot be viable positions; the final three are
consi dered bel ow.

The fourth and the fifth nust be ensured in the upstream | SPs as
wel |, as described in Section 3. 1.

Next, we now | ook at the viable ways for dealing with the side-
effects of ingress filters.

4.1. Use Loose RPF Wen Appropriate

Where asynmetric routing is preferred or is unavoi dable, ingress
filtering may be difficult to depl oy using a nechani smsuch as strict

RPF which requires the paths to be symmetrical. |In many cases, using
operational nethods or feasible RPF may ensure the ingress filter is
conplete, |like described below. Failing that, the only real options

are to not performingress filtering, use a manual access-Ii st
(possibly in addition to sone other nechanisns), or to using sone
form of Loose RPF check

Failing to provide any ingress filter at all essentially trusts the
downstream network to behave itself, which is not the w sest course
of action. However, especially in the case of very |arge networks of
even hundreds or thousands of prefixes, maintaining manual access-
lists nmay be too much to ask

The use of Loose RPF does not seemlike a good choice between the
edge network and the ISP, since it loses the directionality of the
test. This argues in favor of either using a conplete filter in the
upstream network or ensuring in the downstream network that packets
the upstream network will reject will never reach it.

Therefore, the use of Loose RPF cannot be recommended, except as a

way to measure whether "martian" or other unrouted addresses are
bei ng used.
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4.2. Ensure That Each ISP’s Ingress Filter Is Conplete

For the edge network, if multihonming is being used for robustness or
to change routing fromtime to time dependi ng on neasured | SP
behavi or, the sinplest approach will be to ensure that its ISPs in
fact carry its addresses in routing. This will often require the
edge network to use provider-independent prefixes and exchange routes
with its I1SPs with BGP, to ensure that its prefix is carried upstream
to the najor transit I1SPs. O necessity, this inplies that the edge
network will be of a size and technical conpetence to qualify for a
separ at e address assi gnment and an aut ononous system nunber fromits
R R

There are a nunber of techniques which nake it easier to ensure the
|SP’s ingress filter is conplete. Feasible RPF and Strict RPF with
operational techniques both work quite well for mnultihomed or
asymetric scenari os between the ISP and an edge networKk.

When a routing protocol is not being used, but rather the customer
information is generated from databases such as Radi us, TACACS, or
Di ameter, the ingress filtering can be the nost easily ensured and
kept up-to-date with Strict RPF or Ingress Access Lists generated
automatically from such databases.

4.3. Send Traffic Using a Provider Prefix Only to That Provider

For small er edge networks that use provider-based addressi ng and
whose | SPs inmplenment ingress filters (which they should do), the
third option is to route traffic being sourced froma given
provi der’s address space to that provider.

This is not a conplicated procedure, but requires careful planning
and configuration. For robustness, the edge network may choose to
connect to each of its ISPs through two or nore different Points of
Presence (POPs), so that if one POP or |ine experiences an outage,

another link to the sane ISP can be used. Alternatively, a set of

tunnel s could be configured instead of nmultiple connections to the
same ISP [4][5]. This way the edge routers are configured to first
i nspect the source address of a packet destined to an ISP and shunt
it into the appropriate tunnel or interface toward the ISP

If such a scenario is applied exhaustively, so that an exit router is
chosen in the edge network for every prefix the network uses, traffic
originating fromany other prefix can be summarily di scarded instead
of sending it to an | SP.
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5.

Security Considerations

Ingress filtering is typically perfornmed to ensure that traffic
arriving on one network interface legitimately comes from a conputer
residing on a network reachabl e through that interface.

The closer to the actual source ingress filtering is performed, the
nore effective it is. One could wish that the first hop router would
ensure that traffic being sourced fromits nei ghboring end system was
correctly addressed; a router further away can only ensure that it is
possible that there is such a systemwithin the indicated prefix.
Therefore, ingress filtering should be done at nultiple levels, with
different level of granularity.

It bears to keep in mind that while one goal of ingress filtering is
to nake attacks traceable, it is inpossible to know whether the
particul ar attacker "sonmewhere in the Internet" is being ingress
filtered or not. Therefore, one can only guess whether the source
addr esses have been spoofed or not: in any case, getting a possible
lead -- e.g., to contact a potential source to ask whether they're
observing an attack or not -- is still valuable, and nore so when the
ingress filtering gets nore and nore widely depl oyed.

I n consequence, every adninistrative donmain should try to ensure a
sufficient Ievel of ingress filtering on its borders.

Security properties and applicability of different ingress filtering
types differ a lot.

0 Ingress Access Lists require typically manual mai ntenance, but are
the nost bull et proof when done properly; typically, ingress access
lists are best fit between the edge and the ISP when the
configuration is not too dynanmic if strict RPF is not an option,
between ISPs if the nunber of used prefixes is low, or as an
addi tional |ayer of protection.

o Strict RPF check is a very easy and sure way to inplenent ingress
filtering. It is typically fit between the edge network and the
ISP. In nmany cases, a sinple strict RPF can be augnented by
operational procedures in the case of asymetric traffic patterns,
or the feasible RPF technique to al so account for other
al ternative paths.

0 Feasible Path RPF check is an extension of Strict RPF. It is
suitable in all the scenarios where Strict RPF is, but multihoned
or asymmetric scenarios in particular. However, one nust renenber
t hat Feasi bl e RPF assumes the consistent origination and

Baker & Savol a Best Current Practice [ Page 12]



RFC 3704 Ingress Filtering for Multihomed Networks March 2004

propagation of routing information to work; the inplications of
this must be understood especially if a prefix advertisenent
passes through third parties.

0 Loose RPF primarily filters out unrouted prefixes such as Martian
addresses. It can be applied in the upstreaminterfaces to reduce
the size of DoS attacks with unrouted source addresses. |In the
downstreaminterfaces it can only be used as a contract
verification, that the other network has perforned at | east sone
ingress filtering.

When wei ghing the tradeoffs of different ingress filtering

nmechani sns, the security properties of a nore rel axed approach shoul d
be carefully considered before applying it. Especially when applied
by an ISP towards an edge network, there don’'t seemto be many
reasons why a stricter formof ingress filtering would not be
appropri at e.

6. Conclusions and Future Wrk

This nenp describes ingress filtering techniques in general and the
options for multihoned networks in particular.

It is inportant for ISPs to inplenent ingress filtering to prevent
spoof ed addresses being used, both to curtail DoS attacks and to nake
them nore traceable, and to protect their own infrastructure. This
meno descri bes mechani sns that could be used to achi eve that effect,
and the tradeoffs of those nechani sns.

To sunmmari ze

0 Ingress filtering should always be done between the ISP and a
si ngl e- honed edge networKk.

0 Ingress filtering with Feasible RPF or sinilar Strict RPF
techni ques coul d al nost al ways be applied between the ISP and
nmul ti-honed edge networks as well.

0 Both the I SPs and edge networks should verify that their own
addresses are not being used in source addresses in the packets
comi ng from outside their network.

o Sone formof ingress filtering is also reasonabl e between | SPs,
especially if the nunber of prefixes is |ow
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This meno will |ower the bar for the adoption of ingress filtering
especially in the scenarios |like asymmetric/nultihomed networks where
the general belief has been that ingress filtering is difficult to

i mpl enment .

One can identify multiple areas where additional work woul d be

useful :

0 Specify the mechanisns in nore detail: there is some variance
bet ween i npl enmentations e.g., on whether traffic to nmulticast
destination addresses will always pass the Strict RPF filter or

not. By formally specifying the nmechani sns the inplenentations
n ght get harnoni zed.

0 Study and specify Routing Information Base (RIB) -based RPF
nmechani sns, e.g., Feasible Path RPF, in nore detail. 1In
particul ar, consider under which assunptions these nechani sns work
as intended and where they don't.

0 Wite a nore generic note on the ingress filtering nechani snms than
this nmeno, after the taxonony and the details or the nechani sns
(poi nts above) have been fl eshed out.

0 Consider the nore conpl ex case where a network has connectivity
with different properties (e.g., peers and upstreans), and wants
to ensure that traffic sourced with a peer’s address should not be
accepted fromthe upstream
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pertain to the inplenentation or use of the technol ogy described in
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