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Abstract

Al t hough the DNS Security Extensions (DNSSEC) have been under

devel opnent for nost of the |last decade, the | ETF has never witten
down the specific set of threats agai nst which DNSSEC i s designed to
protect. Anobng other drawbacks, this cart-before-the-horse situation
has made it difficult to determ ne whether DNSSEC neets its design
goal s, since its design goals are not well specified. This note
attenpts to docunent some of the known threats to the DNS, and, in
doing so, attenpts to neasure to what extent (if any) DNSSEC is a
useful tool in defending agai nst these threats.

1. Introduction

The earliest organized work on DNSSEC within the | ETF was an open
desi gn team neeti ng organi zed by nenbers of the DNS working group in
Novenber 1993 at the 28th |IETF neeting in Houston. The broad
outlines of DNSSEC as we know it today are already clear in Jim
Galvin's summary of the results of that neeting [Gal vin93]:

- Wiile sone participants in the neeting were interested in
protecting against disclosure of DNS data to unauthorized parties,
t he design team nmade an explicit decision that "DNS data is
‘“public’", and ruled all threats of data disclosure explicitly out
of scope for DNSSEC.

- Wiile sone participants in the neeting were interested in

authentication of DNS clients and servers as a basis for access
control, this work was al so rul ed out of scope for DNSSEC per se.
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- Backwards conpatibility and co-existence with "insecure DNS' was
listed as an explicit requirenent.

- The resulting list of desired security services was
1) data integrity, and
2) data origin authentication.

- The design teamnoted that a digital signature mechani smwould
support the desired services.

Whil e a nunber of detail decisions were yet to be nmade (and in sone
cases renmade after inplenentation experience) over the subsequent
decade, the basic nodel and design goals have renai ned fi xed.

Nowher e, however, does any of the DNSSEC work attenpt to specify in
any detail the sorts of attacks agai nst which DNSSEC is intended to
protect, or the reasons behind the Iist of desired security services
that cane out of the Houston neeting. For that, we have to go back
to a paper originally witten by Steve Bellovin in 1990 but not
published until 1995, for reasons that Bellovin explained in the
paper’ s epil ogue [Bell ovin95].

While it nay seema bit strange to publish the threat analysis a
decade after starting work on the protocol designed to defend against
it, that is, nevertheless, what this note attenpts to do. Better

| ate than never.

This note assunes that the reader is faniliar with both the DNS and
wi th DNSSEC, and does not attenpt to provide a tutorial on either.
The DNS documents nost relevant to the subject of this note are:

[ RFC1034], [RFC1035], section 6.1 of [RFCL1123], [RFC2181], [RFC2308],
[ RFC2671], [ RFC2845], [RFC2930], [RFC3007], and [ RFC2535].

For purposes of discussion, this note uses the term"DNSSEC' to refer
to the core hierarchical public key and signhature nechani sm specified
in the DNSSEC docunents, and refers to TKEY and TSI G as separate
nmechani sns, even though channel security mechani sms such as TKEY and
TSI G are also part of the larger problemof "securing DNS' and thus
are often considered part of the overall set of "DNS security
extensions". This is an arbitrary distinction that in part reflects
the way in which the protocol has evolved (introduction of a
putatively sinpler channel security nodel for certain operations such
as zone transfers and dynam c update requests), and perhaps should be
changed in a future revision of this note.
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2. Known Threats

There are several distinct classes of threats to the DNS, nost of
which are DNS-rel ated i nstances of nore general problens, but a few
of which are specific to peculiarities of the DNS protocol.

2.1. Packet Interception

Sone of the sinplest threats agai nst DNS are various forms of packet

i nterception: nonkey-in-the-middle attacks, eavesdroppi ng on requests
conbi ned with spoofed responses that beat the real response back to
the resolver, and so forth. |In any of these scenarios, the attacker
can sinply tell either party (usually the resolver) whatever it wants
that party to believe. Wile packet interception attacks are far
fromunique to DNS, DNS s usual behavior of sending an entire query
or response in a single unsigned, unencrypted UDP packet nmkes these
attacks particularly easy for any bad guy with the ability to

i ntercept packets on a shared or transit network.

To further conplicate things, the DNS query the attacker intercepts
may just be a neans to an end for the attacker: the attacker m ght
even choose to return the correct result in the answer section of a
reply nessage while using other parts of the nmessage to set the stage
for sonething nore conplicated, for exanple, a nanme chaining attack
(see section 2.3).

While it certainly would be possible to sign DNS nessages using a
channel security mechani smsuch as TSI G or | Psec, or even to encrypt
them using I Psec, this would not be a very good solution for
interception attacks. First, this approach would inpose a fairly

hi gh processing cost per DNS nessage, as well as a very high cost
associ ated with establishing and naintaining bilateral trust

rel ati onshi ps between all the parties that mnight be involved in
resolving any particular query. For heavily used name servers (such
as the servers for the root zone), this cost would al nost certainly
be prohibitively high. Even nore inportant, however, is that the
underlying trust nodel in such a design would be wong, since at best
it would only provide a hop-by-hop integrity check on DNS nmessages
and woul d not provide any sort of end-to-end integrity check between
the producer of DNS data (the zone adninistrator) and the consumer of
DNS data (the application that triggered the query).

By contrast, DNSSEC (when used properly) does provide an end-to-end

data integrity check, and is thus a much better solution for this
class of problens during basic DNS | ookup operations.
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TSI G does have its place in corners of the DNS protocol where there’s
a specific trust relationship between a particular client and a
particul ar server, such as zone transfer, dynanic update, or a
resolver (stub or otherwise) that is not going to check all the
DNSSEC si gnatures itself.

Not e that DNSSEC does not provide any protection agai nst nodification
of the DNS nessage header, so any properly paranoid resol ver nust:

- Performall of the DNSSEC signature checking on its own,

- Use TSI G (or some equival ent nechanisn) to ensure the integrity of
its conmmuni cation with whatever nane servers it chooses to trust,
or

- Resign itself to the possibility of being attacked via packet
interception (and via other techniques discussed bel ow).

2.2. 1D Guessing and Query Prediction

Since DNS is for the nost part used over UDP/IP, it is relatively
easy for an attacker to generate packets which will natch the
transport protocol paraneters. The ID field in the DNS header is
only a 16-bit field and the server UDP port associated with DNS is a
wel | - known val ue, so there are only 2**32 possi bl e combinations of ID
and client UDP port for a given client and server. This is not a
particularly large range, and is not sufficient to protect against a
brute force search; furthernore, in practice both the client UDP port
and the ID can often be predicted fromprevious traffic, and it is
not unconmon for the client port to be a known fixed val ue as well
(due to firewalls or other restrictions), thus frequently reducing
the search space to a range smaller than 2**16.

By itself, ID guessing is not enough to allow an attacker to inject
bogus data, but conbined with know edge (or guesses) about QNAMEs and
QTYPEs for which a resolver mght be querying, this | eaves the

resol ver only weakly defended agai nst injection of bogus responses.

Since this attack relies on predicting a resolver’s behavior, it’s
nost likely to be successful when the victimis in a known state,

whet her because the victimrebooted recently, or because the victinis
behavi or has been influenced by sonme other action by the attacker, or
because the victimis responding (in a predictable way) to some third
party action known to the attacker

Atkins & Austein I nf or mat i onal [ Page 4]



RFC 3833 DNS Threat Anal ysis August 2004

This attack is both nore and less difficult for the attacker than the
sinple interception attack descri bed above: nore difficult, because
the attack only works when the attacker guesses correctly; |ess
difficult, because the attacker doesn’t need to be on a transit or
shar ed net worKk.

In nost other respects, this attack is sinilar to a packet
interception attack. A resolver that checks DNSSEC signatures will
be able to detect the forged response; resolvers that do not perform
DNSSEC si gnature checki ng thensel ves should use TSI G or sone

equi val ent mechanismto ensure the integrity of their conmmunication
with a recursive nane server that does perform DNSSEC si gnature
checki ng.

2.3. Nane Chai ni ng

Per haps the nost interesting class of DNS-specific threats are the
nanme chaining attacks. These are a subset of a |arger class of

nane- based attacks, sonetinmes called "cache poisoning" attacks. Mst
nane- based attacks can be partially mtigated by the | ong-standing
defense of checking RRs in response nessages for relevance to the
original query, but such defenses do not catch name chaining attacks.
There are several variations on the basic attack, but what they al
have in comon is that they all involve DNS RRs whose RDATA portion
(right hand side) includes a DNS nanme (or, in a few cases, sonething
that is not a DNS nanme but which directly maps to a DNS nane). Any
such RRis, at least in principle, a hook that lets an attacker feed
bad data into a victinms cache, thus potentially subverting
subsequent deci sions based on DNS nanes.

The worst exanples in this class of RRs are CNAME, NS, and DNAME RRs
because they can redirect a victims query to a |location of the
attacker’s choosing. RRs |like MX and SRV are sonewhat |ess
dangerous, but in principle they can al so be used to trigger further
| ookups at a |l ocation of the attacker’s choosing. Address RR types
such as A or AAAA don't have DNS nanes in their RDATA, but since the
I N- ADDR. ARPA and | P6. ARPA trees are indexed using a DNS encodi ng of

| Pv4 and | Pv6 addresses, these record types can also be used in a
nanme chaini ng attack

The general formof a nane chaining attack is sonething like this:

- Victimissues a query, perhaps at the instigation of the attacker
or sone third party; in sonme cases the query itself may be
unrelated to the nanme under attack (that is, the attacker is just
using this query as a neans to inject false information about sone
ot her nane).
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- Attacker injects response, whether via packet interception, query
guessing, or by being a legitimte nane server that’s invol ved at
some point in the process of answering the query that the victim
i ssued.

- Attacker’s response includes one or nore RRs with DNS nanes in
t heir RDATA; depending on which particular formthis attack takes,
the object may be to inject fal se data associated with those nanes
into the victims cache via the Additional section of this
response, or may be to redirect the next stage of the query to a
server of the attacker’s choosing (in order to inject nore conpl ex
lies into the victims cache than will fit easily into a single
response, or in order to place the lies in the Authority or Answer
section of a response where they will have a better chance of
snheaki ng past a resol ver’s defenses).

Any attacker who can insert resource records into a victinms cache
can al nost certainly do sone kind of danage, so there are cache

poi soni ng attacks which are not nane chaining attacks in the sense
di scussed here. However, in the case of nanme chaining attacks, the
cause and effect relationship between the initial attack and the
eventual result nay be significantly nore conplex than in the other
fornms of cache poisoning, so name chaining attacks nerit speci al
attention.

The common thread in all of the nanme chaining attacks is that
response nmessages allow the attacker to introduce arbitrary DNS nanes
of the attacker’s choosing and provide further information that the
attacker clainms is associated with those nanes; unless the victimhas
better know edge of the data associated with those nanes, the victim
is going to have a hard tinme defending against this class of attacks.

This class of attack is particularly insidious given that it’'s quite
easy for an attacker to provoke a victiminto querying for a
particul ar name of the attacker’s choosing, for exanple, by enmbedding
alink to a 1x1-pixel "web bug" graphic in a piece of Text/HTM. nmmai
to the victim If the victims mail reading programattenpts to
follow such a link, the result will be a DNS query for a name chosen
by the attacker.

DNSSEC shoul d provi de a good defense agai nst nost (all?) variations
on this class of attack. By checking signatures, a resolver can
determ ne whether the data associated with a nane really was inserted
by the del egated authority for that portion of the DNS nane space.
More precisely, a resolver can deternine whether the entity that
injected the data had access to an allegedly secret key whose
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correspondi ng public key appears at an expected location in the DNS
nane space with an expected chain of parental signatures that start
with a public key of which the resolver has prior know edge.

DNSSEC si gnatures do not cover glue records, so there's still a
possibility of a name chaining attack involving glue, but w th DNSSEC
it is possible to detect the attack by tenporarily accepting the glue
in order to fetch the signed authoritative version of the sane data,
then checking the signatures on the authoritative version

2.4. Betrayal By Trusted Server

Anot her variation on the packet interception attack is the trusted
server that turns out not to be so trustworthy, whether by acci dent
or by intent. Many client machines are only configured with stub
resolvers, and use trusted servers to performall of their DNS
queries on their behalf. |In nany cases the trusted server is
furnished by the user’s ISP and advertised to the client via DHCP or
PPP options. Besides accidental betrayal of this trust relationship
(via server bugs, successful server break-ins, etc), the server
itself may be configured to give back answers that are not what the
user woul d expect, whether in an honest attenpt to help the user or
to pronote sone other goal such as furthering a business partnership
between the ISP and sone third party.

This problemis particularly acute for frequent travelers who carry
their own equi pnent and expect it to work in much the sane way
wherever they go. Such travelers need trustworthy DNS service

wi t hout regard to who operates the network into which their equi pment
is currently plugged or what brand of m ddl e boxes the | ocal

i nfrastructure mi ght use.

Wil e the obvious solution to this problemwould be for the client to
choose a nore trustworthy server, in practice this may not be an

option for the client. In many network environnments a client machine
has only a linmted set of recursive nane servers fromwhich to
choose, and none of themmay be particularly trustworthy. |In extreme

cases, port filtering or other forns of packet interception may
prevent the client host frombeing able to run an iterative resol ver
even if the owner of the client machine is willing and able to do so.
Thus, while the initial source of this problemis not a DNS protoco
attack per se, this sort of betrayal is a threat to DNS clients, and
sinmply switching to a different recursive nane server is not an
adequat e def ense.

Viewed strictly fromthe DNS protocol standpoint, the only difference

between this sort of betrayal and a packet interception attack is
that in this case the client has voluntarily sent its request to the
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attacker. The defense against this is the sane as with a packet
interception attack: the resolver nust either check DNSSEC si gnat ures
itself or use TSIG (or equivalent) to authenticate the server that it
has chosen to trust. Note that use of TSI G does not by itself
guarantee that a nane server is at all trustworthy: all TSI G can do
is help a resolver protect its comunication with a nane server that
it has already decided to trust for other reasons. Protecting a
resolver’s comuni cation with a server that’s giving out bogus
answers is not particularly useful.

Also note that if the stub resolver does not trust the name server
that is doing work on its behalf and wants to check the DNSSEC
sighatures itself, the resolver really does need to have i ndependent
know edge of the DNSSEC public key(s) it needs in order to perform
the check. Usually the public key for the root zone is enough, but
in some cases know edge of additional keys may al so be appropriate.

It is difficult to escape the conclusion that a properly paranoid
resol ver nmust always performits own signature checking, and that
this rule even applies to stub resol vers.

2.5. Denial of Service

As with any network service (or, indeed, alnbst any service of any
kind in any domain of discourse), DNS is vulnerable to denial of
service attacks. DNSSEC does not help this, and may in fact nmake the
probl em worse for resolvers that check signatures, since checking

si gnhatures both increases the processing cost per DNS nessage and in
some cases can al so increase the nunber of nmessages needed to answer
a query. TSIG (and simlar nmechani snms) have equival ent probl ens.

DNS servers are also at risk of being used as denial of service
anplifiers, since DNS response packets tend to be significantly

| onger than DNS query packets. Unsurprisingly, DNSSEC doesn’t help
here either.

2.6. Authenticated Denial of Domai n Nanes

Much di scussi on has taken place over the question of authenticated
deni al of domain nanes. The particular question is whether there is
a requirenent for authenticating the non-existence of a nane. The

i ssue i s whether the resolver should be able to detect when an
attacker renmoves RRs from a response.

General paranoi a aside, the existence of RR types whose absence
causes an action other than imediate failure (such as m ssing MX and
SRV RRs, which fail over to A RRs) constitutes a real threat.
Arguably, in sone cases, even the absence of an RR m ght be
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consi dered a problem The question remains: how serious is this
threat? Cearly the threat does exist; general paranoia says that
sone day it’'ll be on the front page of sone major newspaper, even if
we cannot conceive of a plausible scenario involving this attack
today. This inplies that some mitigation of this risk is required.

Note that it’'s necessary to prove the non-existence of applicable

wi ldcard RRs as part of the authenticated denial nmechanism and that,
in a zone that is nore than one | abel deep, such a proof may require
proving the non-existence of nmultiple discrete sets of wildcard RRs.

DNSSEC does i ncl ude mechani sns which nmake it possible to deternine
whi ch authoritative names exist in a zone, and which authoritative
resource record types exist at those names. The DNSSEC protections
do not cover non-authoritative data such as glue records.

2.7. WIldcards

Much di scussi on has taken place over whether and how to provide data
integrity and data origin authentication for "w | dcard" DNS nanes.
Conceptually, RRs with wildcard nanes are patterns for synthesizing
RRs on the fly according to the nmatching rul es described in section
4.3.2 of RFC 1034. Wiile the rules that control the behavior of

wi | dcard nanes have a few quirks that can make thema trap for the
unwary zone administrator, it’'s clear that a nunber of sites make
heavy use of wldcard RRs, particularly wldcard MX RRs.

In order to provide the desired services for wildcard RRs, we need to
do two things:

- W need a way to attest to the existence of the wildcard RR itself
(that is, we need to show that the synthesis rule exists), and

- W need a way to attest to the non-existence of any RRs which, if
t hey existed, would nmake the wildcard RRirrelevant according to
the synthesis rules that govern the way in which wildcard RRs are
used (that is, we need to show that the synthesis rule is
appl i cabl e).

Note that this makes the w |l dcard nmechani snrs dependent upon the
aut henti cated deni al mechani sm described in the previous section.

DNSSEC i ncl udes mechani sns al ong the |ines described above, which

make it possible for a resolver to verify that a name server applied
the wi |l dcard expansion rules correctly when generating an answer.
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3.

Weaknesses of DNSSEC

DNSSEC has sone problens of its own:

DNSSEC i s conplex to inplenment and includes sone nasty edge cases
at the zone cuts that require very careful coding. Testbed
experience to date suggests that trivial zone configuration errors
or expired keys can cause serious problens for a DNSSEC- awar e
resolver, and that the current protocol’s error reporting
capabilities may | eave sonething to be desired.

DNSSEC significantly increases the size of DNS response packets;
anong ot her issues, this nmakes DNSSEC-aware DNS servers even nore
effective as denial of service anplifiers.

DNSSEC answer validation increases the resolver’'s work | oad, since

a DNSSEC-aware resolver will need to perform signature validation
and in some cases will also need to issue further queries. This
i ncreased workload will also increase the tine it takes to get an

answer back to the original DNS client, which is likely to trigger
both tinmeouts and re-queries in sone cases. Arguably, many current
DNS clients are already too inpatient even before taking the
further delays that DNSSEC will inpose into account, but that topic
is beyond the scope of this note.

Like DNS itself, DNSSEC s trust nodel is alnost totally

hi erarchical. Wile DNSSEC does allow resolvers to have speci al
addi ti onal know edge of public keys beyond those for the root, in
the general case the root key is the one that matters. Thus any
conproni se in any of the zones between the root and a particul ar
target nane can danage DNSSEC s ability to protect the integrity of
data owned by that target name. This is not a change, since

i nsecure DNS has the sane nodel .

Key rollover at the root is really hard. Wrk to date has not even
come cl ose to adequately specifying how the root key rolls over, or
even how it’s configured in the first place.

DNSSEC creates a requirenment of |oose tinme synchronization between
the validating resolver and the entity creating the DNSSEC
signatures. Prior to DNSSEC, all tine-related actions in DNS could
be performed by a machine that only knew about "el apsed" or
"relative" time. Because the validity period of a DNSSEC signature
is based on "absolute" tine, a validating resolver mnmust have the
sane concept of absolute tine as the zone signer in order to
determ ne whether the signature is within its validity period or
has expired. An attacker that can change a resol ver’s opinion of
the current absolute tinme can fool the resolver using expired
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signatures. An attacker that can change the zone signer’s opinion
of the current absolute time can fool the zone signer into
generating signatures whose validity period does not match what the
si gner intended.

- The possible existence of wildcard RRs in a zone conplicates the
aut henti cat ed deni al mechani sm consi derably. For nobst of the
decade that DNSSEC has been under devel opnent these issues were
poorly understood. At various tinmes there have been questions as
to whether the authenticated denial nechanismis completely
airtight and whether it would be worthwhile to optim ze the
aut henti cated deni al nmechani smfor the common case in which
wi | dcards are not present in a zone. However, the nmain problemis
just the inherent conplexity of the wildcard nmechanismitself.

This conpl exity probably nmakes the code for generating and checki ng
aut henti cated denial attestations sonmewhat fragile, but since the
alternative of giving up wildcards entirely is not practical due to
wi despread use, we are going to have to live with wldcards. The
question just becones one of whether or not the proposed

optim zati ons woul d make DNSSEC s nechani sns nore or |ess fragile.

- BEven with DNSSEC, the class of attacks discussed in section 2.4 is
not easy to defeat. 1In order for DNSSEC to be effective in this
case, it nust be possible to configure the resolver to expect
certain categories of DNS records to be signed. This may require
manual configuration of the resolver, especially during the initial
DNSSEC rol | out period when the resol ver cannot reasonably expect
the root and TLD zones to be signed.

4. Topics for Future Wrk

This section lists a few subjects not covered above whi ch probably
need additional study, additional nechanisns, or both.

4.1. Interactions Wth O her Protocols

The above di scussion has concentrated exclusively on attacks within
the boundaries of the DNS protocol itself, since those are (sone of)
t he probl ens agai nst which DNSSEC was intended to protect. There
are, however, other potential problens at the boundaries where DNS
interacts with other protocols.

4.2. Securing DNS Dynani c Update
DNS dynam ¢ update opens a nunber of potential problens when conbi ned
with DNSSEC. Dynanmic update of a non-secure zone can use TSIG to

authenticate the updating client to the server. While TSI G does not
scale very well (it requires nanual configuration of shared keys
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bet ween the DNS name server and each TSIG client), it works well in a
limted or closed environnent such as a DHCP server updating a | ocal
DNS nane server.

Maj or issues arise when trying to use dynam c update on a secure
zone. TSIGcan sinmlarly be used in alimted fashion to

aut henticate the client to the server, but TSIG only protects DNS
transactions, not the actual data, and the TSIGis not inserted into
the DNS zone, so resolvers cannot use the TSIG as a way of verifying
the changes to the zone. This nmeans that either

a) The updating client nmust have access to a zone-signing key in
order to sign the update before sending it to the server, or

b) The DNS nanme server nust have access to an online zone-signing key
in order to sign the update.

In either case, a zone-signing key nmust be available to create signed
RRsets to place in the updated zone. The fact that this key nust be
online (or at least available) is a potential security risk.

Dynam ¢ update al so requires an update to the SERIAL field of the
zone’s SOA RR  In theory, this could also be handled via either of
the above options, but in practice (a) would al nost certainly be
extrenely fragile, so (b) is the only workabl e mechani sm

There are other threats in terns of describing the policy of who can
make what changes to which RRsets in the zone. The current access
control schene in Secure Dynanic Update is fairly linited. There is
no way to give fine-grained access to updating DNS zone infornation
to multiple entities, each of whommay require different kinds of
access. For exanple, Alice may need to be able to add new nodes to
the zone or change existing nodes, but not renove them Bob may need
to be able to renove zones but not add them Carol may need to be
able to add, renove, or nodify nodes, but only A records.

Scal ing properties of the key managenent problem here are a
particul ar concern that needs nore study.

4.3. Securing DNS Zone Replication

As di scussed in previous sections, DNSSEC per se attenpts to provide
data integrity and data origin authentication services on top of the

normal DNS query protocol. Using the term nology discussed in
[ RFC3552], DNSSEC provi des "object security" for the normal DNS query
protocol. For purposes of replicating entire DNS zones, however,

DNSSEC does not provi de object security, because zones include
unsigned NS RRs and glue at del egation points. Use of TSIGto
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protect zone transfer (AXFR or | XFR) operations provides "channel
security", but still does not provide object security for conplete
zones. The trust relationships involved in zone transfer are stil
very nuch a hop-by-hop matter of name server operators trusting other
nane server operators rather than an end-to-end matter of name server
operators trusting zone adm nistrators.

Zone object security was not an explicit design goal of DNSSEC, so
failure to provide this service should not be a surprise.
Nevert hel ess, there are sone zone replication scenarios for which
this would be a very useful additional service, so this seens |ike a
useful area for future work. In theory it should not be difficult to
add zone object security as a backwards conpati bl e enhancenent to the
exi sting DNSSEC nodel, but the DNSEXT WG has not yet discussed either
the desirability of or the requirenents for such an enhancenent.

5. Concl usi on

Based on the above anal ysis, the DNSSEC extensi ons do appear to solve
a set of problens that do need to be solved, and are worth depl oyi ng.

Security Considerations

This entire docunment is about security considerations of the DNS.
The authors believe that deploying DNSSEC will help to address sone,
but not all, of the known threats to the DNS
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