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Abstract

This registers seven new mail transm ssion types (ESMIPA, ESMIPS,
ESMIPSA, LMIP, LMIPA, LMIPS, LMIPSA) for use in the "with" clause of
a Received header in an Internet nessage.

1. | ANA Consi derations

As directed by SMIP [2], I ANA naintains a registry [7] of "WTH

protocol types" for use in the "with" clause of the Received header
in an Internet nmessage. This registry presently includes SMIP [ 6],
and ESMIP [2]. This specification updates the registry as foll ows:

0 The new keyword "ESMIPA" indicates the use of ESMIP when the SMIP
AUTH [ 3] extension is also used and authentication is successfully
achi eved.

0 The new keyword "ESMIPS" indicates the use of ESMIP when STARTTLS
[1] is also successfully negotiated to provide a strong transport
encryption |ayer.

0 The new keyword "ESMIPSA" indicates the use of ESMIP when both
STARTTLS and SMIP AUTH are successfully negotiated (the
conbi nati on of ESMIPS and ESMIPA) .

o The new keyword "LMIP" indicates the use of LMIP [4].
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2.

0 The new keyword "LMIPA" indicates the use of LMIP when the SMIP
AUTH extension is al so used and authentication is successfully
achi eved.

0 The new keyword "LMIPS" indicates the use of LMIP when STARTTLS is
al so successfully negotiated to provide a strong transport
encryption |ayer.

0 The new keyword "LMIPSA" indicates the use of LMIP when both
STARTTLS and SMIP AUTH are successfully negotiated (the
conbi nati on of LSMIPS and LSMIPA).

o The references for the ESMIP and SMIP entries in the registry
shoul d be updated to the [ atest specification [2] since both RFC
821 and RFC 1869 [5] are obsol eted by RFC 2821

I mpl emrent ati on Experience

The ESMIPA, ESMIPS and ESMIPSA keywor ds have been inplenmented in
depl oyed emai| server software for several years and no probl ens have
been reported with their use.

Security Considerations

Use of these additional keywords provides trace infornmation to

i ndi cat e when vari ous high-level security framing protocols are used
for hop-to-hop transport of ermail w thout exposing details of the
specifics of the security mechanism This trace information provides
an informal way to track the deploynent of these mechanisns on the
Internet and can assist after-the-fact diagnosis of email abuse.

These keywords are not nornally protected in transport which nmeans
they can be nodified by an active attacker. They also do not

i ndicate the specifics of the mechani smused, and therefore do not
provide any real -world security assurance. They should not be used
for mail filtering or relaying decisions except in very controlled
environnents. As they are both cryptic and hidden in trace headers
used primarily to diagnose email problens, it is not expected they
will mislead end users with a false sense of security. Information
with a higher degree of reliability can be obtained by correl ating
the Received headers with the |ogs of the various Mail Transfer
Agents t hrough which the nmessage passed.

The trace information provided by these keywords and ot her parts of
the Recei ved header provide a significant benefit when doing after-
the-fact diagnosis of email abuse or problens. Unfortunately, sone
people in a msguided attenpt to hide information about their
internal servers will strip Received headers of useful information
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and reduce their ability to correct security abuses after they
happen. The result of such m sguided efforts is usually a reduction
of the overall security of the systens.
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Ful I Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe I ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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