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Abstract

Thi s docunent describes the Lightweight User Datagram Protocol (UDP-
Lite), which is simlar to the User Datagram Protocol (UDP) (RFC
768), but can al so serve applications in error-prone network
environnents that prefer to have partially damaged payl oads delivered
rather than discarded. |If this feature is not used, UDP-Lite is
semantically identical to UDP
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1. Introduction

Thi s docunent describes a new transport protocol,

UDP- Li t e,

July 2004
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(al so

known as UDPLite). This new protocol is based on three observations:

First,
danmaged data delivered rather than discarded by the network.

nunber of codecs for voice and video fal

AMR
and

MPEG 4 [I SO 14496] vi deo codecs).

there is a class of applications that benefit from having

A

into this class (e.g., the

speech codec [RFC-3267], the Internet Low Bit Rate Codec [I|LBRC]
error resilient H 263+ [ITU H 263], H 264 [ITU H. 264; H 264], and

These codecs may be designed to

cope better with errors in the payload than with | oss of entire
packet s.

Second, all links that support IP transm ssion should use a strong

link layer integrity check (e.g., CRC 32 [RFC-3819]),

and this MJST

be used by default for IP traffic. Wen the under-lying |ink

supports it,
froma different

technol ogi es (e.qg.,
at a point where cost and delay are sufficiently |ow.
links are aware of the error sensitive portion of a packet,
al so possible for the physical

certain types of traffic (e.qg.,
link behavior that pernmits partially damaged IP
packets to be forwarded when requested [ RFC-3819].
[3GPP]) support this |ink behavior when operating
If error-prone

link to provide greater

UDP-Lite) may benefit

radi o

it is

protection to

reduce the probability of corruption of these error sensitive bytes

(e.g., the use of unequal Forward Error Correction).
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Third, internmediate layers (i.e., IP and the transport |ayer
protocols) should not prevent error-tolerant applications from
running well in the presence of such links. [P is not a problemin

this regard, since the |IP header has no checksumthat covers the IP
payl oad. The generally avail able transport protocol best suited for
these applications is UDP, since it has no overhead for

retransm ssion of erroneous packets, in-order delivery, or error
correction. In IPv4 [RFC-791], the UDP checksum covers either the
entire packet or nothing at all. 1In IPv6 [ RFC 2460], the UDP
checksumis nmandatory and nust not be disabled. The |IPv6 header does
not have a header checksumand it was deened necessary to al ways
protect the I P addressing informati on by making the UDP checksum
mandat ory.

A transport protocol is needed that conforns to the properties of
link layers and applications described above [LDP99]. The error-
detecti on nmechani sm of the transport |ayer nust be able to protect
vital information such as headers, but also to optionally ignore
errors best dealt with by the application. The set of octets to be
verified by the checksumis best specified by the sending
appl i cati on.

UDP-Lite provides a checksumwi th an optional partial coverage. When
using this option, a packet is divided into a sensitive part (covered
by the checksun) and an insensitive part (not covered by the
checksunm). Errors in the insensitive part will not cause the packet
to be discarded by the transport |ayer at the receiving end host.
When t he checksum covers the entire packet, which should be the
default, UDP-Lite is semantically identical to UDP

Conpared to UDP, the UDP-Lite partial checksum provi des extra
flexibility for applications that want to define the payl oad as
partially insensitive to bit errors.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC 2119].

3. Protocol Description

The UDP-Lite header is shown in figure 1. |Its format differs from
UDP in that the Length field has been replaced with a Checksum
Coverage field. This can be done since information about UDP packet

| ength can be provided by the I P nodule in the sane manner as for TCP
[ RFC- 793] .
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3.

1.

0 15 16 31
S S S S, +
| Source | Destination |
| Por t | Por t |
S S S S, +
| Checksum | |
| Cover age | Checksum |
S S S S, +
I I

Payl oad
I I
o m o e o e e e e e e e e e e meea— o +

Figure 1: UDP-Lite Header Format
Fi el ds

The fields Source Port and Destination Port are defined as in the UDP
specification [RFC-768]. UDP-Lite uses the sane set of port nunber
val ues assigned by the | ANA for use by UDP

Checksum Coverage is the nunber of octets, counting fromthe first
octet of the UDP-Lite header, that are covered by the checksum The
UDP- Li te header MJST al ways be covered by the checksum Despite this
requi rement, the Checksum Coverage is expressed in octets fromthe
begi nning of the UDP-Lite header in the sane way as for UDP. A
Checksum Coverage of zero indicates that the entire UDP-Lite packet
is covered by the checksum This neans that the val ue of the
Checksum Coverage field MJST be either O or at least 8. A UDP-Lite
packet with a Checksum Coverage value of 1 to 7 MJUST be discarded by
the receiver. Irrespective of the Checksum Coverage, the conputed
Checksum field MJST include a pseudo-header, based on the |IP header
(see below). UDP-Lite packets with a Checksum Coverage greater than
the IP length MIUST al so be discarded.

The Checksumfield is the 16-bit one’s conpl enent of the one’s

conpl ement sum of a pseudo- header of information collected fromthe

| P header, the nunber of octets specified by the Checksum Coverage
(starting at the first octet in the UDP-Lite header), virtually
padded with a zero octet at the end (if necessary) to make a nultiple
of two octets [RFC-1071]. Prior to computation, the checksumfield
MJUST be set to zero. |If the conputed checksumis 0, it is
transnitted as all ones (the equivalent in one s conpl enment
arithnetic).

Since the transmtted checksum MJUST NOT be all zeroes, an application
using UDP-Lite that wi shes to have no protection of the packet
payl oad shoul d use a Checksum Coverage value of 8  This differs
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fromthe use of UDP over IPv4 in that the mininmal UDP-Lite checksum
al ways covers the UDP-Lite protocol header, which includes the
Checksum Cover age field.

3.2. Pseudo Header

UDP and UDP-Lite use the sane conceptually prefixed pseudo header
fromthe IP layer for the checksum This pseudo header is different
for IPv4 and I Pv6. The pseudo header of UDP-Lite is different from
the pseudo header of UDP in one way: The value of the Length field of
the pseudo header is not taken fromthe UDP-Lite header, but rather
frominformation provided by the I P nodule. This conputation is done
in the same nmanner as for TCP [RFC-793], and inplies that the Length
field of the pseudo header includes the UDP-Lite header and al
subsequent octets in the |IP payl oad.

3.3. Application Interface

An application interface should allow the sane operations as for UDP.
In addition to this, it should provide a way for the sending
application to pass the Checksum Coverage value to the UDP-Lite
nmodul e. There should also be a way to pass the Checksum Coverage
value to the receiving application, or at least let the receiving
application block delivery of packets with coverage val ues | ess than
a val ue provided by the application

It is RECOWENDED that the default behavior of UDP-Lite be set to
mmc UDP by having the Checksum Coverage field match the I ength of
the UDP-Lite packet and verify the entire packet. Applications that
wi sh to define the payload as partially insensitive to bit errors
(e.g., error tolerant codecs using RTP [ RFC-3550]) should do this by
an explicit systemcall on the sender side. Applications that w sh
to receive payl oads that were only partially covered by a checksum
shoul d informthe receiving systemby an explicit systemcall.

The characteristics of the links forming an Internet path may vary
greatly. It is therefore difficult to nmake assunptions about the

| evel or patterns of errors that may occur in the corruption
insensitive part of the UDP-Lite payl oad. Applications that use

UDP- Lite shoul d not nmake any assunptions regarding the correctness of
the received data beyond the position indicated by the Checksum
Coverage field, and should, if necessary, introduce their own
appropriate validity checks.
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3.4. |P Interface

As for UDP, the |IP nodul e nust provide the pseudo header to the UDP-
Lite protocol nodule (known as the UDPLite nodule). The UDP-Lite
pseudo header contains the |IP addresses and protocol fields of the IP
header, and also the length of the I P payload, which is derived from
the Length field in the |IP header.

The sender | P nodule MJUST NOT pad the I P payload with extra octets,
since the length of the UDP-Lite payl oad delivered to the receiver
depends on the length of the |IP payl oad.

3.5. Junbograns

The Checksum Coverage field is 16 bits and can represent a Checksum
Coverage value of up to 65535 octets. This allows arbitrary checksum
coverage for |IP packets, unless they are Junbograms. For Junbograrns,
the checksum can cover either the entire payl oad (when the Checksum
Coverage field has the value zero), or else at nost the initial 65535
octets of the UDP-Lite packet.

4. Lower Layer Considerations

Since UDP-Lite can deliver packets with danaged payl oads to an
application that wishes to receive them frames carrying UDP-Lite
packets need not be discarded by | ower |ayer protocols when there are
errors only in the insensitive part. For a link that supports
partial error detection, the Checksum Coverage field in the UDP-Lite
header MAY be used as a hint of where errors do not need to be
detected. Lower layers MJST use a strong error detection nechani sm

[ RFC-3819] to detect at |least errors that occur in the sensitive part
of the packet, and discard danaged packets. The sensitive part

consi sts of the octets between the first octet of the IP header and
the last octet identified by the Checksum Coverage field. The
sensitive part would thus be treated in exactly the sane way as for a
UDP packet.

Link layers that do not support partial error detection suitable for
UDP-Lite, as described above, MJST detect errors in the entire UDP-
Lite packet, and MJST di scard danaged packets [RFC-3819]. The whol e
UDP-Lite packet is thus treated in exactly the sane way as a UDP
packet .

It should be noted that UDP-Lite would only make a difference to an
application if partial error detection, based on the partial checksum
feature of UDP-Lite, is inplenmented also by link |ayers, as discussed
above. Partial error detection at the link layer would only nake a

di fference when inpl emented over error-prone |inks.
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5. Conmpatibility with UDP

UDP and UDP-Lite have similar syntax and semantics. Applications
designed for UDP rmay therefore use UDP-Lite instead, and will by
default receive the sane full packet coverage. The simlarities also
ease inplenentation of UDP-Lite, since only ninor nodifications are
needed to an existing UDP inpl enentation.

UDP-Lite has been allocated a separate I P protocol identifier, 136
(UDPLite), that allows a receiver to identify whether UDP or UDP-Lite
is used. A destination end host that is unaware of UDP-Lite will, in
general, return an I CWP "Protocol Unreachable" or an | CMPv6 " Payl oad
Type Unknown" error nessage (depending on the |IP protocol type).

This sinple nmethod of detecting UDP-Lite unaware systens is the

pri mary benefit of having separate protocol identifiers.

The remai nder of this section provides the rationale for allocating a
separate | P protocol identifier for UDP-Lite, rather than sharing the
| P protocol identifier with UDP

There are no known interoperability problens between UDP and UDP-Lite
if they were to share the protocol identifier with UDP

Specifically, there is no case where a potentially problematic packet
is delivered to an unsuspecting application; a UDP-Lite payload with
partial checksum coverage cannot be delivered to UDP applications,
and UDP packets that only partially fill the IP payl oad cannot be
delivered to applications using UDP-Lite.

However, if the protocol identifier were to have been shared between
UDP and UDP-Lite, and a UDP-Lite inplenentation was to send a UDP-
Lite packet using a partial checksumto a UDP inplenmentation, the UDP
i npl erentation would silently discard the packet, because a

m smat chi ng pseudo header woul d cause the UDP checksumto fail

Nei t her the sending nor the receiving application would be notified.
Potential solutions to this could have been

1) explicit application in-band signaling (while not using the
partial checksum coverage option) to enable the sender to learn
whet her the receiver is UDP-Lite enabled or not, or

2) use of out-of-band signaling such as H 323, SIP, or RTCP to convey
whet her the receiver is UDP-Lite enabl ed.

Since UDP-Lite has been assigned its own | P protocol identifier,

there is no need to consider this possibility of delivery of a UDP-
Lite packet to an unsuspecting UDP port.
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6.

Security Considerations

The security inmpact of UDP-Lite is related to its interaction with
aut hentication and encrypti on mechani snms. Wien the partial checksum
option of UDP-Lite is enabled, the insensitive portion of a packet
may change in transit. This is contrary to the idea behi nd nost

aut henti cati on nmechani sns: aut hentication succeeds if the packet has
not changed in transit. Unless authentication mechanisns that
operate only on the sensitive part of packets are devel oped and used,
aut hentication will always fail for UDP-Lite packets where the

i nsensitive part has been damaged.

The | Psec integrity check (Encapsul ation Security Protocol, ESP

[ RFC-2406], or Authentication Header, AH [ RFC-2402]) is applied (at
least) to the entire I P packet payload. Corruption of any bit within
the protected area will then result in the |IP receiver discarding the
UDP- Li t e packet.

When | Psec is used with ESP payl oad encryption, a |link can not
determ ne the specific transport protocol of a packet being forwarded
by inspecting the I P packet payload. |In this case, the |link MJST
provide a standard integrity check covering the entire |IP packet and
payl oad. UDP-Lite provides no benefit in this case.

Encryption (e.g., at the transport or application |levels) may be
used. |If a few bits of an encrypted packet are damaged, the
decryption transformw |l typically spread errors so that the packet
becones too damaged to be of use. Many encryption transforns today
exhibit this behavior. There exist encryption transfornms, and stream
ci phers, which do not cause error propagation. Note that onitting an
integrity check can, under certain circunstances, conprom se
confidentiality [Bellovin98]. Proper use of streamciphers poses its
own chal l enges [BBO1]. |In particular, an attacker can cause

predi ctabl e changes to the ultimte plaintext, even without being
abl e to decrypt the ciphertext.

| ANA Consi der ati ons

A new | P protocol nunber, 136 has been assigned for UDP-Lite. The
nane associated with this protocol nunber is "UDPLite". This ensures
conpatibility across a wi de range of platforns, since on sone
platforms the "-" character may not form part of a protocol entity
name.
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