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Abstract

This nenp defines the core features of the Extensible Messagi ng and
Presence Protocol (XMPP), a protocol for stream ng Extensible Markup
Language (XM.) elenments in order to exchange structured information
in close to real tinme between any two network endpoints. Wile XMPP
provi des a generalized, extensible framework for exchangi ng XM. dat a,
it is used mainly for the purpose of building instant nessagi ng and
presence applications that neet the requirenents of RFC 2779.
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| nt roducti on
Overvi ew

The Extensible Messagi ng and Presence Protocol (XMPP) is an open

Ext ensi bl e Mar kup Language [ XM.] protocol for near-real-time
nmessagi ng, presence, and request-response services. The basic syntax
and semantics were devel oped originally within the Jabber open-source
comunity, mainly in 1999. |In 2002, the XMPP WG was chartered with
devel opi ng an adaptation of the Jabber protocol that would be
suitable as an | ETF instant nessaging (IM and presence technol ogy.
As a result of work by the XMPP W5 the current nmeno defines the core
features of XMPP 1.0; the extensions required to provide the instant
nmessagi ng and presence functionality defined in RFC 2779 [| MP- REQS]
are specified in the Extensible Messagi ng and Presence Protocol
(XMPP) : Instant Messagi ng and Presence [ XMPP-1M .
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1.2. Termnol ogy

The capitalized key words "MJST", "MJST NOI*, "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14, RFC 2119 [ TERVS].

2. GCeneralized Architecture
2.1. Overview

Al t hough XMPP i s not wedded to any specific network architecture, to
date it usually has been inplenmented via a client-server architecture
wherein a client utilizing XMPP accesses a server over a [ TCP]
connection, and servers al so conmuni cate with each ot her over TCP
connecti ons.

The follow ng diagram provides a high-level overview of this
architecture (where "-" represents conmunications that use XMPP and
"=" represents comuni cations that use any other protocol).

Cl----S1---S2---C3
C2----L--Gﬂ===FN1===FC1

The synbol s are as foll ows:
o C1, C, C3 = XWP clients
o S1, S2 = XMPP servers

0 Gl = A gateway that translates between XMPP and the protocol (s)
used on a foreign (non-XMPP) nessagi ng network

o FN1 = A foreign nessagi ng networKk
o FClL = Aclient on a foreign nmessagi ng network
2.2. Server

A server acts as an intelligent abstraction |ayer for XMPP
conmuni cations. Its primary responsibilities are:

0 to manage connections fromor sessions for other entities, in the

formof XM streans (Section 4) to and from authorized clients,
servers, and other entities
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0 to route appropriately-addressed XM. stanzas (Section 9) anpng
such entities over XM. streans

Most XMPP-conpliant servers al so assume responsibility for the
storage of data that is used by clients (e.g., contact lists for
users of XMPP-based instant nessagi ng and presence applications); in
this case, the XM. data is processed directly by the server itself on
behal f of the client and is not routed to another entity.

2.3. dient

Most clients connect directly to a server over a [TCP] connection and
use XMPP to take full advantage of the functionality provided by a
server and any associ ated services. Miltiple resources (e.g.,

devi ces or |l ocations) MAY connect simultaneously to a server on
behal f of each authorized client, with each resource differentiated
by the resource identifier of an XMPP address (e.g., <node@lonai n/
honme> vs. <node@lomai n/ wor k>) as defi ned under Addressing Schemne
(Section 3). The RECOVMMENDED port for connections between a client
and a server is 5222, as registered with the | ANA (see Port Nunbers
(Section 15.9)).

2.4. Gteway

A gateway is a special -purpose server-side service whose prinary
function is to translate XMPP into the protocol used by a foreign
(non- XMPP) nessaging system as well as to translate the return data
back into XMPP. Exanples are gateways to email (see [SMIP]),

Internet Relay Chat (see [IRC]), SIMPLE (see [SIMPLE]), Short Message
Service (SM5), and | egacy instant nessagi ng services such as Al M

| CQ MSN Messenger, and Yahoo! |nstant Messenger. Conmuni cations

bet ween gat eways and servers, and between gateways and the foreign
nmessagi ng system are not defined in this docunent.

2.5. Network

Because each server is identified by a network address and because
server-to-server conmunications are a straightforward extension of
the client-to-server protocol, in practice, the systemconsists of a
network of servers that inter-comunicate. Thus, for exanple,
<juliet@xanple.conmr is able to exchange nmessages, presence, and
other information with <roneo@xanple.net>  This pattern is fanmliar
from nessagi ng protocols (such as [SMIP]) that nake use of network
addressi ng standards. Conmuni cati ons between any two servers are
OPTI ONAL. If enabl ed, such communi cati ons SHOULD occur over XM
streans that are bound to [ TCP] connections. The RECOVMENDED port
for connections between servers is 5269, as registered with the | ANA
(see Port Numbers (Section 15.9)).
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3. Addressing Schene
3.1. Overview

An entity is anything that can be considered a network endpoint
(i.e., an ID on the network) and that can conmunicate using XWVPP

Al'l such entities are uniquely addressable in a formthat is
consistent with RFC 2396 [URI]. For historical reasons, the address
of an XMPP entity is called a Jabber Identifier or JID. A wvalid JID
contains a set of ordered elenents fornmed of a domain identifier
node identifier, and resource identifier.

The syntax for a JID is defined bel ow using the Augnented Backus- Naur
Form as defined in [ABNF]. (The |Pv4address and | Pv6address rul es
are defined in Appendix B of [IPv6]; the allowable character
sequences that conformto the node rule are defined by the Nodeprep
profile of [STRINGPREP] as docunented in Appendix A of this neno; the
al | onabl e character sequences that conformto the resource rule are
defined by the Resourceprep profile of [STRINGPREP] as docunented in
Appendi x B of this nmeno; and the sub-domain rule nmakes reference to
the concept of an internationalized domain |abel as described in

[ 1 DNA].)

sub- domai n
address-literal

(internationalized domain | abel)
| Pv4address / | Pvbaddress

jid =[] node "@ ] domain [ "/" resource ]
domai n = fqdn / address-litera
fgdn = (sub-domain 1*("." sub-donain))

Al'l JIDs are based on the foregoing structure. The npbst comobn use
of this structure is to identify an instant nessagi ng user, the
server to which the user connects, and the user’s connected resource
(e.g., a specific client) in the formof <user@ost/resource>
However, node types other than clients are possible; for exanple, a
specific chat roomoffered by a nmulti-user chat service could be
addressed as <room@ervi ce> (where "rooni' is the nanme of the chat
room and "service" is the hostnanme of the nulti-user chat service)
and a specific occupant of such a room could be addressed as
<room@er vi ce/ ni ck> (where "nick" is the occupant’s room ni cknane).
Many other JID types are possible (e.g., <domain/resource> could be a
server-side script or service).

Each al |l owabl e portion of a JID (node identifier, domain identifier,
and resource identifier) MJUST NOT be nore than 1023 bytes in | ength,
resulting in a maximumtotal size (including the '@ and '/’
separators) of 3071 bytes.
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3. 2. Domai n I dentifier

The domain identifier is the primary identifier and is the only

REQUI RED el enent of a JID (a nere domain identifier is a valid JID).
It usually represents the network gateway or "prinmary" server to

whi ch other entities connect for XM routing and data managenent
capabilities. However, the entity referenced by a domain identifier
is not always a server, and may be a service that is addressed as a
subdomai n of a server that provides functionality above and beyond
the capabilities of a server (e.g., a multi-user chat service, a user
directory, or a gateway to a foreign nessaging systen

The dormain identifier for every server or service that wll

conmuni cate over a network MAY be an | P address but SHOULD be a fully
qualified donmain nanme (see [DNS]). A domain identifier MJUST be an
"internationalized domain nanme" as defined in [IDNA], to which the
Narmeprep [ NAVMEPREP] profile of stringprep [ STRINGPREP] can be applied
wi thout failing. Before conparing two domain identifiers, a server
MUST (and a client SHOULD) first apply the Nanmeprep profile to the

| abel s (as defined in [IDNA]) that make up each identifier

3.3. Node ldentifier

The node identifier is an optional secondary identifier placed before
the domain identifier and separated fromthe latter by the '@
character. It usually represents the entity requesting and using
networ k access provided by the server or gateway (i.e., a client),
although it can also represent other kinds of entities (e.g., a chat
room associated with a nulti-user chat service). The entity
represented by a node identifier is addressed within the context of a
specific domain; within instant nmessagi ng and presence applications
of XMPP, this address is called a "bare JID' and is of the form
<node@lonai n>.

A node identifier MIST be formatted such that the Nodeprep profile of
[ STRINGPREP] can be applied to it without failing. Before conparing
two node identifiers, a server MUST (and a client SHOULD) first apply
the Nodeprep profile to each identifier.

3. 4. Resource ldentifier

The resource identifier is an optional tertiary identifier placed
after the donmain identifier and separated fromthe latter by the '/’
character. A resource identifier may nodify either a <node@omai n>
or a nere <donmami n> address. It usually represents a specific
session, connection (e.g., a device or location), or object (e.g., a
participant in a multi-user chat roonm belonging to the entity
associated with a node identifier. A resource identifier is opaque
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3.

4.

4.

to both servers and other clients, and is typically defined by a
client inplenentation when it provides the infornmati on necessary to
conpl ete Resource Binding (Section 7) (although it may be generated
by a server on behalf of a client), after which it is referred to as
a "connected resource". An entity MAY maintain nultiple connected
resources sinultaneously, with each connected resource differentiated
by a distinct resource identifier.

A resource identifier MIUST be formatted such that the Resourceprep
profile of [STRINGPREP] can be applied without failing. Before
conmparing two resource identifiers, a server MJST (and a client
SHOULD) first apply the Resourceprep profile to each identifier.

5. Determ nation of Addresses

After SASL negotiation (Section 6) and, if appropriate, Resource
Bi nding (Section 7), the receiving entity for a stream MJST determ ne
the initiating entity’s JID

For server-to-server conmunications, the initiating entity's JID
SHOULD be the authorization identity, derived fromthe authentication
identity, as defined by the Sinple Authentication and Security Layer
(SASL) specification [SASL], if no authorization identity was

speci fied during SASL negoti ation (Section 6).

For client-to-server conmmunications, the "bare JI D' (<node@onai n>)
SHOULD be the authorization identity, derived fromthe authentication
identity, as defined in [SASL], if no authorization identity was
speci fied during SASL negotiation (Section 6); the resource
identifier portion of the "full JID'" (<node@lonai n/resource>) SHOULD
be the resource identifier negotiated by the client and server during
Resource Binding (Section 7).

The receiving entity MJST ensure that the resulting JID (including
node identifier, domain identifier, resource identifier, and
separator characters) conforms to the rules and formats defi ned
earlier in this section; to neet this restriction, the receiving
entity may need to replace the JID sent by the initiating entity with
t he canonicalized JID as determ ned by the receiving entity.

XM Streans
1. Overview

Two fundanental concepts make possible the rapid, asynchronous
exchange of relatively small payl oads of structured information

bet ween presence-aware entities: XM. streans and XM. stanzas. These
terns are defined as follows:
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Definition of XML Stream An XM. streamis a container for the
exchange of XM. el ements between any two entities over a network.
The start of an XML streamis denoted unanbi guously by an opening
XM. <streampr tag (With appropriate attributes and nanespace
decl arations), while the end of the XML streamis denoted
unanbi guously by a closing XM. </streank tag. During the life of
the stream the entity that initiated it can send an unbounded
number of XM. el enents over the stream either elenments used to
negotiate the stream(e.g., to negotiate Use of TLS (Section 5) or
use of SASL (Section 6)) or XM. stanzas (as defined herein,
<nessage/ >, <presence/>, or <ig/> elenents qualified by the
default nanespace). The "initial stream' is negotiated fromthe
initiating entity (usually a client or server) to the receiving
entity (usually a server), and can be seen as corresponding to the
initiating entity's "session” with the receiving entity. The
initial stream enables unidirectional comrunication fromthe
initiating entity to the receiving entity; in order to enable
i nformati on exchange fromthe receiving entity to the initiating
entity, the receiving entity MJST negotiate a streamin the
opposite direction (the "response stream').

Definition of XML Stanza: An XM. stanza is a discrete semantic unit
of structured information that is sent fromone entity to another
over an XML stream An XM. stanza exists at the direct child
| evel of the root <stream > elenent and is said to be
wel | -bal anced if it matches the production [43] content of [XM].
The start of any XML stanza is denoted unanbi guously by the
el enent start tag at depth=1 of the XM. stream (e.g., <presence>),
and the end of any XML stanza is denoted unanbi guously by the
correspondi ng close tag at depth=1 (e.g., </presence>). An XM
stanza MAY contain child elenents (wth acconmpanying attributes,
el enents, and XML character data) as necessary in order to convey
the desired information. The only XM. stanzas defined herein are
the <nmessage/ >, <presence/>, and <iqg/> elenents qualified by the
default nanespace for the stream as described under XM. Stanzas
(Section 9); an XM. el enent sent for the purpose of Transport
Layer Security (TLS) negotiation (Section 5), Sinple
Aut henti cation and Security Layer (SASL) negotiation (Section 6),
or server dial back (Section 8) is not considered to be an XM
st anza.

Consi der the exanple of a client’s session with a server. In order
to connect to a server, a client MUST initiate an XM. stream by
sendi ng an opening <strean> tag to the server, optionally preceded by
a text declaration specifying the XM. version and the character
encodi ng supported (see Inclusion of Text Declaration (Section 11.4);
see al so Character Encoding (Section 11.5)). Subject to |oca
pol i cies and service provisioning, the server SHOULD then reply with
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a second XM. stream back to the client, again optionally preceded by
a text declaration. Once the client has conpleted SASL negotiation
(Section 6), the client MAY send an unbounded nunber of XM. stanzas
over the streamto any recipient on the network. Wen the client
desires to close the stream it sinply sends a closing </streane tag
to the server (alternatively, the stream nay be cl osed by the
server), after which both the client and server SHOULD term nate the
underlying connection (usually a TCP connection) as well.

Those who are accustoned to thinking of XML in a docunent-centric
manner may wi sh to view a client’s session with a server as

consi sting of two open-ended XM. docunents: one fromthe client to
the server and one fromthe server to the client. Fromthis
perspective, the root <stream > el ement can be consi dered the
docunent entity for each "docunment", and the two "docunents" are
built up through the accunul ation of XML stanzas sent over the two
XM. streans. However, this perspective is a convenience only; XMP
does not deal in docunments but in XML streanms and XM. stanzas.

In essence, then, an XML stream acts as an envel ope for all the XM
stanzas sent during a session. W can represent this in a sinplistic
fashion as foll ows:

| <presence> |
| <show > |
| </ presence> |

| <message to='foo > |
| <body/ > |
| </ nessage> |

| <iqg to="bar’> |

|  <query/> I
| </ig> I
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4.2. Binding to TCP

Al t hough there is no necessary coupling of an XM. streamto a [ TCP]
connection (e.g., two entities could connect to each other via

anot her mechani sm such as polling over [HTTP]), this specification
defines a binding of XMPP to TCP only. In the context of
client-to-server comuni cations, a server MJST allow a client to
share a single TCP connection for XML stanzas sent fromclient to
server and fromserver to client. In the context of server-to-server
comuni cations, a server MJST use one TCP connection for XM. stanzas
sent fromthe server to the peer and another TCP connection
(initiated by the peer) for stanzas fromthe peer to the server, for
a total of two TCP connecti ons.

4.3. Stream Security

When negotiating XML streans in XMPP 1.0, TLS SHOULD be used as
defined under Use of TLS (Section 5) and SASL MJST be used as defined
under Use of SASL (Section 6). The "initial stream (i.e., the
streamfromthe initiating entity to the receiving entity) and the
"response stream (i.e., the streamfromthe receiving entity to the
initiating entity) MJST be secured separately, although security in
both directions MAY be established via mechani sns that provide nutual
authentication. An entity SHOULD NOT attenpt to send XM. Stanzas
(Section 9) over the stream before the stream has been aut henti cat ed,
but if it does, then the other entity MJST NOT accept such stanzas
and SHOULD return a <not-authorized/> streamerror and then term nate
both the XM. stream and the underlying TCP connection; note well that
this applies to XML stanzas only (i.e., <nessage/>, <presence/>, and
<ig/> elements scoped by the default nanmespace) and not to XM

el enents used for stream negotiation (e.g., elenents used to
negotiate Use of TLS (Section 5) or Use of SASL (Section 6)).

4.4. Stream Attri butes
The attributes of the stream el enent are as foll ows:

0 to-- The "to’ attribute SHOULD be used only in the XM. stream
header fromthe initiating entity to the receiving entity, and
MJUST be set to a hostnane serviced by the receiving entity. There
SHOULD NOT be a 'to’ attribute set in the XM. stream header by
whi ch the receiving entity replies to the initiating entity;
however, if a 'to’ attribute is included, it SHOULD be silently
ignored by the initiating entity.
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o from-- The "from attribute SHOULD be used only in the XM. stream
header fromthe receiving entity to the initiating entity, and
MJUST be set to a hostnane serviced by the receiving entity that is
granting access to the initiating entity. There SHOULD NOT be a
"from attribute on the XM. stream header sent fromthe initiating
entity to the receiving entity; however, if a 'fron attribute is
i ncluded, it SHOULD be silently ignored by the receiving entity.

0o id-- The "id attribute SHOULD be used only in the XM. stream
header fromthe receiving entity to the initiating entity. This
attribute is a unique identifier created by the receiving entity
to function as a session key for the initiating entity's streans
with the receiving entity, and MJST be unique within the receiving
application (nornmally a server). Note well that the stream|D nay
be security-critical and therefore MJST be both unpredictable and
nonrepeati ng (see [ RANDOM for recomendati ons regarding
randomess for security purposes). There SHOULD NOT be an 'id’
attribute on the XML stream header sent fromthe initiating entity
to the receiving entity; however, if an 'id attribute is
included, it SHOULD be silently ignored by the receiving entity.

o xm:lang -- An "xm:lang’ attribute (as defined in Section 2.12 of
[ XM.]) SHOULD be included by the initiating entity on the header
for the initial streamto specify the default |anguage of any
human-readabl e XML character data it sends over that stream |If
the attribute is included, the receiving entity SHOULD renenber
that value as the default for both the initial streamand the
response stream if the attribute is not included, the receiving
entity SHOULD use a configurable default value for both streans,
which it MJST communi cate in the header for the response stream
For all stanzas sent over the initial stream if the initiating
entity does not include an 'xnl:lang’ attribute, the receiving
entity SHOULD apply the default value; if the initiating entity
does include an *xm :lang’ attribute, the receiving entity MJST
NOT nodify or delete it (see also xm:lang (Section 9.1.5)). The
value of the 'xm:lang attribute MJST be an NMIOKEN (as defi ned
in Section 2.3 of [XM]) and MJST conformto the format defined in
RFC 3066 [ LANGTAGS] .

0o version -- The presence of the version attribute set to a val ue of
at least "1.0" signals support for the streamrel ated protocols
(including streamfeatures) defined in this specification.
Detail ed rules regarding the generation and handling of this
attribute are defined bel ow.
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We can sunmmari ze as foll ows:

| initiating to receiving | receiving to initiating
_________ e
to host name of receiver silently ignored
from silently ignored host name of receiver

I I
I I
id | silently ignored | session key
Iang | default |anguage | default |anguage
ver3|on | signals XMPP 1.0 support | signals XMPP 1.0 support

4.4.1. Version Support

The version of XMPP specified hereinis "1.0"; in particular, this
encapsul ates the streamrel ated protocols (Use of TLS (Section 5),
Use of SASL (Section 6), and Stream Errors (Section 4.7)), as well as
the semantics of the three defined XM. stanza types (<nessage/ >,
<presence/>, and <iqg/>). The nunbering scheme for XWPP versions is
"<maj or>. <mi nor>". The major and minor nunbers MJST be treated as
separate integers and each nunber MAY be increnented higher than a
single digit. Thus, "XMPP 2.4" would be a | ower version than "XMPP
2.13", which in turn would be | ower than "XMPP 12.3". Leading zeros
(e.g., "XMPP 6.01") MUIST be ignored by recipients and MJST NOT be
sent .

The maj or version nunmber should be incremented only if the stream and
stanza formats or required actions have changed so dranatically that
an ol der version entity would not be able to interoperate with a
newer version entity if it sinply ignored the elenents and attri butes
it did not understand and took the actions specified in the ol der
specification. The mnor version nunber indicates new capabilities,
and MJST be ignored by an entity with a smaller ninor version nunber,
but used for informational purposes by the entity with the |arger

m nor version nunber. For exanple, a ninor version nunmber m ght
indicate the ability to process a newy defined value of the ’type’
attribute for nessage, presence, or |1 Q stanzas; the entity with the

| arger mnor version nunber would sinply note that its correspondent
woul d not be able to understand that value of the '"type’ attribute
and therefore would not send it.

The following rules apply to the generation and handling of the
"version’ attribute within stream headers by inpl enentati ons:

1. The initiating entity MJIST set the value of the ’version’
attribute on the initial stream header to the highest version
nunber it supports (e.g., if the highest version nunber it
supports is that defined in this specification, it MJST set the
value to "1.0").
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2. The receiving entity MIST set the value of the ’version
attri bute on the response stream header to either the val ue
supplied by the initiating entity or the highest version nunber
supported by the receiving entity, whichever is lower. The
receiving entity MJUST performa nuneric conparison on the major
and m nor version nunbers, not a string match on
" <maj or >. <ni nor >"

3. |If the version nunber included in the response stream header is
at | east one mmjor version |ower than the version nunber included
inthe initial stream header and newer version entities cannot
interoperate with ol der version entities as described above, the
initiating entity SHOULD generate an <unsupported-version/>
streamerror and terninate the XML stream and underlying TCP
connecti on.

4. |If either entity receives a stream header with no ’version’
attribute, the entity MJST consider the version supported by the
other entity to be "0.0" and SHOULD NOT i nclude a 'version’
attribute in the stream header it sends in reply.

4.5. Namespace Decl arations

The stream el ement MJST possess both a streans nanespace decl aration
and a default nanespace declaration (as "nanmespace declaration" is
defined in the XM. nanespaces specification [ XM.- NAVES]). For
detailed information regarding the streans nanespace and default
nanespace, see Nanespace Nanes and Prefixes (Section 11.2).

4. 6. St ream Feat ures

If the initiating entity includes the 'version attribute set to a
value of at least "1.0" in the initial stream header, the receiving
entity MUST send a <features/> child elenment (prefixed by the streans
nanespace prefix) to the initiating entity in order to announce any
stream| evel features that can be negotiated (or capabilities that

ot herwi se need to be advertised). Currently, this is used only to
advertise Use of TLS (Section 5), Use of SASL (Section 6), and
Resource Binding (Section 7) as defined herein, and for Session
Establ i shnent as defined in [ XMPP-IM; however, the streamfeatures
functionality could be used to advertise other negotiable features in
the future. |If an entity does not understand or support sone
features, it SHOULD silently ignore them |If one or nore security
features (e.g., TLS and SASL) need to be successfully negoti ated
before a non-security-related feature (e.g., Resource Binding) can be
of fered, the non-security-related feature SHOULD NOT be included in
the streamfeatures that are advertised before the relevant security
feat ures have been negoti at ed.
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4.

4.

4.

7.

7.

7.

Stream Errors

The root stream el ement MAY contain an <error/> child elenment that is
prefixed by the streans nanmespace prefix. The error child MJST be
sent by a conpliant entity (usually a server rather than a client) if
it perceives that a stream | evel error has occurred.

1. Rules
The following rules apply to streamlevel errors:

o It is assuned that all stream|evel errors are unrecoverabl e;
therefore, if an error occurs at the level of the stream the
entity that detects the error MJST send a streamerror to the
other entity, send a closing </streanm> tag, and terninate the
under|yi ng TCP connecti on.

o If the error occurs while the streamis being set up, the
receiving entity MJIST still send the opening <streant tag, include
the <error/> element as a child of the stream el enent, send the
closing </streanm> tag, and terninate the underlying TCP
connection. In this case, if the initiating entity provides an
unknown host in the "to’ attribute (or provides no 'to’ attribute
at all), the server SHOULD provide the server’s authoritative
hostnane in the "from attribute of the stream header sent before
term nation.

2.  Syntax
The syntax for streamerrors is as foll ows:

<stream error>
<defined-condition xm ns="urn:ietf:params: xm : ns: xnpp-streans’ />
<text xm ns="urn:ietf:paranms: xm :ns: xnpp-streans’
xm : | ang=" 1 angcode’ >
OPTI ONAL descri ptive text
</text>
[ OPTI ONAL application-specific condition el enent]
</ stream error>

The <error/> el ement:
o0 MJIST contain a child elenent corresponding to one of the defined

stanza error conditions defined below this elenment MJIST be
qualified by the "urn:ietf:parans: xm :ns: xnpp-streans’ nanespace
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0 MAY contain a <text/> child containing XM. character data that
describes the error in nore detail; this elenent MJST be qualified
by the "urn:ietf:parans: xm :ns: xnpp-streans’ nanmespace and SHOULD
possess an 'xml :lang’ attribute specifying the natural |anguage of
the XML character data

o MAY contain a child element for an application-specific error
condition; this elenment MJST be qualified by an
appli cation-defi ned namespace, and its structure is defined by
that nanmespace

The <text/> elenment is OPTIONAL. |If included, it SHOULD be used only
to provide descriptive or diagnhostic information that supplenents the
nmeani ng of a defined condition or application-specific condition. It
SHOULD NOT be interpreted programmatically by an application. It
SHOULD NOT be used as the error nessage presented to a user, but MAY
be shown in addition to the error nessage associated with the

i ncl uded condition elenment (or elenents).

4.7.3. Defined Conditions
The followi ng stream | evel error conditions are defined:

0 <bad-format/> -- the entity has sent XM. that cannot be processed;
this error MAY be used instead of the nore specific XM.-rel ated
errors, such as <bad- nanespace-prefix/>, <invalid-xm/>,
<restricted-xm /> <unsupported-encoding/>, and
<xm -not-wel | -formed/ >, although the nore specific errors are
preferred.

0 <bad-nanmespace-prefix/> -- the entity has sent a nanespace prefix
that is unsupported, or has sent no nanespace prefix on an el enent
that requires such a prefix (see XM. Nanmespace Nanes and Prefixes
(Section 11.2)).

o <conflict/> -- the server is closing the active streamfor this
entity because a new stream has been initiated that conflicts with
the existing stream

0 <connection-timeout/> -- the entity has not generated any traffic
over the streamfor sone period of tinme (configurable according to
a | ocal service policy).

0 <host-gone/> -- the value of the "to’ attribute provided by the

initiating entity in the stream header corresponds to a hostnane
that is no | onger hosted by the server.
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0 <host-unknown/> -- the value of the "to’ attribute provided by the
initiating entity in the stream header does not correspond to a
hostnane that is hosted by the server

0 <inproper-addressing/> -- a stanza sent between two servers | acks
a’'to or 'from attribute (or the attribute has no val ue).

0 <internal-server-error/> -- the server has experienced a
nm sconfigurati on or an otherw se-undefined internal error that
prevents it from servicing the stream

o <invalid-from> -- the JID or hostnane provided in a ’'fron
address does not match an authorized JID or validated domain
negoti ated between servers via SASL or dial back, or between a
client and a server via authentication and resource binding.

0 <invalid-id/> -- the stream|ID or dialback IDis invalid or does
not match an | D previously provided.

0 <invalid-nanespace/> -- the streans nanespace nanme i s sonething
other than "http://etherx.jabber.org/streans" or the dial back
nanespace nane i s something other than "jabber:server:dial back"
(see XML Nanespace Names and Prefixes (Section 11.2)).

o <invalid-xm/> -- the entity has sent invalid XM. over the stream
to a server that perfornms validation (see Validation (Section
11.3)).

0 <not-authorized/> -- the entity has attenpted to send data before

the stream has been authenticated, or otherwise is not authorized
to performan action related to stream negotiation; the receiving
entity MJST NOT process the offendi ng stanza before sending the
streamerror.

0 <policy-violation/> -- the entity has violated sone | ocal service
policy; the server MAY choose to specify the policy in the <text/>
el enment or an application-specific condition el enent.

0 <renote-connection-failed/> -- the server is unable to properly
connect to a renpte entity that is required for authentication or
aut hori zati on.

0 <resource-constraint/> -- the server |acks the systemresources
necessary to service the stream
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0 <restricted-xm/> -- the entity has attenpted to send restricted
XML features such as a comment, processing instruction, DTD
entity reference, or unescaped character (see Restrictions
(Section 11.1)).

0 <see-other-host/> -- the server will not provide service to the
initiating entity but is redirecting traffic to another host; the
server SHOULD specify the alternate hostname or | P address (which
MUST be a valid domain identifier) as the XM. character data of
t he <see-other-host/> el ement.

0 <systemshutdown/> -- the server is being shut down and all active
streans are being cl osed.

0 <undefined-condition/> -- the error condition is not one of those
defined by the other conditions in this list; this error condition
SHOULD be used only in conjunction with an application-specific
condi ti on.

0 <unsupported-encoding/> -- the initiating entity has encoded the
streamin an encoding that is not supported by the server (see
Character Encoding (Section 11.5)).

0 <unsupported-stanza-type/> -- the initiating entity has sent a
first-level child of the streamthat is not supported by the
server.

0 <unsupported-version/> -- the value of the 'version’ attribute

provided by the initiating entity in the stream header specifies a
version of XMPP that is not supported by the server; the server
MAY specify the version(s) it supports in the <text/> el enment.

0 <xm-not-well-forned/> -- the initiating entity has sent XM that
is not well-formed as defined by [ XM].

4.7.4. Application-Specific Conditions

As noted, an application MAY provide application-specific stream
error information by including a properly-nanmespaced child in the
error elenent. The application-specific elenment SHOULD suppl enment or
further qualify a defined element. Thus the <error/> elenment wll
contain two or three child el ements:
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<stream error>
<xm - not-wel | -forned
xm ns="urn:ietf:parans: xnl :ns: xnmpp-streans’ />
<text xml:lang="en’ xm ns="urn:ietf:parans: xm : ns: xnpp-streans’ >
Sone special application diagnhostic information!
</text>
<escape-your-data xm ns="application-ns'/>
</ stream error>
</ stream streanp

4.8. Simplified Stream Exanpl es

This section contains two sinplified exanples of a stream based
"session" of a client on a server (where the "C' lines are sent from
the client to the server, and the "S" lines are sent fromthe server
to the client); these exanples are included for the purpose of
illustrating the concepts introduced thus far.

A basic "session":

C <?xnml version="1.0"?>
<stream stream
t o=" exanpl e. comi
xm ns="j abber:client’
xm ns: stream=" http://etherx.jabber.org/streans’
version="1.0" >
S: <?xnml version="1.0"?>
<stream stream
from=’ exanpl e. comi
i d=" sonei d’
xm ns="j abber:client’
xm ns: stream=" http://etherx.jabber.org/streans’
version="1.0" >
... encryption, authentication, and resource binding ..
C <nessage from=' juliet @xanpl e. com
to=" romeo@xanpl e. net’
xm : |l ang="en’ >

C <body>Art thou not Romeo, and a Montague?</body>
C </ message>
S <nessage fronm= ronmeo@xanpl e. net’
to="juliet @xanpl e.con
xm : |l ang="en’ >
S <body>Neither, fair saint, if either thee dislike.</body>
S: </ message>

C. </stream streanr
S: </stream streanr
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A "session" gone bad:

C <?xnml version="1.0"?>
<stream stream
t o=" exanpl e. comi
xm ns="j abber:client’
xm ns: stream=" http://etherx.jabber.org/streans’
version="1.0" >
S <?xml version="1.0"?>
<stream stream
from=’ exanpl e. comi
i d=" sonei d’
xm ns="j abber:client’
xm ns: stream=" http://etherx.jabber.org/streans’
version="1.0" >
... encryption, authentication, and resource binding ..
C. <nessage xm :lang='en >
<body>Bad XM., no cl osi ng body tag!
</ message>
S: <streamerror>
<xm - not-wel | -fornmed
xm ns="urn:ietf:parans: xnl : ns: xnmpp-streans’ />
</stream error>
S: </stream streanr

5. Use of TLS
5.1. Overview

XMPP includes a nethod for securing the streamfromtanpering and
eavesdroppi ng. This channel encryption nmethod makes use of the
Transport Layer Security (TLS) protocol [TLS], along with a
"STARTTLS" extension that is nodelled after sinilar extensions for
the | MAP [ I MAP], POP3 [POP3], and ACAP [ ACAP] protocols as described
in RFC 2595 [USINGILS]. The nanespace nane for the STARTTLS
extension is 'urn:ietf:paranms: xm :ns: xmpp-tls’.

An adm nistrator of a given domain MAY require the use of TLS for
client-to-server conmunications, server-to-server conmmunications, or
both. dients SHOULD use TLS to secure the streans prior to
attenpting the conpletion of SASL negotiation (Section 6), and
servers SHOULD use TLS between two domains for the purpose of
securing server-to-server conmunications.
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The followi ng rules apply:

1

An initiating entity that conplies with this specification MJST
include the 'version’ attribute set to a value of "1.0" in the
initial stream header.

If the TLS negotiati on occurs between two servers, conmunications
MUST NOT proceed until the Domain Nane System (DNS) hostnanes
asserted by the servers have been resol ved (see Server-to-Server
Conmmuni cations (Section 14.4)).

When a receiving entity that conplies with this specification
receives an initial stream header that includes the ’version
attribute set to a value of at least "1.0", after sending a
stream header in reply (including the version flag), it MJST
include a <starttls/> elenent (qualified by the
‘urn:ietf:parans: xm:ns: xnpp-tls’ nanespace) along with the |i st
of other streamfeatures it supports.

If the initiating entity chooses to use TLS, TLS negoti ati on MJST
be conpl eted before proceeding to SASL negotiation; this order of
negotiation is required to hel p saf eguard aut henti cation

i nformati on sent during SASL negotiation, as well as to nmake it
possi bl e to base the use of the SASL EXTERNAL nechani smon a
certificate provided during prior TLS negoti ati on.

During TLS negotiation, an entity MJUST NOT send any white space
characters (matching production [3] content of [XM]) within the
root stream el ement as separators between el enments (any white
space characters shown in the TLS exanpl es bel ow are incl uded for
the sake of readability only); this prohibition helps to ensure
proper security |ayer byte precision.

The receiving entity MJST consider the TLS negotiation to have
begun i mMmedi ately after sending the closing ">" character of the
<proceed/> elenent. The initiating entity MJST consider the TLS
negoti ation to have begun i medi ately after receiving the closing
">" character of the <proceed/> elenent fromthe receiving
entity.

The initiating entity MJUST validate the certificate presented by
the receiving entity; see Certificate Validation (Section 14.2)
regarding certificate validation procedures.

Certificates MJST be checked agai nst the hostname as provi ded by
the initiating entity (e.g., a user), not the hostnanme as

resolved via the Domain Nane System e.g., if the user specifies
a hostnanme of "exanple.conm but a DNS SRV [ SRV] | ookup returned
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"imexanple.cont, the certificate MIUST be checked as
"exanple.cont. If a JID for any kind of XWMPP entity (e.qg.,

client or server) is represented in a certificate, it MJST be
represented as a UTF8String within an otherName entity inside the
subj ect Al t Nane, using the [ASN. 1] Cbject ldentifier
"id-on-xnppAddr" specified in Section 5.1.1 of this docunent.

9. If the TLS negotiation is successful, the receiving entity MJST
di scard any know edge obtained in an insecure nmanner fromthe
initiating entity before TLS takes effect.

10. If the TLS negotiation is successful, the initiating entity MJST

di scard any know edge obtained in an insecure nmanner fromthe
receiving entity before TLS takes effect.

11. If the TLS negotiation is successful, the receiving entity MJST
NOT offer the STARTTLS extension to the initiating entity al ong
with the other streamfeatures that are offered when the stream
is restarted.

12. If the TLS negotiation is successful, the initiating entity MJST
continue with SASL negoti ation

13. If the TLS negotiation results in failure, the receiving entity
MJUST term nate both the XM. stream and the underlying TCP
connecti on.

14. See Mandatory-to-Inpl enent Technol ogi es (Section 14.7) regarding
nmechani sns that MJST be supported.

5.1.1. ASN. 1 Object ldentifier for XWMPP Address

The [ASN. 1] Cbject ldentifier "id-on-xnppAddr" described above is
defined as foll ows:

i d-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1l) security(5) nechanisns(5) pkix(7) }

id-on OBJECT IDENTIFIER ::= { id-pkix 8 } -- other nanme forns
i d-on-xnmppAddr OBJECT IDENTIFIER ::= { id-on 5 }
XmppAddr ::= UTF8String

This Object ldentifier MAY al so be represented in the dotted display
format as "1.3.6.1.5.5.7.8.5".
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5.2.

Narrative

Wien an initiating entity secures a streamw th a receiving entity
using TLS, the steps involved are as follows:

1

The initiating entity opens a TCP connection and initiates the
stream by sendi ng the opening XM. stream header to the receiving
entity, including the "version’ attribute set to a value of at

| east "1.0".

The receiving entity responds by opening a TCP connecti on and
sendi ng an XML stream header to the initiating entity, including
the "version attribute set to a value of at least "1.0".

The receiving entity offers the STARTTLS extension to the
initiating entity by including it with the Iist of other
supported streamfeatures (if TLS is required for interaction
with the receiving entity, it SHOULD signal that fact by
including a <required/> elenment as a child of the <starttls/>
el ement) .

The initiating entity issues the STARTTLS conmmand (i.e., a
<starttls/> element qualified by the

"urn:ietf:parans: xm:ns:xnpp-tls’ nanespace) to instruct the
receiving entity that it wishes to begin a TLS negotiation to
secure the stream

The receiving entity MIST reply with either a <proceed/> el ement
or a <failure/> elenment qualified by the

‘urn:ietf:parans: xm :ns:xnpp-tls’ nanmespace. |If the failure case
occurs, the receiving entity MIST term nate both the XM. stream
and the underlying TCP connection. |If the proceed case occurs,

the entities MJUST attenpt to conplete the TLS negotiation over
the TCP connection and MJST NOT send any further XM. data unti
the TLS negotiation is conplete.

The initiating entity and receiving entity attenpt to conplete a
TLS negotiation in accordance with [TLS].

If the TLS negotiation is unsuccessful, the receiving entity MJST
terminate the TCP connection. |If the TLS negotiation is
successful, the initiating entity MJST initiate a new stream by
sendi ng an opening XM. stream header to the receiving entity (it
is not necessary to send a closing </streank tag first, since the
receiving entity and initiating entity MJST consi der the original
streamto be closed upon successful TLS negotiation).
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8. Upon receiving the new stream header fromthe initiating entity,
the receiving entity MJST respond by sending a new XM. stream
header to the initiating entity along with the available features
(but not including the STARTTLS feature).

5.3. dient-to-Server Exanple

The follow ng exanple shows the data flow for a client securing a
stream usi ng STARTTLS (note: the alternate steps shown bel ow are
provided to illustrate the protocol for failure cases; they are not
exhaustive and woul d not necessarily be triggered by the data sent in
t he exanpl e).

Step 1: Client initiates streamto server:

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
t o=" exanpl e. com
version="1.0" >

Step 2: Server responds by sending a streamtag to client:

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
id="c2s_123’
from=’ exanpl e. com
version="1.0" >

Step 3: Server sends the STARTTLS extension to client along with
aut henti cati on mechani sms and any ot her stream features:

<stream f eat ures>
<starttls xmns="urn:ietf:paranms: xm :ns: xmp-tls’ >
<required/ >
</starttls>
<mechani sms xm ns="urn:ietf: parans: xm : ns: xnpp-sasl’ >
<nechani sn>Dl GEST- MD5</ nechani sne
<nechani sn>PLAI N</ mechani sne
</ mechani sns>
</stream f eat ures>

Step 4: Cient sends the STARTTLS command to server:

<starttls xmins="urn:ietf:paranms: xm :ns: xmpp-tls’ />
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Step 5: Server informs client that it is allowed to proceed:
<proceed xm ns="urn:ietf:paranms: xm :ns: xnpp-tls’' />

Step 5 (alt): Server infornms client that TLS negotiation has failed
and cl oses both stream and TCP connecti on:

<failure xm ns="urn:ietf:parans: xm:ns: xnpp-tls' />
</ stream streanp

Step 6: Client and server attenpt to conplete TLS negoti ati on over
the existing TCP connecti on.

Step 7: If TLS negotiation is successful, client initiates a new
streamto server

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
t o=" exanpl e. com
version="1.0" >

Step 7 (alt): If TLS negotiation is unsuccessful, server closes TCP
connecti on.

Step 8: Server responds by sending a stream header to client al ong
wi th any avail abl e stream features:

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
from=’ exanpl e. com
i d=' c2s_234’
version="1.0" >
<stream f eat ures>
<mechani sms xm ns="urn:ietf: parans: xm : ns: xnpp-sasl’ >
<mechani sn»DI GEST- MD5</ nechani sne
<mechani snm>PLAI N</ mechani sn»
<mechani sm>EXTERNAL</ mechani snp
</ mechani sns>
</ stream f eat ures>

Step 9: dient continues with SASL negotiation (Section 6).
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5.4. Server-to-Server Exanple

The foll owi ng exanple shows the data flow for two servers securing a
stream usi ng STARTTLS (note: the alternate steps shown bel ow are
provided to illustrate the protocol for failure cases; they are not
exhaustive and woul d not necessarily be triggered by the data sent in
t he exanpl e).

Step 1: Serverl initiates streamto Server?2

<stream stream
xm ns=’j abber: server’
xm ns: stream=’ http://etherx.jabber.org/streans’
t o=" exanpl e. com
version="1.0" >

Step 2: Server2 responds by sending a streamtag to Serverl:

<stream stream
xm ns=’j abber: server’
xm ns: stream=’ http://etherx.jabber.org/streans’
from=’ exanpl e. comi
id="s2s_ 123
version="1.0" >

Step 3: Server2 sends the STARTTLS extension to Serverl along with
aut henti cati on mechani sms and any ot her stream features:

<stream f eat ures>
<starttls xmins="urn:ietf:paranms: xm :ns: xmp-tls’ >
<required/ >
</starttl s>
<mechani sms xm ns="urn:ietf: parans: xm : ns: xnpp-sasl’ >
<mechani sm>DI GEST- MD5</ nechani sn»
<mechani sm>KERBERCS_V4</ nmechani snp
</ mechani sns>
</ stream f eat ures>

Step 4: Serverl sends the STARTTLS command to Server?2
<starttls xmins="urn:ietf:paranms: xm :ns: xmpp-tls’ />
Step 5: Server2 infornms Serverl that it is allowed to proceed:

<proceed xm ns="urn:ietf:parans: xm:ns:xnpp-tls' />
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Step 5 (alt): Server2 inforns Serverl that TLS negotiation has failed
and cl oses stream

<failure xm ns="urn:ietf:parans: xm:ns: xnpp-tls' />
</ stream streanp

Step 6: Serverl and Server2 attenpt to conplete TLS negotiation via
TCP.

Step 7: If TLS negotiation is successful, Serverl initiates a new
streamto Server?2

<stream stream
xm ns=’j abber: server’
xm ns: stream=’ http://etherx.jabber.org/streans’
t o=" exanpl e. com
version="1.0" >

Step 7 (alt): If TLS negotiation is unsuccessful, Server2 closes TCP
connecti on.

Step 8: Server2 responds by sending a stream header to Serverl al ong
with any avail abl e stream features:

<stream stream
xm ns="j abber: server’
xm ns: stream=’ http://etherx.jabber.org/streans’
from=’ exanpl e. com
i d=" s2s_234’
version="1.0" >
<stream f eat ures>
<mechani sms xm ns="urn:ietf: parans: xm : ns: xnpp-sasl’ >
<mechani sm>DI GEST- MD5</ nechani sn»
<mechani sm>KERBERCS_V4</ nmechani snp
<mechani sm>EXTERNAL</ nechani sn®
</ mechani sns>
</ stream f eat ures>

Step 9: Serverl continues with SASL negotiation (Section 6).
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6. Use of SASL
6.1. Overview

XMPP includes a nethod for authenticating a stream by neans of an
XMPP-specific profile of the Sinple Authentication and Security Layer
(SASL) protocol [SASL]. SASL provides a generalized nmethod for
addi ng aut henti cati on support to connection-based protocols, and XMPP
uses a generic XM. nanespace profile for SASL that conforns to the
profiling requirenments of [SASL].

The followi ng rules apply:

1. If the SASL negotiation occurs between two servers,
conmuni cati ons MJST NOT proceed until the Dormai n Nane System
(DNS) hostnanes asserted by the servers have been resol ved (see
Server-to-Server Comunications (Section 14.4)).

2. If the initiating entity is capable of SASL negotiation, it MJST
include the 'version’ attribute set to a value of at |least "1.0"
in the initial stream header

3. If the receiving entity is capable of SASL negotiation, it MJST
advertise one or nore authentication nmechanisns within a
<mechani sns/ > el enent qualified by the
‘urn:ietf:parans: xm :ns: xnpp-sasl’ nanespace in reply to the
opening streamtag received fromthe initiating entity (if the
opening streamtag included the "version attribute set to a
val ue of at least "1.0").

4. During SASL negotiation, an entity MJST NOT send any white space
characters (matching production [3] content of [XM]) within the
root stream el enment as separators between elenments (any white
space characters shown in the SASL exanpl es bel ow are included
for the sake of readability only); this prohibition helps to
ensure proper security layer byte precision.

5. Any XML character data contained within the XM. el enents used
during SASL negotiati on MJST be encoded using base64, where the
encodi ng adheres to the definition in Section 3 of RFC 3548
[ BASE64] .

6. If provision of a "sinple usernane" is supported by the sel ected
SASL nmechanism (e.g., this is supported by the DI GEST- MD5 and
CRAMt MD5 mechani sns but not by the EXTERNAL and GSSAP
mechani sns), during authentication the initiating entity SHOULD
provide as the sinple usernane its sending domain (IP address or
fully qualified domain name as contained in a domain identifier)
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6. 2.

in the case of server-to-server conmunications or its registered
account nane (user or node nane as contai ned in an XMPP node
identifier) in the case of client-to-server conmunications.

If the initiating entity wishes to act on behal f of another
entity and the sel ected SASL nechani sm supports transm ssion of
an authorization identity, the initiating entity MJST provi de an
aut hori zation identity during SASL negotiation. |f the
initiating entity does not wish to act on behalf of another
entity, it MJST NOT provide an authorization identity. As
specified in [SASL], the initiating entity MJUST NOT provi de an
aut horization identity unless the authorization identity is
different fromthe default authorization identity derived from
the authentication identity as described in [SASL]. |[|f provided,
the value of the authorization identity MJST be of the form
<domain> (i.e., a domain identifier only) for servers and of the
form <node@lomai n> (i.e., node identifier and domain identifier)
for clients.

Upon successful SASL negotiation that involves negotiation of a
security layer, the receiving entity MJST di scard any know edge
obtained fromthe initiating entity which was not obtained from
the SASL negotiation itself.

Upon successful SASL negotiation that involves negotiation of a
security layer, the initiating entity MJST di scard any know edge
obtained fromthe receiving entity which was not obtained from
the SASL negotiation itself.

See Mandat ory-to-Inplenment Technol ogies (Section 14.7) regarding
nmechani sns that MJST be supported.

Narrative

Wien an initiating entity authenticates with a receiving entity using
SASL, the steps involved are as foll ows:

1.

The initiating entity requests SASL aut hentication by including
the "version’ attribute in the opening XM. stream header sent to
the receiving entity, with the value set to "1.0".

After sending an XM. stream header in reply, the receiving entity
advertises a list of available SASL authentication mechani sns;
each of these is a <nechani sm > el enent included as a child
within a <mechani snms/ > contai ner elenent qualified by the
‘urn:ietf:parans: xm :ns: xnpp-sasl’ nanespace, which in turnis a
child of a <features/> elenent in the streans nanespace. |If Use
of TLS (Section 5) needs to be established before a particul ar
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aut henti cati on nmechani sm may be used, the receiving entity MJST
NOT provide that nechanismin the |ist of avail able SASL

aut henti cati on nmechani snms prior to TLS negotiation. |If the
initiating entity presents a valid certificate during prior TLS
negotiation, the receiving entity SHOULD of fer the SASL EXTERNAL
mechanismto the initiating entity during SASL negotiation (refer
to [ SASL]), although the EXTERNAL nmechani sm MAY be of fered under
ot her circunstances as well.

3. The initiating entity selects a mechani sm by sendi ng an <aut h/ >
el enent qualified by the "urn:ietf:parans: xm :ns: xnpp-sasl’
nanespace to the receiving entity and including an appropriate
value for the 'nechanism attribute. This elenment MAY contain
XM. character data (in SASL terninology, the "initial response")
if the mechani sm supports or requires it; if the initiating
entity needs to send a zero-length initial response, it MJST
transmt the response as a single equals sign ("="), which
i ndicates that the response is present but contains no data.

4. |f necessary, the receiving entity challenges the initiating
entity by sending a <challenge/> elenment qualified by the
‘urn:ietf:parans: xm :ns: xnpp-sasl’ nanespace to the initiating
entity; this elenent MAY contain XM. character data (which MJST
be conputed in accordance with the definition of the SASL
mechani sm chosen by the initiating entity).

5. The initiating entity responds to the challenge by sending a
<response/ > el enment qualified by the
‘urn:ietf:parans: xm : ns: xnpp-sasl’ nanmespace to the receiving
entity; this elenent MAY contain XM. character data (which MJST
be conputed in accordance with the definition of the SASL
mechani sm chosen by the initiating entity).

6. |If necessary, the receiving entity sends nore chall enges and the
initiating entity sends nore responses.

This series of challenge/response pairs continues until one of three
t hi ngs happens:

1. The initiating entity aborts the handshake by sendi ng an <abort/>
el enent qualified by the "urn:ietf:parans: xm :ns: xnpp-sasl’
nanespace to the receiving entity. Upon receiving an <abort/>
el ement, the receiving entity SHOULD all ow a confi gurabl e but
reasonabl e nunber of retries (at least 2), after which it MJST
ternminate the TCP connection; this enables the initiating entity
(e.g., an end-user client) to tolerate incorrectly-provi ded
credentials (e.g., a mistyped password) w thout being forced to
reconnect .
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2. The receiving entity reports failure of the handshake by sendi ng
a <failure/> elenent qualified by the
"urn:ietf:parans: xm :ns: xnpp-sasl’ nanespace to the initiating
entity (the particular cause of failure SHOULD be conmunicated in
an appropriate child elenment of the <failure/> elenent as defined
under SASL Errors (Section 6.4)). |If the failure case occurs,
the receiving entity SHOULD al | ow a configurable but reasonable
nunber of retries (at least 2), after which it MJST term nate the
TCP connection; this enables the initiating entity (e.g., an
end-user client) to tolerate incorrectly-provided credentials
(e.g., a mstyped password) wi thout being forced to reconnect.

3. The receiving entity reports success of the handshake by sendi ng
a <success/> elenent qualified by the
"urn:ietf:parans: xm :ns: xnpp-sasl’ nanespace to the initiating
entity; this elenment MAY contain XM. character data (in SASL
term nol ogy, "additional data with success") if required by the
chosen SASL nechanism Upon receiving the <success/> el enent,
the initiating entity MUST initiate a new stream by sendi ng an
openi ng XML stream header to the receiving entity (it is not
necessary to send a closing </streanr tag first, since the
receiving entity and initiating entity MJST consi der the original
streamto be closed upon sending or receiving the <success/>
el enent). Upon receiving the new stream header fromthe
initiating entity, the receiving entity MJST respond by sending a
new XML stream header to the initiating entity, along with any
avai |l abl e features (but not including the STARTTLS and SASL
features) or an enpty <features/> elenment (to signify that no
addi tional features are available); any such additional features
not defined herein MJST be defined by the rel evant extension to
XMPP.

6.3. SASL Definition

The profiling requirenents of [SASL] require that the follow ng
i nformati on be supplied by a protocol definition:

servi ce nanme: "xnpp

initiation sequence: After the initiating entity provides an opening
XML stream header and the receiving entity replies in kind, the
receiving entity provides a |list of acceptabl e authentication
nmet hods. The initiating entity chooses one nmethod fromthe |i st
and sends it to the receiving entity as the value of the
"mechani sm attribute possessed by an <auth/> el enent, optionally
including an initial response to avoid a round trip.
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exchange sequence: Chall enges and responses are carried through the
exchange of <challenge/> elenents fromreceiving entity to
initiating entity and <response/> elenents frominitiating entity
to receiving entity. The receiving entity reports failure by
sending a <failure/> el enent and success by sending a <success/>
element; the initiating entity aborts the exchange by sending an
<abort/> elenent. Upon successful negotiation, both sides
consi der the original XM. streamto be closed and new stream
headers are sent by both entities.

security layer negotiation: The security |ayer takes effect
i medi ately after sending the closing ">" character of the
<success/> elenment for the receiving entity, and i mediately after
receiving the closing ">" character of the <success/> el enent for
the initiating entity. The order of layers is first [TCP], then
[TLS], then [SASL], then XMPP.

use of the authorization identity: The authorization identity may be
used by xnpp to denote the non-default <node@onai n> of a client
or the sending <domai n> of a server

6.4. SASL Errors
The followi ng SASL-rel ated error conditions are defined:

0 <aborted/> -- The receiving entity acknow edges an <abort/>
el enment sent by the initiating entity; sent in reply to the
<abort/> el enent.

0 <incorrect-encoding/> -- The data provided by the initiating
entity could not be processed because the [ BASE64] encoding is
incorrect (e.g., because the encodi ng does not adhere to the
definition in Section 3 of [BASE64]); sent in reply to a
<response/ > el ement or an <auth/> elenent with initial response
dat a.

0 <invalid-authzid/> -- The authzid provided by the initiating
entity is invalid, either because it is incorrectly formatted or
because the initiating entity does not have permnissions to
authorize that ID;, sent in reply to a <response/> el enent or an
<auth/> element with initial response data.

0 <invalid-nechanismi> -- The initiating entity did not provide a

nmechani sm or requested a nechanismthat is not supported by the
receiving entity; sent in reply to an <auth/> el enent.
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0 <nechani smtoo-weak/> -- The mechani smrequested by the initiating
entity is weaker than server policy permts for that initiating
entity; sent inreply to a <response/> el enent or an <auth/>
element with initial response data.

0 <not-authorized/> -- The authentication failed because the
initiating entity did not provide valid credentials (this includes
but is not limted to the case of an unknown usernane); sent in
reply to a <response/> element or an <auth/> elenent with initial
response dat a.

0 <tenporary-auth-failure/> -- The authentication failed because of
a tenporary error condition within the receiving entity; sent in
reply to an <auth/> el enent or <response/> el enent.

Cient-to-Server Exanple

The foll owi ng exanple shows the data flow for a client authenticating
with a server using SASL, normally after successful TLS negotiation
(note: the alternate steps shown below are provided to illustrate the
protocol for failure cases; they are not exhaustive and woul d not
necessarily be triggered by the data sent in the exanple).

Step 1: Client initiates streamto server:

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
t o=" exanpl e. com
version="1.0" >

Step 2: Server responds with a streamtag sent to client:

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
i d=" c2s_234’
from=’ exanpl e. comi
version="1.0" >

Step 3: Server informs client of avail able authentication mechani sns:

<stream f eat ures>
<mechani sms xm ns="urn:ietf: parans: xm : ns: xnpp-sasl’ >
<nechani sn>Dl GEST- MD5</ nechani sne
<nmechani sn»PLAI N</ nechani sne
</ mechani sns>
</stream f eat ures>
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Step 4: Client selects an authentication mechani sm

<auth xm ns="urn:ietf:paranms: xm : ns: xnpp-sasl’
mechani sn¥’ DI GEST- MD5’ / >

Step 5: Server sends a [ BASE64] encoded challenge to client:

<chal | enge xm ns="urn:ietf:parans: xm : ns: xnmpp- sasl’ >

cmvhbG091 nNvbW/y ZWFsbSI sbnBuY2W91 k9BNk 1HOXRFUUdt Mrhol i xxb3A91 nF1dCgi
LGNoYXJIZzZXQQAXRMLTgs YWknb3JpdGht PWLkNS1zZXNz Cg==

</ chal | enge>

The decoded chal | enge is:

real m="soner eal nt', nonce=" QA6 M3t EQG2hh" , \
gop="aut h", charset =utf -8, al gorit hnenud5- sess

Step 5 (alt): Server returns error to client:

<failure xmns="urn:ietf:paranms: xm : ns: xnpp-sasl’ >
<i ncorrect-encodi ng/ >

</failure>

</ stream streanp

Step 6: Client sends a [ BASE64] encoded response to the chall enge:

<response xm ns="urn:ietf:parans: xm : ns: xnmpp- sasl’ >

dXN cnbhbWUOI nNvbW/UDb2RI i xyZWFsbTOi c29t ZXJI YWkt | i xub25j ZTOi
TOE2TUc5dEVRR20yaCGgi LGNub25j ZT0Oi TOE2TUnYaDZW VRy Unsi LG5j PTAwW
MDAWMVDAX LHFvcD1hdXRoLGRpZ2VzdCl1cnk9l nht cHAvZXhhbXBsZS5j b20i
LHJI ¢3BvbnN PWQz ODhk YWQEMGQO Y k Nz YWYTELN My MAYy MTQz YWY3LGNo
YXJzZXQQAXRLTgK

</ response>

The decoded response is:

user name="sonenode", r eal m=" soner eal nt', \

nonce=" QA6 M=t EQG2hh", cnonce=" QA6 MHXh6VQTr RK" , \

nc=00000001, qop=aut h, di gest - uri =" xnpp/ exanpl e. con', \
response=d388dad90d4bbd760a152321f 2143af 7, charset =utf- 8

Step 7: Server sends another [BASE64] encoded challenge to client:
<chal | enge xm ns="urn:ietf:parans: xm : ns: xnmpp- sasl’ >

cnNwYXV0aD1l YTQAMZj YWVEMLYZ Qy N2l INTI 3Yj g0ZGIhYm\kZnZnZAo=
</ chal | enge>
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The decoded chal | enge is:
r spaut h=ea40f 60335c427b5527b84dbabcdf f f d
Step 7 (alt): Server returns error to client:

<failure xmns="urn:ietf:paranms: xnm : ns: xnpp-sasl’ >
<tenporary-auth-failure/>

</failure>

</ stream streanp

Step 8: Client responds to the chall enge:

<response xm ns="urn:ietf:paranms: xm :ns: xnmpp-sasl ' />

Step 9: Server informs client of successful authentication:
<success xm ns="urn:ietf:parans: xm :ns: xnpp-sasl’/>

Step 9 (alt): Server informs client of failed authentication

<failure xmns="urn:ietf:parans: xm : ns: xnpp-sasl’ >
<tenporary-auth-failure/>

</failure>

</ stream streanp

Step 10: Cient initiates a new streamto server

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
t o=" exanpl e. com
version="1.0" >

Step 11: Server responds by sending a stream header to client al ong
with any additional features (or an enpty features el enent):

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
i d=" c2s_345’
from=’ exanpl e. comi
version="1.0" >
<stream f eat ures>
<bi nd xm ns="urn:ietf:paranms: xm : ns: xnmpp-bind />
<session xm ns="urn:ietf:parans: xm :ns: xnpp-session’ />
</ stream f eat ures>
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6.6. Server-to-Server Exanple

The foll owi ng exanple shows the data flow for a server authenticating
wi th anot her server using SASL, normally after successful TLS

negoti ation (note: the alternate steps shown bel ow are provided to
illustrate the protocol for failure cases; they are not exhaustive
and woul d not necessarily be triggered by the data sent in the
exanpl e) .

Step 1: Serverl initiates streamto Server?2

<stream stream
xm ns=’j abber: server’
xm ns: stream=’ http://etherx.jabber.org/streans’
t o=" exanpl e. com
version="1.0" >

Step 2: Server2 responds with a streamtag sent to Serverl:

<stream stream
xm ns=’j abber: server’
xm ns: stream=’ http://etherx.jabber.org/streans’
from=’ exanpl e. comi
i d=" s2s_234’
version="1.0" >

Step 3: Server2 inforns Serverl of avail abl e authentication
nmechani sns:

<stream f eat ures>
<mechani sms xm ns="urn:ietf: parans: xm : ns: xnpp-sasl’ >
<mechani sm>DI GEST- MD5</ nechani sn»
<mechani sm>KERBERCS_V4</ nmechani snp
</ mechani sns>
</ stream f eat ures>

Step 4: Serverl selects an authentication nechani sm

<auth xm ns="urn:ietf:paranms: xm : ns: xnpp-sasl’
mechani sn¥’ DI GEST- MD5’ / >

Step 5: Server2 sends a [ BASE64] encoded chal l enge to Serverl
<chal | enge xm ns="urn:ietf:parans: xm : ns: xnmpp- sasl’ >
cmvhbG091 nNvbW/y ZWFsbSI sbnBuY2W91 k9BNk 1HOXRFUUdt Mrhol i xxb3A9

| MF1dGgi LANoYXJzZXQ@AXRLTgs YWknb3JpdGht PWLKNS1z ZXNz
</ chal | enge>
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The decoded chal | enge is:

real m="soner eal nt', nonce=" QA6 M3t EQG2hh" | \
gop="aut h", charset =utf-8, al gorit hnenud5- sess

Step 5 (alt): Server2 returns error to Serverl

<failure xmns="urn:ietf:paranms: xnm : ns: xnpp-sasl’ >
<i ncorrect-encodi ng/ >

</failure>

</ stream streanp

Step 6: Serverl sends a [ BASE64] encoded response to the chall enge:

<response xm ns="urn:ietf:paramnms: xm :ns: xnmpp-sasl ' >

dXNI cnbhbWUI mvVAYWLwb GUub3Jnl i xyZWFsbTOi c29t ZXJI YWkt | i xub25j
ZTOi TOE2TUc5dEVRR20yaCGgi LGNUb25j ZTOi TOE2TUhYaDZWVRyUnsi LGB
PTAMVDAWMVDAX LHFvcD1hdXRoLGRpZ2VzdCl1cnk 9l nht cHAvZXhhbXBs ZS5v
cnti LHII ¢3BvbnNI PWQz CDhk YWBMGQOYmI kNz YWYTELM My MAYY MTQz YWY'3
LGNoYXJzZXQQAXRnLTgK

</ response>

The decoded response is:
user nane="exanpl e. org", real m="soner eal ni', \
nonce="CA6 MOt EQGn2hh", cnonce=" QA6 MHXh6VqQTr Rk" , \
nc=00000001, gop=aut h, di gest - uri =" xnpp/ exanpl e. org", \
response=d388dad90d4bbd760a152321f 2143af 7, charset =utf- 8
Step 7: Server2 sends anot her [BASE64] encoded chall enge to Serverl
<chal | enge xm ns="urn:ietf:parans: xm : ns: xnmpp- sasl’ >
cnNwYXV0aD1l YTQAMZj YWVEMLYZ Qy N2l LNTI 3Yj g0ZGIhYm\kZnZnZAo=
</ chal | enge>
The decoded chal | enge is:
r spaut h=ea40f 60335c427b5527b84dbabcdf f f d
Step 7 (alt): Server2 returns error to Serverl
<failure xmns="urn:ietf:paranms: xm : ns: xnpp-sasl’ >

<i nval i d- aut hzi d/ >

</failure>
</ stream streanp
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Step 8: Serverl responds to the chall enge:

<response xm ns="urn:ietf:paranms: xm :ns: xmpp-sasl’'/>

Step 8 (alt): Serverl aborts negotiation

<abort xm ns="urn:ietf:parans: xm :ns: xmpp-sasl’'/>

Step 9: Server2 infornms Serverl of successful authentication
<success xm ns="urn:ietf:parans: xm :ns: xnpp-sasl’/>

Step 9 (alt): Server2 inforns Serverl of failed authentication

<failure xmns="urn:ietf:paranms: xm : ns: xnpp-sasl’ >
<abort ed/ >

</failure>

</ stream streanr

Step 10: Serverl initiates a new streamto Server2:

<stream stream
xm ns=’j abber: server’
xm ns: stream=’ http://etherx.jabber.org/streans’
t o=" exanpl e. com
version="1.0" >

Step 11: Server2 responds by sending a stream header to Serverl al ong
with any additional features (or an enpty features el enent):

<stream stream
xm ns="j abber:client’
xm ns: stream=’ http://etherx.jabber.org/streans’
from=’ exanpl e. com
i d=" s2s_345’
version="1.0" >
<stream f eatures/>

7. Resource Binding

After SASL negotiation (Section 6) with the receiving entity, the
initiating entity MAY want or need to bind a specific resource to
that stream In general this applies only to clients: in order to
conformto the addressing format (Section 3) and stanza delivery
rules (Section 10) specified herein, there MIST be a resource
identifier associated with the <node@lomai n> of the client (which is
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ei ther generated by the server or provided by the client
application); this ensures that the address for use over that stream
is a "full JID" of the form <node@onri n/ resource>,

Upon receiving a success indication within the SASL negotiation, the
client MUST send a new stream header to the server, to which the
server MJUST respond with a stream header as well as a |ist of

avail able streamfeatures. Specifically, if the server requires the
client to bind a resource to the stream after successful SASL
negotiation, it MJST include an enpty <bind/> el ement qualified by
the "urn:ietf:parans: xnl:ns: xnmpp-bi nd’ nanespace in the stream
features list it presents to the client upon sending the header for
the response stream sent after successful SASL negotiation (but not
before):

Server advertises resource binding feature to client:

<stream stream

xm ns="j abber:client’

xm ns: stream=’ http://etherx.jabber.org/streans’

i d=" c2s_345’

from=’ exanpl e. comi

version="1.0" >
<stream f eat ures>

<bi nd xm ns="urn:ietf:paranms: xm : ns: xmpp-bind />

</ stream f eat ures>

Upon being so infornmed that resource binding is required, the client
MUST bind a resource to the stream by sending to the server an I Q
stanza of type "set" (see IQ Senmantics (Section 9.2.3)) containing
data qualified by the "urn:ietf:parans: xm : ns: xnmpp- bi nd’ nanespace.

If the client wishes to allow the server to generate the resource
identifier onits behalf, it sends an 1 Q stanza of type "set" that
contains an enpty <bind/> el enent:

Client asks server to bind a resource:
<iq type='set’ id="bind_1" >
<bi nd xm ns="urn:ietf:paranms: xm : ns: xnmpp-bind />
</iqg>
A server that supports resource binding MIST be able to generate a

resource identifier on behalf of a client. A resource identifier
generated by the server MUST be unique for that <node@onai n>
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If the client wishes to specify the resource identifier, it sends an
| Q stanza of type "set" that contains the desired resource identifier
as the XM. character data of a <resource/> elenent that is a child of
t he <bind/> el enent:

Client binds a resource:

<iq type='set’ id="bind_2'>
<bi nd xm ns="urn:ietf: paranms: xm : ns: xnmpp- bi nd’ >
<r esour ce>somner esour ce</ r esour ce>
</ bi nd>
</iqg>

Once the server has generated a resource identifier for the client or
accepted the resource identifier provided by the client, it MJST
return an | Q stanza of type "result" to the client, which MJST
include a <jid/> child elenent that specifies the full JID for the
connected resource as deternined by the server

Server informs client of successful resource binding:

<iq type='result’ id="bind_ 2 >
<bi nd xm ns="urn:ietf: paranms: xm : ns: xnmpp- bi nd’ >
<j i d>sonmenode@xanpl e. com somner esource</jid>
</ bi nd>
</iqg>

A server SHOULD accept the resource identifier provided by the
client, but MAY override it with a resource identifier that the
server generates; in this case, the server SHOULD NOT return a stanza
error (e.g., <forbidden/>) to the client but instead SHOULD

comuni cate the generated resource identifier to the client in the IQ
result as shown above.

When a client supplies a resource identifier, the follow ng stanza
error conditions are possible (see Stanza Errors (Section 9.3)):

0 The provided resource identifier cannot be processed by the server
i n accordance with Resourceprep (Appendi x B)

o The client is not allowed to bind a resource to the stream (e.qg.,
because the node or user has reached a limt on the nunber of
connected resources all owed).

0 The provided resource identifier is already in use but the server

does not allow binding of nmultiple connected resources with the
same identifier.
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The protocol for these error conditions is shown bel ow.
Resource identifier cannot be processed:

<iq type="error’ id="bind_2 >
<bi nd xm ns="urn:ietf: paranms: xm : ns: xnmpp- bi nd’ >
<r esour ce>somner esour ce</ r esour ce>
</ bi nd>
<error type=nodify’ >
<bad-request xm ns="urn:ietf:paranms: xm :ns: xnpp-stanzas’'/>
</error>
</iqg>

Client is not allowed to bind a resource:

<iq type="error’ id="bind_2 >
<bi nd xm ns="urn:ietf: paranms: xm : ns: xnmpp- bi nd’ >
<r esour ce>somner esour ce</ r esour ce>
</ bi nd>
<error type=' cancel’>
<not-al l owed xm ns="urn:ietf:paranms: xm : ns: xnpp-stanzas’' />
</error>
</iqg>

Resource identifier is in use:

<iq type="error’ id="bind_2 >
<bi nd xm ns="urn:ietf: paranms: xm : ns: xnmpp- bi nd’ >
<r esour ce>somner esour ce</ r esour ce>
</ bi nd>
<error type=’'cancel’ >
<conflict xm ns="urn:ietf:parans: xm : ns: xnpp- st anzas’ />
</error>
</iqg>

If, before conpleting the resource binding step, the client attenpts
to send an XML stanza other than an I Q stanza with a <bind/> child
qualified by the "urn:ietf:paranms: xm :ns: xnpp-bi nd” nanespace, the
server MUST NOT process the stanza and SHOULD return a

<not - aut hori zed/ > stanza error to the client.
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8. Server D al back
8.1. Overview

The Jabber protocols fromwhich XMPP was adapted include a "server

di al back"™ nmethod for protecting agai nst domai n spoofing, thus making
it more difficult to spoof XML stanzas. Server dial back is not a
security nmechanism and results in weak verification of server
identities only (see Server-to-Server Conmunications (Section 14.4)
regarding this method s security characteristics). Domains requiring
robust security SHOULD use TLS and SASL; see Server-to-Server

Conmuni cations (Section 14.4) for details. |If SASL is used for
server-to-server authentication, dialback SHOULD NOT be used since it
i s unnecessary. Docunentation of dialback is included mainly for the
sake of backward-conpatibility with existing inplenentations and

depl oynent s.

The server dial back nethod is nade possible by the existence of the
Dormai n Nane System (DNS), since one server can (normnally) discover
the authoritative server for a given donain. Because dial back
depends on DNS, inter-domain conmuni cati ons MJST NOT proceed until
the Dormai n Nane System (DNS) hostnanes asserted by the servers have
been resol ved (see Server-to-Server Conmunications (Section 14.4)).

Server dial back is uni-directional, and results in (weak)
verification of identities for one streamin one direction. Because
server dial back is not an authentication nechani sm nutua
authentication is not possible via dialback. Therefore, server

di al back MUST be conpleted in each direction in order to enable

bi -directional conmuni cati ons between two donai ns.

The method for generating and verifying the keys used in server

di al back MUST take into account the hostnames being used, the stream
| D generated by the receiving server, and a secret known by the
authoritative server’s network. The streamID is security-critical
in server dialback and therefore MJUST be both unpredictable and
non-repeating (see [ RANDOM for recomendations regardi ng randommess
for security purposes).

Any error that occurs during dial back negotiati on MJST be consi dered
a streamerror, resulting in termnation of the stream and of the
underlying TCP connection. The possible error conditions are
specified in the protocol description bel ow

The followi ng term nol ogy applies:

o Oiginating Server -- the server that is attenpting to establish a
connecti on between two donai ns.
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8. 2.

Receiving Server -- the server that is trying to authenticate that
the Originating Server represents the domain which it clains to
be.

Authoritative Server -- the server that answers to the DNS
host nane asserted by the Originating Server; for basic
environments this will be the Originating Server, but it could be

a separate machine in the Oiginating Server’s network.

Order of Events

The following is a brief summary of the order of events in dial back

1

The Originating Server establishes a connection to the Receiving
Server.

The Originating Server sends a ’'key' value over the connection to
t he Receiving Server

The Receiving Server establishes a connection to the
Aut horitative Server

The Receiving Server sends the sane 'key' value to the
Aut horitative Server

The Authoritative Server replies that key is valid or invalid.

The Receiving Server informs the Oiginating Server whether it is
aut henti cated or not.

Sai nt - Andre, Ed. St andards Track [ Page 42]



RFC 3920 X\VPP Cor e Oct ober 2004

We can represent this flow of events graphically as foll ows:

Originating Recei vi ng
Server Server

I
I
| e > |
I I
| send stream header |
| e > |
I I
| send stream header |
| |
| Aut horitative
| send di al back key Server

I

I
| e > |
I I
| send stream header |
e ERETEELES > |
I I
| send stream header |
| |
I
| send verify request

| report dialback result

8.3. Protocol
The detailed protocol interaction between the servers is as follows:

1. The Originating Server establishes TCP connection to the
Recei vi ng Server.
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2. The Originating Server sends a stream header to the Receiving
Server:

<stream stream
xm ns: stream=’ http://etherx.jabber.org/streans’
xm ns="j abber: server’
xm ns: db="j abber: server: di al back’ >

Note: The 'to’ and 'fromi attributes are OPTIONAL on the root stream
el enent. The inclusion of the xm ns:db nanmespace declaration with

t he name shown indicates to the Receiving Server that the Originating
Server supports dial back. If the nanmespace nane is incorrect, then
the Receiving Server MJST generate an <invalid-nanespace/ > stream
error condition and term nate both the XML stream and the underlying
TCP connecti on.

3. The Receiving Server SHOULD send a stream header back to the
Originating Server, including a unique ID for this interaction:

<stream stream
xm ns: stream=’ http://etherx.jabber.org/streans’
xm ns=’j abber: server’
xm ns: db="j abber: server: di al back
i d=" 457F9224A0..." >

Note: The 'to’ and 'fromi attributes are OPTIONAL on the root stream
element. |If the nanespace name is incorrect, then the Oiginating
Server MJST generate an <invalid-nanespace/> streamerror condition
and term nate both the XML stream and the underlying TCP connecti on.
Note well that the Receiving Server SHOULD reply but MAY silently
termnate the XM. stream and underlying TCP connecti on dependi ng on
security policies in place; however, if the Receiving Server desires
to proceed, it MIST send a stream header back to the Oiginating
Server.

4. The Originating Server sends a dial back key to the Receiving
Server:

<db:result
t o=" Recei vi ng Server’
froms Originating Server’>
98AF014EDCO. . .
</db:resul t>

Note: This key is not exam ned by the Receiving Server, since the
Recei ving Server does not keep information about the Oiginating
Server between sessions. The key generated by the Originating Server
MUST be based in part on the value of the ID provided by the
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Receiving Server in the previous step, and in part on a secret shared
by the Originating Server and Authoritative Server. |If the value of
the "to’ address does not match a hostname recogni zed by the

Recei ving Server, then the Receiving Server MJST generate a
<host - unknown/ > stream error condition and term nate both the XM
stream and the underlying TCP connection. |f the value of the ’fron
address matches a domain with which the Receiving Server already has
an established connection, then the Receiving Server MJST maintain
the existing connection until it validates whether the new connection
is legitimate; additionally, the Receiving Server MAY choose to
generate a <not-authorized/> streamerror condition for the new
connection and then term nate both the XML stream and the underlying
TCP connection related to the new request.

5. The Receiving Server establishes a TCP connection back to the
domai n nane asserted by the Originating Server, as a result of
which it connects to the Authoritative Server. (Note: As an
optim zation, an inplenentation MAY reuse an exi sting connection
here.)

6. The Receiving Server sends the Authoritative Server a stream
header :

<stream stream
xm ns: stream=’ http://etherx.jabber.org/streans’
xm ns="j abber: server’
xm ns: db="j abber: server: di al back’ >

Note: The 'to’ and 'from attributes are OPTIONAL on the root stream
elenent. |If the namespace nane is incorrect, then the Authoritative
Server MJST generate an <invalid-nanespace/> streamerror condition

and term nate both the XML stream and the underlying TCP connecti on.

7. The Authoritative Server sends the Receiving Server a stream
header:

<stream stream
xm ns: stream=’ http://etherx.jabber.org/streans’
xm ns="j abber: server’
xm ns: db="j abber: server: di al back
i d=" 1251A342B..." >

Note: If the nanmespace nanme is incorrect, then the Receiving Server
MJST generate an <invalid-nanmespace/ > streamerror condition and
termnate both the XML stream and the underlying TCP connecti on
between it and the Authoritative Server. |[If a streamerror occurs
bet ween t he Receiving Server and the Authoritative Server, then the
Recei ving Server MJST generate a <renote-connection-failed/ > stream
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error condition and term nate both the XM. stream and the underlying
TCP connection between it and the Oiginating Server.

8. The Receiving Server sends the Authoritative Server a request for
verification of a key:

<db:verify
from=" Recei ving Server’
to="Originating Server’
i d=" 457F9224A0..." >
98AF014EDCO. . .
</ db: verify>

Not e: Passed here are the hostnanes, the original identifier fromthe
Recei ving Server’s stream header to the Originating Server in Step 3,
and the key that the Oiginating Server sent to the Receiving Server
in Step 4. Based on this information, as well as shared secret
information within the Authoritative Server’'s network, the key is
verified. Any verifiable method MAY be used to generate the key. If
the value of the 'to’ address does not natch a hostnane recogni zed by
the Authoritative Server, then the Authoritative Server MJST generate
a <host-unknown/> streamerror condition and term nate both the XM
stream and the underlying TCP connection. |f the value of the ’fron
address does not match the hostnane represented by the Receiving
Server when opening the TCP connection (or any validated donain

t hereof, such as a validated subdomain of the Receiving Server’s

host name or anot her validated domai n hosted by the Receiving Server),
then the Authoritative Server MJST generate an <invalid-from > stream
error condition and term nate both the XM. stream and the underlying
TCP connecti on.

9. The Authoritative Server verifies whether the key was valid or
i nval i d:

<db:verify
frome Originating Server’
t o=" Recei vi ng Server’
type='valid
i d=" 457F9224A0..." />

or

<db:verify
frome Originating Server’
t o=" Recei vi ng Server’
type="invalid
i d=" 457F9224A0..." />

Sai nt - Andre, Ed. St andar ds Track [ Page 46]



RFC 3920 X\VPP Cor e Oct ober 2004

Note: If the I D does not nmatch that provided by the Receiving Server
in Step 3, then the Receiving Server MJST generate an <invalid-id/ >
streamerror condition and term nate both the XML stream and the
underlying TCP connection. |If the value of the 'to’ address does not
mat ch a host nane recogni zed by the Receiving Server, then the

Recei ving Server MJST generate a <host-unknown/> stream error
condition and terminate both the XML stream and t he underlying TCP
connection. |If the value of the 'from address does not match the
host nane represented by the Originating Server when opening the TCP
connection (or any validated domain thereof, such as a validated
subdomai n of the Originating Server’s hostnanme or another validated
domai n hosted by the Originating Server), then the Receiving Server
MUST generate an <invalid-froml > streamerror condition and term nate
both the XML stream and the underlying TCP connection. After
returning the verification to the Receiving Server, the Authoritative
Server SHOULD term nate the stream between them

10. The Receiving Server infornms the Originating Server of the
result:

<db: result
from=’ Recei ving Server’
to="Originating Server’
type='valid />

Note: At this point, the connection has either been validated via a

type="valid , or reported as invalid. |If the connection is invalid,
then the Receiving Server MJST term nate both the XML stream and t he
underlying TCP connection. |If the connection is validated, data can

be sent by the Oiginating Server and read by the Receiving Server;
before that, all XM. stanzas sent to the Receiving Server SHOULD be
silently dropped.

The result of the foregoing is that the Receiving Server has verified
the identity of the Originating Server, so that the Oiginating
Server can send, and the Receiving Server can accept, XM stanzas
over the "initial stream (i.e., the streamfromthe Oiginating
Server to the Receiving Server). 1In order to verify the identities
of the entities using the "response streant’ (i.e., the streamfrom
the Receiving Server to the Originating Server), dial back MIUST be
conpleted in the opposite direction as well.

After successful dial back negotiation, the Receiving Server SHOULD
accept subsequent <db:result/> packets (e.g., validation requests
sent to a subdonain or other hostname serviced by the Receiving
Server) fromthe Oiginating Server over the existing validated
connection; this enabl es "piggybacking" of the original validated
connection in one direction.
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Even if dial back negotiation is successful, a server MJIST verify that
all XM. stanzas received fromthe other server include a ’'fron
attribute and a 'to’ attribute; if a stanza does not neet this
restriction, the server that receives the stanza MJST generate an

<i npr oper - addr essing/ > streamerror condition and term nate both the
XM. stream and the underlying TCP connection. Furthernore, a server
MUST verify that the 'from attribute of stanzas received fromthe

ot her server includes a validated domain for the streanm if a stanza
does not neet this restriction, the server that receives the stanza
MJST generate an <invalid-from > streamerror condition and term nate
both the XM. stream and the underlying TCP connection. Both of these
checks help to prevent spoofing related to particular stanzas.

9. XM Stanzas

After TLS negotiation (Section 5) if desired, SASL negotiation
(Section 6), and Resource Binding (Section 7) if necessary, XM
stanzas can be sent over the streanms. Three kinds of XM. stanza are
defined for the ’jabber:client’ and 'jabber:server’ nanespaces:
<message/ >, <presence/> and <iq/> |In addition, there are five
common attributes for these kinds of stanza. These conmon
attributes, as well as the basic senmantics of the three stanza kinds,
are defined herein; nore detailed information regarding the syntax of
XM. stanzas in relation to instant nessagi ng and presence
applications is provided in [ XMPP-1M .

9.1. Commpn Attri butes

The following five attributes are comobn to nmessage, presence, and 1Q
st anzas:

9.1.1. to

The "to’ attribute specifies the JID of the intended recipient for
t he stanza.

In the 'jabber:client’ namespace, a stanza SHOULD possess a 'to’
attribute, although a stanza sent froma client to a server for
handling by that server (e.g., presence sent to the server for
broadcasting to other entities) SHOULD NOT possess a 'to’ attribute.

In the 'jabber:server’ nanespace, a stanza MJST possess a 'to’
attribute; if a server receives a stanza that does not nmeet this
restriction, it MJST generate an <inproper-addressing/> stream error
condition and term nate both the XM. stream and the underlying TCP
connection with the of fending server
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If the value of the "to’ attribute is invalid or cannot be contact ed,
the entity discovering that fact (usually the sender’s or recipient’s
server) MJST return an appropriate error to the sender, setting the
"from attribute of the error stanza to the value provided in the
"to’ attribute of the offending stanza.

9.1.2. from
The "from attribute specifies the JID of the sender

When a server receives an XML stanza within the context of an
authenticated streamqualified by the 'jabber:client’ nanespace, it
MUST do one of the follow ng:

1. wvalidate that the value of the "from attribute provided by the
client is that of a connected resource for the associated entity

2. add a 'fronm address to the stanza whose value is the bare JID
(<node@lomai n>) or the full JID (<node@lonai n/resour ce>)
determ ned by the server for the connected resource that
generated the stanza (see Deternination of Addresses (Section
3.5))

If a client attenpts to send an XM. stanza for which the value of the
"from attribute does not match one of the connected resources for
that entity, the server SHOULD return an <invalid-from > streamerror

tothe client. |If a client attenpts to send an XM. stanza over a
streamthat is not yet authenticated, the server SHOULD return a
<not -aut hori zed/ > streamerror to the client. |f generated, both of

these conditions MJST result in closure of the streamand termnination
of the underlying TCP connection; this helps to prevent a denial of
service attack launched froma rogue client.

Wien a server generates a stanza fromthe server itself for delivery
to a connected client (e.g., in the context of data storage services
provi ded by the server on behalf of the client), the stanza MJST
either (1) not include a "from attribute or (2) include a ’from
attri bute whose value is the account’s bare JI D (<node@lomai n>) or
client’s full JID (<node@omai n/resource>). A server MJST NOT send
to the client a stanza without a 'fronm attribute if the stanza was
not generated by the server itself. Wen a client receives a stanza
that does not include a "from attribute, it MJST assume that the
stanza is fromthe server to which the client is connected.

In the 'jabber:server’ nanmespace, a stanza MJST possess a 'fron
attribute; if a server receives a stanza that does not neet this
restriction, it MJST generate an <inproper-addressing/> stream error
condition. Furthernore, the domain identifier portion of the JID
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contained in the "from attribute MUST match the hostnanme of the
sendi ng server (or any validated domain thereof, such as a validated
subdomai n of the sending server’s hostnanme or another validated
domai n hosted by the sending server) as conmunicated in the SASL
negoti ati on or dial back negotiation; if a server receives a stanza
that does not neet this restriction, it MJST generate an
<invalid-from > streamerror condition. Both of these conditions
MUST result in closing of the streamand term nation of the
underlying TCP connection; this helps to prevent a denial of service
attack | aunched froma rogue server.

9.1.3. id

The optional 'id attribute MAY be used by a sending entity for

i nternal tracking of stanzas that it sends and receives (especially
for tracking the request-response interaction inherent in the
semantics of 1Q stanzas). It is OPTIONAL for the value of the 'id
attribute to be unique globally, within a donain, or within a stream
The semantics of | Q stanzas inpose additional restrictions; see IQ
Semantics (Section 9.2.3).

9.1.4. type

The "type’' attribute specifies detailed information about the purpose
or context of the nessage, presence, or |1Q stanza. The particular

al  owabl e values for the "type’ attribute vary dependi ng on whet her
the stanza is a nessage, presence, or | Q the values for nessage and
presence stanzas are specific to instant nmessagi ng and presence
applications and therefore are defined in [ XMPP-1 M, whereas the

val ues for 1Q stanzas specify the role of an IQ stanza in a
structured request-response "conversation" and thus are defined under
| Q Senmantics (Section 9.2.3) below. The only "type’ value comon to
all three stanzas is "error"; see Stanza Errors (Section 9. 3).

9.1.5. xm:lang

A stanza SHOULD possess an 'xm:lang’ attribute (as defined in
Section 2.12 of [XM.]) if the stanza contains XM. character data that
is intended to be presented to a human user (as explained in RFC 2277
[ CHARSET], "internationalization is for humans"). The value of the
"xm :lang attribute specifies the default |anguage of any such
human-r eadabl e XML character data, which MAY be overridden by the
"xm:lang’ attribute of a specific child element. |If a stanza does
not possess an 'xm:lang attribute, an inplenmentati on MJST assumne
that the default |anguage is that specified for the stream as defi ned
under Stream Attributes (Section 4.4) above. The value of the

"xm :lang’ attribute MJST be an NMIOKEN and MJST conformto the
format defined in RFC 3066 [ LANGTAGS].
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9.2. Basic Senmantics
9.2.1. Message Senantics

The <nessage/ > stanza kind can be seen as a "push" nmechani sm wher eby
one entity pushes information to another entity, simlar to the
comuni cations that occur in a systemsuch as email. All nessage
stanzas SHOULD possess a 'to’ attribute that specifies the intended
reci pient of the nmessage; upon receiving such a stanza, a server
SHOULD route or deliver it to the intended recipient (see Server

Rul es for Handling XML Stanzas (Section 10) for general routing and
delivery rules related to XM stanzas).

9.2.2. Presence Semantics

The <presence/ > el enment can be seen as a basic broadcast or

"publ i sh-subscri be" nechani sm whereby nultiple entities receive

i nformati on about an entity to which they have subscribed (in this
case, network availability information). In general, a publishing
entity SHOULD send a presence stanza with no "to’ attribute, in which
case the server to which the entity is connected SHOULD br oadcast or
mul tiplex that stanza to all subscribing entities. However, a
publishing entity MAY al so send a presence stanza with a 'to’
attribute, in which case the server SHOULD route or deliver that
stanza to the intended recipient. See Server Rules for Handling XM
St anzas (Section 10) for general routing and delivery rules related
to XML stanzas, and [ XMPP-IM for presence-specific rules in the
context of an instant nessagi ng and presence application.

9.2.3. 1Q Semantics

Info/ Query, or I1Q is a request-response nechanism sinilar in some
ways to [HTTP]. The semantics of 1Q enable an entity to nake a
request of, and receive a response from another entity. The data
content of the request and response is defined by the nanespace
declaration of a direct child elenment of the 1Q elenent, and the
interaction is tracked by the requesting entity through use of the
"id attribute. Thus, IQinteractions follow a comon pattern of
structured data exchange such as get/result or set/result (although
an error may be returned in reply to a request if appropriate):
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Requesti ng Respondi ng
Entity Entity

In order to enforce these semantics, the follow ng rules apply:
1. The ’id attribute is REQU RED for |1Q stanzas.

2. The "type’ attribute is REQU RED for 1Q stanzas. The value MJST
be one of the follow ng:

* get -- The stanza is a request for information or
requi rements

* set -- The stanza provides required data, sets new val ues, or
repl aces existing val ues.

* result -- The stanza is a response to a successful get or set
request.
* error -- An error has occurred regardi ng processing or

delivery of a previously-sent get or set (see Stanza Errors
(Section 9.3)).

3. An entity that receives an I Q request of type "get" or "set" MJST
reply with an I Q response of type "result" or "error" (the
response MJST preserve the 'id attribute of the request).

4. An entity that receives a stanza of type "result" or "error" MJST
NOT respond to the stanza by sending a further 1Q response of
type "result” or "error"; however, as shown above, the requesting
entity MAY send another request (e.g., an I Q of type "set" in
order to provide required information discovered through a
get/result pair).

Sai nt - Andre, Ed. St andards Track [ Page 52]



RFC 3920 X\VPP Cor e Oct ober 2004

5. An I Q stanza of type "get" or "set" MJST contain one and only one
child el enment that specifies the senantics of the particular
request or response.

6. An | Q stanza of type "result"™ MJIST include zero or one child
el ement s.

7. An |1 Q stanza of type "error"” SHOULD include the child el ement
contained in the associated "get" or "set" and MJST include an
<error/> child; for details, see Stanza Errors (Section 9.3).

9.3. Stanza Errors

Stanza-related errors are handled in a manner simlar to stream
errors (Section 4.7). However, unlike streamerrors, stanza errors
are recoverable; therefore error stanzas include hints regarding
actions that the original sender can take in order to renedy the
error.

9.3.1. Rules
The following rules apply to stanza-related errors:

0 The receiving or processing entity that detects an error condition
inrelation to a stanza MJST return to the sending entity a stanza
of the same kind (nessage, presence, or 10Q, whose 'type’
attribute is set to a value of "error" (such a stanza is called an
“error stanza" herein).

0 The entity that generates an error stanza SHOULD i ncl ude the
original XML sent so that the sender can inspect and, if
necessary, correct the XML before attenpting to resend.

0 An error stanza MJST contain an <error/> child el ement.

0 An <error/> child MJST NOT be included if the "type' attribute has
a value other than "error"” (or if there is no '"type' attribute).

0 An entity that receives an error stanza MJST NOT respond to the
stanza with a further error stanza; this helps to prevent | ooping.
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9.3.2. Syntax
The syntax for stanza-related errors is as foll ows:

<stanza- ki nd to="sender’ type='error’>
[ RECOWENDED t o include sender XM here]
<error type='error-type’ >
<defined-condition xm ns="urn:ietf:params: xm : ns: xnpp- st anzas’ />
<text xmns="urn:ietf:paranms:xm :ns: xnpp-stanzas’
xm : | ang="1 angcode’ >
OPTI ONAL descri ptive text
</text>
[ OPTI ONAL application-specific condition el enent]
</error>
</ st anza- ki nd>

The stanza-kind is one of nessage, presence, or ig.

The value of the <error/> elenment’s "type' attribute MIST be one of
the foll ow ng:

0 cancel -- do not retry (the error is unrecoverable)

o continue -- proceed (the condition was only a warning)
o nodify -- retry after changing the data sent

0 auth -- retry after providing credentials

0O wait -- retry after waiting (the error is tenporary)

The <error/> el enent:

o0 MJIST contain a child elenment corresponding to one of the defined
stanza error conditions specified below, this elenment MJIST be
qualified by the "urn:ietf:parans: xm : ns: xnpp-stanzas’ nanespace.

0 MAY contain a <text/> child containing XM. character data that
describes the error in nore detail; this element MJUST be qualified
by the "urn:ietf:parans: xm :ns: xnpp-stanzas’ nanmespace and SHOULD
possess an 'xml:lang attribute.

o MAY contain a child element for an application-specific error
condition; this element MJST be qualified by an
appli cation-defi ned namespace, and its structure is defined by
t hat nanmespace.

The <text/> elenment is OPTIONAL. |If included, it SHOULD be used only
to provide descriptive or diagnhostic information that supplenents the
meani ng of a defined condition or application-specific condition. It
SHOULD NOT be interpreted programmatically by an application. It
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SHOULD NOT be used as the error nessage presented to a user, but MAY
be shown in addition to the error nessage associated with the
i ncl uded condition elenment (or elenents).

Finally, to maintain backward conpatibility, the schena (specified in
[ XMPP-1 M) allows the optional inclusion of a ’'code attribute on the
<error/> el ement.

9.3.3. Defined Conditions
The followi ng conditions are defined for use in stanza errors.

0 <bad-request/> -- the sender has sent XM. that is mal fornmed or
that cannot be processed (e.g., an |1 Q stanza that includes an
unrecogni zed value of the '"type’ attribute); the associated error
type SHOULD be "nodi fy".

o <conflict/> -- access cannot be granted because an existing
resource or session exists with the sane nanme or address; the
associ ated error type SHOULD be "cancel".

0 <feature-not-inplenented/> -- the feature requested i s not
i mpl emented by the recipient or server and therefore cannot be
processed; the associated error type SHOULD be "cancel".

o <forbidden/> -- the requesting entity does not possess the
required permssions to performthe action; the associated error
type SHOULD be "auth".

0 <gone/> -- the recipient or server can no |onger be contacted at
this address (the error stanza MAY contain a new address in the
XM. character data of the <gone/> elenent); the associated error
type SHOULD be "nodify".

0 <internal-server-error/> -- the server could not process the
stanza because of a nisconfiguration or an ot herw se-undefined
internal server error; the associated error type SHOULD be "wait".

0 <itemnot-found/> -- the addressed JID or itemrequested cannot be
found; the associated error type SHOULD be "cancel".

0 <jid-malforned/> -- the sending entity has provided or
comuni cated an XMPP address (e.g., a value of the "to’ attribute)
or aspect thereof (e.g., a resource identifier) that does not
adhere to the syntax defined in Addressing Schenme (Section 3); the
associ ated error type SHOULD be "nodify".
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0 <not-acceptable/> -- the recipient or server understands the
request but is refusing to process it because it does not neet
criteria defined by the recipient or server (e.g., a local policy
regardi ng acceptable words in nmessages); the associated error type
SHOULD be "nodi fy"

0 <not-allowed/> -- the recipient or server does not allow any
entity to performthe action; the associated error type SHOULD be
"cancel ".

0 <not-authorized/> -- the sender nust provide proper credentials

before being allowed to performthe action, or has provided
i mproper credentials; the associated error type SHOULD be "auth".

0 <paynent-required/> -- the requesting entity is not authorized to
access the requested service because paynent is required; the
associ ated error type SHOULD be "auth".

0 <recipient-unavailable/> -- the intended recipient is tenporarily
unavai |l abl e; the associated error type SHOULD be "wait" (note: an
application MJUST NOT return this error if doing so would provide
i nformati on about the intended recipient’s network availability to
an entity that is not authorized to know such information).

0 <redirect/> -- the recipient or server is redirecting requests for
this information to another entity, usually tenporarily (the error
stanza SHOULD contain the alternate address, which MJUST be a valid
JID, in the XM. character data of the <redirect/> elenent); the
associ ated error type SHOULD be "nodify".

0 <registration-required/> -- the requesting entity is not
aut hori zed to access the requested service because registration is
requi red; the associated error type SHOULD be "auth".

0 <renpote-server-not-found/> -- a renote server or service specified
as part or all of the JID of the intended recipient does not
exi st; the associated error type SHOULD be "cancel ".

0 <renote-server-timeout/> -- a renote server or service specified
as part or all of the JID of the intended recipient (or required
to fulfill a request) could not be contacted within a reasonabl e
anount of tine; the associated error type SHOULD be "wait".

0 <resource-constraint/> -- the server or recipient |acks the system

resources necessary to service the request; the associated error
type SHOULD be "wait".
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0 <service-unavailable/> -- the server or recipient does not
currently provide the requested service; the associated error type
SHOULD be "cancel ".

0 <subscription-required/> -- the requesting entity is not
aut hori zed to access the requested service because a subscription
is required; the associated error type SHOULD be "auth".

0 <undefined-condition/> -- the error condition is not one of those
defined by the other conditions in this list; any error type may
be associated with this condition, and it SHOULD be used only in
conjunction with an application-specific condition.

0 <unexpected-request/> -- the recipient or server understood the
request but was not expecting it at this time (e.g., the request
was out of order); the associated error type SHOULD be "wait".

9.3.4. Application-Specific Conditions

As noted, an application MAY provi de application-specific stanza
error information by including a properly-nanmespaced child in the
error elenent. The application-specific el enment SHOULD suppl enment or
further qualify a defined element. Thus, the <error/> elenent wll
contain two or three child el enents:

<iq type='error’ id="sone-id >
<error type="nodify’ >
<bad-request xm ns="urn:ietf:paranms: xm :ns: xnpp-stanzas’'/>
<t 0o- many- par aneters xm ns="application-ns’'/>
</error>
</iqg>

<message type='error’ id="another-id >
<error type="nodify’ >
<undefi ned-condi tion
xm ns="urn:ietf:parans: xnl:ns: xnmpp- stanzas’ / >
<text xm:lang="en’
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’ >
Sone special application diagnhostic information...
</text>
<speci al -appl i cation-condition xm ns="application-ns' />
</error>
</ message>
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Server Rules for Handling XM. Stanzas

Conpl i ant server inplenentati ons MJST ensure in-order processing of
XM. stanzas between any two entities.

Beyond the requirenment for in-order processing, each server

i mpl enentation will contain its ow "delivery tree" for handling
stanzas it receives. Such a tree determ nes whether a stanza needs
to be routed to another domain, processed internally, or delivered to
a resource associated with a connected node. The follow ng rules

appl y:
1. No 'to’ Address

If the stanza possesses no 'to’ attribute, the server SHOULD process
it on behalf of the entity that sent it. Because all stanzas
received fromother servers MJST possess a 'to’ attribute, this rule
applies only to stanzas received froma registered entity (such as a
client) that is connected to the server. |If the server receives a
presence stanza with no 'to’ attribute, the server SHOULD broadcast
it tothe entities that are subscribed to the sending entity’s
presence, if applicable (the semantics of presence broadcast for

i nstant nessagi ng and presence applications are defined in

[ XMPP-IM ). |If the server receives an | Q stanza of type "get" or
"set" with no 'to’ attribute and it understands the nanespace t hat
qualifies the content of the stanza, it MJST either process the
stanza on behalf of the sending entity (where the neaning of
"process" is deternm ned by the senmantics of the qualifying nanespace)
or return an error to the sending entity.

2. Foreign Domain

If the hostnane of the domain identifier portion of the JID contained
inthe "to attribute does not match one of the configured hostnanes

of the server itself or a subdonain thereof, the server SHOULD route

the stanza to the foreign domain (subject to |ocal service

provi sioning and security policies regarding inter-domain

comuni cation). There are two possible cases:

A server-to-server stream already exists between the two domai ns: The
sender’s server routes the stanza to the authoritative server for
the foreign donmain over the existing stream

There exists no server-to-server stream between the two domai ns: The
sender’s server (1) resolves the hostnane of the foreign domain
(as defined under Server-to-Server Conmmunications (Section 14.4)),
(2) negotiates a server-to-server stream between the two domai ns
(as defined under Use of TLS (Section 5) and Use of SASL (Section
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6)), and (3) routes the stanza to the authoritative server for the
foreign domain over the new y-established stream

If routing to the recipient’s server is unsuccessful, the sender’s
server MJUST return an error to the sender; if the recipient’s server
can be contacted but delivery by the recipient’s server to the

reci pient is unsuccessful, the recipient’s server MJST return an
error to the sender by way of the sender’s server.

3. Subdomain

If the hostnane of the domain identifier portion of the JID contained
inthe "to attribute matches a subdomai n of one of the configured
host nanes of the server itself, the server MJST either process the
stanza itself or route the stanza to a specialized service that is
responsi ble for that subdomain (if the subdomain is configured), or
return an error to the sender (if the subdomain is not configured).

4. Mere Donmain or Specific Resource

If the hostnane of the domain identifier portion of the JID contained
inthe "to attribute matches a configured hostnane of the server
itself and the JID contained in the "to’ attribute is of the form
<domai n> or <dommi n/resource>, the server (or a defined resource

t hereof) MUST either process the stanza as appropriate for the stanza
kind or return an error stanza to the sender

5. Node in Sane Domain

If the hostnane of the domain identifier portion of the JID contained
inthe "to attribute matches a configured hostnane of the server
itself and the JID contained in the "to’ attribute is of the form
<node@lomai n> or <node@lonmi n/ resource>, the server SHOULD del i ver
the stanza to the intended recipient of the stanza as represented by
the JID contained in the 'to’ attribute. The follow ng rules apply:

1. If the JID contains a resource identifier (i.e., is of the form
<node@lonai n/ resource>) and there exists a connected resource
that matches the full JID, the recipient’s server SHOULD deli ver
the stanza to the stream or session that exactly matches the
resource identifier.

2. |If the JID contains a resource identifier and there exists no
connected resource that matches the full JID, the recipient’s
server SHOULD return a <service-unavail abl e/> stanza error to the
sender.
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3. If the JIDis of the form <node@onri n> and there exists at | east
one connected resource for the node, the recipient’s server
SHOULD deliver the stanza to at | east one of the connected
resources, according to application-specific rules (a set of
delivery rules for instant nessagi ng and presence applications is
defined in [ XMPP-1M).

XML Usage within XMPP
1. Restrictions

XMPP is a sinplified and specialized protocol for stream ng XM

el enents in order to exchange structured information in close to rea
time. Because XMPP does not require the parsing of arbitrary and
conpl ete XML documents, there is no requirement that XWPP needs to
support the full feature set of [XM.]. |In particular, the follow ng
restrictions apply.

Wth regard to XM. generation, an XMPP inpl enmentati on MUST NOT i nj ect
into an XML stream any of the follow ng

o comments (as defined in Section 2.5 of [XM])
0 processing instructions (Section 2.6 therein)
o internal or external DTD subsets (Section 2.8 therein)

o internal or external entity references (Section 4.2 therein) with
the exception of predefined entities (Section 4.6 therein)

o character data or attribute values containing unescaped characters
that map to the predefined entities (Section 4.6 therein); such
characters MJST be escaped

Wth regard to XM. processing, if an XMPP inpl enentation receives
such restricted XML data, it MJST ignore the data.

2. XM Nanespace Nanmes and Prefixes

XM. Namespaces [ XML- NAMES] are used within all XWMPP-conpliant XM to
create strict boundaries of data ownership. The basic function of
nanespaces is to separate different vocabul aries of XM. el enents that
are structurally m xed together. Ensuring that XMPP-conpliant XM is
nanespace- aware enabl es any all owable XM. to be structurally m xed
with any data element within XMPP. Rules for XM. nanespace nanmes and
prefixes are defined in the foll ow ng subsections.
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2.1. Streans Nanespace

A streans nanespace declaration is REQURED in all XM stream
headers. The nane of the streans nanespace MJST be

"http://etherx.jabber.org/streans’. The el enent nanes of the
<streani > elenment and its <features/> and <error/> children MJST be
qualified by the streans nanespace prefix in all instances. An

i mpl enentati on SHOULD generate only the "stream’ prefix for these
el enents, and for historical reasons MAY accept only the 'stream’
prefix.

2.2. Default Nanespace

A default namespace declaration is REQU RED and is used in all XM
streans in order to define the allowable first-level children of the
root streamelenment. This nanespace declarati on MJST be the sane for
the initial stream and the response stream so that both streans are
qualified consistently. The default nanespace declaration applies to
the streamand all stanzas sent within a stream (unless explicitly
qual i fi ed by anot her namespace, or by the prefix of the streans
nanespace or the dial back nanmespace).

A server inplenmentati on MJUST support the follow ng two default
nanespaces (for historical reasons, sone inplenentations MAY support
only these two default nanespaces):

0 jabber:client -- this default nanespace is decl ared when the
streamis used for conmmuni cati ons between a client and a server

o jabber:server -- this default nanespace is decl ared when the
streamis used for conmmuni cati ons between two servers

A client inplenmentati on MUST support the 'jabber:client’ default
nanespace, and for historical reasons MAY support only that default
namespace.

An i nmpl enmentati on MJST NOT generate nanespace prefixes for elenents
in the default nanmespace if the default nanespace is 'jabber:client’
or 'jabber:server’. An inplenmentation SHOULD NOT generate nanespace
prefixes for elenents qualified by content (as opposed to strean)
nanespaces other than ’'jabber:client’ and 'jabber:server’.

Note: The 'jabber:client’ and ’jabber:server’ nanmespaces are nearly
identical but are used in different contexts (client-to-server

comuni cations for 'jabber:client’ and server-to-server

comuni cations for 'jabber:server’). The only difference between the
two is that the "to’ and 'from attributes are OPTIONAL on stanzas
sent within ’'jabber:client’, whereas they are REQU RED on stanzas
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sent within ’'jabber:server’. |If a conpliant inplenentation accepts a
streamthat is qualified by the 'jabber:client’ or 'jabber:server’
nanespace, it MJST support the common attributes (Section 9.1) and
basi ¢ senmantics (Section 9.2) of all three core stanza kinds
(message, presence, and 1 Q.

2.3. Dial back Namespace

A di al back nanespace declaration is REQU RED for all elenents used in
server dial back (Section 8). The nanme of the dial back namespace MJST
be ’jabber:server:dialback’. Al elenents qualified by this
nanespace MJST be prefixed. An inplenentation SHOULD generate only
the "db:’ prefix for such elenments and MAY accept only the 'db:’
prefix.

3. Validation

Except as noted with regard to 'to’ and 'from addresses for stanzas
within the 'jabber:server’ nanmespace, a server is not responsible for
validating the XML el enents forwarded to a client or another server;
an i npl enmentati on MAY choose to provide only validated data el enents
but this is OPTIONAL (although an inplenmentati on MJST NOT accept XM
that is not well-forned). dients SHOULD NOT rely on the ability to
send data which does not conformto the schemas, and SHOULD i gnore
any non-conformant el enents or attributes on the incom ng XM. stream
Val idation of XM. streans and stanzas is OPTIONAL, and schemas are

i ncl uded herein for descriptive purposes only.

4. | ncl usi on of Text Decl aration

| npl ement ati ons SHOULD send a text declaration before sending a
stream header. Applications MJST follow the rules in [ XM.] regarding
the circunmstances under which a text declaration is included.

5. Character Encoding

| mpl enent ati ons MJST support the UTF-8 (RFC 3629 [ UTF-8])
transformati on of Universal Character Set (1SOIEC 10646-1 [ UCS2])
characters, as required by RFC 2277 [CHARSET]. | nplenentati ons MJST
NOT attenpt to use any other encoding.

Core Conpliance Requirenents

This section summari zes the specific aspects of the Extensible
Messagi ng and Presence Protocol that MJST be supported by servers and
clients in order to be considered conpliant inplenmentations, as well
as additional protocol aspects that SHOULD be supported. For
conpl i ance purposes, we draw a distinction between core protocols
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(whi ch MJUST be supported by any server or client, regardl ess of the
specific application) and instant messagi ng protocols (which MJST be
supported only by instant nessagi ng and presence applications built
on top of the core protocols). Conpliance requirenents that apply to
all servers and clients are specified in this section; conpliance
requi rements for instant nessaging servers and clients are specified
in the corresponding section of [ XWPP-1M.

1. Servers

In addition to all defined requirenents with regard to security, XM
usage, and internationalization, a server MJST support the follow ng
core protocols in order to be considered conpliant:

o Application of the [ NAMEPREP], Nodeprep (Appendix A), and
Resour ceprep (Appendi x B) profiles of [ STRINGPREP] to addresses
(including ensuring that domain identifiers are internationalized
domai n nanmes as defined in [|DNA])

o0 XM streans (Section 4), including Use of TLS (Section 5), Use of
SASL (Section 6), and Resource Binding (Section 7)

o The basic semantics of the three defined stanza kinds (i.e.,
<nessage/ >, <presence/>, and <iqg/>) as specified in stanza
semantics (Section 9.2)

0 GCeneration (and, where appropriate, handling) of error syntax and
semantics related to streans, TLS, SASL, and XM. stanzas

In addition, a server MAY support the follow ng core protocol
o Server dial back (Section 8)
2. (dients

A client MJIST support the follow ng core protocols in order to be
consi dered conpliant:

o0 XM streans (Section 4), including Use of TLS (Section 5), Use of
SASL (Section 6), and Resource Binding (Section 7)

o The basic semantics of the three defined stanza kinds (i.e.,
<nessage/ >, <presence/>, and <iqg/>) as specified in stanza
semantics (Section 9.2)

o0 Handling (and, where appropriate, generation) of error syntax and
semantics related to streans, TLS, SASL, and XM. stanzas
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In addition, a client SHOULD support the follow ng core protocols:

0 GCeneration of addresses to which the [ NAMEPREP], Nodeprep
(Appendi x A), and Resourceprep (Appendix B) profiles of
[ STRINGPREP] can be applied without failing

I nternationalizati on Consi derations

XM. streanms MJST be encoded in UTF-8 as specified under Character
Encodi ng (Section 11.5). As specified under Stream Attri butes
(Section 4.4), an XM. stream SHOULD include an 'xm:lang attribute
that is treated as the default |anguage for any XM. character data
sent over the streamthat is intended to be presented to a human
user. As specified under xm:lang (Section 9.1.5), an XM stanza
SHOULD i nclude an 'xm :lang’ attribute if the stanza contains XM
character data that is intended to be presented to a human user. A
server SHOULD apply the default 'xml:lang attribute to stanzas it
routes or delivers on behalf of connected entities, and MJST NOT
nmodi fy or delete 'xm:lang attributes fromstanzas it receives from
other entities.

Security Considerations
1. High Security

For the purposes of XMPP communi cations (client-to-server and
server-to-server), the term"high security" refers to the use of
security technol ogi es that provide both mutual authentication and
integrity-checking; in particular, when using certificate-based

aut hentication to provide high security, a chain-of-trust SHOULD be
establ i shed out-of-band, although a shared certificate authority
signing certificates could allow a previously unknown certificate to
establish trust in-band. See Section 14.2 bel ow regardi ng
certificate validation procedures.

| mpl enent ati ons MJST support high security. Service provisioning
SHOULD use high security, subject to |local security policies.

2. Certificate Validation

When an XMPP peer conmuni cates with anot her peer securely, it MJST
validate the peer’s certificate. There are three possible cases:

Case #1: The peer contains an End Entity certificate which appears to
be certified by a chain of certificates ternminating in a trust
anchor (as described in Section 6.1 of [X509]).
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Case #2: The peer certificate is certified by a Certificate Authority
not known to the validating peer.

Case #3: The peer certificate is self-signed.
In Case #1, the validating peer MUST do one of two things:

1. Verify the peer certificate according to the rules of [X509].
The certificate SHOULD then be checked agai nst the expected
identity of the peer following the rules described in [HITP-TLS],
except that a subject Al tNanme extension of type "xnmpp" MJIST be
used as the identity if present. |If one of these checks fails,
user-oriented clients MIST either notify the user (clients MAY
give the user the opportunity to continue with the connection in
any case) or term nate the connection with a bad certificate
error. Automated clients SHOULD term nate the connection (with a
bad certificate error) and log the error to an appropriate audit
log. Autonated clients MAY provide a configuration setting that
di sabl es this check, but MJST provide a setting that enables it.

2. The peer SHOULD show the certificate to a user for approval
including the entire certificate chain. The peer MJST cache the
certificate (or sone non-forgeable representation such as a

hash). In future connections, the peer MJST verify that the sane
certificate was presented and MJST notify the user if it has
changed.

In Case #2 and Case #3, inplenentations SHOULD act as in (2) above.
3. dient-to-Server Conmmunications

A conpliant client inplenentation MJST support both TLS and SASL for
connections to a server

The TLS protocol for encrypting XM. streans (defined under Use of TLS
(Section 5)) provides a reliable nmechanismfor helping to ensure the
confidentiality and data integrity of data exchanged between two
entities.

The SASL protocol for authenticating XM. streans (defined under Use
of SASL (Section 6)) provides a reliable nechanismfor validating
that a client connecting to a server is who it clainms to be.

Client-to-server conmmuni cati ons MJST NOT proceed until the DNS

host nane asserted by the server has been resolved. Such resol utions
SHOULD first attenpt to resolve the hostnane using an [ SRV] Service
of "xnpp-client" and Proto of "tcp", resulting in resource records
such as " _xmpp-client. _tcp.exanple.com” (the use of the string
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"xnmpp-client” for the service identifier is consistent with the | ANA
registration). |If the SRV |ookup fails, the fallback is a nornmnal

| Pv4/ 1 Pv6 address record resolution to determine the |IP address,
usi ng the "xnpp-client" port of 5222, registered with the | ANA

The | P address and nethod of access of clients MJUST NOT be nmade
public by a server, nor are any connections other than the original
server connection required. This helps to protect the client’s
server fromdirect attack or identification by third parti es.

4. Server-to-Server Comrmuni cations

A conpliant server inplenentation MJST support both TLS and SASL for
i nt er-donai n comuni cations. For historical reasons, a conpliant
i npl erent ati on SHOULD al so support Server Dial back (Section 8).

Because service provisioning is a matter of policy, it is OPTI ONAL
for any given domain to comunicate with other donains, and
server-to-server comuni cati ons MAY be di sabl ed by the admi ni strator
of any given deploynment. [|f a particular donain enabl es inter-donain
conmuni cations, it SHOULD enabl e high security.

Adm nistrators may want to require use of SASL for server-to-server
conmuni cations in order to ensure both authentication and
confidentiality (e.g., on an organization s private network).
Conpl i ant inpl enmentations SHOULD support SASL for this purpose.

I nter-domai n connecti ons MJUST NOT proceed until the DNS hostnanes
asserted by the servers have been resolved. Such resol utions MJST
first attenpt to resolve the hostnanme using an [ SRV] Service of
"xmpp-server" and Proto of "tcp", resulting in resource records such
as " _xnpp-server. _tcp.exanmple.com" (the use of the string
"xnpp-server" for the service identifier is consistent with the | ANA
regi stration; note well that the "xnpp-server" service identifier
supersedes the earlier use of a "jabber" service identifier, since
the earlier usage did not conformto [SRV]; inplenentations desiring
to be backward conpatible should continue to | ook for or answer to
the "jabber"” service identifier as well). |If the SRV | ookup fails,
the fallback is a normal |1Pv4/1Pv6 address record resolution to
determ ne the | P address, using the "xmpp-server" port 5269,

regi stered with the | ANA

Server dial back hel ps protect against domain spoofing, thus making it
more difficult to spoof XML stanzas. It is not a nechanismfor

aut henticating, securing, or encrypting streans between servers as is
done via SASL and TLS, and results in weak verification of server
identities only. Furthernore, it is susceptible to DNS poi soning
attacks unl ess DNSSec [ DNSSEC] is used, and even if the DNS

Sai nt - Andre, Ed. St andar ds Track [ Page 66]



RFC 3920 X\VPP Cor e Oct ober 2004

14.

14.

14.

information is accurate, dialback cannot protect from attacks where
the attacker is capable of hijacking the IP address of the renpte
domai n. Domai ns requiring robust security SHOULD use TLS and SASL.
If SASL is used for server-to-server authentication, dialback SHOULD
NOT be used since it is unnecessary.

5. Oder of Layers

The order of layers in which protocols MIUST be stacked is as foll ows:

1. TCP
2. TLS
3. SASL
4.  XMPP

The rationale for this order is that [TCP] is the base connection
| ayer used by all of the protocols stacked on top of TCP, [TLS] is
often provided at the operating systemlayer, [SASL] is often
provided at the application |layer, and XMPP is the application
itself.

6. Lack of SASL Channel Binding to TLS

The SASL framework does not provide a nmechanismto bi nd SASL

aut hentication to a security layer providing confidentiality and
integrity protection that was negotiated at a |lower layer. This |ack
of a "channel binding" prevents SASL from being able to verify that

t he source and destination end points to which the Iower |ayer’s
security is bound are equivalent to the end points that SASL is
authenticating. |If the end points are not identical, the | ower

|l ayer’s security cannot be trusted to protect data transmtted
between the SASL authenticated entities. In such a situation, a SASL
security layer should be negotiated that effectively ignores the
presence of the |lower |ayer security.

7. Mandatory-to-Inplement Technol ogi es

At a minimum all inplenmentations MJST support the follow ng
nmechani sns:

for authentication: the SASL [ Dl GEST- MD5] nechani sm

for confidentiality: TLS (using the TLS RSA W TH 3DES EDE CBC_SHA
ci pher)

for both: TLS plus SASL EXTERNAL(using the
TLS RSA W TH _3DES EDE_CBC_SHA ci pher supporting client-side
certificates)
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8. Firewal |l s

Conmruni cati ons using XMPP nornmal Iy occur over [TCP] connections on
port 5222 (client-to-server) or port 5269 (server-to-server), as
registered with the | ANA (see | ANA Considerations (Section 15)). Use
of these well-known ports allows admi nistrators to easily enable or

di sabl e XMPP activity through existing and comuonl y- depl oyed
firewalls.

9. Use of base64 in SASL

Both the client and the server MJST verify any [ BASE64] data received
during SASL negotiation. An inplenmentation MJST reject (not ignore)
any characters that are not explicitly allowed by the base64

al phabet; this helps to guard agai nst creation of a covert channel
that could be used to "leak" information. An inplenentation MJST NOT
break on invalid i nput and MJST reject any sequence of base64
characters containing the pad ('=") character if that character is

i ncluded as sonething other than the last character of the data
(e.g., "=AAA" or "BBBB=CCC'); this helps to guard agai nst buffer
overflow attacks and other attacks on the inplenentation. Base 64
encoding visually hides otherw se easily recogni zed i nformation, such
as passwords, but does not provide any conputational confidentiality.
Base 64 encoding MJST follow the definition in Section 3 of RFC 3548
[ BASE64] .

10. Stringprep Profiles

XMPP makes use of the [ NAVEPREP] profile of [STRINGPREP] for the
processing of domain identifiers; for security considerations rel ated
to Naneprep, refer to the appropriate section of [ NAVEPREP].

In addition, XMPP defines two profiles of [STRI NGPREP]: Nodeprep
(Appendi x A) for node identifiers and Resourceprep (Appendix B) for
resource identifiers.

The Uni code and |1 SO | EC 10646 repertoires have many characters that
look simlar. |In many cases, users of security protocols mght do
vi sual nmatchi ng, such as when conparing the names of trusted third
parties. Because it is inpossible to nmap sinmilar-1looking characters
wi t hout a great deal of context, such as knowi ng the fonts used,
stringprep does nothing to map simlar-1|ooking characters together
nor to prohibit some characters because they | ook |ike others.

A node identifier can be enployed as one part of an entity’'s address
in XMPP. One commn usage is as the usernanme of an instant nessagi ng
user; another is as the nanme of a nulti-user chat room many ot her
kinds of entities could use node identifiers as part of their
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15.

15.

15.

addresses. The security of such services could be conproni sed based
on different interpretations of the internationalized node
identifier; for exanple, a user entering a single internationalized
node identifier could access another user’s account information, or a
user could gain access to an otherw se restricted chat room or

servi ce.

A resource identifier can be enployed as one part of an entity’'s
address in XMPP. One common usage is as the nanme for an instant
nmessagi ng user’s connected resource (active session); another is as
the nicknane of a user in a nmulti-user chat room many other kinds of
entities could use resource identifiers as part of their addresses.
The security of such services could be conprom sed based on different
interpretations of the internationalized resource identifier; for
exanpl e, a user could attenpt to initiate nultiple sessions with the
same nane, or a user could send a nmessage to sonmeone other than the
intended recipient in a nmulti-user chat room

| ANA Consi der ati ons
1. XM Nanespace Nanme for TLS Data

A URN sub- nanespace for TLS-rel ated data in the Extensible Messaging
and Presence Protocol (XMPP) is defined as follows. (This nanespace
nanme adheres to the format defined in The | ETF XM. Registry

[ XML- REG] .)

URI: urn:ietf:params: xm:ns: xmpp-tls

Speci fication: RFC 3920

Description: This is the XM. nanespace nanme for TLS-related data in
t he Extensi bl e Messaging and Presence Protocol (XMPP) as defined
by RFC 3920.

Regi strant Contact: |ETF, XMPP Worki ng Group, <xmppwg@ abber. org>

2. XM Nanespace Nanme for SASL Data

A URN sub- nanespace for SASL-rel ated data in the Extensible Messaging
and Presence Protocol (XMPP) is defined as follows. (This nanespace
nane adheres to the format defined in [ XM.- REG .)

URI: urn:ietf:params: xm : ns: xnpp- sasl

Speci fication: RFC 3920

Description: This is the XM. nanmespace nanme for SASL-related data in
t he Extensi bl e Messaging and Presence Protocol (XMPP) as defined
by RFC 3920.

Regi strant Contact: |ETF, XMPP Worki ng Group, <xmppwg@ abber. org>
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15.

15.

3. XM Nanespace Nane for Stream Errors

A URN sub- nanespace for streamrelated error data in the Extensible
Messagi ng and Presence Protocol (XMPP) is defined as follows. (This
nanespace nanme adheres to the format defined in [ XM.- REGF .)

URI: urn:ietf:paranms: xm : ns: xnmpp-streans

Speci fication: RFC 3920

Description: This is the XM. nanmespace nanme for streamrelated error
data in the Extensible Messagi ng and Presence Protocol (XWMPP) as
defined by RFC 3920.

Regi strant Contact: |ETF, XMPP Worki ng Group, <xmppwyg@ abber. org>

4. XM. Nanmespace Nane for Resource Binding

A URN sub- nanespace for resource binding in the Extensible Messaging
and Presence Protocol (XMPP) is defined as follows. (This nanespace
nane adheres to the format defined in [ XM.- REG .)

URI: urn:ietf:parans: xm : ns: xnpp- bi nd

Speci fication: RFC 3920

Description: This is the XM. nanespace nanme for resource binding in
the Extensible Messagi ng and Presence Protocol (XMPP) as defined
by RFC 3920.

Regi strant Contact: |ETF, XMPP Worki ng Group, <xmppwy@ abber. org>

5.  XM. Nanespace Nane for Stanza Errors

A URN sub- nanespace for stanza-related error data in the Extensible
Messagi ng and Presence Protocol (XMPP) is defined as follows. (This
nanespace nanme adheres to the format defined in [ XM.- REGF .)

URI: urn:ietf:paranms: xm : ns: xnmpp- st anzas

Speci fication: RFC 3920

Description: This is the XM. nanmespace nanme for stanza-rel ated error
data in the Extensible Messagi ng and Presence Protocol (XWMPP) as
defined by RFC 3920.

Regi strant Contact: |ETF, XMPP Worki ng Group, <xmppwg@ abber. org>

6. Nodeprep Profile of Stringprep

The Nodeprep profile of stringprep is defined under Nodeprep
(Appendi x A). The I ANA has registered Nodeprep in the stringprep
profile registry.

Narme of this profile:

Nodepr ep
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RFC in which the profile is defined:
RFC 3920
I ndi cator whether or not this is the newest version of the profile:
This is the first version of Nodeprep
7. Resourceprep Profile of Stringprep
The Resourceprep profile of stringprep is defined under Resourceprep
(Appendi x B). The I ANA has regi stered Resourceprep in the stringprep
profile registry.
Narme of this profile:
Resour ceprep
RFC in which the profile is defined:
RFC 3920
I ndi cator whether or not this is the newest version of the profile:
This is the first version of Resourceprep

8. GSSAPI Service Nane

The | ANA has registered "xnpp" as a GSSAPI [ GSS-API] service nanme, as
defined under SASL Definition (Section 6.3).

9. Port Nunbers

The | ANA has registered "xnpp-client" and "xnpp-server" as keywords
for [TCP] ports 5222 and 5269 respectively.

These ports SHOULD be used for client-to-server and server-to-server
comuni cati ons respectively, but their use is OPTI ONAL.
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Appendi x A, Nodeprep

A. 1. Introduction

A 2.

A 3.

A 4.

Sai

Thi s appendi x defines the "Nodeprep” profile of [STRINGPREP]. As
such, it specifies processing rules that will enable users to enter
internationalized node identifiers in the Extensible Messagi ng and
Presence Protocol (XMPP) and have the hi ghest chance of getting the
content of the strings correct. (An XMPP node identifier is the
optional portion of an XMPP address that precedes a donain identifier
and the '@ separator; it is often but not exclusively associated
with an instant messagi ng usernane.) These processing rules are

i ntended only for XMPP node identifiers and are not intended for
arbitrary text or any other aspect of an XMPP address.

This profile defines the follow ng, as required by [ STRI NGPREP] :

o The intended applicability of the profile: internationalized node
identifiers within XMPP

0 The character repertoire that is the input and output to
stringprep: Unicode 3.2, specified in Section 2 of this Appendi x

0 The mappings used: specified in Section 3

0 The Unicode nornalization used: specified in Section 4

0 The characters that are prohibited as output: specified in Section
5

o Bidirectional character handling: specified in Section 6

Character Repertoire

This profile uses Unicode 3.2 with the |ist of unassigned code points
being Table A 1, both defined in Appendi x A of [STRI NGPREP].

Mappi ng

This profile specifies mapping using the follow ng tables from
[ STRI NGPREP] :

Table B. 1
Tabl e B. 2

Nor mal i zat i on

This profile specifies the use of Unicode normalization formKC, as
described in [ STRI NGPREP] .
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A. 5.

A 6.

App
B.1

Sai

Pr ohi bited Qut put

This profile specifies the prohibition of using the follow ng tables
from [ STRI NGPREP] .

Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e

NEFEDNPRP

O0000000000
CONOUNRARWNNE P

In addition, the follow ng Unicode characters are al so prohibited:

#x22 (")
#x26 (&)
#x27 (')
#x2F (/)
#x3A (:)
#x3C (<)
#x3E (>)
#x40 (@

Bi di recti onal Characters

This profile specifies the checking of bidirectional strings, as
described in Section 6 of [STRI NGPREP].

endi x B. Resourceprep
. Introduction

Thi s appendi x defines the "Resourceprep” profile of [STRINGPREP]. As
such, it specifies processing rules that will enable users to enter
internationalized resource identifiers in the Extensible Messaging
and Presence Protocol (XMPP) and have the hi ghest chance of getting
the content of the strings correct. (An XWPP resource identifier is
the optional portion of an XMPP address that foll ows a domain
identifier and the '/’ separator; it is often but not exclusively
associated with an instant nessagi ng session nanme.) These processing
rules are intended only for XMPP resource identifiers and are not
intended for arbitrary text or any other aspect of an XMPP address.
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This profile defines the follow ng, as required by [ STRI NGPREP] :

o The intended applicability of the profile: internationalized
resource identifiers within XWPP

0 The character repertoire that is the input and output to
stringprep: Unicode 3.2, specified in Section 2 of this Appendi x

0 The mappi ngs used: specified in Section 3
0 The Unicode nornalization used: specified in Section 4

0 The characters that are prohibited as output: specified in Section
5

o Bidirectional character handling: specified in Section 6
B.2. Character Repertoire

This profile uses Unicode 3.2 with the |ist of unassigned code points
being Table A 1, both defined in Appendi x A of [STRI NGPREP].

B.3. Mapping

This profile specifies mapping using the follow ng tables from
[ STRI NGPREP] :

Table B. 1
B. 4. Nor mal i zat i on

This profile specifies using Unicode normalization formKC, as
described in [ STRI NGPREP] .
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B.5. Prohibited Qutput

This profile specifies prohibiting use of the followng tables from
[ STRI NGPREP] .

Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e
Tabl e

NEFEDN

O000000000
CONOUAWNNR

B.6. Bidirectional Characters

This profile specifies checking bidirectional strings as described in
Section 6 of [STRI NGPREP] .

Appendi x C.  XM. Schemnas

The followi ng XML schemas are descriptive, not normative. For
schemas defining the 'jabber:client’ and ’'jabber:server’ nanespaces,
refer to [ XMPP-1 M.

C.1. Streans nanespace
<?xm version="1.0" encodi ng=" UTF-8 ?>

<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schemna
t ar get Namespace=" http:// et herx.jabber. org/streans’
xm ns="http://etherx.jabber.org/streans’
el enent For nDef aul t =" unqual i fied >

<xs: el ement nane='streani >
<xs: conpl exType>
<xs:sequence xm ns:client="jabber:client’
xm ns: server="j abber: server’
xm ns: db="j abber: server: di al back’ >
<xs:element ref="features’ m nQccurs="0" maxCccurs="1"/>
<XS:any nanespace=’urn:ietf:paranms: xn :ns: xmpp-tls’
m nCccurs="0’
maxQCccur s=" unbounded’ / >

<XS:any nanespace=’urn:ietf:parans: xn :ns: xnmpp-sasl’
m nCccurs="0’
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maxQOccur s=’ unbounded’ / >
<xs:choice m nCccurs="0" maxQccurs='1">
<xs:choice m nCccurs="0" maxCccur s=' unbounded’ >
<xs:element ref="client: message’ />
<xs:element ref="client:presence’ />
<xs:elenment ref="client:iq />
</ xs: choi ce>
<xs:choice m nCccurs="0" maxCccurs=' unbounded’ >
<xs: el ement ref="server:nessage' />
<xs: el ement ref="server:presence’' />
<xs:elenment ref="server:iq />
<xs:element ref="db:result’/>
<xs:elenment ref="db:verify />
</ xs: choi ce>
</ xs: choi ce>
<xs:element ref="error’ mnCccurs="0" maxCOccurs="1'/>
</ Xs: sequence>

<xs:attribute nanme="fronm type=' xs:string use=optional’/>

<xs:attribute name="id type= xs: NMITOKEN use=' optional’'/>
<xs:attribute nanme="to type='xs:string use=optional’/>

2004

<xs:attribute nane='version' type='xs:decinal’ use='optional’/>

<xs:attribute ref="xm:lang’ use= optional’/>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nane='features’ >
<xs: conpl exType>
<xs:all xmns:tls="urn:ietf:paranms: xm :ns: xmpp-tls’
xm ns: sasl =" urn:ietf:parans: xm : ns: xnpp- sasl’
xm ns: bi nd="urn:ietf: parans: xm : ns: xnpp- bi nd’
xm ns:sess="urn:ietf:parans: xm : ns: xnpp- sessi on’ >
<xs:element ref="tls:starttls’ mnQccurs="0"/>
<xs: el ement ref="sasl:mechani snms’ ninCccurs="0"/>
<xs:element ref="bind:bind mnminCccurs="0"/>
<xs:element ref="sess:session” mnCccurs="0"/>
</xs:all>
</ xs: conpl exType>
</ xs: el enent >

<xs: el enent nane='error’ >
<xs: conpl exType>

<xs:sequence xmns:err="urn:ietf:parans:xnl:ns: xnmpp-streans’ >

<XS: group ref="err:streankrrorGoup’ />
<xs:element ref="err:text’
m nCccurs="0’
maxCQccurs="1"/>
</ Xs: sequence>
</ xs: conpl exType>
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</ xs: el enent >

</ Xxs: schema>

C.2. Stream error nanespace

<?xm

version="1.0" encodi ng=" UTF-8 ?>

<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schemna
t ar get Namespace="urn:ietf: parans: xm : ns: xnpp- streans’
xm ns="urn:ietf:parans: xnl : ns: xnpp- streans’

el

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<Xs
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<Xs
<XS:
<XS:
<Xs

<XS:

enment FormDef aul t =" qual i fied >

el enent name=' bad-format’ type="enpty'/>

el enent nane=’ bad- nanespace-prefix’ type=enpty’'/>
el enent nanme="conflict’ type=enpty'/>

el enent nanme=’ connection-tinmeout’ type= enpty’'/>

el enent name=’ host-gone’ type="enpty’' />

el enent nane=" host - unknown’ type="enpty’/>

el enent name='i nproper-addressing’ type="enpty’' />
el enent nane="internal -server-error’ type=enpty'/>
el enent name="invalid-id type=enpty' />

el enent nane='i nval i d- nanespace’ type="enpty’' />

el enent nane="invalid-xm’' type=enpty' />

el enent nane=’ not-authorized type= enpty'/>

el enent nanme='policy-violation type=enpty'/>

el enent nane=’'renote-connection-failed type= enpty' />
el enent name=’'resource-constraint’ type=enpty’' />

el enent nane="restricted-xm’' type=enpty'/>

el ement nane=' see-ot her-host’ type= xs:string />

el enent nane=" system shutdown’ type="enpty’'/>

el enent name=" undefined-condition’ type="enpty’' />

[
[
celement nane="invalid-from type= enpty'/>
[
[
[

el enent nane=" unsupported-encodi ng’ type="enpty’' />

el enent nane=" unsupported-stanza-type’ type=enpty’/>
el enent name=" unsupported-version’ type=enpty’' />

cel enment nane="xm -not-wel | -formed’ type="enpty’/>

group name='streantrrorGoup’ >

<xs: choi ce>

<xs:elenment ref="bad-formt’'/>
<xs: el ement ref="bad-nanespace-prefix’/>
<xs:elenment ref="conflict’'/>

<xs: el enment ref="connection-tinmeout’/>
<xs: el ement ref="host-gone' />
<xs: el ement ref="host-unknown’ />
<xs: el ement ref="inproper-addressing />
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<xs:element ref="internal -server-error’/>
<xs:elenment ref="invalid-fronm/>
<xs:element ref="invalid-id />
<xs: el ement ref="invalid-nanespace’ />
<xs:element ref="invalid-xnm’'/>
<xs: el ement ref="not-authorized />
<xs: el enment ref="policy-violation />
<xs: el ement ref="renote-connection-failed />
<xs: el ement ref="resource-constraint’/>
<xs:element ref="restricted-xm’'/>
<xs: el ement ref="see-other-host’'/>
<xs: el ement ref="system shutdown’ />
<xs: el ement ref="undefined-condition’/>
<xs: el ement ref="unsupported-encoding’ />
<xs: el ement ref="unsupported-stanza-type'/>
<xs: el ement ref="unsupported-version' />
<xs:element ref="xm-not-well-forned' />
</ xs: choi ce>
</ xs: group>

<xs: el ement nane="'text’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<XSs: extensi on base='xs:string >
<xs:attribute ref="xm:lang’ use= optional’'/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >

<xs: si npl eType nanme="enpty’ >
<xs:restriction base="xs:string >
<xs:enuneration value=""/>
</xs:restriction>
</ xs: si npl eType>

</ xs: schema>
C. 3. TLS nanespace
<?xm version="1.0" encodi ng=" UTF-8 ?>
<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena
t ar get Namespace="urn:ietf: parans: xm : ns: xnpp-tl s’

xm ns="urn:ietf:parans: xnm :ns: xnpp-tls’
el enent FormDef aul t =" qual i fied' >
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<xs: el ement nane='starttls’ >
<xs: conpl exType>
<XS:sequence>
<xs: el ement
nanme='requi red
m nCccurs="0’
maxQccurs="1’
type="enpty’' />
</ Xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nane=' proceed’ type=enpty’'/>
<xs:element nane="failure' type=enpty’' />

<xs: si npl eType nanme="enpty’ >
<xs:restriction base='xs:string >
<xs:enuneration value=""/>
</xs:restriction>
</ xs: si npl eType>

</ xs: schema>
C. 4. SASL nanespace
<?xm version="1.0" encodi ng=" UTF-8 ?>

<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schemna
t ar get Namespace="urn:ietf: parans: xm : ns: xnpp- sasl’
xm ns="urn:ietf:parans: xnl : ns: xnpp- sasl
el enent FornDef aul t =" qual i fied >

<xs: el ement nanme=' nechani sns’ >
<xs: conpl exType>
<XS:sequence>
<xs: el emrent nanme=' mechani smi
maxQOccur s=" unbounded
type='xs:string />
</ Xs: sequence>
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nane="auth’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<XS: ext ensi on base='enpty’ >
<xs:attribute nanme=' mechani smni
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type='xs:string
use='optional ' />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >

<xs: el ement nane='chal |l enge’ type='xs:string />
<xs: el ement nane='response’ type='xs:string />
<xs: el ement nane='abort’ type="enpty’'/>
<xs: el ement nane=' success’ type=enpty’'/>

<xs: el ement nane='failure' >
<xs: conpl exType>
<xs:choi ce m nCccurs="0">
<xs: el ement nane='aborted’ type="enpty’'/>
<xs: el ement nane='incorrect-encoding type=enpty' />
<xs: el ement nane='invalid-authzid type=enpty'/>
<xs: el ement nane='invalid-mechani sm type="enpty’/>
<xs: el ement nane=' nechani smtoo-weak’ type="enpty’' />
<xs: el ement nane=' not-authorized type="enpty' />
<xs: el ement nane='tenporary-auth-failure’ type=enpty’'/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el enent >
<xs: si npl eType nanme="enpty’ >
<xs:restriction base='xs:string >
<xs:enuneration value=""/>
</xs:restriction>
</ xs: si npl eType>

</ xs: schema>
C.5. Resource bindi ng nanmespace
<?xm version="1.0" encodi ng=" UTF-8 ?>

<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena
t ar get Namespace="urn:ietf: parans: xm : ns: xnpp- bi nd’
xm ns="urn:ietf:parans: xn : ns: xnpp- bi nd’
el enent FormDef aul t =" qual i fied' >

<xs: el ement nane=’ bi nd >
<xs: conpl exType>
<xs:choice mnCccurs="0" naxCccurs="1">
<xs: el ement nane='resource’ type= xs:string />
<xs:element nane="jid type= xs:string />
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</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >

</ xs: schema>
C. 6. Dial back namespace
<?xm version="1.0" encodi ng=" UTF-8 ?>

<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schemna
t ar get Nanmespace='j abber: server: di al back
xm ns="j abber: server: di al back
el enent FornDef aul t =" qual i fied >

<xs: el ement nane="result’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<XS: ext ensi on base=' xs:token' >
<xs:attribute nanme="fronm type='xs:string use="required />
<xs:attribute nanme="to type='xs:string use="required />
<xs:attribute nane="type use='optional’>
<xs: si npl eType>
<xs:restriction base='xs: NCNane’' >
<xs:enuneration value="invalid />
<xs:enuneration value="valid />
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >

<xs: el emrent nane="verify’' >
<xs: conpl exType>
<xs: si npl eCont ent >
<XS: ext ensi on base=' xs:token' >
<xs:attribute name="fronm type='xs:string use="required />
<xs:attribute name="id type= xs: NMIOKEN use='required />
<xs:attribute nanme="to type='xs:string use="required />
<xs:attribute nane="type use='optional’>
<xs: si npl eType>
<xs:restriction base='xs: NCNane’' >
<xs:enuneration value="invalid />
<xs:enuneration value="valid />
</xs:restriction>
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</ xs: si npl eType>
</xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >

</ xs: conpl exType>
</ xs: el enent >

</ Xxs: schema>

C. 7. Stanza error nanespace

<?xm

version="1.0" encodi ng=" UTF-8 ?>

<xs:schema
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schemna
t ar get Namespace="urn:ietf: parans: xm : ns: xnpp- st anzas’
xm ns="urn:ietf:parans: xnl : ns: xnpp- st anzas’

el

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<Xs
<XS:
<XS:
<Xs
<XS:
<XS:

<XS:

enment FormDef aul t =" qual i fied >

el enent nane=" bad-request’ type=enpty’'/>

el enent nanme="conflict’ type=enpty'/>

el enent nane=’'feature-not-inplenented type=enpty’/>
el enent name=’ f or bi dden’ type="enpty’ />

el ement nane='gone’ type='xs:string />

el enent nane="internal -server-error’ type=enpty'/>
el enent nane="itemnot-found type= enpty’'/>

el enent nanme="jid-nal fornmed type="enpty’' />

el enent nane=’ not - acceptable’ type=enpty’'/>

el enent nane="not-all owed’ type=enpty’'/>

el enent nane=" paynent-required type= enpty’'/>

el enent nane=’'reci pi ent-unavail able’ type="enpty’/>
el ement nane="redirect’ type= xs:string />

el enent nane='regi stration-required type=enpty'/>
el enent nane=’'renot e-server-not-found type=enpty’/>

;el enent nane='renote-server-timeout’ type=enpty’/>

el enent name=’'resource-constraint’ type=enpty’' />
el enent name=’ servi ce-unavail abl e’ type="enpty’' />

:el enent nane=’ subscription-required type=enpty’/>

el enent name=" undefined-condition’ type="enpty’' />
el enent nanme=" unexpect ed-request’ type=enpty’/>

group name='stanzaErrorGoup’ >

<xs: choi ce>

<xs: el ement ref="bad-request’/>

<xs:elenment ref="conflict’'/>

<xs:element ref="feature-not-inplenented />
<xs: el ement ref="forbidden />

<xs: el ement ref="gone’'/>
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<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
<xs: el enent
</ xs: choi ce>
</ xs: group>

ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=
ref=

X\VPP Cor e Cct ober

i nternal -server-error’/>
itemnot-found />
jid-mal formed />

not - acceptabl e’/ >

not - al | owed’ / >

paynment -required />

reci pi ent-unavail abl e’ />
redirect’ />
registration-required />
renot e-server-not -found' />
renot e-server-tineout’/>
resource-constraint’/>
servi ce-unavail abl e’ />
subscription-required />
undefi ned-condition'/>
unexpect ed-request’ />

<xs: el ement nane="'text’ >
<xs: conpl exType>
<xs: si npl eCont ent >
<XSs: extensi on base='xs:string >
<xs:attribute ref="xm:lang’ use= optional’'/>

</ xs: ext ensi on>

</ xs: si npl eCont ent >
</ xs: conpl exType>

</ xs: el enent >

<xs: si npl eType nanme="enpty’ >
<xs:restriction base='xs:string >
<xs:enuneration value=""/>
</xs:restriction>

</ xs: si npl eType>

</ Xxs: schema>
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Appendi x D. Differences Between Core Jabber Protocols and XWVPP
This section is non-nornmative.

XMPP has been adapted fromthe protocols originally devel oped in the
Jabber open-source comunity, which can be thought of as "XMPP 0.9".
Because there exists a large installed base of Jabber inplenentations
and depl oynents, it may be hel pful to specify the key differences

bet ween t he rel evant Jabber protocols and XMPP in order to expedite
and encourage upgrades of those inplenentations and depl oynents to
XMPP. This section summari zes the core differences, while the
correspondi ng section of [ XMPP-1M sunmarizes the differences that
relate specifically to instant nessagi ng and presence applications.

D.1. Channel Encryption

It was conmon practice in the Jabber conmunity to use SSL for channel
encryption on ports other than 5222 and 5269 (the convention is to
use ports 5223 and 5270). XMPP uses TLS over the | ANA-registered
ports for channel encryption, as defined under Use of TLS (Section 5)
her ei n.

D.2. Authentication

The client-server authentication protocol devel oped in the Jabber
comunity used a basic IQinteraction qualified by the
"jabber:iqg:auth’ nanmespace (docunentation of this protocol is
contained in [JEP-0078], published by the Jabber Software Foundation
[JSF]). XMPP uses SASL for authentication, as defined under Use of
SASL (Section 6) herein.

The Jabber community did not devel op an authentication protocol for
server-to-server conmuni cations, only the Server D al back (Section 8)
protocol to prevent server spoofing. XMPP supersedes Server D al back
with a true server-to-server authentication protocol, as defined
under Use of SASL (Section 6) herein.

D.3. Resource Binding

Resource binding in the Jabber community was handl ed via the
"jabber:iqg:auth’ namespace (which was al so used for client

aut hentication with a server). XMP defines a dedi cated nanespace
for resource binding as well as the ability for a server to generate
a resource identifier on behalf of a client, as defined under
Resource Bi nding (Section 7).
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D.4. JID Processing

JI D processing was sonmewhat | oosely defined by the Jabber community
(docunentation of forbidden characters and case handling is contained
in [JEP-0029], published by the Jabber Software Foundation [JSF]).
XMPP specifies the use of [ NAMEPREP] for domain identifiers and

suppl ements Naneprep with two additional [STRI NGPREP] profiles for
JI D processing: Nodeprep (Appendix A) for node identifiers and

Resour ceprep (Appendi x B) for resource identifiers.

D.5. FError Handling

Streamrelated errors were handl ed in the Jabber comunity via XM
character data text in a <streamerror/> elenent. |n XVPP,
streamrelated errors are handl ed via an extensi bl e nechani sm defi ned
under Stream Errors (Section 4.7) herein.

Stanza-rel ated errors were handl ed in the Jabber comunity via
HTTP-style error codes. |In XMPP, stanza-related errors are handl ed
via an extensi bl e nechani sm defi ned under Stanza Errors (Section 9.3)
herein. (Docunentation of a napping between Jabber and XMPP error
handl i ng mechani snms is contained in [JEP-0086], published by the
Jabber Software Foundation [JSF].)

D.6. Internationalization

Al t hough use of UTF-8 has al ways been standard practice within the
Jabber conmunity, the conmunity did not define nechanisns for

speci fying the | anguage of human-readabl e text provided in XM
character data. XMPP specifies the use of the 'xm:lang’ attribute
in such contexts, as defined under Stream Attri butes (Section 4.4)
and xm :lang (Section 9.1.5) herein.

D.7. Stream Version Attribute
The Jabber community did not include a 'version’ attribute in stream
headers. XMPP specifies inclusion of that attribute as a way to

signal support for the streamfeatures (authentication, encryption
etc.) defined under Version Support (Section 4.4.1) herein.
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Acknow edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Sai nt - Andre, Ed. St andar ds Track [ Page 90]






