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Abstract

The Dormai n Nane System Security Extensions (DNSSEC) add data origin
authentication and data integrity to the Domain Nane System This
docunent introduces these extensions and describes their capabilities
and limtations. This docunent al so discusses the services that the
DNS security extensions do and do not provide. Last, this docunent
describes the interrel ati onshi ps between the docunents that

coll ectively descri be DNSSEC
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i ntroduces the Dommi n Nanme System Security Extensions
Thi s docunent and its two conpani on docunments ([ RFC4034]

[ RFC4035]) update, clarify, and refine the security extensions
ned in [ RFC2535] and its predecessors. These security extensions
consi st of a set of new resource record types and nodifications to
exi sting DNS protocol ([RFCL035]). The new records and protocol

fications are not fully described in this docunent,

but are
described in a family of docunments outlined in Section 10.

Secti ons

3 and 4 describe the capabilities and linmitations of the security

extensions in greater detail.

Section 5 discusses the scope of the

docunent set. Sections 6, 7, 8, and 9 discuss the effect that these

security extensions will have on resol vers, stub resolvers, zones,
and name servers.
This docunent and its two conpani ons obsol ete [ RFC2535], [RFC3008],

[ RFC3090], [RFC3445], [RFC3655], [RFC3658], [RFC3755], [RFC3757], and

[ RFC3845] .

Thi s docunent set al so updates but does not obsolete

[ RFC1034], [RFC1035], [RFC2136], [RFC2181], [RFC2308], [RFC3225],
[ RFC3007], [RFC3597], and the portions of [RFC3226] that deal with
DNSSEC.
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The DNS security extensions provide origin authentication and
integrity protection for DNS data, as well as a neans of public key
distribution. These extensions do not provide confidentiality.

2. Definitions of Inportant DNSSEC Terns

This section defines a nunber of terms used in this docunent set.
Because this is intended to be useful as a reference while reading
the rest of the docunment set, first-tinme readers may wi sh to skim
this section quickly, read the rest of this docunent, and then cone
back to this section

Aut hentication Chain: An alternating sequence of DNS public key
(DNSKEY) RRsets and Del egation Signer (DS) RRsets forns a chain of
signed data, with each link in the chain vouching for the next. A
DNSKEY RR is used to verify the signature covering a DS RR and
allows the DS RR to be authenticated. The DS RR contains a hash
of another DNSKEY RR and this new DNSKEY RR i s authenticated by
mat ching the hash in the DS RR. This new DNSKEY RR in turn
aut henti cates anot her DNSKEY RRset and, in turn, sone DNSKEY RR in
this set nay be used to authenticate another DS RR, and so forth
until the chain finally ends with a DNSKEY RR whose correspondi ng
private key signs the desired DNS data. For exanple, the root
DNSKEY RRset can be used to authenticate the DS RRset for
"example." The "exanple." DS RRset contains a hash that natches
sonme "exanple." DNSKEY, and this DNSKEY' s corresponding private
key signs the "example." DNSKEY RRset. Private key counterparts
of the "exanple." DNSKEY RRset sign data records such as
"wwv. exanpl e.” and DS RRs for del egations such as
"subzone. exanpl e. "

Aut hentication Key: A public key that a security-aware resolver has
verified and can therefore use to authenticate data. A
security-aware resol ver can obtain authentication keys in three
ways. First, the resolver is generally configured to know about
at | east one public key; this configured data is usually either
the public key itself or a hash of the public key as found in the
DS RR (see "trust anchor"). Second, the resolver nmay use an
aut henticated public key to verify a DS RR and the DNSKEY RR to
which the DS RR refers. Third, the resolver nay be able to
determ ne that a new public key has been signed by the private key
correspondi ng to another public key that the resol ver has
verified. Note that the resolver nust always be guided by | ocal
pol i cy when deci ding whether to authenticate a new public key,
even if the local policy is sinply to authenticate any new public
key for which the resolver is able verify the signature.
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Authoritative RRset: Wthin the context of a particular zone, an
RRset is "authoritative" if and only if the owner name of the
RRset lies within the subset of the name space that is at or bel ow
the zone apex and at or above the cuts that separate the zone from
its children, if any. All RRsets at the zone apex are
authoritative, except for certain RRsets at this domain nanme that,
if present, belong to this zone’'s parent. These RRset could
include a DS RRset, the NSEC RRset referencing this DS RRset (the
"parental NSEC'), and RRSIG RRs associated with these RRsets, al
of which are authoritative in the parent zone. Similarly, if this
zone contains any del egation points, only the parental NSEC RRset,
DS RRsets, and any RRSI G RRs associated with these RRsets are
authoritative for this zone.

De

egation Point: Termused to describe the name at the parental side
of a zone cut. That is, the delegation point for "foo.exanple"
woul d be the foo.exanple node in the "exanple" zone (as opposed to
the zone apex of the "foo.exanple" zone). See also zone apex.

I sland of Security: Termused to describe a signed, del egated zone
that does not have an authentication chain fromits del egating
parent. That is, there is no DS RR contai ning a hash of a DNSKEY
RR for the island in its delegating parent zone (see [ RFC4034]).
An island of security is served by security-aware nane servers and
may provide authentication chains to any del egated child zones.
Responses froman island of security or its descendents can only
be authenticated if its authentication keys can be authenti cated

by sonme trusted neans out of band fromthe DNS protocol

Key Signing Key (KSK): An authentication key that corresponds to a
private key used to sign one or nore other authentication keys for
a given zone. Typically, the private key corresponding to a key
signing key will sign a zone signing key, which in turn has a
correspondi ng private key that will sign other zone data. Local
policy may require that the zone signing key be changed
frequently, while the key signing key may have a |onger validity
period in order to provide a nore stable secure entry point into
the zone. Designating an authentication key as a key signing key
is purely an operational issue: DNSSEC validation does not
di sti ngui sh between key signing keys and ot her DNSSEC
aut hentication keys, and it is possible to use a single key as
both a key signing key and a zone signing key. Key signing keys
are discussed in nore detail in [RFC3757]. Al so see zone signing
key.
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Non-Val i dating Security-Aware Stub Resolver: A security-aware stub
resolver that trusts one or nobre security-aware recursive nane
servers to performnost of the tasks discussed in this docunent
set on its behalf. |In particular, a non-validating security-aware
stub resolver is an entity that sends DNS queries, receives DNS
responses, and is capable of establishing an appropriately secured
channel to a security-aware recursive nane server that wll
provi de these services on behalf of the security-aware stub
resolver. See also security-aware stub resolver, validating
security-aware stub resol ver.

Non-Val i dating Stub Resolver: A less tedious termfor a
non-val i dati ng security-aware stub resol ver

Security-Aware Nane Server: An entity acting in the role of a nanme
server (defined in section 2.4 of [RFC1034]) that understands the
DNS security extensions defined in this docunment set. In
particular, a security-aware nane server is an entity that
recei ves DNS queries, sends DNS responses, supports the EDNSO
([ RFC2671]) nessage size extension and the DO bit ([ RFC3225]), and
supports the RR types and nessage header bits defined in this
docunent set.

Security-Aware Recursive Nane Server: An entity that acts in both the
security-aware name server and security-aware resolver roles. A
nore cunbersone but equival ent phrase would be "a security-aware
nane server that offers recursive service".

Security-Aware Resolver: An entity acting in the role of a resolver
(defined in section 2.4 of [RFCL034]) that understands the DNS
security extensions defined in this docunment set. |In particular,
a security-aware resolver is an entity that sends DNS queries,
recei ves DNS responses, supports the EDNSO ([ RFC2671]) nessage
si ze extension and the DO bit ([RFC3225]), and is capable of using
the RR types and nessage header bits defined in this docunment set
to provi de DNSSEC servi ces.

Security-Aware Stub Resolver: An entity acting in the role of a stub
resolver (defined in section 5.3.1 of [ RFC1034]) that has enough
of an understanding the DNS security extensions defined in this
docunment set to provide additional services not available froma
security-oblivious stub resolver. Security-aware stub resolvers
may be either "validating" or "non-validating", depending on
whet her the stub resolver attenpts to verify DNSSEC si ghatures on
its own or trusts a friendly security-aware nane server to do so.
See al so validating stub resolver, non-validating stub resol ver
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Security-Oblivious <anything> An <anything> that is not
"security-aware".

Si gned Zone: A zone whose RRsets are signed and that contains
properly constructed DNSKEY, Resource Record Signature (RRSI G,
Next Secure (NSEC), and (optionally) DS records.

Trust Anchor: A configured DNSKEY RR or DS RR hash of a DNSKEY RR A
val idating security-aware resolver uses this public key or hash as
a starting point for building the authentication chain to a signed

DNS response. In general, a validating resolver will have to
obtain the initial values of its trust anchors via sone secure or
trusted nmeans outside the DNS protocol. Presence of a trust

anchor also inplies that the resolver should expect the zone to
whi ch the trust anchor points to be signed.

Unsi gned Zone: A zone that is not signed.

Val idating Security-Aware Stub Resolver: A security-aware resolver
that sends queries in recursive node but that performs signature
validation on its own rather than just blindly trusting an
upstream security-aware recursive nane server. See al so
security-aware stub resol ver, non-validating security-aware stub
resol ver.

Val idating Stub Resolver: A less tedious termfor a validating
security-aware stub resol ver.

Zone Apex: Termused to describe the nane at the child s side of a
zone cut. See al so del egation point.

Zone Signing Key (ZSK): An authentication key that corresponds to a
private key used to sign a zone. Typically, a zone signing key
will be part of the sanme DNSKEY RRset as the key signing key whose
correspondi ng private key signs this DNSKEY RRset, but the zone
signing key is used for a slightly different purpose and may
differ fromthe key signing key in other ways, such as validity
lifetinme. Designating an authentication key as a zone signing key
is purely an operational issue; DNSSEC validation does not
di sti ngui sh between zone signing keys and ot her DNSSEC
aut hentication keys, and it is possible to use a single key as
both a key signing key and a zone signing key. See also key
si gni ng key.
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3. Services Provided by DNS Security

The Dormai n Nane System (DNS) security extensions provide origin
authentication and integrity assurance services for DNS data,

i ncl udi ng mechani sms for authenticated denial of existence of DNS
data. These nechanisns are described bel ow

These mechani sns require changes to the DNS protocol. DNSSEC adds
four new resource record types: Resource Record Signhature (RRSI G,
DNS Public Key (DNSKEY), Del egation Signer (DS), and Next Secure
(NSEC). It also adds two new nessage header bits: Checking D sabl ed
(CD) and Authenticated Data (AD). In order to support the |arger DNS
nmessage sizes that result from addi ng the DNSSEC RRs, DNSSEC al so
requi res EDNSO support ([RFC2671]). Finally, DNSSEC requires support
for the DNSSEC OK (DO EDNS header bit ([RFC3225]) so that a
security-aware resolver can indicate in its queries that it wi shes to
recei ve DNSSEC RRs in response nessages.

These services protect against nost of the threats to the Donain Name
System described in [RFC3833]. Please see Section 12 for a
di scussion of the limtations of these extensions.

3.1. Data Oigin Authentication and Data Integrity
DNSSEC provi des aut henti cati on by associ ating cryptographically

generated digital signatures with DNS RRsets. These digita
sighatures are stored in a new resource record, the RRSIG record.

Typically, there will be a single private key that signs a zone's
data, but multiple keys are possible. For exanple, there may be keys
for each of several different digital signature algorithns. |If a

security-aware resolver reliably learns a zone's public key, it can
authenticate that zone’'s signed data. An inportant DNSSEC concept is
that the key that signs a zone’'s data is associated with the zone
itself and not with the zone’'s authoritative name servers. (Public
keys for DNS transaction authentication nechanisnms may al so appear in
zones, as described in [RFC2931], but DNSSEC itself is concerned with
obj ect security of DNS data, not channel security of DNS
transactions. The keys associated with transaction security may be
stored in different RR types. See [RFC3755] for details.)

A security-aware resolver can learn a zone's public key either by
having a trust anchor configured into the resolver or by normal DNS
resolution. To allowthe latter, public keys are stored in a new
type of resource record, the DNSKEY RR. Note that the private keys
used to sign zone data nust be kept secure and should be stored

of fline when practical. To discover a public key reliably via DNS
resolution, the target key itself has to be signed by either a
configured authentication key or another key that has been
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aut henticated previously. Security-aware resolvers authenticate zone
information by form ng an authentication chain froma newy |earned
public key back to a previously known authentication public key,
which in turn either has been configured into the resolver or nust
have been | earned and verified previously. Therefore, the resolver
must be configured with at |east one trust anchor.

If the configured trust anchor is a zone signing key, then it wll

aut henti cate the associated zone; if the configured key is a key
signing key, it will authenticate a zone signing key. |If the
configured trust anchor is the hash of a key rather than the key
itself, the resolver may have to obtain the key via a DNS query. To
hel p security-aware resolvers establish this authentication chain,
security-aware nanme servers attenpt to send the signature(s) needed
to authenticate a zone's public key(s) in the DNS reply nessage al ong
with the public key itself, provided that there is space available in
t he nessage.

The Del egation Signer (DS) RR type sinplifies sonme of the

admi ni strative tasks involved in signing del egati ons across

organi zati onal boundaries. The DS RRset resides at a del egation
point in a parent zone and indicates the public key(s) correspondi ng
to the private key(s) used to self-sign the DNSKEY RRset at the

del egated child zone’s apex. The adninistrator of the child zone, in
turn, uses the private key(s) corresponding to one or nore of the
public keys in this DNSKEY RRset to sign the child zone's data. The
typi cal authentication chain is therefore

DNSKEY- >[ DS- >DNSKEY] *- >RRset, where "*" denotes zero or nore

DS- >DNSKEY subchai ns. DNSSEC pernmits nore conplex authentication
chai ns, such as additional |ayers of DNSKEY RRs signing ot her DNSKEY
RRs within a zone.

A security-aware resolver normally constructs this authentication
chain fromthe root of the DNS hierarchy down to the | eaf zones based
on configured know edge of the public key for the root. Local
policy, however, may also allow a security-aware resolver to use one
or nore configured public keys (or hashes of public keys) other than
the root public key, may not provide configured know edge of the root
public key, or may prevent the resolver fromusing particular public
keys for arbitrary reasons, even if those public keys are properly
signed with verifiable signatures. DNSSEC provi des nechani sns by

whi ch a security-aware resolver can determnm ne whether an RRset’s
signature is "valid" within the nmeaning of DNSSEC. In the fina

anal ysi s, however, authenticating both DNS keys and data is a matter
of local policy, which may extend or even override the protocol
extensions defined in this docunent set. See Section 5 for further
di scussi on.
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3.2. Authenticating Nane and Type Non-EXi stence

The security nmechani smdescribed in Section 3.1 only provides a way
to sign existing RRsets in a zone. The problem of providing negative
responses with the sanme | evel of authentication and integrity
requires the use of another new resource record type, the NSEC
record. The NSEC record allows a security-aware resolver to
authenticate a negative reply for either name or type non-existence
with the sanme mechani snms used to authenticate other DNS replies. Use
of NSEC records requires a canonical representation and ordering for
domai n nanes in zones. Chains of NSEC records explicitly describe
the gaps, or "enpty space", between domain nanes in a zone and |i st
the types of RRsets present at existing names. Each NSEC record is
si gned and aut henticated using the nechani sns described in Section

3. 1.

4. Services Not Provided by DNS Security

DNS was originally designed with the assunptions that the DNS will
return the same answer to any given query regardl ess of who may have
i ssued the query, and that all data in the DNS is thus visible.
Accordingly, DNSSEC is not designed to provide confidentiality,
access control lists, or other neans of differentiating between

i nquirers.

DNSSEC provi des no protection agai nst denial of service attacks.
Security-aware resolvers and security-aware nane servers are

vul nerabl e to an additional class of denial of service attacks based
on cryptographic operations. Please see Section 12 for details.

The DNS security extensions provide data and origin authentication
for DNS data. The nmechani snms outlined above are not designed to
protect operations such as zone transfers and dynam c update

([ RFC2136], [RFC3007]). Message authentication schenes described in
[ RFC2845] and [ RFC2931] address security operations that pertain to
t hese transactions.

5. Scope of the DNSSEC Docunent Set and Last Hop |ssues
The specification in this docunent set defines the behavior for zone
signers and security-aware name servers and resolvers in such a way
that the validating entities can unanmbi guously deternine the state of
t he dat a.
A validating resolver can determne the follow ng 4 states:

Secure: The validating resolver has a trust anchor, has a chain of
trust, and is able to verify all the signatures in the response.
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I nsecure: The validating resolver has a trust anchor, a chain of
trust, and, at sone del egation point, signed proof of the
non- exi stence of a DS record. This indicates that subsequent
branches in the tree are provably insecure. A validating resolver
may have a local policy to mark parts of the domain space as
i nsecure.

Bogus: The validating resolver has a trust anchor and a secure
del egation indicating that subsidiary data is signed, but the
response fails to validate for sonme reason: m ssing signatures,
expired signatures, signatures with unsupported al gorithnms, data
nm ssing that the relevant NSEC RR says shoul d be present, and so
forth.

I ndeterninate: There is no trust anchor that would indicate that a
specific portion of the tree is secure. This is the default
operati on node.

This specification only defines how security-aware nane servers can
signal non-validating stub resolvers that data was found to be bogus
(using RCODE=2, "Server Failure"; see [ RFC4035]).

There is a nmechanismfor security-aware nane servers to signa
security-aware stub resolvers that data was found to be secure (using
the AD bit; see [ RFC4035]).

This specification does not define a format for communi cati ng why
responses were found to be bogus or nmarked as insecure. The current
si gnal i ng nmechani sm does not di stinguish between indeterm nate and

i nsecure states.

A method for signaling advanced error codes and policy between a
security-aware stub resol ver and security-aware recursive naneservers
is atopic for future work, as is the interface between a security-
aware resolver and the applications that use it. Note, however, that
the lack of the specification of such communi cati on does not prohibit
depl oynment of signed zones or the deploynent of security aware
recursive nane servers that prohibit propagati on of bogus data to the
appl i cati ons.

6. Resol ver Considerations

A security-aware resolver has to be able to perform cryptographic
functions necessary to verify digital signatures using at |east the
mandat ory-to-i npl enent algorithm(s). Security-aware resolvers nust

al so be capable of form ng an authentication chain froma newy

| earned zone back to an authentication key, as described above. This
process mght require additional queries to internmediate DNS zones to

Arends, et al. St andar ds Track [ Page 10]



RFC 4033 DNS Security Introduction and Requirenents March 2005

obt ai n necessary DNSKEY, DS, and RRSIG records. A security-aware
resol ver should be configured with at | east one trust anchor as the
starting point fromwhich it will attenpt to establish authentication
chai ns.

If a security-aware resolver is separated fromthe rel evant

aut horitative nane servers by a recursive nanme server or by any sort
of internmediary device that acts as a proxy for DNS, and if the
recursive nane server or intermediary device is not security-aware,
the security-aware resolver nay not be capable of operating in a
secure node. For exanple, if a security-aware resolver’'s packets are
routed through a network address translation (NAT) device that
includes a DNS proxy that is not security-aware, the security-aware
resolver may find it difficult or inpossible to obtain or validate
signed DNS data. The security-aware resolver nay have a particularly
difficult time obtaining DS RRs in such a case, as DS RRs do not
follow the usual DNS rules for ownership of RRs at zone cuts. Note
that this problemis not specific to NATs: any security-oblivious DNS
sof tware of any kind between the security-aware resolver and the
authoritative nane servers will interfere with DNSSEC.

If a security-aware resolver must rely on an unsigned zone or a nane
server that is not security aware, the resolver nmay not be able to
val i date DNS responses and will need a local policy on whether to
accept unverified responses.

A security-aware resolver should take a signature’s validation period
into consideration when determining the TTL of data in its cache, to
avoi d caching signed data beyond the validity period of the
sighature. However, it should also allow for the possibility that
the security-aware resolver’s own clock is wong. Thus, a
security-aware resolver that is part of a security-aware recursive
nane server will have to pay careful attention to the DNSSEC
"checki ng di sabled" (CD) bit ([RFC4034]). This is in order to avoid
bl ocking valid signatures fromgetting through to other
security-aware resolvers that are clients of this recursive nane
server. See [RFC4035] for how a secure recursive server handl es
queries with the CD bit set.

7. Stub Resol ver Consi derations

Al t hough not strictly required to do so by the protocol, npst DNS
queries originate fromstub resolvers. Stub resolvers, by
definition, are nmininmal DNS resolvers that use recursive query node
to offload nost of the work of DNS resolution to a recursive nane
server. Gven the w despread use of stub resolvers, the DNSSEC
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architecture has to take stub resolvers into account, but the
security features needed in a stub resolver differ in sone respects
fromthose needed in a security-aware iterative resolver

Even a security-oblivious stub resolver may benefit from DNSSEC i f
the recursive nanme servers it uses are security-aware, but for the
stub resolver to place any real reliance on DNSSEC services, the stub
resol ver must trust both the recursive name servers in question and

t he comuni cati on channel s between itself and those name servers.

The first of these issues is a local policy issue: in essence, a
security-oblivious stub resolver has no choice but to place itself at
the nercy of the recursive nane servers that it uses, as it does not
perform DNSSEC validity checks on its own. The second issue requires
some ki nd of channel security mechani sm proper use of DNS
transacti on aut hentication nechanisnms such as SIG0) ([RFC2931]) or
TSI G ([ RFC2845]) woul d suffice, as would appropriate use of |Psec.
Particul ar inplenmentati ons may have ot her choices avail able, such as
operating system specific interprocess conmruni cati on mechani sns.
Confidentiality is not needed for this channel, but data integrity
and nessage aut hentication are.

A security-aware stub resolver that does trust both its recursive
nane servers and its conmunication channel to them may choose to

exam ne the setting of the Authenticated Data (AD) bit in the nmessage
header of the response nessages it receives. The stub resolver can
use this flag bit as a hint to find out whether the recursive name
server was able to validate signatures for all of the data in the
Answer and Authority sections of the response.

There is one nore step that a security-aware stub resolver can take
if, for whatever reason, it is not able to establish a useful trust
relationship with the recursive nane servers that it uses: it can
performits own signature validation by setting the Checking D sabl ed
(CD) bit inits query nmessages. A validating stub resolver is thus
able to treat the DNSSEC signatures as trust relationshi ps between
the zone adm nistrators and the stub resolver itself.

8. Zone Consi derations

There are several differences between signed and unsigned zones. A
signed zone will contain additional security-related records (RRSIG
DNSKEY, DS, and NSEC records). RRSIG and NSEC records may be
generated by a signing process prior to serving the zone. The RRSIG
records that acconmpany zone data have defined inception and
expiration tinmes that establish a validity period for the signatures
and the zone data the signatures cover
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8.1. TTL Values vs. RRSIG Validity Period

It is inportant to note the distinction between a RRset’s TTL val ue
and the signature validity period specified by the RRSIG RR covering
that RRset. DNSSEC does not change the definition or function of the
TTL val ue, which is intended to maintain database coherency in
caches. A caching resolver purges RRsets fromits cache no |ater
than the end of the tine period specified by the TTL fields of those
RRsets, regardl ess of whether the resolver is security-aware.

The inception and expiration fields in the RRSIG RR ([ RFC4034]), on
the ot her hand, specify the tinme period during which the signature
can be used to validate the covered RRset. The signatures associated
with signed zone data are only valid for the tine period specified by
these fields in the RRSIG RRs in question. TTL val ues cannot extend
the validity period of signed RRsets in a resolver’s cache, but the
resolver may use the tine remai ning before expiration of the
signature validity period of a signed RRset as an upper bound for the
TTL of the signed RRset and its associated RRSIG RR in the resolver’s
cache.

8.2. New Tenporal Dependency |ssues for Zones

Information in a signed zone has a tenporal dependency that did not
exist in the original DNS protocol. A signed zone requires regular
mai nt enance to ensure that each RRset in the zone has a current valid
RRSIG RR.  The signature validity period of an RRSIG RR is an

i nterval during which the signature for one particul ar signed RRset
can be considered valid, and the signatures of different RRsets in a
zone may expire at different tinmes. Re-signing one or nore RRsets in
a zone will change one or nore RRSIG RRs, which will in turn require
increnenting the zone’s SOA serial nunber to indicate that a zone
change has occurred and re-signing the SOA RRset itself. Thus,
re-signing any RRset in a zone may al so trigger DNS NOTI FY nessages
and zone transfer operations.

9. Nane Server Considerations

A security-aware nanme server should include the appropriate DNSSEC
records (RRSIG DNSKEY, DS, and NSEC) in all responses to queries
fromresolvers that have signaled their willingness to receive such
records via use of the DO bit in the EDNS header, subject to nessage
size limtations. Because inclusion of these DNSSEC RRs could easily
cause UDP nessage truncation and fallback to TCP, a security-aware
nane server nust al so support the EDNS "sender’s UDP payl oad"
mechani sm
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I f possible, the private half of each DNSSEC key pair shoul d be kept
offline, but this will not be possible for a zone for which DNS
dynami ¢ updat e has been enabled. |In the dynam c update case, the
primary master server for the zone will have to re-sign the zone when
it is updated, so the private key corresponding to the zone signing
key will have to be kept online. This is an exanple of a situation
in which the ability to separate the zone’s DNSKEY RRset into zone

si gni ng key(s) and key signing key(s) may be useful, as the key
signing key(s) in such a case can still be kept offline and may have
a longer useful lifetine than the zone signing key(s).

By itself, DNSSEC is not enough to protect the integrity of an entire
zone during zone transfer operations, as even a signed zone contains
sone unsi gned, nonauthoritative data if the zone has any children
Theref ore, zone mai nt enance operations will require sone additional
nmechani sns (nost |ikely some formof channel security, such as TSI G
SIG0), or |Psec).

10. DNS Security Docunment Family

The DNSSEC docunent set can be partitioned into several nmain groups,
under the larger unbrella of the DNS base protocol docunents.

The "DNSSEC protocol docunment set" refers to the three docunents that
formthe core of the DNS security extensions:

1. DNS Security Introduction and Requirenments (this docunent)
2. Resource Records for DNS Security Extensions [RFC4034]
3. Protocol Modifications for the DNS Security Extensions [RFC4035]

Addi tionally, any docunent that would add to or change the core DNS
Security extensions would fall into this category. This includes any
future work on the comuni cati on between security-aware stub
resolvers and upstream security-aware recursive nane servers.

The "Digital Signature Al gorithm Specification" docunent set refers
to the group of docunents that describe how specific digital
signature algorithnms should be inplenented to fit the DNSSEC resource
record format. Each docunent in this set deals with a specific
digital signature algorithm Please see the appendi x on "DNSSEC

Al gorithm and Di gest Types" in [RFC4034] for a list of the algorithns
that were defined when this core specification was witten.

The "Transaction Authentication Protocol" docunent set refers to the

group of docunents that deal with DNS nessage authentication
i ncludi ng secret key establishnment and verification. Although not
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strictly part of the DNSSEC specification as defined in this set of
docunents, this group is noted because of its relationship to DNSSEC

The final document set, "New Security Uses", refers to docunents that
seek to use proposed DNS Security extensions for other security

rel ated purposes. DNSSEC does not provide any direct security for
these new uses but may be used to support them Docunents that fal
in this category include those describing the use of DNS in the
storage and distribution of certificates ([RFC2538]).

11. | ANA Consi der ati ons

This overvi ew docunent introduces no new | ANA consi derations. Pl ease
see [RFC4034] for a conplete review of the | ANA consi derations
i ntroduced by DNSSEC

12. Security Consi derations

Thi s docunent introduces DNS security extensions and describes the
docunent set that contains the new security records and DNS protoco
nodi fications. The extensions provide data origin authentication and
data integrity using digital signatures over resource record sets.
This section discusses the linitations of these extensions.

In order for a security-aware resolver to validate a DNS response,
all zones along the path fromthe trusted starting point to the zone
contai ning the response zones nust be signed, and all nane servers
and resolvers involved in the resolution process must be
security-aware, as defined in this docunent set. A security-aware
resol ver cannot verify responses originating froman unsigned zone,
froma zone not served by a security-aware nane server, or for any
DNS data that the resolver is only able to obtain through a recursive
nane server that is not security-aware. |If there is a break in the
aut henti cation chain such that a security-aware resolver cannot
obtain and validate the authentication keys it needs, then the
security-aware resolver cannot validate the affected DNS data.

Thi s docunent briefly discusses other nmethods of adding security to a
DNS query, such as using a channel secured by |IPsec or using a DNS
transacti on authentication nechani smsuch as TSI G ([ RFC2845]) or

SI §0) ([RFC2931]), but transaction security is not part of DNSSEC
per se.

A non-validating security-aware stub resolver, by definition, does
not perform DNSSEC signature validation on its own and thus is

vul nerabl e both to attacks on (and by) the security-aware recursive
nane servers that performthese checks on its behalf and to attacks
on its comruni cation with those security-aware recursive name
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servers. Non-validating security-aware stub resol vers should use
some form of channel security to defend against the latter threat.
The only known defense against the former threat would be for the
security-aware stub resolver to performits own signature validation
at which point, again by definition, it would no | onger be a
non-val i dati ng security-aware stub resol ver.

DNSSEC does not protect against denial of service attacks. DNSSEC
makes DNS vul nerable to a new cl ass of denial of service attacks
based on cryptographi c operati ons agai nst security-aware resol vers
and security-aware nane servers, as an attacker can attenpt to use
DNSSEC mechani sns to consune a victinms resources. This class of
attacks takes at least two forms. An attacker may be able to consune
resources in a security-aware resolver’s signature validation code by
tampering with RRSIG RRs in response nessages or by constructing
needl essly conpl ex signature chains. An attacker may al so be able to
consume resources in a security-aware name server that supports DNS
dynami ¢ update, by sending a stream of update nessages that force the
security-aware name server to re-sign some RRsets in the zone nore
frequently than woul d otherw se be necessary.

Due to a deliberate design choice, DNSSEC does not provide
confidentiality.

DNSSEC i ntroduces the ability for a hostile party to enunerate al
the names in a zone by following the NSEC chain. NSEC RRs assert
whi ch nanes do not exist in a zone by linking fromexisting nane to
exi sting nanme along a canonical ordering of all the nanes within a
zone. Thus, an attacker can query these NSEC RRs in sequence to
obtain all the names in a zone. Although this is not an attack on
the DNS itself, it could allow an attacker to map network hosts or
ot her resources by enunerating the contents of a zone.

DNSSEC i ntroduces significant additional conplexity to the DNS and
thus introduces many new opportunities for inplenmentation bugs and
m sconfigured zones. In particular, enabling DNSSEC signature
validation in a resolver may cause entire legitinmate zones to becone
ef fectively unreachabl e due to DNSSEC confi guration errors or bugs.

DNSSEC does not protect against tanpering with unsigned zone dat a.
Non-authoritative data at zone cuts (glue and NS RRs in the parent
zone) are not signed. This does not pose a problem when validating

t he authentication chain, but it does nean that the non-authoritative
data itself is vulnerable to tanpering during zone transfer
operations. Thus, while DNSSEC can provide data origin
authentication and data integrity for RRsets, it cannot do so for
zones, and ot her mechani sns (such as TSIG SI0), or |IPsec) nust be
used to protect zone transfer operations.
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13.

14.

14.

Pl ease see [ RFC4034] and [ RFC4035] for additional security
consi derati ons.
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