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Abstract

When a nobil e node noves between two foreign networks, it has to be
re-authenticated. |I|f the hone network has both nmultiple

Aut henti cati on Authorization and Accounting (AAA) servers and Hone
Agents (HAs) in use, the Home AAA server nay not have sufficient
information to process the re-authentication correctly (i.e., to
ensure that the sane HA continues to be used). This docunment defines
a Mobile I P extension that carries identities for the Home AAA and HA
servers in the formof Network Access ldentifiers (NAIs). The
extension allows a Home Agent to pass its identity (and that of the
Horme AAA server) to the nobile node, which can then pass it on to the
| ocal AAA server when changing its point of attachnent. This
extension may al so be used in other situations requiring

conmuni cati on of a NAl between Mbile |IP nodes.
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1. Introduction

When buil ding networks one would |ike to be able to have redundancy.
In order to achieve this, one mght place nmultiple AAA servers in one
domai n.  When a nobile node registers via a visited network, the
authentication will be handl ed by one of the AAA servers in the home
domain. At a later point, when the nobile node noves to anot her
visited domain it again has to be authenticated. However, due to the
redundancy offered by the AAA protocol, it can not be guaranteed that
the authentication will be handl ed by the same AAAH server as the
previ ous one, which can result in the new AAAH not know ng to which
HA the session was assigned. This docunment defines a Mbile IP

ext ensi on which can be used to distribute the information needed to
resolve this.

Furthernmore, the only information that is nornmally avail abl e about
the home agent in the registration request is the |IP address as
defined in RFC 3344 [5]. Unfortunately this may not be enough since
some AAA infrastructures (such as Dianeter [6]) use real mbased
routing; such a AAA infrastructure needs to know the FQDN identity of
the honme agent to be able to correctly handl e the assi gnnent of the
honme agent. A reverse DNS | ookup would only disclose the identity of
the Mobile IP interface for that HA | P address, which nay or may not
have a one-to-one correspondence with the home agent FQDN identity.
This is a reason for the HAto also include its own identity in the
registration reply. The MP v4 extension defined in this docunent

al so has a subtype defined by which this may be done. The HA
identity can then be included by the nobile node in |ater

regi stration requests when changi ng the point of attachnent.

2. Requirenents term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].

The Mobile IP related termninol ogy described in RFC 3344 [5] is used
in this docunent. 1In addition, the following terns are used:

AAAH
One of several possible AAA Servers in the Home Network
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FQDN
Fully Qualified Domai n Nane.

I dentity
The identity of a node is equal to its FCDN

NAI
Net wor k Access ldentifier [2].

3. NAl Carrying Extension

This section defines the NAI Carrying Extensi on which nay be used in
Mobil e I P Registration Request and Reply nmessages, and also in Mbile
| P Agent Advertisenents [5]. The extension may be used by any node
that wants to send identity information in the formof a NAl [4].
Thi s docunent al so defines sonme subtype nunbers which identify the

specific type of NAl carried in Sections 4 and 5. It is expected
that other types of NAI will be defined by other docunents in the
future.

0 1 2 3

01234567890123456789012345678901
T S T T s T T o S T o s st s U S S Y I o S S
| Type | Length | Sub- Type | NAI
T S T T s T T o S T o s st s U S S Y I o S S

Type 136 (skippable) [5].

Lengt h 8-bit unsigned integer. Length of the extension, in
octets, excluding the extension Type and the extension Length
fields. This field MJST be set to 1 plus the total length of the
NAI field.

Sub- Type This field describes the particular type NAl which is
carried in the NAl field.

NA| Contains the NAI [2] in a string format.
3.1. Processing of the NAI Carrying Extension
When a nobil e node or hone agent adds a NAI Carrying Extension to a

regi stration nmessage, the extension MJST appear prior to any
aut henti cati on extensions.
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In the event the foreign agent adds a NAI Carrying Extension to a
regi stration nmessage, the extension MJST appear prior to any
aut henti cati on extensi ons added by the FA

If an HA has appended a NAI Carrying Extension to a Registration
Reply to an M\, and does not receive the NAI extension in subsequent
Regi strati on Request nessages fromthe M\, the HA can assune that the
MN does not understand this NAI extension. In this case, the HA
SHOULD NOT append this NAI extension to further Registration Reply
nmessages to the M\

4. HA Identity subtype

The HA identity uses subtype 1 of the NAI Carrying Extension. It
contains the NAI of the HA in the formhostnane@eal m Together the
host nane and realmformthe conplete FQDN (hostnanme.realm of the HA

A Horme Agent using this extension MJST provide it in the first
Regi stration Reply sent to a Mbile Node which is not currently
regi stered. The extension only need to be included in subsequent
Regi stration Replies if the sane extension is included in

Regi strati on Requests received fromthe same Mbile Node.

A nobil e node using this extension MJST, if it receives it in a
registration reply nessage, provide it in every subsequent

regi stration request when re-authentication is needed. Failure to
re-authenticate, for instance because no AAAH can be reached, w |l
result in termination of the Mbile-1P session. Upon initiation of a
new session a new HA Identity NAl nmay be provided to the Mobile node
and the requirenment above will apply to the newy recei ved NAI

If the nobile node requires a specific hone agent and it has the NA
available it MJUST provide this extension in its initial registration
request.

A foreign agent which receives the Home Agent NAI by this extension
in a registration request SHOULD i nclude the Home Agent NAI when
requesting Mobil e Node authentication through the AAA infrastructure
if the AAA protocol used can carry the information.

5. AAAH ldentity subtype
The AAAH identity uses subtype 2 of the NAI Carrying Extension. It
contains the NAI of the hone AAA server in the form host nane@ eal m

Toget her the hostnanme and realmformthe conplete FQDN
(host nane. real n) of the home AAA server.
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I f several AAA servers exist in the Home Network, a Hone Agent
provi di ng AAAH sel ection support according to this docunent MJST
provide the AAAH identity in the first Registration Reply sent to the
Mobi | e Node. The extension only needs to be included i n subsequent
Regi stration Replies if the same extension is included in

Regi strati on Requests received fromthe same Mbil e Node.

A mobil e node SHOULD save the | atest AAAH ldentity received in a
registration reply nessage and SHOULD provide the AAAH Identity in
every registration request sent when re-authenticating, for
efficiency reasons. Failure to reach the indicated AAAH during re-
authentication will result in a new AAAH lIdentity NAl being returned
(which should then be saved and provi ded i n subsequent registration
requests). Simlarly, failure to re-authenticate, for instance
because no AAAH can be reached, will result in term nation of the
Mobil e-1 P session; on initiation of a new session, a new AAAH
Identity NAI nay be provided to the Mbile Node for re-use during

| ater re-registrations.

A foreign agent which receives the AAAH NAI by this extension in a
regi stration request SHOULD i nclude the AAAH NAI provi ded when
requesting Mobil e Node authentication through the AAA infrastructure
if the AAA protocol used can carry the informtion.

6. Security Considerations

Thi s specification introduces new Mobile IP extensions that are used
to carry nobility agent and AAA server identities, in the form of
Net wor k Access ldentifiers. The Mbile |IP nessages that carry this
extensi on MJST be authenticated as described in [4], unless other
aut henti cati on net hods have been agreed upon. Therefore, this

speci fication does not |essen the security of Mbile |IP nessages.

It should be noted that the identities sent in the extensions
specified herein MAY be sent in the clear over the network. However,
the authors do not envision that this information would create
security issues.

7. | ANA Consi derati ons

Thi s docunent defi nes one new nobile | P extension, and one new Mbile
| P ext ension sub-type nunbering space to be managed by | ANA

Section 3 defines a new Mbile I P extension, the Mbile | P NA

Carrying Extension. The type nunber for this extension is 136. This
extensi on introduces a new sub-type nunbering space where the val ues
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1 and 2 have been assigned in this docunent. Approval of new Mbile
| P NAI Carrying Extension sub-type nunbers is subject to Expert
Review, and a specification is required [3].

The content and format for this extension is not specific to AAA
NAl's, so if in the future new NAls are defined which do not strictly
fall within the category of AAA NAls, they may neverthel ess be
accommodat ed within the subtype nunbering space defined for the NA
Carrying Extension defined in this docunent.

The NAlI Carrying Extension should be assigned a type value from both
the | ANA nunber space for Mbile | Pv4 skippable extensions and from
the | ANA nunber space for Mbile I Pv4 adverti senent extensions.

I deal ly, the nunbers assigned fromthese two nunbering spaces shoul d
have the sane val ue.
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11. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe I ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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