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Abstract
Thi s docunent provides an overview and rationale of the nulticast
security architecture used to secure data packets of large multicast
groups. The docunent begins by introducing a Miulticast Security
Ref erence Framework, and proceeds to identify the security services
that nay be part of a secure multicast solution.
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| nt roducti on

Securing I P nulticast group comuni cation is a conplex task that

i nvol ves many aspects. Consequently, a secure |IP nulticast protoco
suite must have a nunber of functional areas that address different
aspects of the solution. This docunent describes those functional
areas and how they are rel at ed.

Scope

This architecture is concerned with the securing of large nulticast
groups. Wiereas it can also be used for smaller groups, it is not

necessarily the nost efficient neans. Oher architectures (e.g., t
Cliques architecture [STW) can be nore efficient for snall ad-hoc

group conmuni cation

This architecture is "end to end", and does not require nulticast
routing protocols (e.g., PIM[RFC2362]) to participate in this
architecture. |nappropriate routing may cause denial of service to
application layer groups conforning to this architecture. However
the routing cannot affect the authenticity or secrecy of group data
or managenent packets. The nulticast routing protocols could

t hensel ves use this architecture to protect their own nulticast and
group packets. However, this would be independent of any secure
application |ayer group.
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This architecture does not require IP nmulticast adnission contro
protocols (e.g., 1GW [RFC3376], M.D [RFC3019]) to be a part of
secure nulticast groups. As such, a "join" or "leave" operation for
a secure group is independent of a "join" or "leave" of an IP
mul ti cast group. For exanple, the process of joining a secure group
requi res being authenticated and authorized by a security device,
while the process of joining an IP nmulticast group entails contacting
a multicast-aware router. Adnission control protocols could

thensel ves use this architecture to protect their own mnulticast
packets. However, this would be independent of any secure
application |ayer group.

This architecture does not explicitly describe how secure nulticast
groups deal with Network Address Transl ation (NAT) [RFC2663].

Mul ticast routing protocols generally require the source and
destinati on addresses and ports of an IP nulticast packet to remain
unchanged. This allows consistent multicast distribution trees to be
created throughout the network. |If NAT is used in a network, then
the connectivity of senders and receivers may be adversely affected.
This situation is neither inproved or degraded as a result of

depl oyi ng this architecture.

This architecture does not require the use of reliable nmechanisns,
for either data or managenent protocols. The use of reliable

mul ticast routing techniques (e.g., FEC [ RFC3453]) enhance the
availability of secure multicast groups. However the authenticity or
secrecy of group data or managenent packets is not affected by the
om ssion of that capability froma depl oynment.

1.2. Summary of Contents of Documnent

Thi s docunment provides an architectural overview that outlines the
security services required to secure large nmulticast groups. It
provi des a Reference Framework for organizing the various el enents
within the architecture, and explains the elenents of the Reference
Fr amewor k.

The Reference Franmework organi zes the elenents of the architecture
al ong three Functional Areas pertaining to security. These elenents
cover the treatnent of data when it is to be sent to a group, the
managenent of keying material used to protect the data, and the
pol i ci es governing a group.

Anot her inportant itemin this docunent is the definition and

expl anati on of Group Security Associations (GSA), which is the

mul ticast counterpart of the unicast Security Association (SA). The
GSA is specific to multicast security, and is the foundation of the
wor k on group key nanagenent.
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1.3. Audience

This docunent is addressed to the technical comunity, inplenenters
of IP multicast security technology, and others interested in gaining
a general background understanding of multicast security. This
docunent assunes that the reader is famliar with the Internet
Protocol, the |IPsec suite of protocols (e.g., [RFC2401]), related
net wor ki ng technol ogy, and general security ternms and concepts.

1.4. Term nol ogy

The followi ng key terns are used throughout this docunent.

1-to-N
A group which has one sender and nmany receivers.

G oup Security Association (GSA)
A bundling of Security Associations (SAs) that together define how
a group conmuni cates securely. The GSA may include a registration
protocol SA, a rekey protocol SA, and one or nore data security
protocol SAs.

Mto-N

A group which has many senders and many receivers, where Mand N
are not necessarily the sanme val ue.

Security Association (SA

A set of policy and cryptographi c keys that provide security
services to network traffic that matches that policy.

2. Architectural Design: The Milticast Security Reference Franmework

This section considers the conplex issues of nmulticast security in
the context of a Reference Franework. This Reference Framework is
used to classify functional areas, functional elenents, and
interfaces. Two designs of the Reference Framework are shown: a
centralized design, and a distributed design that extends the
centralized design for very |arge groups.

2.1. The Reference FraneworKk
The Reference Franmework is based on three broad functional areas (as

shown in Figure 1). The Reference Framework incorporates the main
entities and functions relating to nulticast security, and depicts
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the inter-relations anong them It also expresses multicast security
fromthe perspective of nulticast group types (1-to-N and Mto-N)

and cl asses of protocols (the exchanged nessages) needed to secure
mul ti cast packets.

The aimof the Reference Franework is to provide sonme general context
around the functional areas, and the rel ati onshi ps between the
functional areas. Note that sonme issues span nore than one
functional area. 1In fact, the framework encourages the precise
identification and formul ation of issues that involve nore than one
functional area or those which are difficult to express in terns of a
single functional area. An exanple of such a case is the expression
of policies concerning group keys, which involves both the functional
areas of group key managenent and rmul ti cast policies.

When consi dering the Reference Franmework diagrans, it is inportant to
realize that the singular "boxes" in the framework do not necessarily
inmply a corresponding singular entity inplenmenting a given functi on.
Rat her, a box in the framework should be interpreted | oosely as
pertaining to a given function related to a functional area. Wether
that function is in reality inplenmented as one or nore physi cal
entities is dependent on the particular solution. As an exanple, the
box | abel ed "Key Server" nust be interpreted in broad terns as
referring to the functions of key managenent.

Simlarly, the Reference Framework acknow edges that sone

i npl enentations may in fact nerge a nunber of the "boxes" into a
singl e physical entity. This could be true even across functional
areas. For exanple, an entity in a group could act as both a G oup
Controller and a Sender to a group.

The protocols to be standardi zed are depicted in the Reference
Framewor k di agrans by the arrows that connect the various boxes. See
nore details in Section 4, bel ow

2.2. Elenents of the Centralized Reference Franework

The Reference Franmework diagram of Figure 1 contains boxes and
arrows. The boxes are the functional entities and the arrows are the
i nterfaces between them Standard protocols are needed for the

i nterfaces, which support the multicast services between the
functional entities.

In sone cases, a systeminplenmenting the nulticast security
architecture may not need to inplenment protocols to account for every
interface. Rather, those interfaces may be satisfied through the use
of manual configuration, or even omitted if they are not necessary
for the application.
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There are three sets of functional entities. Each is discussed

bel ow.
o m o e o e e e e e e e ieiooo--- +
| |
|  FUNCTI ONAL |
| AREAS I
I I
| b + |
| Milticast |Policy]| |
| Security | Server | |
| Policies +oomo-- + |
I " I
I I I
I I I
I v I
| R + |
| G oup | G oup | |
| Key |Ctrl/ | <--------- + |
| Managenent | Key | | |
| | Server | Vv |
| S N, + B R + |
| A I
| | | Receiver| |
I I I (.
| v oo +
| SREEEE + » |
| _ | | | |
| Milticast |Sender|---------- + |
| Data | | |
| Handling | | |
| ERREEE + |
I I
o m o e o e e e e e e e ieiooo--- +

Figure 1: Centralized Miulticast Security Reference FranmeworKk
2.2.1. Goup Controller and Key Server

The Group Controller and Key Server (GCKS) represent both the entity
and functions relating to the i ssuance and managenent of

crypt ographi c keys used by a nulticast group. The GCKS al so conducts
user - aut hentication and authorizati on checks on the candi date nmenbers
of the nmulticast group.
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The Key Server (KS) and the Group Controller (GC) have somewhat
different functionality and may in principle be regarded as separate
entities. Currently the franmework regards the two entities as one
"box" in order to sinplify the design, and in order not to mandate
standardi zati on of the protocol between the KS and the GC. It is
stressed that the KS and GC need not be co-located. Furthernore,
future designs may choose to standardi ze the protocol between the GC
and the KS, without altering other conponents.

2.2.2. Sender and Recei ver

The Sender is an entity that sends data to the nulticast group. In a
1-to-N multicast group only a single sender is authorized to transmt
data to the group. In an Mto-N nulticast group, two or nore group
menbers are authorized to be senders. In sonme groups all nenbers are
aut hori zed as senders.

Bot h Sender and Receiver nust interact with the GCKS entity for the
pur pose of key managenent. This includes user and/or device

aut henti cati on, user and/or device authorization, the obtaining of
keying nmaterial in accordance with sone key managenent policies for
the group, obtaining new keys during key-updates, and obtai ni ng ot her
nmessages relating to the nanagenent of keying material and security
par aneters.

Senders and Receivers may receive nuch of their policy fromthe GCKS
entities. The event of joining a nulticast group is typically
coupl ed with the Sender/ Receiver obtaining keying material froma
GCKS entity. This does not preclude the direct interaction between
t he Sender/ Receiver and the Policy Server.

2.2.3. Policy Server

The Policy Server represents both the entity and functions used to
create and manage security policies specific to a nulticast group.
The Policy Server interacts with the GCKS entity in order to install
and manage the security policies related to the nenbership of a given
mul ti cast group and those related to keying naterial for a nulticast
gr oup.

The interactions between the Policy Server and other entities in the

Ref erence Franework is dependent to a |large extent on the security
ci rcunst ances being addressed by a given policy.
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2.3. Elenents of the Distributed Reference Franework

The need for solutions to be scalable to | arge groups across w de
geographic regions of the Internet requires the elenents of the
framework to also function as a distributed system Figure 2 shows
how di stri buted designs supporting |large group scalability fit into
the Reference FranmeworKk.

o m o m o e o e e e e e e e e e e e e e e e e o e e e e e e e e e e e e e e e e mee—ao - +
I I
| FUNCTI ONAL |
| AREAS |
| S N, + S N, + |
| Miulticast |PolicCy|<---------mmmmmmm e >| Pol i cy| |
| Security | Server | | Server | |
| Policies Fo-a- - + Fo-a--- + |
I A A I
I I I I
I I I I
I v v I
| S N, + S N, + |
| G oup |Goup | <-----memmm e > | Goup | |
| Key [Crl/ | <--------- + [Clr/ | |
| Managenent | Key | | | Key | |
| | Server | Vv | Server | |
| S N, + B R + S N, + |
| " | " |
| | | Recei ver | | |
I I I I I I
I v AR EEEEEE + | I
I +o--- - + A \Y I
| _ | | REREEEEE +
| Multicast |Sender|---------- + | |
| Data | [=-mmm e o >| Recei ver| |
| Handling | I I |
| S N, + B R + |
o m o m o e o e e e e e e e e e e e e e e e e o e e e e e e e e e e e e e e e e mee—ao - +

Figure 2: Distributed Miulticast Security Reference FranmeworKk

In a distributed design the GCKS entity interacts with other GCKS
entities to achieve scalability in the key managenent rel ated
services. GCKS entities will require a neans of authenticating their
peer GCKS entities, a means of authorization, and a nmeans of
interacting securely to pass keys and policy.
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Simlarly, Policy Servers nmust interact with each other securely to
al I ow the conmuni cation and enforcenent of policies across the
| nt ernet.

Two Recei ver boxes are displayed corresponding to the situation where
both the Sender and Receiver enploy the sane GCKS entity (centralized
architecture) and where the Sender and Receiver enploy different GCKS
entities (distributed architecture). |In the distributed design, al
Recei vers nust obtain identical keys and policy. Each nenber of a
mul ticast group may interact with a primary GCKS entity (e.g., the
"nearest" GCKS entity, nmeasured in ternms of a well-defined and
consistent netric). Simlarly, a GCKS entity nay interact with one
or nore Policy Servers, also arranged in a distributed architecture.

3. Functional Areas
The Reference Framework identifies three functional areas. They are:

- Milticast data handling. This area covers the security-rel ated
treatnents of mnulticast data by the sender and the receiver.
This functional area is further discussed in Section 3.1.

- Goup Key Managenent. This area is concerned with the secure
distribution and refreshment of keying material. This
functional area is further discussed in Section 3.2.

- Milticast Security Policies. This area covers aspects of
policy in the context of nulticast security, taking into
consideration the fact that policies nay be expressed in
different ways: that they may exist at different levels in a
given multicast security architecture, and that they may be
interpreted differently according to the context in which they
are specified and inplenmented. This functional area is further
di scussed in Section 3.3.

3.1. Milticast Data Handling
In a secure multicast group, the data typically needs to be:

1. Encrypted using the group key, mainly for access control and
possibly also for confidentiality.
2. Authenticated, for verifying the source and integrity of the
data. Authentication takes two flavors:
a. Source authentication and data integrity. This
functionality guarantees that the data originated with the
cl aimed source and was not nodified en route (either by a
group nenber or an external attacker).
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b. G oup authentication. This type of authentication only
guarantees that the data was generated (or last nodified) by
some group nenber. It does not guarantee data integrity
unl ess all group nenbers are trusted.

While multicast encryption and group authentication are fairly
standard and similar to encrypting and authenticating a point-to-
poi nt conmuni cati on, source authentication for multicast is

consi derably nore invol ved. Consequently, off-the-shelf solutions
(e.g., taken from I Psec [RFC2406]) may be sufficient for encryption
and group authentication. For source authentication, however,
speci al - purpose transformati ons are necessary. See [CCPRRS] for
further el aboration on the concerns regarding the data transfornmns.

Mul ti cast data encrypted and/or authenticated by a sender should be
handl ed the sane way by both centralized and distributed receivers,
(as shown in Figure 2).

The "Ml ticast Encapsul ating Security Payl oad" [BCCR] provides the
definition for Miulticast ESP for data traffic. The "Milticast Source
Aut henti cati on Transform Specification" [PCW defines the use of the
TESLA al gorithm for source authentication in nulticast.

3.2. Goup Key Managenent

The term "keying material" refers to the cryptographi c keys bel ongi ng
to a group, the state associated with the keys, and the other
security paraneters related to the keys. Hence, the managenent of
the cryptographic keys belonging to a group necessarily requires the
managenent of their associated state and paraneters. A nunber of
solutions for specific issues nmust be addressed. These may incl ude
the foll ow ng:

- Methods for nenmber identification and authentication.

- Methods to verify the nenbership to groups.

- Methods to establish a secure channel between a GCKS entity and
the nenber, for the purpose of delivery of shorter-term keying
material pertaining to a group.

- Methods to establish a long-term secure channel between one GCKS
entity and another, for the purpose of distributing shorter-term
keying material pertaining to a group.

- Methods to effect the changi ng of keys and keying material.

- Methods to detect and signal failures and perceived conpronises to
keys and keying material .

The requirenents related to the managenent of keying material nust be

seen in the context of the policies that prevail within the given
ci rcunst ance
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Core to the area of key managenent is Security Association (SA)
Managenent, which will be discussed further bel ow

A "G oup Key Managenent Architecture" docunment [BCDL] further defines
the key managenent architecture for nmulticast security. It builds on
the Group Security Association (GSA) concept, and further defines the
roles of the Key Server and Group Controller.

"The G oup Domain of Interpretation" [RFC3547], "GSAKMP' [ GSAKMP],
and "M KEY" [ACLNM are three instances of protocols inplenenting the
group key managenent function

3.3. Milticast Security Policies

Mul ticast Security Policies nmust provide the rules for operation for
the other elenents of the Reference Franework. Security Policies my
be distributed in an ad-hoc fashion in sonme instances. However,
better coordination and higher |evels of assurance are achieved if a
Policy Controller distributes Security Policies policy to the group.

Mul ticast security policies nmust represent, or contain, nore
information than a traditional peer-to-peer policy. In addition to
representing the security mechani sns for the group conmunication, the
policy nust also represent the rules for the governance of the secure
group. For exanple, policy would specify the authorization |eve
necessary in order for an entity to join a group. More advanced
operations would include the conditions when a group nmenber nust be
forcibly renoved fromthe group, and what to do if the group nenbers
need to resynchroni ze because of |ost key nanagenent mnessages.

The application of policy at the G oup Controller elenent and the
menber (sender and receiver) elenments nust be described. Wile there
is already a basis for security policy managenent in the |ETF,
mul ti cast security policy managenent extends the concepts devel oped
for unicast comuni cation in the areas of:

- Policy creation,
- High-level policy translation, and
- Policy representation

Exanpl es of work in multicast security policies include the Dynanic
Crypt ographi ¢ Cont ext Management project [Din], Goup Key Managenent
Protocol [Harl, Har2], and Antigone [MD].

Policy creation for secure nmulticast has several nore dinensions than
the single adm nistrator specified policy assunmed in the existing

uni cast policy frameworks. Secure nulticast groups are usually |arge
and by their very nature extend over several adm nistrative donmains,
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4.

4.

if not spanning a different domain for each user. There are severa
nmet hods that need to be considered in the creation of a single,
coherent group security policy. They include a top-down
specification of the group policy fromthe group initiator and
negotiati on of the policy between the group nenbers (or prospective
menbers). Negotiation can be as sinple as a strict intersection of
the policies of the nenbers or extrenely conplicated using wei ghted
voting systens.

The translation of policy rules fromone data nodel to another is
much nore difficult in a nulticast group environnent. This is
especially true when group nenbership spans nultiple administrative
domains. Policies specified at a high level with a Policy Managenent
tool nust be translated into nore precise rules that the avail able
security policy nechanisns can both understand and i nplenent. Wen
dealing with nulticast conmunication and its nultiple participants,
it is essential that the individual translation perforned for each
participant result in the use of a mechanismthat is interoperable
with the results of all of the other translations. Typically, the
translation from high-level policy to specific policy objects nust
result in the sane objects in order to achieve comuni cation between
all of the group nmenbers. The requirenment that policy translation
results in the sane objects places constraints on the use and
representations in the high-level policies.

It is also inmportant that policy negotiation and translation be
perfornmed as an integral part of joining a group. Adding a nmenber to
a group is nmeaningless if they will not be able to participate in the
group conmuni cati ons.

G oup Security Associations (GSA)
1. The Security Association

A security association is a conmonly used termin cryptographic
systens (e.g., [RFC2401, RFC2406bis, RFC2409]). This docunent uses
the termto nean any set of policy and cryptographic keys that
provi de security services for the network traffic matching that
policy. A Security Association usually contains the follow ng
attributes:

- selectors, such as source and destination transport addresses.

- properties, such as an security paraneter index (SPl) or cookie
pair, and identities.

- cryptographic policy, such as the algorithms, nodes, key
lifetimes, and key |engths used for authentication or
confidentiality.

- keys, such as authentication, encryption and signing keys.
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Group key nmnagenent uses a different set of abstractions than

poi nt -t o- poi nt key managenent systens (such as | KE [ RFC2409]).

Not wi t hst andi ng, the abstractions used in the G oup Key Managenent
functional area may be built fromthe point-to-point key managenent
abstracti ons.

4.2. Structure of a GSA: Introduction

Security associations (SAs) for group key nanagenent are nore

conpl ex, and are usually nore nunerous, than for point-to-point key
managenent al gorithms. The |latter establishes a key managenent SA to
protect application SAs (usually one or two, depending on the
protocol). However, group key managenent nay require up to three or
nore SAs. These SAs are described in |later sections.

A GSA contains all of the SA attributes identified in the previous
section, as well sone additional attributes pertaining to the group.
As shown in Figure 3, the GSA builds on the SAin tw distinct ways.

- First, the GSAis a superset of an SA (Figure 3(a)). A GSA has
group policy attributes. For exanple, the kind of signed
credential s needed for group nenbership, whether group nmenbers
will be given new keys when a nenber is added (called "backward
re-key" below), or whether group nmenbers will be given new keys
when a nenber is renoved fromthe group ("forward re-key"). A GSA
al so includes an SA as an attribute of itself.

- Second, the GSA is an aggregation of SAs (Figure 3(b)). A GSAis
conmprised of multiple SAs, and these SAs may be used for severa
i ndependent pur poses.

S + T +
| GSA | | GSA |
| | | oo oot
I I | | SAL | | SA2 | |
| +----+ | | +----- + +----- + |
|1 sAl | | oo |
I to--- I I | SA3 | I
| | | b |
S + T +
(a) superset (b) aggregation

Figure 3: Relationship of GSA to SA
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4.3. Structure of a GSA: Reasoning

Figure 4 shows three categories of SAs that can be aggregated into a
GSA.

o m o m o e o o e o e e o o e o o e e e e o mmmemooaoo- +
I I
| o e e e e e oo o + |
| e |
| | REG REG | |
| | / REKEY \ | |
| ool e R SRR |
I / I \ I
I / I \ I
I / I \ I
I / I \ I
I / I \ I
| S [------ + | S N, \memm e - - - + |
I I REG I I I REG I I
| | REKEY- - - - - +- - - - REKEY | |
| | Sender | | Recei ver | |
| | DATA---------- DATA | |
| Fo e e e o e oo + o e e e e a oo o + |
I I
I I
o m o m o e o o e o e e o o e o o e e e e o mmmemooaoo- +

Figure 4: GSA Structure and 3 categories of SAs
The three categories of SAs are:

- Registration SA (REG: A separate unicast SA between the GCKS and
each group nenber, regardl ess of whether the group nmenber is a
sender or a receiver or acting in both roles.

- Re-key SA (REKEY): A single nmulticast SA between the GCKS and al
of the group nenbers.

- Data Security SA (DATA): A multicast SA between each nulticast
source speaker and the group’s receivers. There may be as many
data SAs as there are nulticast sources allowed by the group’s

policy.

Each of these SAs are defined in nore detail in the next section.
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4.4, Definition of GSA

The three categories of SAs correspond to three different kinds of
comuni cati ons comonly required for group comuni cations. This
section describes the SAs depicted in Figure 4 in detail.

- Registration SA (REG:
An SAis required for (bi-directional) unicast comunications
bet ween the GCKS and a group nenber (be it a Sender or Receiver).
This SA is established only between the GCKS and a Menber. The
GCKS entity is charged with access control to the group keys, with
policy distribution to nenbers (or prospective nenbers), and with
group key dissem nation to Sender and Receiver nmenbers. This use
of a (unicast) SA as a starting point for key nanagenent is comopn
in a nunmber of group key nanagenent environments [ RFC3547, GSAKMP
CCPRRS, RFC2627, BMS].

The Registration SAis initiated by the nmenber to pull GSA
information fromthe GCKS. This is how the nenber requests to
join the secure group, or has its GSA keys re-initialized after
bei ng di sconnected fromthe group (e.g., when its host conputer
has been turned off during re-key operations). The GSA
information pulled down fromthe GCKS is related to the other two
SAs defined as part of the GSA

Note that this (unicast) SAis used to protect the other elenents
of the GSA. As such, the Registration SAis crucial and is
i nseparable fromthe other two SAs in the definition of a GSA

However, the requirenment of a registration SA does not inply the
need of a registration protocol to create that Registration SA
The registration SA could instead be setup through some nanual
means, such as distributed on a smart card. Thus, what is
important is that a Registration SA exists, and is used to protect
the ot her SAs.

From t he perspective of one given GCKS, there are as many uni que
registration SAs as there are nenbers (Senders and/ or Receivers)
in the group. This may constitute a scalability concern for sone
applications. A registration SA nay be established on-demand with
a short lifetine, whereas re-key and data security SAs are
established at least for the life of the sessions that they
support.

Conversely the registration SA could be left in place for the
duration of the group lifetime, if scalability is not an issue.
Such a long termregistration SA would be useful for re-
synchroni zati on or deregistration purposes.
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-  Re-key SA (REKEY):
In sonme cases, a GCKS needs the ability to "push" new SAs as part
of the GSA. These new SAs nust be sent to all group nmenmbers. In
ot her cases, the GCKS needs the ability to quickly revoke access
to one or nore group nenbers. Both of these needs are satisfied
with the Re-key SA.

This Re-key SAis a unidirectional mnulticast transm ssion of key
managenent nessages fromthe GCKS to all group nmenbers. As such,
this SAis known by the GCKS and by all nenbers of the group.

This SA is not negotiated, since all the group nenbers nust share
it. Thus, the GCKS nust be the authentic source and act as the
sol e point of contact for the group nmenbers to obtain this SA

A rekey SAis not absolutely required to be part of a GSA  For
exanple, the lifetinme of sone groups may be short enough such that
a rekey is not necessary. Conversely, the policy for the group
could specify nultiple rekey SAs of different types. For exanple,
if the GC and KS are separate entities, the GC nay deliver rekey
nessages that adjust the group nenbership, and the KS may deliver
rekey nessages w th new DATA SAs.

- Data Security SA (DATA):
The Data Security SA protects data between nenber senders and
nmenber receivers.

One or nmore SAs are required for the nulticast transm ssion of
dat a- messages fromthe Sender to other group nmenbers. This SAis
known by the GCKS and by all nenbers of the group.

Regardl ess of the number of instances of this third category of
SA, this SAis not negotiated. Rather, all group nenbers obtain
it fromthe GCKS. The GCKS itself does not use this category of
SA.

From t he perspective of the Receivers, there is at |east one data
security SA for the nmenber sender (one or nore) in the group. |If
the group has nore than one data security SA, the data security
protocol nust have a neans of differentiating the SAs (e.g., with
a SPl).
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4.

There are a nunber of possibilities with respect to the nunber of
data security SAs:

1. Each sender in the group could be assigned a uni que data
security SA, thereby resulting in each receiver having to
mai ntain as nmany data security SAs as there are senders in the
group. In this case, each sender may be verified using source
origin authentication techniques.

2. The entire group deploys a single data security SA for al
senders. Receivers would then be able to maintain only one
data security SA.

3. A conbination of 1. and 2.

Typi cal Conpositions of a GSA

Dependi ng on the nulticast group policy, many conpositions of a GSA
are possible. For illustrative purposes, this section describes a
f ew possi bl e conposi tions.

A group of nenory-constrai ned nenbers may require only a REG SA,
and a single DATA SA

A "pay- per-session” application, where all of the SA information
needed for the session may be distributed over a REG SA. Re-key
and re-initialization of DATA SAs nmay not be necessary, so there
is no REKEY SA.

A subscription group, where keying material is changed as
menber shi p changes. A REG SA is needed to distribute other SAs; a
REKEY SA is needed to re-initialize a DATA SA at the tine
menber shi p changes.

Security Services

Thi
of

s section identifies security services for designated interfaces
Figure 2. Distinct security services are assigned to specific

interfaces. For exanple, multicast source authentication, data
aut hentication, and confidentiality occur on the nmulticast data
i nterface between Senders and Receivers in Figure 2. Authentication
and confidentiality services nmay al so be needed between the Key
Server and group menbers (i.e., the Senders and Receivers of Figure

2),
be

but the services that are needed for multicast key nmanagenent may
uni cast as well as nulticast. A security service in the Milticast

Security Reference Framework therefore identifies a specific function
al ong one or nore Figure 2 interfaces.
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Thi s paper does not attenpt to anal yze the trust rel ationships,
detail ed functional requirenents, performance requirenments, suitable
al gorithms, and protocol specifications for IP rmulticast and
application-layer nulticast security. Instead, that work will occur
as the security services are further defined and realized in

al gorithms and protocol s.

5.1. Muilticast Data Confidentiality

This security service handles the encryption of multicast data at the
Sender’s end and the decryption at the Receiver’'s end. This security
service may al so apply the keying material that is provided by
Mul ti cast Key Management in accordance with Milticast Policy
Managenent, but it is independent of both.

An inportant part of the Multicast Data Confidentiality security
service is in the identification of and notivation for specific

ci phers that should be used for nulticast data. Obviously, not al
ciphers will be suitable for IP rmulticast and application-Iayer
multicast traffic. Since this traffic will usually be connectionl ess
UDP fl ows, stream ciphers may be unsuitable, though hybrid
streanl bl ock ci phers may have advant ages over sone bl ock ciphers.

Regar di ng application-layer multicast, sone consideration is needed
to consider the effects of sending encrypted data in a nmulticast

envi ronnent | acki ng adm ssion-control, where practically any
application programcan join a nulticast event independently of its
participation in a multicast security protocol. Thus, this security
service is also concerned with the effects of nulticast
confidentiality services (intended and otherw se) on application
progranms. Effects to both Senders and Receivers are considered.

In Figure 2, the Milticast Data Confidentiality security service is
pl aced in Multicast Data Handling Area along the interface between
Senders and Receivers. The algorithns and protocols that are
realized fromwork on this security service nay be applied to other
interfaces and areas of Figure 2 when nulticast data confidentiality
i s needed.

5.2. Muilticast Source Authentication and Data Integrity

This security service handl es source authentication and integrity
verification of multicast data. It includes the transfornms to be
made both at the Sender’s end and at the Receiver’s end. |t assunes
that the appropriate signature and verification keys are provided via
Mul ti cast Key Managenent in accordance with Multicast Policy
Managenent as described below. This is one of the harder areas of

mul ticast security due to the connectionless and real -tine
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requirenents of many I P nulticast applications. There are classes of
application-layer nulticast security, however, where offline source
and data authentication will suffice. As discussed previously, not
all multicast applications require real-tinme authentication and

dat a- packet integrity. A robust solution to nmulticast source and
data aut hentication, however, is necessary for a conplete solution to
mul ti cast security.

In Figure 2, the Miulticast Source and Data Authentication security
service is placed in Milticast Data Handling Area along the interface
bet ween Senders and Receivers. The algorithnms and protocols that are
produced for this functional area may have applicability to security
services in other functional area that use multicast services such as
G oup Key Managenent.

5.3. Milticast Goup Authentication

This security service provides a linmted anmount of authenticity of
the transnmitted data: It only guarantees that the data origi nated
with (or was last nodified by) one of the group nmenbers. It does not
guarantee authenticity of the data in case that other group nenbers
are not trusted.

The advantage of group authentication is that it is guaranteed via
relatively sinple and efficient cryptographic transforms. Therefore,
when source authentication is not paranobunt, group authentication
beconmes useful. In addition, performng group authentication is
useful even when source authentication is later perforned: it
provides a sinple-to-verify weak integrity check that is useful as a
nmeasur e agai nst deni al - of -servi ce attacks.

The Multicast Group Authentication security service is placed in the
Mul ticast Data Handling Area along the interface between Senders and
Recei vers.

5.4. Muilticast G oup Menbershi p Managenent

This security service describes the functionality of registration of
menbers with the Goup Controller, and de-registration of nenbers
fromthe Goup Controller. These are security functions, which are
i ndependent fromIP rmulticast group "join" and "l eave" operations
that the nenber may need to performas a part of group adm ssion
control protocols (i.e., I1GW [RFC3376], M.D [ RFC3019]).

Regi stration includes nmenber authentication, notification and

negoti ati on of security paraneters, and |ogging of information
according to the policies of the group controller and the woul d-be
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menber. (Typically, an out-of-band adverti senent of group infornmation
woul d occur before the registration takes place. The registration
process will typically be invoked by the woul d-be nenber.)

De-registration may occur either at the initiative of the nenber or
at the initiative of the group controller. It would result in

| ogging of the de-registration event by the group controller and an
i nvocation of the appropriate nmechanismfor termnating the
menbership of the de-registering nenber (see Section 5.5).

This security service also describes the functionality of the
comuni cation related to group nenbership anong different GCKS
servers in a distributed group design

In Figure 2, the Miulticast Group Menbership security service is
placed in the G oup Key Managenment Area and has interfaces to Senders
and Recei vers.

5.5. Milticast Key Managenent

This security service describes the functionality of distributing and
updating the cryptographic keying material throughout the life of the
group. Conponents of this security service may include:

- GCKS to group nmenber (Sender or Receiver) notification
regardi ng current keying nmaterial (e.g., group encryption and
aut henti cati on keys, auxiliary keys used for group nanagenent,
keys for source authentication, etc.).

- Updating of current keying material, depending on circunmstances
and policies.

- Termination of groups in a secure manner, including the secure
group itself and the associ ated keying nateri al .

Anong the responsibilities of this security service is the secure
managenent of keys between Key Servers and group nenbers, the
addressing issues for the nulticast distribution of keying material,
and the scalability or other perfornmance requirenents for nulticast
key managenent [RFC2627, BMS]. Key Servers and group nmenbers may

t ake advantage of a common Public Key Infrastructure (PKI) for

i ncreased scal ability of authentication and authorization.

To allow for an interoperable and secure IP nmulticast security
protocol, this security service may need to specify host abstractions
such as a group security association database (GSAD) and a group
security policy database (GSPD) for IP nulticast security. The
degree of overlap between IP nmulticast and application-I|ayer
mul ti cast key nmanagenent needs to be considered. Thus, this security
service takes into account the key nanagenent requirenments for IP
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mul ticast, the key managenent requirenents for application-|ayer

mul ticast, and to what degree specific realizations of a Milticast
Key Managenent security service can satisfy both. | SAKMP, noreover,
has been designed to be extensible to nmulticast key managenent for
both I'P nulticast and application-layer nulticast security [RFC2408].
Thus, multicast key nmanagenent protocols nay use the existing | SAKMP
standard’ s Phase 1 and Phase 2 protocols, possibly with needed
extensi ons (such as GO [RFC3547] or application-layer nulticast
security).

This security service also describes the functionality of the
comuni cation related to key nmanagenent anong di fferent GCKS servers
in a distributed group design.

Mul ti cast Key Management appears in both the centralized and
di stributed designs as shown in Figure 2 and is placed in the Goup
Key Managenent Area.

5.6. Muilticast Policy Managenent

This security service handles all matters related to nulticast group
policy including nenbership policy and nmulticast key nmanagenent
policy. Indeed, one of the first tasks in further defining this
security service is identifying the different areas of nulticast
policy. Milticast Policy Managenent includes the design of the
policy server for nmulticast security, the particular policy
definitions that will be used for IP nulticast and application-Iayer
mul ti cast security, and the communi cation protocols between the
Policy Server and the Key Server. This security service may be
realized using a standard policy infrastructure such as a Policy
Deci si on Point (PDP) and Policy Enforcenment Point (PEP) architecture
[ RFC2748]. Thus, it may not be necessary to re-invent a separate
architecture for multicast security policy. At nininum however,
this security service will be realized in a set of policy
definitions, such as multicast security conditions and actions.

The Multicast Policy Managenment security service describes the
functionality of the communicati on between an instance of a GCKS to
an instance of the Policy Server. The information transmtted may
i ncl ude policies concerning groups, nenberships, keying materi al
definition and their perm ssible uses, and other information. This
security service al so descri bes conmuni cati on between and anong
Policy Servers. Goup nenbers are not expected to directly
participate in this security service. However, this option is not
rul ed out.
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6.

6.

6.

6.

Security Considerations

Thi s docunent describes an architectural framework for protecting
mul ticast and group traffic with cryptographic protocols. Three
functional areas are identified within the framework. Each
functional area has unique security considerations, and these are
di scussed bel ow.

This architectural franmework is end-to-end, and does not rely upon
the network that connects group controllers and group nmenbers. |t
al so does not attenpt to resolve security issues in the unicast or
mul ticast routing infrastructures, or in nulticast adm ssion contro
protocols. As such, denial of service, nessage del etion, and other
active attacks against the unicast or mnulticast routing
infrastructures are not addressed by this framework. Section 1.1
describes the relationship of the network infrastructure to the
mul ti cast group security architecture.

1. Milticast Data Handling

Crypt ographi c protocols protecting nmulticast data are responsible for
providing confidentiality and group authentication. They should al so
be able to provide source authentication to uniquely identify senders
to the group. Replay protection of nulticast data is al so desirable,
but nmay not always be possible. This is due to the conplexity of

mai ntai ning replay protection state for nultiple senders. Section
3.1 el aborates on the security requirenments for this area.

2. Goup Key Managenent

Group key nmnagenent protocols provide cryptographic keys and policy
to group nenbers. They are responsible for authenticating and

aut hori zi ng group nenbers before revealing those keys, and for
provi di ng confidentiality and authentication of those keys during
transit. They are also responsible for providing a neans for
rekeying the group, in the case that the policy specifies a lifetine
for the keys. They also are responsible for revocation of group
nmenber shi p, once one or nore group nenbers have had their
authorization to be a group nmenber revoked. Section 3.2 describes
the security requirenents of this area in nore detail

3. Milticast Security Policies

Crypt ographi c protocols providing nmulticast security policies are
responsible for distributing that policy such that the integrity of
the policy is maintained. |If the policy itself is confidential, they
al so are responsi ble for authenticating group controllers and group
menbers, and providing confidentiality of the policy during transit.
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