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1.

| nt roducti on

Thi s docunent defines a M B nodul e which contai ns Textual Conventions
for Multiprotocol Label Switching (MPLS) networks. These Textual
Conventions should be inported by M B nodul es whi ch nanage MPLS

net wor ks.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

For an introduction to the concepts of MPLS, see [RFC3031].
The | nternet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

MPLS Textual Conventions MB Definitions
MPLS-TC-STD-M B DEFI NI TIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY,
Unsi gned32, | nteger32,
transm ssion FROM SNMPv2- SM -- [ RFC2578]

TEXTUAL- CONVENTI ON
FROM SNMVPV2- TG; .- [RFC2579]

npl sTCSt dM B MODULE- | DENTI TY
LAST- UPDATED "200406030000Z" -- June 3, 2004
ORGANI ZATI ON
"I ETF Mul ti protocol Label Switching (MPLS) Working
G oup. "
CONTACT- | NFO
" Thomas D. Nadeau
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Ci sco Systemns, |nc.
t nadeau@i sco. com

Joan Cucchi ara
Mar coni Conmuni cati ons, |nc.
j cucchi ara@ri ndspring.com

Cheenu Sri ni vasan
Bl oonberg L. P.
cheenu@l oonber g. net

Arun Vi swanat han
ForcelO0 Networks, Inc.
arunv@ or celOnet wor ks. com

Hans §j ostrand
i pUnpl ugged
hans@ punpl ugged. com

Kireeti Konpella
Juni per Networks
ki reeti @uni per. net

Email comrents to the MPLS WG Mai ling List at

npl s@iu. net . "
DESCRI PTI ON
"Copyright (C) The Internet Society (2004). The
initial version of this MB nodul e was published
in RFC 3811. For full legal notices see the RFC
itself or see:
http://ww.ietf.org/copyrights/ianamb. htm

This M B nodul e defines TEXTUAL- CONVENTI ONs
for concepts used in Miltiprotocol Label
Swi tching (MPLS) networks."
REVI SI ON "200406030000Z" -- June 3, 2004
DESCRI PTI ON
"I'nitial version published as part of RFC 3811."
c:={ nplsStdMB 1 }
npl sSt dM B OBJECT | DENTI FI ER

::={ transm ssion 166 }

Mol sAt mvcl denti fier ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
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STATUS current
DESCRI PTI ON
"A Label Switching Router (LSR) that
creates LDP sessions on ATMinterfaces
uses the VCl or VPI/VC field to hold the
LDP Label .

VClI val ues MJUST NOT be in the 0-31 range.

The values 0 to 31 are reserved for other uses
by the I TU and ATM Forum The val ue

of 32 can only be used for the Control VC,

al though val ues greater than 32 could be
configured for the Control VC

If a value fromO to 31 is used for a VC
the managenent entity controlling the LDP
subsystem should reject this with an
i nconsi stentValue error. Also, if
the value of 32 is used for a VC which is
NOT the Control VC, this should
result in an inconsistentValue error."”
REFERENCE
"MPLS using LDP and ATM VC Swi t chi ng, RFC3035."
SYNTAX I nteger32 (32..65535)

Mol sBit Rat e :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"If the value of this object is greater than zero,
then this represents the bandwi dth of this MPLS
interface (or Label Switched Path) in units of
"1,000 bits per second’ .

The val ue, when greater than zero, represents the
bandwi dth of this MPLS interface (rounded to the
nearest 1,000) in units of 1,000 bits per second.

If the bandw dth of the MPLS interface is between
((n * 1000) - 500) and ((n * 1000) + 499), the value
of this object is n, such that n > 0.

If the value of this object is 0 (zero), this
nmeans that the traffic over this MPLS interface is
considered to be best effort.”

SYNTAX Unsigned32 (0] 1..4294967295)

Mpl sBur st Si ze :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
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STATUS current
DESCRI PTI ON
"The nunber of octets of MPLS data that the stream
may send back-to-back w thout concern for policing.
The value of zero indicates that an inplenentation
does not support Burst Size."
SYNTAX Unsi gned32 (0..4294967295)

Mol sExt endedTunnel I d :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A unique identifier for an MPLS Tunnel. This may
represent an | Pv4 address of the ingress or egress

LSR for the tunnel. This value is derived fromthe
Ext ended Tunnel 1d in RSVP or the Ingress Router ID
for CR-LDP."
REFERENCE
"RSVP-TE: Extensions to RSVP for LSP Tunnel s,
[ RFC3209] .

Constraint-Based LSP Setup using LDP, [RFC3212]."
SYNTAX Unsi gned32(0..4294967295)

Mpl sLabel ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This val ue represents an MPLS | abel as defined in
[ RFC3031], [RFC3032], [RFC3034], [RFC3035] and
[ RFC3471] .

The | abel contents are specific to the | abel being
represented, such as:

* The label carried in an MPLS shi m header
(for LDP this is the Generic Label) is a 20-bit
nunber represented by 4 octets. Bits 0-19 contain
a | abel or a reserved | abel value. Bits 20-31
MJUST be zero.

The following is quoted directly from [ RFC3032].
There are several reserved | abel val ues:

i. Avalue of 0 represents the

"I Pv4 Explicit NULL Label’. This | abel
value is only legal at the bottom of the
| abel stack. It indicates that the | abe

stack rmust be popped, and the forwarding
of the packet nust then be based on the

Nadeau & Cucchi ara St andar ds Track [ Page 5]



RFC 3811 MPLS TC M B June 2004

| Pv4 header.

ii. Avalue of 1 represents the
"Router Alert Label’. This label value is
| egal anywhere in the | abel stack except at
the bottom \Wen a received packet
contains this | abel value at the top of
the label stack, it is delivered to a
| ocal software nodul e for processing.
The actual forwarding of the packet
is determ ned by the | abel beneath it
in the stack. However, if the packet is
forwarded further, the Router Alert Label
shoul d be pushed back onto the | abel stack
before forwarding. The use of this [|abel
i s anal ogous to the use of the
"Router Alert Option’ in |IP packets
[ RFC2113]. Since this |abel
cannot occur at the bottom of the stack,
it is not associated with a
particul ar network | ayer protocol.

iii. Avalue of 2 represents the

"I Pv6 Explicit NULL Label’. This |abel
value is only legal at the bottom of the
| abel stack. It indicates that the | abe

stack rmust be popped, and the forwarding
of the packet nust then be based on the
| Pv6 header.

iv. Avalue of 3 represents the
"lnmplicit NULL Label’
This is a |l abel that an LSR may assi gn and
di stribute, but which never actually
appears in the encapsul ation. Wen an
LSR woul d ot herwi se repl ace the | abe
at the top of the stack with a new | abel,
but the new label is "Inplicit NULL
the LSR will pop the stack instead of
doi ng the replacenment. Although
this value may never appear in the
encapsul ation, it needs to be specified in
the Label Distribution Protocol, so a value
is reserved.

v. Val ues 4-15 are reserved.

* The frame relay |abel can be either 10-bits or
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23-bits depending on the DLCI field size and the
upper 22-bits or upper 9-bits nust be zero,
respectively.

* For an ATM | abel the |lower 16-bits represents the
VCI, the next 12-bits represents the VPl and the
remai ni ng bits MJST be zero.

* The CGeneralized-MPLS (GWLS) | abel contains a
val ue greater than 2724-1 and used in GWLS
as defined in [RFC3471]."

REFERENCE
"Ml tiprotocol Label Switching Architecture,
RFC3031.

MPLS Label Stack Encodi ng, [RFC3032].

Use of Label Switching on Frane Rel ay Networks,
RFC3034.

MPLS using LDP and ATM VC Swi t chi ng, RFC3035.
Generalized Multiprotocol Label Switching
(GWLS) Architecture, [RFC3471]."

SYNTAX Unsi gned32 (0..4294967295)

Mol sLabel Di stributionMet hod ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The | abel distribution nethod which is also called
the | abel advertisenent node [ RFC3036].
Each interface on an LSR is configured to operate
in either Downstream Unsolicited or Downstream
on Demand. "
REFERENCE
"Ml tiprotocol Label Switching Architecture,
RFC3031.

LDP Specification, RFC3036, Section 2.6.3."
SYNTAX | NTEGER {
downst r eanOnDemand( 1),
downst r eanmnsol i ci t ed( 2)

}
Mpl sLdpl dentifier ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "1d. 1d. 1d. 1d: 2d"
STATUS current
DESCRI PTI ON

"The LDP identifier is a six octet
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guantity which is used to identify a
Label Switching Router (LSR) |abel space.

The first four octets identify the LSR and
nmust be a gl obally unique value, such as a
32-bit router ID assigned to the LSR, and the
last two octets identify a specific |abel
space within the LSR "

SYNTAX OCTET STRING (S| ZE (6))

Mol sLsridentifier ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The Label Switching Router (LSR) identifier is the
first 4 bytes of the Label Distribution Protoco
(LDP) identifier."
SYNTAX OCTET STRING (S| ZE (4))

Mpl sLdpLabel Type ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The Layer 2 label types which are defined for MPLS
LDP and/or CR-LDP are generic(1l), atm(2), or
frameRel ay(3)."

SYNTAX | NTEGER {

generic(1),
atn(2),
frameRel ay(3)
}
Mol sLSPI D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A unique identifier within an MPLS network that is
assigned to each LSP. This is assigned at the head
end of the LSP and can be used by all LSRs
to identify this LSP. This value is piggybacked by
the signaling protocol when this LSP is signal ed
within the network. This identifier can then be
used at each LSR to identify which | abels are
bei ng swapped to other |abels for this LSP. This
obj ect can also be used to disanbiguate LSPs that
share the sanme RSVP sessions between the sanme
source and destination.

For LSPs established using CRLDP, the LSPID is
conposed of the ingress LSR Router ID (or any of
its own | Pv4 addresses) and a | ocally unique
CR-LSP IDto that LSR The first two bytes carry

Nadeau & Cucchi ara St andar ds Track [ Page 8]



RFC 3811 MPLS TC M B June 2004

the CR-LSPID, and the remaining 4 bytes carry
the Router ID. The LSPID is useful in network
managenent, in CR-LSP repair, and in using

an already established CR-LSP as a hop in

an ER- TLV.

For LSPs signaled using RSVP-TE, the LSP IDis
defined as a 16-bit (2 byte) identifier used
in the SENDER TEMPLATE and the FILTER SPEC
that can be changed to allow a sender to
share resources with itself. The length of this
obj ect should only be 2 or 6 bytes. |If the length
of this octet string is 2 bytes, then it nust
identify an RSVP-TE LSPID, or it is 6 bytes,
it must contain a CR-LDP LSPID."

REFERENCE
"RSVP-TE: Extensions to RSVP for LSP Tunnel s,
[ RFC3209] .

Constraint-Based LSP Setup using LDP,
[ RFC3212] . "
SYNTAX OCTET STRING (Sl ZE (2| 6))

Mpl sLspType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Types of Label Switch Paths (LSPs)
on a Label Switching Router (LSR) or a
Label Edge Router (LER) are:

unknown( 1) -- if the LSP is not known
to be one of the follow ng.

term natingLsp(2) -- if the LSP term nates
on the LSR/LER, then this
is an egressing LSP
whi ch ends on the LSR/ LER,

originatingLsp(3) -- if the LSP originates
fromthis LSR/ LER, then
this is an ingressing LSP
which is the head-end of
the LSP,

crossConnectingLsp(4) -- if the LSP ingresses
and egresses on the LSR
then it is
cross-connecting on that
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LSR. "
SYNTAX | NTEGER {
unknown( 1),
term nati nglLsp(2),
ori gi nati ngLsp(3),
crossConnecti ngLsp(4)

}
Mpl sOmner :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This object indicates the | ocal network
managenent subsystemthat originally created
the object(s) in question. The val ues of
this enuneration are defined as foll ows:

unknown(1l) - the |local network managenent
subsyst em cannot di scern which
component created the object.

other(2) - the local network nanagenent
subsystemis able to discern which conponent
created the object, but the conmponent is not
listed within the foll ow ng choi ces,

e.g., conmand line interface (cli).

snnmp(3) - The Sinple Network Managenent Protocol
was used to configure this object initially.

| dp(4) - The Label Distribution Protocol was
used to configure this object initially.

crldp(5) - The Constraint-Based Label Distribution
Prot ocol was used to configure this object
initially.

rsvpTe(6) - The Resource Reservation Protocol was
used to configure this object initially.

policyAgent(7) - A policy agent (perhaps in
conbi nation with one of the above protocols) was
used to configure this object initially.

An object created by any of the above choices
MAY be nodified or destroyed by the sane or a
di fferent choice."
SYNTAX | NTEGER {
unknown(1),

Nadeau & Cucchi ara St andards Track [ Page 10]



RFC 3811 MPLS TC M B June 2004

ot her (2),

snmp(3),

I 'dp(4),

crldp(5),

rsvpTe(6),

pol i cyAgent (7)
}

Mol sPat hl ndexOr Zer o :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A unique identifier used to identify a specific
path used by a tunnel. A value of 0 (zero) neans
that no path is in use."
SYNTAX Unsi gned32(0..4294967295)

Mpl sPat hl ndex ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A uni que value to index (by Path nunber) an
entry in a table.™
SYNTAX Unsigned32(1..4294967295)

Mol sRet enti onMode :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The | abel retention node which specifies whether
an LSR maintains a | abel binding for a FEC
| earned froma neighbor that is not its next hop

for the FEC

If the value is conservative(l) then advertised

| abel nmappings are retained only if they will be
used to forward packets, i.e., if |abel cane from

a valid next hop

If the value is liberal(2) then all advertised
| abel nmappings are retai ned whether they are from
a valid next hop or not."
REFERENCE
"Ml tiprotocol Label Switching Architecture,
RFC3031.

LDP Specification, RFC3036, Section 2.6.2."
SYNTAX | NTEGER {
conservative(1l),
I'iberal (2)
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Mpl sTunnel Affinity ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Describes the configured 32-bit Include-any,
i nclude-all, or exclude-all constraint for
constraint-based |ink selection.”
REFERENCE

"RSVP- TE: Ext ensions to RSVP for LSP Tunnel s,
RFC3209, Section 4.7.4."
SYNTAX Unsi gned32(0..4294967295)

Mpl sTunnel | ndex ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"A uni que index into nplsTunnel Tabl e.
For tunnels signaled using RSVP, this value
shoul d correspond to the RSVP Tunnel ID
used for the RSVP-TE session.”
SYNTAX Unsi gned32 (0..65535)

Mol sTunnel | nst ancel ndex ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The tunnel entry with instance index O
shoul d refer to the configured tunne
interface (if one exists).

Val ues greater than 0, but |less than or
equal to 65535, should be used to indicate
signal ed (or backup) tunnel LSP instances.
For tunnel LSPs signal ed using RSVP,

this val ue should correspond to the

RSVP LSP I D used for the RSVP-TE

LSP.

Val ues greater than 65535 apply to FRR
detour instances."
SYNTAX Unsi gned32(0| 1..65535| 65536. .4294967295)

TeHopAddr essType :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A value that represents a type of address for a
Traffic Engi neered (TE) Tunnel hop.

unknown( 0) An unknown address type. This value

MUST be used if the value of the
correspondi ng TeHopAddress object is a
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zero-length string. It may al so be
used to indicate a TeHopAddress which
is not in one of the formats defi ned

bel ow.

i pv4(1) An | Pv4 network address as defined by
t he | net Addr essl Pv4 TEXTUAL- CONVENTI ON
[ RFC3291] .

i pv6(2) A gl obal | Pv6 address as defined by
t he | net Addressl Pv6 TEXTUAL- CONVENTI ON
[ RFC3291] .

asnunber (3) An Autononous System (AS) nunber as
defined by the TeHopAddr essAS
TEXTUAL- CONVENTI ON.

unnum( 4) An unnunbered interface index as
defined by the TeHopAddressUnnum
TEXTUAL- CONVENTI ON.

| spi d(5) An LSP I D for TE Tunnels
(RFC3212) as defined by the
Mpl sLSPI D TEXTUAL- CONVENTI ON

Each definition of a concrete TeHopAddressType
val ue nmust be acconpani ed by a definition

of a TEXTUAL- CONVENTI ON for use with that
TeHopAddr ess.

To support future extensions, the TeHopAddressType
TEXTUAL- CONVENTI ON SHOULD NOT be sub-typed in

obj ect type definitions. It MAY be sub-typed in
conpliance statenents in order to require only a
subset of these address types for a conpliant

i mpl ement ati on.

| mpl ement ati ons nmust ensure that TeHopAddressType
obj ects and any dependent objects

(e.g., TeHopAddress objects) are consistent.
An inconsistentVal ue error nust be generated
if an attenpt to change a TeHopAddressType

obj ect would, for exanple, lead to an

undefi ned TeHopAddress value that is

not defined herein. In particular,

TeHopAddr essType/ TeHopAddr ess pairs

nmust be changed together if the address

type changes (e.g., fromipv6(2) to ipv4(l))."
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REFERENCE
"TEXTUAL- CONVENTI ONs for | nternet Network
Addr esses, RFC3291.

Constraint-Based LSP Setup using LDP

[ RFC3212] "

SYNTAX | NTEGER {
unknown( 0),
i pva(1),
i pv6(2),
asnunber ( 3),
unnum( 4),
| spi d(5)

}
TeHopAddr ess ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Denotes a generic Tunnel hop address,
that is, the address of a node which
an LSP traverses, including the source
and destination nodes. An address nmay be
very concrete, for exanple, an |Pv4 host
address (i.e., with prefix length 32);
if this IPv4 address is an interface
address, then that particular interface
nmust be traversed. An address may al so
specify an 'abstract node’, for exanple,
an | Pv4 address with prefix |ength
| ess than 32, in which case, the LSP
can traverse any node whose address
falls in that range. An address may
al so speci fy an Autononobus System (AS),
in which case the LSP can traverse any
node that falls within that AS.

A TeHopAddress value is always interpreted wthin
the context of an TeHopAddressType value. Every
usage of the TeHopAddress TEXTUAL- CONVENTI ON

is required to specify the TeHopAddressType obj ect
whi ch provides the context. It is suggested that
the TeHopAddressType object is logically registered
bef ore the object(s) which use the TeHopAddress
TEXTUAL- CONVENTION i f they appear in the

same | ogi cal row.

The val ue of a TeHopAddress object nust al ways be
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consistent with the value of the associ ated

TeHopAddr essType object. Attenpts to set a

TeHopAddress object to a value which is

i nconsistent with the associ ated TeHopAddressType

nmust fail with an inconsistentValue error."
SYNTAX OCTET STRING (Sl ZE (0. .32))

TeHopAddr essAS :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Represents a two or four octet AS number.
The AS nunber is represented in network byte
order (MSB first). A two-octet AS nunber has
the two MSB octets set to zero."
REFERENCE
"Textual Conventions for Internet Network
Addr esses, [RFC3291]. The
I net Aut ononousSyst ensNumber TEXTUAL- CONVENTI ON
has a SYNTAX of Unsigned32, whereas this TC
has a SYNTAX of OCTET STRING (SIZE (4)).
Both TCs represent an aut ononbus system nunber
but use different syntaxes to do so."

SYNTAX OCTET STRI NG (S| ZE (4))
TeHopAddr essUnnum : : = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON
"Represents an unnunbered interface:
octets contents encodi ng

1-4 unnunbered interface net wor k- byt e order

The correspondi ng TeHopAddressType val ue is
unnum(5) . "

SYNTAX OCTET STRI NG SI ZE(4))

END
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Security Considerations

Thi s nodul e does not define any managenent objects. Instead, it
defines a set of textual conventions which may be used by other MPLS
M B nodul es to define managenent objects.

Meani ngful security considerations can only be witten in the MB
nmodul es t hat define managenent objects. Therefore, this docunent has
no i npact on the security of the Internet.

| ANA Consi der ati ons

| ANA has nade a M B O D assignnent under the transni ssion branch
that is, assigned the nplsStdM B under { transmission 166 }. This
sub-id is requested because 166 is the ifType for npls(166) and is
avai |l abl e under transni ssion.

In the future, MPLS related standards track M B nodul es shoul d be
rooted under the nplsStdM B subtree. The I ANA is requested to nmanage
that nanespace. New assignnments can only be nade via a Standards
Action as specified in [ RFC2434].

The | ANA has al so assigned { nplsStdMB 1} to the MPLS-TC- STD-M B
specified in this docunent.
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except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
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