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Abstract

As the DNS Security (DNSSEC) specifications have evolved, the syntax
and semantics of the DNSSEC resource records (RRs) have changed.
Many depl oyed nameservers understand variants of these senmantics.
Dangerous interactions can occur when a resolver that understands an
earlier version of these semantics queries an authoritative server

t hat understands the new del egati on signer senantics, including at

| east one failure scenario that will cause an unsecured zone to be
unresol vabl e. This docunment changes the type codes and menoni cs of
the DNSSEC RRs (SI G KEY, and NXT) to avoid those interactions.

1. Introduction

The DNSSEC protocol has been through nany iterations whose syntax and
semantics are not conpletely conpatible. This has occurred as part
of the ordinary process of proposing a protocol, inplenenting it,
testing it in the increasingly conplex and diverse environnent of the
Internet, and refining the definitions of the initial Proposed
Standard. I n the case of DNSSEC, the process has been conplicated by
DNS's criticality and wi de deploynment and the need to add security
while mnimzing daily operational conplexity.

A weak area for previous DNS specifications has been | ack of detail

i n specifying resolver behavior, |eaving inplenentors |argely on
their own to deternmine many details of resolver function. This,
conbined with the nunber of iterations the DNSSEC specifications have
been through, has resulted in fielded code with a wi de variety of
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behaviors. This variety nakes it difficult to predict how a protocol
change will be handl ed by all deployed resolvers. The risk that a
change will cause unacceptable or even catastrophic failures nakes it
difficult to design and deploy a protocol change. One strategy for
managi ng that risk is to structure protocol changes so that existing
resolvers can conpletely ignore input that might confuse them or
trigger undesirable failure nodes.

Thi s docunent addresses a specific problem caused by Del egation
Signer’s (DS) [ RFC3658] introduction of new senmantics for the NXT RR
that are inconpatible with the semantics in [RFC2535]. Answers

provi ded by DS-aware servers can trigger an unacceptable failure node
in some resolvers that inplement RFC 2535, which provides a great

di sincentive to sign zones with DS. The changes defined in this
docunent allow for the increnental deploynent of DS.

1.1. Terminol ogy

In this docunment, the term "unsecure del egati on” neans any del egati on
for which no DS record appears at the parent. An "unsecure referral”
is an answer fromthe parent containing an NS RRset and a proof that
no DS record exists for that nane.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.2. The Problem

Del egati on Signer (DS) introduces new semantics for the NXT RR that
are inconpatible with the semantics in RFC 2535. In RFC 2535, NXT
records were only required to be returned as part of a non-existence
proof. Wth DS, an unsecure referral returns, in addition to the NS
a proof of non-existence of a DS RRin the formof an NXT and

SIG NXT). RFC 2535 didn't specify how a resolver was to interpret a
response wi th RCODE=0, AA=0, and both an NS and an NXT in the
authority section. Sone wi dely depl oyed 2535-aware resol vers
interpret any answer with an NXT as a proof of non-existence of the
requested record. This results in unsecure del egations bei ng
invisible to 2535-aware resolvers and violates the basic
architectural principle that DNSSEC nust do no harm-- the signing of
zones must not prevent the resolution of unsecured del egati ons.

2. Possible Sol utions

This section presents several solutions that were considered.
Section 3 describes the one sel ected.
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2.1. Change SIG KEY, and NXT type codes

To avoid the probl em descri bed above, |egacy (RFC2535-aware)
resolvers need to be kept from seeing unsecure referrals that include
NXT records in the authority section. The sinplest way to do that is
to change the type codes for SIG KEY, and NXT.

The obvi ous drawback to this is that new resolvers will not be able
to validate zones signed with the old RRs. This probl em al ready
exi sts, however, because of the changes nmade by DS, and resol vers
that understand the old RRs (and have conpatibility issues with DS)
are far nore preval ent than 2535-si gned zones.

2.2. Change a subset of type codes

The observed problemw th unsecure referrals could be addressed by
changing only the NXT type code or another subset of the type codes
that includes NXT. This has the virtue of apparent sinplicity, but
it risks introduci ng new problens or not going far enough. It’'s
qui te possible that nore inconpatibilities exist between DS and
earlier semantics. Legacy resolvers nay al so be confused by seeing
records they recognize (SI G and KEY) while being unable to find NXTs.
Al 'though it may seem unnecessary to fix that which is not obviously
broken, it's far cleaner to change all of the type codes at once.
This will |eave | egacy resolvers and tools completely blinded to
DNSSEC -- they will see only unknown RRs.

2.3. Replace the DO bit

Anot her way to keep | egacy resolvers fromever seei ng DNSSEC records
with DS semantics is to have authoritative servers only send that
data to DS-aware resolvers. |It’'s been proposed that assigning a new
EDNSO flag bit to signal DS-awareness (tentatively called "DA"), and
having authoritative servers send DNSSEC data only in response to
queries with the DA bit set, would acconplish this. This bit would
presumably supplant the DO bit described in [ RFC3225].

This solution is sufficient only if all 2535-aware resolvers zero out
EDNSO flags that they don’t understand. |If one passed through the DA
bit unchanged, it would still see the new semantics, and it would
probably fail to see unsecure delegations. Since it’s inpractical to
know how every DNS inpl ementati on handl es unknown EDNSO fl ags, this
is not a universal solution. It could, though, be considered in
addition to changing the RR type codes.
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2.4. Increnent the EDNS version

Anot her possible solution is to increment the EDNS version nunber as
defined in [RFC2671], on the assunption that all existing

i npl ementations will reject higher versions than they support, and
retain the DO bit as the signal for DNSSEC awar eness. This approach
has not been tested.

2.5. Do nothing

There is a | arge depl oyed base of DNS resol vers that understand
DNSSEC as defined by the standards track RFC 2535 and [ RFC2065] and,
due to under specification in those docunents, interpret any answer
with an NXT as a non-exi stence proof. So long as that is the case,

zone owners will have a strong incentive to not sign any zones that
contain unsecure del egations, lest those del egations be invisible to
such a large installed base. This will dramatically sl ow DNSSEC
adopti on.

Unfortunately, w thout signed zones there's no clear incentive for
operators of resolvers to upgrade their software to support the new
version of DNSSEC, as defined in RFC 3658. Historical data suggests
that resolvers are rarely upgraded, and that ol d nanmeserver code
never dies.

Rat her than wait years for resolvers to be upgraded through natura
processes before signing zones with unsecure del egati ons, addressing
this problemw th a protocol change will inmmediately renove the

di sincentive for signing zones and all ow wi despread depl oynent of
DNSSEC.

3. Protocol changes

Thi s docunent changes the type codes of SIG KEY, and NXT. This
approach is the cleanest and safest of those di scussed above, |argely
because the behavior of resolvers that receive unknown type codes is
wel I understood. This approach has al so received the nost testing.

To avoid operational confusion, it’s also necessary to change the
menoni cs for these RRs. DNSKEY will be the replacenent for KEY,
with the mmenonic indicating that these keys are not for application
use, per [RFC3445]. RRSIG (Resource Record Sl Ghature) will replace
SIG and NSEC (Next SECure) will replace NXT. These new types
conpletely replace the old types, except that SI G 0) [RFC2931] and
TKEY [ RFC2930] will continue to use SIG and KEY.

Wei | er St andar ds Track [ Page 4]



RFC 3755 Legacy Resolver Compatibility for DS May 2004

4.

4.

The new types will have exactly the sanme syntax and semantics as
specified for SIG KEY, and NXT in RFC 2535 and RFC 3658 except for
the foll ow ng:

1) Consistent with [ RFC3597], donmi n nanmes enbedded in RRSI G and NSEC
RRs MUST NOT be conpressed,

2) Enbedded domain names in RRSIG and NSEC RRs are not downcased for
pur poses of DNSSEC canoni cal form and ordering nor for equality
conpari son, and

3) An RRSIGw th a type-covered field of zero has undefined
semantics. The neaning of such a resource record nmay only be
defined by | ETF Standards Action

If a resolver receives the old types, it SHOULD treat them as unknown
RRs and SHOULD NOT assign any special neaning to themor give them
any special treatnment. It MJST NOT use them for DNSSEC vali dations
or other DNS operational decision making. For exanple, a resolver
MUST NOT use DNSKEYs to validate SIGs or use KEYs to validate RRSI Gs.
If SIG KEY, or NXT RRs are included in a zone, they MJST NOT receive
special treatnment. As an exanple, if a SIGis included in a signed
zone, there MJST be an RRSIG for it. Authoritative servers may w sh
to give error nmessages when | oadi ng zones containing SI G or NXT
records (KEY records may be included for SIG0) or TKEY).

As a clarification to previous docunents, some positive responses,
particularly wldcard proofs and unsecure referrals, will contain
NSEC RRs. Resolvers MJST NOT treat answers with NSEC RRs as negative
answers nerely because they contain an NSEC
| ANA Consi der ati ons
1. DNS Resource Record Types

Thi s docunent updates the | ANA registry for DNS Resource Record Types
by assigning types 46, 47, and 48 to the RRSIG NSEC, and DNSKEY RRs,
respectively.

Types 24 and 25 (SIG and KEY) are retained for SI0) [RFC2931] and
TKEY [ RFC2930] use only.

Type 30 (NXT) shoul d be narked as Obsol ete.
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4.2. DNS Security Algorithm Nunbers

To all ow zone signing (DNSSEC) and transaction security nechani sns
(SI0) and TKEY) to use different sets of algorithnms, the existing
"DNS Security Algorithm Nunmbers" registry is nodified to include the
applicability of each algorithm Specifically, two new colums are
added to the registry, showi ng whether each algorithmnay be used for
zone signing, transaction security mechanisns, or both. Only

al gorithnms usable for zone signing nay be used in DNSKEY, RRSIG and
DS RRs. Only algorithnms usable for SIG0) and/or TSI G nmay be used in
SI G and KEY RRs.

Al currently defined algorithns except for Indirect (algorithm 252)
remai n usable for transaction security mechanisnms. Only RSA/ SHA-1

[ RFC3110], DSA/SHA-1 [ RFC2536], and private algorithnms (types 253 and
254) may be used for zone signing. Note that the registry does not
contain the requirenent |evel of each algorithm only whether or not
an algorithm may be used for the given purposes. For exanple,

RSA/ MD5, while allowed for transaction security mechani sns, is NOT
RECOMVENDED, per [ RFC3110].

Additionally, the presentation format al gorithm menonics from
[ RFC2535] Section 7 are added to the registry. This docunent assigns
RSA/ SHA- 1 t he mMmenoni ¢ RSASHAL.

As before, assignnment of new algorithnms in this registry requires

| ETF Standards Action. Additionally, nodification of algorithm
mmenoni cs or applicability requires | ETF Standards Action. Docunents
defining a new al gorithm nmust address the applicability of the

al gorithm and should assign a presentation menonic to the al gorithm

4.3. DNSKEY Fl ags

Li ke the KEY resource record, DNSKEY contains a 16-bit flags field.
Thi s docunent creates a new registry for the DNSKEY flags field.

Initially, this registry only contains an assignment for bit 7 (the
ZONE bit). Bits 0-6 and 8-15 are avail able for assignnent by | ETF
St andar ds Acti on.

4.4. DNSKEY Protocol Cctet
Li ke the KEY resource record, DNSKEY contains an eight bit protocol
field. The only defined value for this field is 3 (DNSSEC). No

ot her values are allowed, hence no | ANA registry is needed for this
field.
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5. Security Considerations

The changes introduced here do not materially affect security. The
inplications of trying to use both new and | egacy types together are
not well understood, and attenpts to do so would probably lead to
uni nt ended and dangerous results.

Changi ng type codes will |eave code paths in | egacy resol vers that
are never exercised. Unexercised code paths are a frequent source of
security holes, largely because those code paths do not get frequent
scrutiny.
Doi ng not hi ng, as described in section 2.5, will slow DNSSEC
depl oyment. \While this does not decrease security, it also fails to
increase it.
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