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Abstract

The i SCSI protocol provides a way for hosts to access SCSI devices
over an IP network. This docunent defines the use of the Service
Location Protocol (SLP) by i SCSI hosts, devices, and nanagenent
services, along with the SLP service type tenplates that describe the
servi ces they provide.
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1

| nt roducti on

i SCSI [RFC3720] is a protocol used to transport SCSI [ SAMZ] comands,
data, and status across an |P network. This protocol is connection-
oriented and is currently defined over TCP. iSCSI uses a client-
server relationship. The client end of the connection is an
initiator, and it sends SCSI conmmands; the server end of the
connection is called a target, and it receives and executes the
conmands.

There are several nethods an i SCSI initiator can use to find the
targets to which it should connect. Two of these nethods can be
acconpl i shed wi thout the use of SLP

- Each target and its address can be statically configured on the
initiator.

- Each address providing targets can be configured on the initiator;
i SCSI provides a nechanism by which the initiator can query the
address for a list of targets.

The above nethods are further defined in "i SCSI Nam ng and Di scovery
Requi rement s" [ RFC3721] .

Each of the above nethods requires a small anmobunt of configuration to
be done on each initiator. The ability to discover targets and nane
services without having to configure initiators is a desirable
feature. The Service Location Protocol (SLP) [RFC2608] is an |IETF
standards track protocol providing several features that wll
sinplify locating i SCSI services. This docunent describes how SLP
can be used in i SCSI environments to discover targets, addresses
provi ding targets, and storage nanagenent servers.

Not ati on Conventi ons
In this docunment, the key words "MJST", "MJST NOT", "REQU RED',

"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " MNAY",
and "OPTIONAL" are to be interpreted as described in [ RFC2119].
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3. Term nol ogy

Here are sone definitions that may aid readers who are unfamli ar
with SLP, SCSI, or iSCSI. Sonme of these definitions have been
reproduced from [ RFC2608] and "Fi nding an RSIP Server with SLP"

[ RFC3105] .

User Agent (UA) A process working on the client’s behal f
to establish contact with sone servi ce.
The UA retrieves service information from
the Service Agents or Directory Agents.

Servi ce Agent (SA) A process working on behalf of one or nore
services to advertise the services and
their capabilities.

Directory Agent (DA) A process that collects service
advertisenments. There can only be one DA
present per given host.

Scope A naned set of services, typically making
up a logical admnistrative group

Servi ce Adverti senent A URL, attributes, and a lifetinme
(i ndicating how long the advertisenent is
val id) providing service access
i nformati on and capabilities description
for a particular service.

Initiator A logical entity, typically within a host,
that sends SCSI commands to targets to be
executed. An initiator is usually present
in the formof a device driver.

Tar get A logical entity, typically within a
storage controller or gateway that
receives SCSI commands froman initiator
and executes them A target includes one
or nore Logical Units (LUs); each LUis a
SCSI device, such as a disk or tape drive.

i SCSI Nane A UTF-8 character string that serves as a
uni que identifier for iSCSI initiators and
targets. Its format and usage is further
defined in [ RFC3721].

i SCSI dient A logical entity, typically a host that
i ncludes at |east one i SCSI Initiator.
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i SCSI Server A logical entity, typically a storage
controller or gateway that includes at
| east one i SCSI Target.

St orage Managenent Server An addressable entity that provides
managenent services that benefit an i SCSI
environment. " Storage managenent server"
is used as a generic termand does not
i ndicate a specific protocol or service.

4. Using SLP for iSCSI Service Discovery

Two entities are involved in i SCSI discovery. The end result is that
an i SCSlI initiator (e.g., a host) discovers i SCSI targets, usually
provi ded by storage controllers or gateways.

i SCSI targets are registered with SLP as a set of service URLsS, one
for each address on which the target nmay be accessed. Initiators

di scover these targets by using SLP service requests. Targets that
do not directly support SLP or that are under the control of a
managenent service nmay be registered by a proxy service agent as part
of the software providing this service.

i SCSI entities may al so use SLP to discover higher-Ievel nanagenent
servi ces when these are needed.

This section first describes the use of SLP for discovery of targets
by i SCSI initiators, it then describes the use of SLP to discover
st orage nmanagenment servers.

Thi s docunment assunes that SLPv2 will be used for discovering i SCS|-
rel ated services; no attenpt is made to include support for SLPvl.

4.1. Discovering i SCSI Targets with SLP

The foll owi ng diagram shows the relationship anmnong i SCSI clients,
servers, initiators, and targets. An iSCSI client includes at |east
one i SCSI initiator, and an SLP user agent (UA). An i SCSI server
includes at |east one i SCSI target an SLP service agent (SA). Sone
entities, such as extended copy engines, include both initiators and
targets. These include both an SA, for its targets to be discovered,
and a UA, for its initiator(s) to discover other targets.
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o m e o e e e e e e e e eeao o +

| i SCSI dient |

| Fom e e e oo - + |

| | i SCS | |

| | initiator | |

I | "myhost” | I

| Fom e e e oo - + |

I I

o m e e e oooo-o- Fo-m oo - +

| 1SCSI Driver |  UA |

o m e e e oooo-o- Fo-m oo - +

| TCP/ UDP/ | P |

o e e e oo oo oo e +

| Interface 1 | Interface 2 |

o e e e oo oo oo e +

I I
LSS + | | S +
| SLP DA | | | | SLP DA |
| (optional) |----+ |IP Networks +----] (optional)
LSS + | | S +
I I

Fo e e e o e oo o e e e oo oo |

| Interface 1 | Interface 2 |

| 192.0.2.131 | 192.0.2.3 |

Fom e e e o oo Fom e e e a oo +

| TCP/ UDP/ | P |

o m e e e e e e e eoaaoo- Fomm e - +

| i SCSI Driver | SA |

o e e e e e e e e iea oo S R |

I I

| +-------- + F----o - + - e - oo + |

| | iscst | | isCsl | | iscsl | |

| | target | | target | | target | |

| | "one" | | "two" | | "three" | |

| +-------- + F----o - + - e - oo + |

| i SCSI Server |

o m o e o e e e e e e e e e e meea— o +

In the above drawing, the i SCSI server has three i SCSI targets that
the client could discover, nanmed "one", "tw" and "three". The iSCS
client has an i SCSI initiator with the name "nyhost". The i SCS
client may use the initiator nane in its SLP Service Requests as a
filter to discover only targets that are configured to accept i SCS
connections from "nyhost".

Each i SCSI target and initiator has a unique nanme, called an i SCSI

Nane. This identifier is the sane regardless of the network path
(through adapter cards, networks, and interfaces on the storage
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devi ce) over which the target is discovered and accessed. For this

exanpl e, the i SCSI names "one", "two", and "three" are used for the

targets; the initiator uses the nanme "nyhost". An actual iSCSI nane
woul d incorporate nore structure, including a nam ng authority, and

is not described here.

Each of the iSCSI targets in the drawi ng can appear at two addresses,
since two network interfaces are present. Each target would have two
service URLs, unless a single service URL included a DNS host nane
mappi ng to both addresses.

An i SCSI target URL consists of its fully qualified host name or |IP
address, the TCP port on which it is listening, and its i SCSI nane.
An i SCSI server nust register each of its individual targets at each
of its network addresses.

The i SCSI server constructs a service advertisenent of the type
"service:iscsi:target" for each of the service URLs it w shes to
regi ster. The advertisenment contains a lifetine, along with other
attributes that are defined in the service tenplate.

If the server in the above drawing is listening at TCP port 3260 for
bot h network addresses, the service URLs registered would be

- 192.0.2.131: 3260/ one

- 192.0.2.131: 3260/ two

- 192.0.2.131: 3260/ t hree
- 192.0. 2. 3: 3260/ one

- 192.0.2.3:3260/two

- 192.0.2.3:3260/three

The remai nder of the discovery procedure is identical to that used by
any client/server pair inplenmenting SLP

1. If an SLP DA is found, the SA contacts the DA and registers the
service advertisenent. Wether or not one or nore SLPv2 DAs are
di scovered, the SA maintains the advertisenment itself and answers
mul ti cast UA queries directly.

2. Wen the i SCSI initiator requires contact information for an
i SCSI target, the UA either contacts the DA by using unicast or
the SA by using nmulticast. |If a UAis configured with the
address of the SA, it may avoid nmulticast and may contact an SA
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by using unicast. The UA includes a query based on the
attributes to indicate the characteristics of the target(s) it
requires.

3. Once the UA has the host name or address of the i SCSI server, as
wel | as the port nunber and i SCSI Target Nanme, it can begin the
normal i SCSI login to the target.

As information contained in the i SCSI target tenplate nmay exceed

comon networ k datagram si zes, the SLP inpl enentation for both UAs

and SAs supporting this tenplate MJST inplenment SLP over TCP.
4.1.1. Finding Targets Based on Initiator Credentials

To be allowed access to an i SCSI target, an initiator mnust be

authenticated. The initiator may be required by the target to

produce one or nore of the follow ng credentials:

- An i SCSI Initiator Name

An | P address

- A CHAP, SRP, or Kerberos credenti al

Any conbi nation of the above

Most i SCSI targets allow access to only one or two initiators. In
the ideal discovery scenario, an initiator would send an SLP request
and receive responses ONLY for targets to which the initiator is
guar ant eed a successful login. To achieve this goal, the i SCS
target tenplate contains the followi ng attributes, each of which
allows a list of values:

1. auth-nanme: This attribute contains the Iist of initiator nanmes
allowed to access this target, or the value "any", indicating
that no specific initiator nanme is required.

2. auth-addr: This attribute contains the |ist of host nanes
and/or | P addresses that will be allowed access to this target,
or the value "any", indicating that no specific address or
host nane is required. |If a large nunber of addresses is to
be all owed (perhaps a subnet), this attribute nay contain the

val ue "any".
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3. auth-cred: This attribute contains a list of "nethod/identifier"

credentials that will be allowed access to the target, provided
they can produce the correct password or other verifier during
the login process. |If no specific credentials are required, the

val ue "any" is used.

The list of valid nethod strings for auth-cred are defined in

[ RFC3720], section 11.1, "AuthMethod". The identifier used after the
"/" is defined by the specific AuthMethod, also in [RFC3720].
Exanpl es showi ng initiator searches based on auth-xxxx attributes are
shown in the target-specific tenplate section bel ow

Al'so note that the auth-xxxx attributes are considered security

policy information. |If these attributes are distributed, |Psec MJST
be inplenented as specified in the Security Inplenmentation section
bel ow.

4.1.2. Supporting Access by Miultiple Identities to the Same Tar get

If atarget is to allow access to nultiple host identities, nore than
one conbi nati on of auth-xxxx attributes will have to be allowed. In
some of these cases, it is not possible to express the entire set of
val id conbi nati ons of auth-xxxx attributes within a single registered
service URL. For exanple, if a target can be addressed by

aut h- name=nyhost 1 AND aut h- cr ed=CHAP/ user 1 (identityl)
oR
aut h- name- nyhost 2 AND aut h- cr ed=CHAP/ user 2 (identity2)

t he above cannot be specified in a single registered service URL,

si nce (auth-nane=nyhost1, auth-nane=nyhost2, auth-cred=CHAP/userl,
aut h- cred=CHAP/ user2) woul d allow either auth-nane to be used with
either auth-cred. This necessitates the ability to register a target
and address under nore than one service URL; one for (identityl) and
one for (identity2).

Because service URLs nust be unique, (identityl) and (identity2) mnust
each be regi stered under a unique service URL. For systens that
support the configuration of nmultiple identities to access a target,
the service URL nust contain an additional, opaque string defining
the identity. This appears after the i SCSI nanme in the URL string
and is separated by a "/". Each registered (target-address, target-
nane, initiator-identity) tuple can then register a set of auth-xxxx
attributes.
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4.1.3. Using SLP in a Non-nulticast Environment

In sone networks, the use of multicast for discovery purposes is

ei ther unavail able or not allowed. These include public or service-
provi der networks that are placed between an i SCSI client and a
server. These are probably nost conmon between two i SCSI gat eways,
one at a storage service provider site, and one at a custoner site.

In these networks, an initiator may allow the addresses of one or
nmore SAs to be configured instead of or in addition to its DA
configuration. The initiator would then nake unicast SLP service
requests directly to these SAs, without the use of nmulticast to
di scover themfirst.

This functionality is well within the scope of the current SLP
protocol. The main consequence for inplenmentors is that an initiator
configured to make direct unicast requests to an SA wll have to add
this to the SLP API, if it is following the service |ocation API
defined in [ RFC2614].

4.2. Discovering Storage Managenent Services with SLP

St orage nanagenent servers can be built to nmanage and control access
to targets in a variety of ways. They can provi de extended services
beyond di scovery, which could include storage allocation and
managenent. None of these services are defined here; the intent of
this docunent is to allow these services to be discovered by both
clients and servers, in addition to the target discovery already
bei ng perforned.

The foll owi ng drawi ng shows an i SCSI client, an i SCSI server, and a
st orage managenent server. To sinplify the drawi ng, the second IP
network is not shown but is assunmed to exist. The storage nanagenent
server would use its own protocol (smsp) to provide capabilities to

i SCSI clients and servers; these clients and servers can both use SLP
to di scover the storage nanagenent server.
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o m e e e e e e e eoaaoo- +
| i SCSI dient |
I I
| Fom e e e oo - + |
| | iSCsl | |
| | initiator | |
| Fom e e e oo - + |
I I
S Fo-m oo - +----+ Fomm oo oo - +
| 1SCSI Driver | smsp | UA | | SLP DA |
S Fo-m oo - +----+
| TCP/ UDP/ | P | | (optional) |
S Fo-m oo - +----+ Fomm oo oo - +
I

| | P Net wor k |

I I

I I
S Fomm e m o e + o m e e e e e oo +
| TCP/ UDP/ | P | | TCP/ UDP/I P |
S Fo-m oo - +----+ o m e e e e e oo +
| iSCSI Driver | snmsp | UA | | SA | sSNEpP |
S Fo-m oo - +----+ o m e e e e e oo +
I I I I
| +-------- Sk SR + | | storage ngnt server
| | iSCsl | | isCsl | | | |
| | target | | target | | LR T +
I || I
| +-------- + F----m - + |
I I
| i SCSI Server |
o m e e e e e e e eoaaoo- +

Note the difference between the storage managenent server nodel and

the previously defined target discovery nodel. Wen target discovery
was used, the i SCSI Server inplenented an SA, to be discovered by the
initiator’s UA. In the storage nmanagenent server nodel, the i SCS

clients and servers both inplenent UAs, and the nanagenent server
i npl emrents the SA

A storage managenent server’'s URL contains the domain nane or |IP
address and TCP or UDP port nunmber. No other information is
required.

The storage managenent server constructs a service advertisenent of
the type "service:iscsi:snms" for each of the addresses at which it

appears. The advertisenment contains the URL and a lifetinme, along
with other attributes that are defined in the service tenplate.
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The remai nder of the discovery procedure is identical to that used to
di scover i SCSI targets, except that both initiators and targets woul d
normal |y be "clients" of the storage managenent service.

Targets that support a storage managenent service inplenment a UA in
addition to the SA. A target may alternatively just inplenent the UA
and all ow the storage nmanagenent service to advertise its targets
appropriately by providing an SA and regi stering the appropriate
service:iscsi:target registrations on the target’'s behalf: The target
devi ce woul d not have to advertise its own targets. This has no

i npact on the initiator.

This allows the initiators’ discovery of targets to be conpletely

i nteroperabl e regardl ess of which storage managenent service is used,
or whether one is used at all, or whether the target registrations
are provided directly by the target or by the nmanagenent servi ce.

4.3. Internationalization Considerations
SLP allows internationalized strings to be registered and retrieved.
Attributes in the tenplate that are not marked with an "L (literal)
will be registered in a localized nanner. An "en" (English)
| ocalization MJST be registered, and others MAY be regi stered.

Attributes that include non-ASCII characters will be encoded by using
UTF-8, as discussed in [ RFC3722] and [ RFC3491].

5. 1 SCSI SLP Tenpl at es

Three tenpl ates are provided: an i SCSI target tenplate, a nanagenent
service tenplate, and an abstract tenplate to encapsul ate the two.

5.1. The i SCSI Abstract Service Type Tenpl ate

This tenpl ate defines the abstract service "service:iscsi". It is
used as a top-level service to encapsulate all other i SCSI-rel ated
servi ces.

Nane of submitter: Mark Bakke

Language of service tenplate: en
Security Considerations: See section 6.
Tenpl ate Text:

tenpl at e-t ype=i scs
tenpl at e-versi on=1.0

tenpl at e- descri pti on=
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This is an abstract service type. The purpose of the iscsi
service type is to enconpass all of the services used to support
the i SCSI protocol

tenpl ate-url - synt ax=
url-path= ; Depends on the concrete service type.

5.2. The i SCSI Target Concrete Service Type Tenpl ate

This tenplate defines the service "service:iscsi:target". An entity
containing i SCSI targets that w shes them di scovered via SLP woul d
regi ster each of them wth each of their addresses, as this service

t ype.

Initiators (and perhaps nanagenent services) w shing to di scover
targets in this way will generally use one of the follow ng queries:

1. Find a specific target, given its i SCSI Target Nane:

Service: service:iscsi:target
Scope: initiator-scope-li st
Query: (i scsi-name=i gn. 2001- 04. com exanpl e: sn. 456)

2. Find all of the i SCSI Target Nanes that may all ow access to a
given initiator:

Servi ce: service:iscsi:target
Scope: initiator-scope-li st
Qery: (aut h- nane=i gn. 1998- 03. com exanpl e: host i d. 045A7B)

3. Find all of the i SCSI Target Nanmes that may all ow access to
any initiator:

Service: service:iscsi:target
Scope: initiator-scope-li st
Query: (aut h- nane=any)

4. Find all of the iSCSI Target Nanes that nay allow access to
this initiator, or that will allow access to any initiator:

Service: service:iscsi:target

Scope: initiator-scope-li st

Qery: &( aut h- nanme=i gn. 1998- 03. com exanpl e: hosti d. 045A7B)
(aut h- nane=any)
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5. Find all of the i SCSI Target Names that may all ow access to
a given CHAP user nane:

Service: service:iscsi:target
Scope: initiator-scope-li st
Qery: (aut h- cred=chap/ ny- user - namne)

6. Find all of the i SCSI Target Nanes that may all ow access to a
given initiator that supports two | P addresses, a CHAP credenti al
and SRP credential, and an initiator nane:

Service: service:iscsi:target
Scope: initiator-scope-li st
Qery: &( | (aut h- nanme=i gn. com exanpl e: host 47) (aut h- name=any)
| (aut h-addr=192. 0. 2. 3) (aut h-addr =192. 0. 2. 131) ( aut h- addr =any)
| (aut h- cred=chap/ f 00) (aut h- cr ed=sr p/ ny- user - nane)

(aut h-cred=any))

7. Find the i SCSI Target Nanes fromwhich the given initiator is
al |l oned to boot:

Service: service:iscsi:target
Scope: initiator-scope-li st
Qery: (boot-1list=iqgn.1998-03. com exanpl e: hosti d. 045A7B)

8. In addition, a nanagenent service nmay wi sh to discover al
targets:

Servi ce: service:iscsi:target
Scope: managenent - server - scope- i st

Query: <enpty-string>
More details on booting froman i SCSI target are defined in [BOOT].

Nane of submitter: Mark Bakke
Language of service tenplate: en
Security Considerations: see section 6.

Tenpl ate Text:

------------------------- tenplate begins here-----------------------
tenpl at e-t ype=i scsi : t ar get

tenpl at e-versi on=1.0

tenpl at e-descri pti on=
This is a concrete service type. The iscsi:target service type is

used to register individual target addresses to be discovered
by others. UAs will generally search for these by including one of
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the foll ow ng:

- the i SCS|

- iSCSI initiator identifiers (i SCSI

i SCSI

target nane

- the service URL

tenpl ate-url - synt ax=

url -path
host port
host

host nane

al phanum
domai nl abel
t opl abel
host nunber
i pv4- nunber
i pv6-addr

i pv6- nunber

| s32

h1l6

port

i scsi - nane
identity

i scsi-char

escaped

host port

host [ ":

and SLPv2

namne,

"/" iscsi-nane [

port |

host nane / host nunmber

*( domai
ALPHA /

al phanum / al phanum *[ al phanum /
ALPHA / ALPHA *[ al phanum/

nl abel
DAT

April 2005
credential, |P address)
"/" identity ]
DNS nane or | P address

") toplabel

| Pv4 or

6( h16
5( h16
4( h16
3( h16
2( hi16

h16

i pv4- nunber / i pv6-addr
1*3DIA T 3("." 1*3DIAT)

"[" ipv6-nunber "]"

/ "

/| hie ] "

/ [ *1( hi6 ":" ) hl6 ] "

/ [ *2( hi6 ":" ) hl6 ] "

/ [ *3( hie ":" ) hl6 ] "

/ [ *4( hi6 ":" ) hl6 ] "

/ [ *5( hi6 ":" ) hl6 ] "

/ [ *6( hl16 ":" ) hl1l6 ]

( h16 ":" hl16 ) / ipv4-nunber
; least-significant 32 bits of ipv6
1*4HEXDI G

1*DAT

i scsi-char ; i

SCSI target nane
i scsi-char ; optional
ALPHA / DIG T / escaped /
; Intended to all ow UTF-8 encoded strings
1*("\" HEXDI G HEXDI G

] al phanum

] al phanum
| Pv6 address

| s32
| s32
| s32
| s32
| s32
e | s32
| s32
h1l6

N N e N

addr ess

identity string

/ no_n

[

The iscsi-nane part of the URL is required and nust be the i SCSI
nane of the target being registered.

A device representing nultiple targets nust

i ndividually

regi ster each target/address conbination with SLP
and is used to
is allowed to access this target.

The identity part of the URL is optional

Exanpl e (split

service:iscsi:target://192.0. 2. 3: 3260/
i gn. 2001- 04. com exanpl e: sn. 45678

| Pv6 addresses are al so supported;

Bakke & Hufferd

; indicate an identity that

into two lines for clarity):

they use the notation

St andards Track
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; specified above and in [RFC3513], section 2.2

i scsi-nane = string
# The i SCSI Name of this target.
# This nust match the iscsi-nane in the url-path.

portal -group = integer

# The i SCSI portal group tag for this address. Addresses sharing
# the sanme iscsi-nanme and portal -group tag can be used within the
# sane i SCSI session. Portal groups are described in [RFC3720].

transports = string ML

tcp
# This is a list of transport protocols that the registered
# entity supports. iSCSI is currently supported over TCP
# but it is anticipated that it could be supported over other
# transports, such as SCTP, in the future.

tcp

mgnt-entity = string O

# The fully qualified domain name, or |P address in dotted-decim
# notation, of the management interface of the entity containing
# this target.

#

alias = string O
# The alias string contains a descriptive name of the target.

auth-name = string M X

# A list of iSCSI Initiator Nanes that can access this target.
# Nornmal i SCSI nanmes will be 80 characters or less; max |ength
# is 255.

# Normally, only one or a few values will be in the list.

# Using the equival ence search on this will evaluate to "true"
# if any one of the itenms in this list natches the query.

# If this list contains the default name "any", any initiator
# is allowed to access this target, provided it matches

# the other auth-xxx attributes.

#

#

#

#

This attribute contains security policy information. |If this
attribute is distributed via an Attribute Reply nessage,
| Psec MJUST be i npl enent ed.

aut h-addr = string M X

# Alist of initiator I P addresses (or host nanes) which will
# be allowed access to this target. |If this |ist contains the
# default nanme "any", any |IP address is allowed access to this
# target, provided it matches the other auth-xxx attributes.
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#

# This attribute contains security policy information. If this
# attribute is distributed via an Attribute Reply nessage,

# | Psec MJUST be i npl enent ed.

auth-cred = string M X

# A list of credentials which will be allowed access to the target
# (provided they can provide the correct password or other

# authenticator). Entries in this Iist are of the form

# "met hod/identifier", where the currently defined nethods are
# "chap" and "srp", both of which take usernanes as their

# identifiers.

#

#

#

#

This attribute contains security policy information. If this
attribute is distributed via an Attribute Reply nessage,
| Psec MJUST be i npl enent ed.

oot-list = string MO

Alist of iSCSI Initiator Nanes that can boot fromthis target.
This list works precisely like the auth-nanme attribute. A nane
appearing in this list must either appear in the access-li st,

or the access-list nust contain the initiator nane "iscsi"

O herwise, an initiator will be unable to find its boot

target. |If boot-list contains the name "iscsi", any host can boot
fromit, but | amnot sure if this is useful to anyone. |If this
attribute is not registered, this target is not "bootabl e".

Note that the LUN the host boots fromis not specified here; a
host will generally attenpt to boot from LUN O.

It is quite possible that other attributes will need to be defined
here for booting as well.

This attribute contains security policy information. If this
attribute is distributed via an Attribute Reply nessage,

b
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
# | Psec MJUST be i npl enent ed.

5.3. i SCSI Storage Managenent Service Tenpl ates

This tenpl ate defines the service "service:iscsi:sns". An entity
supporting one or nore i SCSI managenment service protocols may
register itself with SLP as this service type. iSCSlI clients and
servers w shing to discover storage managenent services using SLP
will usually search for them by the protocol (s) they support:
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Service: service:iscsi:sns
Scope: initiator-scope-li st
Qery: (prot ocol s=i sns)

Nane of submitter: Mark Bakke
Language of service tenplate: en
Security Considerations: see section 6.

Tenpl ate Text:

tenpl at e-t ype=i scsi : sns
tenpl at e-versi on=1.0

t enpl at e- descri ption=
This is a concrete service type. The iscsi:sns service type
provides the capability for entities supporting i SCSI to discover
appropri ate nanagenent services.

tenpl ate-url - synt ax=
url -path = ; The URL of the managenent service [RFC2608].

protocols = string M

# The list of protocols supported by this name service. This
# list may be expanded in the future. There is no default.

#

# "isns" - This managenent service supports the use of the i SNS

# protocol for access managenent, health nonitoring, and

# di scovery managenent services. This protocol is defined
# in [ISNS].

i sns

transports = string ML

tcp

# This is a list of transport protocols that the registered
# entity supports.

tcp, udp

server-priority = integer

# The priority a client should give this server, when choosing

# between nultiple servers with the same protocol type.

# When nultiple servers are discovered for a given protocol type,
# this parameter indicates their relative precedence. Server

# precedence is protocol-specific; for sone protocols, the prinary
# server may have the highest server-priority value, while for

Bakke & Hufferd St andards Track [ Page 17]



RFC 4018 i SCSI and SLPv2 April 2005

# others it may have the | owest. For exanple, with i SNS, the primary
# server has the | owest value (value 0).

6. Security Considerations

The SLPv2 security nodel as specified in [ RFC2608] does not provide
confidentiality but does provide an authenticati on nmechani smfor UAs
to ensure that service advertisenents only cone fromtrusted SAs,
with the exception that it does not provide a nmechanismto
authenticate "zero-result responses”. See [RFC3723] for a discussion
of the SLPv2 [RFC2608] security nodel.

Once a target or managenent server is discovered, authentication and
aut hori zation are handled by the i SCSI protocol, or by the nmanagenent
server’s protocol. It is the responsibility of the providers of
these services to ensure that an inappropriately advertised or

di scovered service does not conpronise their security.

When no security is used for SLPv2, there is a risk of distribution
of false discovery information. The primary countermnmeasure for this
risk is authentication. Wen this risk is a significant concern,

| Psec SAs and i SCSI in-band authenticati on SHOULD be used for i SCS|

traffic subject to this risk to ensure that iSCSI traffic only flows
bet ween endpoi nts that have participated in | KE authentication and

i SCSI in-band authentication. For exanple, if an attacker

di stributes discovery information falsely claimng that it is an

i SCSI target, it will lack the secret information necessary to
conpl ete | KE authentication or i SCSI in-band authentication
successfully and therefore will be prevented fromfal sely sending or

receiving i SCSI traffic.

A risk remains of a denial of service attack based on repeated use of

fal se discovery information that will cause initiation of |IKE
negotiation. The counterneasures for this are administrative
configuration of each i SCSI Target to limt the peers it is wlling

to communicate with (i.e., by IP address range and/or DNS domain),
and mai nt enance of a negative authentication cache to avoid
repeatedly contacting an i SCSI Target that fails to authenticate.
These three nmeasures (i.e., IP address range |limts, DNS domain
limts, negative authentication cache) MJST be inpl enent ed.

The aut h-name, auth-addr, auth-cred, and boot-list attributes

conprise security policy information. Wen these are distributed,
| Psec MJUST be i npl enent ed.
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6.1. Security Inplenmentation

Security for SLPv2 in an I P storage environnent is specified in

[ RFC3723]. IPsec is mandatory-to-inplement for IPS clients and
servers. Thus, all IP storage clients, including those invoking SLP,
can be assuned to support IPsec. SLP servers, however, cannot be
assuned to inplenent |Psec, since there is no such requirenment in
standard SLP. In particular, SLP Directory Agents (DA) nmay be
runni ng on machi nes ot her than those running the I PS protocols.

| Psec SHOULD be inplenented for SLPv2 as specified in [RFC3723]; this
includes ESP with a non-null transformto provide both authentication
and confidentiality.

When SLPv2 can be used to distribute auth-name, auth-addr, auth-cred,
and boot-list information (see section 5.2 above), |Psec MJST be

i npl erented, as these itens are consi dered sensitive security policy
information. |If IPsec is not inplenented, auth-nanme, auth-addr,
auth-cred, and boot-list information MJUST NOT be distributed via
SLPv2 and MUST NOT be used if discovered via SLPv2.

Because the | P storage services have their own authentication
capabilities when |ocated, SLPv2 authentication is OPTIONAL to
i npl enent and use (as discussed in nmore detail in [RFC3723]).

7. | ANA Consi derati ons

Thi s docunent describes three SLP Tenplates. They have been revi enwed
and approved by the I ESG and registered in the | ANA's "SVRLOC

Tenpl ates" registry. This process is described in the | ANA

Consi derations section of [RFC2609].

8. Summary
Thi s docunent describes how SLP can be used by i SCSI initiators to
find i SCSI targets and storage managenent servers. Service type
tenplates for i SCSI targets and storage managenent servers are
present ed.
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