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Abstract

Thi s docunent describes an Extensible Provisioning Protocol (EPP)
mappi ng for the provisioning and managenent of Internet host nanes
stored in a shared central repository. Specified in XM, the mapping
defines EPP conmand syntax and senantics as applied to host nanes.
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| nt roducti on

Thi s docunent describes an Internet host nane mapping for version 1.0
of the Extensible Provisioning Protocol (EPP). This mapping is

speci fied using the Extensible Markup Language (XM.) 1.0 as descri bed
in [XM.] and XM. Schenma notation as described in [ XM.S-1] and [ XM.S-
2] .

[ RFC3730] provides a conpl ete description of EPP conmand and response
structures. A thorough understandi ng of the base protocol
specification is necessary to understand the mappi ng described in
this docunent.

XML is case sensitive. Unless stated otherw se, XM specifications
and exanpl es provided in this document MJUST be interpreted in the
character case presented to devel op a conform ng inplenentation

Rel ati onshi p of Host Objects and Domai n (bj ects

Thi s docunent assunes that host name objects have a subordinate
relationship to a superordi nate donmai n nanme object. For exanpl e,
host nane "nsl. exanpl e.cont has a subordinate relationship to domain
nane "exanple.conl'. EPP actions (such as object transfers) that do
not preserve this relationship MJST be explicitly disall owed.

A host nane object can be created in a repository for which no
superordi nate donai n nanme object exists. For exanple, host nane
"nsl. exanpl e.com' can be created in the ".exanple" repository so that
DNS donmains in ".exanple" can be delegated to the host. Such hosts
are described as "external" hosts in this specification since the
nane of the host does not belong to the nane space of the repository
in which the host is being used for del egation purposes.

Whet her a host is external or internal relates to the repository in
whi ch the host is being used for del egati on purposes. Wether an
i nternal host is subordinate or not relates to a domain within the
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repository. For exanple, host nsl.exanplel.comis a subordinate host
of domain exanplel.com but it is a not a subordinate host of domain
exanpl e2. com nsl. exanpl el. com can be used as a name server for
exanple2.com In this case, nsl.exanplel.com MIST be treated as an

i nternal host, subject to the rul es governing operations on

subordi nate hosts within the sane repository.

1.2. Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

In exanples, "C " represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in exanples is provided only to illustrate el ement

rel ationships and is not a REQU RED feature of this protocol.

2. Object Attributes

An EPP host object has attributes and associ ated val ues that can be
vi ewed and nodified by the sponsoring client or the server. This
section describes each attribute type in detail. The formal syntax
for the attribute val ues described here can be found in the "Fornal
Synt ax" section of this docunent and in the appropriate normative

r ef er ences.

2. 1. Host Nanes

The syntax for host names described in this docunment MJUST conformto
[ RFC952] as updated by [ RFC1123]. At the tinme of this witing, RFC

3490 [ RFC3490] describes a standard to use certain ASCI|I name | abels
to represent non-ASCI|I name | abels. These conformance requirenents

m ght change in the future as a result of progressing work in

devel opi ng standards for internationalized host nanes.

2.2. (dient ldentifiers

Al EPP clients are identified by a server-unique identifier. Cient
identifiers conformto the "cl|DType" syntax described in [ RFC3730].

2.3. Status Val ues

A host object MJST al ways have at | east one associ ated status val ue.
Status val ues MAY be set only by the client that sponsors a host

obj ect and by the server on which the object resides. A client can
change the status of a host object using the EPP <update> comrand.
Each status val ue MAY be acconpanied by a string of human-readabl e

Hol | enbeck St andar ds Track [ Page 3]



RFC 3732 EPP Host Mappi ng March 2004

text that describes the rationale for the status applied to the
obj ect .

A client MUST NOT alter status values set by the server. A server
MAY alter or override status values set by a client subject to |ocal
server policies. The status of an object MAY change as a result of
either a client-initiated transform comand or an acti on perforned by
a server operator.

Status val ues that can be added or renoved by a client are prefixed
with "client". Corresponding status values that can be added or
renoved by a server are prefixed with "server". Status val ues that
do not begin with either "client" or "server" are server-nmanaged.

Stat us Val ue Descri ptions:

- clientDel eteProhibited, serverDel eteProhibited
Requests to delete the object MJIST be rejected.

- clientUpdat eProhibited, serverUpdateProhibited

Requests to update the object (other than to renpve this status) MJST
be rejected.

- linked

The host object has at |east one active association wth another
obj ect, such as a donmain object. Servers SHOULD provi de services to
determ ne existing object associations.

- ok

This is the normal status value for an object that has no pending
operations or prohibitions. This value is set and renoved by the
server as other status values are added or renoved.

- pendi ngCreat e, pendi ngDel ete, pendi ngTransfer, pendi ngUpdate

A transform command has been processed for the object (or in the case
of a <transfer> comuand, for the host object’s superordinate domain
obj ect), but the action has not been conpleted by the server. Server
operators can delay action conpletion for a variety of reasons, such
as to allow for human review or third-party action. A transform
conmand that is processed, but whose requested action is pending, is
noted with response code 1001
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2.

2.

4.

5.

Transf orm commands MJUST be rejected when a pendi ngCreate,
pendi ngDel et e, pendi ngTransfer, or pendi ngUpdate status is set.

When t he requested action has been conpl eted, the pendi ngCreate,

pendi ngDel et e, pendi ngTransfer, or pendi ngUpdate status val ue MJST be
renoved. All clients involved in the transaction MJST be notified
usi ng a service nessage that the action has been conpl eted and that
the status of the object has changed.

"ok" status MAY only be conmbined with "linked" status.
"linked" status MAY be conbined with any status.

"pendi ngDel et e" status MJST NOT be conbined with either
"clientDel eteProhibited" or "serverDel et eProhibited" status.

"pendi ngUpdat e" status MJST NOT be conbined with either
"client Updat eProhi bited" or "serverUpdat eProhibited" status.

The pendi ngCreate, pendi ngDel ete, pendi ngTransfer, and pendi ngUpdat e
status val ues MJUST NOT be conbined with each other

O her status conbi nations not expressly prohibited MAY be used.
Dat es and Ti nes

Date and tinme attribute val ues MJST be represented in Universal
Coordinated Tine (UTC) using the Gegorian calendar. The extended
date-tinme formusing upper case "T" and "Z" characters defined in

[ RFC3339] MJST be used to represent date-tine values as XM. Schema
does not support truncated date-tinme fornms or | ower case "T" and "Z"
characters.

| P Addr esses

The syntax for |Pv4 addresses described in this docunent MJST conform
to [RFC791]. The syntax for |1 Pv6 addresses described in this
docunment MUST conformto [RFC3513]. Practical considerations for
publ i shing I Pv6 address information in zone files are docunmented in

[ RFC1886], [RFC2874], and [ RFC3152]. A server MAY reject IP
addresses that have not been allocated for public use by I ANA. Wen
a host object is provisioned for use as a DNS nane server, |IP
addresses SHOULD be required only as needed to generate DNS gl ue
records.
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3. EPP Command Mappi ng

A detail ed description of the EPP syntax and semantics can be found
in [RFC3730]. The conmand nappi ngs descri bed here are specifically
for use in provisioning and managi ng | nternet host nanes via EPP

3.1. EPP Query Conmmands

EPP provides two conmands to retrieve host information: <check> to
determine if a host object can be provisioned within a repository,
and <info> to retrieve detailed informati on associated with a host
obj ect .

3.1.1. EPP <check> Conmmand

The EPP <check> conmand is used to determine if an object can be
provisioned within a repository. It provides a hint that allows a
client to anticipate the success or failure of provisioning an object
usi ng the <create> conmand as obj ect provisioning requirenents are
ultimately a matter of server policy.

In addition to the standard EPP conmand el ements, the <check> conmand
MJUST contain a <host:check> elenent that identifies the host
nanespace and the location of the host schema. The <host: check>

el enent contains the followi ng child el enents:

- One or nore <host:name> elenents that contain the fully qualified
nanes of the host objects to be queri ed.

Exanpl e <check> command:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
C. <epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi:schemalLocati on="urn:ietf:parans: xnl:ns:epp-1.0
epp-1. 0. xsd">

<conmand>
<check>

<host : check
xm ns: host="urn:ietf:parans: xm : ns: host-1.0"
xsi :schemalLocation="urn:ietf:parans: xm :ns:host-1.0
host-1. 0. xsd" >
<host : nane>ns1. exanpl e. conx/ host : nanme>
<host : nane>ns2. exanpl e. conx/ host : nane>
<host : nane>ns3. exanpl e. conx/ host : nanme>
</ host : check>
</ check>
<cl TRI D>ABC- 12345</ ¢l TRI D>

0000000000000 00
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C

</ conmand>

C. </ epp>

Wien a <check> command has been processed successfully, the EPP
<resDat a> el ement MJUST contain a child <host:chkData> el enent that
identifies the host namespace and the | ocation of the host schema
The <host: chkDat a> el enent contains one or nore <host:cd> el enments
that contain the following child el enents

A <host: name> el enent that contains the fully qualified nane of
the queried host object. This elenent MJST contain an "avail"
attri bute whose val ue indicates object availability (can it be
provi sioned or not) at the nmonent the <check> commuand was
conpleted. A value of "1" or "true" neans that the object can be
provi sioned. A value of "0" or "false" neans that the object can
not be provi si oned.

An OPTI ONAL <host:reason> el ement that MAY be provi ded when an

obj ect can not be provisioned. |If present, this elenent contains
server-specific text to hel p explain why the object can not be
provisioned. This text MJST be represented in the response

| anguage previously negotiated with the client; an OPTI ONAL "Il ang"
attribute MAY be present to identify the language if the
negoti ated value is sonmething other than the default val ue of
(English).

en

Exanpl e <check> response:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"

DONLLDODDOLDDLHRWLNNWN

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi:schemalLocation="urn:ietf:parans: xn:ns:epp-1.0
epp-1. 0. xsd">
<r esponse>
<result code="1000">
<msg>Comand conpl et ed successful | y</ nsg>
</result>
<r esDat a>
<host : chkDat a
xm ns: host="urn:ietf:parans: xm : ns: host-1.0"
xsi :schemalLocation="urn:ietf:parans: xm :ns:host-1.0
host - 1. 0. xsd" >

<host : cd>

<host: nane avail ="1">ns1l. exanpl e. conx/ host : nanme>
</ host : cd>
<host : cd>

<host: nane avail ="0">ns2. exanpl e2. conk/ host : nane>

<host: reason>|l n use</ host:reason>
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</ host : cd>
<host : cd>
<host: nane avail ="1">ns3. exanpl e3. conk/ host : nane>
</ host : cd>
</ host : chkDat a>
</ r esDat a>
<trl D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
<sVTRI D>54322- XYZ</ svTRI D>
</trl| D>
</ response>
S: </ epp>

KOHLLLOHNWLH N

An EPP error response MJUST be returned if a <check> conmand can not
be processed for any reason.

3.1.2. EPP <info> Command

The EPP <info> command is used to retrieve information associ at ed
with a host object. In addition to the standard EPP conmand

el enents, the <info> command MJST contain a <host:info> el enment that
identifies the host namespace and the | ocation of the host schenma
The <host:info> el enment contains the follow ng child el enents:

- A <host:nanme> el enent that contains the fully qualified name of
the host object for which information is requested.

Exanpl e <i nf o> conmand:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xmns="urn:ietf:parans: xm :ns:epp-1.0"

: xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi:schemalLocation="urn:ietf:parans: xn:ns:epp-1.0
epp-1. 0. xsd">

<conmand>
<i nf o>
<host:info
xm ns: host="urn:ietf: parans: xm : ns: host-1.0"
xsi :schemalLocation="urn:ietf:parans: xm :ns:host-1.0
host - 1. 0. xsd" >
<host : nane>ns1. exanpl e. conx/ host : nanme>
</ host:info>
</i nfo>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
. </ epp>

0000000000000 00
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Wien an <i nfo> command has been processed successfully, the EPP
<resDat a> el ement MJST contain a child <host:infData> el enent that
identifies the host namespace and the | ocation of the host schenma
The <host:infData> el enent contains the following child el enents:

A <host: name> el enent that contains the fully qualified nane of
the host object.

A <host:roid> el enent that contains the Repository Object
I Dentifier assigned to the host object when the object was
creat ed.

One or nore <host:status> el enents that describe the status of the
host obj ect.

Zero or nore <host:addr> elenents that contain the | P addresses
associ ated with the host object.

A <host:cl|I D> elenent that contains the identifier of the
sponsoring client.

A <host:crl D> elenent that contains the identifier of the client
that created the host object.

A <host:crDate> el enent that contains the date and tinme of host
obj ect creation.

A <host:upl D> el ement that contains the identifier of the client
that | ast updated the host object. This elenment MJUST NOT be
present if the host object has never been nodifi ed.

A <host: upDate> el ement that contains the date and tine of the
nost recent host object nodification. This elenent MJST NOT be
present if the host object has never been nodifi ed.

A <host:trDate> el enent that contains the date and tinme of the
nost recent successful host object transfer. This elenment MJST
NOT be provided if the host object has never been transferred.
Not e that host objects MJUST NOT be transferred directly; host

obj ects MJUST be transferred inplicitly when the host object’s
superordi nate donain object is transferred. Host objects that are
subject to transfer when transferring a domain object are |isted
in the response to an EPP <info> conmand perforned on the domain
obj ect .
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Exanpl e <info> r

S: <?xm version=
S: <epp xm ns="ur
xm ns: xsi

epp-1.0.x

<response>
<result co

S: </ epp>

EPP Host Mappi ng March 2004

esponse:

"1.0" encodi ng="UTF-8" standal one="no"?>
n:ietf:params: xm :ns: epp-1.0"
="http://ww. w3. org/ 2001/ XM_Schenma- i nst ance"

xsi :schemalLocati on="urn:ietf:parans: xn :ns:epp-1.0

sd" >

de="1000">

<msg>Comand conpl et ed successful |l y</ nsg>

S

S

S

S

S

S

S: </result>

S <r esDat a>

S: <host : i nf Dat a

S: xm ns: host="urn:ietf:parans: xm : ns: host-1.0"

S: xsi:schemalLocation="urn:ietf:parans: xm :ns:host-1.0
S: host-1. 0. xsd" >

S: <host : nane>ns1l. exanpl e. conx/ host : nanme>

S: <host : r oi d>NS1_EXAMPLE1- REP</ host : roi d>

S: <host:status s="linked"/>

S: <host: status s="client Updat eProhi bited"/>

S: <host:addr ip="v4">192.0. 2. 2</ host: addr >

S: <host:addr ip="v4">192.0. 2. 29</host: addr>

S: <host: addr ip="v6">1080:0: 0: 0: 8: 800: 200C: 417A</ host : addr >
S: <host: cl 1 D>0ientY</host:cllD>

S: <host: crl D>0 i ent X</ host: crl D>

S: <host : cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ host : cr Dat e>
S: <host : upl D>C i ent X</ host : upl D>

S: <host : upDat €>1999- 12- 03T09: 00: 00. 0Z</ host : upDat e>
S: <host : t r Dat e>2000- 04- 08T09: 00: 00. 0Z</ host : t r Dat e>
S: </ host : i nf Dat a>

S: </ resDat a>

S <trl D>

S <cl TRI D>ABC- 12345</ ¢l TRI D>

S <sVTRI D>54322- XYZ</ svTRI D>

S: </trl D>

S:  </response>

An EPP error response MJUST be returned if an <info> command can not

be processed for
3.1.3. EPP <transf

Transfer senmanti
no mappi ng defin

Hol | enbeck

any reason.

er> Query Conmand

cs do not directly apply to host objects, so there is

ed for the EPP <transfer> query command.
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3.2. EPP Transf orm Conmands

EPP provides three commands to transform host objects: <create> to
create an instance of a host object, <delete> to delete an instance
of a host object, and <update> to change informati on associated with
a host object. This docunent does not define host object mappings
for the EPP <renew> and <transfer> comrands.

Transform commands are typically processed and conpleted in real
time. Server operators MAY receive and process transform commands,
but defer conpleting the requested action if human or third-party
reviewis required before the requested action can be conpleted. In
such situations the server MIST return a 1001 response code to the
client to note that the command has been received and processed, but
the requested action is pending. The server MJUST al so nmanage the
status of the object that is the subject of the conmand to reflect
the initiation and conpletion of the requested action. Once the
action has been conpleted, all clients involved in the transaction
MJST be notified using a service nmessage that the action has been
conpl eted and that the status of the object has changed.

3.2.1. EPP <create> Command

The EPP <create> conmand provides a transformoperation that allows a
client to create a host object. In addition to the standard EPP
conmand el enments, the <create> command MJST contain a <host:create>
el enent that identifies the host nanespace and the | ocation of the
host schema. The <host:create> el ement contains the follow ng child
el ement s:

- A <host:nanme> el enent that contains the fully qualified name of
the host object to be created.

- Zero or nore <host:addr> elenents that contain the | P addresses to
be associated with the host. Each elenment MAY contain an "ip"
attribute to identify the IP address format. Attribute value "v4"
is used to note IPv4 address format. Attribute value "v6" is used
to note | Pv6 address format. |If the "ip" attribute is not
specified, "v4" is the default attribute val ue.

Hosts can be provisioned for use as nane servers in the Donmai n Nane
System (DNS), described in [ RFC1034] and [ RFC1035]. Hosts

provi sioned as name servers mght be subject to server operator
policies that require or prohibit specification of |IP addresses
dependi ng on the name of the host and the name space in which the
server will be used as a nanme server. \Wen provisioned for use as a
nane server, |P addresses are REQU RED only as needed to produce DNS
glue records. For exanple, if the server is authoritative for the
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"conm’ nanme space and the nanme of the server is "nsl.exanple.net", the
server is not required to produce DNS gl ue records for the name
server and | P addresses for the server are not required by the DNS

If the host name exists in a nanme space for which the server is
authoritative, then the superordinate domai n of the host MJST be
known to the server before the host object can be created.
Exanpl e <creat e> conmand

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
C. <epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"

C xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
C xsi :schemalLocati on="urn:ietf:parans: xnl:ns:epp-1.0

C epp-1. 0. xsd">

C. <command>

C <creat e>

C <host:create

C xm ns: host="urn:ietf:parans: xm : ns: host-1.0"

C xsi:schemalLocation="urn:ietf:parans: xm :ns:host-1.0
C host - 1. 0. xsd" >

C <host : nane>ns1. exanpl e. conx/ host : nanme>

C <host:addr ip="v4">192.0. 2. 2</ host: addr >

C <host:addr ip="v4">192.0. 2. 29</ host: addr >

C <host:addr ip="v6">1080:0: 0: 0: 8: 800: 200C: 417A</ host : addr >
C </ host: creat e>

C </ creat e>

C <cl TRI D>ABC- 12345</ ¢l TRI D>

C. </ conmmand>

C. </ epp>

Wien a <create> command has been processed successfully, the EPP
<resDat a> el ement MJST contain a child <host:creData> el enent that
identifies the host namespace and the | ocation of the host schenma
The <host:creData> el enent contains the following child el enents:

- A <host:nanme> el enent that contains the fully qualified name of
the host object.

- A <host:crDate> elenent that contains the date and tine of host
obj ect creation.

Exanpl e <create> response:
S: <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
S:<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"

S xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
S: xsi:schemalLocati on="urn:ietf:parans: xnl:ns:epp-1.0

Hol | enbeck St andards Track [ Page 12]



RFC 3732 EPP Host Mappi ng March 2004

epp-1. 0. xsd">
<r esponse>
<result code="1000">
<msg>Comand conpl et ed successful | y</ nsg>
</result>
<r esDat a>
<host: creDat a
xm ns: host="urn:ietf:parans: xm : ns: host-1.0"
xsi:schemalLocation="urn:ietf:parans: xm :ns:host-1.0
host-1. 0. xsd" >
<host : nane>ns1. exanpl e. conx/ host : nanme>
<host: cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ host : cr Dat e>
</ host : cr eDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
<sVTRI D>54322- XYZ</ svTRI D>
</trlD>
</ response>
S: </ epp>

DONDODDOLDDLDNDWLHDUNW®ND

An EPP error response MJST be returned if a <create> comuand can not
be processed for any reason.

3.2.2. EPP <del ete> Command

The EPP <del et e> conmand provides a transformoperation that allows a
client to delete a host object. In addition to the standard EPP
conmand el enents, the <del ete> command MJUST contain a <host:del ete>
el enent that identifies the host nanespace and the | ocation of the
host schema. The <host:delete> el ement contains the follow ng child
el ement s:

- A <host:nanme> el enent that contains the fully qualified name of
the host object to be del et ed.

A host nane object MJST NOT be deleted if the host object is

associ ated with any other object. For exanple, if the host object is
associ ated with a donain object, the host object MJST NOT be del eted
until the existing association has been broken.

Exanpl e <del et e> conmand:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"

: xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi:schemalLocati on="urn:ietf:parans: xnl:ns:epp-1.0

C
C epp-1. 0. xsd">
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<conmand>
<del et e>
<host: del ete
xm ns: host="urn:ietf:parans: xm : ns: host-1.0"
xsi:schemalLocation="urn:ietf:parans: xm :ns:host-1.0
host-1. 0. xsd" >
<host : nane>ns1l. exanpl e. conx/ host : nanme>
</ host : del et e>
</ del et e>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C. </ epp>

00000000000

Wien a <del ete> command has been processed successfully, a server
MUST respond with an EPP response with no <resbData> el enent.

Exanpl e <del et e> response:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
S:<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"

S: xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
S: xsi :schemalLocati on="urn:ietf:parans: xnl:ns:epp-1.0
S: epp-1. 0. xsd">

S:  <response>

S: <result code="1000">

S: <msg>Comand conpl et ed successful | y</ nsg>

S: </result>

S <trl D>

S <cl TRI D>ABC- 12345</ ¢l TRI D>

S <sVTRI D>54321- XYZ</ svTRI D>

S: </trlD>

S:  </response>

S: </ epp>

An EPP error response MJUST be returned if a <del ete> command can not
be processed for any reason.

3.2.3. EPP <renew> Conmand

Renewal semantics do not apply to host objects, so there is no
mappi ng defined for the EPP <renew> conmand.

3.2.4. EPP <transfer> Conmand
Transfer semantics do not directly apply to host objects, so there is
no mappi ng defined for the EPP <transfer> command. Host objects are

subordi nate to an existing superordinate domai n object, and as such
they are subject to transfer when a domain object is transferred.
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3.2.5. EPP <updat e> Conmand

The EPP <update> comand provi des a transform operation that allows a
client to nodify the attributes of a host object. |In addition to the
standard EPP command el enents, the <update> conmand MJST contain a
<host:update> el enent that identifies the host nanespace and the

| ocation of the host schema. The <host:update> el ement contains the
follow ng child el enents:

- A <host:nane> el enent that contains the fully qualified name of
the host object to be updat ed.

- An OPTI ONAL <host:add> el enent that contains attribute values to
be added to the object.

- An OPTIONAL <host:renr elenment that contains attribute values to
be renoved from the object.

- An OPTIONAL <host:chg> el enment that contains object attribute
val ues to be changed.

At | east one <host:add> <host:renpr, or <host:chg> el enent MJST be
provi ded. The <host:add> and <host:rent el enents contain the
follow ng child el enents:

- One or nore <host:addr> elenents that contain | P addresses to be

associated with or renoved fromthe host object. |P address
restrictions described in the <create> comrand mappi ng apply here
as wel .

- One or nore <host:status> elenments that contain status values to
be associated with or remobved fromthe object. Wen specifying a
value to be renoved, only the attribute value is significant;
el enment text is not required to match a value for renoval

A <host:chg> el enent contains the followi ng child el enents:

- A <host:nanme> el enent that contains a new fully qualified host
name by which the host object will be known.

Host name changes MAY require the addition or renoval of |P addresses
to be accepted by the server. |P address associati on MAY be subject
to server policies for provisioning hosts as nane servers.

Host name changes can have an inpact on associ ated objects that refer
to the host object. A host nane change SHOULD NOT require additiona
updat es of associ ated objects to preserve existing associations, with
one exception: changing an external host object that has
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associ ations with objects that are sponsored by a different client.
Attenpts to update such hosts directly MIST fail with EPP error code
2305. The change can be provisioned by creating a new external host
with a new nane and needed new attributes and subsequently updating
the ot her objects sponsored by the client.

Exanpl e <updat e> conmand:

C. <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
C. <epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"

: xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi :schemalLocati on="urn:ietf:parans: xnl:ns:epp-1.0
epp-1. 0. xsd">

<conmand>
<updat e>
<host : updat e
xm ns: host="urn:ietf:parans: xm : ns: host-1.0"
xsi:schemalLocation="urn:ietf:parans: xm :ns:host-1.0
host - 1. 0. xsd" >
<host : nane>ns1. exanpl e. conx/ host : nanme>
<host : add>
<host:addr ip="v4">192.0. 2. 22</host: addr>
<host: status s="client Updat eProhi bited"/>
</ host : add>
<host:rene
<host:addr ip="v6">1080:0: 0: 0: 8: 800: 200C: 417A</ host : addr >
</ host:renp
<host: chg>
<host : nane>ns2. exanpl e. conx/ host : nanme>
</ host: chg>
</ host : updat e>
</ updat e>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C. </ epp>

0000000000000 0O00O0O0O0O0OO00O0

When an <updat e> comand has been processed successfully, a server
MUST respond with an EPP response with no <resbData> el enent.

Exanpl e <updat e> response:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
S:<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi:schemalLocati on="urn:ietf:parans: xnl:ns:epp-1.0
epp-1. 0. xsd">
<r esponse>
<result code="1000">

WOunwn
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S <msg>Comand conpl et ed successful |l y</ nsg>
S </result>

S <trl D>

S <cl TRI D>ABC- 12345</ ¢l TRI D>

S <sVTRI D>54321- XYZ</ svTRI D>

S </trlD>

S:  </response>

S: </ epp>

An EPP error response MJUST be returned if an <update> command coul d
not be processed for any reason.

3.2.6. Ofline Review of Requested Actions

Commands are processed by a server in the order they are received
froma client. Though an i mmedi ate response confirm ng recei pt and
processi ng of the command is produced by the server, a server
operator MAY performan offline review of requested transform
commands before conpleting the requested action. In such situations
the response fromthe server MJST clearly note that the transform
command has been received and processed, but the requested action is
pendi ng. The status of the correspondi ng object MJST clearly reflect
processi ng of the pending action. The server MJST notify the client
when of fline processing of the action has been conpl et ed.

Exanpl es describing a <create> command that requires offline review
are included here. Note the result code and nessage returned in
response to the <create> conmand.

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
S:<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi:schemalLocation="urn:ietf:parans: xn:ns:epp-1.0
epp-1. 0. xsd">
<r esponse>
<result code="1001">
<msg>Comand conpl et ed successfully; action pendi ng</ nsg>
</result>
<r esDat a>
<host: creDat a
xm ns: host="urn:ietf:parans: xm : ns: host-1.0"
xsi:schemalLocation="urn:ietf:parans: xm :ns:host-1.0
host-1. 0. xsd" >
<host : nane>ns1. exanpl e. conx/ host : nanme>
<host : cr Dat e>1999- 04- 03T22: 00: 00. 0Z</ host : cr Dat e>
</ host : cr eDat a>
</ resDat a>
<trl D>

DONLLODDOLDDLONWL®HNNW
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S <cl TRI D>ABC- 12345</ ¢l TRI D>
S <sVTRI D>54322- XYZ</ svTRI D>
S </trlD>

S:  </response>

S: </ epp>

The status of the host object after returning this response MJST
i ncl ude "pendi ngCreate". The server operator reviews the request
offline, and inforns the client of the outcone of the review by
gqueui ng a service nessage for retrieval via the <poll> command.

The service nmessage MJST contain text in the <response> <nsgQ,
<msg> el ement that describes the notification. |In addition, the EPP
<resDat a> el ement MJUST contain a child <host: panData> el enent that
identifies the host nanmespace and the | ocation of the host schenma
The <host: panData> el ement contains the following child el enments:

- A <host:nanme> el enent that contains the fully qualified name of
the host object. The <host:nane> el enent contains a REQU RED
"paResult" attribute. A positive boolean value indicates that the
request has been approved and conpleted. A negative bool ean val ue
i ndi cates that the request has been denied and the requested
action has not been taken.

- A <host:paTRI D> el enent that contains the client transaction
identifier and server transaction identifier returned with the
original response to process the command. The client transaction
identifier is OPTIONAL and will only be returned if the client
provided an identifier with the original <create> conmand.

- A <host: pabDate> el enent that contains the date and tinme describing
when review of the requested action was conpl et ed.

Exanpl e "revi ew conpl et ed" service nmessage:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no" ?>
S:<epp xm ns="urn:ietf:parans: xm :ns:epp-1.0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi:schemalLocati on="urn:ietf:parans: xnl:ns:epp-1.0
epp-1. 0. xsd">
<r esponse>
<result code="1301">
<msg>Comand conpl et ed successfully; ack to dequeue</nsg>
</result>
<msgQ count ="5" id="12345">
<gDat €>1999- 04- 04T22: 01: 00. 0Z</ qDat e>
<msg>Pendi ng action conpl eted successfully. </ nsg>

</ msgQ>

KOLLLOHNWLH KW
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S: <r esDat a>

S <host : panDat a

S: xm ns: host="urn:ietf:parans: xm : ns: host-1.0"

S: xsi:schemalLocation="urn:ietf:parans: xm :ns:host-1.0
S: host - 1. 0. xsd" >

S <host: nane paResult="1">nsl. exanpl e. conk/ host : nane>
S: <host : paTRI D>

S <cl TRI D>ABC- 12345</ cl TRI D>

S: <sVTRI D>54322- XYZ</ svTRI D>

S </ host : paTRI D>

S: <host : paDat e>1999- 04- 04T22: 00: 00. 0Z</ host : paDat e>
S: </ host : panDat a>

S: </ resDat a>

S: <trl D>

S <cl TRI D>BCD- 23456</ cl TRI D>

S: <svVTRI D>65432- WKY</ svTRI D>

S </trl D>

S:  </response>

S: </ epp>

4. Formal Syntax

An EPP object mapping is specified in XML Schema notation. The
formal syntax presented here is a conplete schema representation of
the object mapping suitable for automated validation of EPP XM

i nstances. The BEA N and END tags are not part of the schenm; they
are used to note the begi nning and endi ng of the schema for UR

regi stration purposes.

BEA N
<?xm version="1.0" encodi ng="UTF-8"?>

<schema t ar get Nanespace="urn:ietf:parans: xnl :ns: host-1.0"
xm ns: host="urn:ietf:parans: xm :ns: host-1.0"
xm ns: epp="urn:ietf:parans: xm :ns: epp-1.0"
xm ns: eppcom="urn:ietf: parans: xm : ns: eppcom 1. 0"
xm ns="http://ww. w3. org/ 2001/ XM_Schema"
el enent For nDef aul t ="qual i fi ed">

<l--
| nport comon el ement types.
-->
<i nport nanespace="urn:ietf:paranms: xm :ns: eppcom 1. 0"
schemalLocat i on="eppcom 1. 0. xsd"/ >
<i nport nanespace="urn:ietf:paramnms: xn :ns: epp-1.0"
schemalLocat i on="epp-1. 0. xsd"/ >

<annot ati on>
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<docunent ati on>
Ext ensi bl e Provi si oning Protocol v1.0
host provi sioning schenma.
</ docunent at i on>
</ annot ati on>

<I--

Child elenents found in EPP conmands.

-->
<el enent name="check" type="host: mMNaneType"/>
<el enent nanme="create" type="host:createType"/>
<el enent nanme="del ete" type="host: sNaneType"/>
<el enent name="i nfo" type="host:sNaneType"/>
<el enent nanme="updat e" type="host: updat eType"/>

<l--
Child elenments of the <create> conmand.
-->
<conpl exType name="creat eType" >
<sequence>
<el enent name="nane" type="eppcom | abel Type"/>
<el enent nanme="addr" type="host: addr Type"
nm nCccurs="0" maxQCccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<conpl exType name="addr Type" >
<si npl eCont ent >
<ext ensi on base="host:addr StringType" >
<attribute name="ip" type="host:ipType"
def aul t ="v4"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<si npl eType nane="addr Stri ngType" >
<restriction base="token">
<m nLengt h val ue="3"/>
<maxLengt h val ue="45"/>
</restriction>
</ si npl eType>

<si npl eType nane="i pType" >
<restriction base="token">
<enuner ati on val ue="v4"/>
<enuner ati on val ue="v6"/>
</restriction>
</ si npl eType>

Hol | enbeck St andards Track

March 2004

[ Page 20]



RFC 3732 EPP Host Mappi ng March 2004

<I--
Child elenments of the <del ete> and <i nfo> comrands.
-->
<conpl exType nanme="sNanmeType" >
<sequence>
<el enent name="nane" type="eppcom | abel Type"/>
</ sequence>
</ conpl exType>

<I--
Child el ement of commands that accept mnultiple names.
-->
<conpl exType nanme="nNanmeType" >
<sequence>
<el enent name="nane" type="eppcom | abel Type"
maxQccur s="unbounded"/ >
</ sequence>
</ conpl exType>
<l--
Child el enments of the <update> conmand.
-->
<conpl exType name="updat eType" >
<sequence>
<el enent name="nane" type="eppcom | abel Type"/>
<el enent nanme="add" type="host: addRenilype"
m nCccurs="0"/>
<el enent name="rent' type="host: addRenilype"
m nCccurs="0"/>
<el enent name="chg" type="host: chgType"
m nCccurs="0"/>
</ sequence>
</ conpl exType>

<l--
Dat a el enents that can be added or renoved
>

<conpl exType name="addRemlype" >

<sequence>
<el enent nanme="addr" type="host: addr Type"
m nCccurs="0" maxQCccur s="unbounded"/ >
<el enent name="status" type="host: statusType"
m nCccurs="0" maxQccurs="7"/>
</ sequence>
</ conpl exType>

<I--

Data el enents that can be changed.
-->
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<conpl exType name="chgType" >
<sequence>
<el enent name="nane" type="eppcom | abel Type"/>
</ sequence>
</ conpl exType>

<l--

Child response el enents.

-->
<el enent nanme="chkDat a" type="host: chkDat aType"/ >
<el enent nane="creData" type="host: creDataType"/>
<el enent nane="i nfData" type="host:infDataType"/>
<el enent nane="panData" type="host: panDat aType"/>

<l--
<check> response el enents.
-->
<conpl exType name="chkDat aType" >

<sequence>
<el enent nanme="cd" type="host:checkType"
maxCQccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<conpl exType nanme="checkType" >
<sequence>
<el enent nanme="nane" type="host:checkNaneType"/>
<el enent name="r eason" type="eppcom reasonType"
m nCccurs="0"/>
</ sequence>
</ conpl exType>

<conpl exType nanme="checkNameType" >
<si npl eCont ent >
<ext ensi on base="eppcom | abel Type" >
<attribute name="avail" type="bool ean"
use="required"/ >
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<l--
<create> response el enents.
-->
<conpl exType name="creDat aType" >

<sequence>
<el enent name="nane" type="eppcom | abel Type"/>
<el enent nanme="crDate" type="dateTi ne"/>
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</ sequence>
</ conpl exType>

<l--
<i nfo> response el enents.
-->
<conpl exType name="i nf Dat aType" >

<sequence>
<el enent name="nane" type="eppcom | abel Type"/>
<el enent name="roi d" type="eppcomroi dType"/ >
<el enent name="status" type="host: statusType"
maxCccurs="7"/>
<el enent nanme="addr" type="host: addr Type"
nm nCccurs="0" maxQCccur s="unbounded"/ >
<el enent name="cl I D' type="eppcom cl | DType"/ >
<el enent name="crl D' type="eppcom cl | DType"/>
<el enent nane="crDate" type="dateTi ne"/>
<el enent name="upl D' type="eppcom cl | DType"
m nCccurs="0"/>
<el enent nanme="upDat e" type="dateTi ne"
m nCccurs="0"/>
<el enent nanme="trDate" type="dateTi nme"
m nCccurs="0"/>

</ sequence>

</ conpl exType>

<l--
Status is a conbination of attributes and an optional human-readabl e
nmessage that may be expressed in | anguages other than English
-->
<conpl exType name="st at usType" >
<si npl eCont ent >
<ext ensi on base="normalizedString">
<attribute name="s" type="host: statusVal ueType"
use="required"/ >
<attribute name="Ilang" type="I| anguage"
defaul t="en"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<si npl eType nane="st at usVal ueType" >
<restriction base="token">
<enuner ati on val ue="cl i ent Del et eProhi bi ted"/ >
<enuner ation val ue="cl i ent Updat ePr ohi bi ted"/ >
<enuner ati on val ue="Ii nked"/>
<enuner ati on val ue="ok"/>
<enuner ation val ue="pendi ngCreate"/ >
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<enuner ation val ue="pendi ngDel ete"/ >
<enuner ati on val ue="pendi ngTransfer"/>
<enuner ation val ue="pendi ngUpdate"/ >
<enuner ation val ue="server Del et eProhi bited"/ >
<enuner ation val ue="server Updat eProhi bi ted"/ >
</restriction>
</ si npl eType>

<l--
Pendi ng action notification response el ements.
-->

<conpl exType name="panDat aType" >

<sequence>
<el enent name="nane" type="host: paNaneType"/>
<el enent name="paTRI D' type="epp:trl DType"/>
<el enent nane="paDat e" type="dateTi ne"/>
</ sequence>
</ conpl exType>
<conpl exType name="paNaneType" >
<si npl eCont ent >
<ext ensi on base="eppcom | abel Type">
<attribute name="paResult" type="bool ean"
use="required"/ >
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<l--

End of schemm
>

</ schenma>

END

5. Internationalization Considerations

EPP is represented in XM., which provides native support for encoding
i nformati on using the Uni code character set and its nore conpact
representations including UF-8. Conformant XM. processors recognize
both UTF-8 and UTF-16 [ RFC2781]. Though XM. incl udes provisions to
identify and use other character encodi ngs through use of an
"encodi ng" attribute in an <?xm ?> declaration, use of UTF-8 is
RECOVMENDED i n environments where parser encodi ng support
inconpatibility exists.

Al'l date-tinme values presented via EPP MUST be expressed in Universal
Coordi nated Tine using the Gregorian calendar. XM Scherma all ows use
of time zone identifiers to indicate offsets fromthe zero neridian
but this option MJUST NOT be used with EPP. The extended date-tinmne
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form using upper case "T" and "Z" characters defined in [ RFC3339]
MUST be used to represent date-time values as XM. Schenma does not
support truncated date-time forns or |ower case "T" and "Z"
characters.

Thi s docunent requires host nane syntax as specified in [ RFCO52] as
updated by [RFC1123]. At the time of this witing, RFC 3490
[ RFC3490] describes a standard to use certain ASCI1 nane |abels to
represent non-ASCI| nane | abels. These conformance requirenments
m ght change as a result of progressing work in devel opi ng standards
for internationalized host nanes.

6. | ANA Consi derati ons
Thi s docunent uses URNs to describe XM. nanespaces and XM. schemas
conforming to a registry mechani sm described in [ RFC3688]. Two URI
assi gnnment s have been registered by the | ANA
Regi strati on request for the host nanespace:
URI: urn:ietf:params:xm :ns:host-1.0

Regi strant Contact: See the "Author’s Address" section of this
docunent .

XM.: None. Nanespace URIs do not represent an XM. specification.
Regi stration request for the host XM. schena:
URI: urn:ietf:paranms: xm :schema: host-1.0

Regi strant Contact: See the "Author’s Address" section of this
docunent .

XM.: See the "Formal Syntax" section of this docunent.

7. Security Considerations
The object nmapping described in this docunent does not provide any
security services or introduce any additional considerations beyond
those described by [ RFC3730] and protocol |ayers used by EPP.
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11. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe I ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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