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Abstract

This docunent forns a certificate profile, based on RFC 3280, for
identity certificates issued to natural persons.

The profile defines specific conventions for certificates that are
qualified within a defined | egal framework, named Qualified
Certificates. However, the profile does not define any |ega
requirements for such Qualified Certificates.

The goal of this docunent is to define a certificate profile that
supports the issuance of Qualified Certificates independent of [ ocal
| egal requirenments. The profile is however not limted to Qualified
Certificates and further profiling may facilitate specific |ocal
needs.
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| nt roducti on

This specification is one part of a famly of standards for the X 509

Public Key Infrastructure (PKI) for the Internet. It is based on
[ X.509] and [ RFC 3280], which defines underlying certificate formats
and semantics needed for a full inplenentation of this standard.

This profile includes specific mechanisns intended for use with
Qualified Certificates. The termQualified Certificates and the
assunptions that affect the scope of this docunent are discussed in
Section 2.
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Section 3 defines requirenents on certificate information content.
This specification provides profiles for two certificate fields:

i ssuer and subject. It also provides profiles for four certificate
extensi ons defined in RFC 3280: subject alternate nane, subject
directory attributes, certificate policies, and key usage, and it
defines two additional extensions: bionetric infornmation and
qualified certificate statements. The certificate extensions are
presented in the 1997 Abstract Syntax Notation One (ASN. 1) [ X 680],
but in conformance with RFC 3280 the 1988 ASN. 1 nodul e in Appendix A
contains all normative definitions (the 1997 nodule in Appendix Ais
i nformative).

In Section 4, some security considerations are discussed in order to
clarify the security context in which the standard may be utilized.

Appendi x A contains all relevant ASN. 1 structures that are not
al ready defined in RFC 3280. Appendix B contains a note on
attributes. Appendix C contains an exanple certificate.

The appendi ces sections are foll owed by the References, Authors
Addresses, and the Full Copyright Statenent.

1.1. Changes since RFC 3039

Thi s specification obsoletes RFC 3039. This specification differs
fromRFC 3039 in the foll ow ng basic areas:

* Some editorial clarifications have been nmade to introductory
sections to clarify that this profile is generally applicable
to a broad type of certificates, even if its prinme purpose is
to facilitate issuance of Qualified Certificates.

* To align with RFC 3280, support for domai nConponent and title
attributes in subject nanes are included, and postal Address is
no | onger supported.

* To align with actual usage, support for the title attribute in
the subject directory attributes extension is no | onger
support ed.

* To better facilitate broad applicability of this profile, sonme
constraints on key usage settings in the key usage extension
have been renoved.

* A new qc-Statenment reflecting this second version of the
profile has been defined in Section 3.2.6.1. This profile
obsol etes RFC 3039, but the qc-statenent reflecting conpliance
with RFC 3039 is also defined for backwards conpatibility.

Sant esson, et al. St andards Track [ Page 3]



RFC 3739 Qualified Certificates Profile March 2004

1. 2. Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, [RFC 2119].

2. Requirenents and Assunptions

The term"Qualified Certificate" is used by the European Directive on
El ectronic Signature [EUFESDIR] to refer to a specific type of
certificates, with appliance in European el ectronic signature
| egislation. This specification is intended to support this class of
certificates, but its scope is not limted to this application

Wthin this standard, the term"Qualified Certificate" is used
generally, describing a certificate whose primary purpose is to
identify a person with a high |level of assurance, where the
certificate neets sone qualification requirenents defined by an
applicabl e I egal framework, such as the European Directive on

El ectronic Signature [EU-ESDIR]. The actual nechani sns that decide
whet her a certificate should or should not be considered a "Qualified
Certificate" in regard to any legislation are outside the scope of
thi s standard.

Har nmoni zation in the field of identity certificates issued to natura
persons, in particular Qualified Certificates, is essential wthin
several aspects that fall outside the scope of RFC 3280. The nost
i nportant aspects that affect the scope of this specification are:

- Definition of nanes and identity information in order to identify
t he associ ated subject in a uniform way.

- Definition of information which identifies the CA and the
jurisdiction under which the CA operates when issuing a particul ar
certificate.

- Definition of key usage extension usage for Qualified
Certificates.

- Definition of information structure for storage of bionetric
i nformati on.

- Definition of a standardi zed way to store predefined statenents
with relevance for Qualified Certificates.

- Requirenents for critical extensions.
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2.

2.

2.

1.

2.

3.

Properties

This profile accommpdates profiling needs for Qualified Certificates
based on the assunptions that:

- Qualified Certificates are issued by a CA that nakes a statenent
that the certificate serves the purpose of a Qualified
Certificate, as discussed in Section 2.2.

- The Qualified Certificate indicates a certificate policy
consistent with liabilities, practices, and procedures undertaken
by the CA, as discussed in Section 2.3.

- The Qualified Certificate is issued to a natural person (living
human bei ng) .

- The Qualified Certificate contains a nane which may be either
based on the real nane of the subject or a pseudonym

St at enment of Purpose

This profile defines conventions to declare within a certificate that
it serves the purpose of being a Qualified Certificate. This enables
the CAto explicitly define this intent.

The function of this declaration is thus to assist any concerned
entity in evaluating the risk associated with creating or accepting
sighatures that are based on a Qualified Certificate.

This profile defines two ways to include this information:

- As information defined by a certificate policy included in the
certificate policies extension, and

- As a statenent included in the Qualified Certificates Statenents

ext ensi on.

Pol i cy |ssues
Certain policy aspects define the context in which this profile is to
be understood and used. It is however outside the scope of this
profile to specify any policies or |egal aspects that will govern

services that issue or utilize certificates according to this
profile.

It is however an underlying assunption in this profile that a
responsi ble issuing CAwll undertake to follow a certificate policy
that is consistent with its liabilities, practices, and procedures.
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2.4. Uniqueness of nanes

Di stinguished nanme is originally defined in X 501 [ X 501] as a
representation of a directory name, defined as a construct that
identifies a particular object fromanong a set of all objects. The
di sti ngui shed nane MJUST be uni que for each subject entity certified
by the one CA as defined by the issuer nane field, for the whole life
time of the CA

3. Certificate and Certificate Extensions Profile

This section defines certificate profiling conventions. The profile
is based on the Internet certificate profile RFC 3280, which in turn
is based on the X 509 version 3 format. For full inplenmentation of
this section, inplenmenters are REQU RED to consult the underlying
formats and semantics defined in RFC 3280.

ASN. 1 definitions, relevant for this section that are not supplied by
RFC 3280, are supplied in Appendix A

3.1. Basic Certificate Fields

This section provides additional details regarding the contents of
two fields in the basic certificate. These fields are the issuer and
subj ect fields.

3.1.1. | ssuer

The issuer field SHALL identify the organi zation responsible for
issuing the certificate. The name SHOULD be an officially registered
nanme of the organization

The di stingui shed nane of the issuer SHALL be specified using an
appropriate subset of the followi ng attributes:

domai nConponent ;
count r yNane;

st at eOr Pr ovi nceNane;
or gani zat i onNane;

| ocal i t yNane; and
seri al Nunber .

The domai nConponent attribute is defined in [RFC 2247], all other
attributes are defined in [RFC 3280] and [ X 520].

Additional attributes MAY be present, but they SHOULD NOT be
necessary to identify the issuing organization

Sant esson, et al. St andards Track [ Page 6]



RFC 3739 Qualified Certificates Profile March 2004

A relying party MAY have to consult associated certificate policies
and/or the issuer’s CPS, in order to determ ne the semantics of name
fields.

3.1.2. Subject

The subject field of a certificate conpliant with this profile SHALL
contain a distinguished nane of the subject (see 2.4 for definition
of distingui shed nane).

The subject field SHALL contain an appropriate subset of the
follow ng attri butes:

domai nConponent ;
count r yNane;
conmmonNane;

sur nane;

gi venNane;

pseudonym
seri al Nunber;

title;

or gani zat i onNane;

or gani zat i onal Uni t Name;
st at eOr Provi nceNane; and
| ocal i t yNane.

The domai nConponent attribute is defined in [RFC 2247], all other
attributes are defined in [RFC 3280] and [ X 520].

O her attributes MAY al so be present; however, the use of other

attri butes MJUST NOT be necessary to distinguish one subject nane from
anot her subject nane. That is, the attributes listed above are
sufficient to ensure uni que subject names.

O these attributes, the subject field SHALL include at |east one of
the foll ow ng:

Choi ce | :  comonNane
Choice I1: givenNane
Choice IIl: pseudonym

The countryNanme attribute value specifies a general context in
which other attributes are to be understood. The country
attribute does not necessarily indicate the subject’s country of
citizenship or country of residence, nor does it have to indicate
the country of issuance.
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Not e: Many X. 500 inplenmentations require the presence of countryNane
inthe DIT. |In cases where the subject nane, as specified in the
subject field, specifies a public X 500 directory entry, the
countryNane attribute SHOULD al ways be present.

The commonNane attribute value SHALL, when present, contain a nane
of the subject. This MAY be in the subject’s preferred
presentation format, or a format preferred by the CA, or sone
other format. Pseudonyns, nicknanmes, and nanmes with spelling

ot her than defined by the registered name MAY be used. To
understand the nature of the nanme presented in conmonNane,
conpl yi ng applications MAY have to exam ne present val ues of the
gi venNanme and surname attributes, or the pseudonym attri bute.

Note: Many client inplenentations presuppose the presence of the
comonNane attribute value in the subject field and use this value to
di spl ay the subject’s nane regardl ess of present givenNane, surnane,
or pseudonym attribute val ues.

The surnane and gi venNane attribute types SHALL be used in the
subject field if neither the commonNane attribute nor the
pseudonym attribute is present. |In cases where the subject only
has a gi venNane, the surnane attribute SHALL be omtted.

The pseudonym attribute type SHALL, if present, contain a
pseudonym of the subject. Use of the pseudonymattribute MJST NOT
be conbi ned with use of any of the attributes surnane and/or

gi venNane.

The serial Nunber attribute type SHALL, when present, be used to
differentiate between nanmes where the subject field would
otherwi se be identical. This attribute has no defined semantics
beyond ensuring uni queness of subject nanmes. It MAY contain a
nunber or code assigned by the CA or an identifier assigned by a
government or civil authority. It is the CA's responsibility to
ensure that the serial Nunber is sufficient to resolve any subject
nane collisions.

The title attribute type SHALL, when present, be used to store a
desi gnated position or function of the subject within the

organi zati on specified by present organizational attributes in the
subject field. The association between the title, the subject,
and the organization is beyond the scope of this docunent.

The organi zati onNanme and t he organi zati onal Unit Name attri bute

types SHALL, when present, be used to store the nanme and rel evant
informati on of an organization with which the subject is
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associ ated. The type of association between the organi zati on and
the subject is beyond the scope of this docunent.

The stateOrProvinceName and the localityNanme attribute types
SHALL, when present, be used to store geographical information
with which the subject is associated. |f an organizati onNane
value is also present, then the stateO Provi nceNane and

| ocalityNane attribute values SHALL be associated with the

speci fied organi zation. The type of association between the

stat eOr Provi nceName and the localityNane and either the subject or
the organi zati onName i s beyond the scope of this docunent.

Conpliant inplementations SHALL be able to interpret the attributes
named in this section

3.2. Certificate Extensions

This section provides additional details regarding the contents of
four certificate extensions defined in RFC 3280: Subject Alternative
Narme, Subject directory attributes, Certificate policies, and Key
usage. This section also defines two additional extensions:

bi ometric information and qualified certificate statenents.

3.2.1. Subject Alternative Nane

I f the subjectA tName extension is present, and it contains a
di rectoryNanme nane, then the directoryName MJST fol |l ow t he
conventions specified in section 3.1.2 of this profile.

3.2.2. Subject Directory Attributes

The subjectDirectoryAttributes extension MAY be present and MAY
contain additional attributes associated with the subject, as a
conpl enment to present information in the subject field and the
subj ect alternative nane extension.

Attributes suitable for storage in this extension are attributes
which are not part of the subject’s distinguished name, but which MAY
still be useful for other purposes (e.g., authorization).

Thi s extensi on MUST NOT be marked critical.

Conpliant inplenmentations SHALL be able to interpret the follow ng
attributes:

dateOf Birth;
pl aceOf Birt h;
gender ;
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countryOFrGiti zenshi p; and
count ryOF Resi dence.

O her attributes MAY be included according to | ocal definitions.

The dateO'Birth attribute SHALL, when present, contain the val ue
of the date of birth of the subject. The manner in which the date
of birth is associated with the subject is outside the scope of
this docunent. The date of birth is defined in the
CGeneralizedTinme format and SHOULD specify GVI 12. 00. 00 (noon) down
to the granularity of seconds, in order to prevent accidenta
change of date due to tinme zone adjustnments. For exanple, a birth
date of Septenber 27, 1959 is encoded as "19590927120000Z"
Compliant certificate parsing applications SHOULD i gnore any tine
data and just present the contained date without any tinme zone

adj ust nment s.

The placeOBirth attribute SHALL, when present, contain the val ue
of the place of birth of the subject. The manner in which the

pl ace of birth is associated with the subject is outside the scope
of this docunent.

The gender attribute SHALL, when present, contain the value of the
gender of the subject. For fermales the value "F' (or "f"), and
for males the value "M (or "m'), have to be used. The manner in
whi ch the gender is associated with the subject is outside the
scope of this docunent.

The countryOFCitizenship attribute SHALL, when present, contain
the identifier of at |east one of the subject’s clainmed countries
of citizenship at the tinme the certificate was issued. |If nore
than one country of citizenship is specified, each country of
citizenship SHOULD be specified through a separate, single-val ued
countryOfrCitizenship attribute. Determination of citizenshipis a
matter of law and is outside the scope of this docunent.

The countryOf Resi dence attri bute SHALL, when present, contain the
value of at |east one country in which the subject is resident.

If nmore than one country of residence is specified, each country
of residence SHOULD be specified through a separate, single-valued
countryOf Resi dence attribute. Determination of residence is a
matter of law and is outside the scope of this docunent.
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3.2.3. Certificate Policies

The certificate policies extension SHALL be present and SHALL contain
the identifier of at |east one certificate policy which reflects the
practices and procedures undertaken by the CA. The certificate
policy extension MAY be marked critical.

Information provided by the issuer stating the purpose of the
certificate, as discussed in Section 2.2, SHOULD be evident through
i ndi cat ed poli ci es.

The certificate policies extension MJST include all policy

i nformati on needed for certification path validation. |If policy
related statements are included in the QCStatenents extension (see
3.2.6), then these statenents SHOULD al so be contained in the
identified policies.

Certificate policies MAY be conmbined with any qualifier defined in
RFC 3280.

3.2.4. Key Usage

The key usage extension SHALL be present. Key usage settings SHALL
be set in accordance with RFC 3280 definitions. Further requirenents
on key usage settings MAY be defined by |ocal policy and/or | ocal

| egal requirenents.

The key usage extension SHOULD be marked critical.
3.2.5. Bionetric Information

This section defines an OPTI ONAL extension for storage of bionmetric
information. Bionmetric information is stored in the formof a hash
of a bionmetric tenplate.

The purpose of this extension is to provide a nmeans for the

aut hentication of bionmetric information. The bionmetric information
that corresponds to the stored hash is not stored in this extension,
but the extension MAY include a URI (sourceDataUri) that references a
file containing this information.

If included, the URI MJUST use the HITP schene (http://) [HTTP/1.1] or
the HTTPS schenme (https://) [RFC 2818]. Since the fact that
identifying data is being checked may itself be sensitive

i nformati on, those deploying this nmechanismmy al so wi sh to consider
usi ng URI's which cannot be easily tied by outsiders to the identities
of those whose infornmation is being retrieved.
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Use of the URI option presunes that the data encoding format of the
file content is determ ned through neans outside the scope of this
speci fication, such as file nam ng conventions and netadata inside
the file. Use of this URH option does not inply that it is the only
way to access this information.

It is RECOMWENDED that bionetric information in this extension be
limted to informati on types suitable for human verification, i.e.
where the decision of whether the information is an accurate
representation of the subject is naturally perforned by a person
This inplies a usage where the bionmetric information is represented
by, for exanple, a graphical inmage displayed to the relying party,
whi ch MAY be used by the relying party to enhance identification of
t he subj ect.

Thi s extensi on MJUST NOT be nmarked critical.

bi onetriclnfo EXTENSION ::= {
SYNTAX Bi onmet ri cSynt ax
| DENTI FI ED BY i d-pe-biometriclnfo }
i d-pe-bionetriclnfo OBJECT IDENTIFIER ::= {id-pe 2}
Bi onetricSyntax ::= SEQUENCE OF Bi onetri cDat a
Bi onetricData ::= SEQUENCE {
typeOFBi onetricData TypeO Bi onetricDat a,
hashAl gori t hm Al gorithmdentifier,
bi onetri cDat aHash OCTET STRI NG
sour ceDat aUri | A5Stri ng OPTI ONAL }
TypeOf Bionetricbhata ::= CHO CE {
predefi nedBi onetri cType Pr edefi nedBi onet ri cType,
bi onetri cDat al D OBJECT | DENTI FI ER }
Predefi nedBi onetricType ::= I NTEGER { picture(0),
handwritten-signature(1)} (picture|handwitten-signature,...)

The predefined bionetric type picture, when present, SHALL identify
that the source picture is in the formof a displayabl e graphical

i mmge of the subject. The hash of the graphical imge SHALL be
cal cul ated over the whole referenced inmage file.

The predefined bionetric type handwitten-signature, when present,
SHALL identify that the source data is in the formof a displayable
graphical inmage of the subject’s handwitten signature. The hash of
t he graphi cal imge SHALL be cal cul ated over the whole referenced

i mage file.
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3.2.6. Qualified Certificate Statenents

This section defines an OPTI ONAL extension for the inclusion of
statenents defining explicit properties of the certificate.

Each statenment SHALL include an object identifier for the statenent
and MAY al so include optional qualifying data contained in the
statenent | nfo paraneter.

If the statenmentlnfo paranmeter is included, then the object
identifier of the statenent SHALL define the syntax and SHOULD defi ne
the semantics of this paraneter. |[|f the object identifier does not
define the semantics, a relying party may have to consult a rel evant
certificate policy or CPS to determnine the exact semanti cs.

This extension may be critical or non-critical. |If the extension is
critical, this nmeans that all statenents included in the extension
are regarded as critical.

gcStatenments EXTENSION :: = {
SYNTAX QCSt at enent s
| DENTI FI ED BY i d-pe-qcStatenents }

-- NOTE: This extension does not allowto mx critical and
-- non-critical Qualified Certificate Statenments. Either all
-- statenents nust be critical or all statenents nust be

-- non-critical.

i d- pe-qcSt atenment s OBJECT IDENTIFIER ::= { id-pe 3}
QCSt at enents :: = SEQUENCE OF QCSt at enent
QCsSt at enrent @ : = SEQUENCE {

statenentld QC- STATEMENT. &l d( { Support edSt at enent s}),
st at enent | nf o QC- STATEMENT. &Type
({SupportedStatement s}{ @t atenentld}) OPTI ONAL }

SupportedSt at ements QC- STATEMENT ::= { qcStatenment-1,...}

A statenent suitable for inclusion in this extension MAY be a
statenent by the issuer that the certificate is issued as a Qualified
Certificate in accordance with a particular |egal system (as

di scussed in Section 2.2).

Q her statenments suitable for inclusion in this extension MAY be
statenents related to the applicable legal jurisdiction within which
the certificate is issued. As an exanple, this MAY include a maxi mum
reliance limt for the certificate indicating restrictions on CA's
liability.
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3.2.6.1. Predefined Statenents

The certificate statenment (id-qcs-pki xQCSyntax-vl), identifies
conformance with requirenments defined in the obsol eted RFC 3039
(Version 1). This statenment is thus provided for identification of
old certificates issued in confornmance with RFC 3039. This statenent
MUST NOT be included in certificates issued in accordance with this
profile.

This profile includes a new qualified certificate statenent
(identified by the A D id-qgcs-pki xQCSyntax-v2), identifying
conformance with requirenments defined in this profile. This
Qualified Certificate profile is referred to as version 2, while RFC
3039 is referred to as version 1.

gcStatenment -1 QC- STATEMENT ::= { SYNTAX Senanti csl nformation
| DENTI FI ED BY i d-qcs- pki xQCSynt ax-v1 }

-- This statenent identifies conformance with requirenents

-- defined in RFC 3039 (Version 1). This statenment may

-- optionally contain additional semantics information as

-- specified bel ow

gcStatenment -2 QC- STATEMENT ::= { SYNTAX Senanti csl nformation
| DENTI FI ED BY i d-qcs- pki xQCSynt ax-v2 }

-- This statenent identifies conformance with requirenents

-- defined in this Qualified Certificate profile

-- (Version 2). This statenent nmay optionally contain

-- additional semantics information as specified bel ow

Semanti csl nformation ::= SEQUENCE {
semanti csldentifier OBJECT | DENTI FI ER OPTI ONAL,
nameRegi strati onAut horiti es NanmeRegi strati onAuthorities
OPTI ONAL }
(WTH COVPONENTS {..., semanticsldentifier PRESENT}|
W TH COVPONENTS {..., naneRegi strationAuthorities PRESENT})
NanmeRegi strati onAuthorities ::= SEQUENCE Sl ZE (1..MAX) OF
Gener al Nanme

The Senenticslinformati on conponent identified by id-qcs-
pki xQCSynt ax-v1l MAY contain a semantics identifier and MAY identify
one or nore nane registration authorities.

The semanticsldentifier conponent, if present, SHALL contain an Q D,
defining semantics for attributes and names in basic certificate
fields and certificate extensions. The O D may define semantics for
all, or for a subgroup of all present attributes and/or nanes.
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The NaneRegi strationAut horities conponent, if present, SHALL contain
a nane of one or nmore nanme registration authorities, responsible for
regi stration of attributes or names associated wth the subject. The
associ ation between an identified nane registration authority and
present attributes MAY be defined by a semantics identifier O D, by a
certificate policy (or CPS), or some other inplicit factors.

If a value of type Semanticslnformation is present in a QCStatenent
where the statenent| D conponent is set to id-qgcs-pkix-QCSyntax-vl or
i d-gqcs-pki x- QCSynt ax-v2, then at |east one of the semanticsldentifier
or naneRegi strationAuthorities fields nust be present, as indicated.
Note that the statenentlnfo conponent need not be present in a
CsSt at enent val ue even if the statenent| D conponent is set to id-
gcs- pki x- CSynt ax-v1 or id-qcs- pki x- QCSynt ax- v2.

4. Security Considerations

The legal value of a digital signature that is validated with a
Qualified Certificate will be highly dependent upon the policy
governi ng the use of the associated private key. Both the private
key holder, as well as the relying party, should nmake sure that the
private key is used only with the consent of the legitinate key

hol der.

Since the public keys are for public use with legal inplications for
i nvol ved parties, certain conditions should exist before CAs issue
certificates as Qualified Certificates. The associated private keys
must be unique for the subject, and nust be naintai ned under the
subject’s sole control. That is, a CA should not issue a qualified
certificate if the means to use the private key is not protected
agai nst uni ntended usage. This inplies that the CA has sone

know edge about the subject’s cryptographi c nodul e.

The CA nust further verify that the public key contained in the
certificate is legitimately representing the subject.

CAs shoul d not issue CA certificates with policy mappi ng extensions
i ndi cati ng acceptance of another CA's policy unless these conditions
are met.

Conbi ni ng the nonRepudi ation bit in the keyUsage certificate
extension with other keyUsage bits nay have security inplications
dependi ng on the context in which the certificate is to be used.
Applications validating electronic signatures based on such
certificates should determ ne whet her the present key usage

conbi nation is appropriate for their use.
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The ability to conpare two qualified certificates to determne if
they represent the sanme physical entity is dependent on the semantics
of the subjects’ names. The semantics of a particular attribute may
be different for different issuers. Conparing names w thout

know edge of the semantics of names in these particular certificates
may provide m sl eading results.

This specification is a profile of RFC 3280. The security

consi derations section of that docunent applies to this specification
as well.
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A. ASN. 1 Definitions

As in RFC 3280, ASN. 1 nodules are supplied in tw different variants
of the ASN. 1 syntax.

Appendix A1 is in the 1988 syntax, and does not use macros.

However, since the nodule inports type definitions fromnodules in
RFC 3280 which are not conpletely in the 1988 syntax, the same
conments as in RFC 3280 regarding its use applies here as well; i.e.,
Appendi x A.1 may be parsed by an 1988 ASN. 1-parser by renoving the
definitions for the UNIVERSAL types and all references to themin RFC
3280’ s 1988 nodul es.

Appendix A.2 is in the 1997 synt ax.

In case of discrepancies between these nodul es, the 1988 nodule is
the nornative one.

A. 1. 1988 ASN. 1 Modul e (Normative)

PKI Xqual i fi ed88 {iso(1l) identified-organization(3) dod(6)
internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-mod-qual ified-cert(31) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEA N

-- EXPORTS ALL --

| MPORTS

Gener al Nane
FROM PKI X1l nplicit88 {iso(l) identified-organization(3) dod(6)
internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0)

i d-pkix1-inplicit(19)}

Al gorithm dentifier, DirectoryString, AttributeType, id-pkix, id-pe
FROM PKI X1Explicit88 {iso(1l) identified-organization(3) dod(6)
internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0)

i d- pki x1-explicit(18)};

-- Locally defined O Ds

-- Arc for QC personal data attributes
id-pda OBJECT IDENTIFIER ::= { id-pkix 9 }
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-- Arc for QC statenents
id-qcs OBJECT IDENTIFIER ::= { id-pkix 11 }

-- Personal data attributes

i d-pda-dateOGBirth AttributeType ::={ id-pda 1 }
DateOBirth ::= General i zedTi me
i d-pda-placeOBirth AttributeType ::={ id-pda 2 }
PlaceOBirth ::= DirectoryString
i d- pda- gender AttributeType ::={ id-pda 3}
Gender ::= Printabl eString (SIZE(1))

-- "M, "F', " or "f"
i d- pda-countryOFGitizenship AttributeType ::={ id-pda 4 }
CountryOrCitizenship ::= Printabl eString (SIZE (2))

-- 1SO 3166 Country Code
i d- pda-count ryCOf Resi dence AttributeType ::={ id-pda 5 }
CountryOf Resi dence :: = Printabl eString (SIZE (2))

-- 1SO 3166 Country Code
-- Certificate extensions

-- Bionetric i nfo extension

i d-pe-biometriclnfo OBJECT IDENTIFIER ::= {id-pe 2}
Bi onetricSyntax ::= SEQUENCE OF Bi onetri cData
Bi onetricData ::= SEQUENCE {

typeOf Bi onetricData TypeO Bi onetri cDat a,

hashAl gorithm Al gorithm dentifier,

bi onetri cDat aHash OCTET STRI NG,

sour ceDat aUr i | A5String OPTI ONAL }
TypeOf Bi onetricData ::= CHO CE {

predefi nedBi onmetri cType Pr edefi nedBi onet ri cType,

bi ometricbDataG d OBJECT | DENTI FI ER }
PredefinedBi onetri cType ::= I NTEGER {

pi cture(0), handwitten-signature(l)}
(picture| handwitten-signature)
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A 2.

San

-- C Statenents Extension

-- NOTE: This extension does not allowto mx critical and
-- non-critical Qualified Certificate Statenents. Either all
-- statements nust be critical or all statenents nust be

-- non-critical.

i d-pe-qcStatenments OBJECT IDENTIFIER ::= { id-pe 3}
QCSt atenents :: = SEQUENCE OF QCSt at enent
CsSt at enent  :: = SEQUENCE {
statenment| d OBJECT | DENTI FI ER,
statenent | nfo ANY DEFI NED BY statenentld OPTI ONAL}

-- QC statenents

i d- gcs- pki xQCSynt ax-v1 OBJECT IDENTIFIER ::={ id-qcs 1 }

-- This statenent identifies conformance with requirenents

-- defined in RFC 3039 (Version 1). This statenent nay

-- optionally contain additional semantics information as specified
--  bel ow

i d- gcs- pki xQCSynt ax-v2 OBJECT IDENTIFIER ::={ id-qgqcs 2 }
-- This statenent identifies conformance with requirenents
-- defined in this Qualified Certificate profile

-- (Version 2). This statenent may optionally contain

-- additional semantics information as specified bel ow

Semanticslinformation ::= SEQUENCE {
semanti csl ndentifier OBJECT | DENTI FI ER OPTI ONAL,
naneRegi strati onAuthorities NameRegi strationAuthorities OPTI ONAL
} -- At least one field shall be present
NanmeRegi strati onAut horities ::= SEQUENCE Sl ZE (1..MAX) OF Ceneral Nane
END

1997 ASN.1 Module (Informative)

PKI Xqual i fi ed97 {iso(1l) identified-organization(3) dod(6)
internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d-mod-qual ified-cert-97(35) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEA N

-- EXPORTS ALL --
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| MPORTS

i nformati onFramework, certificateExtensions, selectedAttributeTypes,
aut henti cati onFramewor k, upper Bounds, id-at
FROM Useful Definitions {joint-iso-itu-t(2) ds(5) nodul e(1)
useful Definitions(0) 3}

ub- name
FROM Upper Bounds upper Bounds

Cener al Nane
FROM CertificateExtensions certificateExtensions

ATTRI BUTE, Attri buteType
FROM | nf or mat i onFr anmewor k i nf or mat i onFr anewor k

DirectoryString
FROM Sel ectedAttri but eTypes sel ectedAttri but eTypes

Al gorithm dentifier, Extension, EXTENSI ON
FROM Aut henti cati onFramewor k aut henti cati onFr amewor k

i d- pki x, id-pe
FROM PKI X1Explicit88 { iso(1l) identified-organization(3) dod(6)
internet(1) security(5) mechani sns(5) pkix(7) id-nmod(0)
i d- pki x1-explicit(18) };

-- Locally defined O Ds

-- Arc for QC personal data attributes
id-pda OBJECT IDENTIFIER ::= { id-pkix 9 }

-- Arc for QC statenents
id-qcs OBJECT IDENTIFIER ::= { id-pkix 11 }

-- Personal data attributes

i d-pda-dateOBirth AttributeType ::={ id-pda 1 }

i d- pda-placeOBirth AttributeType ::={ id-pda 2 }

i d- pda- gender AttributeType ::={ id-pda 3}

i d-pda-countryOFGitizenship AttributeType ::={ id-pda 4 }

i d- pda- countryCOf Resi dence AttributeType ::={ id-pda 5 }

-- Certificate extensions

i d-pe-bionmetriclnfo OBJECT IDENTIFIER ::= { id-pe 2 }
i d- pe-qcStatenents OBJECT IDENTIFIER ::={ id-pe 3}
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-- QC statenents

i d- gcs- pki xQCSynt ax-vl OBJECT | DENTIFI ER ::
i d- gcs- pki xQCSynt ax-v2 OBJECT | DENTIFI ER ::

{ id-gcs 1}
{ id-qcs 2}

-- Personal data attributes

dateOFBirth ATTRI BUTE :: = {
W TH SYNTAX Cener al i zedTi ne
| D id-pda-dateOBirth }

pl aceO Birth ATTRI BUTE :: = {
W TH SYNTAX DirectoryString {ub-nane}
I D i d- pda-placeOBirth }

gender ATTRIBUTE :: = {
W TH SYNTAX PrintableString (SIZE(1) » FROM"M|"F"|"m'["f"))
I D i d- pda- gender }

countryOrCGitizenship ATTRIBUTE :: = {
W TH SYNTAX PrintableString (SIZE (2))
(CONSTRAI NED BY { -- 1SO 3166 codes only -- })
| D i d-pda-countryOrCitizenship }

countryOf Resi dence ATTRIBUTE :: = {
W TH SYNTAX PrintableString (SIZE (2))
(CONSTRAI NED BY { -- 1SO 3166 codes only -- })
I D i d- pda- countryCf Resi dence }
-- Certificate extensions

-- Bionetric i nfo extension

bi ometriclnfo EXTENSION ::= {

SYNTAX Bi onet ri cSynt ax

| DENTI FI ED BY i d- pe-bionetriclnfo }
Bi onetricSyntax ::= SEQUENCE OF Bi onetricData
Bi ometricData ::= SEQUENCE {

typeOf Bi onetricData TypeO Bi onetri cDat a,

hashAl gorithm Al gorithmdentifier,

bi onetri cDat aHash OCTET STRI NG

sour ceDat aUr i | A5St ri ng OPTI ONAL,

-- For future extensions -- }

TypeOf Bi onetricData ::= CHO CE {

predefi nedBi ometri cType Predefi nedBi onetri cType,
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bi ometricbDataG d OBJECT | DENTI FI ER }
PredefinedBi onetri cType ::= I NTEGER {

picture(0), handwitten-signature(1)}

(picture| handwitten-signature,...)

-- C Statenents Extension

-- NOTE: This extension does not allowto mx critical and
-- non-critical Qualified Certificate Statenents. Either all
-- statements nust be critical or all statenments nust be

-- non-critical.

gcStatenents EXTENSION :: = {

SYNTAX QCSt at enent s

| DENTI FI ED BY i d-pe-qcStatenents }
QCStatenents :: = SEQUENCE OF QCSt at enent
QCSt at enent : : = SEQUENCE {

statenentld QC- STATEMENT. & d({ Support edSt at ement s}),
st at enent | nf o QC- STATEMENT. &Type
({SupportedSt at enent s}{ @t at enent | d}) OPTI ONAL }

QC- STATEMENT : : = CLASS {
& d OBJECT | DENTI FI ER UNI QUE,
&Type OPTI ONAL }
W TH SYNTAX {
[ SYNTAX &Type] | DENTIFIED BY & d }

gcStatenent -1 QC- STATEMENT ::= { SYNTAX Senmanti csl nformation
| DENTI FI ED BY i d-qcs- pki xQCSynt ax-v1}
-- This statenment identifies conformance with requirenents
-- defined in RFC 3039 (Version 1). This statenent
-- may optionally contain additional semantics information
-- as specified bel ow.

gcStatenent -2 QC- STATEMENT ::= { SYNTAX Senmanti csl nformation
| DENTI FI ED BY i d- qcs- pki xQCSynt ax- v2}
-- This statenment identifies conformance with requirenents
-- defined in this Qualified Certificate profile
-- (Version 2). This statenent may optionally contain
-- additional semantics information as specified bel ow

Semanti csl nformation ::= SEQUENCE {
semanti csl dentifier OBJECT | DENTI FI ER OPTI ONAL,
naneRegi strati onAuthorities NameRegi strationAuthorities OPTI ONAL
}(WTH COVPONENTS {..., senanticsldentifier PRESENT}|
W TH COVPONENTS {..., naneRegi strationAuthorities PRESENT})
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NanmeRegi strati onAut horities ::= SEQUENCE Sl ZE (1..MAX) OF Ceneral Nane

-- The following information object set is defined to constrain the
-- set of attributes applications are required to recogni ze as QCSs.

Support edSt at enent s QC- STATEMENT : : = {

gcStatenent-1 |

gcStatenent-2 , ... -- For future extensions -- }
END

B. A Note on Attributes

Thi s docunent defines several new attributes, both for use in the
subject field of issued certificates and in the
subjectDirectoryAttributes extension. A conplete definition of these
new attributes (including matching rules), along with object classes
to support themin LDAP-accessible directories, can be found in

PKCS 9 [ RFC 2985].

C. Exanple Certificate

This section contains the ASN. 1 structure, an ASN. 1 dunp, and the
DER- encoding of a certificate issued in conformance with this
profile. The exanple has been devel oped with the help of the OSS
ASN. 1 compiler. The certificate has the follow ng characteristics:

1. The certificate is signed with RSA and the SHA-1 hash
al gorithm

2. The issuer’s distinguished nane is (using the syntax specified
in [RFC 2253]): O=GWD - Forschungszentrum I nformationstechnik
GrbH, C=DE

3. The subject’s distinguished nanme is (using the syntax
specified in [RFC 2253]): GN\=Petra+SN=Bar zi n, O=GVD
- Forschungszentrum I nf ormat i onst echni k GrbH, C=DE

4. The certificate was issued on 1 February, 2004 and will expire
on 1 February, 2008

5. The certificate contains a 1024 bit RSA key

6. The certificate includes a critical key usage extension
excl usively indicating non-repudiation

7. The certificate includes a certificate policy identifier

extension indicating the practices and procedures undertaken
by the issuing CA (object identifier 1.3.36.8.1.1). The
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certificate policy object identifier is defined by Tel eTrust,
Ger many.

The certificate includes a subject directory attributes
ext ensi on containing the follow ng attri butes:

date of birth: Cct ober, 14th 1971
pl ace of birth: Dar nst adt

country of citizenship: Ger many

gender: Femal e

The certificate includes a qualified statenment certificate
extension indicating that the naming registration authority’s
nane i s "municipality@arnstadt.de"

The certificate includes, in conformance with RFC 3280, an
authority key identifier extension

1 Structure

C.1.1. Extensions

Si nce extensions are DER-encoded al ready when placed in the structure
to be signed, they are, for clarity, shown here in the value notation
defined in [ X 680].

C.1.1.1. The subjectDirectoryAttributes Extension
certSubjDirAttrs AttributesSyntax ::= {
{
type id-pda-countryOfGitizenship,
val ues {
PrintableString : "DE"
}
}
{ .
type id-pda- gender
val ues {
PrintableString : "F"
}
}
{ . .
type id-pda-dateOBirth
val ues {
General i zedTime : "197110141200Z"
}
}
{
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type id-pda-placeOBirth,
val ues {

DirectoryString : utf8String : "Darnstadt”
}

}
C. 1.1.2. The keyUsage Extension

cert KeyUsage KeyUsage ::= {nonRepudi ati on}
C.1.1.3. The certificatePolicies Extension

certCertificatePolicies CertificatePoliciesSyntax ::= {

{
}

policyldentifier {1 3 36 8 1 1}
}

C.1.1.4. The gcStatenments Extension

cert QCSt atenent QCStatements ::= {
{
statenentld i d- gcs- pki xQCSynt ax-v2,
statenment | nfo Semanticslnformation : {
naneRegi strati onAuthorities {
rfc822Nane : "nunici pality@larnstadt. de"
}

}
C.1.1.5. The authorityKeyldentifier Extension

cert AKI AuthorityKeyldentifier ::={
keyl dentifier ' 000102030405060708090A0BOCODOEOFFEDCBA98’ H
}

C.1.2. The Certificate

The signed portion of the certificate is shown here in the val ue
notation defined in [ X 680]. Note that extension values are already
DER encoded in this structure. Sone val ues have been truncated for
readabi lity purposes.

certCertinfo Certificatelnfo ::= {

ver si on v3,
seri al Nunber 1234567890,
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signature

algorithm{ 1 2 840 113549 1 1 5 },
paraneters RSAParans : NULL

}

i ssuer rdnSequence :

{

type { 25 4 6 },
val ue PrintableString : "DE"

type { 2 54 10 },
val ue UTF8String :

}
Yo
validity
{
not Before utcTime : "040201100000Z",
not After utcTine : "080201100000Z"
},

subj ect rdnSequence :
{
{
{

type { 25 4 6 },
val ue PrintableString : "DE"

type { 2 5 4 10 },
val ue UTF8String :
"AQWD Forschungszent rum I nf or mati onst echni k GrbH'

type { 2 5 4 4},

val ue UTF8String : "Barzin"
I
{

type { 2 5 4 42 },

val ue UTF8String : "Petra”
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}
}

subjectPuincKeyInfo
al gorithm

algorithm{ 1 2 840 113549 1 1 1 },
paraneters RSAParans : NULL

b
subj ect Publ i cKey ' 30818902818100DCE74CD5. .. 0203010001' H
b
ext ensi ons
{{
extnld { 2 529 9}, -- subjectDirectoryAttributes
ext nVal ue ' 305B301006082B0601050507090. . . 7374616474’ H
I
{
extnld { 2 529 15}, -- keyUsage
critical TRUE,
ext nVal ue ' 03020640' H
I
{ - .
extnld { 2 529 32}, -- certificatePolicies
ext nVal ue ' 3009300706052B24080101' H
I
{ . .
extnld { 2 529 35}, -- authorityKeyldentifier
ext nVal ue ' 30168014000102030405060708090A0BOCODOEOFFEDCBA98’ H
I
{
extnld { 1361557131}, -- gcStatenents
ext nVal ue ' 302B302906082B06010505070B0. . . 4742E6465 ' H
}
}

}
C.2. ASN.1 Dunp

This section contains an ASN.1 dunp of the signed portion of the
certificate. Sone val ues have been truncated for readability
pur poses.

Certificatelnfo SEQUENCE: tag = [ UNI VERSAL 16] constructed; length = 633
version : tag = [0] constructed; length = 3
Version INTEGER tag = [UNIVERSAL 2] primtive; length =1
2

Sant esson, et al. St andards Track [ Page 27]



RFC 3739 Qualified Certificates Profile March 2004

serial Number CertificateSerial Number | NTEGER: tag = [ UNI VERSAL 2]
primtive; length = 4
1234567890
signature Algorithmdentifier SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 13
al gorithm OBJECT | DENTI FIER tag = [ UNI VERSAL 6]
primtive; length =9
{ 12840 113549 1 1 5}
paraneters OpenType
NULL
i ssuer Name CHO CE
rdnSequence RDNSequence SEQUENCE OF: tag = [ UNI VERSAL 16]
constructed; length = 72
Rel ati veDi sti ngui shedName SET OF: tag
constructed; length = 11
Attri but eTypeAndVal ue SEQUENCE: tag
constructed; length =9
type OBJECT IDENTIFIER tag = [ UNI VERSAL 6]
primtive; length = 3

[ UNI VERSAL 17]

[ UNI VERSAL 16]

{ 25461} -- id-at-countryNane
val ue Printabl eString
n %Il

Rel ati veDi sti ngui shedName SET OF: tag
constructed; length = 57
Attribut eTypeAndVal ue SEQUENCE: tag
constructed; length = 55
type OBJECT IDENTIFIER tag = [ UNI VERSAL 6]
primtive; length = 3
{ 25410} -- id-at-organizati onNane
val ue UTF8Stri ng
"GWD For schungszentrum I nf or mati onst echni k GrbH'
validity Validity SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 30
not Bef ore Time CHO CE

[ UNI VERSAL 17]

[ UNI VERSAL 16]

utcTinme UTCTinme: tag = [UNI VERSAL 23] primtive; length = 13
0402011000007
not After Tinme CHO CE
utcTinme UTCTinme: tag = [UNI VERSAL 23] primtive; length = 13

080201100000Z
subj ect Name CHO CE
rdnSequence RDNSequence SEQUENCE OF: tag = [ UNI VERSAL 16]
constructed; length = 101
Rel ati veDi sti ngui shedName SET OF: tag = [ UN VERSAL 17]
constructed; length = 11
Attribut eTypeAndVal ue SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length =9
type OBJECT IDENTIFIER tag = [ UNI VERSAL 6]
primtive; length = 3
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{ 25461} -- id-at-countryNane
val ue Printabl eString
n %Il

Rel ati veDi sti ngui shedName SET OF: tag
constructed; length = 55
Attri but eTypeAndVal ue SEQUENCE: tag
constructed; length = 53
type OBJECT IDENTIFIER tag = [ UNI VERSAL 6]
primtive; length = 3
{ 254101} -- id-at-organizati onNane
val ue UTF8Stri ng
"GWD For schungszentrum I nf or mati onst echni k GrbH'
Rel ati veDi sti ngui shedName SET OF: tag [ UNI VERSAL 17]
constructed; length = 29
Attri but eTypeAndVal ue SEQUENCE: tag
constructed; length = 13
type OBJECT IDENTIFIER tag = [ UNI VERSAL 6]
primtive; length = 3
{ 2544} -- id-at-surnane
val ue UTF8Stri ng
"Barzin"
Attribut eTypeAndVal ue SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 12
type OBJECT IDENTIFIER tag = [ UNI VERSAL 6]
primtive; length = 3
{ 25442} -- id-at-givenNane
val ue UTF8Stri ng
"Petra”
subj ect Publ i cKeyl nf o Subj ect Publ i cKeyl nf o SEQUENCE
tag = [UNI VERSAL 16] constructed; |ength = 159
algorithm Al gorithm dentifier SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 13
al gorithm OBJECT | DENTIFIER tag = [ UNI VERSAL 6]
primtive; length =9
{ 1 2840 113549 1 1 1 } -- rsaEncryption
paraneters OpenType
NULL
subj ect PublicKey BIT STRING tag = [ UNI VERSAL 3]
primtive; length = 141
0x0030818902818100dce74cd5ald55aeb01cf 5ecc20f 3c3f ca787. ..
extensions : tag = [3] constructed; length = 233
Ext ensi ons SEQUENCE OF: tag = [ UNI VERSAL 16]
constructed; length = 230
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 100
extnld OBJECT | DENTI FI ER: tag = [ UNI VERSAL 6]
primtive; length = 3
{ 2529 9} -- id-ce-subjectDirectoryAttributes

[ UNI VERSAL 17]

[ UNI VERSAL 16]

[ UNI VERSAL 16]
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extnVal ue OCTET STRING tag = [ UNI VERSAL 4]
primtive; length = 93
0x305b301006082b06010505070904310413024445300f 06082. . .
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 14
extnld OBJECT | DENTIFI ER: tag = [ UNI VERSAL 6]
primtive; length = 3
{ 2529 15} -- id-ce-keyUsage
critical BOOLEAN. tag = [UNIVERSAL 1] primtive; length =1
TRUE
extnVal ue OCTET STRING tag = [ UNI VERSAL 4]
primtive; length = 4
0x03020640
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 18
extnld OBJECT | DENTI FI ER: tag = [ UNI VERSAL 6]
primtive; length = 3
{ 2529 32} -- id-ce-certificatePolicies
extnVal ue OCTET STRING tag = [ UNI VERSAL 4]
primtive; length = 11
0x3009300706052b24080101
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 31
extnld OBJECT | DENTI FI ER: tag = [ UNI VERSAL 6]
primtive; length = 3
{ 2529 35} -- id-ce-authorityKeyldentifier
extnVal ue OCTET STRING tag = [ UNI VERSAL 4]
primtive; length = 24
0x30168014000102030405060708090a0b0c0d0e0f f edcba98
Ext ensi on SEQUENCE: tag = [ UNI VERSAL 16]
constructed; length = 57
extnld OBJECT | DENTI FI ER: tag = [ UNI VERSAL 6]
primtive; length = 8
{ 136155713} --id-pe-qcStatenents
extnVal ue OCTET STRING tag = [ UNI VERSAL 4]
primtive; length = 45
0x302b302906082b06010505070b02301d301bh81196d756€696. .

C. 3 DER- encodi ng
This section contains the full, DER-encoded certificate, in hex.

30820310 30820279 A0030201 02020449 9602D230 0DO6092A 864886F7 0D010105
05003048 310B3009 06035504 06130244 45313930 37060355 040A0C30 474D4420
2D20466F 72736368 756E6773 7A656E74 72756D20 496E666F 726D6174 696F6E73
74656368 6E696B20 476D6248 301E170D 30343032 30313130 30303030 5A170D30
38303230 31313030 3030305A 3065310B 30090603 55040613 02444531 37303506
0355040A 0C2EA74D 4420466F 72736368 756E6773 7A656E74 72756D20 496EG66F
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72606174
65747261
01010105
A787CFCB
B3A9926A
EDDC73B5
S5F2F7EBD
1D09045D
05070903
34313230
74300E06
2B240801
OEOFFEDC
0B02301D
65300D06
EFEOF20F
95B08826
BC36991F
B882B39F

C4. CA

696F6E73
30000603
0003818D
571A21AA
8FO8EA00
94FAAQOEF
BC3EFOAG
305B3010
31031301
3030305A
03551D0F
01301F06
BA983039
301B8119
092A8648
6C558890
EAF3FF1F
21436520
E1A16A90

s Public
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74656368
5504040C
00308189
8A20AD5D
FDC3A8F2
E595C612
04F6B404
06082B06
46301D06
30170608
0101FF04
03551D23
06082B06
6D756E69
86F70D01
AGE73118
5917C80B
E9064761
AE1A80B8

RSA Key

6E696B20
06426172
02818100
FF015130
BBO16DEC
AGAES5B8C
01176925
01050507
082B0601
2B060105
04030206
04183016
01050507
63697061
01050500
8359B9C7
B4836129
D9320871
A9676518

476D6248
7A696E30
DCE74CD5
DE724E5E
A3B9411B
7FOCA19C
02030100
09043104
05050709
05070902
40301206
80140001
0103042D
6C697479
03818100
8CE71C92
CFES563E
F71FFEBD
BSAA7E9Q7

311D300C
819F300D
A1D55AEB
D3F95392
A2599A2A
ECAFE7AB
01A381E9
13024445
01311118
310B0C09
03551D20
02030405
302B3029
40646172
8F8C80BB
0C66C600
78592B5B
ADG48FA7

06035504
06092A86
01CF5ECC
E7BB16C4
8CB655C6
60546768
3081E630
300F0608
0F313937
4461726D
040B3009
06070809
06082B06
6D737461
B2D86B75
53FBC924
BOF9ACBS
CF3C1BCO

March 2004

2A0C0550
4886F70D
20F3C3FC
A71DOF31
DFEA25BF
4BB2387D
64060355
2B060105
31313031
73746164
30070605
0A0BOCOD
01050507
64742E64
F4E21F82
825090F2
2915F0F2
96F112D4

This section contains the DER-encoded public RSA key of the CA who
signed the exanple certificate.
sinplifying verifications of the exanple certificate.

It

is included with the purpose of

30818902818100c88f 4bdb66f 713ba3dd7a9069880e888d4321ach53cda7f cdf
da89b834e25430b956d46a438baa6798035af 30db378424e00a8296b012b1b24
f9cf Ob3f 83bel116cd8a36957dc3f 54cbd7¢58a10c380b3df al5bd2922ea8660f
96e1603d81357¢c0442ad607¢5161d083d919f d5307c1c3f ab6df ead0e6410999e

8b8a8411d525dd0203010001
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at http://ww.ietf.org/ipr.
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