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Abstract

Thi s docunent describes the Configuration and Provisioning for
Wrel ess Access Points (CAPWAP) probl em st at enent.

1. Introduction

Wth the approval of the 802.11 standard by the I EEE in 1997,

wirel ess LANs (W.LANs) began a slow entry into enterprise networks.
The limted data rates of the original 802.11 standard, only 1 and 2
Mops, limted the w despread adoption of the technol ogy. 802.11
found wi de depl oynent in vertical applications, such as inventory
managenent, point of sale, and transportati on nanagenent. Pioneering
enterprises began to deploy 802.11, nostly for experinmentation.

In 1999, the | EEE approved the 802.11a and 802. 11b anendnents to the
base standard, increasing the available data rate to 54 and 11 Mops,
respectively, and expanding to a new radio band. This renoved one of
the significant factors hol di ng back adoption of 802.11 in |arge
enterprise networks. These |arge deploynents were bound by the
definition and functionality of an 802.11 Access Point (AP), as
described in the 802.11 standard. The techni ques required extensive
use of layer 2 bridging and w despread VLANs to ensure the proper
operation of higher |ayer protocols. Deploynents of 802.11 W.ANs as
| arge as several thousand APs have been descri bed.
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Large deploynents of 802.11 WLANs have introduced several problens
that require solutions. The limtations on the scalability of

bri dgi ng shoul d come as no surprise to the networking cormunity, as
simlar limtations arose in the early 1980s for w red network

bri dgi ng during the expansion and interconnection of wired |ocal area
networks. This docurment will describe the problens introduced by the
| ar ge-scal e depl oynent of 802.11 WLANs in enterprise networks.

2. Pr obl em St at ement

Large WLAN depl oynents introduce several problems. First, each AP is
an | P-addressabl e devi ce requiring nmanagenent, nonitoring, and
control. Deploynent of a large WLAN will typically double the nunber
of network infrastructure devices that require managenent. This
presents a significant additional burden to the network

adm ni stration resources and is often a hurdle to adoption of

wirel ess technol ogies, particularly because the configuration of each
access point is nearly identical to the next. This near-saneness
often |l eads to misconfiguration and inproper operation of the WAN.

Second, distributing and naintaining a consistent configuration

t hroughout the entire set of access points in the W.AAN is

probl ematic. Access point configuration consists of both long-term
static information (such as addressing and hardware settings) and
nmor e dynamni ¢ provisioning i nformati on (such as individual W.AN
settings and security paraneters). Large WLAN installations that
have to update dynanic provisioning information in all the APs in the
WLAN require a prol onged phase-over tinme. As each AP is updated, the
WLAN wi || not have a single, consistent configuration.

Third, dealing effectively with the dynam c nature of the W.AN medi um
itself is difficult. Due to the shared nature of the wirel ess nedium
(shared with APs in the same WLAN, with APs in other WLANs, and with
devices that are not APs at all), parameters controlling the wreless
medi um on each AP nust be nonitored frequently and nodified in a
coordi nated fashion to maxi m ze WLAN performance. This nust be

coordi nated anong all the access points, to nininize the interference
of one access point with its neighbors. Mnually nonitoring these
nmetrics and determining a new, optinmumconfiguration for the
paraneters related to the wireless mediumis a task that takes
significant time and effort.

Fourth, securing access to the network and preventing installation of
unaut hori zed access points is challenging. Physical |ocations for
access points are often difficult to secure since their |ocation nust
often be outside of a |ocked network cl oset or server room Theft of
an access point, with its enbedded secrets, allows a thief to obtain
access to the resources secured by those secrets.
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Recently, to address sone, or all, of the above problens, nultiple
vendors have begun offering proprietary solutions that conbi ne
aspects of network switching, centralized control and managenent, and
distributed wireless access in a variety of new architectures. Since
i nt eroperabl e solutions allow enterprises and service providers a
broader choice, a standardi zed, interoperable interface between
access points and a centralized controller addressing the problens
seens desirable.

In currently fielded devices, the physical portions of this network
system are one or nore 802.11 access points (APs) and one or nore
central control devices, alternatively described as controllers (or
as access controllers, ACs). ldeally, a network designer woul d be
abl e to choose one or nore vendors for the APs and one or nore
vendors for the central control devices in sufficient nunbers to
design a network with 802.11 wirel ess access to neet the designer’s
requirenents.

Current inplenmentations are proprietary and are not interoperable.
This is due to a nunmber of factors, including the disparate
architectural choices nade by the various manufacturers. A taxonony
of the architectures enployed in the existing products in the market
will provide the basis of an output docunent to be provided to the

| EEE 802. 11 Working Group. This taxonony will be utilized by the
802.11 Wrking Group as input to their task of defining the
functional architecture of an access point. The functi onal
architecture, including descriptions of detailed functional bl ocks,
interfaces, and information flow, will be reviewed by CAPWAP to
determine if further work is necessary to apply or devel op standard
protocols providing for rmulti-vendor interoperable inplenmentations of
WLANs built from devices that adhere to the newy appearing

hi erarchical architecture using a functional split between an access
poi nt and an access controller.

3. Security Considerations

The devices used in WLANs control network access and provide for the
delivery of packets between hosts using the W.AN and ot her hosts on
the WLAN or el sewhere on the Internet. Therefore, the functions for
control and provisioning of wireless access points, require
protection to prevent msuse of the devices.

Confidentiality, integrity, and authenticity requirenents shoul d
address central nanagenent, nonitoring, and control of wreless
access points that should be addressed. Once an AP and AC have been
aut henticated to each other, a single |level of authorization allow ng
noni toring, control, and provisioning may not be sufficient. The
requirement for nore than a single |level of authorization should be
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determ ned. Physical security should al so be addressed for those
devices that contain sensitive security paraneters that m ght
conproni se the security of the system if those paraneters were to
fall into the hands of an attacker

To provide conprehensive radi o coverage, APs are often installed in

| ocations that are difficult to secure. The CAPWAP architecture may
reduce the consequences of a stolen AP. |f high-value secrets, such
as a RADI US shared secret, are stored in the AC, then the physical

| oss of an AP does not conprom se these secrets. Further, the AC can
easily be located in a physically secure location. O course,
concentrating all the high-value secrets in one place nmakes the AC an
attractive target, and strict physical, procedural, and technical
controls are needed to protect the secrets.
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Ful I Copyright Statenent
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the ETF' s procedures with respect to rights in | ETF Docunments can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

O Hara, et al. I nf or mat i onal [ Page 5]






