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Abstract

Thi s docunent describes a new DHCPv6 option for passing a |ist of
Sinpl e Network Tinme Protocol (SNTP) server addresses to a client.

1. Introduction

Thi s docunent describes a new option, called the SNTP [ 3] servers
option, for passing informati on about SNTP servers in DHCPv6 [1].

2. Requirenents

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMVENDED, MAY, and OPTI ONAL, when they appear in this
docunent, are to be interpreted as described in RFC 2119 [2].

3. Term nol ogy

Thi s docunent uses terninology specific to I Pv6 and DHCPv6 as defi ned
in the "Term nol ogy" section of the DHCPv6 specification [1].

4. Sinple Network Tinme Protocol (SNTP) Servers Option

The Sinple Network Time Protocol servers option provides a list of
one or nore |IPv6 addresses of SNTP [3] servers available to the
client for synchronization. The clients use these SNTP servers to
synchroni ze their systemtinme to that of the standard tine servers.
Clients MUST treat the [ist of SNTP servers as an ordered list. The
server MAY list the SNTP servers in decreasing order of preference.
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5.

The option defined in this docunent can only be used to configure

i nformati on about SNTP servers that can be reached using IPv6. The
DHCP option to configure information about |Pv4 SNTP servers can be
found in RFC 2132 [4]. Mechanisnms for configuring |Pv4/1Pv6 dual -
stack applications are being considered, but are not specified in
thi s docunent.

The fornmat of the Sinple Network Tinme Protocol servers option is as
shown bel ow:.
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opti on-code: OPTI ON_SNTP_SERVERS (31)

option-len: Length of the 'SNTP server’ fields, in octets;
it must be a multiple of 16

SNTP server: | Pv6 address of SNTP server
Appear ance of This Option

The SNTP servers option MJUST NOT appear in nessages other than the
follow ng: Solicit, Advertise, Request, Renew, Rebind, |nformation-
Request, and Reply. |If this option appears in nessages other than
t hose specified above, the receiver SHOULD ignore it.

The option nunber for this option MAY appear in the Opti on Request
Option [1] in the foll owing messages: Solicit, Request, Renew,

Rebi nd, Information-Request, and Reconfigure. |If this option nunber
appears in the Option Request Option in nmessages other than those
speci fi ed above, the receiver SHOULD ignore it.
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6. Security Considerations

The SNTP servers option nay be used by an intruder DHCPv6 server to
cause DHCPv6 clients to contact a rogue SNTP server, resulting in
invalid synchronization of tine in the client, finally leading to
time-critical applications running inaccurately in the client

machi ne. Tinme accuracy can be crucial to some security algorithns.
For exanple, expired certificates may gain a new |ife, naking the
applications running on the client nachine | ess secure. The

i naccuracy can even cause clients to set their tinme incorrectly,
maki ng them vul nerable to replay attacks in protocols that use tine
stanps to detect replays.

To avoid attacks through these options, the DHCPv6 client SHOULD use
aut henti cated DHCPv6 (see the "Authentication of DHCP nessages"
section in the DHCPv6 specification [1]).

7. 1 ANA Consi derati ons
The | ANA has assigned an option code to the followi ng fromthe
opti on-code space defined in the "DHCPv6 Options" section of the
DHCPv6 specification [1].

Opti on Nane Val ue Described in
OPTIl ON_SNTP_SERVERS 31 Section 4.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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