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Status of This Meno
This meno provides information for the Internet conmunity. |t does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyright Notice

Copyright (C The Internet Society (2005).

| ESG Not e
Thi s docunent is being published for the information of the
conmunity. |t describes a non-|1ETF protocol that is currently being
depl oyed in a nunber of products. |Inplenmenters should be aware of

RFC 3015, which was devel oped in the | ETF Megaco Wrking G oup and
the | TUT SG16, and which is considered the standards-based
(including reviewed security considerations) way to neet the needs
that MCP was designed to address by the I ETF and the | TUT.

Abstract

The base Media Gateway Control Protocol (M3CP) specification (RFC
3435) all ows endpoints to be redirected one endpoint at a tine. This
docunent provides extensions in the formof a new M3CP package that
provi des mechani sns for redirecting and resetting a group of
endpoints. It also includes the ability to nore accurately redirect
endpoints by allowing a list of Call Agents to be specified in a
preferred order.
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1. Introduction

The base Medi a Gateway Control Protocol (M3CP) specification [2]
allows a Call Agent to specify a new NotifiedEntity paraneter in
order to redirect one or nore endpoints to a new Call Agent. This
nmust be done in a Notificati onRequest or a connection handling
conmand. However, because these commands affect endpoint or
connection state, such a request cannot typically be sent to a group
of endpoints with a single conmand. This neans that if a new Call
Agent takes over for a failed one, the new Call Agent nust redirect

endpoints one at a tinme. |If there is a |large nunber of endpoints
(e.g., within a large trunking gateway), this could take consi derable
time.

Thi s docunent defines a new redirect and reset package for MG3CP that
allows the Call Agent to redirect a group of endpoints w thout
af fecti ng endpoi nt or connection state.

Al'so included is a new NotifiedEntityList paranmeter, which is simlar
to the NotifiedEntity paraneter but allows for nultiple donmain nanes
to be provided. This allows the Call Agent to nore accurately direct
endpoints to a preferred ordered |ist of alternate Call Agents.

A third capability contained in this package is the ability to reset

and re-initialize one or nore groups of endpoints efficiently. This
capability is useful in Call Agent failover situations.
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1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].

2. Redirect and Reset Package

Package Nanme: RED
Version: 0O

Thi s package does the follow ng:

* Defines a new NotifiedEntityList extension paraneter. This
wor ks the sane as the NotifiedEntity paraneter in [2] but
all ows nore than one domain nanme to be specified.

* Allows a Call Agent to pass a new NotifiedEntity or
NotifiedEntityList to a collection of endpoints specified by an
"all of" wildcard. This is useful if a new Call Agent takes
over froma previous one and wants to redirect endpoint(s) to
send nessages to it from now on.

* Allows a Call Agent to request one or nore groups of endpoints
to do a reset, which can be useful follow ng certain types of
failures.

2.1. NotifiedEntityList Extension Paraneter

The NotifiedEntityList paraneter is encoded as "NL" and is foll owed
by a colon and a conma-separated list of NotifiedEntity val ues as
defined in the M3CP specification [2], as follows:

RED/ NL: cal@ryca. what ever. net, ca2@rybackupca. what ever. net

The NotifiedEntityList works in a way simlar to the NotifiedEntity
paraneter, except that it allows nultiple domain nanes to be |isted.
The NotifiedEntityList thus specifies a new "notified entity" for the
endpoi nt .

The NotifiedEntityList paraneter is optional in any conmrand or
response where the NotifiedEntity paraneter is allowed. Follow ng a
restart, the NotifiedEntityList is initially enpty, unless
provi si oned otherwi se. |In subsequent conmands, it retains its
current value until explicitly changed. |If both a NotifiedEntity
paranmeter and a non-enpty NotifiedEntityLi st paraneter have been set
(not necessarily at the sanme tine), the NotifiedEntity paraneter
value will be viewed as being inplicitly added to the begi nning of
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the NotifiedEntityList paraneter. The NotifiedEntity paraneter thus
al ways defines the first domain name to contact unless it has
explicitly been set to enpty. 1In that case, the NotifiedEntityLi st

defines the "notified entity". |If the NotifiedEntityList is also
enpty, then the normal MGCP handling of an enpty "notified entity"
applies. W will refer to the Iist of domain nanes that result from

t he above rules as the "notified entity list".

When the "notified entity list" is non-enpty, transmission is first
attenpted with the first domain nanme in the list, as in the norna
MZCP retransm ssion procedures described in [2]. Each of the IP
addresses for this domain nane MUST first be tried as specified in
[2], and if this is unsuccessful, each of the |IP-addresses for the
second dorai n nane MJUST then be attenpted, etc., follow ng the normnal
MZCP retransm ssion procedures, with "N' (the nunber of

retransm ssions) set to zero for each domain name (see Section 4.3 in
[2]). Wenever retransm ssion to a new domain nane is initiated, the
default retransmission tinmer value (RTO, etc., SHOULD be used. The
estimator (T-DELAY) and neasurenents (AAD and ADEV) used for the
transni ssion to the previous domai n name are consi dered obsol ete.
Not e, however, that the maxi mumtransaction |lifetinme considerations
apply as usual; therefore, retransmission to any of the I P addresses
for any of the domain nanes MJUST NOT occur nore than T-Max seconds
after the coommand is initially sent, irrespective of where it was
sent. The Max1l DNS query MAY be perforned for each of the domain
nanes, or it MAY sinply be perforned for the first domain name. The
Max2 DNS query however MJUST NOT be performed for any but the |ast
domai n nanme. Also note that only the last |P-address for the |ast
domai n nane can reach Max2 retransm ssions; therefore, retransm ssion
to all I P addresses other than the last | P address of the |ast domain
nane in the list MUST end after Max1l retransm ssions.

The current value of the NotifiedEntityLi st paranmeter can be audited
vi a Audit Endpoint; the value of the NotifiedEntity paranmeter wll not
be included here and nust be audited separately. Support for the
NotifiedEntityList in AuditConnection is permissible, but it is
neither required nor recomended.

2.2. Endpoint Specifier
2.2.1. EndpointList and Endpoi nt Map Extension Paraneters

A simple "all-of" wildcard, as defined in [2], may not be sufficient
to accurately specify endpoints of interest. An exanple of this is a
case where a Call Agent fails over, resulting in a state m smatch for
endpoints involved with transient calls. To re-synchronize, the Cal
Agent can use the reset extension paranmeter described in section 2.4
of this docunent, to ensure that idle endpoints are in fact idle.
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However, these endpoints may be randomy distributed across the
avail abl e endpoints in a |l arge trunk gateway.

To satisfy this requirenment, the RED package introduces sone new
paraneters that may be used to specify the endpoints of interest for
t he Endpoi nt Confi gurati on Command. These are the EndpointList and

t he Endpoi nt Map ext ensi on paraneters. These paraneters MJST only be
used when a virtual endpoint corresponding to the gateway is
speci fi ed as the Local Endpoi nt Name, such as:

EPCF 1200 Mc@wl. what ever. net MSCP 1.0
where "MG' is the virtual endpoint name associated with the gateway.

The EndPoi ntList paraneters is a |ist of endpoint names that can
i nclude one or nore lines in the foll owing fornat:

"RED/ EL: " 0*WBP RangedLocal Nane O0*("," O0*WSP RangedLocal Nane)

RangedLocal Nane is a Local Endpoi nt Nane that may include the range
wi | dcard notation described in Appendix E (section E.5) of [2] as
well as an "all" wildcard, but the two forms MJUST NOT be mixed in a
si ngl e comand:
RangeW | dcard "
Nuneri cal Range

"xto "™ Nunmerical Range *(",
1*(DIET) [ "-" 1*(DIGT) ]

Nuneri cal Range)"]"

Exanpl e:
REDY EL: ds/dsl1-1/[1-24], ds/dsl-2/[1-24], ds/dsl-3/[1-24]

| ncl udi ng an Endpoi nt Map paraneter with the follow ng format can
further specify the endpoints:

"RED/ MP: " 0*WEP TrueOr Fal se 0*( TrueOr Fal se)
TrueOrFalse = "T" [ "F"

"T" indicates that the command shoul d be applied to the correspondi ng
endpoint, and "F" indicates that it should not. This paraneter can
be used in conjunction with the reset extension paraneter described
in section 2.4 of this docunent to force arbitrarily distributed
endpoints into an idle state.

I f the Endpoi nt Map paraneter is used, it MJST be i nmedi ately preceded
(i.e., on the previous line) by an EndPoi ntList paranmeter to specify
t he endpoints the EndpointMap is referring to (the EndPoi ntList MJST
NOT contain the "all" wldcard). Several EndpointlList and
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Endpoi nt Map paraneter |lines can be provided. It is considered an
error if an Endpoi nt Map paraneter extends beyond the endpoints
specified in the precedi ng EndPoi ntLi st paraneter. |In that case,

return code 800 MJUST be used (see section 2.5).

The Endpoi ntLi st and Endpoi nt Map paraneters MJST only be used with

t he Endpoi nt Confi gurati on command. The Endpoi ntList parameter MAY be
provi ded w thout an Endpoi nt Map paraneter. However, as indicated
earlier, an Endpoi nt Map paraneter MJST be i mredi ately preceded by an
Endpoi nt Li st paraneter. Neither of these paraneters is auditable.

For an exanpl e of Endpoi nt Map par aneter usage, see Section 2.4.
2.2.2. Application to Qut-of-Service Endpoints

Note that the Endpoint Configuration conmand is normally only valid
for in-service endpoints. |f an Endpoi nt Configuration request is
sent to a wildcarded Local Endpoi nt Nare [2] and any of the endpoints
specified are out-of-service, the command will fail with return code
501 (endpoi nt not ready).

However, as long as the gateway is in service and able to respond to
MECP commands, it can apply the endpoint configuration command to
endpoi nts specified by the EndpointLi st and/or Endpoi nt Map paraneters
(regardl ess of whether those endpoints are in-service). O course,

t he endpoint configuration information will not be maintai ned over
gateway restarts (as the Call Agent would have to reapply the
endpoi nt configuration after it receives an RSIP with the restart

met hod "restart"). For exanple, if a new "notified entity" was
provided, it would have no effect since the provisioned val ue woul d
be used upon restart.

Endpoi nt Li st and/ or Endpoi nt Map paraneters MJST only be used with a
vi rtual endpoint name corresponding to the gateway (as indicated
above). If it is used with any other endpoint name (whether wld-
carded or not), then error code 801 (section 2.5) MJST be returned.

2.3. Redirect

A new extension paraneter for use with the Endpoi nt Configuration
conmand is defined. A new NotifiedEntity value can be included with
a "RED/N' paraneter as foll ows:

EPCF 1200 *@wl. what ever.net M3CP 1.0
RED/ N: cal@al234. what ever. net
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This changes the "notified entity" for the endpoint(s) to the val ue
specified. |If the "all of" wldcard convention is used, the
NotifiedEntity value replaces all of the existing "notified entities"
for those endpoints. |If NotifiedEntity is omitted in a subsequent
Endpoi nt Confi gurati on conmand, the "notified entity" remains
unchanged.

If the "notified entity" is a domain nane that resolves to nultiple

| P addresses, one of the resolved addresses MJST be selected. |If one
of those | P addresses is the | P address of the Call Agent sending the
request, that I P address SHOULD be selected first.

The NotifiedEntityList paraneter can al so be specified in an endpoi nt
configuration conmand, such as foll ows:

EPCF 1200 *@wl. what ever.net M3CP 1.0
RED/ NL: cal@ryca. what ever. net, ca2@rybackupca. what ever. net

Note that this command will only succeed if all the endpoints on the
gateway are in-service.

As indicated in section 2.2, it can also apply this to the gateway
virtual endpoint:

EPCF 1200 Mc@wl. what ever. net MSCP 1.0
REDY EL: *
RED/ NL: cal@ryca. what ever. net, ca2@rybackupca. what ever. net

Note that the outcone of this conmand is not affected by the service
state of the endpoints on the gateway.

As indicated in section 2.1, the NotifiedEntityList ("RED NL")
paraneter nay be used with any comrand for which a NotifiedEntity
paraneter is allowed. However, the "RED/ N' paraneter SHOULD only be
used with the endpoint configuration conmand.

The "RED/ N' paraneter does not have a default value, and the auditing
behavi or for auditing the "NotifiedEntity" is unchanged fromthat
specified in [2], regardl ess of how the "NotifiedEntity" was set
(i.e., there is no specific audit associated with the "RED N'
paraneter, and therefore the "RED/ N' parameter cannot be audited).

2.4. Reset Extension Paraneter
Anot her Endpoi nt Confi guration paranmeter ("RED/R') allows the Call

Agent to reset one or nore endpoints. The ABNF syntax for the
paraneter line is as follows:
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"RED) R " O*WSP "reset"

This has the effect of resetting and re-initializing the specified
endpoints (i.e., any connections on the endpoint will be deleted, and
the endpoint will be returned to its clean default state w thout any
active signals).

Exanpl e:

EPCF 1200 ng@wl. what ever. net MSCP 1.0
RED/ EL: ds/el-3/[1-30]

RED/ MP: TFTTTTTFFFTTTTTFFFFTFFTTFTTTFF
RED/ EL: ds/el-5/[1-30]

RED/ MP: TFFFFFTFFFTTFTTFFFFTFFFTFTTTTT
RED/ R: reset

In this case, the particular endpoints specified by "T" by the
Endpoi nt Map paraneter in the El spans ds/el-3 and ds/el-5 are reset.

The "RED/R' paraneter MJUST NOT be used with any command ot her than

t he endpoi nt configuration command. There is no default value for
the paranmeter, and therefore it is unaffected when onitted. There is
no specific audit behavior associated with this paraneter, i.e., it
cannot be audited.

2.5. Return Codes

The foll owi ng package-specific return codes are defined for the "RED

package:
Code  Text Expl anati on
800 Endpoi nt Map Ei t her the Endpoi nt Map paraneters
Qut of Range are outside the range specified

by the EndpointList paraneter, or
t he Endpoi ntLi st Paraneter was
not included when an Endpoi nt Map
par anmet er was i ncl uded.

801 I ncorrect Usage I ncorrect usage of paraneters,

O Paraneters such as Endpoi ntList paraneter,
used where the endpoi nt name was
not the virtual endpoint nane
correspondi ng to the gateway.
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3.

| ANA Consi der ati ons

The MGECP package title "Redirect and Reset"” with the nanme "RED' and
version nunmber 0 has been registered with | ANA, as indicated in
Appendix C.1in [2].

Security Considerations

Section 5 of the base M3CP specification [2] discusses security
requirenments for the base protocol that apply equally to the package
defined in this docunent. Use of a security protocol that provides
per nessage authentication and integrity services, such as |IPsec (RFC
2401 [3], RFC 2406 [4]), is required in order to ensure that requests
and responses are obtained from authenticated sources and that
nmessages have not been nodified. Wthout these services, gateways
and Call Agents are open to attacks.

For exampl e, an attacker could masquerade as a Call Agent and
initiate a denial of service attack by resetting endpoints that were
involved in valid calls. Another attack using the package descri bed
in this docunent could involve redirecting endpoints to the attacker
so that it acts as the Call Agent for those endpoints.
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