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Abstract

Custoners buying enterprise nmessage systens often ask: Can | track
the nmessages? Message tracking is the ability to find out the path
that a particul ar nessage has taken through a nessagi ng system and
the current routing status of that nmessage. This docunment descri bes
the Message Tracking Query Protocol that is used in conjunction with
extensions to the ESMIP protocol to provide a conpl ete nmessage
tracking solution for the Internet.

1. Introduction

The Message Tracki ng Mbdel s and Requirenents docunent

[ RFC- MTRK- MODEL] di scusses the npodel s that nessage tracking solutions
could follow, along with requirenments for a nmessage tracking solution
that can be used with the Internet-w de nessage infrastructure. This
meno and its conpani ons, [RFC- MIRK- ESMIP] and [ RFC- MTRK- TSN,
descri be a conpl ete nessage tracking solution that satisfies those
requirements. The nmenp [ RFC- MTRK- ESMIP] defines an extension to the
SMIP service that provides the informati on necessary to track
nmessages. This nmeno defines a protocol that can be used to query the
status of nessages that have been transmitted on the Internet via
SMIP. The nmenp [ RFC- MTRK- TSN] descri bes the message/tracki ng-status
[RFC-M ME] nedia type that is used to report tracking status
information. Using the nodel docunment’s terninology, this solution
uses active enabling and active requests with both request and

chai ning referrals.
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1

2.

1

1

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in BCP 14, RFC 2119

[ RFC- KEYWORDS] .

Al'l syntax descriptions use the ABNF specified by [ RFC ABNF].

Termi nal nodes not defined el sewhere in this docunent are defined in
[ RFC-ABNF], [RFC-URI], [RFC MIRK-ESMIP], [RFC-SMIP], or

[ RFC- SMIPEXT] .

Basi ¢ Operation

The Message Tracking Query Protocol (MIQP) is similar to many other
line-oriented Internet protocols, such as [POP3] and [ NNTP].
Initially, the server host starts the MIQP service by listening on
TCP port 1038.

When an MIQP client wi shes to nake use of the nmessage tracking
service, it establishes a TCP connection with the server host, as
recorded fromthe initial message submission or as returned by a
previous tracking request. To find the server host, the MIQP client
first does an SRV | ookup for the server host using DNS SRV records,
with a service nane of "ntgp" and a protocol nane of "tcp", as in
_mqgp. _tcp.smp3. exanpl e.com (See the "Usage rul es" section in
[RFC-SRV] for details.) |If the SRV records do not exist, the MIQP
client then does an address record | ookup for the server host. When
the connection is established, the MIQP server sends a greeting. The
MIQP client and MIQP server then exchange comrands and responses
(respectively) until the connection is closed or aborted.

Tracki ng Service DNS Consi derations

Because of the ways server host | ookups are perforned, many different
tracki ng server host configurations are support ed.

A mail systemthat uses a single mail server host and has the MIQP

server host on the sanme server host will nost likely have a single MX
record pointing at the server host, and if not, will have an address
record. Both mail and MIQP clients will access that host directly.

A mail systemthat uses a single mail server host, but wants tracking
queries to be perforned on a different nmachine, MJST have an SRV MIQP
record pointing at that different nachine.

Hansen St andards Track [ Page 2]



RFC 3887 Message Tracki ng Query Protocol Sept enber 2004

A mail systemthat uses nultihomed mail servers has two choices for
provi di ng tracking services: either all nail servers nmust be running
tracking servers that are able to retrieve information on al
nmessages, or the tracking service nust be perforned on one (or nore)
machi ne(s) that are able to retrieve infornation on all nmessages. In
the forner case, no additional DNS records are needed beyond the MX
records already in place for the mail system |In the |atter case,
SRV MIQP records are needed that point at the nachine(s) that are
runni ng the tracking service. In both cases, note that the tracking
service MJST be able to handle the queries for all messages accepted
by that nail system

2.2. Commmnds

Conmmands in MIQP consist of a case-insensitive keyword, possibly

foll owed by one or nore paraneters. All conmmands are terminated by a
CRLF pair. Keywords and paraneters consist of printable ASCI
characters. Keywords and paraneters are separated by whitespace (one
or nore space or tab characters). A command line is limted to 998
characters before the CRLF.

2.3. Responses

Responses in MIQP consist of a status indicator that indicates
success or failure. Successful commands may al so be foll owed by
additional lines of data. Al response lines are ternminated by a
CRLF pair and are limted to 998 characters before the CRLF. There
are several status indicators: "+OK" indicates success; "+OK+"

i ndi cates a success followed by additional lines of data, a nmulti-
line success response; "-TEMP" indicates a tenporary failure; "-ERR'
i ndicates a permanent failure; and "-BAD' indicates a protocol error
(such as for unrecogni zed commands).

A status indicator MAY be foll owed by a series of nachine-parsable,
case-insensitive response information giving nore data about the
errors. These are separated fromthe status indicator and each ot her
by a single slash character ("/", decinmal code 47). Follow ng that,
there MAY be white space and a human-readabl e text nmessage. The
human-r eadabl e text nmessage is not intended to be presented to the
end user, but should be appropriate for putting in a log for use in
debuggi ng probl ens.

In a multi-line success response, each subsequent line is term nated
by a CRLF pair and limted to 998 characters before the CRLF. Wen
all lines of the response have been sent, a final line is sent
consisting of a single period (".", decinmal code 046) and a CRLF
pair. If any line of the multi-line response begins with a period,

the line is "dot-stuffed" by prepending the period with a second

Hansen St andar ds Track [ Page 3]



RFC 3887 Message Tracki ng Query Protocol Sept enber 2004

period. Wen examning a nulti-line response, the client checks to
see if the line begins with a period. |If so, and octets other than
CRLF follow, the first octet of the Iine (the period) is stripped
away. |If so, and if CRLF imediately follows the period, then the
response fromthe MIQP server is ended and the |ine containing the
".CRLF" is not considered part of the nmulti-line response.

An MIQP server MUST respond to an unrecogni zed, uninpl enented, or
syntactically invalid comand by responding with a negative -BAD
status indicator. A server MJST respond to a conmand i ssued when the
session is in an incorrect state by responding with a negative -ERR
status indicator.

2.4. Firewall Considerations

A firewall nmail gateway has two choi ces when receiving a tracking
query for a host within its domain: it may return a response to the
query that says the nessage has been passed on, but no further
information is available; or it may perform a chai ning operation
itself, gathering information on the nessage fromthe mail hosts
behind the firewall, and returning to the MIQP client the information
for each behind-the-firewall hop, or possibly just the final hop

i nformati on, possibly also disguising the nanes of any hosts behind
the firewall. \Which option is picked is an administrative decision
and is not further mandated by this docunent.

If a server chooses to performa chaining operation itself, it MJST
provide a response within 2 minutes, and SHOULD return a "no further
information is avail able" response if it cannot provide an answer at
the end of that tinme limt.

2.5. Optional Tiners

An MIQP server MAY have an inactivity autologout tinmer. Such a tiner
MUST be of at least 10 minutes in duration. The receipt of any
command fromthe client during that interval should suffice to reset
the autol ogout tinmer. An MIQP server NMAY limt the nunber of
commands, unrecogni zed commands, or total connection time, or NMAY use
other criteria, to prevent denial of service attacks.

An MIQP client MAY have an inactivity autol ogout tinmer while waiting
for a response fromthe server. Since an MIQP server may be a
firewall, and may be chaining information from other servers, such a
timer MJST be at least 2 minutes in duration.
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3.

Initialization and Opti on Response

Once the TCP connection has been opened by an MIQP client, the MIQP
server issues an initial status response that indicates its

readi ness. |If the status response is positive (+OK or +COK+), the
client may proceed with other comuands.

The initial status response MJST include the response information
"/ MIQP". Negative responses MJST include a reason code as response
information. The follow ng reason codes are defined here;
unrecogni zed reason codes added in the future may be treated as
equi val ent to "unavail abl e".

“/" "unavai |l abl e"
"/ "adm n"

The reason code "/adm n" SHOULD be used when the service is
unavail able for adm nistrative reasons. The reason code

"/ unavai | abl e SHOULD be used when the service is unavail able for
ot her reasons.

If the server has any options enabled, they are listed as the nulti-
line response of the initial status response, one per line. An
option specification consists of an identifier, optionally foll owed
by option-specific paraneters. An option specification may be
continued onto additional lines by starting the continuation Iines
with white space. The option identifier is case insensitive. Option
identifiers beginning with the characters "vnd." are reserved for
vendor use. (See bel ow)

One option specification is defined here:
STARTTLS [1*WSP "required"]

This capability MUST be listed if the optional STARTTLS comand is
enabl ed on the MJIP server and one or nore certificates have been
properly install ed.

It has one optional paraneter: the word "required" (The paraneters
for STARTTLS are case-insensitive). |If the server requires that TLS
be used for sone of the domains the server handles, the server MJST
specify the "required" paraneter
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3.1. Exanples

Exanpl e #1 (no options):
S +OK/ MTQP MITQP server ready

Exanpl e #2 (service tenporarily unavail abl e):
S: -TEMP/ MTQP/ admi n Service down for admin, call back |ater

Exanpl e #3 (service permanently unavail abl e):
S: -ERR/ MIQP/ unavail abl e Service down

Exanpl e #4 (alternative for no options):
S: +OK+/ MTQP MTQP server ready
S .

Exanple #5 (options avail able):
+OK+ MTQP MTQP server ready
starttls
vnd. com exanpl e. option2 with parameters private to exanpl e.com
vnd. com exanpl e.option3 with a very | ong
list of paraneters

WOunwnw

4. TRACK Conmmand

Synt ax:

t r ack- conmmand
mrk-secret

"TRACK" 1*WSP uni que-envid 1*WSP ntrk-secret CRLF
base64

Uni que-envid is defined in [ RFC MIRK-ESMIP]. Mrk-secret is the
secret A described in [ RFC- MTRK- ESMIP], encoded usi ng base64.

Wien the client issues the TRACK command, and the user is validated,
the MIQP server retrieves tracking information about an emai
nmessage. To validate the user, the value of mtrk-secret is hashed
usi ng SHA1, as described in [RFC-SHAl]. The hash value is then
conmpared with the val ue passed with the nmessage when it was
originally sent. |If the hash values match, the user is validated.

A successful response MJUST be nmulti-line, consisting of a [ RFCM Mg]
body part. The M ME body part MJST be of type multipart/rel ated,

wi th subparts of nessage/tracking-status, as defined in

[ RFC-MIRK-TSN]. The response contains the tracking informati on about
the emnil nessage that used the given tracking-id. A negative
response to the TRACK command may i nclude these reason codes:
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“/" "tls-required"
"/" "adm n"

"“/" "unavai |l abl e"
“/" "noinfo"

"/I" "insecure"

The reason code "/tls-required" SHOULD be used when the server has
decided to require TLS. The reason code "/admi n" SHOULD be used when
t he server has becone unavail able, due to adm nistrative reasons,
since the connection was initialized. The reason code "/unavail abl e"
SHOULD be used when the server has becone unavail abl e, for other
reasons, since the connection was initialized. The reason code
"/insecure" is described |ater

If a nmessage has not been seen by the MIQP server, the server MJST
choose between two choices: it MAY return a positive response with an
action field of "opaque" in the tracking information, or it NAY
return a negative response with a reason code of "noinfo"

4.1. Exanples

In each of the exanples below, the unique-envid is
"<12345-20010101@xanpl e. conk", the secret A is "abcdefgh", and the
SHA1 hash B is (in hex) "734ba8b31975d0dbaed4d6e249f 4e8da270796c94" .
The nmessage cane from exanpl e.com and the MIQP server is
exanpl e2. com

Exanmpl e #6 Message Delivered:

C. TRACK <12345-20010101@xanpl e. com> YW ZGvnZ2gK
S: +OK+ Tracking information foll ows

S: Content-Type: multipart/rel ated; boundary=%884 type=tracki ng-status
S

S - - %880

S: Content-Type: nessage/tracki ng-status

S

S: Oiginal-Envel ope-1d: 12345-20010101@xanpl e. com
S: Reporting- MTA: dns; exanple2.com

S: Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500

S

S: Original-Recipient: rfc822; userl@xanplel.com
S: Final-Recipient: rfc822; userl@xanplel.com

S: Action: delivered

S: Status: 2.5.0

S

S --9806 -

S
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anpl e #7 Message Transferred:

. TRACK <12345-20010101@xanpl e. conm» YWJj ZGvn¥Z2gK

+OK+ Tracking information foll ows

Content-Type: nultipart/rel ated; boundary=%884 type=tracking-status

- - 90880
Cont ent - Type: nessage/tracki ng-status

Oigi nal - Envel ope-1d: 12345-20010101@xanpl e. com
Reporting- MTA: dns; exanpl e2.com
Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500

Oiginal -Recipient: rfc822; userl@xanplel.com

Fi nal - Reci pi ent: rfc822; userl@xanplel.com
Action: transferred

Renot e- MTA: dns; exanpl e3. com

Last-Attenpt-Date: Mn, 1 Jan 2001 19: 15: 03 -0500
Status:2.4.0

- - Bk -

Exanpl e #8 Message Del ayed and a Dot - Stuffed Header:

TRACK <12345-20010101@xanpl e. comr» YWJj ZGvn¥Z2gK

+OK+ Tracking information foll ows

Content-Type: nultipart/rel ated; boundary=%884 type=tracking-status
.. Dot - St uf f ed- Header: as an exanpl e

- - %8880
Cont ent - Type: nessage/tracki ng-status

Oigi nal - Envel ope-1d: 12345-20010101@xanpl e. com
Reporting- MTA: dns; exanpl e2.com
Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500

Original -Recipient: rfc822; userl@xanplel.com

Fi nal - Reci pi ent: rfc822; userl@xanplel.com
Action: del ayed

Status: 4.4.1 (No answer from host)

Renot e- MTA: dns; exanpl e3. com

Last-Attenpt-Date: Mn, 1 Jan 2001 19: 15: 03 -0500
WIll-Retry-Until: Thu, 4 Jan 2001 15:15:15 -0500

- - Bk -
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aerI e #9 Two Users, One Rel ayed, One Fail ed:
TRACK <12345-20010101@xanpl e. con> YWj ZG/nZ2gK
+OK+ Tracking information foll ows

Sept enber 2004

Content-Type: nultipart/rel ated; boundary=%884 type=tracking-status

- - 90880
Cont ent - Type: nessage/tracki ng-status

Oigi nal - Envel ope-1d: 12345-20010101@xanpl e. com
Reporting- MTA: dns; exanpl e2.com
Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500

Original -Reci pient: rfc822; userl@xanplel.com

Fi nal - Reci pi ent: rfc822; userl@xanplel.com
Action: relayed

Status: 2.1.9

Renot e- MTA: dns; exanpl e3. com

Last-Attenpt-Date: Mn, 1 Jan 2001 19:15:03 -0500

Original -Reci pient: rfc822; user2@xanpl el. com

Fi nal - Reci pi ent: rfc822; user2@xanplel.com
Action: failed

Status 5.2.2 (Milbox full)

Renot e- MTA: dns; exanpl e3. com

Last-Attenpt-Date: Mn, 1 Jan 2001 19:15:03 -0500

- - 98008% -
aerI e #10 Firewall:

TRACK <12345-20010101@xanpl e. con> YWj ZG/nZ2gK
+OK+ Tracking information follows

Content-Type: nultipart/rel ated; boundary=%884 type=tracking-status

- - %8880
Cont ent - Type: nessage/tracki ng-status

Oigi nal - Envel ope-1d: 12345-20010101@xanpl e. com
Reporting- MTA: dns; exanpl e2.com
Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500

Original -Recipient: rfc822; userl@xanplel.com

Fi nal - Reci pi ent: rfc822; userl@xanplel.com
Action: relayed

Status: 2.1.9

Renot e- MTA:  dns; sntp. exanpl e3. com
Last-Attenpt-Date: Mn, 1 Jan 2001 19:15:03 -0500
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- - %8880
Cont ent - Type: nessage/tracki ng-status

Oigi nal - Envel ope-1d: 12345-20010101@xanpl e. com
Reporting- MTA: dns; sntp.exanpl e3.com
Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500

Original -Recipient: rfc822; user2@xanpl el. com
Fi nal - Reci pient: rfc822; user4d@xanpl e3. com
Action: delivered

Status: 2.5.0

- - Bk -

anpl e #11 Firewal I, Conbi ni ng Per-Reci pi ent Bl ocks:

» TRACK <12345-20010101@xanpl e. conm» YWJj ZGVn¥Z2gK

+OK+ Tracking information follows

Content-Type: nultipart/rel ated; boundary=%884 type=tracking-status

- - 98880
Cont ent - Type: nessage/tracki ng-status

Oigi nal - Envel ope-1d: 12345-20010101@xanpl e. com
Reporting- MTA: dns; exanpl e2.com
Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500

Original -Recipient: rfc822; userl@xanplel.com

Fi nal - Reci pi ent: rfc822; userl@xanpl el.com
Action: relayed

Status: 2.1.9

Renot e- MTA: dns; sntp. exanpl e3. com
Last-Attenpt-Date: Mn, 1 Jan 2001 19:15:03 -0500

Original -Reci pient: rfc822; user2@xanpl el. com
Fi nal - Reci pi ent: rfc822; user4d@xanpl e3. com
Action: delivered

Status:2.5.0

- - Bk -
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o1

anple #12 Firewal |, Hi ding System Nanmes Behind the Firewall:

TRACK <12345-20010101@xanpl e. conmr» YWJj ZGvn¥Z2gK
+OK+ Tracking information foll ows
Content-Type: nultipart/rel ated; boundary=%884 type=tracking-status

- - 90880
Cont ent - Type: nessage/tracki ng-status

Oigi nal - Envel ope-1d: 12345-20010101@xanpl e. com
Reporting- MTA: dns; exanpl e2.com
Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500

Original -Reci pient: rfc822; userl@xanplel.com

Fi nal - Reci pi ent: rfc822; userl@xanplel.com
Action: relayed

Status: 2.1.9

Renot e- MTA: dns; exanpl e2. com

Last-Attenpt-Date: Mn, 1 Jan 2001 19:15:03 -0500

- - 98880
Cont ent - Type: nessage/tracki ng-status

Oigi nal - Envel ope-1d: 12345-20010101@xanpl e. com
Reporting- MTA: dns; exanpl e2.com

Arrival -Date: Mn, 1 Jan 2001 15:15:15 -0500
Oiginal -Recipient: rfc822; user2@xanpl el.com
Fi nal - Reci pi ent: rfc822; user4@xanplel.com
Action: delivered

Status: 2.5.0

- - Bk -

COWENT Command
Synt ax:

coment - command
opt - t ext

"COMVENT" opt-text CRLF
[WBP *(VCHAR / WEP) ]

When the client issues the COMVENT conmand, the MIQP server MUST
respond with a successful response (+OK or +OK+). Al optional text
provided with the COVWENT comrmand are i gnored.
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6. STARTTLS Conmand

Synt ax:

starttl s- command
donai n

"STARTTLS" 1*WSP domai n *WSP CRLF
(sub-domain 1*("." sub-domain))

TLS [TLS] is a popul ar mechani sm for enhanci ng TCP conmuni cati ons
with confidentiality and authentication. Al MQP servers MJST

i mpl enent TLS. However, TLS MAY be disabled by a server

adm nistrator, either explicitly or by failing to install any
certificates for TLS to use. |If an MIQP server supports TLS and has
one or nore certificates available it MJST include "STARTTLS" in the
option specifications |list on protocol startup

Note: TLS SHOULD be enabl ed on MJIP servers whenever possible.

The paranmeter MJST be a fully qualified domain nane (FQDN). A client
MUST specify the hostnane it believes it is speaking with so that the
server may respond with the proper TLS certificate. This is useful
for virtual servers that provide nessage tracking for nultiple
domains (i.e., virtual hosting).

If the server returns a negative response, it MAY use one of the
foll ow ng response codes:
"/" "unsupported"
/" "unavail abl e"
"/" "tls-in-progress”
/" "bad-fqdn"

If TLS is not supported, then a response code of "/unsupported"
SHOULD be used. If TLS is not available for some other reason, then
a response code of "/unavail able" SHOULD be used. |If a TLS session
is already in progress, then it is a protocol error and "-BAD' MJST
be returned with a response code of "/tls-in-progress”. |If thereis
a msmatch between the supplied FQDN and the FQN found in the
dNSNane field of the subject AltNane extension of the server’s
certificate [ RFCG-X509], then it is a protocol error and "-BAD' MJST
be returned with a response code of "/bad-fqdn".

After receiving a positive response to a STARTTLS command, the client
MJST start the TLS negoti ation before giving any other MIQP conmands.

If the MIQP client is using pipelining (see below), the STARTTLS
conmand nust be the last commuand in a group
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6.1. Processing After the STARTTLS Command
|f the TLS handshake fails, the server SHOULD abort the connecti on.

After the TLS handshake has been conpl eted, both parties MJST

i mredi ately deci de whether or not to continue based on the

aut henti cation and confidentiality achieved. The MIQP client and
server may decide to nove ahead even if the TLS negoti ati on ended
with no authentication and/or no confidentiality because nost MIQP
services are perforned with no authentication and no confidentiality,
but some MIQP clients or servers may want to continue only if a
particular |evel of authentication and/or confidentiality was

achi eved.

If the MIQP client decides that the | evel of authentication or
confidentiality is not high enough for it to continue, it SHOULD

i ssue an MITQP QUIT conmand i mmedi ately after the TLS negotiation is
conpl et e.

If the MIQP server decides that the | evel of authentication or
confidentiality is not high enough for it to continue, it MAY abort
the connection. |If it decides that the |evel of authentication or
confidentiality is not high enough for it to continue, and it does
not abort the connection, it SHOULD reply to every MIQP comrand from
the client (other than a QU T comand) with a negative "-ERR'
response and a response code of "/insecure".

6.2. Result of the STARTTLS Conmand

Upon conpl etion of the TLS handshake, the MIQP protocol is reset to
the initial state (the state in MIQP after a server starts up). The
server MUST discard any know edge obtained fromthe client prior to
the TLS negotiation itself. The client MJST discard any know edge
obtai ned fromthe server, such as the list of MIQP options, which was
not obtained fromthe TLS negotiation itself.

At the end of the TLS handshake, the server acts as if the connection
had been initiated and responds with an initial status response and,
optionally, a list of server options. The list of MIQP server
options received after the TLS handshake MJST be different than the
list returned before the TLS handshake. |In particular, a server MJST
NOT return the STARTTLS option in the list of server options after a
TLS handshake has been conpl et ed.

Both the client and the server MJST know if there is a TLS session

active. A client MUST NOT attenpt to start a TLS session if a TLS
session is already active.
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7.

8.

1

QU T Comrand
Synt ax:
quit-command = "QUIT" CRLF
When the client issues the QU T command, the MIQP session term nates.
The QUI T command has no paranmeters. The server MJST respond with a
successful response. The client MAY close the session fromits end

i medi ately after issuing this command (if the client is on an
operating system where this does not cause problens).

Pi pel i ni ng
The MIQP client may elect to transmt groups of MIQP commands in
bat ches without waiting for a response to each individual command.
The MIQP server MJST process the commands in the order received.
Speci fic commands may place further constraints on pipelining. For
exanpl e, STARTTLS nust be the last command in a batch of MIQP
conmands.
Exanpl es
The followi ng two exanples are identical

Exanpl e #13 :
C. TRACK <tracking-id> YWj ZG/nz2gK
+OK+ Tracking information foll ows

tracking details #1 go here ..

TRACK <tracki ng-i d- 2> QUIDREVGROgK
+OK+ Tracking information foll ows

tracking details #2 go here ..

DOHLLONWLWHD
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Exanpl e #14

C. TRACK <tracking-id> YW)j ZG/nz2gK

C. TRACK <tracki ng-id-2> QUIDREVGROgK

+OK+ Tracking information foll ows
tracking details #1 go here ..

;CK+ Tracking information foll ows

tracking details #2 go here ..

DOOLLHHNWO

9. The MIQP URI Schene

9.1. Intended usage
The MIQP URI schene is used to designate MIQP servers on |nternet
hosts accessible using the MIQP protocol. It perfornms an MIQP query
and returns tracking status infornation.

9.2. UR Schene Nane
The nanme of the URI schene is "ntqgp".

9.3. URI Schene Syntax
An MIQP URI takes one of the follow ng forns:

nt gp:// <nmserver>/track/ <uni que-envi d>/ <mt r k- secr et >
nt gp:// <nmserver>: <port>/track/ <uni que-envi d>/ <m rk-secret>

The first formis used to refer to an MIQP server on the standard
port, while the second form specifies a non-standard port. Both of
these forns specify that the TRACK conmand is to be issued using the
given tracking id (unique-envid) and authorization secret (ntrk-
secret). The path elenent "/track/" MJST BE treated case
insensitively, but the unique-envid and ntrk-secret MJUST NOT be.
9.3.1. Formal Syntax
This is an ABNF description of the MIQP URI.

nmqp-uri = "ntqp://" authority "/track/" unique-envid "/" mrk-secret
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9. 4.

10.

Encodi ng Rul es

The encodi ng of unique-envid is discussed in [ RFC- MTRK- ESMIP]
Mrk-secret is required to be base64 encoded. If the "/", "?" and
"0 octets appear in unique-envid or ntrk-secret, they are further
required to be represented by a "% followed by two hexadeci ma
characters. (The two characters give the hexadeci nal representation
of that octet).

| ANA Consi der ati ons

System port nunber 1038 has been assigned to the Message Tracki ng
Query Protocol by the Internet Assigned Nunbers Authority (I ANA)

The service name "MIQP" has been registered with the | ANA

The | ANA has al so registered the URI registration tenplate found in
Appendi x A in accordance with [ BCP35].

Thi s docunment requests that | ANA maintain one new registry: MIQP
options. The registry’s purpose is to register options to this
protocol. Options whose nanes do not begin with "vnd." MJST be
defined in a standards track or | ESG approved experinental RFC. New
MIQP options MJST include the following information as part of their
definition:

option identifier

option paraneters

added commands

st andard commands affected
specification reference

di scussi on

One MIQP option is defined in this docunent, with the follow ng
registration definition

option identifier: STARTTLS

opti on paraneters: none

added commands: STARTTLS
standard conmands affected: none
specification reference: RFC 3887
di scussi on: see RFC 3887

Addi ti onal vendor-specific options for this protocol have nanes that
begin with "vnd.". After the "vnd." would appear the reversed domain

nane of the vendor, another dot ".", and a name for the option
itself. For exanple, "vnd.com exanpl e.extinfo" mght represent a
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vendor - speci fi c extension providi ng extended information by the owner
of the "exanpl e.com dommin. These names MAY be registered with
I ANA.

11. Security Considerations

If the originator of a nmessage were to del egate his or her tracking
request to a third party, this would be vul nerable to snooping over
unencrypted sessions. The user can deci de on a nessage-by-nessage
basis if this risk is acceptable.

The security of tracking information is dependent on the randommess
of the secret chosen for each nmessage and the | evel of exposure of
that secret. |If different secrets are used for each nessage, then

t he maxi mum exposure fromtracki ng any nessage will be that single
nmessage for the time that the tracking information is kept on any
MIQP server. |If this level of exposure is too nuch, TLS may be used
to reduce the exposure further

It should be noted that nessage tracking is not an end-to-end
mechanism Thus, if an MIQP client/server pair decide to use TLS
confidentiality, they are not securing tracking queries with any
prior or successive MIQP servers.

Both the MIQP client and server nust check the result of the TLS
negoti ati on to see whether acceptabl e authentication or
confidentiality was achieved. Ignhoring this step conpletely

i nval i dates using TLS for security. The decision about whether
accept abl e authentication or confidentiality was achi eved is nmade
locally, is inplenentation-dependent, and is beyond the scope of this
docunent .

The MIQP client and server should note carefully the result of the
TLS negotiation. |If the negotiation results in no confidentiality,
or if it results in confidentiality using algorithns or key |engths
that are deemed not strong enough, or if the authentication is not
good enough for either party, the client may choose to end the MIQP
session with an i mediate QU T conmand, or the server may choose to
not accept any nore MIQP conmmands.

A man-in-the-mddl e attack can be | aunched by deleting the "STARTTLS"
option response fromthe server. This would cause the client not to
try to start a TLS session. An MIQP client can protect against this
attack by recording the fact that a particular MIQP server offers TLS
during one session and generating an alarmif it does not appear in
an option response for a | ater session.
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Simlarly, the identity of the server as expressed in the server’s
certificate should be cached, and an alarmgenerated if they do not
match in a |ater session

If TLS is not used, a tracking request is vulnerable to replay
attacks, such that a snoop can |l ater replay the sane handshake again
to potentially gain nore information about a nessage’s status.

Bef ore the TLS handshake has begun, any protocol interactions are
perforned in the clear and nmay be nodified by an active attacker.
For this reason, clients and servers MJST discard any know edge
obtained prior to the start of the TLS handshake upon conpl etion of
the TLS handshake.

If a client/server pair successfully perforns a TLS handshake and the
server does chaining referrals, then the server SHOULD attenpt to
negotiate TLS at the sane (or better) security level at the next hop
In a hop-by-hop scenario, STARTTLS is a request for "best effort”
security and should be treated as such.

SASL is not used because authentication is per nmessage rather than
per user.

Prot ocol Synt ax
This is a collected ABNF description of the MIQP protocol.
gp-uri = "mqgp://" authority "/track/" unique-envid "/" mrk-secret
nversati on = conmand-response *(client-comand conmand-response)
client side
i ent-command = track-conmand / starttls-conmand / quit-conmand

oment - command

ack-command = "TRACK" 1*WSP uni que-envid 1*WSP mntrk-secret CRLF
rk-secret = base64

arttls-command = "STARTTLS" 1*WSP dormai n *WSP CRLF
main = (sub-domain 1*("." sub-domain))

it-command = "QUI T" CRLF

mrent - command = " COMVENT" opt-text CRLF
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; server side

command- r esponse = success-response / tenp-response / error-response /
bad- response

tenp-response = "-TEMP" response-info opt-text CRLF

opt-text = [WEP *(VCHAR / WSP) ]

error-response = "-ERR' response-info opt-text CRLF

bad-response = "-BAD' response-info opt-text CRLF

success-response = single-line-success / nulti-Iline-success

single-1ine-success = "+OK" response-info opt-text CRLF

multi-line-success = "+OK+" response-info opt-text CRLF
*datal i ne dotcrlf

datal i ne = *9980CTET CRLF

dotcrlf = "." CRLF

NAMECHAR = ALPHA / DI@T / "-" [ " "

response-info = *( “/" ( "admin" / "unavail able" / "unsupported"

[ "tls-in-progress" [/ "insecure" / "tls-required" / 1*NAMECHAR ) )
13. Acknow edgenents
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Appendi x A MIQP URI Registration Tenpl ate
Schene name: ntqgp
Schene syntax: see section 9.1
Character encodi ng consi derations: see section 9.4
I ntended usage: see section 9.3
Applications and/or protocols which use this schenme: MIQP
Interoperability considerations: as specified for MIQP
Security considerations: see section 11.0
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[ RFC- MTRK- TSN
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ S HE
REPRESENTS OR | S SPONSCORED BY (I F ANY), THE I NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the ETF' s procedures with respect to rights in | ETF Docunments can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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