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Abstract

Presence and instant nessaging are defined in RFC 2778. The Common
Profiles for Presence and I nstant Messagi ng define two Universal
Resource ldentifier (URI) schenmes: 'im for | NSTANT | NBOXes and
"pres’ for PRESENTITIES. This docunent provides gui dance for

| ocating the resources associated with URIs that enploy these
schenes.
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1.

| nt roducti on

Presence and instant nessaging are defined in RFC 2778 [5]. The
Common Profiles for Presence (CPP) [2] and Instant Messaging (CPIM
[1] define two Universal Resource ldentifier (URI) schenes: 'im for
| NSTANT | NBOXes and 'pres’ for PRESENTITIES. This docunent provides
rules for locating the resources associated with URIs that enpl oy

t hese schenes via the Domain Name Service (DNS) [4]. These rules
could no doubt be applied to the resolution of other URI schenes that
are unrelated to instant messagi ng and presence.

CPI M and CPP both specify operations that have ’'source’ and
"destination’ attributes. Wile only the semantics, not the syntax,
of these attributes are defined by CPIMand CPP, many instant
nmessagi ng and presence protocols today support the use of URIs to
reflect the source and destination of their operations. The 'ini and
"pres’ URI schenes allow such protocols to express the identities of
the principals associated with a protocol exchange. Wen these
operations pass through a CPIM or CPP gateway, these URIs could be
rel ayed wi thout nodification, which has a nunber of desirable
properties for the purposes of interoperability.

These URI schenes are al so useful in cases where no CPI M CPP
gatewaying will occur. |If a particular principal’s endpoint supports
mul tiple instant nmessagi ng applications, for exanple, then a donain
that identifies that host night use the sort of DNS records described
in this docunent to provide greater conpatibility with clients that

support only one instant nessaging protocol. A client would | ook up
the corresponding record to the supported protocol, and |earn how to
contact the endpoint for that protocol. The principal in this

i nstance would use an IMURI as their canoni cal address.

In sone architectures, these URIs m ght also be used to | ocate a CPI M
or CPP gateway that serves a particular domain. |If a particular IM
servi ce provider wishes to operate CPIMCPP gateways in its own
domai n that map standard Internet protocols to an interna

proprietary protocol, that gateway could be identified by an IM URI.
In that case, the DNS records used to dereference the IMUR would
serve a purpose simlar to that of Mail Exchange (MX) records.

The system described in this docunent relies on the use of DNS
service (SRV) [7] records and address (A) records.
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2.

Ter ni nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " NOT
RECOVMENDED', "MAY", and "OPTI ONAL" are to be interpreted as
described in BCP 14, RFC 2119 [3] and indicate requirenent |evels for
conpl i ant inplenmentations.

This meno nakes use of the vocabulary defined in RFC 2778 [5]. Terns
such as CLOSED, | NSTANT | NBOX, | NSTANT MESSACE, and OPEN are used in
t he sanme neani ng as defined therein.

Addr ess Resol ution

A client deternines the address of an appropriate systemrunning a
server, on behalf of the systemreferenced by the domain, by

resol ving the destination domain name that is part of the identifier
to either an internediate relay systemor a final target system

Only resolvable, fully-qualified, domain names (FQDNs) are permitted
when domain nanmes are used in an Instant Messaging (IM UR (i.e.
domai n nanes that can be resolved to SRV [7] or A Resource Record
(RR)).

The synbolic nanme used in the Service field of the SRV record is

" inml for instant nessaging and " _pres" for presence (matching their
respective URI schenes). However, the advertisenent of these
services in the DNSis inconplete if it does not include the protocol
that will be used to instantiate the instant nessagi ng or presence
operations. Thus, the Protocol field of the SRV record contains an

| ANA-regi stered | abel corresponding to the underlying instant
nmessagi ng or presence protocol being advertised (see Section 8 for
nmore information on valid Protocol fields).

Taking the IMURI as a concrete exanple, a |ookup is performed for
SRVs for the target domain, a desired service (using the "_inf
Service label) and a desired IMtransfer protocol. |If the
destination | NSTANT INBOX is "imfred@xanpl e.conf, and the sender

wi shes to use an IMtransfer protocol called "BIP" (and supposing

" _bip" were registered with ANA as a valid Protocol label for the IM
Service), then a SRV | ookup is performed for:

_im _bip. exanpl e. com

The sanme procedure is used for PRES URIs, with the " _pres" Service
| abel .
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Sone clients may support nultiple instant nessaging or presence
protocols; in these cases they may make several such SRV queries, in
an application-specific order, until they find one supported in
common with the target domain.

4. Domai n Nanme Lookup

Once a client lexically identifies a domain to which instant

nmessagi ng or presence operations will be delivered for processing, a
DNS | ookup MJUST be perfornmed to resolve the domain. The names MJST
be fully-qualified domain names (FQNs) -- mechanisns for inferring

FQDNs from partial nanes or local aliases are a local matter.

The | ookup first attenpts to |locate SRV RRs associated with the
domain. |f a canonical name (CNAME) RR is found instead, the
resulting domain is processed as if it were the initial domain.

If one or nore SRV RRs are found for a given domain, a sender MJST
NOT utilize any A RRs associated with that donmain unless they are

| ocated using the SRV RRs. |If no SRV RRs are found, but an ARR s
found, then the ARRis treated as if it was associated with an
implicit SRV RR, with a preference of 0, pointing to that domain.

5. Processing SRV RRs

The returned DNS RRs, if any, specify the next-hop server, which may
be a protocol gateway or an endpoint.

Recei ving systens that are registered for this DNS-based SRV
resolution service list the transfer protocols by which they can be
reached, either directly or through a translating gateway (using
conbi nati ons of Service and Protocol |abels as described above). The
transfer-tine choice of the IMtransfer protocol to be used (and,
therefore, to be resolved) is a local configuration option for each
sendi ng system

Usi ng this nmechanism seam ess routing of IMtraffic is possible,
regardl ess of whether a gateway is necessary for interoperation. To
achi eve this transparency, a separate RR for a gateway must be
present for each transfer protocol and domamin pair that it serves.
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6.

Processing Miultiple Addresses

When t he | ookup succeeds, the nmapping can result in a list of
alternative delivery addresses rather than a single address, because
of multiple SRV records. For reliable operations, the client MJST be
able to try each of the relevant addresses in this list in order

until a delivery attenpt succeeds. However, there MAY al so be a
configurable limt on the nunber of alternate addresses that can be
tried. In any case, the client SHOULD try at |east two addresses.

Resol vers nust follow the standard procedures in RFC 2782 [7] for
handling the priority and weight fields of SRV records.

Security Considerations

The usage of IMand PRES URI's, and the DNS procedures in this
docunent, introduce no security considerations beyond those descri bed
in the requirenents for instant nmessagi ng and presence ([6]) and the
SRV specification ([7]).

Subsequent registrations of Protocol |abels for use with the "_int or
" _pres" Service |abels MJST, however, explain any security

consi derations that arise fromthe use of the protocol in question
with SRV.

| ANA Consi der ati ons
Thi s docunent reserves the use of "_inf and "_pres" Service | abels.
Since these relate to a service which nay pass nessages over a nunber
of different nmessage transports, they nmust be associated with a
specific instant messagi nhg or presence service.

In order to ensure that the association between "_im' and " _pres" and
their respective underlying services are deterministic, the | ANA has
created two i ndependent registries: the Instant Messagi ng SRV
Protocol Label registry and the Presence SRV Protocol Label registry.
For each registry, an entry shall consist of a | abel nane and a
pointer to a specification describing howthe protocol nanmed in the

| abel uses SRV. Specifications should conformto the requirements
listed in RFC 2434 [8] for "specification required".

Protocol |abels conpliant with this specification MJST begin with the
underscore character "_" and follow all other rules for SRV Protocol
| abel s described in [7].
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12. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe I ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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