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Abstract

At the tinme this docunent was witten, nunmerous instant nessaging
protocols were in use, and little interoperability between services
based on these protocol s has been achieved. This specification
defi nes comopn semantics and data formats for instant nessaging to
facilitate the creation of gateways between instant nessagi ng

servi ces.
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1. Introduction

I nstant nmessaging is defined in RFC2778 [5]. At the tinme this

docunment was witten, nunmerous instant nessaging protocols are in

use, and little interoperability between services based on these
protocol s has been achieved. This specification defines semantics
and data formats for commopn services of instant nessaging to
facilitate the creation of gateways between instant nessaging
services: a common profile for instant nessaging (CPIM.

Servi ce behavior is described abstractly in ternms of operations

i nvoked between the consuner and provider of a service. Accordingly,

each | M service nust specify how this behavior

is mapped onto its own
protocol interactions. The choice of strategy is a |ocal

mat ter,

providing that there is a clear relation between the abstract
behavi ors of the service (as specified in this meno) and how it is
faithfully realized by a particular instant nessaging service. For
exanpl e, one strategy mght transnit an instant nessage as textual
key/val ue pairs, another night use a conpact binary representation

and a third night use nested contai ners.

The attributes for each operation are defined using an abstract
syntax. Although the syntax specifies the range of possible data

val ues, each I M service nust specify how well-forned instances of the
abstract representation are encoded as a concrete series of bits.
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In order to provide a neans for the preservation of end-to-end
features (especially security) to pass through instant nessagi ng

i nteroperability gateways, this specification also provides
reconmendations for instant nmessagi ng docunent formats that could be
enpl oyed by instant nessagi ng protocol s.

2. Term nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " NOT
RECOVMENDED', "MAY", and "OPTI ONAL" are to be interpreted as
described in RFC 2119 [1] and indicate requirenment |evels for
conpliant inplenmentations.

Thi s menos nmakes use of the vocabul ary defined in RFC 2778 [5].
Terms such as CLOSED, | NSTANT | NBOX, | NSTANT MESSAGE, and OPEN are
used in the sane neaning as defined therein.

The term 'gateway’ used in this docunent denotes a network el enent
responsi bl e for interworking between diverse instant messagi ng
protocols. Although the instant nessagi ng protocols thenselves are
di verse, under the nodel used in this docunent these protocols can
carry a conmon payload that is relayed by the gateway. Wether these
i nterworking internmediaries should be called 'gateways’ or ’'relays’
is therefore somewhat debatable; for the purposes of this docunent,
they are called ' CPI M gat enways’

The term’instant nessaging service' also derives fromRFC 2778, but
its neani ng changes slightly due to the existence of gateways in the
CPI M nodel. When a client sends an operation to an instant nessaging
service, that service mght either be an endpoint or an internediary
such as a CPIMgateway - in fact, the client should not have to be
aware which it is addressing, as responses fromeither will appear

t he sane.

Thi s docunent defines operations and attributes of an abstract

i nstant nessaging protocol. In order for a conpliant protocol to
interface with an instant nessagi ng gateway, it nust support all of
t he operations described in this docunent (i.e., the instant
nmessagi ng protocol nust have sone nessage or capability that provides
the function described by each of the given operations). Simlarly,
the attributes defined for these operations nust correspond to
information available in the instant nmessagi ng protocol in order for
the protocol to interface with gateways defined by this
specification. Note that these attributes provide only the m ni mum
possi bl e informati on that needs to be specified for interoperability
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- the functions in an instant nmessagi ng protocol that correspond to
t he operations described in this docunent can contain additiona
information that will not be mapped by CPI M

3. Abstract Instant Messagi ng Service
3.1. Overview of Instant Messagi ng Service

When an application wants to send a nmessage to an | NSTANT | NBOX, it
i nvokes the nessage operation, e.g.,

| appl. | -- nessage ------ S| IM |

The nmessage operation has the following attributes: source,

desti nati on, MaxForwards and TranslD. ’source’ and 'destination’
identify the originator and recipient of an instant nessage,
respectively, and consist of an | NSTANT | NBOX identifier (as
described in Section 3.2). The MaxForwards is a hop counter to avoid
| oops through gateways, with usage detailed defined in Section 3.4.2;
its initial value is set by the originator. The TransID is a unique
identifier used to correlate nessage operations to response
operations; gateways shoul d be capable of handling TranslDs up to 40
bytes in | ength.

The message operation also has sone content, the instant nmessage
itself, which may be textual, or which rmay consist of other data.
Content details are specified in Section 3.3.

Note that this specification assunmes that instant nmessagi ng protocols
provide reliable nessage delivery; there are no application-|ayer
nmessage delivery assurance provisions in this specification.

Upon receiving a nessage operation, the service i mediately responds

by invoking the response operation containing the same transaction-
identifier, e.g.,
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The response operation contains the following attributes: TranslD and
status. The TransID is used to correlate the response to a
particul ar instant nessage. Status indicates whether the delivery of
the nmessage succeeded or failed. Valid status values are described
in Section 3.4.1.

3. 2. Identification of | NSTANT | NBOXes

An | NSTANT I NBOX is specified using an instant nessaging URI with the
"im’ URI schene. The full syntax of the IMUR schene is given in
Appendi x A.  An exanple would be: "imfred@xanpl e.cont

3.2.1. Address Resol ution

An I Mservice client determ nes the next hop to forward the IMto by
resol ving the domain nane portion of the service destination
Conpliant inplenmentations SHOULD fol |l ow t he gui delines for
dereferencing URIs given in [2].

3.3. Format of Instant Messages

This specification defines an abstract interoperability nmechanismfor
i nstant nessagi ng protocols; the nessage content definition given
here pertains to semantics rather than syntax. However, some

i nportant properties for interoperability can only be provided if a
comon end-to-end format for instant nessaging is enployed by the

i nteroperating instant nessagi ng protocols, especially with respect
to security. In order to naintain end-to-end security properties,
applications that send nmessage operations to a CPI M gat eway MJST

i npl emrent the format defined in MSGFMI [4]. Applications MAY support
ot her content formats.

CPI M gat eways MUST be capabl e of relaying the content of a nessage
operati on between supported instant messagi ng protocols wthout
needi ng to nodi fy or inspect the content.

3.4. The Messagi ng Service

3.4.1. The Message Operation

When an application wants to send an | NSTANT MESSAGE, it invokes the
nmessage operation
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When an instant nessagi ng service receives the nessage operation, it
perfornms the follow ng prelimnary checks:

1. If the source or destination does not refer to a syntactically
val i d | NSTANT |1 NBOX, a response operation having status "failure"
i s invoked.

2. If the destination of the operation cannot be resolved by the

recipient, and the recipient is not the final recipient, a
response operation with the status "failure" is invoked.

3. |If access control does not pernmit the application to request this
operation, a response operation having status "failure" is
i nvoked.

4. Provided these checks are successful:

If the instant nessaging service is able to successfully
deliver the nessage, a response operation having status
"success" is invoked.

If the service is unable to successfully deliver the nessage,
a response operation having status "failure" is invoked.

If the service nust del egate responsibility for delivery
(i.e., if it is acting as a gateway or proxying the
operation), and if the delegation will not result in a future
authoritative indication to the service, a response operation
havi ng status "indeterm nant” is invoked.

If the service nust del egate responsibility for delivery, and
if the delegation will result in a future authoritative
indication to the service, then a response operation is

i nvoked i nmedi ately after the indication is received.

When t he service invokes the response operation, the translD
paraneter is identical to the value found in the nmessage operation
i nvoked by the application.

3.4.2. Looping
The dynamic routing of instant nmessages can result in | ooping of a
nmessage through a relay. Detection of |loops is not always obvi ous,

since aliasing and group list expansions can legitimtely cause a
nmessage to pass through a relay nore than one tine.
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Thi s docunent assunes that instant nessagi ng protocols that can be
gatewayed by CPI M support some senantic equivalent to an integer
val ue that indicates the maxi mum nunmber of hops through which a
nmessage can pass. Wen that nunber of hops has been reached, the
nmessage i s assunmed to have | ooped.

Wien a CPI M gateway relays an instant nessage, it decrenents the

val ue of the MaxForwards attribute. This docunent does not mandate
any particular initial setting for the MaxForwards el enent in instant
nmessagi ng protocols, but it is recommended that the val ue be
reasonably | arge (over one hundred).

If a CPIM gateway receives an instant nmessage operation that has a
MaxForwards attribute of O, it discards the nessage and i nvokes a
failure operation

4. Security Considerations

Detail ed security considerations for instant nessagi ng protocols are
given in RFC 2779 [6] (in particular, requirenents are given in
section 5.4 and sone notivating discussion with 8.1).

CPI M defines an interoperability function that is enployed by

gat eways between instant nessagi ng protocols. CPlIM gateways MJST be
conpliant with the mnimm security requirenents of the instant
nmessagi ng protocols with which they interface.

The introduction of gateways to the security nodel of instant
nmessagi ng in RFC 2779 al so introduces sone new risks. End-to-end
security properties (especially confidentiality and integrity)

bet ween i nstant nessagi ng user agents that interface through a CPIM
gateway can only be provided if a common instant nessage format (such
as the format described in MSGFMI [4]) is supported by the protocols
interfacing with the CPI M gat eway.

When end-to-end security is required, the nmessage operation MJST use
MSGFMI, and MUST secure the MSGFMI M ME body with SSMME [8], with
encryption (CVS Envel opeData) and/or S/M ME signatures (CMS

Si gnedDat a) .

The S/M ME algorithnms are set by CM5 [9]. The AES [11] algorithm
shoul d be preferred, as it is expected that AES best suits the
capabilities of many platforns. |Inplenmentati ons MAY use AES as an
encryption algorithm but are REQU RED to support only the baseline
al gorithms mandated by S/M MeE and CMS.
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When IM URIs are placed in instant nessagi ng protocols, they convey
the identity of the sender and/or the recipient. Certificates that
are used for SSMME | M operations SHOULD, for the purposes of
reference integrity, contain a subjectAltNanme field containing the IM
URI of their subject. Note that such certificates nay al so contain
other identifiers, including those specific to particular instant
nmessagi ng protocols. In order to further facilitate interoperability
of secure nessagi ng through CPlI M gat eways, users and service
providers are encouraged to enploy trust anchors for certificates
that are widely accepted rather than trust anchors specific to any
particul ar instant nessagi ng service or provider.

In sone cases, anonynous nessagi ng nmay be desired. Such a capability
is beyond the scope of this specification.

5. 1 ANA Consi derati ons
The | ANA has assigned the "inl' schene.
5.1. The IM URI Schene

The I nstant Messaging (IM URl schene desighates an Internet
resource, nanely an | NSTANT | NBOX.

The syntax of an IMURlI is given in Appendix A
6. Contributors
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Appendi x A. I M UR | ANA Registration Tenplate

This section provides the information to register the im instant
nmessagi ng URI.

A.1. URlI Schene Nane
im
A.2. URl Scheme Syntax

The syntax follows the existing mailto: URI syntax specified in RFC
2368. The ABNF is:

| M URI ="im" [ to] [ headers ]

to = mail box

headers = "?" header *( "&" header )
header = hnane "=" hval ue

hname = *uric

hval ue = *uric

Here the synbol "nail box" represents an encoded mail box name as
defined in RFC 2822 [3], and the synbol "uric" denotes any character
that is valid in a URL (defined in RFC 2396 [10]).

A. 3. Character Encodi ng Consi derations

Representati on of non-ASCI| character sets in local-part strings is
limted to the standard nethods provi ded as extensions to RFC 2822

[3].
A. 4. Intended Usage

Use of the im URI follows closely usage of the mailto: URI. That

is, invocation of an IMUR wll cause the user’s instant nessagi ng
application to start, with destination address and nessage headers
fill-in according to the information supplied in the URI

A.5. Applications and/or Protocols which use this URI Schene Nane
It is anticipated that protocols conpliant with RFC 2779, and neeting
the interoperability requirements specified here, will make use of
this URl schene nane.

A.6. Security Considerations

See Section 4.
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A. 7. Relevant Publications
RFC 2779, RFC 2778

A. 8. Person & Enail Address to Contact for Further Information
Jon Peterson [nailto:jon. peterson@eustar. bi z]

A. 9. Aut hor/Change Controller

This schene is registered under the |ETF tree. As such, |ETF
mai nt ai ns change contr ol

A.10. Applications and/or Protocols which use this URI Schene Nane
I nst ant nessagi ng service
Appendi x B. Issues of Interest

Thi s appendi x briefly discusses issues that may be of interest when
desi gning an interoperation gateway.

B.1. Address Mapping
When nmapping the service described in this nenpb, mappings that place
special information into the im address |ocal-part MJST use the
nmet a- syntax defined in RFC 2846 [7].

B. 2. Source-Route Mpping
The easi est mapping technique is a formof source-routing and usually
is the least friendly to hunans having to type the string. Source-
routing also has a history of operational problens.
Use of source-routing for exchanges between different services is by
a transformation that places the entire, original address string into
the im address local part and nanes the gateway in the domain part.
For exanmple, if the destination |INSTANT I NBOX is "pepp://exanple.com
fred", then, after perform ng the necessary character conversions,
the resulting mapping is:

i m pepp=exanpl e. com fred@ el ay- donai n

where "rel ay-domain" is derived fromlocal configuration information.
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Experience shows that it is vastly preferable to hide this mapping
fromend-users - if possible, the underlying software should perform
the mappi ng automatically.
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Ful I Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe I ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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