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Abstract

This specification defines registration procedures for the nmessage
header fields used by Internet mail, HTTP, Netnews and ot her

appl i cati ons.
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1. Introduction

This specification defines registration procedures for the nmessage

header field names used by Internet mail, HITP, newsgroup feeds and

other Internet applications. It is not intended to be a replacenent

for protocol -specific registries, such as the SIP registry [30].

Benefits of a central registry for nmessage header field nanes
i ncl ude:

o providing a single point of reference for standardi zed and
wi del y-used header field nanes;

o providing a central point of discovery for established header
fields, and easy |location of their defining docunents;
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o discouraging nultiple definitions of a header field nanme for
di fferent purposes;

o hel ping those proposi ng new header fields discern established
trends and conventions, and avoid nanes that night be confused
wi th existing ones;

0 encouragi ng convergence of header field name usage across nultiple
appl i cations and protocol s.

The prinmary specification for Internet nessage header fields in emnai
is the Internet mail nessage format specification, RFC 2822 [4].
HTTP/ 1.0 [10] and HTTP/ 1.1 [24] define nmessage header fields
(respectively, the HITP-header and nessage- header protocol el enents)
for use with HTTP. RFC 1036 [5] defines nessage header el enents for
use with Netnews feeds. These specifications also define a nunber of
header fields, and provide for extension through the use of new

fiel d-names.

There are many other Internet standards track docunents that define
addi ti onal header fields for use within the same nanespaces, notably
M ME [11] and rel ated specifications. Qher Internet applications
that use M ME, such as SIP (RFC 3261 [30]) nay al so use nany of the
sane header fields (but note that | ANA nmaintains a separate registry
of header fields used with SIP)

Al 't hough in principle each application defines its own set of valid
header fields, exchange of nessages between applications (e.g., mai
to Net news gateways), conmon use of M ME encapsul ation, and the
possibility of conmon processing for various nessage types (e.g., a
common nessage archive and retrieval facility) nmakes it desirable to
have a common point of reference for standardi zed and proposed header
fields. Listing header fields together reduces the chance of an
accidental collision, and hel ps inplenmenters find rel evant
informati on. The nmessage header field registries defined here serve
t hat purpose.

1.1. Structure of this Docunent

Section 2 discusses the purpose of this specification, and indicates
sone sources of information about defined nessage header fields.

Section 4 defines the nessage header field nanme repositories, and
sets out requirenents and procedures for creating entries in them
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1.2. Docunent Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [2].

2. Message Header Fields
2.1. Permanent and Provisional Header Fields

Many nmessage header fields are defined in standards-track docunents,
whi ch neans they have been subjected to a process of conmmunity review
and achi eved consensus that they provide a useful and well -founded
capability, or represent a w despread use of which devel opers should
be aware. Sone are defined for experinmental use, typically

i ndi cati ng consensus regardi ng their purpose but not necessarily
concerning their technical details. Many others have been defined
and adopted ad-hoc to address a locally occurring requirenent; sone
of these have found wi despread use.

The catal ogues defined here are intended to cater for all of these
header fields, while naintaining a clear distinction and status for
those which have community consensus. To this end, two repositories
are defined:

0 A Permanent Message Header Field Registry, intended for headers

defined in | ETF standards-track docunents, those that have

achi eved a conparable | evel of comunity review, or are generally
recogni zed to be in wi despread use. The assignnment policy for
such registration is "Specification Required", as defined by RFC
2434 [3], where the specification nmust be published in an RFC
(standards-track, experinmental, informational or historic), or as
an "Open Standard" in the sense of RFC 2026, section 7 [1].

0 A Provisional Message Header Field Repository, intended for any
header field proposed by any devel oper, w thout making any claim
about its usefulness or the quality of its definition. The policy
for recording these is "Private Use", per RFC 2434 [3].

Nei t her repository tracks the syntax, semantics or type of field-
values. Only the field-nanes, applicable protocols and status are
regi stered; all other details are specified in the defining docunents
referenced by repository entries. Significant updates to such
references (e.g., the replacenent of a Proposed Standard RFC by a
Draft Standard RFC, but not necessarily the revision of an Internet-
draft) SHOULD be acconpani ed by updates to the corresponding
repository entries.
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2.2. Definitions of Message Header Fields

RFC 2822 [4] defines a general syntax for nmessage headers, and al so
defines a nunber of fields for use with Internet mail. HITP/1.0 [10]
and HTTP/ 1.1 [24] do likewi se for HITP. Additional field nanes are
defined in a variety of standards-track RFC docunents, including: RFC
1036 [5], RFC 1496 [6], RFC 1505 [7], RFC 1864 [9], RFC 2156 [ 14],
RFC 2183 [15], RFC 2045 [11], RFC 2046 [12], RFC 2557 [23], RFC 2227
[16], RFC 2231 [17], RFC 2298 [18], RFC 2369 [19], RFC 2421 [21], RFC
2518 [22], RFC 2617 [25], RFC 2821 [26], RFC 2912 [27], RFC 2919

[28], RFC 2965 [29], and RFC 3282 [31].

2.2.1. Application-specific Message Header Fields

Internet applications that use sim|ar message headers include
Internet mail [26] [4], NNTP newsgroup feeds [5], HITP web access
[24] and any other that uses MM [11] encapsul ati on of nessage
content.

In sone cases (notably HTTP [24]), the header syntax and usage is
redefined for the specific application. This registration is
concerned only with the allocation and specification of field nanes,
and not with the details of header inplenmentation in specific

pr ot ocol s.

In sone cases, the sane field nane may be specified differently (by
di fferent docunents) for use with different application protocols;
e.g., The Date: header field used with HTTP has a different syntax
than the Date: used with Internet mail. In other cases, a field nane
may have a comon specification across multiple protocols (ignoring
protocol -specific |exical and character set conventions); e.g., this
is generally the case for M ME header fields with nanmes of the form

" Content -*’

Thus, we need to accommodate application-specific fields, while

wi shing to recogni ze and pronote (where appropriate) commonality of
other fields across nultiple applications. Conmon repositories are
used for all applications, and each regi stered header field specifies
the application protocol for which the correspondi ng definition
applies. A given field name may have nmultiple registry entries for
different protocols; in the Permanent Message Header Field registry,
a given header field name may be registered only once for any given
protocol. (In sonme cases, the registration may reference severa
defi ni ng docunents.)
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2.2.2. M ME Header Fields

Sone header fields with names of the form Content-* are associ at ed
with the M ME data object encapsul ation and | abelling franmework.
These header fields can neaningfully be applied to a data object
separately fromthe protocol used to carry it.

MME is used with email nessages and other protocols that specify a
M ME- based data object format. M ME header fields used with such
protocols are defined in the registry with the protocol "nine", and
as such are presunmed to be usable in conjunction with any protocol
that conveys M ME obj ects.

O her protocols do not convey M ME objects, but define a nunber of
header fields with simlar nanmes and functions to MME. Notably,
HTTP defines a nunber of entity header fields that serve a purpose in
HTTP similar to MM header fields in email. Some of these header
fields have the sane nanes and simlar functions to their MM
counterparts (though there are sone variations). Such header fields
must be registered separately for any non-M Me-carrying protocol with
whi ch they may be used.

It is poor practice to reuse a header field name from anot her
protocol sinply because the fields have simlar (even "very simlar")
meani ngs. Protocols should share header field nanes only when their
nmeani ngs are identical in all foreseeable circunstances. In

particul ar, new header field nanes of the form Content-* shoul d not
be defined for non-M Me-carrying protocols unless their specification
is exactly the sane as in M M.

3. Registry Usage Requirenents
RFCs defining new header fields for Internet mail, HITP, or M ME MJST
i ncl ude appropriate header registration tenplate(s) (as given in
Section 4.2) for all headers defined in the docunent in their | ANA
consi derations section. Use of the header registry MAY be mandat ed
by other protocol specifications, however, in the absence of such a
mandate use of the registry is not required.

4. Registration Procedure
The procedure for registering a nessage header field is:
1. Construct a header field specification
2. Prepare a registration tenplate

3. Subnmit the registration tenplate
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4.1. Header Field Specification

Regi stration of a new nessage header field starts with construction
of a proposal that describes the syntax, semantics and intended use
of the field. For entries in the Pernmanent Message Header Field
Regi stry, this proposal MJST be published as an RFC, or as an Open
Standard in the sense described by RFC 2026, section 7 [1].

A registered field nane SHOULD conform at |east to the syntax defined
by RFC 2822 [4], section 3.6.8.

Further, the "." character is reserved to indicate a nam ng sub-
structure and MUST NOT be included in any registered field name.
Currently, no specific sub-structure is defined; if used, any such
structure MJST be defined by a standards track RFC docunent.

Header field nanes nay sonetinmes be used in URI's, URNs and/or XM..

To conply with the syntactic constraints of these forms, it is
reconmended that characters in a registered field nane are restricted
to those that can be used wi thout escaping in a URI [20] or URN [13],
and that are also legal in XM. [32] el enent nanes.

Thus, for maximum flexibility, header field names SHOULD further be

restricted to just letters, digits, hyphen ('-") and underscore (' _')

characters, with the first character being a letter or underscore.
4.2. Registration Tenpl ates

The registration tenplate for a nmessage header field may be contained
in the defining docunent, or prepared separately.

4.2.1. Permanent Message Header Field Registration Tenpl ate
A header registered in the Pernanent Message Header Field Registry
MUST be published as an RFC or as an "Open Standard" in the sense
descri bed by RFC 2026, section 7 [1], and MJST have a nane which is
uni que anong all the registered permanent field nanes that nay be
used with the sane application protocol
The registration tenplate has the follow ng form
PERVANENT MESSAGE HEADER FI ELD REGQ STRATI ON TEMPLATE:
Header field nane:

The nane requested for the new header field. This MJST conformto
the header field specification details noted in Section 4. 1.
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Appl i cabl e protocol
Specify "mail" (RFC 2822), "mine" (RFC 2045), "http" (RFC 2616),
"net news" (RFC 1036), or cite any other standards-track RFC
defining the protocol with which the header is intended to be
used.

St at us:
Speci fy "standard", "experinental", "informational", "historic",
"obsol eted", or sone other appropriate value according to the type
and status of the primary docunment in which it is defined. For
non- | ETF specifications, those fornally approved by ot her
st andards bodi es shoul d be | abelled as "standard"; others may be
"informational" or "deprecated" depending on the reason for
regi stration.

Aut hor/ Change control |l er
For Internet standards-track, state "IETF'. For other open
standards, give the nane of the publishing body (e.g., ANSI, |SO
I TU WBC, etc.). For other specifications, give the nane, enai
address, and organi zation nane of the primary specification
author. A postal address, hone page URI, telephone and fax
nunbers nmay al so be incl uded.

Specification docunment(s):
Ref erence to docunent that specifies the header for use with the
i ndi cated protocol, preferably including a URI that can be used to
retrieve a copy of the docunent. An indication of the rel evant
sections MAY al so be included, but is not required.

Rel at ed i nfornation
Optionally, citations to additional docunents containing further
relevant information. (This part of the registry may al so be used
for ESG conments.) Wiere a prinmary specification refers to
anot her docunent for substantial technical detail, the referenced
docunment is usefully nmentioned here.

4.2.2. Provisional Message Header Field Subni ssion Tenpl ate

Regi stration as a Provisional Message Header Field does not inply any
ki nd of endorsement by the | ETF, | ANA or any other body.

The main requirenents for a header field to be included in the
provisional repository are that it MJST have a citable specification
and there MJST NOT be a corresponding entry (with sane field nane and
protocol) in the permanent header field registry.
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The specification SHOULD i ndi cate an email address for sending
techni cal comments and di scussion of the proposed nessage header

The subm ssion tenplate has the follow ng form
PROVI SI ONAL MESSAGE HEADER FI ELD SUBM SSI ON TEMPLATE:

Header field nane:
The name proposed for the new header field. This SHOULD conform
to the field nane specification details noted in Section 4.1.

Appl i cabl e protocol
Specify "mail" (RFC 2822), "mine" (RFC 2045), "http" (RFC 2616),
"net news" (RFC 1036), or cite any other standards-track RFC
defining the protocol with which the header is intended to be

used.

St at us:
Specify: "provisional". This will be updated if and when the
header registration is subsequently noved to the permanent
registry.

Aut hor/ Change control |l er
The nanme, email address, and organi zation name of the submi ssion
aut hor, who nay authorize changes to or retraction of the
repository entry. A postal address, home page URI, tel ephone and
fax nunbers may al so be incl uded.
If the proposal cones froma standards body working group, give
the nane and hone page URI of the working group, and an enmi
address for discussion of or conments on the specification.

Specification docunent(s):
Ref erence to docunent that specifies the header for use with the
i ndi cated protocol. The docunent MJUST be an RFC, a current
Internet-draft or the URL of a publicly accessible docunent (so
| ANA can verify availability of the specification). An indication
of the relevant sections MAY al so be included, but is not
required.

NOTE: if the specification is available in printed formonly,
then an Internet draft containing full reference to the paper
docunent shoul d be published and cited in the registration
tenpl ate. The paper specification MAY be cited under rel ated
i nformati on.

ated infornmation
Optionally, citations to additional docunents containing further
rel evant information.

Re
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4. 3.

Submi ssi on of Registration

The registration tenplate is submitted for incorporation in one of
the | ANA nessage header field repositories by one of the follow ng
nmet hods:

(0]

An | ANA considerations section in a defining RFC, calling for

regi stration of the nmessage header and referencing information as
required by the registration tenplate within the same docunent.
Regi stration of the header is then processed as part of the RFC
publication process.

Send a copy of the tenplate to the designated enmail discussion
list [33] [34]. Al low a reasonable period - at |east 2 weeks -
for discussion and coments, then send the tenplate to | ANA at the
desi gnated enmil address [35]. IANA will publish the tenplate
information if the requested nanme and the specification docunent
neet the criteria noted in Section 4.1 and Section 4.2.2, unless
the I ESG or their designated expert have requested that it not be
publ i shed (see Section 4.4). |1ESG s designhated expert should
confirmto | ANA that the registration criteria have been

sati sfied.

When a new entry is recorded in the pernmanent nessage header field
registry, ANA will renove any corresponding entries (with the sane
field name and protocol) fromthe provisional registry.

4. 4.

hj ections to Registration

Listing of an entry in the provisional repository should not be
lightly refused. An entry MAY be refused if there is sonme credible
reason to believe that such registration will be harnful. 1In the
absence of such objection, | ANA SHOULD al |l ow any registration that
meets the criteria set out in Section 4.1 and Section 4.2.2. Sone
reasonabl e grounds for refusal m ght be:

(0]

Kl yne,

There is | ETF consensus that publication is considered likely to
harmthe Internet technical infrastructure in sonme way.

Di sreputabl e or frivolous use of the registration facilities.
The proposal is sufficiently lacking in purpose, or m sleading
about its purpose, that it can be held to be a waste of tinme and
effort.

Conflict with some current |ETF activity.
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Not e that objections or disagreenents about technical detail are not,
of thensel ves, considered grounds to refuse listing in the
provisional repository. After all, one of its purposes is to allow
devel opers to conmunicate with a view to conbining their ideas,
expertise and energy to the maxi mum benefit of the Internet

conmuni ty.

Publication in an RFC or other formof Open Standard docunent (per
RFC 2026 [1], section 7) is sufficient grounds for publication in the
per manent registry.

To assist I ANA in determ ning whether or not there is a sustainable
objection to any registration, |ESG noninates a designated expert to
liaise with | ANA about new registrations. For the npst part, the
designated expert’s role is to confirmto | ANA that the registration
criteria have been sati sfi ed.

The | ESG or their designated expert NMAY require any change or
commentary to be attached to any registry entry.

The IESGis the final arbiter of any objection.
4.5. Change Contro

Change control of a header field registration is subject to the same
condition as the initial registration; i.e., publication (or
reclassification) of an Open Standards specification for a Permanent
Message Header Field, or on request of the indicated author/change
controller for a Provisional Message Header (like the original

subm ssion, subject to review on the designated enmail discussion |ist
[33].)

A change to a pernmanent nessage header field registration MAY be
requested by the | ESG

A change to or retraction of any Provisional Message Header Field
Repository entry MAY be requested by the I ESG or designated expert.

| ANA MAY renove any Provisional Message Header Field Repository entry
whose correspondi ng specification docunent is no | onger avail able
(e.g., expired Internet-draft, or URL not resolvable). Anyone may
notify I ANA of any such cases by sending an enmail to the designated
emai | address [35]. Before renoving an entry for this reason, |ANA
SHOULD contact the regi stered Author/ Change controller to deternine
whet her a replacenent for the specification docunment (consistent with
the requirements of section Section 4.2.2) is available.
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It is intended that entries in the Permanent Message Header Field
Regi stry may be used in the construction of URNs (per RFC 2141 [13])
whi ch have particul ar requirenents for uni queness and persi stence
(per RFC 1737 [8]). Therefore, once an entry is made in the

Per manent Message Header Registry, the conbination of the header nane
and applicabl e protocol MJST NOT subsequently be registered for any
ot her purpose. (This is not to preclude revision of the applicable
specification(s) within the appropriate | ETF Consensus rules, and
correspondi ng updates to the specification citation in the header
registration.)

4.6. Comments on Header Definitions

Comments on proposed registrations should be sent to the designated
emai | discussion list [33].

4.7. Location of Header Field Registry

The nmessage header field registry is accessible fromIANA' s web site

http://ww. i ana. or g/ assi gnnment s/ nessage- header s/

nmessage- header - i ndex. ht n

5. | ANA Consi derati ons

This specification calls for:

0 A new | ANA registry for permanent message header fields per
Section 4 of this docunent. The policy for inclusion in this
registry is described in Section 4.1 and Section 4.2.1.

0 A new | ANA repository listing provisional nessage header fields
per Section 4 of this docunent. The policy for inclusion in this
registry is described in Section 4.1 and Section 4.2.2.

0 | ESG appoints a designated expert to advise | ANA whet her
registration criteria for proposed registrations have been
satisfied.

No initial registry entries are provided.

6. Security Considerations

No security considerations are introduced by this specification
beyond those already inherent in the use of nessage headers.
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