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Abstract

Thi s docunent describes a certificate extension to explicitly state
the warranty offered by a Certificate Authority (CA) for the
certificate containing the extension.

1. Introduction

The warranty certificate extension identifies the warranty policy
associated with a X 509 public key certificate [X 509-97, PROFILE].
Oten the Certificate Authority (CA) will obtain an insurance policy
to ensure coverage of the warranty.

The certificate warranty provi des an extended nonetary coverage for
the end entities. The certificate warranty primarily concerns the
use, storage, and reliance on a certificate by a subscriber, a
relying party, and the CA. It is common for a CA to establish
reliance limts on the use of a certificate. 1t is not unconmon for
a CAto attenpt through contractual means to exclude its liability
entirely. However, this underm nes the confidence that comerce
requires to gainfully use certificates.

Alternatively a CA may provi de extended coverage for the use of the
certificate. Usually, the subscriber pays for the extended warranty
coverage. In turn, subscribers are covered by an appropriately
drafted i nsurance policy. The certificate warranty is backed by an
i nsurance policy issued by a |icensed insurance conpany, which
results in a financial backing that is far greater than that of the
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CA. This extra financial backing provides a further el enment of
confi dence necessary to encourage the use of certificates in
commer ce.

A relying party that has a warranty froma CA nmay obtain conpensation
froma CA depending on the conditions for such conpensati on expressed
in either the CA's Certificate Policy, the CA' s insurance policy, or
both. Evidence of an extended warranty, provided through the
certificate extension, will give the relying party additional

confi dence that conpensation is possible, and therefore will enhance
trust in the process. R sk for a non-subscriber relying party may be
reduced by the presence of a warranty extension with an explicit
warranty stated. The warranty extension allows this aspect of risk
managenent to be aut omat ed.

When a certificate contains a warranty certificate extension, the
extensi on MJST be non-critical, and MJST contain either a NULL to
indicate that no warranty is provided or base warranty data to
indicate that a warranty is provided. The extension MAY contain
optional qualifiers.

1.1. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. \Warranty Extension Format

Like all X 509 certificate extensions, the warranty certificate
extension is defined using ASN. 1 [ X 208-88, X 209-88].

The non-critical warranty extension is identified by id-pe-warranty.
PKI X hj ect ldentifier Registry

i d-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1l) security(5) nechanisms(5) pkix(7) }

PKI X Arcs

id-nmod OBJECT IDENTIFIER ::= { id-pkix O } -- nodul es

i d- pe OBJECT IDENTIFIER ::= { id-pkix 1} -- private
certificate extensions

PKI X nodul es

i d- mod-warranty-extn OBJECT IDENTIFIER ::={ id-nod 27 }
i d-pe-warranty OBJECT IDENTIFIER ::= { id-pe 16 }
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A non-null warranty always includes a base warranty. The warranty

i nformation includes the period during which the warranty applies, a
warranty value, and a warranty type. The warranty type tells the
warranty limt against clainms. The extension definition supports two
alternatives: aggregated and per-transaction. Wth aggregation,
clainms are fulfilled until a ceiling value is reached. After that,
no further clainms are fulfilled. Wth per-transaction, a ceiling

val ue is inposed on each claim but each transaction is considered

i ndependent|y.

The warranty extension permits inclusion of two optional warranty
qualifiers. The first qualifier provides extended warranty

i nformation, the second provides a pointer to the warranty terns and
condi tions.

When present, the extended warranty infornmation provides information
about coverage beyond the scope of the base warranty. Like the base
warranty information, the extended warranty information includes the
period during which the warranty applies, a warranty value, and a
warranty type.

When present, the ternms and conditions pointer provides a reference
to a docunent containing the terns and conditions associated with the
warranty. The docunent nmay be a Certificate Policy that contains
this information, a docunent specifically about the warranty, or a
Rel ying Party Agreenent. The pointer is always a uniformresource
locator (URL). The URL MJST be a non-relative URL using the http
schenme. The URL MJUST follow the URL syntax and encodi ng rul es
specified in RFC 3986 [ URI].

2.1. Warranty Extension Syntax

The syntax for the warranty extension is:

Warranty ::= CHOCE {

none NULL, -- No warranty provided

wDat a WarrantyData } -- Explicit warranty
WarrantyData ::= SEQUENCE {

base War rantyl nf o,

ext ended Warrantyl nfo OPTI ONAL,

t cURL Ter ms AndCondi ti onsURL OPTI ONAL }
Warrantylnfo ::= SEQUENCE {

validity WarrantyVal i dityPeri od,

anmount CurrencyAnount ,

wTlype WarrantyType }
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WarrantyValidityPeriod ::= CHOCE ({
saneAsCertificate NULL,
explicitPeriod ValidityPeriod }

ValidityPeriod ::= SEQUENCE ({
not Bef ore Gener al i zedTi ne,
not Af t er CGeneralizedTinme }

-- CurrencyAnmount specifies the currency and a nonetary val ue.
-- Currency codes are defined in [1SO4217]. The nmonetary val ue
-- is: amount / (10 ** anm Expl0), and the exponent MJST be the
-- mnor unit of currency specified in [1S04217].

CurrencyAmount ::= SEQUENCE ({
currency | NTEGER (1..999),
anmount | NTEGER (0. . MAX),
ant Expl10 | NTEGER (0..MAX) }
WarrantyType ::= |INTEGER ({
aggr egat ed (0),
per Transacti on (1) 1}
TernmsAndConditionsURL ::= [|A5String -- MJST use http schene

2.2. VWarranty Extension Semantics

Warranty is a CHOCE; it is represented either by NULL or
WarrantyData. |If the CA selects NULL, then the CAis explicitly
stating that no warranty is provided. |If the CA selects
WarrantybData, then the CAis explicitly stating that a warranty is
provided, and the fields within the WarrantyData type MJST provide
detail s about that warranty.

WarrantybData MUST contain information about the base warranty.
WarrantybData MAY contain information about an extended warranty.
Bot h base warranty and extended warranty information is provi ded
using the Warrantylnfo type. WrrantyData MAY contain a URL that
points to the terns and conditions of the warranty. The URL is
provi ded using the TernmsAndConditi onsURL type, which is an | A5
string. The I A5String MJST contain a URI [URI] using the http
schene, such as "http://ww. exanpl e.comwarranty/t_and_c. htm ".

Warrantylnfo MUST contain the warranty validity period, the currency
anount of the warranty, and the type of warranty. The warranty
validity period is provided using the WarrantyValidityPeriod type.
The currency amount of the warranty is provided using the
CurrencyAnmount type. The type of warranty is provided using the
VWarrantyType type.

Li nsenbardt, et al. I nf or mat i onal [ Page 4]



RFC 4059 Warranty Certificate Extension May 2005

WarrantyValidityPeriod is a CHOCE;, it is represented either by NULL
or ValidityPeriod. |If the CA selects NULL, then the validity periods
of the warranty and the certificate MIST be exactly the same. |If the
CA selects ValidityPeriod, then the CAis explicitly stating a
warranty validity period that is different than the validity period
of the certificate. |If the validity periods of the warranty and the
certificate are the sane, then the CA MJST select the NULL choice.
The validity periods are expected to be the sanme in the vast majority
of the cases. ValidityPeriod is a SEQJENCE of two CeneralizedTi ne
values. The first (notBefore) GeneralizedTi ne value MJST indicate
the date and tine that the warranty beconmes valid, and the second
(not After) GeneralizedTime value MIST indicate the date and tine that
the warranty expires.

CurrencyAnmount is a SEQUENCE of three integers which together specify
the currency and a nonetary value. The first integer (currency) MJST
i ndicate the currency using one of the currency codes defined in
[1SD4217]. The second integer (anmount) MJUST indicate the val ue of
the warranty. The third integer (antExpl0) MJST indicate the correct
pl acenent of the decinmal point in the nonetary val ue, and MJST be the
m nor unit of currency specified in [1SO4217]. For exanple
$48,525.50 (in US dollars) is represented as:

currency = 840

anount = 4852550

ant Expl0 = 2
WarrantyType is an integer. A value of zero indicates that clains
agai nst the warranty will be aggregated, and once the val ue of
fulfilled clains reaches the warranty currency anmount, then no
further claimwll be fulfilled. A value of one indicates that each

claimis handl ed i ndependently, but no individual claimcan exceed
the warranty currency anmount. The CA MJUST sel ect either zero or one
for this integer val ue.

3. Security Considerations

The procedures and practices enpl oyed by the CA MJST ensure that the
correct values for the warranty are inserted in each issued
certificate. Relying parties and users nmay accept or reject a
particular certificate for an intended use based on the information
provided in warranty extension. |Incorrect representation of the
actual warranty nmay result in otherwi se avoi dable warranty clains for
t he CA
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4. | ANA Consi derati ons

Certificate extensions and extended key usage values are identified
by object identifiers (ODs). The ODs used in this docunent are
derived from X. 509 [ X. 509-97]. No further action by the 1ANA is
necessary for this docunent or any antici pated updat es.

5. ASN.1 Modul e

War rant yExt n
{ iso(1) identified-organization(3) dod(6) internet(1)
security(5) nechanisns(5) pkix(7) id-nod(0)
i d-nod-warranty-extn(27) }

DEFINITIONS IMPLICI T TAGS :: =
BEA N
-- OD Arcs
i d-pe OBJECT IDENTIFIER ::=
{ iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechanisnms(5) pkix(7) 1}

-- Warranty Extension

i d-pe-warranty-extn OBJECT IDENTIFIER ::= { id-pe 16 }
Warranty ::= CHO CE {

none NULL, -- No warranty provided

wDat a WarrantyData } -- Explicit warranty
WarrantyData ::= SEQUENCE ({

base Warr ant yl nf o,

ext ended Warrantyl nfo OPTI ONAL,

t cURL Ter ms AndCondi ti onsURL OPTI ONAL }
Warrantylnfo ::= SEQUENCE ({

validity WarrantyVal i dityPeri od,

anmount CurrencyAnount ,

wlype WarrantyType }
WarrantyValidityPeriod ::= CHO CE {

saneAsCertificate NULL,

explicitPeriod ValidityPeriod }
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ValidityPeriod ::= SEQUENCE {
not Bef or e Gener al i zedTi ne,
not Af t er CGeneralizedTinme }

-- CurrencyAnmount specifies the currency and a nonetary val ue.
-- Currency codes are defined in [1SO4217]. The nmonetary val ue
-- is: amount / (10 ** am Expl0), and the exponent MJST be the
-- mnor unit of currency specified in [1S04217].

CurrencyAmount ::= SEQUENCE ({
currency I NTEGER (1..999),
anmount | NTEGER (0. . MAX),
ant Exp10 | NTEGER (0..MAX) }
WarrantyType ::= | NTEGER {
aggr egat ed (0),
per Transacti on (1) 1}
TermsAndCondi ti onsURL ::= | A5String
END
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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