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Abstract

The Stream Control Transnission Protocol (SCTP) is a reliable
transport protocol operating on top of a connectionl ess packet
network such as IP. It is designed to transport public sw tched

t el ephone network (PSTN) signaling nessages over the connectionless
packet network, but is capable of broader applications.

This nenp defines the Managenent |nformation Base (M B) nodul e which
descri bes the nininum set of objects needed to manage the
i npl enentati on of the SCTP.
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1. Introduction

This nenp defines the Managenent |nformation Base (M B) nodul e which
descri bes managed objects for inplenentations of the SCTP.

The document starts with a brief description of the SNWP framework
and continues with the MB explanation and security consideration
sections anong ot hers.

The managed objects in this MB nodul e are based on [ RFC2012] updat e:
"Managenent I nformation Base for the Transni ssion Control Protocol
(TCP)" referred as [TCPM B] (work in progress), and RFC 3291 "Text ual
Conventions for Internet Network Addresses" [RFC3291].

Terms related to the SCTP architecture are explained in [ RFC2960] .
O her specific abbreviations are |isted bel ow

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.1. Abbreviations

- Domai n Nanme System

- Internet Assigned Nunbers Authority
- Internet Engineering Task Force

- Internet Protocol

- Managenent Information Base

- Request For Comments

Retransm ssi on Tine Qut

- Stream Control Transm ssion Protocol
- Structure of Managenent | nfornation
- Sinple Network Managenment Protocol
Transni ssion Control Bl ock

Transni ssion Control Protocol

33424355038
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2.

The | nternet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

MB Structure

This chapter explains the main objects this MB defines. A detailed
view of the MB structure with the O D values is bel ow

MB-2 {13612 1}
+--(104)sctpM B

I
+--(1) sctpbjects
I

+--(1) sctpStats

| +-- <scal ars>

+--(2)sctpParaneters

I

I

I

I

I

I

I

| | +-- <scal ars>
I I

| +--(3) sctpAssocTabl e
I I

| +--(4) sctpAssoclLocal Addr Tabl e
I

I

I

I

I

I

I

I

I

I

I

I

I
+--(5) sctpAssocRemAddr Tabl e

I
+--(6) sctpLookupLocal Port Tabl e

I
+--(7) sctpLookupRenPort Tabl e

I
+--(8) sctpLookupRenHost NaneTabl e

I
+--(9) sctpLookupRenPri nl PAddr Tabl e

I
+--(10) sctpLookupRemn PAddr Tabl e
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I
+--(2)sct pM bConf or mance
I

+--(1) sctpM bConpliances

|  +--(1) sctpM bConpliance
|
+--(2) sctpM bG oups

|

+--(1) sctpLayerParansG oup

I
+--(2) sctpStatsGoup

I
+--(3) sctpPerAssocParansG oup

+--(4) sctplnverseG oup
The main groups are explained further in the MB definition.

3.1. SCTP hjects

This branch contains the SCTP statistics and general parameters (both
of them scalars) and the SCTP M B tabl es.

3.1.1. SCTP Statistics

The SCTP M B includes both Counter32s and Counter64s to deal with
statistics. Counter64s are used for those counters, which are likely
to wap around in | ess than one hour, according to [ RFC2863].

In addition Gauge32 is al so used.
3.1.1.1. State-Related Statistics

These statistics are based on the TCP nodel, but adapted to the SCTP
states. They store the nunber of successful association attenpts,
how many associ ati ons have been initiated by the local or the renote
SCTP | ayer, and the nunber of associations terminated in a graceful
(by neans of SHUTDOWN procedure) or ungraceful way (by neans of CLOSE
procedure).

3.1.1.2. Statistics for traffic Measurenents
This set of objects specifies statistics related to the whole SCTP

| ayer. There are, e.g., statistics related to both SCTP packets and
SCTP chunks.
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Statistics related to a specific association, or local/renpote IP
addresses are defined inside their associ ated table.
3.1. 2. SCTP Par aneters

This section of the MB contains the general variables for the SCTP

protocol. Maximum mininmum initial and default values are |isted
her e.
SCTP RTO mechani smdefinition is based on the TCP MB [TCPMB]. In

SCTP, only options 'other’ and 'vanj’ are valid since SCTP defines
Van Jacobson’s algorithm (vanj) as the one to be used to calcul ate
RTO "Oher’ is left for future use.

3.1.3. MB Tabl es

There are several tables included in the SCTP MB. The first group
deals with the SCTP associ ation variables and is conposed of a main
and two extended tables. The second group is a bunch of tables used
to performreverse | ookups.

It is NOT possible to create rows in any table (sctpAssocTabl e,
sct pAssoclLocal Addr Tabl e, sct pRemAddr Tabl e and Reverse Lookup tabl es)
usi ng SNWP.

It is NOT possible to delete rows in any table using SNVP except in
sct pAssocTabl e under the particular conditions expl ai ned bel ow.

3.1.3.1. Association Table

The sctpAssocTable is the main MB table, where all the association
related information is stored on a per association basis. It is
structured according to expanded tables. The nain table is called
sct pAssocTabl e and is indexed by sctpAssocld (the association
identification). This is a value that uniquely identifies an
association. The MB does not restrict what value nust be witten
here, however it must be unique within the table.

The sctpAssoc index is also shared by two nore tabl es:
- sctpAssocLocal Addr Table: to store the I ocal |IP address(es).
- sctpAssocRenmAddr Table: to store the renote addresses and the
per-renot e-address rel ated information.

Entries in the sctpAssocTable are created when trying to establish
the association, i.e., when sending the COXKI E- ECHO nessage
(originating side) or the COXIE-ACK nessage (server side). At this
point, i.e., at established state, all entry fields are filled in
with valid val ues.
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Note: The followi ng representation is a conceptual
the relationship between the tables in this MB.
relationship of the tables is by sharing an index,

truly within tabl es.
correspondi ng objects in the MB.

mb-2 {1361

2 1}

+--(104)sctpM B

SCTP M B using SMv2

Sept enber 2004

node of descri bing
Not e that the real
so tabl es are not

Every entry is explained when defining the

+--(1) sctpbjects

Past or & Bel i nchon

+-(1)
I+..(2)
I+..(3)
o
(5
|+--(6)
o
|+--(8)
I+..(9)

|
+--(10)

+--(11)

I+.-(12)

|
+--(13)

+--(14)

|
+--(15)
|
+--(16)
|

|
+--(3) sctpAssocTabl e
I

sct pAssocld (i ndex)
sct pAssocRenHost Nane
sct pAssoclLocal Port
sct pAssocRenPor t
sct pAssocRenPri mAddr Type
sct pAssocRenPri mAddr
sct pAssocHeart Beat | nt er val
sct pAssocSt at e
sct pAssocl nStr eans
sct pAssocQut Streans
sct pAssocMaxRetr
sct pAssocPri nProcess
sct pAssocTlexpi reds
sct pAssocT2expi reds
sct pAssocRt xChunks

sct pAssocStart Ti me
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+--(17) sctpAssocDi scontinuityTime

-(4) sctpAssoclLocal Addr Tabl e

I
| --(-) sctpAssocld (shared index)

I
+--(1) sctpAssoclLocal Addr Type(i ndex)

I

I

I

+-

I

I

I
o
| +--(2) sctpAssoclLocal Addr (i ndex)
I

I

I

I

+-

I

I

I

I

I
+--(3) sctpAssoclLocal Addr Start Ti me

-(5) sctpAssocRemAddr Tabl e

I
| --(-) sctpAssocld (shared index)

I
+--(1) sctpAssocRenmAddr Type (i ndex)

I
+--(2) sctpAssocRemAddr (i ndex)

I
+--(3) sctpAssocRemAddr Acti ve

I
+--(4) sctpAssocRemAddr HBAct i ve

I
+--(5) sctpAssocRemAddr RTO

I
+--(6) sctpAssocRemAddr MaxPat hRt x

I
+--(7) sctpAssocRemAddr Rt x

I
+--(8) sctpAssocRenmAddr Start Ti e

Bot h sct pAssoclLocal Addr Tabl e and sct pAssocRemAddr Tabl e are i ndexed by
addresses. 'Addr’ and ' Addr Type’ use the syntax | net Address and

| net Addr essType defined in the Textual Conventions for I|nternet

Net wor k Address (RFC3291). The I net AddressType TC has codepoints for
unknown, |Pv4, |Pv6, non-global |Pv4, non-global 1Pv6, and DNS
addresses, but only the IPv4 and | Pv6 address types are required to
be supported by inplenentations of this MB nodule. |nplenmentations
that connect nultiple zones are expected to support the non-gl oba

| Pv4 and non-gl obal 1 Pv6 address types as well.

Note that DNS addresses are not used in this MB nodule. They are

al ways resolved to the on-the-wire formprior to connection setup
and the on-the-wire formis what appears in the M B objects.
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The sctpAssoclLocal Addr Tabl e table will have as many entries as | ocal
| P addresses have been defined for the association. The
sct pAssocRemAddr Tabl e table will contain as many entries as renote |IP

addresses are known to reach the peer. For the nultihomi ng concept
see reference RFC2960.

To keep the name of the renpte peer (when provided by the peer at
initialization tinme), an entry has been created in the sctpAssocTabl e
cal | ed sct pAssocRentHost Name. When no DNS name i s provided by the
renote endpoint, this value will be NULL (zero-length string).

O herwi se, the received DNS name will be stored here.

If it is necessary to abort an existing association, the val ue
del et eTCB(9) nust be witten in the variable sctpAssocState. That is
the only way to delete rows in any of the nentioned tables.

3.1.3.2. Reverse Lookup Table

There are five reverse | ookup tables to hel p nanagenent applications
efficiently access conceptual rows in other tables. These tables

al | ow managenent applications to avoid expensive tree wal ks through
| arge nunbers of associ ations.

Al'l of these tables are optional. |If these tables are inplenented,
an entry in themnust be created after the entry in the nain table
(sctpAssocTabl e) associated with it has been created. This ensures
that the field indexing the | ookup table exists.

The defined reverse | ookup tables allow for perform ng a | ookup using
the followi ng vari abl es:

- Local Port: It allows a nanagenent application to find all the
associ ations that use a specific |ocal port

- Renote Port: It allows a managenent application to find all the
associ ations that use a specific renpte port

- Renote Host Nanme: It allows a managenent application to find
all the associations with a specific host nane.

- Renote Primary | P Address: It allows a managenent application
to find all the associations that use a specific renote IP
address as primary.

- Renote | P address: a managenent application to find all the

associ ations that use a specific renote | P address.

As an exanple the picture bel ow shows the table to | ook up by loca
port.
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MB-2 {13612 1}
+--(104)sctpM B

+--(1) sctpbjects
I

|
| +--(6) sctpLookupLocal Port Tabl e

+--(-) sctpAssoclLocal Port (shared index)

I
+--(-) sctpAssocld (shared index)

I
+--(1) sctpLookupLocal PortStartTi e

It is not possible for the operator to either create or delete rows
in these tables. The rows in this table will dynam cally appear and
be renoved as the corresponding entries in sctpAssocTabl e are.

3.2. Confornmance

The conformance section recommends all the inverse | ookup tables in
this MB as optional. GCeneral |ayer and per association paraneters
and statistics are consi dered mandatory.

| P addresses use the global IPv4 and gl obal |Pv6 address fornats.
Unknown val ue and DNS nanme fornats are not used. Nanes, if present,
are stored in the sctpRenot eHost Nane vari abl e.

4. Definitions
SCTP-M B DEFINITIONS ::= BEG N
| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE, |nteger32, Unsigned32, Gauge32,
Counter32, Counter64, mb-2

FROM SNWVPv2- SM -- [ RFC2578]
Ti meSt anp, Trut hVal ue

FROM SNWPv2- TC -- [ RFC2579]
MODULE- COVPLI ANCE, OBJECT- GROUP

FROM SNMPv 2- CONF -- [ RFC2580]
| net Addr essType, | net Address, |netPortNunber

FROM | NET- ADDRESS- M B; -- [ RFC3291]
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sct pM B MODULE- | DENTI TY
LAST- UPDATED "200409020000Z" -- 2nd Septenber 2004
ORGANI ZATI ON "I ETF SI GTRAN Wor ki ng G- oup”
CONTACT- | NFO

WG EMai | : sigtran@etf.org

Web Page:
http://ww. ietf.org/htm.charters/sigtran-charter. htm

Chair: Lyndon Ong
G ena Corporation
0480 Ri dgeview Drive
Cupertino, CA 95014

USA

Tel :

Emai | : | yong@i ena. com
Edi t ors: Mari a- Car nen Bel i nchon

R&D Depart nent
Eri csson Espana S. A
Vi a de | os Pobl ados, 13

28033 Muadrid

Spai n

Tel : +34 91 339 3535

Enmi | : Maria. C Beli nchon@ricsson.com

Jose- Javi er Past or- Bal bas
R&D Depart nent
Eri csson Espana S. A
Via de | os Pobl ados, 13
28033 Madrid
Spai n
Tel : +34 91 339 1397
Emai | : J. Javi er. Past or @ri csson. com
DESCRI PTI ON
"The M B nodul e for managi ng SCTP i npl enent ati ons.

Copyright (C The Internet Society (2004). This version of
this MB nodule is part of RFC 3873; see the RFC itself for
full legal notices. "

REVI SI ON "2004090200002" -- 2nd Septenber 2004

DESCRI PTION " Initial version, published as RFC 3873"

:={ mb-2 104 }
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-- the SCTP base vari abl es group

sct pCbj ects OBJECT IDENTIFIER ::= { sctpMB 1 }

sctpStats OBJECT | DENTI FI ER : :
sctpParans OBJECT | DENTI FI ER ::

{ sctpbjects 1}
{ sctpObjects 2}

-- STATI STI CS

kkhkkkkkhkkhk*k

-- STATE- RELATED STATI STI CS

sct pCurr Est ab OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of associations for which the current state is

ei ther ESTABLI SHED, SHUTDOWN- RECEI VED or SHUTDOWN- PENDI NG, "
REFERENCE

"Section 4 in RFC2960 covers the SCTP Associ ation state

di agram "

::={ sctpStats 1 }

sct pActi veEst abs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines that associations have nade a direct
transition to the ESTABLI SHED state fromthe COOKI E- ECHOED
state: COCKI E- ECHOED -> ESTABLI SHED. The upper layer initiated
the association attenpt."

REFERENCE
"Section 4 in RFC2960 covers the SCTP Associ ation state
di agram "

:={ sctpStats 2}
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sct pPassi veEst abs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines that associations have nade a direct
transition to the ESTABLI SHED state fromthe CLOSED state:
CLCSED -> ESTABLI SHED. The renote endpoint initiated the
associ ation attenpt."

REFERENCE
"Section 4 in RFC2960 covers the SCTP Associ ation state
di agram "

::={ sctpStats 3}

sct pAbort eds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines that associations have nade a direct
transition to the CLOSED state fromany state using the
primtive "ABORT : AnyState --Abort--> CLOSED. Ungracef ul
term nation of the association."”

REFERENCE
"Section 4 in RFC2960 covers the SCTP Associ ation state
di agram "

.= { sctpStats 4}

sct pShut downs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of tines that associations have nade a direct
transition to the CLOSED state fromeither the SHUTDOAN- SENT
state or the SHUTDOMWN- ACK- SENT state. Graceful term nation of
t he association."

REFERENCE
"Section 4 in RFC2960 covers the SCTP Associ ation state
di agram "

::={ sctpStats 5}
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-- OTHER LAYER STATI STI CS

sct pQut O Bl ues OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of out of the blue packets received by the host.
An out of the blue packet is an SCTP packet correctly fornmed,
i ncluding the proper checksum but for which the receiver was
unable to identify an appropriate association."
REFERENCE
"Section 8.4 in RFC2960 deals with the Qut-COf - The- Bl ue
(OOrB) packet definition and procedures.™

::={ sctpStats 6 }

sct pChecksuntrrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of SCTP packets received with an invalid
checksum "

REFERENCE
"The checksumis located at the end of the SCTP packet as per
Section 3.1 in RFC2960. RFC3309 updates SCTP to use a 32 bit
CRC checksum "

.= { sctpStats 7 }

sct pQut Ct rl Chunks OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of SCTP control chunks sent (retransm ssions are
not included). Control chunks are those chunks different from
DATA. "

REFERENCE
"Sections 1.3.5 and 1.4 in RFC2960 refer to control chunk as
t hose chunks different fromthose that contain user
information, i.e., DATA chunks."

.= { sctpStats 8}
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sct pQut Or der Chunks OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of SCTP ordered data chunks sent (retransmni ssions
are not included)."
REFERENCE

"Section 3.3.1 in RFC2960 defi nes the ordered data chunk."
::={ sctpStats 9 }

sct pQut Unor der Chunks OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of SCTP unordered chunks (data chunks in which the
Ubit is set to 1) sent (retransnissions are not included)."

REFERENCE
"Section 3.3.1 in RFC2960 defi nes the unordered data chunk."
::={ sctpStats 10 }

sctpl nCtrl Chunks OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of SCTP control chunks received (no duplicate
chunks incl uded)."

REFERENCE
"Sections 1.3.5 and 1.4 in RFC2960 refer to control chunk as
t hose chunks different fromthose that contain user
information, i.e., DATA chunks."

:={ sctpStats 11 }

sct pl nOr der Chunks OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of SCTP ordered data chunks received (no duplicate
chunks incl uded)."
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REFERENCE
"Section 3.3.1 in RFC2960 defi nes the ordered data chunk."

::={ sctpStats 12 }

sct pl nUnor der Chunks OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of SCTP unordered chunks (data chunks in which the

Ubit is set to 1) received (no duplicate chunks included)."
REFERENCE

"Section 3.3.1 in RFC2960 defines the unordered data chunk."

::={ sctpStats 13 }

sct pFragUsr Msgs OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of user nessages that have to be fragmented
because of the Mru."

::={ sctpStats 14 }

sct pReasmUsr Msgs OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of user nessages reassenbl ed, after conversion
i nt o DATA chunks. "

REFERENCE
"Section 6.9 in RFC2960 includes a description of the
reassenbly process."

::={ sctpStats 15}
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sct pQut SCTPPacks OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of SCTP packets sent. Retransmitted DATA chunks
are included."

::={ sctpStats 16 }

sct pl nSCTPPacks OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunmber of SCTP packets received. Duplicates are
i ncl uded. "

::={ sctpStats 17 }

sct pDi sconti nuityTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine on the nbst recent occasion at which

any one or nore of this general statistics counters suffered a

di scontinuity. The relevant counters are the specific

i nstances associated with this interface of any Counter32 or

Count er 64 object contained in the SCTP | ayer statistics

(defined bel ow sctpStats branch). If no such discontinuities

have occurred since the last re-initialization of the |ocal

managenent subsystem then this object contains a zero value."
REFERENCE

"The inclusion of this object is recomended by RFC2578."

::={ sctpStats 18 }

-- PROTOCOL GENERAL VARI ABLES

kkhkkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk*k

sct pRt oAl gori t hm OBJECT- TYPE

SYNTAX | NTEGER {
other(1), -- Other new one. Future use
vanj ( 2) -- Van Jacobson’s al gorithm

Past or & Bel i nchon St andards Track [ Page 16]



RFC 3873 SCTP M B using SMv2 Sept enber 2004

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The algorithmused to determine the tineout value (T3-rtx)
used for re-transm tting unacknow edged chunks."

REFERENCE
"Section 6.3.1 and 6.3.2 in RFC2960 cover the RTO cal cul ation
and retransmission tinmer rules.”

DEFVAL {vanj} -- vanj(2)

::={ sctpParans 1 }

sct pRt oM n OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The m nimum val ue permtted by a SCTP i npl enentation for the
retransm ssion tineout value, neasured in mlliseconds. More
refined semantics for objects of this type depend upon the

algorithmused to determ ne the retransm ssion tinmeout val ue.

A retransnission tinme value of zero neans i nmedi ate
retransm ssi on

The value of this object has to be |ower than or equal to
stcpRt oMax’ s val ue. "

DEFVAL {1000} -- nilliseconds

::={ sctpParanms 2 }

sct pRt oMax OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The maxi mum val ue permtted by a SCTP i npl enentation for the
retransm ssion tineout value, neasured in mlliseconds. More
refined semantics for objects of this type depend upon the

algorithmused to determ ne the retransm ssion tinmeout val ue.

A retransm ssion tinme value of zero neans i medi ate re-
transm ssi on.
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The value of this object has to be greater than or equal to
stcpRtoM n’ s val ue. "
DEFVAL {60000} -- milliseconds

::={ sctpParans 3}

sctpRtolnitial OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The initial value for the retransm ssion timer
A retransnmi ssion tinme value of zero neans i nmedi ate re-
transm ssi on. "

DEFVAL {3000} -- mlliseconds

::={ sctpParans 4 }

sct pMaxAssocs OBJECT- TYPE

SYNTAX Integer32 (-1 | 0..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The limt on the total number of associations the entity can
support. In entities where the nmaxi num nunber of associations
is dynamic, this object should contain the value -1."

::={ sctpParanms 5 }

sct pVal Cooki eLi fe OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Valid cookie |life in the 4-way start-up handshake procedure.™
REFERENCE

"Section 5.1.3 in RFC2960 expl ains the cookie generation
process. Recommended val ue is per section 14 in RFC2960."
DEFVAL {60000} -- mlliseconds

::={ sctpParans 6 }
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sct pMaxl nit Retr OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum nunber of retransm ssions at the start-up phase
(INIT and COXXI E ECHO chunks). "
REFERENCE
"Section 5.1.4, 5.1.6 in RFC2960 refers to Max.lnit.Retransmt
paraneter. Reconmended val ue is per section 14 in RFC2960."
DEFVAL {8} -- nunber of attenpts

::={ sctpParanms 7 }

-- TABLES

*kkkk*k

-- the SCTP Associ ati on TABLE

-- The SCTP association table contains informati on about each
-- association in which the |ocal endpoint is involved.

sct pAssocTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sct pAssocEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A tabl e containing SCTP associ ation-specific information."

:={ sctpObjects 3}

sct pAssocEntry OBJECT- TYPE

SYNTAX Sct pAssocEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"CGeneral commmn variables and statistics for the whol e
associ ation."
| NDEX { sctpAssocld }

::={ sctpAssocTable 1}
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Sct pAssocEntry ::= SEQUENCE {
sct pAssocl d Unsi gned32,
sct pAssocRentHost Nane OCTET STRI NG
sct pAssoclLocal Port | net Port Nunber
sct pAssocRenPor t | net Port Nunber
sct pAssocRenPri mAddr Type | net Addr essType,
sct pAssocRenPri mAddr | net Addr ess,
sct pAssocHear t Beat | nt er val Unsi gned32
sct pAssocSt at e | NTECER,
sct pAssocl nStreans Unsi gned32
sct pAssocQut Streans Unsi gned32
sct pAssocMaxRet r Unsi gned32
sct pAssocPri nProcess Unsi gned32,
sct pAssocTlexpi reds Count er 32, -- Statistic
sct pAssocT2expi reds Count er 32, -- Statistic
sct pAssocRt xChunks Count er 32, -- Statistic
sct pAssocStart Ti ne Ti meSt anp,
sct pAssocDi sconti nui tyTi nme Ti meSt anp

}

sct pAssocl d OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Associ ation lIdentification. Value identifying the
associ ation. "

::={ sctpAssocEntry 1}

sct pAssocRenHost Name OBJECT- TYPE

SYNTAX OCTET STRI NG (SI ZE(O. . 255))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The peer’s DNS nane. This object needs to have the sane
format as the encoding in the DNS protocol. This inplies that
the domain nane can be up to 255 octets |ong, each octet being
0<=x<=255 as value with US-ASCI| A-Z having a case insensitive
mat chi ng.

If no DNS domain name was received fromthe peer at init tinme
(enmbedded in the INIT or INIT-ACK chunk), this object is
nmeani ngl ess. I n such cases the object MJST contain a zero-

l ength string value. Otherwise, it contains the renpte host
name received at init tinme."
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::={ sctpAssocEntry 2 }

sct pAssoclLocal Port OBJECT- TYPE

SYNTAX I net Port Nunber (1..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The | ocal SCTP port nunber used for this association.”

::={ sctpAssocEntry 3}

sct pAssocRenPort OBJECT- TYPE

SYNTAX I net Port Nunber (1..65535)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The renote SCTP port nunber used for this association.”

::={ sctpAssocEntry 4 }

sct pAssocRenPri mAddr Type OBJECT- TYPE

SYNTAX I net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The internet type of primary renote | P address. "
::={ sctpAssocEntry 5}

sct pAssocRenPri mAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The primary renote | P address. The type of this address is
determ ned by the val ue of sctpAssocRenPri mAddr Type.

The client side will know this value after INIT_ACK nessage
reception, the server side will know this val ue when sendi ng
NI T_ACK nessage. However, values will be filled in at

establ i shed(4) state.™

::={ sctpAssocEntry 6 }
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sct pAssocHeart Beat | nt erval OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "mlliseconds'
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current heart beat

Zero val ue nmeans no Heart Beat,
sct pAssocRemAddr HBFI ag obj ect
mlliseconds

DEFVAL {30000} --

::={ sctpAssocEntry 7 }

sct pAssocSt ate OBJECT- TYPE
SYNTAX | NTEGER {

i nterval ..

even when the concer ned
is true."

cl osed(1),
cooki eWai t(2),

cooki eEchoed( 3),
establ i shed(4),

shut downPendi ng(5),
shut downSent ( 6),
shut downRecei ved(7),
shut downAckSent (8),
del et eTCB(9)

MAX- ACCESS
STATUS
DESCRI PTI ON

read-write
current

"The state of this SCTP associ ati on.

As in TCP, del eteTCB(9)
managenent stati on.
agent rmnust

I f a managenent station
del et eTCB(9), then this
defined in SCTP) of the
managed node, resulting
associ ati on.

As an inplenentation-specific option,

If any other value is received,
return a wongVal ue error.

is the only value that nay be set by a
then the

sets this object to the val ue

has the effect of deleting the TCB (as
correspondi ng associ ation on the

in inmediate term nation of the

an ABORT chunk may be

sent fromthe nmanaged node to the other SCTP endpoint as a

result of setting the del eteTCB(9) val ue.

i mpl i es an ungracef ul

Past or & Bel i nchon
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REFERENCE

"Section 4 in RFC2960 covers the SCTP Associ ati on state
di agram "

::={ sctpAssocEntry 8 }

sct pAssocl nStreans OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"I nbound Streans according to the negotiation at association
start up."

REFERENCE

"Section 1.3 in RFC2960 includes a definition of stream
Section 5.1.1 in RFC2960 covers the streamnms negotiation
process. "

::={ sctpAssocEntry 9 }

sct pAssocQut St reans OBJECT- TYPE

SYNTAX Unsi gned32 (1..65535)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Qut bound Streans according to the negotiation at association
start up. "

REFERENCE

"Section 1.3 in RFC2960 includes a definition of stream
Section 5.1.1 in RFC2960 covers the streams negotiation
process. "

::= { sctpAssocEntry 10 }

sct pAssocMaxRet r OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The maxi mum nunber of data retransm ssions in the association
context. This value is specific for each association and the
upper |ayer can change it by calling the appropriate
primtives. This value has to be smaller than the addition of
all the maxi mum nunber for all the paths

(sct pAssocRemAddr MaxPat hRt x) .
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A value of zero value neans no retransm ssions."
DEFVAL {10} -- nunber of attenpts
::={ sctpAssocEntry 11 }

sct pAssocPri nProcess OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"This object identifies the systeml|evel process which hol ds
primary responsibility for the SCTP associ ati on.

Wher ever possible, this should be the systenis native unique
identification nunber. The special value 0 can be used to

i ndicate that no primary process is known.

Note that the value of this object can be used as a pointer
into the swRunTabl e of the HOST- RESOURCES-M B(if the value is
smal | er than 2147483647) or into the sysAppl El nt RunTabl e of
the SYSAPPL-M B."

::= { sctpAssocEntry 12 }

-- Association Statistics

sct pAssocTlexpi reds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The T1 tiner deternmines howlong to wait for an

acknowl edgenent after sending an INIT or COOKI E- ECHO chunk.
This object reflects the nunber of tinmes the T1 tiner expires
wi t hout havi ng recei ved t he acknow edgenent.

Di scontinuities in the value of this counter can occur at re-

initialization of the managenent system and at other tinmes as

i ndi cated by the val ue of sctpAssocDi scontinuityTine."
REFERENCE

"Section 5 in RFC2960."

::={ sctpAssocEntry 13 }
sct pAssocT2expi reds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The T2 tiner deternmines howlong to wait for an
acknow edgenent after sending a SHUTDOMN or SHUTDOWN- ACK
chunk. This object reflects the nunber of tinmes that T2- tiner
expi r ed.

Di scontinuities in the value of this counter can occur at re-
initialization of the managenent system and at other tinmes as
i ndi cated by the val ue of sctpAssocDi scontinuityTine."
REFERENCE
"Section 9.2 in RFC2960."
::={ sctpAssocEntry 14 }

sct pAssocRt xChunks OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"When T3-rtx expires, the DATA chunks that triggered the T3
timer will be re-sent according with the retransmn ssions

rul es. Every DATA chunk that was included in the SCTP packet
that triggered the T3-rtx timer nust be added to the val ue of
this counter.

Di scontinuities in the value of this counter can occur at re-

initialization of the managenent system and at other tinmes as

i ndi cated by the val ue of sctpAssocDi scontinuityTine."
REFERENCE

"Section 6 in RFC2960 covers the retransm ssion process and
rules.”

::= { sctpAssocEntry 15 }

sct pAssocStart Ti ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tine that the association
represented by this row enters the ESTABLI SHED state, i.e.
the sctpAssocState object is set to established(4). The

val ue of this object will be zero:
- before the association enters the established(4)
state, or
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- if the established(4) state was entered prior to
the last re-initialization of the |ocal network management
subsystem "
::= { sctpAssocEntry 16 }

sct pAssocDi scontinuityTi ne OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine on the nbst recent occasion at which
any one or nore of this SCTP association counters suffered a
di scontinuity. The relevant counters are the specific
i nstances associated with this interface of any Counter32 or
Count er 64 obj ect contained in the sctpAssocTabl e or
sct pLocal Addr Tabl e or sctpRemAddr Table. [|f no such
di scontinuities have occurred since the last re-initialization
of the |l ocal managenent subsystem then this object contains a
zero val ue. "

REFERENCE
"The inclusion of this object is recomended by RFC2578."

::={ sctpAssocEntry 17 }
-- Expanded tables: Including Milti-honme feature

-- Local Address TABLE

kkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkh*k

sct pAssoclLocal Addr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sct pAssoclLocal AddrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Expanded tabl e of sctpAssocTabl e based on the Assocld i ndex.
This tabl e shows data related to each local |IP address which
is used by this association."”

:={ sctpObjects 4}

sct pAssocLocal AddrEntry OBJECT- TYPE

SYNTAX Sct pAssoclLocal Addr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Local information about the avail abl e addresses. There wil|l
be an entry for every local |IP address defined for this
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associ ati on.
| mpl ementors need to be aware that if the size of
sct pAssocLocal Addr exceeds 114 octets then O Ds of colum

instances in this table will have nore than 128 sub-
identifiers and cannot be accessed using SNMPv1l, SNWPv2c, or
SNWVPV 3. "

| NDEX { sct pAssocl d, -- shared index

sct pAssocLocal Addr Type,
sct pAssoclLocal Addr }

::= { sctpAssocLocal AddrTable 1 }

Sct pAssoclLocal AddrEntry ::= SEQUENCE ({
sct pAssoclLocal Addr Type | net Addr essType,
sct pAssoclLocal Addr | net Addr ess,
sct pAssoclLocal Addr St art Ti me Ti meSt anp
}
sct pAssoclLocal Addr Type OBJECT- TYPE
SYNTAX I net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Internet type of local |IP address used for this association.

::={ sctpAssoclLocal AddrEntry 1 }

sct pAssoclLocal Addr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The value of a local |IP address available for this
associ ation. The type of this address is determ ned by the
val ue of sctpAssocLocal Addr Type. "

::={ sctpAssoclLocal AddrEntry 2 }
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sct pAssoclLocal Addr St art Ti mne OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTine at the tine that this row was
created."

::= { sctpAssocLocal AddrEntry 3 }

-- Renpte Addresses TABLE

kkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk*k

sct pAssocRemAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sct pAssocRemAddr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Expanded tabl e of sctpAssocTabl e based on the Assocld i ndex.
This tabl e shows data related to each renpte peer |IP address
which is used by this association.”

:={ sctpObjects 5}

sct pAssocRemAddr Entry OBJECT- TYPE

SYNTAX Sct pAssocRemAddr Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on about the nost inportant variables for every
renmote | P address. There will be an entry for every renote |IP

address defined for this association

| mpl ementors need to be aware that if the size of
sct pAssocRemAddr exceeds 114 octets then O Ds of colum

instances in this table will have nore than 128 sub-
identifiers and cannot be accessed using SNMPv1l, SNWPv2c, or
SNWVPV 3. "

| NDEX { sctpAssocld, -- shared index

sct pAssocRemAddr Type,
sct pAssocRemAddr }

::={ sctpAssocRenmAddr Table 1 }
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Sct pAssocRemAddr Entry :: = SEQUENCE ({
sct pAssocRemAddr Type | net Addr essType,
sct pAssocRemAddr | net Addr ess,
sct pAssocRemAddr Acti ve Tr ut hVal ue,
sct pAssocRemAddr HBAct i ve Tr ut hVal ue,
sct pAssocRemAddr RTO Unsi gned32
sct pAssocRemAddr MaxPat hRt x Unsi gned32
sct pAssocRemAddr Rt x Count er 32, -- Statistic
sct pAssocRemAddr St art Ti me Ti meSt anp

}

sct pAssocRemAddr Type OBJECT- TYPE
SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Internet type of a renote |P address available for this
associ ation. "
::={ sctpAssocRenmAddrEntry 1 }

sct pAssocRemAddr OBJECT- TYPE
SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The value of a renote IP address available for this
associ ation. The type of this address is determ ned by the
val ue of sctpAssocLocal Addr Type. "

::={ sctpAssocRenmAddrEntry 2 }

sct pAssocRemAddr Act i ve OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object gives information about the reachability of this
specific renote | P address.

When the object is set to "true’ (1), the renote IP address is
understood as Active. Active neans that the threshold of no
answers received fromthis | P address has not been reached.
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When the object is set to 'false’ (2), the renote |IP address

i s understood as Inactive. |nactive neans that either no
heartbeat or any other nessage was received fromthis address,
reaching the threshold defined by the protocol."

REFERENCE
"The renmote transport states are defined as Active and
I nactive in the SCTP, RFC2960."

::={ sctpAssocRenmAddrEntry 3 }

sct pAssocRemAddr HBAct i ve OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object indicates whether the optional Heartbeat check
associ ated to one destination transport address is activated
or not (value equal to true or false, respectively). "

::={ sctpAssocRemAddrEntry 4 }

sct pAssocRemAddr RTO OBJECT- TYPE -- T3-rtx- Tinmer

SYNTAX Unsi gned32

UNI TS "mlliseconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The current Retransmission Tinmeout. T3-rtx tinmer as defined
in the protocol SCTP."

REFERENCE
"Section 6.3 in RFC2960 deals with the Retransm ssion Tiner
Managenent . "

::={ sctpAssocRenmAddrEntry 5 }

sct pAssocRemAddr MaxPat hRt x OBJECT- TYPE

SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Maxi mum nunber of DATA chunks retransm ssions allowed to a
rempte | P address before it is considered inactive, as defined
i n RFC2960."

Past or & Bel i nchon St andar ds Track [ Page 30]



RFC 3873 SCTP M B using SMv2

REFERENCE
"Section 8.2, 8.3 and 14 in RFC2960."
DEFVAL {5} -- nunber of attenpts

::={ sctpAssocRenmAddrEntry 6 }

-- Renmpte Address Statistic

sct pAssocRemAddr Rt x OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunmber of DATA chunks retransmissions to this specific IP
address. Wen T3-rtx expires, the DATA chunk that triggered
the T3 tinmer will
rul es. Every DATA chunk t hat
was transnmitted to this specific |IP address before,
included in this counter.

wll be

Discontinuities in the value of this counter can occur at

Sept enber 2004

be re-sent according to the retransm ssions
is included in a SCTP packet and

re-

initialization of the managenent system and at other tinmes as

i ndi cated by the val ue of sctpAssocDi scontinuityTine."
::={ sctpAssocRenmAddrEntry 7 }

sct pAssocRemAddr St art Ti me OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The val ue of sysUpTinme at the tinme that this row was
created.”

::={ sctpAssocRenmAddrEntry 8 }

-- ASSOCI ATI ON | NVERSE TABLE

kkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkh*k

-- BY LOCAL PORT

sct pLookupLocal Port Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sct pLookupLocal PortEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Wth the use of this table,
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using the specified local port can be retrieved."

:={ sctpObjects 6}

sct pLookupLocal Port Entry OBJECT- TYPE

SYNTAX Sct pLookupLocal Port Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is indexed by local port and association |ID
Specifying a local port, we would get a list of the
associ ati ons whose | ocal port is the one specified.”

| NDEX { sctpAssoclLocal Port,
sct pAssocl d }

::={ sctpLookupLocal PortTable 1 }

Sct pLookupLocal Port Entry: : = SEQUENCE {

sct pLookupLocal Port Start Ti nme Ti meSt anp
}
sct pLookupLocal Port Start Ti me OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tinme that this row was created.
As the table will be created after the sctpAssocTable
creation, this value could be equal to the sctpAssocStartTi ne
object fromthe nain table."
::={ sctpLookupLocal PortEntry 1 }
-- BY REMOTE PORT

sct pLookupRenPort Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sct pLookupRenPortEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"Wth the use of this table, a |list of associations which are
using the specified renpte port can be got"

:={ sctpObjects 7}

sct pLookupRenPort Entry OBJECT- TYPE

SYNTAX Sct pLookupRenPort Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is indexed by renote port and association |ID
Specifying a renote port we would get a list of the
associ ati ons whose | ocal port is the one specified "

| NDEX { sctpAssocRenPort,
sct pAssocl d }

::={ sctpLookupRenPortTable 1 }

Sct pLookupRenPort Ent ry: : = SEQUENCE {

sct pLookupRenPort Start Ti ne Ti meSt anp
}
sct pLookupRenPort Start Ti ne OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tinme that this row was created.
As the table will be created after the sctpAssocTable
creation, this value could be equal to the sctpAssocStartTi ne
object fromthe nain table."
::= { sctpLookupRenPortEntry 1 }
-- BY REMOTE HOST NAME

sct pLookupRenHost NaneTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sct pLookupRenHost NaneEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Wth the use of this table, a |list of associations with that
particul ar host can be retrieved."
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:={ sctpObjects 8}

sct pLookupRenHost NanmeEnt ry OBJECT- TYPE

SYNTAX Sct pLookupRenHost NaneEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is indexed by renpte host nanme and association |ID
Speci fying a host nane we would get a list of the associations
speci fying that host nanme as the renpte one.

| mpl ementors need to be aware that if the size of
sct pAssocRentHost Nane exceeds 115 octets then O Ds of colum

instances in this table will have nore than 128 sub-
identifiers and cannot be accessed using SNMPv1l, SNWPv2c, or
SNWVPV 3. "

| NDEX { sctpAssocRentHost Nane,

sct pAssocl d }

::={ sctpLookupRenHost NaneTable 1 }

Sct pLookupRenHost NaneEnt ry: : = SEQUENCE {
sct pLookupRenHost NanmeSt art Ti nme Ti meSt anp

sct pLookupRenHost NanmeSt art Ti me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tinme that this row was created.
As the table will be created after the sctpAssocTable
creation, this value could be equal to the sctpAssocStartTi ne
object fromthe nain table."

::={ sctpLookupRenHost NaneEntry 1 }
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-- BY REMOTE PRI MARY | P ADDRESS

sct pLookupRenPri m PAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sct pLookupRenPri mi PAddr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Wth the use of this table, a |list of associations that have
the specified I P address as primary within the renote set of
active addresses can be retrieved."

:={ sctpObjects 9}

sct pLookupRenPri m PAddr Ent ry OBJECT- TYPE

SYNTAX Sct pLookupRenPri m PAddr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is indexed by prinmary address and association |ID
Specifying a primary address, we would get a list of the
associ ations that have the specified renote | P address narked
as primary.

| mpl ementors need to be aware that if the size of

sct pAssocRenPri mAddr exceeds 114 octets then O Ds of colum

instances in this table will have nore than 128 sub-
identifiers and cannot be accessed using SNMPv1l, SNWPv2c, or
SNWVPV 3. "

| NDEX { sctpAssocRenPri mAddr Type,

sct pAssocRenPri mAddr,
sct pAssocl d }

::={ sctpLookupRenPrimn PAddr Table 1 }

Sct pLookupRenPri m PAddr Ent ry: : = SEQUENCE {

sct pLookupRenPri ml PAddr Start Ti nme Ti meSt anp
}
sct pLookupRenPri m PAddr Start Ti me OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON
"The val ue of SysUpTinme at the tinme that this row was created.
As the table will be created after the sctpAssocTable
creation, this value could be equal to the sctpAssocStartTi ne

object fromthe nain table."

::= { sctpLookupRenPri m PAddrEntry 1 }

-- BY REMOTE | P ADDRESS

sct pLookupRenl PAddr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Sct pLookupRem PAddrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Wth the use of this table, a |list of associations that have
the specified | P address as one of the renpte ones can be
retrieved. "

c:={ sctpObjects 10 }

sct pLookupRen PAddr Entry OBJECT- TYPE

SYNTAX Sct pLookupRem PAddr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table is indexed by a renote | P address and associ ation
ID. Specifying an | P address we would get a list of the
associ ations that have the specified |IP address included
within the set of renpte | P addresses.”
| NDEX { sctpAssocRemAddr Type,
sct pAssocRemAddr ,
sct pAssocl d }

::={ sctpLookupRem PAddrTable 1 }

Sct pLookupRem PAddr Ent ry: : = SEQUENCE {

sct pLookupRenl PAddr St art Ti ne Ti meSt anp
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sct pLookupRenl PAddr Start Ti me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of SysUpTinme at the tinme that this row was created.

As the table will be created after the sctpAssocTable
creation, this value could be equal to the sctpAssocStartTi ne
object fromthe nain table."

::= { sctpLookupRem PAddrEntry 1 }

-- 4.1 Conformance | nformation

sct pM bConf or mance OBJECT | DENTIFI ER ::
sct pM bConpl i ances OBJECT | DENTIFI ER ::
sct pM bG oups OBJECT | DENTIFI ER ::

sctpMB 2 }
sct pM bConf ormance 1 }
sct pM bConf or mance 2 }

(Il
It Yt Yanten

-- 4.1.1 Units of conformance

-- MODULE GROUPS

sct pLayer Par ansG oup OBJECT- GROUP
OBJECTS { sctpRtoAl gorithm

sct pRt oM n,
sct pRt ohax,
sctpRtolnitial,
sct pMaxAssocs,
sct pVal Cooki eLi f e,
sct pMaxInitRetr

}

STATUS current

DESCRI PTI ON
"Common paraneters for the SCTP layer, i.e., for all the
associ ations. They can usually be referred to as configuration
paraneters."

:={ sctpMbGoups 1}
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sct pSt at sG oup OBJECT- GROUP

OBJECTS {

}

sct pCurr Est ab,

sct pActi veEst abs,
sct pPassi veEst abs,
sct pAbort eds,

sct pShut downs,

sct pQut O Bl ues,

sct pChecksuntrrors,
sct pQut Ct r I Chunks,
sct pQut Or der Chunks,
sct pQut Unor der Chunks,
sct pl nCtrl Chunks,
sct pl nOr der Chunks,
sct pl nUnor der Chunks,
sct pFragUsr Msgs,

sct pReasnsr Msgs,
sct pQut SCTPPacks,
sct pl nSCTPPacks,

sct pbDi sconti nui tyTi e,

sct pAssocTlexpi reds,
sct pAssocT2expi r eds,
sct pAssocRt xChunks,

sct pAssocRemAddr Rt x

STATUS current

DESCRI PTI ON

"Statistics group. It includes the objects to collect state
changes in the SCTP protocol
statistics.”

::={ sctpMbGoups 2}

sct pPer AssocPar ansG oup OBJECT- GROUP

OBJECTS {

Past or & Bel i nchon

sct pAssocRenHost Nane,
sct pAssoclLocal Port,
sct pAssocRenfort,

| ocal

sct pAssocRenPri mAddr Type,

sct pAssocRenPri mAddr,

sct pAssocHeart Beat I nt erval ,

sct pAssocSt at e,

sct pAssocl nStr eans,
sct pAssocQut St r eans,
sct pAssocMaxRetr,

sct pAssocPri nProcess,
sct pAssocStart Ti ne,

sct pAssocDi sconti nui tyTi ne,

St andards Track
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sct pAssoclLocal Addr Start Ti ne,
sct pAssocRemAddr Act i ve,

sct pAssocRemAddr HBAct i ve,
sct pAssocRemAddr RTQ,

sct pAssocRemAddr MaxPat hRt X,
sct pAssocRemAddr St art Ti e

}
STATUS current
DESCRI PTI ON

"The SCTP group of objects to manage per-association
paranmeters. These variables include all the SCTP basic
features.”

::={ sctpMbGoups 3}

sct pPer AssocSt at sG oup OBJECT- GROUP
OBJECTS
{ sctpAssocTlexpireds,
sct pAssocT2expi r eds,
sct pAssocRt xChunks,
sct pAssocRemAddr Rt x

}
STATUS current
DESCRI PTI ON

"Per Association Statistics group. It includes the objects to
collect flow control statistics per association.”

::={ sctpMbGoups 4 }

sctpl nverseG oup OBJECT- GROUP
OBJECTS { sctpLookupLocal Port Start Ti e,
sct pLookupRenPort Start Ti ne,
sct pLookupRenHost NanmeSt art Ti ne,
sct pLookupRenPri nl PAddr St art Ti ne,
sct pLookupRemn PAddr St art Ti ne

}
STATUS current
DESCRI PTI ON

"Cbjects used in the inverse | ookup tables."

::={ sctpMbGoups 5 }
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-- 4.1.2 Conpliance Statenents

-- MODULE COWPLI ANCES

sct pM bConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNMP entities which inplenment
this SCTP M B Modul e.

There are a nunber of | NDEX objects that cannot be represented
in the formof OBJECT clauses in SMv2, but for which we have
the followi ng conpliance requirenents, expressed in OBJECT
clause formin this description clause:

-- OBJECT sct pAssoclLocal Addr Type
- - SYNTAX I net Addr essType {ipv4(1l), ipv6(2)}
-- DESCRI PTI ON

-- It is only required to have I Pv4 and | Pv6 addresses wi thout
-- zone i ndi ces.

-- The address with zone indices is required if an

-- i mpl ementati on can connect nultiple zones.

-- OBJECT sct pAssoclLocal Addr
- - SYNTAX | net Address (Sl ZE( 4] 16))
-- DESCRI PTI ON

-- An inplenmentation is only required to support globally
-- uni que |1 Pv4 and | Pv6 addresses.

-- OBJECT sct pAssocRemAddr Type
- - SYNTAX | net Addr essType {ipv4(1l), ipv6(2)}
-- DESCRI PTI ON

-- It is only required to have I Pv4 and | Pv6 addresses wi t hout
-- zone i ndi ces.

-- The address with zone indices is required if an

-- i mpl ementati on can connect nultiple zones.

-- OBJECT sct pAssocRemAddr
- - SYNTAX | net Address (Sl ZE( 4] 16))
-- DESCRI PTI ON

-- An inplenmentation is only required to support globally
-- uni que |1 Pv4 and | Pv6 addresses.

" -- closes DESCRI PTI ON cl ause of MODULE- COVPLI ANCE

MODULE -- this nodul e
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MANDATCORY- GROUPS { sctplLayerParansG oup,
sct pPer AssocPar ans & oup,
sct pSt at sG oup,
sct pPer AssocSt at sG oup

}

OBJECT sctpAssocRenPri mAddr Type
SYNTAX | net AddressType { ipv4(1l),
i pv6(2)

DESCRI PTI ON
"It is only required to have I Pv4 and | Pv6 addresses
wi t hout zone indices.

The address with zone indices is required if an
i mpl enentati on can connect nultiple zones."

OBJECT sct pAssocRenPri mAddr

SYNTAX | net Address (S| ZE(4]| 16))

DESCRI PTI ON
"An inplenmentation is only required to support globally
uni que |1 Pv4 and gl obally uni que | Pv6 addresses.”

OBJECT sct pAssocState

VRl TE- SYNTAX | NTEGER { del et eTCB(9) }

M N- ACCESS r ead-only

DESCRI PTI ON
"Only the del eteTCB(9) val ue MAY be set by a managenent
station at nost. A read-only option is also considered to
be conpliant with this M B nodul e description."

GROUP sct pl nverseG oup
DESCRI PTI ON
"Objects used in inverse | ookup tables. This should be
i npl enented, at the discretion of the inplenenters, for
easi er |l ookups in the association tables"
::={ sctpM bConpliances 1 }

END
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5.

6.

6.

1.

Compi I'i ng Not es

When conpiling the MB nodul e warnings simlar to the follow ng may
occur:

- warning: index of row ‘sctpAssocLocal AddrEntry’ can exceed O D
size limt by 141 subidentifier(s)

- warning: index of row ‘sctpAssocRemAddrEntry’ can exceed O D
size limt by 141 subidentifier(s)

- warning: index of row ‘sctpLookupRenHost NaneEntry’ can exceed
AODsizelimt by 140 subidentifier(s)

- warning: index of row ‘sctpLookupRenPri m PAddrEntry’ can exceed
AODsize limt by 141 subidentifier(s)

- warning: index of row ‘sctpLookupRem PAddrEntry’ can exceed O D
size limt by 141 subidentifier(s)

These warnings are due to the fact that the row objects have index
obj ects of type InetAddress or OCTET STRI NG whose size linmt is 255
octets, and if that size linmt were reached the nanes of col umm

i nstances in those rows woul d exceed the 128 sub-identifier limt

i nposed by current versions of the SNMP. Actual linmtations for the
i ndex obj ect sizes are noted in the conceptual row DESCRI PTI ON
clauses. For the InetAddress index objects these size linmts wll
not be reached with any of the address types in current use.

Ref er ences
Nor mati ve Ref erences
[ RFC2578] McCl oghrie, K, Perkins, D., and J. Schoenwael der,

"Structure of Managenent Information Version 2 (SMv2)",
STD 58, RFC 2578, April 1999.

[ RFC2579] McCl oghrie, K, Perkins, D., and J. Schoenwael der,
"Textual Conventions for SMv2", STD 58, RFC 2579, April
1999.

[ RFC2580] McCl oghrie, K, Perkins, D., and J. Schoenwael der
"Conformance Statenents for SMv2", STD 58, RFC 2580,
April 1999.

[ RFC2960] Stewart, R, Xie, Q, Mrneault, K, Sharp, C,
Schwar zbauer, H., Taylor, T., Rytina, |I., Kalla, M,

Zhang, L., and V. Paxson, "Stream Control Transm ssion
Protocol ", RFC 2960, Cctober 2000.

Past or & Bel i nchon St andards Track [ Page 42]



RFC 3873

[ RFC3291]

[ RFC3309]

SCTP M B using SMv2 Sept enber 2004

Daniele, M, Haberman, B., Routhier, S., and J.
Schoenwael der, "Textual Conventions for |nternet Network
Addr esses", RFC 3291, May 2002.

Stone, J., Stewart, R, and D. Qtis, "Stream Contr ol
Transni ssion Protocol (SCTP) Checksum Change", RFC 3309,
Sept enber 2002.

6.2. Informati ve References

[ RFC1213]

[ RFC2012]

[ RFC3410]

[ VANJ]

[ 1 Pv6ARCH

[ sctpl npl em

[ TCPM B

[ UDPM B]

[ M BGUI DE]

McC oghrie, K. and M Rose, "Mnagenent |nfornation Base
for Network Management of TCP/IP-based internets: M B-
1", STD 17, RFC 1213, March 1991.

McC oghrie, K., "SNWPv2 Managenent | nformation Base for
the Transm ssion Control Protocol using SMv2", RFC
2012, Novenber 1996.

Case, J., Mundy, R, Partain, D., and B. Stewart,
"Introduction and Applicability Statenents for

I nt ernet - Standard Managenent Franmework", RFC 3410,
Decenber 2002.

Jacobson, V., "Congestion Avoi dance and Control",
SI GCOW 1988, Stanford, California.

Deering, S., Haberman, B., Jinnei, T., Nordmark, E.,
Onoe, A, and B. Zill, "IPv6 Scoped Address
Architecture", Wrk in Progress, Decenber 2002.

Stewart, R, Ong, L., Arias-Rodriguez, |I., Caro, A, and
M Tuexen, "Stream Control Transni ssion Protocol (SCTP)
| mpl erenters Guide", Wrk in Progress, January 2002.

Fenner, B., McCoghrie, K, Raghunarayan, R, and J.
Schoenwal der, "Managenent |nfornati on Base for the
Transm ssion Control Protocol (TCP)", Wrk in Progress,
Novenber 2002.

Fenner, B., "Managenent |Information Base for User
Dat agram Protocol (UDP)", Wrk in Progress, June 2002.

Heard, C.M, "CGuidelines for MB Authors and Revi ewers",
Wrk in Progress, February 2003.

Past or & Bel i nchon St andar ds Track [ Page 43]



RFC 3873 SCTP M B using SMv2 Sept enber 2004

7. Security Considerations

There are managenent objects defined in this MB that have a MAX-
ACCESS cl ause of read-write and/or read-create. Such objects nmay be
consi dered sensitive or vulnerable in some network environnments. The
support for SET operations in a non-secure environnent w thout proper
protection can have a negative effect on network operations. These
are the tables and objects and their sensitivity/vulnerability:

0 The sctpAssocState object has a MAX- ACCESS cl ause of read-wite,
which allows ternmination of an arbitrary connection. Unauthorized
access could cause a denial of service.

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessi ble) nay be considered sensitive or
vul nerable in sonme network environments. Thus, it is inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

0 The sctpAssocTabl e, sctpAssoclLocal AddressTabl e,
sct pAssocRemAddr essTabl e and the | ookup tables contain objects
providing informati on on the active associations on the device,
| ocal and peer’s |IP addresses, the status of these associations
and the associ ated processes. This informati on may be used by an
attacker to |aunch attacks agai nst known/ unknown weakness in
certain protocol s/applications.

0 The sctpAssocTabl e contains objects providing information on | ocal
and renpte ports objects, that can be used to identify what ports
are open on the machine and can thus suggest what attacks are
likely to succeed, without the attacker having to run a port
scanner.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOMMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).
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Further, deploynent of SNWVP versions prior to SNWMPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitinmate
rights to indeed GET or SET (change/create/delete) them

The above objects al so have privacy inplications, i.e., they disclose
who is connecting to what hosts. These are sensitive froma
perspective of preventing traffic analysis, and also to protect

i ndi vi dual privacy.
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