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Abstract

Thi s docunent defines and describes the |Internedi at eResponse nessage,
a general nechanismfor defining single-request/nultiple-response
operations in Lightweight Directory Access Protocol (LDAP). The

I nt er medi at eResponse nessage is defined in such a way that the

prot ocol behavior of existing LDAP operations is nmintained. This
nmessage is intended to be used in conjunction with the LDAP

Ext endedRequest and Ext endedResponse to defi ne new singl e-
request/nul ti pl e-response operations or in conjunction with a contro
when extendi ng exi sting LDAP operations in a way that requires them
to return internediate response infornmation
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1

| nt roducti on

The Lightweight Directory Access Protocol (LDAP), version 3 [ RFC3377]
is an extensible protocol. Extended operations ([RFC2251] Section
4.12) are defined to allow for the addition of operations to LDAP

Wi t hout requiring revisions of the protocol. Simlarly, controls

([ RFC2251] Section 4.1.12) are defined to extend or nodify the
behavi or of existing LDAP operati ons.

LDAP is a client-request/server-response based protocol. Wth the
exception of the search operation, the entire response to an
operation request is returned in a single protocol data unit (i.e.,
LDAP nessage). While this single-request/single-response paradigmis
sufficient for many operations (including all but one of those
currently defined by [RFC3377]), both intuition and practi cal
experience validate the notion that it is insufficient for others.

For exanple, the LDAP del ete operation could be extended via a
subtree control to nean that an entire subtree is to be deleted. A
subtree del ete operation needs to return continuation references
based upon subordi nate know edge infornation contained in the server
so that the client can conplete the operation. Returning references
as they are found, instead of with the final result, allows the
client to performthe operation nore efficiently because it does not
have to wait for the final result to get this continuation reference
i nformati on.

Simlarly, an engineer m ght choose to design the subtree delete
operati on as an extended operation of its own rather than using a
subtree control in conjunction with the del ete operation. Once
again, the sane continuation reference information is needed by the
client to conplete the operation, and sending the continuation
references as they are found would allow the client to performthe
operation nore efficiently.

Operations that are conpleted in stages or that progress through
various states as they are conpleted night want to send internedi ate
responses to the client, thereby infornming it of the status of the
operation. For exanple, an LDAP inplenmentati on m ght define an
extended operation to create a new replica of an administrative area
on a server, and the operation is conpleted in three stages: (1)
begin creation of replica, (2) send replica data to server, (3)
replica creation conplete. Internediate nmessages m ght be sent from
the server to the client at the beginning of each stage with the
final response for the extended operation being sent after stage (3)
is conplete.
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As LDAP [RFC3377] is currently defined, there is no general LDAP
nmessage type that can be used to return internediate results. A
single, reusable LDAP nessage for carrying internedi ate response
information is desired to avoid repeated nodification of the
protocol. Although the ExtendedResponse nessage is defined in LDAP
it is defined to be the one and only response nessage to an

Ext endedRequest nessage ([ RFC2251] Section 4.12), for unsolicited
notifications ([ RFC2251] Section 4.4), and to return internediate
responses for the search operation ([ RFC3377] Section 4.5.2, also see
Section 5 below). The adaptation of ExtendedResponse as a general

i nt ermedi at e response mechani sm woul d be problematic. |In particular
existing APIs would likely have to be redesigned. It is believed
(based upon operational experience) that the addition of a new
nmessage to carry internmediate result infornation is easier to
inplement and is less likely to cause interoperability problens with
exi sting depl oyed i npl enent ati ons.

Thi s docunent defines and describes the LDAP Internedi at eResponse
nmessage. This message is intended to be used in conjunction with
Ext endedRequest and Ext endedResponse to defi ne new singl e-
request/nul ti pl e-response operations or in conjunction with a contro
when extendi ng exi sting LDAP operations in a way that requires them
to return internediate response infornmation

It is intended that the definitions and descriptions of extended
operations and controls using the Internedi at eResponse nessage w | |
define the circunstances in which an Internedi ateResponse nmessage can
be sent by a server and the associated neaning of the

I nt er medi at eResponse nessage sent in a particular circumstance.
Simlarly, it is intended that clients will explicitly solicit

I nt er medi at eResponse nessages by issuing operations that specifically
call for their return

The LDAP Content Sync Operation [ZEILENGA] denonstrates one use of
LDAP | nt er medi at e Response nessages.

2. Conventions used in this docunent
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].
The term "request control"™ is used to describe a control that is

i ncluded in an LDAP request nessage sent froman LDAP client to an
LDAP server.
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3.

3.

The | nt ernedi at eResponse Message

Thi s docunent extends the protocol Op CHO CE of LDAPMessage ([ RFC2251]
Section 4.1.1) to include the field:

i nt er medi at eResponse | nternedi at eResponse
where I nternedi ateResponse is defined as:

I nt er medi at eResponse ::= [ APPLI CATI ON 25] SEQUENCE {
r esponseNane [ 0] LDAPQO D OPTI ONAL,
responseVal ue [1] OCTET STRI NG OPTI ONAL }

I nt er medi at eResponse nessages SHALL NOT be returned to the client
unl ess the client issues a request that specifically solicits their
return. This docunent defines two forns of solicitation: extended
operation and request control

Al t hough the responseNane and responseVal ue are optional in sone

ci rcunst ances, |nternedi at eResponse nessages usually have a

predefi ned responseNane and a responseVal ue. The val ue of the
responseNane (if present), the syntax of the responseValue (if
present) and the senmantics associated with a particul ar

I nt er medi at eResponse nessage MJUST be specified in docunents

descri bing the extended operation or request control that uses them
Sections 3.1 and 3.2 describe additional requirenments for the

i ncl usi on of responseNane and responseVal ue in | nternedi at eResponse
nessages.

1. Usage with LDAP ExtendedRequest and Ext endedResponse

A single-request/multiple-response operation may be defined using a
si ngl e Ext endedRequest nessage to solicit zero or nore

I nt er medi at eResponse nessages, of one or nore kinds, foll owed by an
Ext endedResponse nessage.

An extended operation that defines the return of multiple kinds of

I nt er medi at eResponse nessages MJST provi de and docunent a nechani sm
for the client to distinguish the kind of Internedi at eResponse
nmessage being sent. This SHALL be acconplished by using different
responseNane val ues for each type of I|nternedi ateResponse nmessage
associated with the extended operation or by including identifying
information in the responseVal ue of each type of Internedi at eResponse
nmessage associated with the extended operation.
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3.2. Usage with LDAP Request Controls

Any LDAP operation may be extended by the addition of one or nore
controls ([ RFC2251] Section 4.1.12). A control’s semantics nmay
include the return of zero or nore Internedi ateResponse nessages
prior to returning the final result code for the operation. One or
nmor e ki nds of Internedi ateResponse nessages nay be sent in response
to a request control.

Al'l I nternedi at eResponse nmessages associated with request controls
SHALL include a responseNane. This requirenment ensures that the
client can correctly identify the source of InternediateResponse
nmessages when:

a) two or nore controls using |Internedi at eResponse nessages are
included in a request for any LDAP operation or

b) one or nore controls using Internedi at eResponse nessages are
included in a request with an LDAP extended operation that uses
I nt er medi at eResponse nessages.

A request control that defines the return of multiple kinds of

I nt er medi at eResponse nessages MJST provi de and docunent a nechani sm
for the client to distinguish the kind of Internedi at eResponse
nmessage being sent. This SHALL be acconplished by using different
responseNane val ues for each type of I|nternedi ateResponse nmessage
associated with the request control or by including identifying
information in the responseVal ue of each type of Internedi at eResponse
nmessage associated with the request control

4. Advertising Support for Internedi ateResponse Messages

Because I nternedi at eResponse nessages are associ ated with extended
operations or controls and LDAP provides a nmeans for advertising the
ext ended operations and controls supported by a server (using the
support edExt ensi on ([ RFC2252] Section 5.2.3) and supportedContro

([ RFC2252] Section 5.2.4) attributes of the root DSE), there is no
need for a separate neans of advertising support for internediate
response nessages.

5. Use of Internedi at eResponse and Ext endedResponse with Search
It is noted that ExtendedResponse nessages nay be sent in response to
LDAP search operations with controls ([ RFC2251] Section 4.5.2). This

use of ExtendedResponse nessages SHOULD be vi ewed as deprecated, in
favor of use of the Internedi at eResponse nessages.
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6.

7.

7.

9.

9.

Security Considerations

Thi s docunent describes an enhancenent to LDAP. Al security
consi derations of [RFC3377] apply to this docunent; however, it does
not introduce any new security considerations to LDAP

Security considerations specific to each extension using this
protocol mechani smshall be discussed in the technical specification
detailing the extension.

| ANA Consi der ati ons
Regi stration of the followi ng val ue has been conpl eted [ RFC3383].
1. LDAP Message Type

The | ANA has registered an LDAP Message Type (25) to identify the
LDAP | nt er nedi at eResponse nessage as defined in section 3 of this
docunent .

The following registration tenplate i s suggested:

Subj ect: Request for LDAP Message Type Registration
Person & emmil address to contact for further information:
Roger Harrison <roger_harrison@ovell.conp
Speci fication: RFC3771
Aut hor/ Change Controller: |ESG
Comments: ldentifies the LDAP I nternedi at eResponse Message
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11. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe I ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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