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1. Introduction

RFC 2622 [1] defines the RPSL | anguage for the |IPv4 unicast routing
protocols and provides a series of guidelines for extending the RPSL
| anguage itself. Additionally, security extensions to the RPSL

| anguage are specified in RFC 2725 [2].

Thi s docunent proposes to extend RPSL according to the follow ng
goal s and requirenents:

0 Provide RPSL extensibility in the dinension of address famlies,
specifically, to allow users to docunent routing policy for |IPv6
and mul ticast.

o Extensions should be backward conpati ble with m nimal inpact on
exi sting tools and processes, follow ng Section 10 of RFC 2622 [ 1]
for guidelines on extendi ng RPSL.

0o Miintain clarity and non-anbiguity: RPSL information is used by
humans in addition to software tools.

0 Mnimze duplication of information, particularly when routing
policies for different address famlies are the sane.

The addition of 1 Pv6 and nulticast support to RPSL |eads to four
distinct routing policies that need to be distinguished in this
speci fication, nanely, (IPv4 {unicast|multicast}, |IPv6
{unicast|multicast}).

2. Specifying Routing Policy for Different Address Famlies
Routing policy is currently specified in the aut-num class using
"import:", "export:", and "default:" attributes. Sonetines it is

i mportant to distinguish policy for different address famlies, as
wel |l as a unicast routing policy froma multicast one.
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Al t hough the syntax of the existing inport, export, and default
attributes could be extended, this would present backward
conpatibility issues and could undermine clarity in the expressions.

Keeping this in mind, the "inport:", "export:", and "default:"
attributes inplicitly specify IPv4 unicast policy and will remain as
previously defined in RPSL, and new nulti-protocol (prefixed with the
string "np-") attributes will be introduced. These new "np-"

attributes are described bel ow.
2. 1. Anbi guity Resol ution

The sane peering can be covered by nore than one nulti-protocol
policy attribute or by a conbination of nulti-protocol policy

attri butes (when specifying |IPv4 unicast policy) and the previously
defined 1 Pv4 unicast policy attributes. In these cases,

i npl enent ati ons should follow the specification-order rule as defined
in Section 6.4 of RFC 2622 [1]. To break the anmbiguity, the action
corresponding to the first peering specification is used.

2.2. The afi Dictionary Attribute
This section introduces a new dictionary attribute:

Address Fanmily Identifier, <afi> is an RPSL |ist of address fanmilies
for which a given routing policy expression should be eval uat ed.
<afi>is optional within the new nulti-protocol attributes introduced
in the aut-numclass. A pseudo identifier named "any" is defined to
all ow for nore conpact policy expressions with converged routing
policy.

The possible values for <afi> are as foll ows:

i pv4. uni cast

i pv4. mul ti cast

i pv4 (equivalent to ipv4.unicast, ipv4.multicast)

i pv6. uni cast

i pv6. mul ti cast

i pv6 (equivalent to ipv6.unicast, ipv6.multicast)

any (equivalent to ipv4, ipv6)

any. uni cast (equivalent to ipv4.unicast, ipv6.unicast)
any. mul ticast (equivalent to ipv4.nulticast, ipv6.nulticast)

Appear ance of these values in an attribute nust be preceded by the
keyword afi .

An <afi-list> is defined as a comma-separated list of one or nore afi
val ues.
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2.

2.

2.

3.

4.

5.

RPSL Di ctionary Extensions

In order to support |IPv6 addresses specified with the next-hop rp-
attribute, a new predefined dictionary type entitled "i pv6_address"
is added to the RPSL dictionary. The definition of this type is
taken from Section 2.2 of RFC 3513 [3].

The next-hop rp-attribute is expanded in the dictionary as foll ows:

rp-attribute: # next hop router in a static route
next - hop
operator=(uni on i pv4_address, ipv6_address, enunfself])

A new val ue has been added for the <protocol > dictionary
speci ficati on:
MPBGP

MPBGP i s understood to be BGP4 with nulti-protocol extensions (often
referred to as BGP4+). BGP4+ could not be used, as the '+ character
is not allowed by the RPSL specification in protocol nanes.

| Pv6 RPSL Types

This docunent will reference three new | Pv6 RPSL types, nanely,

<i pv6- address>, <ipv6-address-prefix> and <i pv6-address-prefix-
range>. The <i pv6-address> and <i pv6-address-prefix> types are
defined in Sections 2.2 and 2.3 of RFC 3513 [3]. The <ipv6-address-
prefix-range> type adds a range operator to the <ipv6-address-prefix>
type. The range operator is defined in Section 2 of RFC 2622 [1].

np-i nport, np-export, and np-default
Three new policy attributes are introduced in the aut-num C ass:

np-i nport:
np- export:
np- def aul t:

These attributes incorporate the afi (address-family) specification.
Note that the afi specification is optional. |[If no afi specification
is present, the policy expression is presuned to apply to al

protocol families, nanely, ipv4.unicast, ipv4.nulticast,

i pv6. uni cast, and ipv6.nulticast. This is the equivalent of the afi
specification "afi any". The np-inport and np-export attributes have
both a basic policy specification and a nore powerful structured
policy specification.
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The syntax for the np-default attribute and the basic policy
specification of the nmp-inport and np-export attributes is as
foll ows:

Attribute Value Type
np-inport [protocol <protocol-1>] [into <protocol-2>] opti onal
[afi <afi-list>] mul ti-val ued
from <np- peering-1> [action <action-1>; ... <action-N>;]
from <np- peering-M> [action <action-1>; ... <action-N>;]

accept <mp-filter> [;]

np- export [protocol <protocol-1>] [into <protocol-2>] opti onal

[afi <afi-list>] mul ti-val ued
to <np-peering-1> [action <action-1>; ... <action-N>;]
to <np-peering-M> [action <action-1>; ... <action-N>;]

announce <mp-filter> [;]

np-default [afi <afi-list>] to <np-peering> opti onal
[action <action-1>; ... <action-N>;] nmul ti-val ued
[ networks <np-filter>]

The np-inport and np-export policies can be structured. As with RFC
2622 [1], structured policies are recommended only to advanced RPSL
users. The np-inport structured policy syntax is defined bel ow.

Pl ease note the semicolon at the end of an <inport-factor> is
mandatory for structured policy expressions, while being optional on
non-structured policy expressions. The np-export structured policy
syntax is expressed symmetrically to the np-inport attribute. The
structured syntax all ows exceptions and refinenents to policies by
use of the "except" and "refine" keywords. Further, the exceptions
and refinenents may specify an optional "afi" list to restrict the
policy expression to particular address famlies.

Note that the definition allows subsequent or "cascadi ng" refinenents
and exceptions. RFC 2622 [1] incorrectly refers to these as "nested"
expressions. The syntax does not allow true nested expressions.

<inmport-factor> ::=
from <np- peering-1> [action <action-1>; ... <action-M;]

from <np-peering-N> [action <action-1>; ... <action-K>;]
accept <np-filter>;

<inport-terms :: = inport-factor |

{

<inport-factor-1>
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<i mport-factor-N>
}

<i nport-expression> ::= <inport-ternp
<inport-ternk EXCEPT <afi-inport-expression>
<inport-ternk REFINE <afi-inport-expression>

<afi-inport-expression> ::= [afi <afi-list>] <inport-expression>

np-inport: [protocol <protocol-1>] [into <protocol-2>]
<afi -inport-expression>

2.5.1. <np-peering>

<np- peering> indicates the AS (and the router if present) and is
defined as follows:

<np- peeri ng> ::= <as-expressi on> [ <np-router-expressi on-1>]
[at <np-router-expression-2>] | <peering-set-nanme>

wher e <as-expression> is an expression over AS nunbers and AS sets
usi ng operators AND, OR, and EXCEPT, and <np-router-expression> is an
expressi on over router ipv4-addresses or ipv6-addresses, inet-rtr
nanes, and rtr-set nanes using operators AND, OR, and EXCEPT. The

bi nary "EXCEPT" operator is the set subtraction operator and has the
same precedence as the operator AND (it is semantically equivalent to
"AND NOT" conbination). That is, "(AS65001 OR AS65002) EXCEPT
AS65002" equal s "AS65001".

2.5.2. <mp-filter>

The <mp-filter> policy filter expression is derived fromthe RPSL
<filter> policy filter expression defined in section 5.4 of RFC 2622
[1]. <mp-filter> extends the <filter> expression to allow the
specification of I Pv6 prefixes and prefix ranges. In particular, an
Address-Prefix Set expression in an <np-filter> expressi on may

i nclude both IPv4 and | Pv6 prefixes or prefix ranges. <mp-filter>is
otherwi se identical to the RPSL <filter> expression. Address-Prefix
Sets are enclosed in braces, '{’ and '}’. The policy filter matches
the set of routes whose destination address-prefix is in the set.

For exanmpl e:

{ 192.0.2.0/24, 2001:0DB8::/32 }
{ 2001:0DB8: 0100: : / 48"+, 2001: 0DB8: 0200::/48"64 }
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2.5.3. Policy Exanples

The address family may be specified in subsequent refine or except
policy expressions and is valid only within the policy expression
that contains it.

Therefore, in the exanple

aut - num AS65534
nmp-inmport: afi any.unicast from AS65001 accept as-foo;
except afi any.unicast {
from AS65002 accept AS65226;
} except afi ipv6.unicast {
from AS65003 accept {2001:0DBS8::/32};
}

the | ast "except" is evaluated only for the IPv6 unicast address
famly, while other inport-expressions are evaluated for both the
| Pv6 and | Pv4 uni cast address famlies.

The eval uation of a policy expression is done by eval uating each of
its conponents. Evaluation of peering-sets and filter-sets is
constrained by the address famly. Such constraints may result in a
"NOT ANY" <mp-filter> or invalid <np-peering> depending on inplicit
or explicit definitions of the address family in the set. Conflicts
with explicit or inplicit declarations are resolved at runtine during
the eval uation of a policy expression. An RPSL eval uation

i npl erentation may wish to issue a warning in the case of a "NOTI' ANY"
<mp-filter> The follow ng np-inport policy contains an exanpl e of
an <nmp-filter> that should be evaluated as "NOT ANY":

aut - num AS65002
nmp-inmport: afi ipv6.unicast from AS65001 accept {192.0. 2.0/ 24}

3. route6 d ass

The route6 class is the I Pv6 equivalent of the route class. As with
the route class, the class key for the route6 class is specified by
the route6 and origin attribute pair. Oher than the route6
attribute, the route6 class shares the sane attribute nanmes with the
route class. Al though the attribute nanmes remain identical, the

i nject, conponents, exports-conps, holes, and mt-routes attributes
nmust specify I Pv6 prefixes and addresses rather than | Pv4 prefixes
and addresses. This requirenent is reflected by the specification of
<i pv6-router-expression> <ipv6e-filter> and <ipv6-address-prefix>
bel ow. <i pv6-address-prefix> has been previously defined. <ipv6-
filter>is related to <nmp-filter> as defined above in Section 2.5. 2,
with the exception that only <ipv6-address-prefix> types are
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permitted. Simlarly, <ipv6-router-expression>is related to
<np-r out er - expressi on> as defined above in Section 2.5.1 with the
exception that only <ipv6-address> types are pernitted.

Attribute Val ue Type

rout e6 <i pv6- addr ess- prefi x> mandat ory, class key,
si ngl e- val ued

origin <as- nunber > mandat ory, class key,
si ngl e- val ued

nmenber - of list of <route-set-nane> optional, nulti-val ued

i nj ect [at <ipv6-router-expression>] ... optional, multi-val ued

[action <action>]
[ upon <conditi on>]

component s [ATOM C] [[<ipv6-filter>] opti onal, single-val ued
[ protocol <protocol > <ipve-filter> ...]]

aggr - bndry <as- expressi on> opti onal, single-val ued

aggr-md i nbound or out bound opti onal, single-val ued
[ <as- expressi on>]

export-conps <ipvée-filter> optional, single-val ued

hol es list of <ipv6-address-prefix> optional, nulti-val ued

mmt - | ower list of <mtner-nanme> optional, nulti-val ued

mmt - r out es list of <mtner-nanme> optional, nulti-val ued

[{list of <ipv6-address-prefix-range>} or ANY]
Exanpl e:

r out e6: 2001: 0DB8: : / 32
origin: AS65001

4. Updates to Existing C asses to Support the Extensions
4.1. as-set O ass

The as-set class defines a set of Autononous Systens (AS), specified
either directly by listing themin the nenbers attribute or
indirectly by referring to another as-set or using the nbrs-by-ref
facility. More inportantly, "In a context that expects a route set
(e.g., nmenbers attribute of the route-set class), [...] an as-set
AS- X defines the set of routes that are originated by the ASes in
AS- X', (section 5.3 of RFC 2622 [1]).

The as-set class is therefore used to collect a set of route
prefixes, which may be restricted to a specific address famly.

The existing as-set class does not need any nodifications. The

eval uation of the class nust be filtered to obtain prefixes bel ongi ng
to a particular address fanmily using the traditional filtering
mechanismin use in Internet Routing Registry (IRR) systens today.

Bl unk, et al. St andar ds Track [ Page 8]



RFC 4012
4. 2. rout e-
This cl as
A new att
attribute
address-p
Attribute
np- menber s
Exanpl e:
rout e-set:
np- menber s:
np- menber s:
np- menber s:
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filter
mp-filter
Where <np
"filter:"
filter-se

shoul d reject

4.4. peerin

RPSLng

set Cl ass

s is used to specify a set of route prefixes.

ribute "np-nenbers:" is defined for this class.
all ows the specification of |Pv4 or |IPv6
refix-ranges.

Val ue Type

list of (<ipv4-address-prefix-range> optional,
or <i pv6-address-prefix-range>

or <route-set-nane>

or <route-set-nane><range- oper at or>)

rs-foo
rs-bar
2001: 0DB8::/32 # v6 nenber
192.0.2.0/ 24 # v4 nmenber

-set Cl ass

mp-filter:'

March 2005

Thi s

mul ti -val ued

attribute defines the set’s policy filter. A

Iter is a |logical expression that when applied to a set of

turns a subset of these routes. The relevant parts of the

ilter-set class are shown bel ow
Val ue Type

t <object - nane> mandat ory, single-val ued, class key
<filter> optional, single-val ued
<mp-filter> optional, single-val ued

-filter> is defined above in Section 2.5.2. Wile the

and "np-filter:" attributes are of type "optional", a
t nmust contain one of these two attributes. |nplenentations

g-set C ass

i nstances where both attributes are defined in an

object, as the interpretation of such a filter-set is undefined.

The peering set class is updated with a "np-peering:" attribute.

Attribute
peering-s
peering

np- peerin

Bl unk, et al

Val ue Type

et <obj ect - nane> mandat ory, single-val ued, class key
<peeri ng> optional, nulti-val ued

g <np- peeri ng> optional, nulti-val ued
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Exanpl e:
peering-set: pr ng- ebgp- peers
np- peeri ng: AS65002 2001:0DB8::1 at 2001: 0DB8:: 2

Wth <np-peering> defined as above in Section 2.5.1. Wile the
"peering:" and "np-peering:" attributes are of type "optional", a
peering-set nust contain at |east one of these two attributes.

4.5. inet-rtr d ass

Two new attributes are introduced to the inet-rtr class --
"interface:", which allows the definition of generic interfaces,
including the information previously contained in the "ifaddr:"
attribute, as well as support for tunnel definitions; and "np-
peer:", which includes and extends the functionality of the existing
"peer:" attribute. The syntax definition for the "interface:"
attribute foll ows:

Attribute Value Type

interface <ipv4-address> or <ipv6-address> optional, nulti-val ued
maskl en <mask>
[action <action>]
[tunnel <renote-endpoint-address>, <encapsul ati on>]

The syntax allows native IPv4 and I Pv6 interface definitions, as well
as the definition of tunnels as virtual interfaces. Wthout the
optional tunnel definition, this attribute allows the sane
functionality as the "ifaddr:" attribute but extends it to allow | Pv6
addr esses.

If the interface is a tunnel, the syntax is as foll ows:

<r enot e- endpoi nt - address> indicates the IPv4 or | Pv6 address of the
renote endpoint of the tunnel. The address family nust match that of
the |l ocal endpoint. <encapsul ation> denotes the encapsul ati on used
in the tunnel and is one of {GRE, IPinlP} (note that the outer and

i nner | P protocol versions can be deduced fromthe interface context
-- for exanple, IPv6-in-1Pv4 encapsulation is just IPinlP). Routing
policies for these routers should be described in the appropriate

cl asses (e.g., aut-num.

"attribute is defined below The difference between

" attribute is the inclusion of support

The "np-peer:’
this attribute and the "peer:
for | Pv6 addresses.
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Attribute Value Type

np- peer <pr ot ocol > <i pv4-address> <options> or opti onal
<protocol > <i pv6- address> <opti ons> or mul ti-val ued
<protocol > <inet-rtr-name> <options> or
<protocol > <rtr-set-nane> <options> or
<pr ot ocol > <peeri ng-set - name> <opti ons>

where <protocol> is a protocol nanme, and <options> is a
coma- separated |ist of peering options for <protocol> as provided
in the RPSL dictionary.

4.6. rtr-set O ass

The rtr-set class is extended with a new attribute, "np-nenbers:".
This attribute extends the original "menbers:" attribute by allow ng

the specification of |IPv6 addresses. It is defined as follows:
Attribute Val ue Type
np-menbers |ist of (<inet-rtr-nanme> or optional, multi-val ued

<rtr-set-name> or
<i pv4- addr ess> or
<i pv6- addr ess>)

5. RFC 2725 Extensions

RFC 2725 [2] introduces an authorization nodel to address the
integrity of policy expressed in routing registries. Two new
attri butes were defined to support this authorization nodel: the
"mt-routes” and "mt-lower" attributes.

In RPSLng, these attributes are extended to the route6 and inet6num
(described bel ow) classes. Further, the syntax of the existing mt-
routes attribute is nodified to allow the optional specification of

| Pv6 prefix range |lists when present in inet6énum route6, and aut-num
cl ass objects. This optional list of prefix ranges is a comma-
separated list enclosed in curly braces. In the aut-numclass, the

| Pv6 prefix ranges may be mixed with | Pv4 prefix ranges. The keyword
"ANY" may al so be used instead of prefix ranges. 1In the case of

i net 6num and route6 objects, "ANY" refers to all nore specifics of
the prefix in the class key field. For the aut-numclass, "ANY"
literally nmeans any prefix. The default when no additional set itens
are specified is "ANY". An abbreviated definition of the aut-num
class with the updated syntax for the mmt-routes attribute is
present ed bel ow.
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Attribute Val ue Type

aut - num <as- nunber > mandat ory, class key,
si ngl e- val ued

mmt - r out es list of <mtner-nanme> optional, nulti-val ued

[{list of (<ipv6-address-prefix-range> or
<i pv4- address-prefix-range>)} or ANY]

The following is an exanple of mt-routes usage. This exanple

aut hori zes MAI NT-65001 to create route6 objects with an origin AS of
65002 for I Pv6 address prefixes within the 2001: 0DB8: :/ 32"+ range,
and route objects with origin AS 65002 for |IPv4 prefixes within the
192. 0. 2. 0/ 24"+ range.

aut - num AS65002
mt - rout es: MAI NT- AS65001 {2001: 0DB8: : / 32"+, 192.0. 2. 0/ 24"+}

Note, that the inclusion of IPv6 prefix ranges within a mt-routes
attribute in an aut-num object may conflict with existing

i npl ementations of RPSL that support only IPv4 prefix ranges.
However, given the perceived |ack of inplenmentation of this optional
prefix range list, it was considered nore acceptable to extend the
existing definition of the mt-routes attribute in the aut-num class
rather than to create a new attribute type.

Attribute Val ue Type
i net 6num <i pv6- addr ess-prefi x> mandat ory, si ngl e-val ued,
cl ass key
net name <net nane> mandat ory, singl e-val ued
descr <free-fornp mandat ory, multi-val ued
country <country-code> mandat ory, multi-val ued
admi n-c <ni c- handl e> mandat ory, multi-val ued
tech-c <ni c- handl e> mandat ory, multi-val ued
remar ks <free-fornp optional, nulti-val ued
notify <emui | - addr ess> optional, nulti-val ued
mmt - | ower list of <mtner-nanme> optional, nulti-val ued
mmt - r out es list of <mtner-nanme> optional, nulti-val ued
[{list of <ipv6-address-prefix-range>} or ANY]

mmt - by list of <mtner-nanme> mandat ory, multi-val ued
changed <emui | - addr ess> <dat e> mandat ory, nulti-val ued
source <r egi st ry- nane> mandat ory, singl e-val ued

The <country-code> nust be a valid two-letter |1SO 3166 country code
identifier. <netname> is a synbolic nane for the specified | Pv6
address space. It does not have a restriction on RPSL reserved
prefixes. These definitions are taken fromthe Rl PE Dat abase

Ref erence Manual [4].
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5.1. Authorization Mddel for route6 Objects

Del eti on and update of a route6 object is not different from other
obj ects, as defined in RFC 2725 [2]. Creation rules of a route6
object is replicated here fromthe corresponding rules for route
object in RFC 2725 [2] section 9.9.

When a route6 object is added, the subm ssion nust satisfy two
authentication criteria. It must match the authentication specified
in the aut-num object and that specified in either a route6 object
or, if no applicable route6 object is found, an inet6num object.

An addition is submtted with an AS nunber and I Pv6 prefix as its
key. |If the aut-num object does not exist on a route6 to add, then
the addition is rejected. |If the aut-numexists, then the subm ssion
i s checked against the applicable nmaintainers. A search is then done
for the prefix, looking first for an exact nmatch and then, failing
that, for the longest prefix match | ess specific than the prefix
specified. |If this search succeeds, it will return one or nore
route6 objects. The subm ssion nust match an applicabl e mai ntai ner
in at |east one of these route6 objects for the addition to succeed.
If the search for a route6 object fails, then a search is perforned
for an inet6num object that exactly matches the prefix, or for the
nost specific ineténum |l ess specific than the route6 object
submi ssi on.

Once the aut-numand either a list of route6 objects or an inet6num
is found, the authorization is taken fromthese objects. The
appl i cabl e mai ntai ner object is any referenced by the mt-routes
attributes. If one or nore mt-routes attributes are present in an
object, the mt-by or mt-lower attributes are not considered. In
the absence of a mmt-routes attribute in a given object, the first
mt-lower attributes are used (only if the given object is an

i neténum object and it is less specific than the route6 object to be
added). If no applicable mt-lower attribute is found, then the
mt - by attributes are used for that object. The authentication mnust
match one of the authorizations in each of the two objects.

6. Security Considerations
Thi s docunent describes extensions to RFC 2622 [1] and RFC 2725 [2].
The extensions address the linitations of the aforenentioned

docunments with respect to IPv6 and nulticast. The extensions do not
i ntroduce any new security functionality or threats.
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8.

8.

1.

2.

Al t hough the extensions introduce no additional security threats, it
shoul d be noted that the original RFC 2622 [1] RPSL standard i ncl uded
several weak and/or vul nerabl e authentication nechanisns: first, the
"MAI L- FROM' schene, which can be easily defeated via source enai
address spoofing; second, the "CRYPT-PW schene, which is subject to
dictionary attacks and password sniffing if RPSL objects are

subm tted via unencrypted channels such as enmil; and, finally, the
"NONE" nechani sm which offers no protection for objects.
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