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Abstract

The wi despread interest in provider-provisioned Virtual Private
Network (VPN) solutions |ead to nenbs proposing different and
over | appi ng solutions. The |IETF working groups (first Provider
Provi sioned VPNs and | ater Layer 2 VPNs and Layer 3 VPNs) have

di scussed these proposals and docunented specifications. This has
|l ead to the devel opnent of a partially new set of concepts used to
descri be the set of VPN services.

To a certain extent, nore than one term covers the sanme concept, and

sonetimes the sane termcovers nore than one concept. This docunent

seeks to make the ternminology in the area clearer and nore intuitive.
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1. Introduction

A conparatively | arge nunber of nenos have been submitted to the
former PPVPN working group, and to the L2VPN, L3VPN, and PWE3 wor ki ng
groups, which all address the sanme probl em space; provider
provisioned virtual private networking for end custoners. The nenps
address a wi de range of services, but there is also a great deal of
comonal ity anpng the proposed sol utions.

This has led to the devel opment of a partial set of new concepts used
to describe this set of VPN services. To a certain extent, nobre than
one termcovers the sane concept, and sonetines the sane term covers
nore than one concept.

Thi s docunent proposes a foundation for a unified term nology for the
L2VPN and L3VPN wor ki ng groups. |In sone cases, the parallel concepts
within the PWE3 working group are used as references.

2.  PPVPN Ter mi nol ogy

The concepts and terns in this |list are gathered fromlInternet Drafts
sent to the L2VPN and L3VPN mailing lists (earlier the PPVPN mailing
list) and RFCs relevant to the L2VPN and L3VPN wor ki ng groups. The
focus is on term nol ogy and concepts that are specific to the PPVPN
area, but this is not strictly enforced; e.g., sone concepts and
terms within the PWE3 and (CGeneralized) MPLS areas are closely
related. W' ve tried to find the earliest uses of ternms and
concept s.

This docunent is intended to fully cover the concepts within the core
docunents fromthe L2VPN and L3VPN wor ki ng groups; i.e., [L3VPN-REQ,
[ L2VPN- REQ, [L3VPN-FRAME], [L2VPN], and [RFC3809]. The intention is
to create a conprehensive and unified set of concepts for these
docunments and, by extension, for the entire PPVPN area. To do so, it
is al so necessary to give sonme of the devel opnment the concepts of the
area have been through

The docunent is structured in four mjor sections. Section 4 |lists
the different services that have been or will be specified Section 5
lists the building blocks that are used to specify those services
Section 6 lists the functions needed in those services. Section 7
lists sone typical devices used in custoner and provi der networKks.
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3. Provider Provisioned Virtual Private Network Services

In this section, we define the term nology that relates the set of
services to solutions specified by the L2VPN and L3VPN wor ki ng
groups. The "pseudo wire" concept, which belongs to the PWE3 working
group, is included for reference purposes. For requirenments in

provi der provisioned VPNs, see [L3VPN REQJ .

Al'l terns and abbreviations are listed together with a brief
description of the service. The list is structured to give the nore
general information first and the nore specific later. The nanes of
services for which the I1ETF is working on solutions have been noved
to the top of the list. Oder and nore dated term nol ogy has been
pushed toward the end of the |ist.

3.1. Layer 3 VPN (L3VPN)

An L3VPN interconnects sets of hosts and routers based on Layer 3
addr esses; see [L3VPN FRAME].

3.2. Layer 2 VPN (L2VPN)

Three types of L2VPNs are described in this docunent: Virtual Private
Wre Service (VPW5) (Section 3.4); Virtual Private LAN Service

(VPLS) (Section 3.3); and IP-only LAN-1ike Service

(I'PLS) (Section 3.5).

3.3. Virtual Private LAN Service (VPLS)

A VPLS is a provider service that enulates the full functionality of
a traditional Local Area Network (LAN). A VPLS nakes it possible to
i nt erconnect several LAN segnments over a packet switched network
(PSN) and nakes the renote LAN segnents behave as one single LAN

For an early work on defining a solution and protocol for a VPLS, see
[L2VPN-REQ, [VPLS-LDP], and [VPLS].

In a VPLS, the provider network emul ates a | earning bridge, and
forwardi ng deci sions are taken based on MAC addresses or MAC
addresses and VLAN tag.

3.4. Virtual Private Wre Service (VPWS)

A Virtual Private Wre Service (VPW5) is a point-to-point circuit
(l'ink) connecting two Custoner Edge devices. The link is established
as a logical through a packet switched network. The CE in the
custoner network is connected to a PE in the provider network via an
Attachrment Circuit (see Section 6.1); the Attachnment Circuit is
either a physical or a logical circuit.

Ander sson & Madsen I nf or mat i onal [ Page 4]



RFC 4026 Provi der Provisioned VPN Ter ni nol ogy March 2005

The PEs in the core network are connected via a PW

The CE devices can be routers, bridges, switches, or hosts. |n sone
i npl ementations, a set of VPW5s is used to create a multi-site L2VPN
network. An exanple of a VPW5 solution is described in

[ PPVPN- L2VPN] .

A VPWs differs froma VPLS (Section 3.3) in that the VPLS is point to
mul tipoint, while the VPWS is point to point. See [L2VPN].

3.5. IP-Only LAN-Li ke Service (IPLS)
An IPLS is very like a VPLS (see Section 3.3), except that

0o it is assuned that the CE devices (see Section 5.1) are hosts or
routers, not swtches,

o it is assuned that the service will only have to carry | P packets,
and supporting packets such as | CVMP and ARP (ot herw se | ayer 2
packets that do not contain IP are not supported); and

0 the assunption that only IP packets are carried by the service
applies equally to IPv4 and | Pv6 packets.

While this service is a functional subset of the VPLS service, it is
consi dered separately because it nay be possible to provide it by
using different mechani snms, which may allow it to run on certain
hardware platforns that cannot support the full VPLS functionality

[ L2VPN] .

3.6. Pseudo Wre (PW

The PWE3 working group within the | ETF specifies the pseudo wire
technol ogy. A pseudo wire is an emnul ated poi nt-to-point connection
over a packet switched network that allows the interconnection of two
nodes with any L2 technology. The PWshares sone of the building

bl ocks and architecture constructs with the point-to-nultipoint
solutions; e.g., PE (see Section 5.2) and CE (see Section 5.1). An
early solution for PW is described in [ TRANS-MPLS]. Encapsul ation
formats readily used in VPW5, VPLS, and PW are described in

[ ENCAP- MPLS] .  Requirenments for PW are found in [ RFC3916], and

[ PAE3- ARCH] presents an architectural framework for PWs.

3.7. Transparent LAN Service (TLS)

TLS was an early nanme used to describe the VPLS service. TLS has
been replaced by VPLS, which is the current term
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3.8. Virtual LAN (VLAN)

The term VLAN was specified by | EEE 802.1Q it defines a nmethod of
differentiating traffic on a LAN by tagging the Ethernet franes. By
extension, VLAN is used to nean the traffic separated by Ethernet
frame taggi ng or simlar mechanisns.

3.9. Virtual Leased Line Service (VLLS)

The term VLLS has been replaced by term VPWs. VLLS was used in a now
dat ed docunent intended to create nmetrics by which it should have
been possible to conpare different L2VPN sol utions. This documnent
has now expired, and the work has been term nated.

3.10. Virtual Private Network (VPN)

VPN is a generic termthat covers the use of public or private
networks to create groups of users that are separated from ot her
network users and that nay conmmuni cate anong themas if they were on
a private network. It is possible to enhance the |evel of separation
(e.g., by end-to-end encryption), but this is outside the scope of

| ETF VPN wor ki ng group charters. This VPN definition is from

[ RFC2764] .

In the [L3VPN-FRAME], the term VPN is used to refer to a specific set
of sites as either an intranet or an extranet that have been
configured to allow conmuni cation. Note that a site is a nenber of
at | east one VPN and may be a nmenber of many.

In this docunent, "VPN' is also used as a generic nanme for al
services listed in Section 3.

3.11. Virtual Private Switched Network (VPSN)
The term VPSN has been replaced by the term VPLS. The requirenents

have been nmerged into the L3VPN [ L3VPN-REQ and L2VPN [ L2VPN- REQ
requirenments.
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4. (Cassification of VPNs

The termi nol ogy used in [ RFC3809] is defined based on the figure

bel ow.
PPVPN
I
I I
Layer 2 Layer 3
I I
I I I I
P2P P2M PE- based CE- based
(YR | ! ] | ! | I
VPLS | PLS BGP/ MPLS Vi rtual | Psec
| P VPNs Rout er
Figure 1

The figure above presents a taxonomy of PPVPN technol ogies. Sone of
the definitions are given bel ow

CE- based VPN. A VPN approach in which the shared service provider
net wor k does not have any know edge of the custoner VPN. This
information is limted to CE equi pnment. Al the VPN-specific
procedures are perfornmed in the CE devices, and the PE devices are
not aware in any way that sone of the traffic they are processing is
VPN traffic (see al so [ L3VPN- FRAME] ).

PE- Based VPNs: A Layer 3 VPN approach in which a service provider
network is used to interconnect custoner sites using shared
resources. Specifically, the PE device maintains VPN state,

i solating users of one VPN fromusers of another. Because the PE
device maintains all required VPN states, the CE device may behave as
if it were connected to a private network. Specifically, the CEin a
PE- based VPN nust not require any changes or additional functionality
to be connected to a PPVPN instead of a private network.

The PE devices know that certain traffic is VPN traffic. They
forward the traffic (through tunnels) based on the destination IP
address of the packet, and optionally based on other information in
the | P header of the packet. The PE devices are thenselves the
tunnel endpoints. The tunnels may nake use of various encapsul ations
to send traffic over the SP network (such as, but not restricted to,
GRE, IP-in-1P, IPsec, or MPLS tunnels) [L3VPN FRAME].
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Virtual Router (VR) style: A PE-based VPN approach in which the PE
router maintains a conplete logical router for each VPN that it
supports. Each logical router naintains a unique forwarding table
and executes a unique instance of the routing protocols. These VPNs
are described in [L3VPNVR].

BGP/ MPLS | P VPNs: A PE-based VPN approach in which the PE router

mai ntai ns a separate forwardi ng environment and a separate forwarding
table for each VPN. In order to maintain nultiple forwarding table

i nstances while running only a single BGP instance, BGP/ MPLS | P VPNs
mark route advertisenents with attributes that identify their VPN
context. These VPNs are based on the approach described in

[ RFC2547bi s] .

RFC 2547 Style: The term has been used by the L3VPN to describe the
extensions of the VPNs defined in the informational RFC 2547

[ RFC2547]. This term has now been replaced by the term BGP/ MPLS | P
VPNs.

5. Building Blocks

Starting with specifications of L3VPNs (e.g., the 2547 specification
[ RFC2547] and [ RFC2547bis] and Virtual Routers [L3VPN-VR]), a way of
descri bing the building blocks and allocation of functions in VPN
sol uti ons was devel oped. The building bl ocks are often used in
day-to-day talk as if they were physical boxes, conmon for all

servi ces.

However, for different reasons, this is an oversinplification. Any
of the building blocks could be inplenmented across nore than one
physi cal box. How conmon the use of such inplenmentations will be is
beyond the scope of this docunent.

5.1. Custoner Edge Device (CE)

A CE is the nanme of the device with the functionality needed on the
custoner prenises to access the services specified by the forner
PPVPN wor ki ng group in relation to the work done on L3VPNs

[ L3VPN- FRAME] . The concept has been nodified; e.g., when L2VPNs and
CE-based VPNs were defined. This is addressed further in the
sub-sections of this section.

There are two different aspects that have to be considered in nam ng
CE devices. One could start with the type of device that is used to
i npl enent the CE (see Section 5.1.1). It is also possible to use the
service the CE provides whereby the result will be a set of "prefixed
CEs", (see Section 5.1.2).
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It is cormpn practice to use "CE" to indicate any of these boxes, as
it is very often unanmbi guous in the specific context.

5.1.1. Device Based CE Nam ng
5.1.1.1. Custoner Edge Router (CE-R

A CE-Ris arouter in the customer network interfacing the provider
network. There are many reasons to use a router in the custoner
network; e.g., in an L3VPN using private |IP addressing, this is the
router that is able to do forwardi ng based on the private addresses.
Anot her reason to require the use of a CE-R on the custoner side is
that one wants to limt the nunber of MAC addresses that need to be
| earned in the provider network.

A CE-R could be used to access both L2 and L3 services.
5.1.1.2. Custoner Edge Switch (CE-S)

A CE-Sis a service aware L2 switch in the customer network
interfacing the provider network. In a VPW5 or a VPLS, it is not
strictly necessary to use a router in the custonmer network; a |layer 2
switch mght very well do the job.

5.1.2. Service Based CE Nam ng

The |ist bel ow contains exanples of how different functionality has
been used to name CEs. There are nmany exanples of this type of

nam ng, and we only cover the nost frequently used functional names.
As these are functional nanes, it is quite possible that on a single
pi ece of equi pnent there are platfornms for nore than one type of
function. For exanple, a router might at the same tine be both a
L2VPN-CE and a L3VPN-CE. It might also be that the functions needed
for a L2VPN-CE or L3VPN-CE are distributed over nore than one

pl atform

5.1.2.1. L3VPN CE
An L3VPN-CE is the device or set of devices on the custoner prenmnises
that attaches to a provider provisioned L3VPN, e.g., a 2547bis
i npl emrent ati on.

5.1.2.2. VPLS-CE

A VPLS-CE is the device or set of devices on the custoner premnises
that attaches to a provider provisioned VPLS.
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5.1.2.3. VPWs-CE

A VPW5-CE is the device or set of devices on the custoner premnises
that attaches to a provider provisioned VPWS.

5.2. Provider Edge (PE)

A PE is the nanme of the device or set of devices at the edge of the
provider network with the functionality that is needed to interface
with the custonmer. Wthout further qualifications, PEis very often
used for naming the devices since it is nade unanbi guous by the

cont ext .

In naming PEs there are three aspects that we need to consider, the
servi ce they support, whether the functionality needed for service is
di stributed across nore than one device and the type of device they
are build on.

5.2.1. Device Based PE Nam ng
Both routers and switches may be used to inplenment PEs; however, the
scaling properties will be radically different dependi ng on which
type of equi pnent is chosen

5.2.1.1. Provider Edge Router (PE-R

A PE-Ris a L3 device that participates in the PSN (see Section 8)
routi ng and forwards packets based on the routing infornation

5.2.1.2. Provider Edge Switch (PE-S)
A PE-Sis a L2 device that participates in for exanple a switched
Et hernet taking forwardi ng decision packets based on L2 address
i nformati on.

5.2.2. Service Based PE Nam ng

5.2.2.1. L3VPN PE
An L3VPN-PE is a device or set of devices at the edge of the provider
network interfacing the custoner network, with the functionality
needed for an L3VPN

5.2.2.2. VPW5- PE
A VPW5-PE is a device or set of devices at the edge of the provider

network interfacing the custoner network, with the functionality
needed for a VPWS
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5.2.2.3. VPLS-PE

A VPLS-PE is a device or set of devices at the edge of the provider
network interfacing the custoner network, with the functionality
needed for a VPLS.

5.2.3. Distribution Based PE Nam ng
For scaling reasons, in the VPLS/ VPW5 cases sonetines it is desired
to distribute the functions in the VPLS VPWs-PE across nore than one
device. For exanple, is it feasible to allocate MAC address | earning
on a conparatively small and i nexpensive device close to the custoner
site, while participation in the PSN signalling and setup of PE to PE
tunnels are done by routers closer to the network core.
When distributing functionality across devices, a protocol is needed
to exchange informati on between the Network facing PE (N-PE) (see
Section 5.2.3.1) and the User facing PE (U-PE) (see Section 5.2.3.2).
5.2.3.1. Network Facing PE (N PE)

The N-PE is the device to which the signalling and control functions
are all ocated when a VPLS-PE is distributed across nore than one box.

5.2.3.2. User Facing PE (U PE)
The U-PE is the device to which the functions needed to take
forwarding or switching decisions at the ingress of the provider
net wor k.

5.3. Core

5.3.1. Provider Router (P)
The P is defined as a router in the core network that does not have
interfaces directly toward a custoner. Therefore, a P router does
not need to keep VPN state and is VPN unaware.

5.4. Naming in Specific Internet Drafts

5.4.1. Layer 2 PE (L2PE)

L2PE is the joint nane of the devices in the provider network that
i npl enent L2 functions needed for a VPLS or a VPW5
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5.4.2. Logical PE (LPE)

The term Logi cal PE (LPE) originates froma dated Internet Draft,
"VPLS/ LPE L2VPNs: Virtual Private LAN Services using Logical PE
Architecture”, and was used to describe a set of devices used in a
provider network to inplenent a VPLS. In a LPE, VPLS functions are
di stributed across snmall devices (PE-Edges/U PE) and devices attached
to a network core (PE-Core/N-PE). 1In an LPE solution, the PE-edge
and PE-Core can be interconnected by a switched Ethernet transport
network or uplinks. The LPE will appear to the core network as a
single PE. In this docunent, the devices that constitutes, the LPE
are called N-PE and U PE.

5.4.3. PE-CLE

An alternative nane for the U PE suggested in the expired Internet
Draft, "VPLS architectures".

5.4.4. PE-Core

See the origins and use of this concept in Section 5.4.2.
5.4.5. PE-Edge

See the origins and use of this concept in Section 5.4.2.
5.4.6. PE-POP

An alternative nane for the U PE suggested in the expired Internet
Draft, "VPLS architectures".

5.4.7. VPLS Edge (VE)
The term VE originates froma dated Internet Draft on a distributed
transparent LAN service and was used to describe the device used by a
provi der network to hand off a VPLS to a custoner. In this docunent,
the VE is called a VPLS-PE. This nanme is dated.

6. Functions

In this section, we have grouped a nunber of concepts and terns that
have to be perfornmed to make the VPN services work.

6.1. Attachnent Circuit (AC

In a Layer 2 VPN the CE is attached to PE via an Attachnent Crcuit
(AC). The AC may be a physical or |ogical Iink.
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6. 2. Backdoor Li nks

Backdoor Links are |inks between CE devices that are provided by the
end custoner rather than by the SP;, they may be used to interconnect
CE devices in nultiple-hom ng arrangenents [L3VPN- FRAME]

6.3. Endpoint D scovery

Endpoi nt di scovery is the process by which the devices that are aware
of a specific VPN service will find all custonmer facing ports that
bel ong to the sane servi ce.

The requirenents on endpoint discovery and signalling are di scussed
in [L3VPNNREQ. It was also the topic in a now dated Internet Draft
reporting froma design teamactivity on VPN di scovery.

6.4. Fl ooding

Flooding is a function related to L2 services; when a PE receives a
frame with an unknown destination MAC address, that franme is send out
over (flooded) every other interface.

6.5. MAC Address Learning

MAC address learning is a function related to L2 services; when PE
receives a frane with an unknown source MAC address, the relationship
bet ween t hat MAC-address and interface is |earned for future
forwardi ng purposes. 1In a layer 2 VPN solution fromthe L2VPN WG
this function is allocated to the VPLS-PE

6.5.1. Qalified Learning
In qualified | earning, the I earning decisions at the U PE are based
on the custonmer Ethernet frane’s MAC address and VLAN tag, if a VLAN
tag exists. If no VLAN tag exists, the default VLAN is assuned.
6.5.2. Unqualified Learning

In unqualified |l earning, learning is based on a custoner Ethernet
frame’s MAC address only.

6.6. Signalling

Signalling is the process by which the PEs that have VPNs behind them
exchange information to set up PWs, PSN tunnels, and tunnel

mul ti pl exers. This process night be automated through a protocol or
done by manual configuration. Different protocols may be used to
establish the PSN tunnel s and exchange the tunnel nultipl exers.
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7. ' Boxes’

W |list a set of boxes that will typically be used in an environnment
that supports different kinds of VPN services. W have chosen to

i ncl ude sone nanmes of boxes that originate outside the protocol
speci fyi ng organi sati ons.

7.1. Aggregation Box

The aggregation box is typically an L2 switch that is service unaware
and is used only to aggregate traffic to nmore function rich points in
t he networKk.

7.2. Customer Prem ses Equi pnent (CPE)

The CPE equi pnent is the box that a provider places with the
custoner. It serves two purposes: giving the customer ports to plug
into and making it possible for a provider to nonitor the
connectivity to the customer site. The CPE is typically a | ow cost
box with limted functionality and, in npst cases, is not aware of
the VPN services offered by the provider network. The CPE equi pnent
is not necessarily the equi pment to which the CE functions are
allocated, but it is part of the provider network and is used for
noni t ori ng purposes.

The CPE name is used primarily in network operation and depl oynent
contexts and shoul d not be used in protocol specifications.

7.3. Milti-Tenant Unit (MIU)

An MIU is typically an L2 switch placed by a service provider in a
bui I di ng where several custoners of that service provider are

| ocated. The termwas introduced in an Internet Draft specifying a
VPLS solution with function distributed between the MIU and the PE in
the context of a [VPLS]

The MIU device nane is used primarily in network operation and
depl oynment contexts and should not be used in protoco
specifications, as it is also an abbreviation used for Maxi num
Transmt Units.

8. Packet Switched Network (PSN)

A PSN is the network through which the tunnels supporting the VPN
services are set up
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8.1. Route Distinguisher (RD)

A Rout e Distinguisher [ RFC2547bis] is an 8-byte val ue that, together
with a 4 byte | Pv4 address, identifies a VPN-1Pv4 address famly. |If
two VPNs use the sanme | Pv4 address prefix, the PEs translate these
into unique VPN-|IPv4 address prefixes. This ensures that if the same
address is used in tw different VPNs, it is possible to install two
conpletely different routes to that address, one for each VPN

8.2. Route Reflector

Aroute reflector is a network el ement owned by a Service Provider
(SP) that is used to distribute BGP routes to the SP' s BGP-enabl ed
routers [ L3VPN FRAME] .

8.3. Route Target (RT)

A Route Target attribute [RFC2547bi s] can be thought of as
identifying a set of sites or, nore precisely, a set of VRFs (see
Section 8.9).

Associating a particular Route Target with a route allows that route
to be placed in all VRFs used for routing traffic received fromthe
correspondi ng sites.

A Route Target attribute is also a BGP extended community used in

[ RFC2547] and [BGP-VPN]. A Route Target conmunity is used to
constrain VPN information distribution to the set of VRFs. A route
target can be perceived as identifying a set of sites or, nore
precisely, a set of VRFs.

8.4. Tunnel

A tunnel is connectivity through a PSN that is used to send traffic
across the network fromone PE to another. The tunnel provides a
means to transport packets fromone PE to another. Separation of one
custoner’s traffic fromanother customer’s traffic is done based on
tunnel nultiplexers (see Section 8.5). How the tunnel is established
depends on the tunnelling nmechani snms provided by the PSN, e.g., the
tunnel coul d be based on the | P-header, an MPLS | abel, the L2TP
Session ID, or the GRE Key field.
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8.5. Tunnel Miltiplexor

A tunnel nultiplexor is an entity that is sent with the packets
traversing the tunnel to make it possible to decide which instance of
a service a packet belongs to and fromwhich sender it was received.
In [ PPVPN-L2VPN], the tunnel multiplexor is formatted as an MPLS

| abel .

8.6. Virtual Channel (VO

A VC is transported within a tunnel and identified by its tunnel

mul tiplexer. A virtual channel is identified by a VC (Virtua
Channel Identifier). |In the PPVPN context, a VCl is a VC |abel or
tunnel nultiplexer, and in the Martini case, it is equal to the VC D

8.7. VC Label

In an MPLS-enabled IP network, a VC label is an MPLS | abel used to
identify traffic within a tunnel that belongs to a particul ar VPN
i.e., the VC label is the tunnel nmultiplexer in networks that use
MPLS | abel s.

8.8. Inner Label
"Inner |abel" is another nanme for VC | abel (see Section 8.6).

8.9. VPN Routing and Forwardi ng (VRF)
I n networks running 2547 VPN s [ RFC2547], PE routers maintain VRFs.
A VRF is a per-site forwarding table. Every site to which the PE
router is attached is associated with one of these tables. A
particul ar packet’s | P destination address is |ooked up in a
particular VRF only if that packet has arrived directly froma site
that is associated with that table.

8.10. VPN Forwardi ng Instance (VFI)
VPN Forwardi ng Instance (VFI) is a logical entity that resides in a

PE that includes the router information base and forwarding
i nformati on base for a VPN i nstance [L3VPN- FRAME] .
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8.11. Virtual Switch Instance (VSI)

In a layer 2 context, a VSI is a virtual sw tching instance that
serves one single VPLS [L2VPN]. A VSI perforns standard LAN (i.e.
Et hernet) bridging functions. Forwarding done by a VSI is based on
MAC addresses and VLAN tags, and possibly on other rel evant
information on a per VPLS basis. The VSI is allocated to VPLS-PE or
in the distributed case, to the U PE

8.12. Virtual Router (VR

A Virtual Router (VR) is software and hardware based enul ation of a
physical router. Virtual routers have independent IP routing and
forwarding tables, and they are isolated fromeach other; see

[ L3VPN- VR .

9. Security Considerations
This is a term nol ogy docunent and as such doesn’t have direct
security inplications. Security considerations will be specific to
sol utions, franmeworks, and specification docunents whose term nol ogy
is collected and di scussed in this docunent.
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