Net wor k Wor ki ng Group D. Peterson
Request for Coments: 3822 Conput er Networ k Technol ogy (CNT)
Cat egory: Standards Track July 2004

Fi ndi ng Fi bre Channel over TCP/IP (FCIP) Entities
Usi ng Service Location Protocol version 2 (SLPv2)
Status of this Meno
Thi s docunment specifies an Internet standards track protocol for the
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i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
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Copyright (C The Internet Society (2004).
Abstract

Thi s docunent defines the use of Service Location Protocol version 2
(SLPv2) by Fibre Channel over TCP/IP (FCIP) Entities.

1. Introduction
Thi s docunent describes the use of the Service Location Protocol
version 2 in perform ng dynam c di scovery of participating Fibre
Channel over TCP/IP (FCIP) Entities. |nplenentation guidelines,
service type tenplates, and security considerations are specified.
2. Notation Conventions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Term nol ogy
Here are sone definitions that may aid readers that are unfaniliar

wth either SLP or FCIP. Sone of these definitions have been
reproduced from [ RFC2608] and [ RFC3105].
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User Agent (UA)

Servi ce Agent (SA)

Directory Agent (DA)

Scope

Servi ce Adverti senent

FCIP Entity

FCIP Entity Nane

FCI P Di scovery Domai n

A process working on the client’s behal f
to establish contact with sone servi ce.
The UA retrieves service information from
the Service Agents or Directory Agents.

A process working on behal f of one or nore
services to advertise the services and
their capabilities.

A process which collects service
advertisements. There can only be one DA
present per given host.

A naned set of services, typically making
up a logical admnistrative group

A URL, attributes, and a lifetine

(i ndicating how long the advertisenent is
valid), providing service access

i nformati on and capabilities description
for a particular service.

The principle FCIP interface point to the
| P networKk.

The world wide nane of the switch if the
FCIP Entity resides in a switch or the
worl d wi de node nane of the associ ated
Nx_Port.

The FCI P Di scovery Domain specifies which
FCIP Entities are allowed to discover each
other within the bounds of the scope.

4. Using SLPv2 for FCIP Service Discovery

At least two FCIP Entities nust be involved in the entity discovery

process. The end result
nmore peer FCIP Entities.

is that an FCIP Entity will discover one or

4.1. Discovering FCIP Entities using SLPv2

Figure 1 shows the rel ati onship between FCIP Entities and their

associ ated SLPv2 agents.
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Figure 1: FCIP Entity and SLPv2 Agent Rel ati onship.

As indicated in Figure 1, each FCIP Entity contains an FCIP Contro
and Services Mddule that interfaces to an SLPv2 SA and UA

The SA constructs a service adverti senent of the type
"service:fcip:entity" for each of the service URLs it wishes to

regi ster. The service advertisenment contains a lifetine, along with
other attributes defined in the service tenplate.

The remai nder of the discovery process is identical to that used by
any client/server pair inplementing SLPv2:

1. If an SLPv2 DA is found [ RFC2608], the SA contacts the DA and
regi sters the service advertisenent. Wether or not one or nore
SLPv2 DAs are discovered, the SA nmaintains the service
advertisement itself and answers mnulticast UA queries directly.
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2. When the FCIP Entity requires contact information for a peer FCIP
Entity, the UA either contacts the DA using unicast or the SA
using nulticast using an SLPv2 service request. The UA service
request includes a query, based on the attributes, to indicate the
characteristics of the peer FCIP Entities it requires.

3. Once the UA has the I P address and port nunber of a peer FCIP
Entity, it may begin the nornmal connection procedure, as described
in [ RFC3821], to a peer FCIP Entity.

The use of a DA is RECOMVENDED for SLPv2 operations in an FCP
envi ronment .

4.1.1. FC P Discovery Donai ns
The concept of a discovery domain provides further granularity of
control of allowed discovery between FCIP Entities within a specific
SLPv2 scope.

Figure 2 shows an exanple relationship between FCIP Entities and
their associated di scovery domains within a specified SLPv2 scope.

= *************************purpI e*********************** =
= ¥ HHH#HOr ange#HHEHAHEHAHHHAHHBRTH AR * =
= F oo Lrrriroluel (10T nrrrrrrnr * =
= * #| FCAP |/ # [ * =
= * # | Entity A| / # /[ * =
= * H o ommm e e e oo oo / H o ommm e e e e oo oo / * =
= * # / # | FCIP | 1 * =
= * # / # | Entity C| [/ * =
= * # S H o ommm e e e e oo oo / * =
= * # /| FAP | # [ * =
= * # / | Entity B| # /[ * =
= * # S # / * =
= F  HAEHHHHHAHBHAR AR R R R [ * =
= * Lrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr o =

Figure 2: FCIP Entity and Di scovery Domai n Exanpl e.
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Wthin the specified scope "fcip", the adninistrator has defined a
di scovery donmmin "purple", allowing FCIP Entities A, B, and Cto

di scover each other. This discovery domain is illustrated using the
"*" character.

Wthin the specified scope "fcip", the adninistrator has defined a
di scovery donmin "orange", allowing FCIP Entity A to discover FCIP
Entity B, but not FCIP Entity C. This discovery domain is
illustrated using the "#" character.

Wthin the specified scope "fcip", the adninistrator has defined a
di scovery donmain "blue", allowing FCIP Entity C to discover FCIP
Entity B, but not FCIP Entity A This discovery domain is
illustrated using the "/" character.

For the exanple relationship shown in Figure 2, the value of the
fci p-di scovery-domain attribute for each FCIP Entity is as foll ows:

FCIP Entity A = orange, purple

FCIP Entity B = orange, bl ue, purpl e

FCIP Entity C = bl ue, purple

5. FCIP SLPv2 Tenpl at es
Two tenplates are provided: an FCIP Entity tenplate, and an abstract
tenplate to provide a neans of adding other FCIP related tenplates in
the future

5.1. The FCI P Abstract Service Type Tenpl ate

This tenpl ate defines the abstract service "service:fcip". It is
used as a top-level service to encapsulate all other FCIP rel ated
servi ces.

Nane of submitter: David Peterson
Language of service tenplate: en
Security Considerations: see section 6.
Tenpl ate Text:

tenpl ate-type=fcip

tenpl at e-ver si on=0. 1

tenpl at e- descri pti on=
This is an abstract service type. The purpose of the fcip service
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type is to enconpass all of the services used to support the FCIP
pr ot ocol

tenmpl ate-url -syntax =

url-path= ; Depends on the concrete service type.

5.2. The FCIP Entity Concrete Service Type Tenpl ate

This tenplate defines the service "service:fcip:entity". A device
containing FCIP Entities that wi shes to have them di scovered via
SLPv2 woul d regi ster each of themw th each of their addresses, as
this service type.

FCIP Entities wishing to discover other FCIP Entities in this manner
will generally use one of the follow ng exanpl e query strings:

1. Find a specific FCIP Entity, given its FCIP Entity Name:

Service: service:fcip:entity
Scope: fcip-entity-scope-Iist
Query: (fcip-entity-name=\ff\210\ 00\ 00\ 60\ 69\ 20\ 34\ 0C)

2. Find all of the FCIP Entities within a specified FCIP D scovery
Domai n:

Service: service:fcip:entity
Scope: fcip-entity-scope-Iist
Qery: (fcip-di scovery-domai n=f ci p-di scovery- donai n- nane)

3. In addition, a nanagenent application my w sh to di scover al
FCIP Entities:

Service: service:fcip:entity
Scope: nmanagenent - servi ce- scope-| i st
Query: none

Nane of submitter: David Peterson

Language of service tenplate: en

Security Considerations: see section 6.

Tenpl ate Text:

------------------------- tenpl ate begins here-----------------------
tenpl ate-type=fcip:entity

tenpl at e-ver si on=0. 1

Pet er son St andar ds Track [ Page 6]



RFC 3822 Finding FCIP Entities Using SLPv2 July 2004

tenpl at e-descri ption=
This is a concrete service type. The fcip:entity service type is
used to register individual FCIP Entity addresses to be discovered
by others. UAs will generally search for these by including one of
the foll ow ng:
- the FCIP Entity Name for which an address is needed
- the FCIP Discovery Domain Nanme for which addresses are requested
- the service URL

tenmpl ate-url -syntax =
url-path = hostport

hostport = host [ ":" port ]

host = hostnanme / host nunber

host nane = *( domai nl abel "." ) toplabel

al phanum = ALPHA / DIGA T

domai nl abel = al phanum / al phanum * [al phanum/ "-"] al phanum
topl abel = ALPHA / ALPHA * [ al phanum/ "-" ] al phanum

host nunber = i pv4- nunber

i pv4-nunber = 1*3DIGT 3("." 1*3DIAT)
port = 1*DIG T

A DNS host nanme should be used along with the well-known
| ANA FCI P port nunber for operation with NAT/ NAPT devi ces.

service:fcip:entity://host.exanpl e.com

Exanpl es:
: service:fcip:entity://192.0.2.0: 4000

fcip-entity-name = opaque L

# If the FCIP Entity is a VE Port/B_Access inpl enentation [FC- BB-2]
# residing in a swtch, the fcip-entity-nane is the Fi bre Channel
# Switch Name [FC-SW3]. Oherwi se, the fcip-entity-nane is the

# Fi bre Channel Node Nanme [FC-FS] of the port (e.g., an Nx_Port)

# associated with the FCIP Entity.

# An entity representing multiple endpoints nust register each of
# the endpoints using SLPv2.

transports = string ML

tcp

# This is a list of transport protocols that the registered entity
# supports. FCIP is currently supported over TCP only.

tcp
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mgnt-entity = string MO L

# The URL's of the managenent interface(s) are appropriate for SNWP,
# web- based, or telnet nmanagenent of the FCIP Entity.

# Exanpl es:

# http://fcipentity.exanple.com 1080/

# telnet://fcipentity.exanple.com

fci p-di scovery-domain = string ML

fcip

# The fcip-di scovery-domain string contains the name(s) of the FCIP
# di scovery domain(s) to which this FCIP Entity bel ongs.

6. Security Considerations

The SLPv2 security nodel as specified in [ RFC2608] does not provide
confidentiality, but does provide an authentication nechani smfor UAs
to assure that service advertisenents only cone fromtrusted SAs with
the exception that it does not provide a nechani smfor authenticating
"zero-result responses". See [RFC3723] for a discussion of the SLPv2
[ RFC2608] security nodel

Once an FCIP Entity is discovered, authentication and authorization
are handled by the FCIP protocol. It is the responsibility of the
providers of these services to ensure that an inappropriately
advertised or discovered service does not conpronise their security.

When no security is used for SLPv2, there is a risk of distribution
of false discovery information. The primary countermeasure for this
risk is authentication. Wen this risk is a significant concern,

| Psec SAs SHOULD be used for FCIP traffic subject to this risk to
ensure that FCIP traffic only flows between endpoints that have
participated in I KE authentication. For exanple, if an attacker

di stributes discovery information falsely claimng that it is an FCIP
endpoint, it will lack the secret information necessary to
successfully conplete | KE aut hentication, and hence will be prevented
fromfalsely sending or receiving FCIP traffic.

There remains a risk of a denial of service attack based on repeated
use of false discovery information that will cause the initiation of
| KE negotiation. The counternmeasures for this are adm nistrative
configuration of each FCIP Entity to limt the peers that it is
willing to conmunicate with (i.e., by IP address range and/ or DNS
domai n), and mai ntenance of a negative authentication cache to avoid
repeatedly contacting an FCIP Entity that fails to authenticate.
These three nmeasures (i.e., IP address range |limts, DNS domain
limts, negative authentication cache) MJST be inpl enent ed.
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6.

10.

Pe

1. Security Inplenmentation

Security for SLPv2 in an I P storage environnent is specified in

[ RFC3723]. IPsec is mandatory-to-inplement for IPS clients and
servers. Thus, all IP storage clients, including those invoking SLP,
can be assuned to support IPsec. SLP servers, however, cannot be
assuned to inplenent |Psec, since there is no such requirenment in
standard SLP. In particular, SLP Directory Agents (DA) nmay be
runni ng on machi nes ot her than those running the I PS protocols.

| Psec SHOULD be inplenented for SLPv2 as specified in [RFC3723]; this
includes ESP with a non-null transformto provide both authentication
and confidentiality.

Because the | P storage services have their own authentication
capabilities when |ocated, SLPv2 authentication is OPTIONAL to
i npl enent and use (as discussed in nmore detail in [RFC3723]).

| ANA Consi der ati ons

Thi s docunent describes two SLP Tenplates in Section 5. They should
be registered in the | ANA "SVRLOC Tenpl ates" registry. This process
is described in the | ANA Considerations section of [RFC2609].

I nternationalizati on Consi derations

SLP allows internationalized strings to be registered and retrieved.
Attributes in the tenplate that are not marked with an "L (literal)
will be registered in a localized nanner. An "en" (English)

| ocalization MJST be registered, and others MAY be regi stered.

Summary

Thi s docunent describes how SLPv2 can be used by FCIP Entities to
find other FCIP Entities. Service type tenplates for FCIP Entities
are present ed.
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13. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe I ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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