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Abstract

Thi s docunment di scusses a nunber of differences between the
Internediate Systemto Internediate System (1S-1S) protocol used to
route IP traffic as described in RFC 1195 and the protocol as it is
depl oyed today. These differences are discussed as a service to
those inplenmenting, testing, and deploying the IS-1S Protocol to
route IP traffic. A conpanion docunent describes the differences
bet ween the protocol described in | SO 10589 and current practice.
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1.

| nt roducti on

Interior Gateway Protocols such as I1S-1S are designed to provide
timely informati on about the best routes in a routing domain. The
original design of 1S-1S, as described in |ISO 10589 [1] has proved to
be quite durable. However, a nunber of original design choices have
been nodified. This docunent describes sone of the differences

bet ween the protocol as described in RFC 1195 [2] and the protocol
that can be observed on the wire today. A conpani on document
describes the differences between the protocol described in | SO 10589
and current practice [8].

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT" and "MAY" in
this docunent are to be interpreted as described in RFC 2119 [3].
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Unused Feat ures

Sonme features defined in RFC 1195 are not in current use.
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3.1. Inter-Domain Routing Protocol Information TLV, Code 131

RFC 1195 defines an Inter-Domain Routing Protocol |nformation TLV,
with code 131, designed to convey information transparently between
boundary routers. TLV 131 is not used, and MJST be ignored if
received.

3.2. Authentication TLV, Code 133

RFC 1195 defines an authentication TLV, code 133, which contains

i nformation used to authenticate the PDU. This TLV has been repl aced
by TLV 10, described in "I S 1S Cryptographic Authentication" [4].

TLV 133 is not used, and MJST be i gnor ed.

4. Overload Bit

To deal with transient problens that prevent an IS fromstoring al
the LSPs it receives, |1SO 10589 defines an LSP Dat abase Overl oad
condition in section 7.3.19. Wen an IS is in Database Overl oad
condition, it sets a flag called the Overload Bit in the non-
pseudonode LSP nunber Zero that it generates. Section 7.2.8.1 of 1SO
10589 instructs other systens not to use the overloaded IS as a
transit router. Since the overloaded IS does not have conplete
information, it may not be able to conpute the right routes, and
routing | oops coul d devel op. However, an overloaded router may be
used to reach End Systens directly attached to the router, as it may
provide the only path to an End System

The ability to signal reduced know edge is so useful that the neaning
of this flag has been overloaded. 1In a Service Provider’s network,
when a router running BGP and |1S-1S reboots, BGP might take nore tine
to converge than I1S-1S. Thus the router may drop traffic for
destinations not yet learned via BGP. It is convenient to set the
Overload Bit until BGP has converged, as described in "Internediate
Systemto Internmediate System (I1S-1S) Transi ent Bl ackhol e Avoi dance”

[6] .

An inplementati on SHOULD use the Overload Bit to signal that it is
not ready to accept transit traffic.

An inplementati on SHOULD not set the Overload bit in PseudoNode LSPs
that it generates, and Overload bits seen in PseudoNode LSPs SHOULD

be ignored. This is also discussed in the conmpani on docunent on | SO
interoperability [8].

RFC 1195 nmakes cl ear when describing the SPF algorithmfor IP routers

in section C. 1.4 that directly connected | P subnetworks are reachabl e
when an IS is overl oaded.
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Note that the End Systens nei ghbors of the system P includes IP
reachabl e address entries included in the LSPs from system P

When processing LSPs received froma router which has the Overl oad
bit set in LSP nunber Zero, the receiving router SHOULD treat all IP
reachability advertisenents as directly connected and use themin its
SPF conput ati on

Since the I P prefixes that an overl oaded router announces w |l be
treated as directly attached, an overl oaded router SHOULD take care
in selecting which routes to advertise in the LSPs it generates.

5. Mgration fromNarrow Metrics to Wde

The | S-Nei ghbors TLV (TLV 2) as defined in I SO 10589 and the IP
Reachability TLV (TLV 128/ TLV 130) as defined in RFC 1195 provide a 6
bit nmetric for the default link nmetric to the |isted neighbor. This
metric has proved too limted. The Extended |IS-Neighbors TLV (TLV
22) and the Extended I P Reachability TLV (TLV 135) are defined in

"I S-1S extensions for Traffic Engineering" [5]. The Extended |S-

Nei ghbors TLV (TLV 22) defines a 24 bit netric, and the Extended IP
Reachability TLV (TLV 135) defines a 32 bit netric for I P Networks
and Hosts.

If not all devices in the IS 1S domain support wi de netrics, narrow
metrics MJST continue to be used. Once all devices in the network
are able to support the new TLVs containing wide netrics, the network
can be mgrated to the new netric style, though care nmust be taken to
avoi d routing | oops.

We nake the follow ng assunpti ons about the inplenentation:

(1) Each system can generate and understand both narrow and w de
metrics.

(2) The inpl ementation can run the SPF al gorithmon an LSP DB
wi th instances of both nmetric styles.

(3) If there are two netric styles for alink or IP prefix, it
will pick one of themas the true cost for the |ink

To conpare the different variants of the narrow netric with wi de
metrics, we need an algorithmthat translates External and Interna
narrow nmetrics into a comon integer range. Since we have different
conmputations for the L1 and L2 routes, we only need to map netrics
froma single |evel
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In RFC 1195 section 3.10.2, item2c) states that the IP prefixes
located in "I P External Reachability" with internal-nmetric and IP
prefixes located in "IP Internal Reachability" with internal-nmetric
have the sanme preference. As defined in "Donain-w de Prefix
Distribution with Two-Level IS-1S", the Mdst Significant Bit on an L1
metric tells us if the route has been | eaked down, but does not
change the distance. Thus we will ignore the MSBit.

We interpret the default nmetric as an 7 bit quantity. Metrics with
the external bit set are interpreted as nmetrics in the range
[64..127]. Metrics with the external bit clear are interpreted as
metrics in the range [0..63].

5.1. Transition Al gorithm

To facilitate a snooth transition between the use of narrow netrics
exclusively to the use of wide netrics exclusively, the follow ng
steps nmust be taken, in the order bel ow

(1) Al'l routers advertise Narrow Metrics as defined in | SO
10589, and consider narrow netrics only in their SPF
conmput ati on.

(2) Each systemis configured in turn to send wide netrics as
well as narrow netrics. The two netrics for the same link
or | P prefix SHOULD agree.

(3) When all systens are advertising wide netrics, nake any
changes necessary on each systemto consider Wde Metrics
during the SPF, and change MaxPathMetric to OxFEO0000O.

(4) Each systemis configured in turn to stop advertising narrow
netrics.

(5) When the network is only using wide netrics, netrics on
i ndividual links nmay be rescaled to take advantage of the
| arger nmetric.

5.2. Dealing with Non-Equal Metrics

The al gorithm above assunes that the nmetrics are equal, and thus
needs to make no assunption about which netric the SPF al gorithm
uses. This section describes the changes that should be nade to the
SPF al gorithm when both Narrow and Wde netric styles should be
considered. Using a common algorithm all ows different

i npl ementations to conpute the sane di stances i ndependently, even if
the wide and narrow netrics do not agree.
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The standard SPF al gorithm proceeds by conparing suns of |ink costs
to obtain a nminimal cost path. During transition, there will be nore
than one description of the sane links. W resolve this by selecting
the minimummetric for each link. This may give us a path with sone
i nks chosen due to a wide netric and sone |inks chosen due to a
narrow netric.

The description belowis nore conplex than the inplenentation needs
to be: the inplenmentation nay sinply select the minimal cost nei ghbor
in TENT, discarding paths to destinations we have al ready reached, as
described in | SO 10589.

The vari abl es MaxPat hMetric and MaxLi nkMetric SHOULD retain the
val ues defined in Table 2 of section 8 of |SO 10589.

In C.2.5 Step 0 of the description of the SPF algorithm section b)
d(N) = cost of the parent circuit of the adjacency N

If multiple styles of metric for the link are defined, the cost
will be the mnimum avail able cost for the circuit.

In C.2.5 Step 0 of the description of the SPF algorithm section i)
d(N) = nmetric of the circuit

If multiple styles of nmetric for the link are defined, the cost
will be the mnimum avail able cost for the circuit.

In C.2.6 Step 1 of the description of the SPF algorithm section a)
dist(P,N = d(P) + nmetric(P, N

If multiple styles of nmetric for the neighbor are defined, the
cost will be the m ninum avail able cost for the circuit.

6. Internediate SystemHello (ISH) PDU

The original intent of RFC 1195 was to provide a routing protocol
capabl e of handling both CLNS and | Pv4 reachability information. To
al l ow CLNS Endstations (ES) to know that they are attached to a
router, Intermediate Systens are required to send Internedi ate System
Hello PDUs (I SH) for End Stations when a point-to-point circuit cones
up. Furthernore, an IS is not allowed to send Internedi ate Systemto
Internmedi ate System Hello PDUs (I1H) before receiving an | SH froma
peer. This reduces routing protocol traffic on links with a single

| S.
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For this reason section 5.1 RFC 1195 states:

"On point-to-point links, the exchange of |SO 9542 | SHs
(internediate systemHellos) is used to initialize the Iink
and to allow each router to know if there is a router on the
other end of the link, before IS-IS Hellos are exchanged. All
routers inplementing 1S-1S (whether IP-only, OSl-only, or
dual), if they have any interfaces on point-to-point |inks,
must therefore be able to transmt |SO 9542 | SHs on their

poi nt-to-point |inks."

Section 5.1 RFC 1195 reinforces the need to conply with section 8.2.4
of 1SO 10589. However, in an I[P Only environnent, the original need
for the ISH PDU is not present.

A multi-protocol IS that supports the attachment of CLNS ESs over
Point to Point circuits must act in accordance with section 8.2.2 |1SO
10589 when CLNS functionality is enabled.

An 1P only inplenmentati on SHOULD i ssue an | SH PDU as described in
section 8.2.3 of 1SO 10589. This is to inter-operate with

i npl ementations which require an ISHto initiate the formation of an
| S-1S adj acency.

An IP Only inplenmentation nay i ssue an |1 H PDU when a point to point
circuit transitions into an "Up" state to initiate the fornmation of
an IS 1S adjacency, wi thout sending an | SH PDU. However, this may
not inter-operate with inplenmentati ons which require an | SH for

adj acency formation

An IS may issue an IIH PDU in response to the receipt of an I H PDU
in accordance with section 8.2.5.2 | SO 10589, even though it has not
received an | SH PDU

7. The Attached Bit

In section 7.2.9.2 of 1SO 10589, an algorithmis described to
determ ni ng when the attachedFl ag should be set on an internedi ate
system Sone inplenmentations also allow the attachedFlag to be set
on Internediate Systens routing IP traffic when there is a default
route in the local routing table, or when sone other state is reached
that inplies a connection to the rest of the network.
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8.

Def ault Route
RFC 1195 states in section 1.3:

Default routes are pernmitted only at level 2 as external routes
(i.e., included in the "I P External Reachability Information"
field, as explained in sections 3 and 5). Default routes are
not permitted at |evel 1.

Because of the utility of the default route when dealing with other
routing protocols and the ability to influence the exit point from an
area, an inplenentation MAY generate default routes in Level 1.

Non- honbgeneous Protocol Networks

RFC 1195 assunes that every deploynent of IS 1S routers will support
a honogeneous set of protocols. It anticipates OSI only, IP only, or
dual OSl and IP routers. VWhile it allows nixed areas with, for
exanpl e, both pure IP and Dual IP and OSI routers, it allows only IP
traffic in such domains, and OGSl traffic only when pure OSI and Dual
IP and OSI routers are present. Thus it provides only | owest conmon
denom nat or routing.

RFC 1195 al so requires the inclusion of the Protocol Supported TLV
with code 129 in IIH and I SH PDUs and in LSP nunber Zero. |P capable
routers MJST generate a Protocol Supported TLV, and MJST i nclude the
| P protocol as a supported protocol. A router that does not include
the Protocols Supported TLV nay be assuned to be a pure OSI router
and can be interpreted as inplicitly "advertising" support for the
CSl protocol .

The requirements of RFC 1195 are anple if networks adhere to this
restriction. However, the behavior of mxed networks that do not
follow these guidelines is not well defined.

The ITU-T requires that SONET/ SDH equi pnent running the IS 1S
protocol must not form an adjacency with a nei ghbour unless they
share at | east one network | ayer protocol in commobn. Unless this
feature is present in every IS in the SONET or SDH DCN network the
network nmay not function correctly. |Inplenentors MAY include this
feature if they wish to ensure interoperability with SONET and SDH
DCN net wor ks.

Definition of an interoperable strategy for resolving the probl ens
that arise in non-honbgeneous protocol networks renains inconplete.
Menbers of the I TU are actively working on a proposal: see
"Architecture and Specification of Data Communi cati on Network", [7].

Par ker I nf or mat i onal [ Page 8]



RFC 3787 Interoperable IP Networks using IS 1S May 2004

10.

11.

Adj acency Creation and | P Interface Addressing

RFC 1195 states that adjacencies are forned without regard to IP
i nterface addressing. However, many current inplenentations refuse
adj acenci es based on interface addresses and rel ated i ssues.

In section 4.2, RFC 1195 requires routers with IP interface addresses
to advertise the addresses in an IP Interface Address TLV (132)

carried in IIH PDUs. Sone inplenmentations will not interoperate with
a nei ghbor router that does not include the IP Interface Address TLV.
Further, sonme inplenentations will not form an adjacency on broadcast

interfaces with a peer who does not share an interface address in
some common | P subnet wor k.

If a LAN contains a nixture of inplenentations, sone that form

adj acencies with all neighbors and sone that do not, care nust be
taken when assigning | P addresses. |If not all routers in a LAN are
on the sanme | P subnet, it is possible that DIS election may fail

|l eading to the election of nultiple DISs on a LAN, or no DIS at all.
Even if DI'S el ection succeeds, black holes can result because the
|S-1S LAN transitivity requirenents of section 6.7.3 |1SO 10589 are
not net.

Unnunbered point to point |inks do not have IP interface addresses,

t hough they may have other | P addresses assigned to the routers. The
| P address assigned to two routers that are neighbors on an
unnunbered point to point link do not need to be related. However,
sone inplenentations will not forman adjacency on nunbered point to
point links if the interface addresses of each endpoint are not in
the sanme | P subnetwork. This neans that care nust be taken in
assigning IP interface addresses in all networks.

For an inplenmentation to interoperate in a such mxed environnment, it
MUST include an IP Interface address (TLV 132) in its IIH PDUs. The
networ k admi ni strator should ensure that there is a comon | P subnet
assigned to links with nunbered interfaces, and that all routers on
each link have a I P Interface Addresses belonging to the assigned
subnet .

Security Considerations
The clarifications in this document do not raise any new security
concerns, as there is no change in the underlying protocol described
in 1SO 10589 [1] and RFC 1195 [2].

The docunent does make clear that TLV 133 has been deprecated and
replaced with TLV 10.
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