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Abstract

This neno defines an portion of the Managenent Infornation Base (M B)
for use with network managenment protocols in the Internet conmunity.
In particular, it describes nanaged objects to configure and/or
monitor a Multiprotocol Label Switching (MPLS) Label Switching Router
(LSR) .
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1. Introduction

This neno defines an portion of the Managenent Infornmation Base (M B)
for use with network managenent protocols in the Internet conmunity.
In particular, it describes nanaged objects for nodeling a

Mul ti protocol Label Switching (MPLS) [ RFC3031] Label Switching Router
(LSR) .

Conment s shoul d be nmade directly to the MPLS mailing list at
npl s@iu. net .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119,
reference [ RFC2119].
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2.

Ter ni nol ogy

Thi s docunent uses terninology fromthe docunent describing the MPLS
architecture [RFC3031]. A label switched path (LSP) is nobdeled as a
connection consisting of one or nore incom ng segnments (in-segnents)
and/or one or nore outgoing segnents (out-segnents) at a LSR  The
associ ation or interconnection of the in-segnments and out-segnents is
acconpl i shed by using a cross-connect. W use the term nol ogy
"connection" and "LSP" interchangeably where the meaning is clear
fromthe context.

i n- segnent This is anal ogous to an MPLS | abel
out - segnent This is anal ogous to an MPLS | abel
Cross-connect Thi s describes the conceptual connection

bet ween a set of in-segnents and out-segnents.
Note that either set may be 0; that is, a
cross-connect may connect only out-segnents
together with no in-segments in the case
where an LSP is originating on an LSR

The SNMP Managenent Framewor k

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Qutline

Configuring LSPs through an LSR involves the foll ow ng steps:
- Enabling MPLS on MPLS capabl e interfaces.

- Configuring in-segnments and out-segnents.

- Setting up the cross-connect table to associate segnents and/or to
i ndi cate connection origination and term nation.

- Optionally specifying | abel stack actions.
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- Optionally specifying segnment traffic paraneters.
4.1. Summary of LSR M B Mdul e

The M B objects for perfornming these actions consist of the foll ow ng
t abl es:

- The interface table (nplslinterfaceTable), which is used for
reveal ing the MPLS protocol on MPLS-capabl e interfaces.

- The in-segnent (nplslnSegnent Tabl e) and out - segnent
(rmpl sQut Segnent Tabl e) tables, which are used for configuring LSP
segnments at an LSR

- The cross-connect table (nplsXCTable), which is used to associate
in and out segnents together, in order to forma cross-connect.

- The | abel stack table (nplsLabel StackTable), which is used for
speci fying | abel stack operations.

Further, the MPLS in-segnment and out-segnent perfornance tabl es,

nmpl sl nSegnent Per f Tabl e and npl sQut Segnent Per f Tabl e, contain the

obj ects necessary to neasure the perfornmance of LSPs, and

nmpl sl nterfacePerfTabl e has objects to neasure MPLS perfornance on a
per-interface basis.

These tabl es are described in the subsequent sections.
5. Brief Description of MB Mdule Objects

Sections 5.1-5.2 describe objects pertaining to MPLS-capabl e
interfaces of an LSR  The objects described in Sections 5.3-5.8,
were derived fromthe Inconing Label Map (ILM and Next Hop Labe
Forwardi ng Entry (NHLFE) as specified in the MPLS architecture
docunment [RFC3031]. It is appropriate to note that the in-segnent,
out - segnent, and cross-connect tables were nodeled after sinilar
tables found in [ RFC2515].

5.1. nmplsinterfaceTable
This table represents the interfaces that are MPLS capable. An LSR
creates an entry in this table for every MPLS capable interface on
that LSR

5.2. nmplsinterfacePerfTable

This table contains objects to nmeasure the MPLS performance of MPLS
capabl e interfaces and is an AUGVENT to npl sl nterfaceTabl e.
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5.3. npl sl nSegnent Tabl e

This table contains a description of the incom ng MPLS seghents to an
LSR and their associated paraneters. This index for this table is
nmpl sl nSegment | ndex. The index structure of this table is
specifically designed to handle many different MPLS inpl enentations
that nanage their | abels both in a distributed and centrali zed
manner .

The table is designed to handle existing MPLS | abels as well as
future | abel strategies that nmay require | abels |onger than the ones
defined in RFC3031. |In these cases, the object nplslnSegnmentLabel Ptr
may be used indicate the first accessible object in a separate table
that can be used to represent the | abel because it is too long to be
represented in a single 32-bit value (nplslnSegnment Label).

5.4. nmpl sl nSegnent Per f Tabl e

The MPLS in- Segnent Perfornmance Tabl e has objects to nmeasure the
perfornmance of an incom ng segnment configured on an LSR. It is an
AUGMVENT to npl sl nSegnent Tabl e. Hi gh capacity counters are provi ded
for objects that are likely to wap around qui ckly on hi gh-speed

i nterfaces.

5.5. npl sCut Segnent Tabl e

The out-Segnment Tabl e contains a description of the outgoing MPLS
segnments at an LSR and their associated paraneters.

5.6. npl sCut Segnent Per f Tabl e

The MPLS out - Segnent Tabl e contains objects to neasure the
perfornmance of an outgoing segnment configured on an LSR. It is an
AUGVENT to npl sQut Segnent Tabl e. Hi gh capacity counters are provided
for objects that are likely to wap around qui ckly on high-speed

i nterfaces.

5.7. npl sXCTabl e

The npl sXCTabl e specifies informati on for associating segments
together in order to instruct the LSR to switch between the specified
segnents. It supports point-to-point, point-to-nultipoint and

mul ti poi nt-to-point connecti ons.
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The operational status object indicates the packet forwarding state
of a cross-connect entry. For exanple, when the operational status
objects is "down’ it indicates that the specified cross-connect entry
will not forward packets. Likewise, when it is set to "up’ it

i ndi cates that packets will be forwarded.

The administrative status object indicates the forwarding state
desired by the operator.

5.8. npl sLabel StackTabl e

The npl sLabel St ackTabl e specifies the |label stack to be pushed onto a
packet, beneath the top label. Entries to this table are referred to
from npl sXCTabl e.

5.9 npl sl nSegnent MapTabl e

The npl sl nSegnent MapTabl e specifies the mapping fromthe

nmpl sl nSegnent | ndex to the correspondi ng npl sl nSegnent | nt erface and
nmpl sl nSegnent Label objects. The purpose of this table is to provide
the manager with an alternative neans by which to | ocate in-segnents.
For instance, this table can be useful when tracing LSPs fromLSR to
LSR by first following the in-segment to out-segnment, retrieving the
out goi ng | abel and out-going interface, and then proceeding to
interrogate this table at the next-hop LSR to continue the trace.

6. Use of 32-bit and 64-bit Counters

64-bit counters are provided in this MB nmodule for high speed

i nterfaces where the use of 32-bit counters mght be inpractical. The
requi rements on the use of 32-bit and 64-bit counters (copied
verbatimfrom [ RFC2863]) are as foll ows.

For interfaces that operate at 20,000,000 (20 million) bits per
second or less, 32-bit byte and packet counters MJST be supported.
For interfaces that operate faster than 20,000,000 bits/second, and
sl ower than 650, 000, 000 bits/second, 32-bit packet counters MJST be
supported and 64-bit octet counters MJST be supported. For

i nterfaces that operate at 650, 000, 000 bits/second or faster, 64-bit
packet counters AND 64-bit octet counters MJST be supported.

7. Exanple of LSP Setup

In this section we provide a brief exanple of setting up an LSP using
this MB nodule’s objects. Wiile this exanple is not neant to
illustrate every nuance of the MB nodule, it is intended as an aid
to understandi ng some of the key concepts. It is neant to be read
after going through the MB nodule itself.
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Suppose that one would Iike to nanually create a best-effort,

uni directional LSP. Assune that the LSP enters the LSR via MPLS
interface Awith iflndex 12 and exits the LSR via MPLS interface B
with iflndex 13. Let us assunme that we do not wish to inpose any
addi tional |abel stack beneath the top |abel on the outgoing |abeled

packets. The foll owi ng exanple illustrates which rows and
correspondi ng objects mght be created to acconplish this. Those
objects relevant to illustrating the relationshi ps anongst different

tabl es are shown here. Qher objects may be needed before conceptual
row activati on can happen.

The RowSt atus val ues shown in this section are those to be used in
the set request, typically createAndGo(4) which is used to create the
conceptual row and have its status imediately set to active. Note
that the proper use of createAndGo(4) requires that all colums that
do not have a DEFVAL to be specified in order for the SET to succeed.
In the exanpl e bel ow we have not specify all such columms for the
sake of keeping the exanple short. Please keep in nmind that all such
fields nust be send during a real SET operation. A subsequent
retrieval operation on the conceptual rowwll return a different

val ue, such as active(l). Please see [RFC2579] for a detailed

di scussi on on the use of RowStat us.

We first create a cross-connect entry that associates the desired
segnhents toget her.

I n npl sXCTabl e:

{
npl sXCl ndex = 0x02,
npl sXCl nSegnent | ndex = 0x00000015,
npl sXCQut Segnment | ndex = 0x01
npl sXCLspl d = 0x0102 -- unique ID
npl sXCLabel St ackl ndex = 0x00, -- only a single

-- outgoing | abe

npl sXCRowSt at us = creat eAndGo( 4)

}

Next, we create the appropriate in-segnent and out-segnment entries
based on the cross-connect. Note that some agents may wi sh to
automatically create the in and out-segnents based on the cross-
connect creation

I n npl sl nSegnent Tabl e:

0x00000015

npl sl nSegment | ndex

21, -- incom ng | abe

npl sl nSegnent Label
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1

npl sl nSegnent NPop ,
12, -- inconming interface

npl sl nSegnent | nterf ace

-- RowPoi nter MUST point to the first accessible col um.
npl sl nSegnent Label Ptr 0.0,
npl sl nSegnent Tr af f i cPar anPt r 0.0,

creat eAndCGo( 4)

npl sl nSegnent RowsSt at us

}
I n npl sQut Segnent Tabl e:
{
npl sQut Segnent | ndex = 0x01,
npl sQut Segnent I nterf ace = 13, -- outgoing interface
npl sQut Segnent PushTopLabel = true(l),
npl sQut Segnent TopLabel = 22, -- outgoing |abe
-- RowPoi nter MJST point to the first accessible colum.
npl sQut Segnent Tr af fi cPar anPt r = 0.0,
npl sQut Segnent Label Pt r = 0.0,
npl sQut Segnent RowsSt at us = creat eAndCGo( 4)
}
Not e that the npl sl nSegnent XCl ndex and npl sQut Segnent XCl ndex obj ects
will automatically be populated with the string 0x02 when these

segments are referred to fromthe correspondi ng cross-connect entry.
8. Application of the Interface Goup to MPLS

RFC2863 defi nes generic managed objects for managi ng interfaces.
This nenp contains the nmedi a-specific extensions to the Interfaces
Group for nanagi ng MPLS interfaces.

This nenp assunes the interpretation of the Interfaces Group to be in
accordance with [ RFC2863] which states that the interfaces table
(ifTable) contains informati on on the managed resource’s interfaces
and that each sub-layer below the internetwork |ayer of a network
interface is considered an interface. Thus, the MPLS interface is
represented as an entry in the ifTable. The inter-relation of
entries in the ifTable is defined by Interfaces Stack G oup defined
in [ RFC2863] .
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When using MPLS interfaces, the interface stack table night appear as

foll ows:
o m e e e e e e emema—oo- +
| MPLS interface; ifType = npls(166) +
o m e e e e e e emema—oo- +
| Under | yi ng Layer +
o m e e e e e e emema—oo- +

In the above diagram "Underlying Layer" refers to the iflndex of any
interface type for which MPLS interworking has been defi ned.
Exanpl es include ATM Frane Rel ay, Ethernet, etc.

8.1. Support of the MPLS Layer by ifTable

Sone specific interpretations of ifTable for the MPLS | ayer foll ow.

oj ect Use for the MPLS | ayer

i f1ndex Each MPLS interface is represented by an ifEntry.
i f Descr Description of the MPLS interface.

i f Type The value that is allocated for MPLS is 166

i f Speed The total bandwidth in bits per second for use by

the MPLS | ayer
i f PhysAddress Unused.

i fAdmi nStatus This variable indicates the admnistrator’s intent
as to whether MPLS should be enabl ed, disabled, or
running in some diagnostic testing node on this
interface. Al so see [ RFC2863].

ifOperStatus This value reflects the actual operational status
of MPLS on this interface.

i f Last Change See [ RFC2863].

iflnCctets The nunber of received octets over the interface,
i.e., the nunber of received, octets received as
| abel ed packets.

i fQutCctets The nunber of transmtted octets over the

interface, i.e., the nunber of octets transmtted
as | abel ed packets.
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iflnErrors The nunber of | abel ed packets dropped due to
uncorrectabl e errors.

i f1 nUnknownPr ot os
The nunber of received packets di scarded during
packet header validation, including packets with
unr ecogni zed | abel val ues.

i fQutErrors See [ RFC2863].

i f Nane Textual name (unique on this system of the
interface or an octet string of zero |ength.

i fLi nkUpDownTr apEnabl e
Default is disabled (2).

i f Connect or Present
Set to false (2).

i f H ghSpeed  See [ RFC2863].

i fHCI nCctets The 64-bit version of iflnCctets; supported if
required by the conpliance statenents in [ RFC2863].

i fHCQUt Cctets The 64-bit version of ifQutCOctets; supported if
required by the conpliance statenents in [ RFC2863].

ifAias The non-volatile "alias’ nanme for the interface as
specified by a network nmanager

i f Count erDi scontinuityTime
See [ RFC2863].

9. The Use of RowPoi nter

RowPoi nter is a textual convention used to identify a conceptual row
ina MB Table by pointing to the first accessible object in that
row. In this MB nodule, the trafficParanPtr object fromeither the
nmpl sl nSegment Tabl e or npl sQut Segnent Tabl e SHOULD i ndicate the first
accessible colum in an entry in the Ml sTunnel ResourceEntry in the
MPLS- TE- STD-M B [ RFC3812] to indicate the traffic paraneter settings
for this segnent, if it represents an LSP used for a TE tunnel

The trafficParanPtr object may optionally point at an externally
defined traffic parameter specification table. A value of
zeroDot Zero indicates best-effort treatnent. By having the sane
val ue of this object, two or nbre segnents can indicate resource
shari ng of such things as LSP queue space, etc.
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10. MPLS Label Switching Router M B Mdule Definitions
MPLS-LSR-STD-M B DEFINITIONS ::= BEG N

| MPORTS

np

MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE
I nt eger 32, Counter32, Unsigned32, Counter64, Gauge32,
zer oDot Zer o
FROM SNVPv2- SM
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNMPv 2- CONF
Trut hVal ue, RowSt at us, StorageType, RowPoi nter,
Ti meSt anp, TEXTUAL- CONVENTI ON
FROM SNWPv2- TC
I nterfacel ndexOr Zero, ifGenerallnformationG oup,
i f Count er Di sconti nuityG oup
FROM I F-M B
mpl sStdM B, Mol sLSPI D, Ml sLabel, Ml sBit Rat e,
Mol sOaner
FROM MPLS- TC- STD-M B
Addr essFami | yNunber s
FROM | ANA- ADDRESS- FAM LY- NUVBERS- M B
| net Addr ess, | net Addr essType
FROM | NET- ADDRESS- M B

sLsr St dM B MODULE- | DENTI TY
LAST- UPDATED "200406030000Z2" -- June 3, 2004

June 2004

[ RFC2578]

[ RFC2580]

[ RFC2579]

[ RFC2863]

[ RFC3811]
[ | ANAFani | y]

[ RFC3291]

ORGANI ZATI ON "Mul ti protocol Label Switching (MPLS) Working G oup"

CONTACT- | NFO
" Cheenu Sri ni vasan

Bl oomberg L. P

Emai | :  cheenu@l oonber g. net

Arun Vi swanat han
ForcelO0 Networks, Inc.
Email: arunv@orcelOnet works. com

Thonas D. Nadeau
Ci sco Systens, |nc.
Enai |l : tnadeau@i sco. com

Comment s about this docunent should be enunil ed

directly to the MPLS working group mailing list at

npl s@iu. net . "
DESCRI PTI ON

"This M B nodul e contai ns managed obj ect definitions for

the Multiprotocol Label Switching (MPLS) Router as

Srini vasan, et al. St andards Track
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defined in: Rosen, E., Viswanathan, A, and R
Callon, Multiprotocol Label Sw tching Architecture,
RFC 3031, January 2001

Copyright (C) The Internet Society (2004). The
initial version of this MB nodul e was published
in RFC 3812. For full legal notices see the RFC
itself or see:
http://ww.ietf.org/copyrights/ianamb.htm"

-- Revision history.
REVI SI ON
"200406030000Z" -- June 3, 2004
DESCRI PTI ON
"Initial revision, published as part of RFC 3813."

:={ nplsStdM B 2 }

- - TEXTUAL- CONVENTI ONs

Mpl sl ndexType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This is an octet string that can be used as a table
i ndex in cases where a | arge addressabl e space is
requi red such as on an LSR where many applications
may be provisioning |abels.

Note that the string containing the single octet with
the value 0x00 is a reserved val ue used to represent
speci al cases. VWhen this TEXTUAL- CONVENTI ON i s used
as the SYNTAX of an object, the DESCRI PTI ON cl ause
MUST specify if this special value is valid and if so
what the special neaning is.

In systenms that provide wite access to the MPLS-LSR-STD
M B, npl sl ndexType SHOULD be used as a sinple multi-digit
i nt eger encoded as an octet string.

No further overloading of the nmeaning of an index SHOULD
be made.

In systenms that do not offer wite access to the MPLS-LSR- STD
M B, the nplslndexType may contain inplicit fornmatting that is
specific to the inplenmentation to convey additional

i nformati on such as interface index, physical card or

device, or application id. The interpretation of this
additional formatting is inplenmentati on dependent and

not covered in this docunment. Such formatting MJST
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NOT i nmpact the basic functionality of read-only access
to the MPLS-LSR-STD M B by managenent applications that are
not aware of the formatting rules.”

SYNTAX OCTET STRING (Sl ZE(1..24))
Mpl sl ndexNext Type ::= TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"When a M B nodul e is used for configuration, an object with
this SYNTAX al ways contains a |egal value (a non-zero-length
string) for an index that is not currently used in the rel evant
tabl e. The Command Generator (Network Managenent Application)
reads this variable and uses the (non-zero-length string)
val ue read when creating a new row with an SNWP SET.

When the SET is perfornmed, the Command Responder (agent) nust
det erm ne whether the value is indeed still unused; Two NetworKk
Managenent Applications nmay attenpt to create a row
(configuration entry) simultaneously and use the sane value. |f
it is currently unused, the SET succeeds and the Conmand
Responder (agent) changes the value of this object, according
to an inplenentation-specific algorithm |If the value is in
use, however, the SET fails. The Network Managenent
Application nmust then re-read this variable to obtain a new
usabl e val ue.

Note that the string containing the single octet with
the value 0x00 is a reserved val ue used to represent
the special case where no additional indexes can be
provi sioned, or in systens that do not offer
wite access, objects defined using this TEXTUAL- CONVENTI ON
MJUST return the string containing the single
octet with the val ue 0x00."
SYNTAX OCTET STRING (SI ZE(1..24))

-- Top level components of this M B nodul e.

-- Notifications

npl sLsrNotifications OBJECT IDENTIFIER ::= { nplsLsrStdM B 0 }

-- Tabl es, Scal ars

npl sLsr Chj ect s OBJECT IDENTIFIER ::= { nplsLsrStdM B 1 }

-- Conformance
npl sLsr Conf or mance OBJECT | DENTI FI ER :

{ mplsLsrStdM B 2 }

-- MPLS Interface Tabl e.
npl sl nterfaceTable OBJECT- TYPE
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SYNTAX SEQUENCE OF Mol sinterfaceEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies per-interface MPLS capability
and associ ated i nformation."
c:={ nplsLsrnjects 1}

npl sl nterfaceEntry OBJECT- TYPE

SYNTAX Mpl sl nterfaceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"A conceptual rowin this table is created
autormatically by an LSR for every interface capabl e

of supporting MPLS and which is configured to do so.

A conceptual rowin this table will exist if and only if
a corresponding entry in ifTable exists with ifType =
npl s(166). If this associated entry in ifTable is
operationally disabled (thus renoving MPLS
capabilities on that interface), the correspondi ng
entry in this table MIUST be deleted shortly thereafter.
An conceptual rowwith index O is created if the LSR
supports per-platform | abels. This conceptual row
represents the per-platformlabel space and contains
paraneters that apply to all interfaces that participate
in the per-platform | abel space. O her conceptual rows
in this table represent MPLS interfaces that may
participate in either the per-platformor per-
interface | abel spaces, or both. Inplenmentations

that either only support per-platformlabels,

or have only them configured, may choose to return
just the nplsinterfaceEntry of 0 and not return

the other rows. This will greatly reduce the nunber

of objects returned. Further information about | abel
space participation of an interface is provided in

t he DESCRI PTI ON cl ause of

npl sl nterfacelLabel Partici pati onType."

| NDEX { npl sl nterfacel ndex }
:={ nplsinterfaceTable 1 }

Mpl sl nterfaceEntry ::= SEQUENCE {
npl sl nterfacel ndex I nterfacel ndexOr Zer o,
npl sl nterfacelLabel M nln Mpl sLabel
npl sl nt er f aceLabel Maxl n Mpl sLabel ,
npl sl nt er f aceLabel M nQut Mpl sLabel ,
npl sl nt er f aceLabel MaxQut Mpl sLabel ,
npl sl nterfaceTot al Bandwi dt h Mpl sBi t Rat e,
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npl sl nterfaceAvai | abl eBandw dt h Mpl sBi t Rat e,
npl sl nterfacelLabel Participati onType BITS
}
npl sl nt erfacel ndex OBJECT- TYPE
SYNTAX | nterfacel ndexOr Zero
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This is a unique index for an entry in the
Mpl sl nterfaceTable. A non-zero index for an
entry indicates the iflndex for the corresponding
interface entry of the MPLS-layer in the ifTable.
The entry with index O represents the per-platform
| abel space and contains paraneters that apply to al
interfaces that participate in the per-platformlabe
space. Other entries defined in this table represent
addi tional MPLS interfaces that may participate in either
the per-platformor per-interface | abel spaces, or both."
REFERENCE
"RFC 2863 - The Interfaces G oup MB, Mdoghrie, K,
and F. Kastenholtz, June 2000"
c:={ nplsinterfaceEntry 1 }

npl sl nt erfaceLabel M nl n OBJECT- TYPE

SYNTAX Mol sLabel
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This is the mninmmvalue of an MPLS | abel that this
LSRis willing to receive on this interface."

c:={ nplsinterfaceEntry 2 }

npl sl nt er f aceLabel Maxl n OBJECT- TYPE

SYNTAX Mol sLabel
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This is the maxi mum val ue of an MPLS | abel that this
LSRis willing to receive on this interface."

c:={ nplsinterfaceEntry 3 }

npl sl nt erfacelLabel M nQut OBJECT- TYPE
SYNTAX Mol sLabel
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This is the m ni nrum val ue of an MPLS | abel that this
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LSRis willing to send on this interface."
c:={ nplsinterfaceEntry 4 }

npl sl nt er f aceLabel MaxQut OBJECT- TYPE

SYNTAX Mol sLabel
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This is the maxi rum val ue of an MPLS | abel that this
LSRis willing to send on this interface."

c:={ nplsinterfaceEntry 5 }

npl sl nt er f aceTot al Bandwi dt h OBJECT- TYPE

SYNTAX Mol sBi t Rat e

UNI TS "Kkil obits per second"
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This value indicates the total anpbunt of usable
bandwi dth on this interface and is specified in
kil obits per second (Kbps). This variable is not
appl i cabl e when applied to the interface with index
0. When this value cannot be neasured, this val ue
shoul d contain the nominal bandw dth."
2= { nplsinterfaceEntry 6 }

npl sl nt er f aceAvai | abl eBandwi dt h OBJECT- TYPE

SYNTAX Mol sBi t Rat e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This value indicates the total anmpbunt of avail able
bandwi dth available on this interface and is
specified in kilobits per second (Kbps). This value
is calculated as the difference between the anpunt
of bandwi dth currently in use and that specified in
npl sl nterfaceTot al Bandwi dth. This variable is not
appl i cabl e when applied to the interface with index
0. Wen this value cannot be neasured, this val ue
shoul d contain the noninal bandw dth."

2= { nplsinterfaceEntry 7 }

npl sl nterfacelLabel Partici pati onType OBJECT- TYPE
SYNTAX BITS {
per Pl atform (0),
perinterface (1)

}
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON
"I'f the value of the nplsinterfacelndex for this
entry is zero, then this entry corresponds to the
per-platform | abel space for all interfaces configured
to use that |abel space. In this case the perPlatform0)
bit MJST be set; the perinterface(l) bit is neaningless
and MJUST be ignored.

The remai nder of this description applies to entries
with a non-zero val ue of nplslnterfacel ndex.

If the perinterface(l) bit is set then the val ue of
npl sl nterfaceLabel M nln, nplslnterfaceLabel MaxIn
npl sl nterfacelLabel M nQut, and

npl sl nterfacelLabel MaxQut for this entry reflect the
| abel ranges for this interface.

If only the perPlatform(0) bit is set, then the val ue of
npl sl nt erfacelLabel M nln, npl slnterfacelLabel MaxIn

npl sl nterfaceLabel M nQut, and

npl sl nterfacelLabel MaxQut for this entry MIJST be

identical to the instance of these objects with

i ndex 0. These objects may only vary fromthe entry

with index O if both the perPlatform 0) and perlnterface(l)
bits are set.

In all cases, at a m ninmumone of the perPlatform0) or
perinterface(1l) bits MJIST be set to indicate that

at | east one | abel space is in use by this interface. In
all cases, agents MJST ensure that |abel ranges are
speci fied consistently and MJST return an

i nconsi stent Val ue error when they do not."

REFERENCE

"Rosen, E., Viswanathan, A, and R Call on,

Mul ti protocol Label Swi tching Architecture, RFC

3031, January 2001."

2= { nplsinterfaceEntry 8 }

-- End of nplsinterfaceTable

-- MPLS Interface Performance Tabl e.

npl sl nterfacePerfTable OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sinterfacePerfEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON

"This table provides MPLS performance information on
a per-interface basis."
{ mpl sLsrbjects 2 }

npl sl nterfacePerfEntry OBJECT- TYPE

SYNTAX Mpl sl nterfacePerfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table is created by the LSR for
every interface capabl e of supporting MPLS. Its is
an extension to the nplsinterfaceEntry table.

Note that the discontinuity behavior of entries in
this table MJUST be based on the corresponding
ifEntry’'s ifDi scontinuityTine."

AUGMVENTS { mplsinterfaceEntry }

2= { nplsinterfacePerfTable 1 }

Mol sinterfacePerfEntry ::= SEQUENCE {

-- incoming direction
npl sl nterfacePerflnLabel sl nUse Gauge32,
npl sl nterfacePerfl nLabel LookupFai | ures Counter 32,

-- outgoing direction
npl sl nt er f acePer f Qut Label sl nUse Gauge32,
npl sl nt er f acePer f Qut Fr agnment edPkt s Count er 32

}
npl sl nt erfacePerfl nLabel sl nUse OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object counts the nunber of |abels that are in
use at this point intine on this interface in the
inconming direction. If the interface participates in
only the per-platform | abel space, then the val ue of
the instance of this object MJIST be identical to
the value of the instance with index 0. If the
interface participates in the per-interface | abel
space, then the instance of this object MJST
represent the nunber of per-interface |abels that
are in use on this interface.”

{ mplsinterfacePerfEntry 1}

npl sl nterfacePerflnLabel LookupFai |l ures OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object counts the nunber of |abel ed packets
that have been received on this interface and which
wer e di scarded because there was no matching cross-
connect entry. This object MJST count on a per-
interface basis regardl ess of which | abel space the
interface participates in."
::={ nplsinterfacePerfEntry 2 }

npl sl nt er f acePer f Qut Label sl nUse OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object counts the nunmber of top-nost |abels in
the outgoing | abel stacks that are in use at this
point in time on this interface. This object MJST
count on a per-interface basis regardless of which
| abel space the interface participates in."

c:={ nplsinterfacePerfEntry 3 }

npl sl nt er f acePer f Qut Fr agnment edPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Thi s object counts the nunmber of outgoing MPLS
packets that required fragnmentation before
transmi ssion on this interface. This object MJST
count on a per-interface basis regardless of which
| abel space the interface participates in."
2= { nplsinterfacePerfEntry 4 }

-- nplsinterfacePerf Table end.

npl sl nSegment | ndexNext OBJECT- TYPE

SYNTAX Mpl sl ndexNext Type
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Thi s object contains the next available value to
be used for npl sl nSegnent | ndex when creating entries
in the nplslnSegnment Tabl e. The special value of a
string containing the single octet 0x00 indicates
that no new entries can be created in this table.
Agents not allowi ng managers to create entries
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inthis table MJST set this object to this special
val ue. "
::={ nplsLsrQojects 3}

-- in-segment table.
npl sl nSegnent Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sl nSegnent Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a description of the incom ng MPLS
segnents (labels) to an LSR and their associ ated paraneters.
The index for this table is nplslnSegnent| ndex.

The index structure of this table is specifically designed
to handl e many different MPLS inpl enentations that nanage

their labels both in a distributed and centralized manner.
The table is al so designed to handl e existing MPLS | abel s

as defined in RFC3031 as well as |onger ones that may

be necessary in the future.

In cases where the | abel cannot fit into the
npl sl nSegnent Label obj ect, the npl sl nSegnent Label Ptr
will indicate this by being set to the first accessible
colum in the appropriate extension table’s row.
In this case an additional table MJST
be provided and MJUST be indexed by at |east the indexes
used by this table. In all other cases when the label is
represented within the npl sl nSegnent Label object, the
npl sl nSegnent Label Ptr MJUST be set to 0.0. Due to the
fact that MPLS | abel s may not exceed 24 bits, the
npl sl nSegnent Label Ptr object is only a provision for
future-proofing the M B nodul e. Thus, the definition
of any extension tables is beyond the scope of this
M B nodul e. "

::={ nplsLsrObjects 4}

npl sl nSegnment Entry OBJECT- TYPE

SYNTAX Mpl sl nSegnent Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An entry in this table represents one incom ng
segnent as is represented in an LSR s LFIB.

An entry can be created by a network

adm ni strator or an SNWMP agent, or an MPLS signaling
protocol. The creator of the entry is denoted by
npl sl nSegment Owner .
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The val ue of npl sl nSegnent RowSt at us cannot be active(1)
unless the ifTable entry corresponding to
npl sl nSegnent | nterface exists. An entry in this table
nmust match any inconing packets, and indicates an
i nstance of npl sXCEntry based on which forwarding
and/or switching actions are taken."

| NDEX { npl sl nSegnent | ndex }

.= { nplsinSegnentTable 1 }

Mpl sl nSegnent Entry :: = SEQUENCE {

npl sl nSegnent | ndex
npl sl nSegnent | nterf ace

Mpl sl ndexType,
I nt erfacel ndexOr Zer o,

npl sl nSegnent Label Mpl sLabel ,
npl sl nSegment Label Ptr RowPoi nt er,
npl sl nSegnent NPop | nt eger 32,

npl sl nSegnent Addr Fani | y
npl sl nSegment XCl ndex

Addr essFani | yNunber s,
Mpl sl ndexType,

npl sl nSegment Oaner Mpl sOmer
npl sl nSegnent Tr af fi cParanPtr RowPoi nt er,
npl sl nSegnent RowsSt at us RowSt at us,

npl sl nSegnent St or ageType

St or ageType

}
npl sl nSegnent | ndex OBJECT- TYPE

SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The index for this in-segnment. The
string containing the single octet 0x00
MJST not be used as an index."
c:={ nplslnSegnentEntry 1 }

npl sl nSegnent | nt erf ace OBJECT- TYPE

SYNTAX | nt er facel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"Thi s object represents the

interface index for the incomng MPLS interface. A

val ue of zero represents all interfaces participating in
the per-platform|abel space. This may only be used

in cases where the inconmng interface and | abel

are associated with the same npl sXCEntry. Specifically,
given a |l abel and any incom ng interface pair fromthe
per-platform | abel space, the outgoing |abel/interface
mappi ng remains the sanme. If this is not the case,

then individual entries MJST exist that
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can then be napped to unique npl sXCEntries."
c:= { nplslnSegnentEntry 2 }

npl sl nSegnent Label OBJECT- TYPE

SYNTAX Mol sLabel
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I'f the corresponding instance of nplslnSegnent Label Ptr is
zeroDot Zero then this object MJUST contain the incom ng | abel
associated with this in-segnment. If not this object SHOULD
be zero and MUST be ignored.”

::= { nplslnSegnentEntry 3 }

npl sl nSegnent Label Pt r OBJECT- TYPE
SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If the I abel for this segnment cannot be represented
fully within the nplslnSegnentLabel object,
this object MJST point to the first accessible
colum of a conceptual row in an external table containing
the label. In this case, the nplslnSegnent TopLabel
obj ect SHOULD be set to 0 and ignored. This object MJST
be set to zeroDot Zero ot herw se."
DEFVAL { zeroDot Zero }
c:={ nplslnSegnentEntry 4 }

npl sl nSegnment NPop OBJECT- TYPE
SYNTAX | nt eger32 (1..2147483647)
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The nunber of labels to pop fromthe incom ng
packet. Normally only the top |abel is popped from
t he packet and used for all switching decisions for
that packet. This is indicated by setting this
object to the default value of 1. If an LSR supports
poppi ng of nore than one | abel, this object MJST
be set to that nunber. This object cannot be nodified
i f nplslnSegnent RowStatus is active(l)."

DEFVAL { 1}

.= { nplsinSegnentEntry 5 }

npl sl nSegnent Addr Fani | y OBJECT- TYPE

SYNTAX Addr essFami | yNunber s
MAX- ACCESS read-create
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np

np

STATUS current
DESCRI PTI ON
"The | ANA address fanily [| ANAFam | y] of packets
received on this segnent, which is used at an egress

LSR to deliver themto the appropriate layer 3 entity.

A val ue of other(0) indicates that the fanmly type is

ei t her unknown or undefined; this SHOULD NOT be used

at an egress LSR This object cannot be

nodi fied if nplslnSegnent RowStatus is active(l)."
REFERENCE

"Internet Assigned Numbers Authority (1ANA), ADDRESS

FAM LY NUMBERS, (http://ww.iana.org/assignments/

address-fani | y-nunbers), for MB see:

http://ww. i ana. or g/ assi gnhnment s/

i anaaddr essfani | ynunbers-m b

DEFVAL { other }
.= { nplsinSegnentEntry 6 }

sl nSegnent XCl ndex OBJECT- TYPE

SYNTAX Mpl sl ndexType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'ndex into npl sXCTabl e which identifies which cross-
connect entry this segnent is part of. The string
containing the single octet 0x00 indicates that this
entry is not referred to by any cross-connect entry.
When a cross-connect entry is created which this
in-segnent is a part of, this object is automatically
updated to reflect the val ue of npl sXCl ndex of that
cross-connect entry."

c:={ nplslnSegnentEntry 7 }

sl nSegnent Omer OBJECT- TYPE

SYNTAX Mol sOaner
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Denotes the entity that created and is responsible
for managi ng this segnent."
.= { nplsinSegnentEntry 8 }

npl sl nSegnent Tr af fi cParanPtr OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
Srini vasan, et al. St andards Track
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"This variable represents a pointer to the traffic
paraneter specification for this in-segnment. This
value may point at an entry in the
npl sTunnel Resour ceTable in the MPLS-TE- STD-M B ( RFC3812)
to indicate which traffic paraneter settings for this
segnent if it represents an LSP used for a TE tunnel

This value may optionally point at an

externally defined traffic paraneter specification
table. A value of zeroDotZero indicates best-effort
treatment. By having the same value of this object,
two or nore segnents can indicate resource sharing
of such things as LSP queue space, etc.

Thi s object cannot be nodified if nplslnSegnent RowsSt at us
is active(l). For entries in this table that
are preserved after a re-boot, the agent MJST ensure
that their integrity be preserved, or this object should
be set to 0.0 if it cannot."

DEFVAL { zeroDot Zero }

c:= { nplslnSegnentEntry 9 }

npl sl nSegnment RowSt at us OBJECT- TYPE

SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable is used to create, nodify, and/or
delete a rowin this table. When a rowin this
table has a rowin the active(l) state, no
objects in this row can be nodified except the
npl sl nSegnment RowSt at us and npl sl nSegnent St or ageType. "
:={ nplsinSegnentEntry 10 }

npl sl nSegnent St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this
obj ect. The agent MJST ensure that this object’s
val ue renains consistent with the associ ated
npl sXCEntry. Conceptual rows having the val ue
"permanent’ need not allow wite-access to any
col umar objects in the row "

REFERENCE
"See RFC2579."
DEFVAL { vol atile }
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::={ nplslnSegnentEntry 11 }
End of npl sl nSegnent Tabl e

i n-segnment performance table.

npl sl nSegnent Per f Tabl e  OBJECT- TYPE

np

Mo

SYNTAX SEQUENCE OF Mol sl nSegment Perf Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains statistical information for
i ncom ng MPLS segnents to an LSR. "
::={ nplsLsrbjects 5}

sl nSegnment Perf Entry OBJECT- TYPE

SYNTAX Mpl sl nSegnent Perf Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table contains statistical

i nformati on about one incom ng segnent which is
configured in the nplslnSegnment Tabl e. The counters
in this entry should behave in a manner simlar to
that of the interface.
npl sl nSegnent Perf Di sconti nuityTi me indicates the
time of the last discontinuity in all of these
obj ects."

AUGMVENTS { npl sl nSegnentEntry }

::= { nplslnSegnent PerfTable 1 }

sl nSegment PerfEntry ::= SEQUENCE {
npl sl nSegnent Perf Cct et s Count er 32,
npl sl nSegnent Per f Packet s Count er 32,
npl sl nSegnent Perf Errors Count er 32,
npl sl nSegnent Per f Di scar ds Count er 32,
-- high capacity counter
npl sl nSegnent Per f HCCct et s Count er 64,

npl sl nSegnent Per f Di sconti nui tyTi me Ti meSt anp
}

npl sl nSegnent Per f Cct et s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
Srinivasan, et al. St andards Track
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"This val ue represents the total nunber of octets
received by this segnent. It MJST be equal to the
| east significant 32 bits of
npl sl nSegnent Per f HCCct et s
i f npl sl nSegnent Perf HCOctets is supported according to
the rules spelled out in RFC2863."
::= { nplslnSegnentPerfEntry 1 }

npl sl nSegnent Per f Packet s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of packets received by this segnment.”
::= { nplslnSegnentPerfEntry 2 }

npl sl nSegnent Per f Errors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of errored packets received on this
segnent . "

::= { nplslnSegnentPerfEntry 3 }

npl sl nSegnent Per f Di scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of |abel ed packets received on this in-
segnent, which were chosen to be discarded even
though no errors had been detected to prevent their
being transnitted. One possible reason for
di scardi ng such a | abel ed packet could be to free up
buf fer space."

::= { nplslnSegnentPerfEntry 4 }

npl sl nSegnent Per f HCOct et s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets received. This is the 64
bit version of nplslnSegnment PerfCctets,
i f npl sl nSegnent Perf HCOctets is supported according to
the rules spelled out in RFC2863."
::= { nplslnSegnentPerfEntry 5 }
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npl sl nSegment Per f Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nost recent occasion
at which any one or nore of this segnment’s Counter32
or Counter64 suffered a discontinuity. If no such
di scontinuities have occurred since the last re-
initialization of the |ocal managenent subsystem
then this object contains a zero value."

::= { nplslnSegnentPerfEntry 6 }

End of npl sl nSegnent Per f Tabl e.

-- out-segnent table.

npl sQut Segnent | ndexNext OBJECT- TYPE

SYNTAX Mpl sl ndexNext Type
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Thi s object contains the next available value to
be used for npl sQut Segrment | ndex when creating entries
in the npl sQut Segnent Tabl e. The special value of a
string containing the single octet 0x00
i ndi cates that no new entries can be created in this
tabl e. Agents not all owi ng managers to create entries
inthis table MJST set this object to this special
val ue. "
::={ nplsLsrOhjects 6 }

npl sQut Segnent Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sQut Segnent Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains a representation of the outgoing
segnents froman LSR "
c:={ nplsLsrojects 7}

npl sQut Segnent Entry OBJECT- TYPE

SYNTAX Mpl sQut Segnent Entry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table represents one outgoing
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segnent. An entry can be created by a network

adm ni strator, an SNWP agent, or an MPLS signaling
protocol. The object nplsQut Segnent Oamer indicates
the creator of this entry. The val ue of

npl sQut Segnent RowSt at us cannot be active(1l) unless
the ifTable entry corresponding to

npl sQut Segnent I nt erf ace exi sts.

Note that the indexing of this table uses a single,
arbitrary index (nplsCutSegnmentlndex) to indicate
whi ch out-segnment (i.e.: label) is being switched to
fromwhich in-segnment (i.e: |abel) or in-segnents.
This is necessary because it is possible to have an
equal -cost nulti-path situation where two identica
out -goi ng | abel s are assigned to the sane
cross-connect (i.e.: they go to two different neighboring
LSRs); thus, requiring two out-segnents. In order to
preserve the uni queness of the references
by the nmpl sXCEntry, an arbitrary integer nust be used as
the index for this table.”

| NDEX { npl sQut Segnent | ndex }

o= { nplsQut Segrent Table 1 }

Mpl sQut Segrment Entry
npl sQut Segnent | ndex
npl sQut Segnent I nt erf ace

: = SEQUENCE ({
Mol sl ndexType,
| nt er facel ndexOr Zer o,

}

npl sQut Segnent PushTopLabel Trut hval ue,

npl sQut Segnent TopLabel Mol sLabel ,

npl sQut Segnent TopLabel Pt r RowPoi nt er

npl sQut Segnent Next HopAddr Type | net Addr essType,

npl sQut Segnent Next HopAddr
npl sQut Segnent XCl ndex

| net Addr ess,
Mol sl ndexType,

npl sQut Segnent Omner Mol sOnner,
npl sQut Segnent Tr af fi cPar anPtr RowPoi nt er,
npl sQut Segnent RowsSt at us Rowst at us,

npl sQut Segnent St or ageType

npl sQut Segnent | ndex OBJECT- TYPE

Srini vasan, et al.

SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

St or ageType

"This value contains a unique index for this row.
Wiile a value of a string containing the single
octet Ox00 is not valid as an index for entries
inthis table, it can be supplied as a valid val ue
to index the npl sXCTable to represent entries for
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whi ch no out-segment has been configured or
exi sts."
o= { nplsQutSegnmentEntry 1 }

npl sQut Segnent | nt er f ace OBJECT- TYPE

SYNTAX | nt er facel ndexOr Zer o
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This value nust contain the interface index of the
outgoing interface. This object cannot be nodified
i f npl sQut Segnent RowSt atus is active(l). The
npl sQut Segnent RowSt at us cannot be set to active(l)
until this object is set to a value corresponding to
avalid ifEntry."

o= { nplsQutSegnmentEntry 2 }

npl sQut Segnent PushTopLabel OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This val ue indicates whether or not a top | abel
shoul d be pushed onto the outgoing packet’s | abel
stack. The value of this variable MJST be set to
true(l) if the outgoing interface does not support
pop-and-go (and no | abel stack remains). For exanpl e,
on ATMinterface, or if the segnent represents a
tunnel origination. Note that it is considered
an error in the case that nplsQutSegnment PushTopLabel
is set to false, but the cross-connect entry which
refers to this out-segnment has a non-zero
npl sLabel St ackl ndex. The LSR MJST ensure that this
situation does not happen. This object cannot be
nodified if npl sQut Segnment RowStatus is active(1l)."

DEFVAL { true }
o= { nplsQutSegnment Entry 3 }

npl sQut Segnent TopLabel OBJECT- TYPE

SYNTAX Mpl sLabel
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I'f npl sQut Segnent PushToplLabel is true then this
represents the | abel that should be pushed onto the
top of the outgoing packet’'s |abel stack. O herwi se
this val ue SHOULD be set to 0 by the managenent
station and MJUST be ignored by the agent. This
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obj ect cannot be nodified if nplsQut Segment Rowst at us
is active(l1)."

DEFVAL { 0 }

o= { nplsQutSegnmentEntry 4 }

npl sQut Segnent TopLabel Pt r OBJECT- TYPE
SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If the I abel for this segnment cannot be represented
fully within the npl sQut Segnent Label object,
this object MJST point to the first accessible
colum of a conceptual row in an external table containing
the label. |In this case, the nplsQut Segrnent TopLabel
obj ect SHOULD be set to 0 and ignored. This object
MJUST be set to zeroDotZero ot herw se.”
DEFVAL { zeroDot Zero }
o= { nplsQutSegnmentEntry 5 }

npl sQut Segnent Next HopAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I ndi cates the next hop Internet address type.
Only val ues unknown(0), ipv4(1l) or ipv6(2)
have to be support ed.

A val ue of unknown(0) is allowed only when
the outgoing interface is of type point-to-point.
I f any other unsupported values are attenpted in a set
operation, the agent MJST return an inconsi stent Val ue
error."
REFERENCE
"See RFC3291."
.= { nplsQutSegnment Entry 6 }

npl sQut Segnent Next HopAddr OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The internet address of the next hop. The type of
this address is determ ned by the value of the
npl sl Qut Segnment Next HopAddr Type obj ect.

Thi s object cannot be nodified if
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npl sQut Segnent RowSt atus i s active(1l)."
o= { nplsQutSegnment Entry 7 }

npl sQut Segnent XCl ndex OBJECT- TYPE

np

np

SYNTAX Mpl sl ndexType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"I'ndex into npl sXCTabl e which identifies which cross-
connect entry this segnent is part of. A value of
the string containing the single octet 0x00
indicates that this entry is not referred
to by any cross-connect entry. \Wen a cross-connect
entry is created which this out-segnent is a part of,
this object MJST be updated by the agent to reflect
t he val ue of npl sXCl ndex of that cross-connect
entry."

o= { nplsQutSegnmentEntry 8 }

sQut Segnment Owmner OBJECT- TYPE

SYNTAX Mol sOaner
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Denotes the entity which created and is responsible
for managi ng this segnent."
o= { nplsQutSegnment Entry 9 }

sQut Segnent Tr af fi cParanPtr OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable represents a pointer to the traffic
paraneter specification for this out-segnent. This

val ue may point at an entry in the

Mpl sTunnel ResourceEntry in the MPLS-TE- STD-M B ( RFC3812)

RFC Editor: Please fill in RFC nunber.

to indicate which traffic paraneter settings for this
segnent if it represents an LSP used for a TE tunnel

This value may optionally point at an

externally defined traffic paraneter specification
table. A value of zeroDotZero indicates best-effort
treatment. By having the same value of this object,
two or nore segnents can indicate resource sharing

Srini vasan, et al. St andards Track

June 2004

[ Page 31]



RFC 3813 MPLS LSR M B June 2004

of such things as LSP queue space, etc.

Thi s object cannot be nodified if
npl sQut Segnent RowSt atus i s active(1l).
For entries in this table that
are preserved after a re-boot, the agent MJST ensure
that their integrity be preserved, or this object should
be set to 0.0 if it cannot."

DEFVAL { zeroDot Zero }

.= { nplsQutSegnmentEntry 10 }

npl sQut Segnent RowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nodifying, and deleting this row.
Wien a row in this table has a rowin the active(1)
state, no objects in this row can be nodified
except the npl sQut Segnent RowSt at us or
npl sQut Segnent St or ageType. "

.= { nplsQutSegnmentEntry 11 }

npl sQut Segnent St or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this
obj ect. The agent MJST ensure that this object’s val ue
remai ns consistent with the associ ated npl sXCEntry.
Conceptual rows having the val ue ' permanent’
need not allow wite-access to any col umar
objects in the row "

DEFVAL { vol atile }

.= { nplsQutSegnmentEntry 12 }

-- End of npl sQut Segnent Tabl e

-- out-segnent performance table.

npl sQut Segnent Per f Tabl e  OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sCQut Segnent PerfEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains statistical information about
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out goi ng segnents froman LSR. The counters in this
entry should behave in a manner simlar to that of
the interface."

c:={ nplsLsrhjects 8 }

npl sQut Segnent Perf Entry OBJECT- TYPE

SYNTAX Mpl sQut Segnent Perf Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table contains statistical
i nformati on about one out goi ng segnent configured in
npl sQut Segnent Tabl e. The obj ect
npl sQut Segnent Perf Di scontinuityTime indicates the
time of the last discontinuity in these objects. "
AUGMVENTS { mpl sCut SegnentEntry }
c:={ nplsQutSegnent PerfTable 1 }

Mpl sQut Segrent Perf Entry :: = SEQUENCE ({
npl sQut Segnent Perf Cctet s Count er 32,
npl sQut Segnent Per f Packet s Count er 32,
npl sQut Segnent Perf Errors Count er 32,
npl sQut Segnent Per f Di scar ds Count er 32,
-- HC counter
npl sQut Segnent Per f HCCct et s Count er 64,
npl sQut Segnent Perf Di scontinuityTime TinmeStanp
}
npl sQut Segnent Per f Oct et s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This value contains the total nunber of octets sent
on this segnent. It MJST be equal to the |east
significant 32 bits of nplsQut Segnent PerfHCCct et s
i f npl sQut Segnent Perf HCOctets is supported according to
the rules spelled out in RFC2863."

o= { nplsQutSegrment PerfEntry 1 }

npl sQut Segnent Per f Packet s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This value contains the total nunber of packets sent
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on this segnent."
::= { nplsQut Segnment PerfEntry 2 }

npl sQut Segnent Per f Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Nunber of packets that could not be sent due to
errors on this segnent."
.= { nplsQutSegnment PerfEntry 3 }

npl sQut Segnent Per f Di scards OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of |abel ed packets attenpted to be transnitted
on this out-segnment, which were chosen to be discarded
even though no errors had been detected to prevent their
being transmtted. One possible reason for
di scardi ng such a | abel ed packet could be to free up
buf fer space."

.= { nplsQutSegrment PerfEntry 4 }

npl sQut Segnent Per f HCOct et s OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of octets sent. This is the 64 bit
versi on of npl sQut Segnent Perf Cctets,
i f npl sQut Segnment Perf HCCctets is supported according to
the rules spelled out in RFC2863."
.= { nplsQutSegnment PerfEntry 5 }

npl sQut Segnent Per f Di scontinui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nost recent occasion
at which any one or nore of this segnment’s Counter32
or Counter64 suffered a discontinuity. If no such
di scontinuities have occurred since the last re-
initialization of the |Iocal managenent subsystem
then this object contains a zero value."

.= { nplsQutSegrment PerfEntry 6 }
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-- End of npl sQut Segnent Perf Tabl e.

-- Cross-connect table.

npl sXCl ndexNext OBJECT- TYPE

SYNTAX Mpl sl ndexNext Type
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Thi s object contains the next available value to

be used for npl sXCl ndex when creating entries in

the npl sXCTabl e. A special value of the zero length
string indicates that no nore new entries can be created
in the relevant table. Agents not allow ng nanagers

to create entries in this table MIST set this val ue

to the zero length string."

c:={ nplsLsrpjects 9 }

npl sXCTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sXCEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table specifies information for sw tching
bet ween LSP segnents. It supports point-to-point,

poi nt-to-nul tipoint and mul ti point-to-point
connections. nplsLabel StackTabl e specifies the
| abel stack information for a cross-connect LSR and
is referred to from npl sXCTabl e. "

::={ nplsLsrQojects 10 }

npl sXCeEntry OBJECT- TYPE

SYNTAX Mpl sXCEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Arowin this table represents one cross-connect
entry. It is indexed by the follow ng objects:

- cross-connect index nplsXClndex that uniquely
identifies a group of cross-connect entries

- in-segnent index, nplsXCl nSegnent| ndex

- out-segrent index, nplsXCQut Segnent | ndex
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LSPs originating at this LSR

These are represented by using the special
of value of npl sXCl nSegnent | ndex set to the
string containing a single octet 0x00. In
this case the npl sXCQut Segnent | ndex

MJUST not be the string containing a single
octet 0x00.

LSPs terminating at this LSR

These are represented by using the special value
npl sXCQut Segnent | ndex set to the string containing
a single octet 0x00.

Speci al | abel s:

Entries indexed by the strings containing the

reserved MPLS | abel values as a single octet 0x00

t hrough OxOf (inclusive) inply LSPs term nating at
this LSR  Note that situations where LSPs are
termnated with incomng | abel equal to the string
containing a single octet 0x00 can be distingui shed
fromLSPs originating at this LSR because the

npl sXCQut Segnent | ndex equal s the string containing the
singl e octet 0x00.

An entry can be created by a network admi nistrator
or by an SNMP agent as instructed by an MPLS
signal i ng protocol."
| NDEX { npl sXCl ndex, npl sXCl nSegnent | ndex,
npl sXCQut Segnent | ndex }
c:={ nplsXCTable 1 }

Mpl sXCEntry ::= SEQUENCE {
npl sXCl ndex Mpl sl ndexType,
npl sXCl nSegnent | ndex Mol sl ndexType,
npl sXCQut Segnment | ndex Mol sl ndexType,
npl sXCLspl d Mol sLSPI D,
npl sXCLabel St ackl ndex Mol sl ndexType,
npl sXCOwner Mol sOmner
npl sXCRowSt at us RowSt at us,
npl sXCSt or ageType St or ageType,
npl sXCAdm nSt at us | NTEGER
npl sXCOper St at us | NTEGER
}
npl sXCl ndex OBJECT- TYPE
SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current

Srinivasan, et al. St andar ds Track [ Page 36]



RFC 3813 MPLS LSR M B June 2004

DESCRI PTI ON
"Primary index for the conceptual row identifying a
group of cross-connect segnments. The string
containing a single octet Ox00 is an invalid index."
i={ nplsXCentry 1 }

npl sXCl nSegnent | ndex OBJECT- TYPE

SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I'ncom ng | abel index.
If this object is set to the string containing
a single octet 0x00, this indicates a special
case outlined in the table’ s description above.
In this case no correspondi ng npl sl nSegnent Entry
shal | exist."
o= { nplsXCentry 2 }

npl sXCQut Segnent | ndex OBJECT- TYPE

SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I ndex of out-segnment for LSPs not termninating on

this LSRif not set to the string containing the
single octet 0x00. If the segnment identified by this
entry is ternminating, then this object MJST be set to
the string containing a single octet Ox00 to indicate
that no correspondi ng npl sQut Segnent Entry shal

exist."

o= { nplsXCentry 3}

npl sXCLspl d OBJECT- TYPE

SYNTAX Mpl sLSPI D
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This value identifies the | abel sw tched path that
this cross-connect entry belongs to. This object
cannot be nodified if npl sXCRowStatus is active(1l)
except for this object.”

c:={ nplsXCentry 4 }

npl sXCLabel St ackl ndex OBJECT- TYPE

SYNTAX Mpl sl ndexType
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"Primary index into npl sLabel StackTable identifying a
stack of |abels to be pushed beneath the top | abel.
Note that the top label identified by the out-
segnment ensures that all the conponents of a
mul ti poi nt-to-point connection have the sane
outgoing | abel. A value of the string containing the
single octet 0x00 indicates that no | abels are to
be stacked beneath the top | abel.
Thi s obj ect cannot be nodified if npl sXCRowStatus is
active(1)."

o= { nplsXCentry 5 }

npl sXCOmer OBJECT- TYPE
SYNTAX Mol sOaner
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Denotes the entity that created and is responsible
for managi ng this cross-connect."
o= { nplsXCentry 6 }

npl sXCRowSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nodifying, and deleting this row.
Wien a rowin this table has a rowin the active(1)
state, no objects in this row except this object
and the npl sXCSt orageType can be nodified. "

o= { nplsXCentry 7 }

npl sXCSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this
obj ect. The agent MJUST ensure that the associated in
and out segnents al so have the sanme StorageType val ue
and are restored consistently upon systemrestart.
This val ue SHOULD be set to permanent(4) if created
as a result of a static LSP configuration.

Conceptual rows having the val ue ' permanent’

need not allow wite-access to any col umar
objects in the row "
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DEFVAL { vol atile }
o= { nplsXCentry 8 }

npl sXCAdm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {

up(1), -- ready to pass packets
down( 2),
testing(3) -- in sone test node

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The desired operational status of this segnent.”
DEFVAL { up }
o= { nplsXCentry 9 }

npl sXCOper St at us OBJECT- TYPE
SYNTAX | NTEGER {

up(1), -- ready to pass packets

down( 2),

testing(3), -- in some test node

unknown( 4), -- status cannot be determ ned
-- for some reason

dor mant (5),

not Present (6), -- sone conponent is mssing

| ower Layer Down(7) -- down due to the state of

-- lower layer interfaces

}
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON
"The actual operational status of this cross-
connect . "

c:={ nplsXCentry 10 }

-- End of npl sXCTabl e

-- Label stack table.

npl sMaxLabel St ackDepth OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The maxi mum stack depth supported by this LSR "
::={ nplsLsrObjects 11 }
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npl sLabel St ackl ndexNext OBJECT- TYPE

SYNTAX Mpl sl ndexNext Type
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Thi s object contains the next available value to
be used for npl sLabel St ackl ndex when creating entries
in the npl sLabel StackTabl e. The special string
containing the single octet 0x00
i ndi cates that no nore new entries can be created
in the relevant table. Agents not allow ng nanagers
to create entries in this table MJUST set this val ue
to the string containing the single octet 0x00."
o= { nplsLsrObjects 12 }

npl sLabel St ackTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sLabel StackEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table specifies the | abel stack to be pushed
onto a packet, beneath the top label. Entries into

this table are referred to from npl sXCTabl e. "
::={ nplsLsrOojects 13 }

npl sLabel St ackEntry OBJECT- TYPE

SYNTAX Mpl sLabel St ackEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"An entry in this table represents one | abel which is
to be pushed onto an outgoi ng packet, beneath the
top label. An entry can be created by a network
adm ni strator or by an SNWMP agent as instructed by
an MPLS signaling protocol."

| NDEX { npl sLabel St ackl ndex, npl sLabel St ackLabel | ndex }
::={ nplsLabel StackTable 1 }

Mpl sLabel StackEntry ::= SEQUENCE {

npl sLabel St ackl ndex Mol sl ndexType,
npl sLabel St ackLabel | ndex Unsi gned32

npl sLabel St ackLabel Mpl sLabel ,

npl sLabel St ackLabel Pt r RowPoi nt er,
npl sLabel St ackRowSt at us RowSt at us,

npl sLabel St ackSt or ageType St or ageType

}

npl sLabel St ackl ndex OBJECT- TYPE
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SYNTAX Mpl sl ndexType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Primary index for this rowidentifying a stack of
| abel s to be pushed on an outgoi ng packet, beneath
the top label. An index containing the string with
a single octet 0x00 MUST not be used.”
::={ npl sLabel StackEntry 1 }

npl sLabel St ackLabel | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Secondary index for this rowidentifying one |abel
of the stack. Note that an entry with a smaller
npl sLabel St ackLabel | ndex woul d refer to a | abel
hi gher up the | abel stack and woul d be popped at a
downstream LSR before a | abel represented by a
hi gher npl sLabel St ackLabel I ndex at a downstream
LSR. "

::={ npl sLabel StackEntry 2 }

npl sLabel St ackLabel OBJECT- TYPE
SYNTAX Mpl sLabel
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The | abel to pushed.”
::={ nplsLabel StackEntry 3 }

npl sLabel St ackLabel Ptr OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"If the I abel for this segnment cannot be represented

fully within the npl sLabel St ackLabel object,

this object MJUST point to the first accessible

colum of a conceptual row in an external table containing

the label. |In this case, the nplsLabel StackLabe

obj ect SHOULD be set to 0 and ignored. This object

MJUST be set to zeroDotZero ot herw se.”

DEFVAL { zeroDot Zero }
::={ npl sLabel StackEntry 4 }

npl sLabel St ackRowSt at us OBJECT- TYPE
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SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"For creating, nodifying, and deleting this row.
Wien a row in this table has a rowin the active(1)
state, no objects in this row except this object
and the npl sLabel St ackSt or ageType can be nodified."

::={ nplsLabel StackEntry 5 }

npl sLabel St ackSt or ageType OBJECT- TYPE

SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This variable indicates the storage type for this
obj ect. This object cannot be nodified if
npl sLabel St ackRowSt atus i s active(1l).
No objects are required to be witable for
rows in this table with this object set to
per manent (4) .

The agent MUST ensure that all related entries
inthis table retain the sane value for this
obj ect. Agents MJST ensure that the storage type
for all entries related to a particular npl sXCEntry
retain the same value for this object as the
npl sXCEntry’' s StorageType. "

DEFVAL { vol atile }

::={ npl sLabel StackEntry 6 }

-- End of nplsLabel StackTabl e
-- Begi n npl sl nSegnent MapTabl e

npl sl nSegnent MapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Mol sl nSegnent MapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table specifies the mapping fromthe
npl sl nSegnent | ndex to the correspondi ng
npl sl nSegnent | nt erface and npl sl nSegnent Label
obj ects. The purpose of this table is to
provi de the manager with an alternative
means by which to | ocate in-segnents.”
:={ nplsLsrObjects 14 }
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npl sl nSegnment MapEntry OBJECT- TYPE

SYNTAX Mpl sl nSegnent MapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in this table represents one interface
and incom ng | abel pair.

In cases where the | abel cannot fit into the

npl sl nSegnent Label object, the npl sl nSegnent Label Ptr
will indicate this by being set to the first accessible
colum in the appropriate extension table’s row,

and the npl sl nSegnent Label SHOULD be set to O.

In all other cases when the |abel is

represented within the npl sl nSegnent Label object, the
npl sl nSegnent Label Ptr MJST be 0.O0.

| mpl ementors need to be aware that if the val ue of

t he npl sl nSegnent MapLabel Ptrlndex (an O D) has nore
that 111 sub-identifiers, then O Ds of colum
instances in this table will have nore than 128
sub-identifiers and cannot be accessed using SNWPv1,
SNMPv2c, or SNWPv3."

| NDEX { npl sl nSegnent Mapl nterface,

nmpl sl nSegnent MapLabel ,
nmpl sl nSegment MapLabel Ptrl ndex }
{ nmpl sl nSegnent MapTable 1 }

Mpl sl nSegnent MapEntry :: = SEQUENCE {

}

npl sl nSegnent Mapl nt er f ace I nt erfacel ndexOr Zer o,
npl sl nSegment MapLabel Mol sLabel

npl sl nSegnent MapLabel Ptrl ndex RowPoi nter,

npl sl nSegnent Mapl ndex Mpl sl ndexType

npl sl nSegnent Mapl nter f ace OBJECT- TYPE
SYNTAX | nterfacel ndexOr Zero
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This index contains the sane value as the
npl sl nSegnent | ndex in the npl sl nSegnent Tabl e. "
{ mpl sl nSegnment MapEntry 1 }

npl sl nSegnent MapLabel OBJECT- TYPE

SYNTAX Mpl sLabel
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"This index contains the sanme val ue as the
npl sl nSegnent Label in the npl sl nSegnent Tabl e. "
::= { nplslnSegnent MapEntry 2 }

npl sl nSegnent MapLabel Ptrl ndex OBJECT- TYPE

SYNTAX RowPoi nt er
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This i ndex contains the sane val ue as the
npl sl nSegnent Label Ptr.

If the | abel for the InSegnent cannot be represented
fully within the nplslnSegnentLabel object,
this index MJST point to the first accessible
colum of a conceptual row in an external table containing
the label. In this case, the npl sl nSegnent TopLabe
obj ect SHOULD be set to 0 and ignored. This object MJST
be set to zeroDot Zero ot herw se."
::= { nplslnSegnent MapEntry 3 }

npl sl nSegnent Mapl ndex OBJECT- TYPE
SYNTAX Mpl sl ndexType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The npl sl nSegnent | ndex that corresponds
to the nplslnSegnmentlnterface and
npl sl nSegnent Label , or the npl sl nSegnment I nterface
and npl sl nSegnent Label Ptr, if applicable.
The string containing the single octet 0x00
MJUST not be returned.”
::= { nplslnSegnent MapEntry 4 }

-- End npl sl nSegnent MapTabl e

-- Notification Configuration

npl sXCNot i fi cati onsEnabl e OBJECT- TYPE

SYNTAX Tr ut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON

"If this object is set to true(l), then it enables
the em ssion of npl sXCUp and npl sXCDown
notifications; otherw se these notifications are not
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emtted. "
REFERENCE
"See al so RFC3413 for explanation that
notifications are under the ultimate control of the
M B nodule in this docunent."
DEFVAL { fal se }
::={ nplsLsrQojects 15 }

-- Cross-connect.

npl sXCUp NOTI FI CATI ON- TYPE

OBJECTS { npl sXCQOper Status, -- start of range
nmpl sXCOper St at us -- end of range

}

STATUS current

DESCRI PTI ON

"This notification is generated when the

npl sXCOper St at us obj ect for one or nore contiguous
entries in npl sXCTable are about to enter the up(1l)
state from sone other state. The included val ues of

npl sXCOper St at us MJUST both be set equal to this

new state (i.e: up(l)). The two instances of

npl sXCOper Status in this notification indicate the range
of indexes that are affected. Note that all the indexes
of the two ends of the range can be derived fromthe
instance identifiers of these two objects. For

cases where a contiguous range of cross-connects

have transitioned into the up(l) state at roughly

the sane tinme, the device SHOULD issue a single
notification for each range of contiguous indexes in

an effort to minimze the em ssion of a |arge nunber

of notifications. |If a notification has to be

i ssued for just a single cross-connect entry, then

the instance identifier (and values) of the two

npl sXCOper St at us obj ects MUST be the identical."

::={ nplsLsrNotifications 1 }

npl sXCDown NOTI FI CATI ON- TYPE

OBJECTS {
npl sXCOper St atus, -- start of range
npl sXCOper St at us -- end of range
STATUS current
DESCRI PTI ON

"This notification is generated when the

npl sXCOper St at us obj ect for one or nore conti guous
entries in nplsXCTabl e are about to enter the

down(2) state from sone other state. The included val ues
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of npl sXCOper St at us MUST both be set equal to this
down(2) state. The two instances of npl sXCOper St at us
inthis notification indicate the range of indexes
that are affected. Note that all the indexes of the
two ends of the range can be derived fromthe
i nstance identifiers of these two objects. For
cases where a contiguous range of cross-connects
have transitioned into the down(2) state at roughly
the sane tinme, the device SHOULD issue a single
notification for each range of contiguous indexes in
an effort to minimze the em ssion of a |arge nunber
of notifications. |If a notification has to be
i ssued for just a single cross-connect entry, then
the instance identifier (and values) of the two
npl sXCOper St at us obj ects MUST be identical."

.= { nplsLsrNotifications 2 }

-- End of notifications.

-- Mbdul e conpli ance.

npl sLsr G oups
OBJECT | DENTI FI ER ::

{ mpl sLsrConformance 1 }

npl sLsr Conpl i ances

OBJECT | DENTI FIER ::= { nplsLsrConformance 2 }

-- Conpliance requirenment for fully conpliant inplenentations.

npl sLsr Modul eFul | Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON " Conpl i ance statenent for agents that provide full
support for MPLS-LSR-STD-M B. Such devi ces can
then be nonitored and al so be configured using
this MB nodul e.”

MODULE IF-M B -- The Interfaces G oup M B, RFC 2863.
MANDATORY- GROUPS {

i f General | nformati onG oup,

i f CounterDi scontinuityG oup

}

MODULE -- This nodul e.
MANDATORY- GROUPS {
npl sl nterfaceG oup,
nmpl sl nSegnent Gr oup,
npl sQut Segnent G oup,
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nmpl sXCGr oup,
nmpl sPer f G oup
}
GROUP npl sLabel St ackG oup

DESCRI PTION "This group is only mandatory for LSRs that wish to
support the nodification of LSP | abel stacks.

GROUP npl sHCI nSegnent Per f Gr oup

DESCRI PTION "This group is mandatory for those in-segnent entries
for which the object nplslnSegnentQutQctets waps
around too quickly based on the criteria specified in
RFC 2863 for high-capacity counters.

GROUP npl sHCQut Segnent Per f G oup

DESCRI PTION "This group is mandatory for those out-segnment entries
for which the object nplsCQutSegnmentPerfQctets w aps
around too quickly based on the criteria specified in
RFC 2863 for high-capacity counters.

GROUP npl sLsrNotificationG oup

DESCRI PTION "This group is only nmandatory for those inplenentations
whi ch can efficiently inplenent the notifications
contained in this group.”

OBJECT npl sl nSegnent RowsSt at us

SYNTAX RowSt atus { active(l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndCGo(4), destroy(6)

}
DESCRI PTI ON " Support for createAndWait and not Ready is
not required."

OBJECT npl sQut Segnent Next HopAddr Type
SYNTAX I net Addr essType { unknown(0), ipv4(1l), ipv6(2) }
DESCRI PTION "Only unknown(0), ipv4(1l) and ipv6(2) support

is required.”

OBJECT npl sQut Segnent Next HopAddr

SYNTAX | net Address (Sl ZE(O| 4| 16))

DESCRI PTION "An inplenentation is only required to support
unknown(0), ipv4(l) and ipv6(2) sizes."

OBJECT npl sQut Segnent RowsSt at us
SYNTAX RowSt atus { active(l), notlnService(2) }
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WRI TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndCGo(4), destroy(6)

}
DESCRI PTI ON " Support for createAndWait and not Ready is not

required. "
OBJECT npl sLabel St ackRowSt at us
SYNTAX RowSt atus { active(l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndCGo(4), destroy(6)

}
DESCRI PTI ON " Support for createAndWait and not Ready is not

required. "
OBJECT npl sXCRowSt at us
SYNTAX RowSt atus { active(l), notlnService(2) }

WRI TE- SYNTAX RowSt atus { active(l), notlnService(2),
creat eAndCGo(4), destroy(6)
}
DESCRI PTI ON " Support for createAndWait and not Ready is not
required. "

::= { nplsLsrConpliances 1}
-- Conpliance requirenment for read-only inplenentations.

sLsr Modul eReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON " Conpl i ance requirenent for inplenmentations that only
provi de read-only support for MPLS-LSR-STD-M B. Such
devi ces can then be nonitored but cannot be confi gured
using this M B nodul e.

3

MODULE IF-M B -- The interfaces G oup MB, RFC 2863
MANDATORY- GROUPS {

i f General | nformati onG oup,

i f CounterDi scontinuityG oup

}

MODULE -- This nodul e
MANDATORY- GROUPS {
npl sl nterfaceG oup,
nmpl sl nSegnent Gr oup,
npl sQut Segnent G oup,
npl sXCGr oup,
nmpl sPer f G oup
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GROUP npl sLabel St ackG oup
DESCRI PTION "This group is only mandatory for LSRs that wish to
support the nodification of LSP | abel stacks.

GROUP npl sHCI nSegnent Per f Gr oup

DESCRI PTION "This group is mandatory for those in-segnent entries
for which the object nplslnSegnentQutQctets waps
around too quickly based on the criteria specified in
RFC 2863 for high-capacity counters.

GROUP npl sHCQut Segnent Per f G oup

DESCRI PTION "This group is mandatory for those out-segnment entries
for which the object nplsCQutSegnmentPerfQctets w aps
around too quickly based on the criteria specified in
RFC 2863 for high-capacity counters.

GROUP npl sLsrNotificati onG oup

DESCRI PTION "This group is only nmandatory for those inplenentations
whi ch can efficiently inplenent the notifications
contained in this group

-- npl sl nSegnent Tabl e

OBJECT npl sl nSegnent Label

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT npl sl nSegnent Label Ptr
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sl nSegnent NPop

SYNTAX Integer32 (1..1)

M N-ACCESS read-only

DESCRI PTION "Wite access is not required. This object
SHOULD be set to 1 if it is read-only.

OBJECT npl sl nSegnent Addr Fami |y

M N- ACCESS read-only

DESCRI PTION "Wite access is not required. A value of other(0)
shoul d be supported because there may be cases where
the agent may not know about or support any address

types.
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OBJECT npl sl nSegnent RowsSt at us

SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT npl sl nSegment St or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

-- npl sQut Segnent Tabl e

OBJECT npl sQut Segnent I nt er f ace

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT npl sQut Segnent PushTopLabel
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sQut Segnent TopLabel
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sQut Segnent TopLabel Pt r
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sQut Segnent Next HopAddr Type

SYNTAX | net Addr essType { unknown(O0), ipv4(l), ipv6(2) }
M N- ACCESS read-only

DESCRI PTION "Wite access is not required. Only unknown(O0),

i pv4(1) and ipv6(2) support is required.

OBJECT npl sQut Segnent Next HopAddr

SYNTAX I net Address (Sl ZE(O| 4| 16))

M N- ACCESS read-only

DESCRI PTION "Wite access is not required. An inplenentation is
only required to support unknown(0), ipv4(l) and
i pv6(2) sizes."

OBJECT npl sQut Segnent RowsSt at us
SYNTAX RowSt atus { active(l) }

M N- ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT npl sQut Segnent St or ageType

M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”
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-- npl sXCTabl e

OBJECT npl sXCLabel St ackl ndex

M N-ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT npl sXCAdm nSt at us
M N- ACCESS read-only
DESCRI PTI ON "Read only support is required."'

OBJECT npl sXCRowSt at us

SYNTAX RowSt atus { active(l) }

M N-ACCESS read-only

DESCRI PTION "Wite access is not required.”

OBJECT npl sXCSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sLabel St ackLabel
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sLabel St ackLabel Pt r
M N-ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sLabel St ackRowSt at us
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

OBJECT npl sLabel St ackSt or ageType
M N- ACCESS read-only
DESCRI PTION "Wite access is not required.”

::= { nplsLsrConpliances 2 }
-- Units of confornmance.

npl sl nterfaceG oup OBJECT- GROUP
OBJECTS {

npl sl nt erfacelLabel M nl n,
npl sl nt er f aceLabel MaxI n,
npl sl nt er f aceLabel M nQut,
npl sl nt er f aceLabel MaxQut ,
npl sl nt er f aceTot al Bandwi dt h,
npl sl nt er f aceAvai | abl eBandwi dt h,
npl sl nt erfacelLabel Partici pati onType
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STATUS current
DESCRI PTI ON

"Col | ection of objects needed for MPLS interface

and i nterface performance infornmation."
:={ nplsLsrGoups 1}

npl sl nSegnment G oup OBJECT- GROUP
OBJECTS {
npl sl nSegnent | ndexNext ,
npl sl nSegnent | nt er f ace,
npl sl nSegnent Label ,
npl sl nSegnent Label Ptr,
npl sl nSegnent NPop,
npl sl nSegnent Addr Fani | vy,
npl sl nSegnent XCl ndex,
npl sl nSegment Owner
npl sl nSegnent RowsSt at us,
npl sl nSegnent St or ageType,
npl sl nSegnent Tr af fi cParanPtr,
npl sl nSegnent Mapl ndex

STATUS current
DESCRI PTI ON
"Col | ection of objects needed to inplement
segnent . "
.= { nplsLsrGoups 2}

npl sQut Segnent G oup OBJECT- GROUP
OBJECTS {
npl sQut Segnent | ndexNext ,
npl sQut Segnent I nt er f ace,
npl sQut Segnent PushTopLabel ,
npl sQut Segnent TopLabel ,
npl sQut Segnent TopLabel Ptr,
npl sQut Segnent Next HopAddr Type,
npl sQut Segnent Next HopAddr ,
npl sQut Segnent XCl ndex,
npl sQut Segnent Oaner,
npl sQut Segnent Per f Cct et s,
npl sQut Segnent Per f Di scar ds,
npl sQut Segnent Perf Errors,
npl sQut Segnent Rowst at us,
npl sQut Segnent St or ageType,
npl sQut Segnent Tr af fi cPar anPtr

STATUS current

DESCRI PTI ON
"Col | ection of objects needed to inplenent
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segnent . "
.= { nplsLsrGoups 3}

npl sXCG oup OBJECT- GROUP
OBJECTS {
npl sXCl ndexNext ,
npl sXCLspl d,
npl sXCLabel St ackl ndex,
npl sXCOmner ,
npl sXCSt or ageType,
npl sXCAdni nSt at us,
npl sXCOper St at us,
npl sXCRowSt at us,
npl sXCNot i fi cati onsEnabl e

STATUS current

DESCRI PTI ON
"Col | ection of objects needed to inplenment a
cross-connect entry."

.= { nplsLsrGoups 4 }

npl sPerf G oup OBJECT- GROUP
OBJECTS {

npl sl nSegnent Perf Cct et s,
npl sl nSegnent Per f Packet s,
npl sl nSegnent Perf Errors,
npl sl nSegnent Per f Di scar ds,
npl sl nSegnent Per f Di sconti nui tyTi ne,
npl sQut Segnent Perf Cct et s,
npl sQut Segnent Per f Packet s,
npl sQut Segnent Per f Di scar ds,
npl sQut Segnent Per f Di sconti nui tyTi e,
npl sl nterfacePerflnLabel sl nUse,
npl sl nterfacePerfl nLabel LookupFail ures,
npl sl nt er f acePer f Qut Fr agnment edPkt s,
npl sl nt er f acePer f Qut Label sl nUse

}
STATUS current
DESCRI PTI ON

"Col | ection of objects providing performance
i nformation
about an LSR "
.= { nplsLsrGoups 5 }

npl sHCI nSegnent Per f G oup OBJECT- GROUP

OBJECTS { npl sl nSegnent Perf HCCct et s '}
STATUS current
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DESCRI PTI ON
"Qbj ect(s) providing perfornmance information
specific to out-segnments for which the object
nmpl sl nterfacel nCctets waps around too quickly."
.= { nplsLsrGoups 6 }

npl sHCQut Segnent Per f Group OBJECT- GROUP

OBJECTS { npl sQut Segnent Per f HCCct et s '}

STATUS current

DESCRI PTI ON
"Qbj ect(s) providing perfornmance information
specific to out-segments for which the object
npl sl nterfaceCut Cctets waps around too
qui ckly.™"

.= { nplsLsrGoups 7 }

npl sLabel St ackG oup OBJECT- GROUP
OBJECTS {

npl sLabel St ackLabel ,
npl sLabel St ackLabel Ptr,
npl sLabel St ackRowSt at us,
npl sLabel St ackSt or ageType,
npl sMaxLabel St ackDept h,
npl sLabel St ackl ndexNext

}
STATUS current
DESCRI PTI ON
"(bj ects needed to support | abel stacking."
2= { nplsLsrGoups 8 }

npl sLsrNotificati onG oup NOTIFI CATI ON- GROUP
NOTI FI CATI ONS {
npl sXCUp,
npl s XCDown

}
STATUS current
DESCRI PTI ON
"Set of notifications inplenmented in this
nodul e. "
.= { nplsLsrGoups 9 }
END

Srinivasan, et al. St andar ds Track [ Page 54]



RFC 3813 MPLS LSR M B June 2004

11. Security Considerations

It is clear that this MB nodule is potentially useful for nonitoring
of MPLS LSRs. This MB can also be used for configuration of certain
obj ects, and anything that can be configured can be incorrectly
configured, with potentially disastrous results.

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

0 the nplsLsrlnSegnment Tabl e, npl sLsr Qut Segnent Tabl e, npl sXCTabl e,
npl sQut Segnent Per f Tabl e, npl sl nterfacePerfTabl e, and
npl sl nSegnent Per f Tabl e col | ectively contain objects to provision
MPLS interfaces, LSPs and their associated paraneters on an Label
Swi tching Router (LSR). Unauthorized access to objects in these
tables, could result in disruption of traffic on the network.
This is especially true if an LSP has been established. The use
of stronger mechani sms such as SNWPv3 security shoul d be
consi dered where possible. Specifically, SNWPv3 VACM and USM MJUST
be used with any v3 agent which inplenments this MB nodul e.
Adm ni strators shoul d consi der whether read access to these
obj ects should be allowed, since read access may be undesirable
under certain circunstances.

Sone of the readable objects in this MB nmodule "i.e., objects with a
MAX- ACCESS ot her than not-accessi ble" nay be considered sensitive or
vul nerabl e in some network environments. It is thus inportant to

control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

0 the nplsLsrlnSegnent Tabl e, npl sLsr Qut Segnent Tabl e, npl sXCTabl e,
npl sQut Segnent Per f Tabl e, npl sl nterfacePerfTabl e, and
npl sl nSegnent Perf Tabl e col | ectively show the LSP network topol ogy
and its performance characteristics. If an Adm ni strator does not
want to reveal this information, then these tables should be
consi dered sensitive/vul nerabl e.
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12.

13.

13.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure "for exanple by using |PSec",
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET "read/ change/ create/ del ete" the objects
in this MB nodul e.

It is RECOMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework "see [ RFC3410], section 8",

i ncluding full support for the SNWMPv3 cryptographi c mechani snms "for
aut henti cation and privacy".

Further, deploynent of SNWMP versions prior to SNWMPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule, is properly configured to give access to
the objects only to those principals "users" that have legitinmte
rights to indeed GET or SET "change/create/ del ete" them
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| ANA Consi der ati ons

As described in [ MPLSMGMIT and as requested in the MPLS-TC STD-M B

[ RFC3811], MPLS related standards track M B nodul es shoul d be rooted
under the npl sStdM B subtree. There are 4 MPLS M B Mddul es cont ai ned
in this docunent, each of the follow ng "I ANA Consi derati ons”
subsections requests | ANA for a new assi gnnent under the npl sStdM B
subtree. New assignnents can only be nmade via a Standards Action as
specified in [ RFC2434] .

1. | ANA Consi derations for MPLS-LSR-STD-M B

The | ANA has assigned { nplsStdMB 2 } to the MPLS-LSR- STD-M B nodul e
specified in this docunent.
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