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Abstract

Thi s docunent describes a protocol whereby a user can acquire
cryptographic credentials (e.g., private keys, PKCS #15 structures)
froma credential server, using a workstation that has locally
trusted software installed, but with no user-specific configuration
The protocol’s payl oads are described in XM.. This nmeno al so

speci fies a Bl ocks Extensible Exchange Protocol (BEEP) profile of the
protocol. Security requirenents are net by mandati ng support for
TLS and/ or DI GEST- MD5 (through BEEP).
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1

| nt roducti on

Digital credentials, such as private keys and correspondi ng
certificates, are used to support various Internet protocols, e.g.
SIMME, |PSec, and TLS. In a nunber of environments, end users w sh
to use the sane credentials on different end-user devices. 1In a
"typi cal" desktop environment, the user already has nany tools
available to allow inport/export of these credentials. However, this
is not very practical. |In addition, with some devices, especially

wi rel ess and other nore constrained devices, the tools required
sinply do not exist.

Thi s docunent describes a protocol for the secure exchange of such
credentials and is a realization of the abstract protocol framework
described in [ RFC3760].

Many user-chosen passwords are vulnerable to dictionary attacks. So
the SACRED protocol is designed to give no information with which an
attacker can acquire information for launching a dictionary attack
whet her by eavesdropping or by inpersonating either the client or
server.

The protocol also allows a user to create or delete an account,
change her account password and/or credentials, and upload the new
values to the server. The protocol ensures that only soneone that
knew the ol d account password is able to nodify the credentials as
stored on the credential server. The protocol does not preclude
configuring a server to disallow sone operations (e.g. credenti al

upl oad) for sone users. The account nanagenent operations as a whole
are optional inplenentations for both credential servers and clients.

Note that there are potentially two "passwords" involved when using
this protocol - the first used to authenticate the user to the
credential server, and the second to decrypt (parts of) the
credential followi ng a downl oad operation. Were the context
requires it, we refer to the former as the account password and the
latter as the credential password.

Using a protocol such as this is somewhat | ess secure than using a
smart card, but can be used until snmart cards and smart card readers
on workstations becone ubi quitous, and can be useful even after snart
cards are ubiquitous, as a backup strategy when a user’s snart card
is lost or malfunctioning.

The protocol sets out to neet the requirenents in [ REQS].
Cryptographic credentials nmay take the form of private keys, PKCS #15
[ PKCS15], or structures. As stated, a profile based on BEEP [ BEEP]
is specified for nessage transport and security (integrity,
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aut hentication, and confidentiality). |In that case, the security
requi rements are nmet by mandati ng support (via BEEP) for TLS [TLS]
and/ or DI GEST- MD5 [ DI GEST- MD5] .

We assune the only authentication information available to the user
is a username and password.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

2. The Protocol

This section defines the account nmanagenent and "run-tinme" operations
for the SACRED pr ot ocol

It al so describes the nessage formats used, which are described in
XML [ XMLSCHEMA] .  Appendi x A provides an XM. schema for these
el ement s.

The approach taken here is to define SACRED el enents that are
conmpatible with the elements used in [ XKM5] and [ XMLDSI G, so that an
i npl ementation of this protocol can easily al so support XKMs, and
Vi ce versa
It is also intended that other SACRED protocol instances (e.g. using
a different authentication schene, credential format, or transport
protocol) could re-use nmany of the definitions here.
2.1. Account Managenent Operations
These operations MAY be inplenmented, that is, they are OPTI ONAL.
2.1.1. Information Request
This operation does NOT REQUI RE aut henti cati on.

The purpose of this operation is to provide the client with the
val ues required for account creation

The client sends an I nfoRequest nessage (which has no content).

The server responds with an I nfoResponse nessage whi ch contains the
aut henti cati on nmechani sm paraneters for the server and the list of
supported Processlinfo types. For DI GEST-MD5, this consists of the
list of realnms (each as an XM. el enent named "Real nf') which the
server supports. There MJST be at | east one real m specifi ed.
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Clients MIST be able to select one froma list of Real ns and MJUST be
able to disregard any other information present (allowed for
extensibility).

2.1.2. Create Account
Thi s operati on REQU RES server authentication.

The purpose of this operation is to setup a new account on the
server. The information required for a "new' account will depend on
the SASL [ SASL] nechani sm used.

The client sends a CreateAccount Request, which contains the account
nane (e.g. usernane). It also contains the elenments required to
create an account for a particular authentication nechanism The
actual information is defined according to the authentication
mechani sm  For DI GEST-MD5, this consists of the password verifier
(the hashed usernane, password and realm and the chosen real m

Al t hough nore than one set of such data is allowed by the data
structures defined in the appendi x, clients SHOULD only include one
her e.

The server responds with an error or acknow edgenent message.
2.1.3. Renopbve Account

Thi s operati on REQU RES nutual authentication.

The purpose of this operation is to delete the entire account.

The client sends a RenpbveAccount Request nessage (which has no
content) to the server

The server MJST delete all information relating to the account and
respond with an error or acknow edgenent nessage.

2.1.4. Modify Account
Thi s operati on REQU RES nutual authentication.
The purpose of this operation is to allowthe client to change the

information required for authentication. The information required
wi || depend on the authentication nmethod used.
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The client sends a MdifyAccount Request nessage, which contains the
el enents required to change the authentication infornmation for the
account, for a particular authentication nechanism The actual
information is defined according to the authentication nechani sm For
[DI GEST-MD5], it will consist of a real mand password verifier val ue.

Once the account information has been changed, the server wll
respond with an error or acknow edgenent nessage.

2.2. "Run-tinme" Operations

These operations MJST be supported by all conformant inplenentations.
2.2.1. Credential Upload

Thi s operati on REQU RES nutual authentication.

The purpose of this operation is to allowthe client to deposit a
credential with the server

The client sends an Upl oadRequest nessage to the server which MJST
contain one Credenti al

If a credential with the sane credential selector field as in the

Upl oadRequest (a "matching" credential) already exists for the
account, then that credential is replaced with the new credenti al
fromthe Upl oadRequest. O herwise a "new' credential is associated
with that account. |f a new credential is being uploaded, then the
client SHOULD include (in LastMdified) its [ocal concept of the tine
(if it has one), or an indicator that it has no clock. The actua

val ue of LastMdified can be anything, (but the elenment has to be
present) since this will be overwitten by the server in any case.

If any change is nmade to the stored credentials associated with the
account, then the server MJST update the correspondi ng Last Modified
val ue (returned i n Downl oadResponse nmessages) to the current tinme (at
t he server).
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The Last Modified value in the Upl oadRequest MJST be the val ue which
was nost recently received in a correspondi ng Downl oadResponse for
that credential. This nmeans the clients are strongly RECOMVENDED to
only produce an Upl oadRequest based on recently downl oaded
credentials, since otherwi se the LastMdified value nay be out of

dat e.

The Last Modified value can al so be of use in detecting conflicts.
For exanmpl e, download to platformA, download to platform B, update
fromB, update fromA  The server could detect a conflict on the
second upload. In this case the server MJUST respond with a BEEP
error (which SHOULD be Stal eCredential).

The server replaces the provided LastMdified value with the current
time at the server before storing the credential. (Note that this
means that it would be unwise for a client to include the

Last Modified field in a Clientlnfo digital signature which is
cal cul ated over the Credential Type.)

The server responds with an error or acknow edgenent message.
2.2.2. Credential Downl oad
Thi s operati on REQU RES nutual authentication.

The purpose of this operation is to allowa client to get one or nore
credentials froma server (the purpose of the entire protocol
really!).

The client sends a Downl oadRequest nessage to the server which MAY

contain a credential selector string for the credential. No, or an
enpty credential selector nmeans the request is for all credentials

associated with the account.

The server responds with a Downl oadResponse or an error nessage. A
Downl oadResponse contains one or nore credential payloads, including
the LastModified tinme which represents the tinme (at the server) when
the | ast change was nmade to each credential associated with the
account (e.g. subsequent to an Upl oadRequest).

2.2.3. Credential Delete
Thi s operati on REQU RES nutual authentication.

The purpose of this operation is to allowthe client to delete one or
all credentials associated with the account.
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The client sends a Del et eRequest nmessage to the server which can
contain either a Credential Sel ector or an Al elenent.

I f the Del et eRequest contains an Al elenent, then all of the
credentials associated with that account are del et ed.

I f the Del et eRequest contains a Credential Sel ector, then the request
MAY include a LastMdified value. |If the LastMdified value is
present in the Del eteRequest, then it MJST be the val ue which was
nost recently received in a correspondi ng Downl oadResponse for that
credential. |If the value does not match, then the server MJST NOT
del ete the credentials.

If no "matching" credential exists, the server returns an error.

The server responds to this request with an error or acknow edgenent
nessage.

M scel | aneous
.1. Session Security
Si x SACRED operations are defined above. In this section we specify

the requirements for security for each of the operations (where
supported).

Operation Security REQUI RED

I nformati on request NONE

Create account Server aut henticati on,
Confidentiality, Integrity

Renove account Mut ual aut hentication
Confidentiality, Integrity

Modi fy account Mut ual aut hentication
Confidentiality, Integrity

Credential upl oad Mut ual aut hentication
Confidentiality, Integrity

Credential downl oad Mut ual aut hentication
Confidentiality, Integrity

Credential delete Mut ual aut hentication

Confidentiality, Integrity

The security requirenents can be nmet by several nechanisns. This
docunent REQUI RES credential servers to support TLS and DI GEST- MD5.
Clients MJST support DI GEST-MD5 and TLS with server authentication.
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The mandatory-to-inplenent TLS ci pher suite for SACRED i s
TLS RSA W TH_3DES- EDE_CBC_SHA. I npl ementati ons SHOULD al so support
TLS RSA W TH_AES 128 CBC SHA [ TLSAES].

When perform ng nmutual authentication using DI GEST-MD5 for the
client, DI GEST-MD5 MJST only be used "within" a TLS server-

aut henti cated "pipe", and MJST only be used for client

aut hentication. That is, we do not use the DI GEST-MD5 security
services (confidentiality, integrity etc.).

2.3.2. Handling Multiple Credentials for an Account

When nore than one credential is stored under a single account, the
client can select a single credential using the optional credential
sel ector string.

There is no concept of a "default credential" - all credentials MJST
have an associ ated sel ector unique for that account. The selector is
REQUI RED for upload requests and OPTI ONAL for downl oad requests. |If

the selector is omitted in a downl oad request, it MJST be interpreted
as a request for all the stored credenti al s.

An enpty selector string value (i.e. "") in a credential downl oad
request is to be interpreted as if the selector string were onmtted,
i.e. a download request containing this is a request for al
credenti al s.

It is an error to have nore than one credential stored under the sane
account where both have the sane credential selector string.

2.3.3. Common Fields

Al'l messages sent to the server MAY contain Processlinfo values. This
field MAY be used by other specifications or for vendor extensions.
For example, a server might require clients to include a phone nunber
inthis field. The infornmation response nessage contains a list of
the types of Processlinfo that the server supports. This
extensibility scheme is simlar to that used in [ XKM5] and [ XBULK] .

Where no specific response nessage is defined for an operation (e.g.
for Upl oadRequest), then the transport will indicate success or
failure.

Al'l of the response nessages defined here MAY contain a Status
string, containing a value intended for human consunption
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2.3.4. Credential Formt

A nunber of nessages involve the Credential elenent. It has the
followng fields (all optional fields may occur exactly zero or one
times unl ess otherw se stated):

- Credential Sel ector contains a string by which this particul ar
credential (for this account) can be identified.

- PaylLoad contains either a ds:Keylnfo or sonme other form of
credential. Inplenmentations MJUST support the PKCS #15 form of
ds: Keyl nfo defined bel ow (the SacredPKCS15 el enent).

- LastModified is a string containing the time (at the server) at
whi ch this credential was |ast nodified.

-  TinmeToLive (optional) is a hint clients SHOULD honor, which
specifies the nunber of seconds the downl oaded credential is to be

usabl e.
- Processinfo (optional) MAY contain any (typed) information that
the server is intended to process. |If the server doesn't support

any of the Processlinfo data, it MAY ignore that data.

- dientlnfo (optional) MAY contain any (typed) information that the
client is intended to process, but which the server MJST ignore.
If the client doesn’t support any of the Clientlnfo data, it NAY
ignore that data (e.g. if the Cientlnfo is device specific).

3. BEEP Profile for SACRED
The protocol described in this meno is realized as a [ BEEP] profile.

Future menos may define alternative versions of the BEEP profile for
SACRED. When a BEEP peer sends its greeting, it indicates which
profiles it is willing to support. Accordingly, when the BEEP client
asks to start a channel, it indicates the versions it supports, and
if any of these are acceptable to the BEEP server; the latter
specifies which profile it is starting.

Profile Identification: http://iana.org/beep/sacred

Messages Exchanged duri ng Channel Creation
I nf oRequest,
Cr eat eAccount Request,
RenoveAccount Request,
Modi f yAccount Request
Downl oadRequest ,
Upl oadRequest ,
Del et eRequest,
I nf oResponse,
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Downl oadResponse,
error,
ok

Messages starting one-to-one exchanges:
I nf oRequest,
Cr eat eAccount Request,
RenpoveAccount Request,
Modi f yAccount Request
Downl oadRequest ,
Upl oadRequest ,
Del et eRequest

Messages in positive replies:
ok,
I nf oResponse,
Downl oadResponse
Messages in negative replies: error
Messages i n one-to-nany changes: none
Message Syntax: c.f., Section 3
Message Semantics: c.f., Section 2
Contact Information: c.f., the editor’s address section of this meno
3.1. Profile Initialization
Because all but one of the operations of the SACRED profile have
security requirenents (cf., Section 2.3.1), before starting the
SACRED profile, the BEEP session will likely be tuned using either
http://iana. org/ beep/ TLS

or

http://iana. org/ beep/ TLS fol | oned by
http://iana. or g/ SASL/ DI GEST- MD5

Appendi x B gives an exanple of tuning a BEEP session using DI GEST-
MD5 (i.e. it shows how to turn on BEEP security).

Regar dl ess, upon conpl eti on of the negotiation process, a tuning
reset occurs in which both BEEP peers issue a new greeting. Consult
Section 3 of [BEEP] for an exanple of how a BEEP peer may choose to

i ssue different greetings based on whether confidentiality is in use.
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Any of the nmessages listed in section 3.2 below may be exchanged
during channel initialization (c.f., Section 2.3.1.2 of [BEEPF]),

e.g.,

<start number="1">
<profile uri="http://iana.org/beep/sacred’ >
<! [ CDATA[ <Downl oadRequest ...>]]>
</profile>

</start>

<profile uri="http://iana.org/beep/sacred’ >
<! [ CDATA[ <Downl oadResponse ...>]]>
</profile>

Wy 00000

Not e that BEEP inposes both encoding and length limitations on the
nmessages that are piggybacked during channel initialization

3.2. Profile Exchange

Al'l messages are exchanged as "application/ beep+xm " (c.f., Section
6.4 of [BEEP]):

Rol e VG RPY ERR

I I nf oRequest I nf oResponse error
I Cr eat eAccount Request ok error
I RenoveAccount Request ok error
I Modi f yAccount Request ok error
I Downl oadRequest Downl oadResponse error
I Upl oadRequest ok error
I Del et eRequest (04 error

3.3. FError Handling

The "error" message from Section 2.3.1.5 of [BEEP] is used to convey
error information. Typically, after flagging an error, a peer wll
initiate a graceful release of the BEEP session

The followi ng BEEP error reply codes from |[BEEP] are to be used:

code Meani ng

421 servi ce not avail able

450 requested action not taken (e.g., lock already in
use)
451 requested action aborted (e.g., local error in

processi ng)
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454  tenporary authentication failure

500 general syntax error (e.g., poorly-formed XM)

501 syntax error in paranmeters (e.g., non-valid XM)

504 paraneter not inplenented

530 aut hentication required

534 authentication mechanisminsufficient (e.g., too
weak, sequence exhausted, etc.)

535 aut hentication failure

537 action not authorized for user

538 aut henti cati on mechani smrequires encryption

550 requested action not taken (e.g., no requested
profiles are acceptabl e)

553 paraneter invalid

554 transaction failed (e.g., policy violation)

The foll owi ng SACRED specific error reply codes can al so be used:

code Meani ng

555 Ext ensi on (Processl nfo) used not supported
556 Requi red extension (Processlnfo) not present
557 Stal eCredential (A bad LastMdified val ue was
contained in an Upl oadRequest .)
3.4. SASL Authorization ldentity
The use of the SASL authorization identity in this protocol is
i npl enentation-specific. |If used, the authorization identity is not
a substitute for the credential selector field, but nay be used to
af fect authorization for access to credential s.
4. | ANA Consi derations
The | ANA has registered the BEEP profile specified in Section 4.
http://iana. org/ beep/ sacred
The sacred protocol SHOULD be run over port 1118.

The GSSAPI service nanme (required when using SASL) for this protoco
SHALL be "sacred".
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5. Security Considerations

[REQS] calls for specifications to state how they address the
vul nerabilities |isted bel ow

V1.

V2.

V3.

V4.

V5.

V6.

Farr el

A passive attacker can watch all packets on the network and
|ater carry out a dictionary attack

- The use of DI GEST-MD5 and/or TLS counters this

vul nerability.

An attacker can attenpt to masquerade as a credential server
in an attenpt to get a client to reveal information online
that allows for a later dictionary attack

- The use of server or nutual authentication counters this
vul nerability.

An attacker can attenpt to get a client to decrypt a chosen
"ci phertext" and get the client to make use of the resulting
plaintext - the attacker may then be able to carry out a
dictionary attack (e.g. if the plaintext resulting from
"decryption" of a randomstring is used as a DSA private
key) .

- The use of server or nutual authentication counters this
vul nerability.

An attacker could overwite a repository entry so that when
a user subsequently uses what they think is a good
credential, they expose infornation about their password
(and hence the "real" credential).

- Server inplenentations SHOULD take neasures to protect the
dat abase. Clients MAY use the Clientinfo field to store
e.g. a signature over the Credential, which they then verify
bef ore using the private conponent.

An attacker can copy a credential server’s repository and
carry out a dictionary attack

- Server inplenentations SHOULD take neasures to protect the
dat abase.

An attacker can attenpt to masquerade as a client in an
attenpt to get a server to reveal information that all ows
for a later dictionary attack.

- The mutual authentication requirements of this protocol
counter this to a great extent. Additionally, credential
servers MAY choose to provide nechani snms that protect

agai nst online dictionary attacks agai nst user account
passwords, either by repeated access attenpts to a single
user account (varying the password) or by attenpting to
access many user accounts using the sane password.

An attacker can persuade a server that a successful |ogin
has occurred, even if it hasn’t.

- Cient authentication prevents this.
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V8. (Upl oad) An attacker can overwite soneone else’'s
credentials on the server
- Only if they know the account password already (thanks to
mut ual aut henti cati on).

V9. (When usi ng password-based authentication) An attacker can
force a password change to a known (or "weak") password.
- Cient authentication counters this.

V10. An attacker can attenpt a nan-in-the-niddle attack for lots
of reasons...
- Mutual authentication and the encryption of subsequent
nessages prevents this.

V11l. User enters password instead of nane.
- Since the DI GEST- MD5 nechanismis only used after TLS
tuning, the user’s nane is al so protected.

V12. An attacker could attenpt various denial -of-service attacks.
- No specific counterneasures agai nst DoS are proposed.

I f the CreateAccount Request nessage were sent over a cleartext
channel (or otherw se exposed), then an attacker could nmount a
dictionary attack and recover the account password. This is why the
server authenticated TLS transport is REQU RED for this operation

| f someone steals the server database they can | aunch a dictionary
attack. |If the dictionary attack is successful, the attacker can
decrypt the user’s credentials. An attacker that has | earned the
user’s account password can al so upl oad new credentials, assum ng the
user is authorized to nodify the credentials, because sonmeone who
knows the user’s account password is assunmed to be the user.

However, if soneone steals the server database and is unsuccessful at
obtai ning the user’s account password through a dictionary attack
they will be unable to upload new credenti al s.

Credential servers SHOULD i ncorporate neasures that act to counter
deni al of service attacks. In particular, they SHOULD drop inactive
connections and nininmze the use of resources by un-authenticated
connections. A nunber of recomendations are listed at [DDOS].

Various operations in the SACRED protocol depend upon server

aut henti cation being provided by server authenticated TLS. SACRED
clients SHOULD take care that the correct server is at the far end of
the TLS "pi pe" by perform ng the checks which are listed in section
3.1 of RFC 2818 [RFC2818]. dCients SHOULD al so include the optiona
BEEP serverNane field in their "start" nmessage and SHOULD then ensure
that the BEEP serverNane is consistent with the checks on the TLS
server described in RFC 2818. Failure to carry out these checks
could all ow a spoof server access to a user’s credential.
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6.

6.

1.

I f the SACRED account password were to be used in sonme other, |ess
secure protocol, using DI GEST-MD5, then it m ght appear to be the
case that a man-in-the-nmddle (MTM attack could be nount ed.

However, this is not the case since the D GEST-MD5 client hash
includes a client-selected "digest-uri-value", which in SACRED s case
will be "sacred/<serverNane>". In a MTM attack, those values will
be sonmething else. A MTMattack as described is therefore thwarted,
because digest-uri-value wouldn’t nmatch what the SACRED server is
expecti ng.
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Appendi x A XM. Schena

<?xm version="1.0" encodi ng="UTF-8"?>
<schema
t ar get Nanmespace="ur n: sacr ed- 2002- 12- 19"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xnl dsi g#"
xm ns: sacred="urn: sacred-2002- 12- 19"
xm ns="http://ww. w3. org/ 2001/ XM_Schena" >
<i mport nanespace="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
schenmalLocati on=
"http://ww. w3. org/ TR/ xm dsi g- cor e/ xm dsi g- cor e- schema. xsd"/ >
<!-- extensibility holes -->
<conpl exType name="Processl nfoType">
<sequence nmaxCQccur s="unbounded">
<any nanespace="##ot her"/>
</ sequence>
</ conmpl exType>
<el ement name="Processlnfo" type="sacred: ProcesslnfoType"/>
<conpl exType name="C i ent| nfoType" >
<sequence nmaxQccur s="unbounded">
<any nanmespace="##ot her"/>
</ sequence>
</ conmpl exType>
<el ement name="dientlnfo" type="sacred: CientlnfoType"/>
<l-- \Wiere to put authenentication information -->
<conpl exType name="Aut hl nf oType" >
<choi ce maxCccur s="unbounded" >
<el ement nane="Di gest MD5Aut hl nf 0" >
<conpl exType>
<sequence>
<el emrent nane="PasswordVerifier" type="base64Binary"/>
<el erent nane="Real m' type="string" />
</ sequence>
</ conpl exType>
</ el enent >
<any nanespace="##ot her"/>
</ choi ce>
</ conmpl exType>
<el ement name="Aut hl nf 0" type="sacred: Aut hl nf oType"/ >
<!'-- authentication nmechani sm paraneters -->
<conpl exType name="Aut hPar ansType" >
<choi ce maxCccur s="unbounded" >
<el ement nane=" Di gest MD5Aut hPar ans" >
<conpl exType>
<sequence>
<el emrent nane="Real m' type="string"
m nCccurs="1" maxCccur s="unbounded"/ >
</ sequence>
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</ conpl exType>
</ el ement >
<any nanmespace="##ot her"/>
</ choi ce>
</ conmpl exType>
<el ement nane="Aut hPar ans" type="sacr ed: Aut hPar ansType"/ >

<l-- Protocol nesssages -->
<l-- "account handling" operations -->
<l-- Information request -->

<el ement name="I| nf oRequest "/ >
<el ement name="1| nf oResponse" >
<conpl exType>
<sequence>
<el enent name="Status" type="string" mnQccurs="0"/>
<el ement nane="Serverld" type="string"/>
<el enent ref="sacred: Aut hParans"/ >
<el enent ref="sacred: Processl nfo" nminCccurs="0"/>
</ sequence>
</ conpl exType>
</ el ement >
<l-- Create Account Request -->
<el ement nane="Cr eat eAccount Request " >
<conpl exType>
<sequence>
<el erent nane="User|d" type="string"/>
<el enent ref="sacred: Aut hl nfo"/>
<el enent ref="sacred: Processl nfo" ninCccurs="0"/>
</ sequence>
</ conpl exType>
</ el ement >
<!-- renove account request -->
<el ement name=" RenpbveAccount Request " >
<conpl exType>
<sequence>
<el enent ref="sacred: Processl nfo" nminCccurs="0"/>
</ sequence>
</ conpl exType>
</ el ement >
<l-- password change request -->
<el ement nane="Modi f yAccount Request " >
<conpl exType>
<sequence>
<el enent ref="sacred: Aut hl nfo"/>
<el enent ref="sacred: Processl nfo" mnminCccurs="0"/>
</ sequence>
</ conpl exType>
</ el ement >
<l-- "run-tine" operations -->
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<l-- DownLoad Request -->
<el ement nane="Downl oadRequest " >
<conpl exType>
<sequence>
<el emrent nane="Credential Sel ector” type="string"
m nCccurs="0"/>
<el enent ref="sacred: Processl nfo" ni nCccurs="0"/>
</ sequence>
</ conpl exType>
</ el ement >
<l'-- Downl oad Response -->
<el enment nane="Downl oadResponse" >
<conpl exType>
<sequence>
<el enent name="Status" type="string" mnQccurs="0"/>
<el enent name="Credential" type="sacred: Credenti al Type"
maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>
</ el ement >
<l-- Upl oad request -->
<el ement name="Upl oadRequest " >
<conpl exType>
<sequence>
<el enent nanme="Credential" type="sacred: Credenti al Type"/>
</ sequence>
</ conpl exType>
</ el ement >
<el ement name="Del et eRequest ">
<conpl exType>
<sequence>
<choi ce>
<sequence>
<el ement nane="Credenti al Sel ector" type="string"/>
<el ement nane="Last Modi fied" type="dateTi nme"
m nCccurs="0"/>
</ sequence>
<el ement name="All"/>
</ choi ce>
<el ement ref="sacred: Processl nfo" minCccurs="0"/>
</ sequence>
</ compl exType>
</ el ement >

<l-- Credential related structures -->

<!-- A new ds:Keylnfo thing -->

<el ement nane=" Sacr edPKCS15" type="base64Bi nary"/>
<l-- credential -->

<conpl exType name="Credenti al Type" >
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<sequence>
<el ement nane="Credenti al Sel ector" type="string"/>
<el ement nane="Last Modi fi ed" type="dateTi me"/>
<el ement nane="Payl oad" type="ds: Keyl nfoType" ni nCccurs="0"/>
<el ement nane="Ti meToLi ve" type="string" mnCccurs="0"/>
<el ement ref="sacred: Processl nfo" minCccurs="0"/>
<el ement ref="sacred: dientlnfo" m nCccurs="0"/>
</ sequence>
</ conmpl exType>

</ schema>
Appendi x B: An Exanple of Tuning w th BEEP

Here is what tuning BEEP for authentication and confidentiality
| ooks |ike using TLS and SASL’ s DI GEST- MD5:

L: <wait for inconing connection>
| : <open connecti on>

each peer sends a greeting indicating the services that
it offers ...

RPY 0 O . 0 233
Cont ent - Type: application/ beep+xm

<greeting>
<profile uri= http://iana.org/beep/ SASL/ DI GEST- VD5’ />
<profile uri="http://iana.org/beep/ TLS />
<profile uri="http://iana.org/beep/sacred />

</ greeting>

END

RPY 0 0. 0 52

Cont ent - Type: application/ beep+xm

A I I N

<greeting />
END

the initiator starts a channel for TLS and pi ggybacks a request
to start the TLS negotiation ...

MSG 0 1 . 52 149
Cont ent - Type: application/ beep+xm

<start nunber="1" serverName="sacr ed. exanpl e. org">
<profile uri="http://iana.org/beep/ TLS >
& t;ready />
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T A I D

</profile>
</start>
END

the listener creates the channel and piggybacks its readiness to
start TLS ...

RPY 0 1 . 233 112
Cont ent - Type: application/ beep+xm

<profile uri="http://iana.org/beep/TLS >
& t; proceed />

</profile>

END

upon receiving the reply, the initiator starts up TLS ...
successful transport security negotiation ...

a new greeting is sent (cf., Section 9 of RFC 3080), note that
the listener no | onger advertises TLS (we’'re already running

it)

RPY 0 O . O 186
Cont ent - Type: application/ beep+xm

<greeting>
<profile uri= http://iana.org/beep/ SASL/ DI GEST- VD5’ />
<profile uri="http://iana.org/beep/sacred />

</ greeting>

END

RPY 0 0. 0 52

Cont ent - Type: application/ beep+xm

<greeting />
END

the initiator starts a channel for DI GEST-MD5 and pi ggybacks
initialization information for the nechanism...

MSG O 1. 52 178
Cont ent - Type: application/ beep+xm

<start nunber="1">
<profile uri= http://iana.org/beep/ SASL/ DI GEST- MD5’ >
& t;blob> ... & t;/blob>
</profile>
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I A N I

</start>
END

the listener creates the channel and piggybacks a challenge ...

RPY 0 1 . 186 137
Cont ent - Type: application/beep+xm

<profile uri=" http://iana.org/beep/ SASL/ DI GEST- MD5’ >
& t;blob> ... &t;/blob>

</profile>

END

the initiator sends a response to the challenge ...

MSG10. 058
Cont ent - Type: application/beep+xm

<blob> ... </bl ob>
END

the listener accepts the challenge and tells the initiator
that it is now authenticated ...

RPY 1 0. 0 66
Cont ent - Type: application/beep+xm

<bl ob status='conplete’ />
END

the initiator starts a channel for SACRED and pi ggybacks its
initial SACRED request

MSG 0 2 . 230 520
Cont ent - Type: application/beep+xm

<start nunber='3 >
<profile uri="http://iana.org/beep/sacred />
& t;?xm version="1.0" encodi ng="UTF-8"?>
&l t; sacred: Downl oadRequest
xm ns: sacred="urn: sacred-2002- 12- 19"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
Xsi : schemalLocati on="urn: sacred- 2002- 12- 19 sacred. xsd" >
&l t; Credenti al Sel ect or >
magnus- credenti al s& t;/Credenti al Sel ect or >
&l t;/sacred: Downl oadRequest >
</start>
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I END

... the listener creates the channel and piggybacks the response to
the initial SACRED request

RPY 0 2 . 323 805
Cont ent - Type: application/beep+xm

<profile uri="http://iana.org/beep/sacred” />
& t;?xm version="1.0" encodi ng="UTF-8""?>
&l t; sacr ed: Downl oadResponse
xm ns: sacred="ur n: sacr ed- 2002-12- 19"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"
xsi : schemaLocat i on="ur n: sacred- 2002- 12- 19 sacr ed. xsd" >
&l t; Status>Success& t;/ Status>
& t; Credential >
&l t; Credenti al Sel ect or >
magnus-credenti al & t;/ Credenti al Sel ect or >
&l t; Last Mbdi fi ed>2002-11-22T00: 00: 08Z&l t ; / Last Mbdi fi ed>
&l t; Payl oad>
&l t ; sacred: Sacr edPKCS15
xm ns: sacred="urn: sacred-2002- 12- 19" >GoM/
&l t;/sacred: Sacr edPKCS15>
&l t;/ Payl oad>
& t;/Credential >
&l t;/sacred: Downl oadResponse>
</profile>
END

I O I .

Appendi x C. Provisi on SACRED usi ng ot her Protocols

SACRED nmay be inplenented in a non-BEEP environnment, provided that
bef ore any SACRED PDUs are sent, the application protocol nust be
protected according to the security mandates provided in Section 2. 3.

For example, if SACRED is provisioned as the payload of an
application protocol that supports SASL and TLS, then the appropriate
SASL and/or TLS negotiation nust successfully occur before exchanging
Sacred PDUs.

Alternatively, if the application protocol doesn’'t support SASL, then

one or nore PDUs are defined to facilitate a SASL negotiation, and
t he appropriate negotiati on nmust occur before exchanging Sacred PDUs.
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