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1. Introduction

The Protocol for Carrying Authentication for Network Access (PANA)
Working Group is devel oping nethods for authenticating clients to the
access network using | P based protocols. This docunent discusses the
threats to such I P based protocols.

A client wishing to get access to the network nmust carry on nultiple
steps. First, it needs to discover the | P address of the PANA

aut henti cati on agent (PAA) and then execute an authentication
protocol to authenticate itself to the network. Once the client is
aut henti cated, there might be other nmessages exchanged during the
lifetime of the network access. This docunent discusses the threats
in these steps w thout discussing any solutions. The requirenents
arising out of these threats will be used as input to the PANA
Working Goup. The use of word co-located in this docunent neans
that the referred entities are present on the same node.

2. Keywords
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ KEYWORDS] .

3. Terminology and Definitions

Client Access Device

A network el enent (e.g., notebook conputer, PDA) that requires
access to a provider’s network.

Net wor k Access Server (NAS)
Net wor k devi ce that provides access to the network.

PANA dient (PaC
An entity in the edge subnet that seeks to obtain network access
froma PANA aut hentication agent within a network. A PANA client
is associated with a device and a set of credentials to prove its
identity within the scope of PANA

PANA Aut hentication Agent (PAA)

An entity whose responsibility is to authenticate the PANA client
and to grant network access service to the client’s devi ce.
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Aut henti cati on Server (AS)

An entity that authenticates the PANA client. It may be
co-located with the PANA authentication agent or part of the
back-end infrastructure.

Device ldentifier (D)

The identifier used by the network to control and police the
network access of a client. Depending on the access technol ogy,
the identifier mght contain the I P address, |ink-Ilayer address,
switch port nunber, etc., of a device. The PANA aut hentication
agent keeps a table for binding device identifiers to the PANA
clients. At nost one PANA client should be associated with a Dl
on a PANA aut hentication agent.

Enf or cement Poi nt ( EP)

A node capable of filtering packets sent by the PANA client by
using the DI information authorized by PANA authentication agent.

Conpound et hods

Aut henti cation protocol in which nethods are used in a sequence
one after another or in which nmethods are tunnel ed inside another
i ndependent|y established tunnel between the client and server

[ TUN- EAP] .

4. Usage Scenari os

PANA is intended to be used in an environnent where there is no a
priori trust relationship or security association between the PaC
and ot her nodes, such as the PAA and EP. |n these environnents,
one may observe the follow ng:

0o The link between PaC and PAA may be a shared nedium (e.g.
Et hernet) or may not be a shared medium (e.g., DSL network).

o Al the PaCs may be authenticated to the access network at
| ayer 2 (e.g., 3GPP2 CDVA network) and share a security
association with a |ayer 2 authentication agent (e.g., BTS).
The PaCs still don't trust each other; any PaC can pretend to
be a PAA spoof |P addresses, and | aunch various other attacks.

The scenari os nentioned above affect the threat npdel of PANA. This
docurment di scusses the various threats in the context of the above
networ k access scenarios for a better understanding of the threats.
In the followi ng discussion, any reference to a link that is not
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shared (or non-shared) is assumed to be physically secure. |[If such
an assunption cannot be made about the link, then the case becones
the same as that for a link being shared by nore than one node.

5. Trust Rel ationships

PANA aut hentication involves a client (PaC), a PANA agent (PAA), an
Aut henti cati on server (AS), and an Enforcenent point (EP). The AS
here refers to the AAA server that resides in the home real mof the
PaC.

The entities that have a priori trust relationships before PANA
begins are as foll ows:

1) PAA and AS:. The PaC belonging to the sane admninistrative domain
that the AS does often has to use resources provided by a PAA
that bel ongs to another administrative domain. A PAA
aut henti cates the PaC before providing | ocal network access.
The credentials provided by the PaC for authentication may or
may not be understood by the PAA. |f the PAA does not
understand the credentials, it needs to comunicate with the AS
in a different domain to verify the credentials. The threats
in the comuni cati on path between the PAA and AS are already
covered in [RAD-EAP]. To counter these threats, the
conmuni cati on between the PAA and AS is secured by using a
static or dynanic security association.

2) PAA and EP: The PAA and EP belong to the sane adm nistrative
domai n. Hence, the network operator can set up a security
association to protect the traffic exchanged between them
Thi s docunent discusses the threats in this path.

3) PaC and AS: The PaC and AS belong to the sane adninistrative
domai n and share a trust relationship. Wen the PaC uses a
different domain than its honme for network access, it provides
its credentials to the PAAin the visited network for
aut hentication. The information provided by the PaC traverses
t he PaC- PAA and PAA-AS paths. The threats in the PAA-AS path
are already discussed in [RAD-EAP]. This docunent discusses
the threats in the PaC PAA path.

It is possible that sone of the entities such as the PAA AS, and EP
are co-located. |In those cases, it can be safely assuned that there
are no significant external threats in their comrunication

The entities that do not have any trust relationship before PANA
begins are as foll ows:

Part hasar at hy I nf or mat i onal [ Page 4]



RFC 4016 PANA Threat Analysis March 2005

6.

1) PaC and PAA: The PaC and PAA normally belong to two different
admi ni strative domains. They do not necessarily share a trust
relationship initially. They establish a security association
in the process of authentication. Al nmessages exchanged
bet ween t he PaC and PAA are subject to various threats, which
are discussed in this docunent.

2) PaC and EP: The EP belongs to the sanme adninistrative donain as
the PAA. Hence, the PaC and EP do not necessarily share a
trust relationship initially. Wen the PaCis successfully
authenticated, it nmay result in key establishnment between the
PaC and PAA, which can be further used to secure the link
between the PaC and EP. For exanple, the EAP keying framework,
[ EAP- KEY], defines a three party EAP exchange in which the
clients derive the transient sessions keys to secure the |ink
between the peer and NAS in their final step. Simlarly, PANA
will provide the ability to establish keys between the PaC and
EP that can be used to secure the link further. This is
di scussed further in Section 6.4 bel ow

Thr eat Scenari os

First, the PaC needs to discover the PAA. This involves either
sending solicitations or waiting for advertisements. Once it has

di scovered the PAA, the two will enter authentication exchange. Once
the access is granted, the PaC will nost |ikely exchange data with
other nodes in the Internet. These steps are vulnerable to man-in-
the-middle (MTM, denial of service (DoS), and service theft

attacks, which are di scussed bel ow.

The threats are grouped by the various stages the client goes through
to gain access to the network. Section 6.1 discusses the threats
related to PAA discovery. Section 6.2 discusses the threats rel ated
to authentication itself. Section 6.3 discusses the threats involved
when | eaving the network. Section 6.4 discusses service theft.
Section 6.5 discusses the threats in the PAA-EP path. Section 6.6

di scusses the nmiscell aneous threats.

Sone of the threats discussed in the follow ng sections may be
specific to shared links. The threat may be absent on non-shared
links. Hence, it is only required to prevent the threat on shared
links. Instead of specifying a separate set of requirenents for
shared |inks and non-shared links, this docunent specifies one set of
requirements with the followi ng wordi ng: "PANA MJST be able to
prevent threat X'. This nmeans that the PANA protocol should be
capabl e of preventing threat X. The feature that prevents threat X
may or may not be used dependi ng on the depl oynent.
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6.1. PAA Discovery

The PAA is discovered by sending solicitations or receiving
advertisenents. The follow ng are possible threats.

T6.1.1: A malicious node can pretend to be a PAA by sending a spoof ed
adverti senent.

In existing dial-up networks, the clients authenticate to the network
but generally do not verify the authenticity of the nessages com ng
from Network Access Server (NAS). This nostly works because the |ink
between the device and the NAS is not shared with other nodes
(assum ng that nobody tanpers with the physical link), and clients
trust the NAS and the phone network to provide the service. Spoofing
attacks are not present in this environnent, as the PaC may assune
that the other end of the link is the PAA

In environments where the link is shared, this threat is present, as
any node can pretend to be a PAA. Even if the nodes are
authenticated at layer 2, the threat remains present. It is
difficult to protect the discovery process, as there is no a priori
trust relationship between the PAA and PaC. In deploynents where EP
can police the packets that are sent anmong the PaCs, it is possible
to filter out the unauthorized PANA packets (e.g., PAA advertisenents
sent by PaC) to prevent this threat.

The advertisenent nay be used to include information (such as
supported aut hentication nmethods) other than the discovery of the PAA
itself. This can lead to a bidding down attack, as a malicious node
can send a spoofed advertisenent with capabilities that indicate

aut hentication nmethods | ess secure than those that the real PAA
supports, thereby fooling the PaC into negotiating an authentication
nmet hod | ess secure than woul d ot herwi se be avail abl e.

Requi rement 1
PANA MJST not assune that the di scovery process is protected.
6.2. Authentication

This section discusses the threats specific to the authentication
protocol. Section 6.2.1 discusses the possible threat associated
with success/failure indications that are transmtted to PaC at the
end of the authentication. Section 6.2.2 discusses the man-in-the-
m ddl e attack when conpound net hods are used. Section 6.2.3

di scusses the replay attack, and Section 6.2.4 discusses the device
identifier attack.
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6.2.1. Success or Failure Indications

Sone aut hentication protocols (e.g., EAP) have a special nessage to

i ndi cate success or failure. An attacker can send a fal se

aut henti cati on success or failure nessage to the PaC. By sending a
false failure nmessage, the attacker can prevent the client from
accessing the network. By sending a fal se success nessage, the
attacker can prematurely end the authentication exchange, effectively
denyi ng service for the PaC

If the link is not shared, then this threat is absent, as ingress
filtering can prevent the attacker frominpersonating the PAA

If the Iink is shared, it is easy to spoof these packets. |If |ayer 2
provi des per-packet encryption with pair-w se keys, it mght make it
hard for the attacker to guess the success or failure packet that the
client would accept. Even if the node is already authenticated at
layer 2, it can still pretend to be a PAA and spoof the success or
failure.

This attack is possible if the success or failure indication is not
protected by using a security association between the PaC and the
PAA. In order to avoid this attack, the PaC and PAA should nutually
aut henticate each other. In this process, they should be able to
establish keys to protect the success or failure indications. It may
not always be possible to protect the indication, as the keys may not
be established prior to transmtting the success or failure packet.
If the client is re-authenticating to the network, it can use the
previously established security association to protect the success or
failure indications. Simlarly, all PANA nessages exchanged during
the authentication prior to key establishnent may not be protected.

Requi rement 2

PANA MJUST be able to nutually authenticate the PaC and PAA. PANA
MUST be able to establish keys between the PaC and PAA to protect the
PANA nessages.

6.2.2. MTM Attack

A malicious node can claimto be the PAAto the real PaC and claimto
be the PaC to the real PAA. This is a man-in-the-mddle (MTM
attack, whereby the PaCis fooled to think that it is conmmunicating
with the real PAA and the PAAis fooled to think that it is

comuni cating with the real PaC
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If the Iink is not shared, this threat is absent, as ingress
filtering can prevent the attacker fromacting as a man-in-the-
m ddl e.

If the Iink is shared, this threat is present. Even if the |ayer 2
provi des per-packet protection, the attacker can act as a man-in-
the-m ddl e and | aunch this attack. An instance of MTM attack, in
whi ch conpound aut henti cati on nethods are used is described in
[TUN-EAP]. In these attacks, the server first authenticates to the
client. As the client has not proven its identity yet, the server
acts as the man-in-the-mddle, tunneling the identity of the
legitimate client to gain access to the network. The attack is
possi bl e because there is no verification that the same entities
partici pated anong the conpound nethods. It is not possible to do
such verification if conmpound nethods are used wi thout being able to
create a cryptographic binding among them This inplies that PANA
will be vulnerable to such attacks if conpound nethods are used

wi t hout being able to cryptographically bind them Note that the
attack does not exist if the keys derived during the tunnel
establ i shnment are not used to authenticate the client (e.g., tunnel
keys are used for just protecting the identity of the client).

Requi rement 3

When conpound aut henticati on nmethods are used in PANA, the nethods
MJST be cryptographically bound.

6.2.3. Replay Attack

A malicious node can replay the nessages that caused authentication
failure or success at a later tine to create false failures or
success. The attacker can also potentially replay other nessages of
t he PANA protocol to deny service to the PaC

If the link is not shared, this threat is absent, as ingress
filtering can prevent the attacker frominpersonating the PAAto
replay the packets.

If the link is shared, this threat is present. |If the packets are
encrypted at layer 2 by using pair-wi se keys, it will nake it hard
for the attacker to learn the unencrypted (i.e., original) packet
that needs to be replayed. Even if layer 2 provides replay
protection, the attacker can still replay the PANA nessages (layer 3)
for denying service to the client.

Requi rement 4

PANA MJUST be able to protect itself against replay attacks.
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6.2.4. Device ldentifier Attack

When the client is successfully authenticated, the PAA sends access
control information to the EP for granting access to the network.
The access control information typically contains the device
identifier of the PaC, which is either obtained fromthe IP headers
and MAC headers of the packets exchanged during the authentication
process or carried explicitly in the PANA protocol field. The
attacker can gain unauthorized access into the network by taking the
foll owi ng steps.

0 An attacker pretends to be a PAA and sends advertisenments. The
PaC is fooled and starts exchangi ng packets with the attacker.

o The attacker nodifies the I P source address on the packet,
adj usts the UDP/ TCP checksum and forwards the packet to the
real PAA. It also does the same on return packets.

o Wien the real PaC is successfully authenticated, the attacker
gai ns access to the network, as the packets contained the IP
address (and potentially the MAC address al so) of the attacker

If the link is not shared, this threat is absent, as the attacker
cannot inpersonate the PAA and intercept the packets fromthe PaC

If the link is shared, this threat is present. |f the layer 2

provi des per-packet protection, it is not possible to change the MAC
address, and hence this threat nay be absent in such cases if EP
filters on both the IP and MAC address.

Requi rement 5

PANA MUST be able to protect the device identifier against spoofing
when it is exchanged between the PaC and PAA

6.3. PaC Leaving the Network
Wien the PaC | eaves the network, it can informthe PAA before
di sconnecting fromthe network so that the resources used by PaC can
be accounted properly. The PAA may al so choose to revoke the access
anytinme it deens necessary. The followi ng are possible threats:

T6.3.1: A malicious node can pretend to be a PAA and revoke the
access to PaC

T6.3.2: A mualicious node can pretend to be a real PaC and transnmit a
di sconnect nessage.
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T6.3.3: The PaC can | eave the network wi thout notifying the PAA or EP
(e.g., the Ethernet cable is unplugged, systemcrash). An
attacker can pretend to be the PaC and start using the
net wor k.

If the link is not shared, threats T6.3.1 and T6.3.2 are absent.

Threat T6.3.3 may still be present. |If there is no |ayer 2
indication, or if the layer 2 indication cannot be relied upon, then
threat T6.3.3 is still present on non-shared |inks.

If the Iink is shared, all of the above threats are present, as any
node on the link can spoof the disconnect nessage. Even if layer 2
has per-packet authentication, the attacker can pretend to be a PaC
(e.g., by spoofing the I P address) and di sconnect fromthe network.
Simlarly, any node can pretend to be a PAA and revoke the access to
the PaC. Therefore, T6.3.1 and T6.3.2 are possible even on |links
where layer 2 is secured. Threat T6.3.3 can be prevented if |ayer 2
provi des per-packet authentication. The attacker cannot subsune the
PaC that left the network w thout know ng the keys that protect the
packet at |ayer 2.

Requi rement 6

PANA MUST be able to protect disconnect and revocati on nessages.
PANA MJUST NOT depend on the PaC sending a di sconnect nessage.

6.4. Service Theft

An attacker can gain unauthorized access into the network by stealing
the service fromanother client. Once the real PaC is successfully
aut henticated, the EP will have filters in place to prevent

unaut hori zed access into the network. The filters will be based on
sonething that will be carried on every packet. For exanple, the
filter could be based on the I P and MAC addresses, where the packets
wi Il be dropped unless the packets comng with certain | P addresses
al so match the MAC addresses. The follow ng are possible threats:

T6.4.1: An attacker can spoof both the IP and MAC addresses of an
authorized client to gain unauthorized access. The attacker
can launch this attack easily by just sniffing the wire for
| P and MAC addresses. This lets the attacker use the network
wi t hout any authorization, getting a free service.

T6.4.2: The PaC can | eave the network wi thout notifying the PAA or EP
(e.g., the Ethernet cable is unplugged, systemcrash). An
attacker can pretend to be the PaC and start using the
net wor k.
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Service theft allows the possibility of exploiting the weakness in
ot her authentication protocols that use |IP address for
authentication. It also allows the interception of traffic destined
for other nodes by spoofing the |IP address.

If the link is not shared, T6.4.1 is absent, as there is only one
client on the link, and ingress filtering can prevent the use of the
aut hori zed | P and MAC addresses by the attacker on another Iink.
Threat T6.4.2 exists, as the attacker can use the I P or MAC address
of the real PaC to gain access to the network.

If the Iink is shared, both the threats are present. |If layer 2
provi des per-packet protection using pair-w se keys, both the threats
can be prevented.

Requi rement 7

PANA MJST securely bind the authenticated session to the device
identifier of the client, to prevent service theft. PANA MJST be
abl e to bootstrap a shared secret between the PaC and PAA that can be
further used to set up a security association between the PaC and EP
to provide cryptographic protection against service theft.

6.5. PAA-EP Conmmuni cati on

After a successful authentication, the PAA needs to conmunicate the
access control information of the PaC to the EP so that the PaC will
be allowed to access the network. The infornmation comunicated woul d
contain at |east the device identifier of the PaC. |If strong
security is needed, the PAA will conmunicate a shared secret known
only to the PaC and PAA, for setting up a security association
between the PaC and EP. The followi ng are possible threats:

T6.5.1: An attacker can eavesdrop to learn the infornmation
comuni cat ed between the PAA and EP. The attacker can
further use this information to spoof the real PaC and al so
to set up security association for gaining access to the
network. This threat is absent if the attacker cannot
eavesdrop on the link; e.g., the PAA and EP communi cate on a
link separate fromthat of visiting PaCs.

T6.5.2: An attacker can pretend to be a PAA and send fal se
information to an EP to gain access to the network. 1In the
case of stronger security, the attacker has to send its own
device identifier and al so a shared secret, so that the EP
will let the attacker access the network.
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I f the conmunication between the PAA and EP is protected, these
threats are absent.

Requi rement 8

The comuni cati on between the PAA and EP MJST be protected agai nst
eavesdr oppi ng and spoofing attacks.

6.6. M scell aneous Attacks

T6. 6. 1:

T6. 6. 2:

There are various forns of DoS attacks that can be | aunched
on the PAA or AS. A few are nmentioned below. As it is hard
to defend agai nst sonme of the DoS attacks, the protocol
shoul d be designed carefully to mtigate or prevent such

att acks.

0 An attacker can bombard the PAA with lots of
aut hentication requests. |If the PAA and AS are not co-
| ocated, the PAA nmay have to allocate resources to store
sonme state about the PaC locally before it receives the
response fromthe back-end AS. This can depl ete nenory
resources on the PAA

o Wth mininmal effort, an attacker can force the PAA or AS
to make conputationally intensive operations with mnina
effort, that can deplete the CPU resources of the PAA or
AS.

PaC acquires an | P address by using stateful or statel ess
nmechani sns bef ore PANA aut hentication begins [ PANAREQ . Wen
the | P addresses are assigned before the client
authentication, it opens up the possibility of DoS attacks in
whi ch unaut henti cated malici ous nodes can deplete the IP
address space by acquiring multiple |I P addresses or deny

all ocation to others by responding to every duplicate address
detection (DAD) query.

Depleting a /64 1Pv6 |ink-I1ocal address space or a /8 RFC1918
private address space requires a brute-force attack. Such an
attack is part of a DoS class that can equally target the
link capacity or the CPU cycles on the target system by
bonbarding arbitrary packets. Therefore, solely handling the
| P address depletion attack is not going to inprove the
security, as a nore general solution is needed to tackle the
whol e cl ass of brute-force attacks.

The DAD attack can be prevented by depl oyi ng secure address
resolution that does not depend on the client authentication,
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such as [SEND]. The attack may al so be prevented if the EP
is placed between the PaCs to nonitor the ND/ARP activity and
to detect DAD attacks (excessive NA/ARP replies). |If none of
these solutions are applicable to a deploynent, the PaCs can
send arbitrary packets to each other w thout going through
the EP, which enables a class of attacks that are based on
interfering with the PANA nessaging (See T6.1.1). Since
there will always be a threat in this class (e.g., insecure
di scovery), it is not going to inprove the overall security
by addressi ng DAD.

7. Summary of Requirenents
1. PANA MUST not assune that the discovery process is protected.

2. PANA MJST be able to nmutually authenticate the PaC and PAA. PANA
MUST be able to establish keys between the PaC and PAA to protect
t he PANA nessages.

3. When conpound aut hentication nmethods are used in PANA, the nethods
MUST be cryptographically bound.

4. PANA MJUST be able to protect itself against replay attacks.

5. PANA MUST be able to protect the device identifier against
spoofing when it is exchanged between the PaC and PAA

6. PANA MJST be able to protect disconnect and revocati on nessages.
PANA MJST NOT depend on whet her the PaC sends a di sconnect
nmessage.

7. PANA MUST securely bind the authenticated session to the device
identifier of the client, to prevent service theft. PANA MJST be
abl e to bootstrap a shared secret between the PaC and PAA that can
be further used to set up a security associati on between the PaC
and EP to provide cryptographic protection against service theft.

8. The communi cati on between the PAA and EP MJST be protected agai nst
eavesdr oppi ng and spoofing attacks.

8. Security Considerations

Thi s docunent discusses various threats with I P based network access
aut hentication protocol. Though this docunent discusses the threats
for shared and unshared |inks separately, it may be difficult to make
such a distinction in practice (e.g., a dial-up link my be a point-
to-point IP tunnel). Hence, the Iink should be assuned to be a
shared link for nost of the threats in this docunent.
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