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A Practice for Revoking Posting Rights to | ETF Mailing Lists
Status of this Meno

Thi s docunment specifies an Internet Best Current Practices for the
Internet Conmunity, and requests di scussion and suggestions for
i nprovenents. Distribution of this meno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2004). Al Ri ghts Reserved.
Abstract

Al'l sel f-governing bodi es have ways of nanagi hg the scope of
participant interaction. The |ETF uses a consensus-driven process
for devel opi ng conput er-conmuni cati ons standards in an open fashion
An inportant part of this consensus-driven process is the pervasive
use of mailing lists for discussion. Notably, in a small nunber of
cases, a participant has engaged in a "denial -of-service" attack to
di srupt the consensus-driven process. Regrettably, as these bad
faith attacks becone nore common, the | ETF needs to establish a
practice that reduces or elimnates these attacks. This nmeno
recommends such a practice for use by the | ETF.
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1.

| nt roducti on

Al'l sel f-governing bodi es have ways of nanagi hg the scope of
participant interaction. For exanple, deliberative assenblies often
enploy "rules of order"” for deternining who gets to speak, when, and
for howlong. Simlarly, there is wi despread agreement in so-called
"l'iberal" societies that the right to free speech is not absol ute,
e.g., political speech is given nore | eeway than conmmerci al speech
and sonme forns of speech (e.g., egregious libel or incitement to

vi ol ence) are consi dered unaccept abl e.

The | ETF uses a consensus-driven process for devel opi ng conputer-
conmuni cati ons standards in an open fashion. An inportant part of
this consensus-driven process is the pervasive use of mailing lists
for discussion. Unlike nany other organizations, anyone may post
nmessages on those I|ETF mailing lists, and in doing so, participate in
the | ETF process. Historically, this approach has worked very well
inthe IETF, as it fosters participation froma w de range of

st akehol ders. (For the purposes of this nmeno, the term"IETF mailing
list" refers to any mailing list functioning under |ETF auspices,
such as the | ETF general discussion |list, or a working group or
design teamnailing list.)

Notably, in a small nunber of cases, a participant has engaged in
what anounts to a "denial -of-service" attack to disrupt the
consensus-driven process. Typically, these attacks are nade by
repeatedly posting nessages that are off-topic, inflammatory, or

ot herwi se counter-productive. 1In contrast, good faith disagreenent
is a healthy part of the consensus-driven process.

For example, if a working group is unable to reach consensus, this is
an acceptable, albeit unfortunate, outcone; however, if that working
group fails to achi eve consensus because it is being continuously

di srupted, then the disruption constitutes an abuse of the
consensus-driven process. Interactions of this type are
fundanentally different from"the | one voice of dissent” in which a
partici pant expresses a view that is discussed but does not achieve
consensus. I n other words, individual bad faith should not trunp
conmuni ty goodw | |
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Gui del i nes have been devel oped for dealing with abusive behavi or
(c.f., Section 3.2 of [1] and [2]). Al though not exhaustive,
exanpl es of abusive or otherw se inappropriate postings to | ETF
mailing lists include:

o unsolicited bulk e-mil

0 discussion of subjects unrelated to | ETF policy, neetings,
activities, or technical concerns;

o unprofessional conmentary, regardless of the general subject; and,

o announcenents of conferences, events, or activities that are not
sponsored or endorsed by the Internet Society or |ETF.

In practice, the application of those guidelines has included the
tenporary suspension of posting rights to a specific mailing list.

I f necessary, the length of the suspension has been increased with
each successive suspension. |In many cases, applying those guidelines
wi Il produce the desired nodification in behaviour. However, when
those guidelines fail to provide the desired nodification in

behavi our, nore drastic measures should be avail able to reduce or
elimnate these attacks’ inpact on the | ETF process.

Thi s docunent descri bes one such drastic neasure.
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2. A Revocation Practice

Pl ease refer to [3] for the nmeaning conveyed by the uppercase words
in this section.

As a part of its activities, the Internet Engineering Steering G oup
(I ESG nmakes deci sions about "actions". Typically, an action refers
to the publication of a docunent on the standards-track, the
chartering of a working group, and so on. This neno reconmends t hat
the | ESG al so undertake a new type of action, terned a PR action
("posting rights" action).

A PR action identifies one or nore individuals, citing nessages
posted by those individuals to an | ETF mailing list, that appear to
be abusive of the consensus-driven process. |f approved by the |IESG
t hen:

0 those identified on the PR-action have their posting rights to
that 1ETF mailing |ist renmoved; and,

o maintainers of any IETF mailing list may, at their discretion,
al so renmove posting rights to that IETF nailing |ist.

Once taken, this action remains in force until explicitly nullified
and SHOULD rermain in force for at |east one year

One year after the PR-action is approved, a new PR-action MAY be

i ntroduced which restores the posting rights for that individual.
The | ESG SHOULD consi der the frequency of nullifying requests when
evaluating a new PR-action. |If the posting rights are restored the
i ndividual is responsible for contacting the owners of the nailing
lists to have themrestored.

Regar dl ess of whether the PR-action revokes or restores posting
rights, the IESG follows the sane algorithmas with its other
actions:

1. it is introduced by an | ESG Area Director (AD), who, prior to
doi ng so, may choose to informthe interested parties;

2. it is published as an IESG | ast call on the | ETF genera
di scussion |ist;

3. it is discussed by the conmunity;
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4. it is discussed by the IESG and, finally,

5. using the usual consensus-based process, it is decided upon by
the | ESG

O course, as with all 1ESG actions, the appeals process outlined in
[4] may be invoked to contest a PR-action approved by the | ESG

Wor ki ng groups SHOULD ensure that their associated mailing list is

manageabl e. For exanple, some may try to circunvent the revocation
of their posting rights by changing enail addresses; accordingly it
shoul d be possible to restrict the new enail address.

Finally, note that the scope of a PR-action deals solely with posting
rights. Consistent with the final paragraph of Section 3.2 of [1],
no action may be taken to prevent individuals fromreceiving nessages
sent to a mailing list.
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4. Security Considerations
This nenp deals with matters of process, not protocol
A reasonabl e person night note that this neno describes a nechani sm

to throttle active denial-of-service attacks agai nst the consensus-
driven process used by the |IETF.
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Appendix A Q & A

Q
A

Rose

Isn't a year too |ong?

No.

An initial PR-action is not undertaken lightly. It is approved
only after a period of substantive consideration and conmunity

review |If a PRaction is approved, then this indicates that a

serious situation has arisen
Way not require one PR-action per |ETF mailing list?

To do so woul d enabl e a prol onged series of denial-of-service
att acks.

I f someone is poorly-behaved on one |ETF nailing list, but well-
behaved on another, then the maintainer for the second | ETF
mailing list needn’'t revoke posting rights. However, the nore
likely scenario is that someone who behaves poorly on one | ETF
mailing list is unwilling to be well-behaved on any | ETF nailing
list.

Should the initiation of a PR-action cone from outside the | ESG?
Informally, sure; formally, no.

Under the I ETF s consensus-driven process, |ESG actions are al ways
formally initiated by an | ESG Area Director (AD). In practice,
the notivation for an I ESG nmenber to initiate an action al nost

al ways comes fromoutside the | ESG For exanple, when a working
group (W5 reaches consensus on a docunent, the W5 chair inforns
the relevant AD that the docunent is ready for the AD to consider
it for a docunent action. In the case of this docunent -- an |IETF
i ndi vi dual submi ssion -- the author will iteratively circulate the
docunment for wi de discussion and nmake revisions. At sone point,
the author will contact an AD and ask for a document action to
publish this docunent as a Best Current Practice (BCP).

I's this censorship?
Only if you believe in anarchy.
What is inportant is that the rules surrounding PR-actions exhibit

the sane properties used by the rest of the consensus-based
process.
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Q Cnon! You really are a closet fascist.

A No, I'"'ma libertarian.

Rose

Frankly, 1 would prefer that people behave reasonably and act in
good faith. Since nmy first involvenent with the | ETF (nee GADS,
circa 1983), everyone understood that reasonabl e behavior was a
good thing. After 20 years, | regret to informyou that this step
is inevitable.
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Ful I Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78 and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE
REPRESENTS OR | S SPONSCORED BY (I F ANY), THE I NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clainmed
to pertain to the inplenmentati on or use of the technol ogy
described in this docunent or the extent to which any |icense
under such rights mght or mght not be avail able; nor does it
represent that it has made any independent effort to identify any
such rights. Information on the procedures with respect to

rights in RFC docunments can be found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or perm ssion for the use
of such proprietary rights by inplenenters or users of this

speci fication can be obtained fromthe IETF on-line I PR repository
at http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention
any copyrights, patents or patent applications, or other
proprietary rights that may cover technology that may be required
to inplement this standard. Please address the information to the
| ETF at ietf-ipr@etf.org.
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