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Status of this Meno

Thi s docunment specifies an Internet standards track protocol for the
Internet conmunity, and requests di scussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this meno is unlimnited.
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Abstract
This nenp defines a portion of the Managenent |nformation Base (M B)
for use with network managenment protocols in the Internet conmunity.

In particular, it describes nanagenent objects used for nodelling and
storing al arns.
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1.

The | nternet-Standard Managenent Framework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

| nt roducti on

In traditional SNVP nmanagenent, problens are detected on an entity
either through polling interesting MB variables, waiting for the
entity to send a Notification for a problem or sone conbination of
the two. This nethod is somewhat successful, but experience has
shown sone problems with this approach. Managers nonitoring |arge
nunbers of entities cannot afford to be polling | arge nunmbers of

obj ects on each device. Managers trying to ensure high reliability
are unabl e to accurately determ ne whether any problens had occurred
when they were not nonitoring an entity. Finally, it can be tine
consum ng for managers to try to understand the rel ati onshi ps between

the various objects they poll, the Notifications they receive and the
probl ens occurring on the entity. Even after detail ed anal ysis they
may still be left with an inconplete picture of what problens are

occurring. But, it is inportant for an operator to be able to
determ ne current problenms on a system so they can be fixed.

This nenp describes a nethod of using al arm managenent in SNVP to
address these problens. It also provides the necessary MB objects
to support this nethod.

Alarms and other terns related to al arm managenent are defined in the
foll ow ng sections.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .
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3. Al arm Managenent Framework
3.1. Termnol ogy

Error
A deviation of a system from normal operation

Faul t
Lasting error or warning condition.

Event
Somet hi ng t hat happens which nay be of interest. A fault, a
change in status, crossing a threshold, or an external input to
the system for exanple.

Noti fication
Unsolicited transm ssion of managenent information

Al arm
Persistent indication of a fault.

Alarm State
A condition or stage in the existence of an alarm As a m ni mum
alarnms states are raise and clear. They could also include
severity information such as defined by perceived severity in the
International Tel ecommunications Union (ITU) nodel [M 3100] -
cleared, indetermnate, critical, major, mnor and warning.

Al arm Rai se
The initial detection of the fault indicated by an alarm or any
nunber of alarmstates |ater entered, except clear.

Al arm C ear
The detection that the fault indicated by an alarmno | onger
exi sts.

Active Al arm
An al arm which has an alarm state that has been rai sed, but not
cl ear ed.

Al ar m Det ecti on Poi nt
The entity that detected the alarm

Percei ved Severity

The severity of the alarmas determ ned by the al arm detection
point using the infornmation it has avail abl e.
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3.2. Al arm Managenent Architecture
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Inforns & Traps
3.3. Features of this Architecture
3.3.1. Modular Alarm Architecture
The subj ect of al arm managenent can potentially cover a | arge nunber
of topics including real-tinme alarnms, historical alarnms, alarm

correlation, and al arm suppression, to nane a few Wthin each of
these topics, there are a nunber of established nodels that could be
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supported. This nmeno focuses on a subset of this problem space, but
descri bes a nodul ar SNWP al ar m nanagenent framework. Al arnms SHOULD
be nmodell ed so Notifications are sent on alarm C ear.

The franework defines a generic Alarm M B that can be supported on
its own, or with additional alarmnodelling information such as the
provided ITU AlarmMB. |In addition, the active alarmtables could

al so be extended to support additional information about active alarm
i nstances. This framework can al so be expanded in the future to
support such features as alarmcorrelation and al arm suppressi on

This nodul ar architecture neans that the cost of supporting alarm
managenent features is proportional to the nunber of features an

i npl emrent ati on supports.

3.3.2. Flexible Alarm Mdel |ing

Al ar m nodel s docunment an under st andi ng between a manager and an agent
as to what problenms will be reported on a system how these problens
will be reported, and what m ght possibly happen over the lifetine of
this problem

The al arm nodel | ing nmethod provided in this meno provides flexibility
to support inplenmentations with different nodelling requirenents.

Al alarnms are nodelled as a series of states that are rel ated
together using an alarmID. Al arm states can be nodel |l ed using
traditional Notifications, generic alarm Notifications, or w thout
the use of Notifications.

Al arm states nodell ed using traditional Notifications would specify a
Notification Object ldentifier, and optionally an (offset, val ue)

pair of one of the Notification varbinds to identify the state. This
alarm state woul d be entered when the entity generated a Notification
that matched this information and the al arm woul d be added to the
active alarmtable. This Notification would also get sent on the
wire to any destinations, as indicated in the SNMP- TARGET-M B and
SNVP- NOTI FI CATI ON- M B [ RFC3413] .

Al arm st ates nodel | ed using generic Notifications use the

al armActiveState or alarnCl earState Notifications defined in this
meno. These alarm states woul d be entered after being triggered by a
stimulus outside the scope of this neno, the alarm woul d be added to
the active alarmtable and these generic Notifications would then be
sent on the wire to any destinations, as indicated in the SNWP-
TARGET- M B and SNWP- NOTI FI CATI ON-M B [ RFC3413] .
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Al arm states nodell ed without any Notifications would be triggered by
some stimulus outside the scope of this nmeno, the alarmwoul d be
added to the active alarmtable, but no Notifications would be sent
to interested managers.

3.3.3. ProblemIndication

The Alarm M B provi des a nmeans to deterni ne whether a given
notification is of interest to nanagers for purposes of alarm
managenent by pernitting inspection of the alarmnodels. |If no
entries in the al armvbdel Table could natch a particular notification,
then that notification is not relevant to the al arm nodel s defi ned.
In addition, information in the alarm nodel, such as the Notification
I D and the description tell exactly what error or warning condition
this alarmis indicating. |If the ITHUALARMMB is al so supported,
additional information is provided via the probable cause.

3.3.5. ldentifying Resource under Al arm

An inportant goal of alarm nanagenent is to ensure that any detected
problens get fixed, so it is necessary to know exactly where this
problemis occurring. 1In addition, it is necessary to be able to
tell when alarminstances are rai sed agai nst the sane conponent, as
well as to be able to tell what instance of an alarmis cleared by an
i nstance of an alarmcl ear.

The Alarm M B provides a generic nethod for identifying the resource
by extracting and building a resource ID fromthe Notification
varbinds. It records the relevant information needed to |locate the
source of the alarm

3.3.6. Means of obtaining | TU alarm i nformation
Alarm Information, as defined in ITU alarm nodels [M 3100], is
optionally available to inplenentations through the optional support
of the | TU- ALARM M B.

3.3.7. Configuration of Al arm Mdels

An al arm nodel can be added and renoved during runtinme. |t can be
nodi fied assuming it is not being referenced by any active al arm
i nst ance.

3.3.8. Active Al arm Managenent

A list of currently active alarns and supporting statistics on the
SNMP entity can be obtai ned.
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This all ows the network nanagenent station to find out about any
probl ems that may have occurred before it started managing a
particular network element, or while it was out of contact with it.

3.3.9. Distributed Al arm Managenent

Al'l aspects of the Alarm M B can be supported both on the device
experiencing the alarnms and on any md-|evel managers that night be
nmoni tori ng such devi ces.

3.3.10. Historical A arm Managenent

Sone systens may have a requirenent that information on alarns that
are no |longer active is available. This nmeno provides a clear table
to support this requirenent.

This can al so be achieved through the support of the Notification Log
M B [ RFC3014] to store alarmstate transitions.

3.4. Security

G ven the nature of VACM security for alarnms is awkward since access
control for the objects in the underlying Notifications can be
checked only where the Notification is created. Thus such checking
is possible only for locally generated Notifications, and even then
only when security credentials are avail abl e.

For the purpose of this discussion, "security credentials" nmeans the
i nput values for the abstract service interface function

i sAccessAl | owed [ RFC3411] and using those credentials nmeans
conceptual Iy using that function to see that those credentials allow
access to the MB objects in question, operating as for a
Notification Oiginator in [RFC3413].

The Alarm M B has the notion of a named alarmlist. By using alarm
list names and vi ew based access control [RFC3415] a network
admi ni strator can provide different access for different users. Wen
an application creates an al arm nodel (indexed in part by the alarm
list nane) the security credentials of the creator renain associ ated
with that alarm nodel and constrain what information is allowed to be
placed in the active alarmtable, the active alarmvariable table,
the cleared alarmtable, and the ITU al arm table.

When processing | ocally-generated Notifications, the nmanaged system
MJST use the security credentials associated with each al arm nodel
respectively, and MJST apply the sane access control rules as
described for a Notification Oiginator in [RFC3413].
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The managed system SHOULD NOT apply access control when processing
renot el y-generated Notifications using the alarmnodels. |In those
cases the security of the infornmation in the alarmtables SHOULD be
left to the normal, overall access control for those tables.

3.5. Relationship between Alarm and Notifications

It is inportant to understand the relationship between al arns and
Notifications, as both are traditional fault managenent methods.

This relationship is nodelled using the al armvbdel Tabl e to define the
al ar mvbdel Noti ficationld for each alarm state.

Not all Notifications signal an alarmstate transition. Sone
Notifications are sinply informational in nature, such as those that

i ndicate that a configuration operation has been perforned on an
entity. These sorts of Notifications would not be represented in the
Alarm M B.

The Alarm M B allows the use of the Notification space as defined in
[ RFC2578] in order to identify the Notifications that are rel ated
with the specific alarmstate transitions. However there is no
assunption that the respective Notifications nmust be sent for all or
any of the alarmstate transitions. 1t is also possible to nodel
alarms using no Notifications at all. This architecture allows for
both the efficient exploitation of the body of defined Notification
and for the use of non-Notification based systens.

3.6. Notification Varbind Storage and Reference

In SNMPv1l [ RFC1157], the varbinds in the Trap-PDU sent over the wire
map one to one into those varbinds listed in the SM of the trap in
the MB in which it was defined [ RFC1215]. In the case of |inkDown
trap, the first varbind can unanbi guously be identified as iflndex.
Wth the introduction of the |InfornRequest-PDU and SNVPv2- Tr ap- PDU
types, which send sysUptinme and snnpTrapO D as the first two
varbinds, while the SM in the MB where the Notification is defined
only lists additional varbinds, the neaning of "first varbind"
beconmes less clear. In the case of the |inkDown Notification,
referring to the first varbind could potentially be interpreted as
either the sysUptine or iflndex.

The varbi nd storage approach taken in the Alarm M B is that sysUptine
and snnmpTrapO D SHALL al ways be stored in the active alarmvariabl e
table as entry 1 and 2 respectively, regardl ess of whether the
transport was the Trap-PDU, the I|nfornRequest-PDU or the SNWMPv2-
Trap-PDU. If the inconing Notification is an SNMPv1l Trap- PDU t hen an
appropriate value for sysUpTine.0 or snnpTrapd D.0 shall be

determ ned by using the rules in section 3.1 of [ RFC3584].
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The varbind reference approach taken in the Al|armMB is that, for
vari abl es such as the al armvbdel Var bi ndl ndex, the first two
obligatory varbinds of the InfornmRequest-PDU and SNVPv2- Tr ap- PDU need
to be considered so the index values of the Trap-PDU and the SM need
be adjusted by two. 1In the case of |inkDown, the third varbind would
al ways be ifl ndex.

3.7. Relation to Notification Log MB

The Alarm M B is intended to conpl enent the Notification Log MB

[ RFC3014], but can be used independently. The alarmActiveTable is
defined in manner sinmilar to that of the nlnlogTable. This formnat
allows for the storage of any Trap or Notification type that can be
defined using the SM, or can be carried by SNMP. Using the same
format as the Notification Log MB also sinplifies operations for
systens choosing to inplenent both M Bs.

The object al armActiveLogPointer points, for each entry in the
al armActi veLogTable, to the log index in the Notification Log MB, if
used.

If the Notification Log MB is supported, it can be nonitored by a
managenent system as a hedge against lost alarns. The Notification
Log can al so be used to support historical alarm nanagenent.

3.8. Relationship with the Event M B

During the work and di scussions in the Wrking Goup, the issue of
the relationship between the M B nodul es and the Event M B [ RFC2981]
was raised. There is no direct relation or dependency between the
Alarm M B and the Event M B. Sone conmon terns (like "event’) are
bei ng used in both MB nodules, and the user is directed to the
sections that define term nology in the two docunents for
clarification.

4. Generic AlarmMB
4.1. Overview

The ALARM M B consists of alarmnodels and |ists of active and
cl eared al ar ns.

The al ar mvbdel Tabl e contains information that is applicable to all

i nstances of an alarm It can be populated at start-up with all

al arnms that could happen on a systemor later configured by a
managenent application. It contains all the alarns for a given
system |If a Notification is not represented in the al ar mvbdel Tabl e,
it is not an alarmstate transition. The al arnivodel Tabl e provi des a
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nmeans of defining the raise/clear and other state transition

rel ati onshi ps between alarm states. The al armbdel I ndex acts as a
uni que identifier for an alarm An al arm nodel consists of
definitions of the possible states an alarm can assune as well as the
bj ect Identifier (OD) of the Notification associated with this
alarm state. The object al arnibdel State defines the states of an

al arm

The al armActi veTabl e contains a list of alarnms that are currently
occurring on a system It is intended that this table be queried
upon devi ce di scovery and redi scovery to deternine which alarns are
currently active on the device.

The al armActi veVari abl eTabl e contains the Notification variable
bi ndi ngs associated with the alarns in the al armActi veTabl e.

The al armActi veStatsTabl e contains current and total raised alarm
counts as well as the tine of the last alarmraise and al armcl ears
per named alarmlist.

The al arnCl ear Tabl e contains recently cleared alarns. It contains up
to al arntl ear Maxi mum cl eared al arns.

The M B al so defines generic alarm Notifications that can be used
when there is not an existing applicable Notification to signal the
alarmstate transition - alarmActiveState and al arntl ear St at e.

4.1.1. Extensibility

The rel ationship between the Alarm M B and the other alarm nodel MB
nmodul es is expressed by the followi ng: The al arnivbdel Tabl e has a
corresponding table in the specific MB. For each rowin the
specific MB alarm nodel table there is one rowin the

al ar mvbdel Tabl e. The al armActi veTabl e has a corresponding table in
the specific MBs. For each rowin the specific MB active alarm
table, there is one rowin the alarmActiveTable. The

al ar mvbdel Speci fi cPoi nter object in the al arnivbdel Tabl e points to the
specific nodel entry in an extended al arm nodel table correspondi ng
to this particular alarm The al armActi veSpeci ficPointer object in
the al armActi veTabl e points to the specific active alarmentry in an
extended active alarmtable corresponding to this particular alarm

i nst ance.

Addi ti onal extensions can be defined by defining an AUGVENTATI ON of
either the Alarmor I TU Alarmtables. As the alarmnodel table only
provi des a mechanismto point at one specific alarmnodel, additional
speci fic nodel s SHOULD defi ne anot her mechanismto map fromthe
generic alarm nodel to the additional nodel.
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4.1.2. Problem I ndication

The problemthat each alarmindicates is identified through the

bj ect Identifier of the Notificationld of the state transition, and,
optionally, the ITU paraneters. al arnivbdel Descri ption provi des a
description of the alarmstate suitable for displaying to an
oper at or.

4.1.3. AarmState Transition Notification

The SNWP- TARGET-M B [ RFC3413] provides the ability to specify which
managers, if any, receive Notifications of problens. Solutions can
therefore use the features of this MB to change the Notification
behavi our of their inplenmentations. Specifying target hosts in this
M B along with specifying notifications in the

al ar mvbdel Noti ficationld would allow Notifications to be |ogged and
sent out to nmanagenent stations in an architecture as described in
section 3.2. Specifying no target hosts in this MB along with

speci fying notifications in the al armvbdel Notificationld would all ow
Notifications to be | ogged but not sent out to nanagenent stations in
an architecture as described in section 3.2. Regardless of what is
defined in the SNWP-TARGET-M B, specifying { 0 0} in the

al ar mvbdel Noti ficationld would result in no notifications being

| ogged or sent to managenent stations as a consequence of this
particular alarmstate transition

Alarms are nodell ed by defining all possible states in the

al ar mvbdel Tabl e, as well as defining al ar mvbdel Notificationld,

al ar mvbdel Var bi ndl ndex, and al ar mvbdel Var bi ndval ue for each of the
possi bl e alarm states. Optionally, ituAl arnPerceivedSeverity nodel s
the states in ternms of |TU perceived severity.

4.1.4. Active Alarm Resource ldentifier

Resour ces under alarmcan be identified using the

al armActi veResourceld. This OBJECT IDENTIFIER points to an
appropriate object to identify the given resource, depending on the
type of the resource.

The consuner of the al armActi veResourceld does not necessarily need
to know the type of the resource in the resource ID, but if they want
to know this, exam ning the content of the resource ID can derive it
- 1.3.6.1.2.1.2.2.1.1.sonething is an interface, for exanple. It is
therefore good practice to use resource |IDs that can be consistently
used across technol ogi es, such as iflndex, entPhysicallndex or
sysAppl Runl ndex, to mnimze the nunber of resource prefixes a
manager interested in a resource type needs to learn
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Resource I D can be cal cul ated using the al armvbdel Resour cePrefi x,

al ar mvbdel Var bi ndSubtree and the Notification varbinds. This allows
for both the managed el enent to be able to conpute and popul ate the
al armActi veResourcel d object and for the manager to be able to
determ ne when two separate alarminstances are referring to the sane
resource.

| f al ar nivbdel Resour cePrefi x has a value of 0.0, then

al armActi veResourceld is sinply the variable identifier of the first
Notification varbind that matches the prefix defined in

al ar mvbdel Var bi ndSubtree. O herwi se, al armActi veResourceld is
cal cul ated by appending the instance information fromthe first
Notification varbind that matches al arnmvodel Var bi ndSubtree to the
prefix defined in al armbdel ResourcePrefix. The instance information
is the portion of the variable identifier follow ng the part that
mat ched al ar mvbdel Var bi ndSubtree. |If no match is found, then

al armActi veResourceld is sinply the val ue of

al ar mvbdel Resour cePr efi Xx.

In addition to this, the variable bindings fromthe Notifications
that signal the alarmstate transitions are stored in the active
alarmvariable table. This allows for inplenmentations famliar with
the particular Notifications to inplement other forms of resource
identification.

For Exanpl e:

A) Consider an al arm nodel |l ed using the authenticationFailure
[ RFC3418] Noti fication.

aut henti cati onFai |l ure NOTI FI CATI ON- TYPE

STATUS current

DESCRI PTI ON
"An authenticationFailure trap signifies that the SNWPv2
entity, acting in an agent role, has received a protocol
nmessage that is not properly authenticated. Wile al
i npl enentati ons of the SNMPv2 nust be capabl e of generating
this trap, the snnpEnabl eAut henTraps object indicates
whether this trap will be generated.”

::={ snnmpTraps 5 }

To set the resource IDto be usnStats, 1.3.6.1.6.3.15.1.1,
configure as foll ows:
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x

0.0
usnStats (1.3.6.1.6.3.15.1.1)
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B) Consider an al arm nodel | ed using |inkDown [ RFC2863]

I i nkDown NOTI FI CATI ON- TYPE
OBJECTS { iflndex, ifAdmi nStatus, ifQperStatus }
STATUS current
DESCRI PTI ON

o= { snnpTraps 3}

To set the resource Id to be the iflndex, configure as follows:
al ar mvbdel Var bi ndSubtree = iflndex (1.3.6.1.2.1.2.2.1.1)
al ar mvbdel ResourcePrefix = 0.0

Alternatively, since iflndex is the first varbind, the follow ng
woul d al so work, but mght be | ess nmeani ngful to a human reader
of the MB table:
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x

0.0
0.0

C) Consider an al arm nodel | ed using the bgpBackwardTransition
[ RFC1657] Notification.

bgpBackwar dTr ansi ti on NOTI FI CATI ON- TYPE
OBJECTS { bgpPeerLastError,
bgpPeer St at e }
STATUS current
DESCRI PTI ON
"The BGPBackwar dTransition Event is generated
when the BGP FSM noves from a hi gher nunbered
state to a |l ower nunbered state."
2= { bgpTraps 2 }

To set the resource 1d to be the bgpPeer Renpot eAddr, the index to
the bgpTabl e, where bgpPeer State resides, configure as follows:
al ar mivbdel Var bi ndSubt ree = bgpPeer St at e
(1.3.6.1.2.1.15.3.1.2)
al ar mvbdel Resour cePrefi x = bgpPeer Renpt eAddr
(1.3.6.1.2.1.15.3.1.7)

4.1.5. Configurable Al arm Mdel s
The al arm nodel table SHOULD be initially popul ated by the system
The objects in al armvbdel Tabl e and ituAl arnifabl e have a MAX- ACCESS of

read-create, which allows managers to nodify the alarm nodels to suit
their requirenents.
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4.1.6. Active Al arm Managenent

Lists of alarns currently active on an SNMP entity are stored in the
al armActi veTabl e and, optionally, a nodel specific alarnfTable, e.qg.,
the ituAl armActi veTabl e.

4.1.7. Distributed Al arm Managenent

Di stributed al arm managenent can be achi eved by support of the Alarm
M B on both the alarm detection point and on the m d-Ievel manager.
This is facilitated by the ability to be able to store different
naned alarmlists. A mid-level manager could create an al arnLi st Nane
for each of the devices it manages and therefore store separate lists
for each device. 1In addition, the context and | P addresses of the

al arm detection point are stored in the al armActi veTabl e.

4. 2. Definitions
ALARM- M B DEFI NI TIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
I nt eger 32, Unsi gned32, Gauge32,
Ti meTi cks, Counter32, Counter 64,
| pAddr ess, Opaque, m b-2,
zer oDot Zero
FROM SNVPv2- SM -- [ RFC2578]
Dat eAndTi ne,
Rowst at us, RowPoi nt er,
TEXTUAL- CONVENTI ON

FROM SNWPv2- TC -- [ RFC2579]
SnnpAdmi nStri ng

FROM SNVP- FRAVEVWORK- M B -- [ RFC3411]
| net Addr essType, | net Address

FROM | NET- ADDRESS- M B -- [ RFC3291]

MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP

FROM SNMPv2- CONF -- [ RFC2580]
Zer oBasedCount er 32
FROM RVON2- M B; -- [ RFC2021]

al armM B MODULE- | DENTI TY
LAST- UPDATED "200409090000Z" -- Septenber 09, 2004
ORGANI ZATI ON "I ETF Di stri buted Managenent Worki ng G oup"
CONTACT- | NFO
"WG EMai | : disman@etf.org
Subscri be: di sman-request @etf.org
http://ww.ietf.org/htm.charters/di sman-charter. htmni
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Chair: Randy Presuhn
randy_pr esuhn@n ndspri ng. com

Edi t ors: Sharon Chi shol m
Nort el Networks
PO Box 3511 Station C
Gtawa, Ont. K1Y 4H7
Canada
schi shol @ortel net wor ks. com

Dan Romascanu

Avaya

Atidi m Technol ogy Park, Bldg. #3
Tel Aviv, 61131

| srael
Tel : +972-3-645-8414
Emei | : dromasca@vaya. conf

DESCRI PTI ON
"The M B nodul e describes a generic sol ution
to nodel alarnms and to store the current |ist
of active al arns.

Copyright (C) The Internet Society (2004). The
initial version of this MB nodul e was published
in RFC 3877. For full legal notices see the RFC
itself. Supplenmentary information may be avail abl e on:
http://ww.ietf.org/copyrights/ianamb. htm"
REVI SI ON "200409090000Z" -- Septenber 09, 2004
DESCRI PTI ON
"Initial version, published as RFC 3877."
o= { mb-2 118 }

al armObj ects OBJECT IDENTIFIER ::= { alarmMB 1 }
alarmNotifications OBJECT IDENTIFIER ::= { alarmMB 0 }
al ar mvbdel OBJECT IDENTIFIER ::= { alarmjects 1}
alarmActive OBJECT IDENTIFIER ::= { alarnCbjects 2 }

al arnCl ear OBJECT | DENTI FI ER : :

{ alarmbjects 3}
-- Textual Conventions
-- Resourceld is intended to be a general textual convention

-- that can be used outside of the set of MBs related to
-- Al arm Managenent .
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Resourcel d ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A unique identifier for this resource.

The type of the resource can be determ ned by | ooking
at the O D that describes the resource

Resources nust be identified in a consistent nanner
For exanple, if this resource is an interface, this
obj ect MJUST point to an iflndex and if this resource
is a physical entity [ RFC2737], then this MJST point
to an ent Physi cal Descr, given that entPhysical | ndex
is not accessible. |In general, the value is the
nane of the instance of the first accessible col umar
object in the conceptual row of a table that is
meani ngful for this resource type, which SHOULD
be defined in an I ETF standard MB."

SYNTAX OBJECT | DENTI FI ER

-- Local SnnpEngi neOr ZeroLenStr is intended to be a genera
-- textual convention that can be used outside of the set of
-- MBs related to Al arm Managenent.

Local SnnpEngi neOr ZeroLenStr :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"An SNMP Engine ID or a zero-length string. The
instantiation of this textual convention will provide
gui dance on when this will be an SNMP Engi ne I D and
when it will be a zero lengths string"
SYNTAX OCTET STRING (SI ZE(O | 5..32))
-- Al arm Model
al ar mvbdel Last Changed OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime at the tine of the |ast
creation, deletion or nodification of an entry in
t he al ar mvbdel Tabl e.

If the nunber and content of entries has been unchanged
since the last re-initialization of the | ocal network
managenent subsystem then the value of this object
MUST be zero."
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::={ alarmvbdel 1 }

al ar mvbdel Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al ar mivbdel Entry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of information about possible alarns on the system
and how t hey have been nodel |l ed. "
c:={ alarmvbdel 2 }

al ar mvbdel Entry OBJECT- TYPE

SYNTAX Al ar m\Vodel Entry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Entries appear in this table for each possible alarm state.
This table MJUST be persistent across systemreboots."
| NDEX { al arnLi st Nane, al arnivbdel I ndex, al armvbdel State }
.= { alarmvbdel Table 1 }

Al ar mvbdel Entry ::= SEQUENCE {
al ar mvbdel | ndex Unsi gned32,
al ar mvbdel St at e Unsi gned32,
al ar mMvbdel Noti ficationld OBJECT | DENTI FI ER,
al ar mvbdel Var bi ndl ndex Unsi gned32,
al ar mvbdel Var bi ndVal ue | nt eger 32,
al ar mvbdel Descri ption SnnpAdmi nStri ng,
al ar mvbdel Speci fi cPoi nt er RowPoi nt er,
al ar mvbdel Var bi ndSubt r ee OBJECT | DENTI FI ER,
al ar mMvbdel Resour cePrefi x OBJECT | DENTI FI ER,
al ar mvbdel RowSt at us RowSt at us
}
al ar mivbdel | ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"An integer that acts as an alarmld
to uniquely identify each alarm
within the named alarmlist. "

::={ alarmvbdel Entry 1 }

al ar mvbdel St at e OBJECT- TYPE
SYNTAX Unsigned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"A value of 1 MIST indicate a clear alarm state.
The value of this object MJST be | ess than the
al armvbdel State of nore severe al armstates for
this alarm The value of this object MJST be nore
than the al armvbdel State of |ess severe al arm states
for this alarm™

::={ alarmvbdel Entry 2 }

al ar mvbdel Noti fi cati onld OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The NOTI FI CATI ON- TYPE obj ect identifier of this alarm
state transition. |If there is no notification associ ated
with this alarmstate, the value of this object MJST be
0.0 "

DEFVAL { zeroDot Zero }
.= { alarmvbdel Entry 3 }

al ar mvbdel Var bi ndl ndex OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The index into the varbind listing of the notification
i ndi cated by al armvbdel Noti ficationld which hel ps
signal that the given alarm has changed state.
If there is no applicable varbind, the value of this
obj ect MUST be zero.

Not e that the val ue of al ar mvbdel Var bi ndl ndex acknow edges
the existence of the first two obligatory varbinds in

t he | nf ornRequest - PDU and SNWVPv2- Trap- PDU (sysUpTine. 0

and snmpTrapO D.0). That is, a value of 2 refers to

t he snnmpTrapd D. 0.

If the incomng notification is instead an SNMPv1l Trap- PDU,
then an appropriate value for sysUpTine.0 or snnpTrapQO D. 0
shal |l be deternined by using the rules in section 3.1 of

[ RFC3584] "

DEFVAL { 0 }

::={ alarmvbdel Entry 4 }

al ar mvbdel Var bi ndVval ue OBJECT- TYPE

SYNTAX | nteger 32
MAX- ACCESS read-create
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STATUS current

DESCRI PTI ON
"The val ue that the varbind indicated by
al ar mvbdel Var bi ndl ndex takes to indicate
that the alarm has entered this state.

| f al ar mMvbdel Var bi ndl ndex has a value of 0, so
MJUST al ar mvbdel Var bi ndVal ue.

DEFVAL { 0 }
::={ alarmvbdel Entry 5 }

al ar mivbdel Descri pti on OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"A brief description of this alarmand state suitable
to display to operators.”
DEFVAL { "" }
.= { alarmvbdel Entry 6 }

al ar mvbdel Speci fi cPoi nter OBJECT- TYPE

SYNTAX RowPoi nt er

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"If no additional, nodel-specific Alarm MB is supported by
the systemthe value of this object is ‘0.0 and attenpts
to set it to any other value MIST be rejected appropriately.

When a nodel -specific Alarm M B is supported, this object
MJUST refer to the first accessible object in a correspondi ng
row of the nodel definition in one of these nodel-specific
MB and attenpts to set this object to { 0 0 } or any other
val ue MJST be rejected appropriately."

DEFVAL { zeroDot Zero }

::={ alarmvbdel Entry 7 }

al ar mivbdel Var bi ndSubtree OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The nane portion of each VarBind in the notification,
in order, is conpared to the value of this object.
If the nane is equal to or a subtree of the val ue
of this object, for purposes of conmputing the val ue
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of Al armActiveResourcelD the "prefix’ will be the
mat chi ng portion, and the ’indexes’ w |l be any
remai nder. The exani nation of varbinds ends with
the first match. |If the value of this object is 0.0,
then the first varbind, or in the case of v2, the
first varbind after the tinestanp and the trap
aD wll always be matched
DEFVAL { zeroDot Zero }
::={ alarmvbdel Entry 8 }

al ar mvbdel Resour cePrefix OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The val ue of Al armActiveResourceld is conputed
by appendi ng any i ndexes extracted in accordance
with the description of alarmvbdel Varbi ndSubtree

onto the value of this object. |If this object’s
value is 0.0, then the "prefix’ extracted is used
i nst ead.

DEFVAL { zeroDot Zero }
.= { alarmvbdel Entry 9 }

al ar mvbdel RowSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create
STATUS current

DESCRI PTI ON

"Control for creating and deleting entries. Entries nmay be
nodi fied while active. Al arnms whose al ar mivbdel RowSt atus i s
not active will not appear in either the alarmActiveTabl e

or the alarnCl earTable. Setting this object to notlnService
cannot be used as an al arm suppressi on nechanism Entries
that are notlnService will disappear as described i n RFC2579.

This row can not be nodified while it is being

referenced by a val ue of al armActiveMdel Pointer. In these
cases, an error of ‘inconsistentValue’ will be returned to
t he manager.

This entry may be deleted while it is being

referenced by a value of alarmActiveModel Pointer. This results
in the deletion of this entry and entries in the active al arns
referencing this entry via an al armActi veModel Poi nter.
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As all read-create objects in this table have a DEFVAL cl ause,
there is no requirenent that any object be explicitly set
before this row can become active. Note that a row consisting
only of default values is not very neaningful."

::={ alarmvbdel Entry 10 }

-- Active Alarm Table --

al ar mAct i veLast Changed OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tine of the |ast
creation or deletion of an entry in the alarmActiveTabl e.
I f the nunber of entries has been unchanged since the
last re-initialization of the | ocal network nanagenent
subsystem then this object contains a zero value."
o= { alarmActive 1}

al armActi veOverfl ow OBJECT- TYPE

SYNTAX Count er 32

UNI TS "active al arns"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunmber of active alarnms that have not been put into
the al armActiveTabl e since systemrestart as a result
of extreme resource constraints."

o= { alarmActive 5 }

al armActi veTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al armActi veEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of Active Alarns entries."”
o= { alarmActive 2}

al armActi veEntry OBJECT- TYPE

SYNTAX Al ar mActi veEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"Entries appear in this table when alarns are raised. They
are renmoved when the alarmis cleared.

I f under extreme resource constraint the systemis unable to
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add any nore entries into this table, then the
al armActi veOverflow statistic will be increased by one."
| NDEX { al arnLi st Nane, al ar mActi veDat eAndTi e,
al ar mActi vel ndex }
.= { alarmActiveTable 1 }

Al armActiveEntry ::= SEQUENCE ({
al arnLi st Nane SnnpAdmi nStri ng,
al ar mAct i veDat eAndTi me Dat eAndTi ne,
al ar mMAct i vel ndex Unsi gned32,
al ar mAct i veEngi nel D Local SnnpEngi neOr Zer oLenStr,
al ar mAct i veEngi neAddr essType I net Addr essType,
al ar mAct i veEngi neAddr ess | net Addr ess,
al ar mAct i veCont ext Nanme SnnpAdmi nStri ng,
al ar mActi veVari abl es Unsi gned32,
al armActiveNotificationlD OBJECT | DENTI FI ER,
al ar mMActi veResourcel d Resour cel d,
al ar mActi veDescri ption SnnpAdmi nStri ng,
al ar mAct i veLogPoi nt er RowPoi nt er,
al ar mMAct i veMbdel Poi nt er RowPoi nt er,
al ar mAct i veSpeci fi cPoi nt er RowPoi nt er }

al armLi st Nare OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O. . 32))

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The nanme of the list of alarns. This SHOULD be the sanme as
nl nLogNane if the Notification Log MB [RFC3014] is supported.
This SHOULD be the same as, or contain as a prefix, the
appl i cabl e snnpNotifyFilterProfileNanme if the
SNVP- NOTI FI CATI ON-M B DEFI NI TI ONS [ RFC3413] is supported.

An inplenmentation may allow nultiple named alarmlists, up to
sone i nplenentation-specific limt (which nmay be none). A
zero-length list nane is reserved for creation and del etion
by the managed system and MJUST be used as the default |og
nane by systens that do not support naned alarmlists.”

o= { alarmActiveEntry 1 }

al ar mAct i veDat eAndTi ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"The | ocal date and tinme when the error occurred.

This object facilitates retrieving all instances of
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al arnms that have been rai sed or have changed state
since a given point in tine.

| npl ement ati ons MUST include the offset from UTC

if available. Inplenentation in environnents in which

the UTC offset is not available is NOI RECOMVENDED. "
o= { alarmActiveEntry 2 }

al armActi vel ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A strictly nonotonically increasing integer which
acts as the index of entries within the named al arm
list. It waps back to 1 after it reaches its
maxi nrum val ue. "

o= { alarmActiveEntry 3}

al ar mAct i veEngi nel D OBJECT- TYPE

SYNTAX Local SnnmpEngi neOr Zer oLenSt r
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The identification of the SNMP engi ne at which the al arm
originated. If the alarmis froman SNWv1l systemthis

object is a zero length string.”
o= { alarmActiveEntry 4 }

al ar mAct i veEngi neAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object indicates what type of address is stored in
t he al armActi veEngi neAddress object - IPv4, IPv6, DNS, etc.”
.= { alarmActiveEntry 5 }

al ar mAct i veEngi neAddr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The address of the SNWP engine on which the alarmis
occurring.

Thi s object MJST al ways be instantiated, even if the |ist
can contain alarms fromonly one engine."
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.= { alarmActiveEntry 6 }

al ar mAct i veCont ext Nane OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nane of the SNVP M B context from which the al arm cane.
For SNMPvl alarns this is the community string fromthe Trap.
Note that care MJST be taken when sel ecting comunity
strings to ensure that these can be represented as a
wel | -fornmed SnnpAdm nString. Community or Context nanmes
that are not well-formed SnnpAdminStrings will be mapped
to zero length strings.

If the alarnmis source SNVMP engine is known not to support
multiple contexts, this object is a zero length string."
o= { alarmActiveEntry 7 }

al armActi veVari abl es OBJECT- TYPE

SYNTAX Unsi gned32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of variables in alarmActiveVariabl eTable for this
alarm™"

.= { alarmActiveEntry 8 }

al armActi veNotificati onl D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The NOTI FI CATI ON- TYPE obj ect identifier of the alarm
state transition that is occurring."
o= { alarmActiveEntry 9 }

al ar mActi veResourcel d OBJECT- TYPE

SYNTAX Resourcel d
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object identifies the resource under alarm
If there is no correspondi ng resource, then

the value of this object MJST be 0.0."
c:={ alarmActiveEntry 10 }
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al armActi veDescri ption OBJECT- TYPE

SYNTAX SnnpAdmi nStri ng
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"Thi s object provides a textual description of the
active alarm This text is generated dynam cally by the
notification generator to provide useful information
to the human operator. This information SHOULD
provide information allow ng the operator to | ocate
the resource for which this alarmis being generated.
This information is not intended for consunption by
autormated tools."

o= { alarmActiveEntry 11 }

al ar mAct i veLogPoi nt er OBJECT- TYPE

SYNTAX RowPoi nt er

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A pointer to the corresponding rowin a
notification |logging MB where the state change
notification for this active alarmis | ogged.
If no log entry applies to this active alarm
then this object MJST have the value of 0.0"

o= { alarmActiveEntry 12 }

al ar mAct i veMbdel Poi nt er OBJECT- TYPE

SYNTAX RowPoi nt er

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A pointer to the corresponding rowin the
al ar mvbdel Table for this active alarm This
points not only to the al arm nodel being
instantiated, but also to the specific alarm
state that is active."

c:={ alarmActiveEntry 13 }

al armAct i veSpeci fi cPoi nter OBJECT- TYPE

SYNTAX RowPoi nt er

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"If no additional, nodel-specific, AlarmMB is supported by
the systemthis object is ‘0.0°. Wen a nodel -specific A arm
M B is supported, this object is the instance pointer to the
speci fic nodel -specific active alarmlist."
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o= { alarmActiveEntry 14 }
-- Active Alarm Variable Table --

al armActi veVari abl eTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al armActiveVari abl eEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"A table of variables to go with active alarmentries.”
o= { alarmActive 3}

al armActi veVari abl eEntry OBJECT- TYPE

SYNTAX Al ar mAct i veVari abl eEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Entries appear in this table when there are variables in
the varbind list of a corresponding alarmin
al ar mAct i veTabl e.

Entries appear in this table as though
the trap/notification had been transported using a

SNMPv2- Trap- PDU, as defined in [ RFC3416] - i.e., the
al armActiveVariablelndex 1 will always be sysUpTi e
and al armActiveVari abl el ndex 2 will always be
snnmpTrapd D.

If the incomng notification is instead an SNMPv1l Trap- PDU and
t he val ue of al armvbdel Varbindlndex is 1 or 2, an appropriate
val ue for sysUpTine.0 or snnpTrapO D.0 shall be determ ned
by using the rules in section 3.1 of [RFC3584]."
INDEX { alarnlistName, al armActivel ndex,
al armActi veVari abl el ndex }
::={ alarmActiveVariabl eTable 1 }

Al armActiveVariabl eEntry ::= SEQUENCE {
al ar mActi veVari abl el ndex Unsi gned32,
al ar mActi veVari abl el D OBJECT | DENTI FI ER,
al ar mActi veVari abl eVal ueType | NTEGER
al ar mAct i veVari abl eCount er 32Val Count er 32,
al ar mAct i veVari abl eUnsi gned32Val Unsi gned32
al ar mActi veVari abl eTi meTi cksVal Ti meTi cks,
al ar mActi veVari abl el nt eger 32Val I nt eger 32,
al ar mActi veVari abl eCct et St ri ngVal OCTET STRI NG
al ar mActi veVari abl el pAddr essVal | pAddr ess,
al ar mActi veVari abl eG dVal OBJECT | DENTI FI ER,
al ar mAct i veVari abl eCount er 64Val Count er 64,
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al ar mAct i veVari abl eCpaqueVal Opaque }

al armActi veVari abl el ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"A strictly nonotonically increasing integer, starting at
1 for a given alarmActivel ndex, for indexing variables
within the active alarmvariable list. "

::={ alarmActiveVariabl eEntry 1 }

al armActi veVari abl el D OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The alarmvariable' s object identifier."
::={ alarmActiveVariabl eEntry 2 }

al ar mActi veVari abl eVal ueType OBJECT- TYPE

SYNTAX | NTEGER {
counter32(1),
unsi gned32( 2),
ti meTicks(3),
i nteger32(4),
i pAddress(5),
octetString(6),
obj ect1d(7),
count er 64(8),
opaque(9)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The type of the value. One and only one of the val ue
objects that followis used for a given rowin this table,
based on this type."

.= { alarmActiveVariabl eEntry 3 }

al armAct i veVari abl eCount er 32Val OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when al armActiveVari abl eType is 'counter32
.= { alarmActiveVariabl eEntry 4 }
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al ar mAct i veVari abl eUnsi gned32Val OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue when al arnmActi veVari abl eType

.= { alarmActiveVariabl eEntry 5 }

al armActi veVari abl eTi neTi cksVal OBJECT- TYPE
SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue when al arnmActi veVari abl eType

.= { alarmActiveVariabl eEntry 6 }

al armActi veVari abl el nt eger 32val OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue when al arnmActi veVari abl eType

c:={ alarmActiveVariabl eEntry 7 }

al armActi veVari abl eCctet StringVal OBJECT- TYPE
SYNTAX OCTET STRI NG (Sl ZE(O0. . 65535))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue when al arnmActi veVari abl eType

.= { alarmActiveVariabl eEntry 8 }

al armAct i veVari abl el pAddr essVal OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue when al arnmActi veVari abl eType

.= { alarmActiveVariabl eEntry 9 }

al armActi veVari abl e dval OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue when al arnmActi veVari abl eType

.= { alarmActiveVariabl eEntry 10 }
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al armAct i veVari abl eCount er 64Val OBJECT- TYPE
SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when al armActiveVari abl eType is 'counter64’ ."
::={ alarmActiveVariabl eEntry 11 }

al armAct i veVari abl eQpaqueVal OBJECT- TYPE
SYNTAX Opaque (Sl ZE(O. . 65535))
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The val ue when al armActi veVari abl eType i s 'opaque’.

Not e that although RFC2578 [ RFC2578] forbids the use
of Opaque in 'standard’ M B nodul es, this particular
usage is driven by the need to be able to accurately
represent any well-formed notification, and justified
by the need for backward conpatibility."

::={ alarmActiveVariabl eEntry 12 }

-- Statistics --

al armActi veSt at sTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al ar mActiveStatsEntry

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"This table represents the alarm statistics
i nformation."

o= { alarmActive 4 }

al armActi veSt at sentry OBJECT- TYPE
SYNTAX Al armActi veStatsEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Statistics on the current active alarns."
INDEX { al arnLi st Nane }

o= { alarmActiveStatsTable 1 }

Al armActiveStatsEntry ::=

SEQUENCE {
al armActi veSt at sActiveCurrent Gauge32,
al ar mActi veSt at sActi ves Zer oBasedCount er 32,
al ar mAct i veSt at sLast Rai se Ti meTi cks,
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al ar mMActi veSt at sLast Cl ear Ti meTi cks

}

al armActi veSt at sActi veCurrent OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of currently active alarns on the system"
o= { alarmActiveStatsEntry 1 }

al armActi veSt at sActi ves OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The total nunber of active alarms since systemrestarted.”
o= { alarmActiveStatsEntry 2 }

al armActi veSt at sLast Rai se OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tine of the |ast

alarmraise for this alarmlist.

If no alarmrai ses have occurred since the

last re-initialization of the | ocal network nanagenent

subsystem then this object contains a zero value."
o= { alarmActiveStatsEntry 3 }

al armActi veSt at sLast C ear OBJECT- TYPE

SYNTAX Ti meTi cks
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme at the tine of the |ast

alarmclear for this alarmlist.

If no alarmcl ears have occurred since the

last re-initialization of the | ocal network nanagenent

subsystem then this object contains a zero value."
o= { alarmActiveStatsEntry 4 }

-- Alarm d ear
al ar nCl ear Maxi nrum OBJECT- TYPE

SYNTAX Unsi ghed32
MAX- ACCESS read-write
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STATUS current

DESCRI PTI ON
"Thi s object specifies the maxi mrum nunber of cleared
alarnms to store in the alarnC earTable. Wen this
nunber is reached, the cleared alarns with the

earliest clear time will be renpved fromthe table."
o= { alarnClear 1}
al arnCl ear Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Al arnCl earEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"This table contains informati on on
cleared alarns."
o= { alarnClear 2}

al arnCl ear Entry OBJECT- TYPE

SYNTAX Al arnCl earEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Information on a cleared alarm"”

INDEX { al arnLi st Nane, al arnCl ear Dat eAndTi ne,

al arnC ear | ndex }

.:={

Al arnCl earEntry ::=
SEQUENCE {
al ar mC ear | ndex
al ar nCl ear Dat eAndTi e

al arnCl earTable 1 }

Unsi gned32,
Dat eAndTi ne,

Chi shol m & Ronmscanu

al ar nCl ear Engi nel D

al ar nC ear Engi neAddr essType
al ar nC ear Engi neAddr ess

al ar nC ear Cont ext Name

al arnCl earNotificationlD

al ar nC ear Resour cel d

al ar nC ear Logl ndex

al ar nC ear Model Poi nt er

}

al ar nCl ear | ndex OBJECT- TYPE
Unsi gned32 (1..4294967295)

SYNTAX
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

Local ShnmpEngi neOr Zer oLenStr,
| net Addr essType,

| net Addr ess,

SnnpAdni nSt ri ng,

OBJECT | DENTI FI ER,

Resour cel d,

Unsi gned32,

RowPoi nt er

"An integer which acts as the index of entries within
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the named alarmlist. It waps back to 1 after it
reaches its nmaxi num val ue.
Thi s object has the same value as the al armActivel ndex t hat
this alarminstance had when it was active."

o= { alarnClearEntry 1 }

al ar nCl ear Dat eAndTi ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The | ocal date and tine when the al arm cl ear ed.

This object facilitates retrieving all instances of
al arms that have been cleared since a given point in tine.

| npl ement ati ons MUST include the offset from UTC

if available. Inplenentation in environnents in which

the UTC offset is not available is NOI RECOMVENDED. "
o= { alarnClearEntry 2 }

al ar nCl ear Engi nel D OBJECT- TYPE

SYNTAX Local SnnmpEngi neOr Zer oLenSt r
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The identification of the SNMP engi ne at which the al arm
originated. |If the alarmis froman SNWv1l systemthis

object is a zero length string.”
:={ alarnCl earEntry 3 }

al ar nCl ear Engi neAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object indicates what type of address is stored in
the al ar mActi veEngi neAddress object - IPv4, 1Pv6, DNS, etc."
o= { alarnClearEntry 4 }

al ar nCl ear Engi neAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The Address of the SNWP engi ne on which the al arm was
occurring. This is used to identify the source of an SNWPv1
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trap, since an al armActi veEngi neld cannot be extracted fromthe
SNMPv1 trap PDU.

Thi s obj ect MJST al ways be instantiated, even if the |ist
can contain alarms fromonly one engine."

:={ alarnClearEntry 5 }

al ar nCl ear Cont ext Nane OBJECT- TYPE

SYNTAX SnnpAdmi nString (Sl ZE(O. . 32))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The nane of the SNVP M B context from which the al arm cane.
For SNWPvl traps this is the comunity string fromthe Trap.
Note that care needs to be taken when sel ecting comunity
strings to ensure that these can be represented as a

wel | -formed SnnpAdmi nString. Conmunity or Context names
that are not well-formed SnnpAdninStrings will be napped

to zero length strings.

If the alarnmis source SNWMP engine is known not to support
multiple contexts, this object is a zero length string."”
:={ alarnClearEntry 6 }

al arnCl ear Noti fi cati onl D OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The NOTI FI CATI ON- TYPE obj ect identifier of the alarm
clear."

o= { alarnClearEntry 7 }

al ar nCl ear Resourcel d OBJECT- TYPE

SYNTAX Resourcel d
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object identifies the resource that was under alarm
If there is no correspondi ng resource, then
the value of this object MJST be 0.0."

:={ alarnClearEntry 8 }

al ar nCl ear Logl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (0..4294967295)
MAX- ACCESS r ead-only
STATUS current
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DESCRI PTI ON
"Thi s nunber MJUST be the sanme as the |og index of the
applicable rowin the notification log MB, if it exists.
If no log index applies to the trap, then this object
MUST have the value of 0."

:={ alarnClearEntry 9 }

al ar nCl ear Model Poi nter OBJECT- TYPE

SYNTAX RowPoi nt er

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"A pointer to the corresponding row in the
al ar mvbdel Table for this cleared alarm™

:={ alarnCl earEntry 10 }

-- Notifications

al armActi veSt at e NOTI FI CATI ON- TYPE

OBJECTS { al armActi veMbdel Poi nt er,
al ar mActi veResourcel d }

STATUS current

DESCRI PTI ON

"An instance of the alarmindicated by
al armAct i veMbdel Poi nt er has been rai sed
against the entity indicated by

al armActi veResour cel d.

The agent must throttle the generation of

consecutive alarmActiveState traps so that there is at

| east a two-second gap between traps of this

type agai nst the sane al armActi veModel Poi nter and

al armActi veResourceld. When traps are throttled,

they are dropped, not queued for sending at a future tine.

A managenent application should periodically check
the val ue of al armActivelLast Changed to detect any
m ssed al armActiveState notification-events, e.g.
due to throttling or transm ssion |oss."

.= { alarmNotifications 2}

al arnCl ear St at e NOTI FI CATI ON- TYPE

OBJECTS { al armActi veMbdel Poi nt er,
al ar mActi veResourcel d }

STATUS current

DESCRI PTI ON

"An instance of the alarmindicated by
al ar mAct i veMbdel Poi nt er has been cl eared agai nst
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the entity indicated by al armActi veResourcel d.

The agent must throttle the generation of

consecutive alarmActiveC ear traps so that there is at
| east a two-second gap between traps of this

type agai nst the sane al armActi veModel Poi nter and

al armActi veResourceld. When traps are throttled,

they are dropped, not queued for sending at a future t

A managenent application should periodically check
the val ue of al armActivelLast Changed to detect any
m ssed al arnCl earState notification-events, e.g.,
due to throttling or transm ssion |oss."
c:={ alarmNotifications 3}

-- Confornmance

al ar mConf or mance OBJECT IDENTIFIER ::= { alarnMB 2 }

al ar mConpl i ances OBJECT | DENTI FI ER :: = { al ar nConf or mance
al ar mConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for systens supporting
the Alarm M B. "
MODULE -- this nodul e
MANDATORY- GROUPS {
al ar mActi veGr oup,
al ar mvbdel Gr oup

}
GROUP al armActi veSt at sGr oup
DESCRI PTI ON
"This group is optional."
GROUP al ar nCl ear G oup
DESCRI PTI ON
"This group is optional."
GROUP al armNot i ficati onsG oup
DESCRI PTI ON

"This group is optional."
.= { alarnmConpliances 1 }

al ar mGroups OBJECT | DENTI FIER ::= { al arnConformance 2 }
al ar mMvbdel G- oup OBJECT- GROUP
OBJECTS {

al ar mvbdel Last Changed,
al ar mMvbdel Noti ficati onld,
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al ar mvbdel Var bi ndl ndex,

al ar mvbdel Var bi ndVval ue,

al ar mvbdel Descri pti on,

al ar mvbdel Speci fi cPoi nt er,
al ar mvbdel Var bi ndSubtr ee,
al ar mMvbdel Resour cePrefi x,

al ar mMvbdel RowSt at us

}
STATUS
DESCRI PTI ON

current

"Al arm nodel group."
.= { alarm=oups 1}

al armActi veGroup OBJECT- GROUP

OBJECTS {
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i
al ar mAct i

}
STATUS

velLast Changed,
veOver f | ow,

veEngi
veEngi
veEngi

nel D,
neAddr essType,
neAddr ess,

veCont ext Nane,

veVar i

abl es,

veNoti ficationl D,
veResour cel d,
veDescri ption,
veLogPoi nter,
veMbdel Poi nt er,
veSpeci fi cPoi nter,

vevar i
vevar i
vevar i
vevar i
vevar i
vevar i
vevar i
vevar i
vevar i
vevar i
vevar i

current

DESCRI PTI ON
"Active Alarmlist group.”
c:={ alarnm&oups 2}

abl el D,

abl eVal ueType,

abl eCount er 32Val ,
abl eUnsi gned32Val ,
abl eTi neTi cksVal ,
abl el nt eger 32Val ,
abl eCct et Stri ngval ,
abl el pAddr essVal ,
abl eQ dVval ,

abl eCount er 64Val ,
abl eQpaqueVal

al armActiveStatsGoup OBJECT- GROUP

OBJECTS {

al ar mMActi veSt at sActi ves,
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al ar mActi veSt at sActi veCurrent,
al ar mMActi veSt at sLast Rai se,
al ar mMActi veSt at sLast Cl ear

}
STATUS current
DESCRI PTI ON

"Active alarm sunmary group."
.= { alarmaoups 3}

al arnCl ear G oup OBJECT- GROUP

OBJECTS {

al ar nCl ear Maxi num

al ar nC ear Engi nel D,

al ar nC ear Engi neAddr essType,

al ar mC ear Engi neAddr ess,

al ar nCl ear Cont ext Nane,

al arnCl ear Noti ficationl D,

al ar nCl ear Resourcel d,

al ar nd ear Logl ndex,

al ar nCl ear Mbdel Poi nt er

}
STATUS  current
DESCRI PTI ON
"Cl eared al arm group."
.= { alarmaoups 4}

al armNot i ficati onsG oup NOTI FI CATI ON- GROUP

NOTI FI CATI ONS { al armActiveState, alarnC earState }

STATUS current

DESCRI PTI ON
"The coll ection of notifications that can be used to
nodel alarnms for faults |acking pre-existing
notification definitions."

.= { alarnzoups 6 }

END

5. ITU Alarm

5.1. Overview
This M B nodul e defines alarminformation specific to the al arm nodel
defined in I TU M 3100 [ M 3100], X. 733 [X. 733], and X 736 [ X. 736].
This MB nodule follows the nodular architecture defined by the Alarm
M B, in which the generic Alarm M B can be augnmented by other alarm

i nformati on defi ned according to nore specific nodels that define
addi ti onal behavi our and characteristics.
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The ituAl arnifabl e contains information fromthe | TU Al arm Mbdel about
possible alarnms in the system

The ituAl armActi veTabl e contains information fromthe I TU Al arm Model
about al arnms nodelled using the ituAl arnTable that are currently
occurring on the system

The ituAl armActiveStatsTabl e provides statistics on current and tota
al ar ns.

5.2. | ANA Consi derati ons

Over tinme, there will be a need to add new | ANAI TUEvent Type and

| ANAI t uPr obabl eCause enunerated values. The Internet Assigned Nunber
Authority (1 ANA) is responsible for the assignment of the
enunerations in these TCs.

| ANAI't uPr obabl eCause value of 0 is reserved for special purposes and
MUST NOT be assigned. Values of |ANAlItuProbabl eCause in the range 1
to 1023 are reserved for causes that correspond to | TU- T probable
cause. All other requests for new causes will be handl ed on a
first-come basis, with 1025.

Request should conme in the formof well-formed SM [RFC2578] for
enuner ati on names that are unique and sufficiently descriptive.

Wiile some effort will be taken to ensure that new enumerations do
not conceptually duplicate existing enunerations it is acknow edged
that the exi stence of conceptual duplicates in the starting probable
cause list is an known industry reality.

To aid ANA in the administration of probable cause nanes and val ues,
the OPS Area Director will appoint one or nore experts to help review
requests.

See http://wwv iana.org

The followi ng shall be used as the initial values, but the | atest
val ues for these textual conventions should be obtained from | ANA

| ANA- | TU- ALARM TC-M B DEFI NI TIONS :: = BEG N
| MPORTS
MODULE- | DENTI TY, i b- 2
FROM SNVPv2- SM -- [RFC2578]
TEXTUAL- CONVENTI ON
FROM SNVPv2- TG -- [RFC2579]
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i anal t uAl ar MNunber s MODULE- | DENTI TY
LAST- UPDATED "200409090000Z" -- Septenber 09, 2004
ORGANI ZATI ON "I ANA"
CONTACT- | NFO

"Post al : I nternet Assigned Nunmbers Authority
I nternet Corporation for Assigned Nanes
and Numbers

4676 Admiralty Way, Suite 330
Mari na del Rey, CA 90292-6601

USA
Tel : +1 310-823-9358
E-Mail: iana@ ana. org"

DESCRI PTI ON
"The M B nmodul e defines the I TU Al arm
textual convention for objects expected to require
regul ar extension

Copyright (C) The Internet Society (2004). The
initial version of this MB nodul e was published
in RFC 3877. For full legal notices see the RFC
itself. Supplenmentary information may be avail abl e on
http://ww. ietf.org/copyrights/ianamb. htm"

REVI SI ON "200409090000Z" -- Septenber 09, 2004

DESCRI PTI ON
"Initial version, published as RFC 3877."

o= { mb-2 119 }

I ANAI t uPr obabl eCause :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"I TUT probabl e cause values. Duplicate values defined in
X. 733 are appended with X733 to ensure syntactic uni queness.
Probabl e cause value 0 is reserved for special purposes.

The I nternet Assigned Nunber Authority (IANA) is responsible
for the assignnment of the enunmerations in this TC

| ANAI t uPr obabl eCause value of 0 is reserved for speci al

pur poses and MJST NOT be assi gned.

Val ues of | ANAIt uProbabl eCause in the range 1 to 1023 are
reserved for causes that correspond to | TU-T probabl e cause.

Al'l other requests for new causes will be handled on a
first-come, first served basis and will be assigned
enuner ation values starting with 1025.

Request should conme in the formof well-fornmed
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SM [RFC2578] for enuneration nanmes that are uni que and
sufficiently descriptive.

Wil e sonme effort will be taken to ensure that new probable
causes do not conceptually duplicate existing probable
causes it is acknow edged that the existence of conceptual
duplicates in the starting probable cause list is an known
i ndustry reality.

To aid I ANA in the admi nistration of probable cause nanes
and val ues, the OPS Area Director will appoint one or nore
experts to hel p review requests.

See http://ww.iana. org"

REFERENCE
"1 TU Recommendati on M 3100, ' Generic Network |Information
Model *, 1995
| TU Recommendation X 733, 'Information Technol ogy - Open

Systens | nterconnection - System Managenent: Al arm
Reporting Function’, 1992

| TU Recommendation X. 736, 'Information Technol ogy - Open
Systens | nterconnection - System Managenent: Security
Al arm Reporting Function', 1992"

SYNTAX | NTEGER

-- The follow ng probable causes were defined in M 3100
als (1),
cal | Set UpFai lure (2),
degr adedSi gnal  (3),
far EndRecei verFailure (4),
fram ngError (5),
| ossOF Franme (6),
| ossOf Pointer (7),
| ossOF Si gnal (8),
payl oadTypeM smatch (9),
transni ssi onError (10),
renoteAl armnterface (11),
excessi veBER (12),
pat hTraceM smatch (13),
unavail able (14),
si gnal Label M snatch (15),
| ossOFMul ti Franme (16),
receiveFailure (17),
transnitFailure (18),
nmodul ati onFailure (19),
denodul ati onFai l ure (20),
br oadcast Channel Fai l ure (21),
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connecti onEst abl i shnentError (22),
i nval i dMessageRecei ved (23),

| ocal NodeTransmi ssi onError (24),

r enot eNodeTr ansmi ssi onError (25),
routingFailure (26),

--Values 27-50 are reserved for comuni cations alarmrel ated
--probabl e causes
-- The following are used with equi prent alarm

backpl aneFai l ure (51),
dat aSet Probl em (52),
equi pnent I denti fierDuplication (53),
ext ernal | FDevi ceProbl em (54),
I i neCar dProbl em (55),
mul ti pl exer Probl em (56),
nEl dentifierDuplication (57),
power Probl em (58),
processor Probl em (59),
protectionPat hFailure (60),
receiverFailure (61),
repl aceabl eUnit M ssing (62),
r epl aceabl eUni t TypeM smatch (63),
synchroni zati onSourceM smatch (64),
terni nal Problem (65),
ti m ngProblem (66),
transnitterFailure (67),
t runkCar dProbl em (68),
r epl aceabl eUni t Probl em (69),
real Ti neCl ockFai lure (70),
--An equi pnent alarmto be issued if the systemdetects that the
--real tinme clock has failed
antennaFailure (71),
batt eryChargi ngFailure (72),
di skFailure (73),
frequencyHoppi ngFai l ure (74),
i ODevi ceError (75),
| ossOF Synchroni sation (76),
| ossOf Redundancy (77),
power Suppl yFai lure (78),
si ghal Qual i tyEval uati onFailure (79),
trancei ver Failure (80),
prot ecti onMechani snfailure (81),
prot ecti ngResour ceFai l ure (82),
-- Val ues 83-100 are reserved for equi pnent alarmrel ated probable
-- causes
-- The followi ng are used with environmental alarm
ai r Conpressor Failure (101),
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ai rCondi tioningFailure (102),
airDryerFailure (103),
batteryDi scharging (104),
batteryFailure (105),
comer ci al Power Fai l ure (106),
cool i ngFanFai lure (107),
engi neFai lure (108),
fireDetectorFailure (109),
fuseFailure (110),
generatorFailure (111),
| owBatteryThreshold (112),
punpFai lure (113),
rectifierFailure (114),
rectifierH ghVoltage (115),
rectifierLowVoltage (116),
ventil ati onsSystenfailure (117),
encl osur eDoor Cpen (118),
expl osi veGs (119),
fire (120),
fl ood (121),
hi ghHum dity (122),
hi ghTenperature (123),
hi ghwnd (124),
i ceBuildUp (125),
i ntrusionDetection (126),
| owFuel (127),
lowHum dity (128),
| owCabl ePressure (129),
| owTenperatue (130),
| owwater (131),
snoke (132),
toxicGas (133),
cool i ngSystentfail ure (134),
ext er nal Equi prent Fai | ure (135),
ext er nal Poi nt Fai l ure (136),
-- Values 137-150 are reserved for environnental alarmrelated
-- probabl e causes
-- The followi ng are used with Processing error alarm
st or ageCapaci t yProbl em (151),
menoryM smatch  (152),
corruptbData (153),
out O CPUCycl es (154),
sfw Envi r onnment Probl em (155),
sf w Downl oadFai l ure (156),
| ossOF Real Ti nel (157),
--A processing error alarmto be issued after the system has
--reinitialised. This will indicate
--to the managenent systens that the view they have of the managed

Chi shol m & Romascanu St andar ds Track [ Page 43]



RFC 3877 Alarm M B Sept enber 2004

--system may no | onger
--be valid. Usage exanple: The managed
--systemissues this alarmafter a reinitialization with severity
--warning to informthe
--managenent system about the event. No clearing notification wll
- -be sent.
appl i cati onSubsystenfail ure (158),
configurati onOr Cust om sati onError (159),
dat abasel nconsi st ency (160),
fileError (161),
out O Menory (162),
sof twareError (163),
ti meout Expired (164),
under | ayi ngResour ceUnavai | abl e (165),
versi onM smat ch (166),
--Val ues 168-200 are reserved for processing error alarmrel ated
-- probabl e causes.
bandw dt hReduced (201),
congestion (202),
excessi veErrorRate (203),
excessi veResponseTi me (204),
excessi veRet ransni ssi onRate (205),
reducedLoggi ngCapabi lity (206),
syst enResour cesOverl oad (207 ),
-- The follow ng were defined X 733
adapterError (500),
appl i cati onSubsystenfailture (501),
bandw dt hReducedX733 (502),
cal | Establi shnent Error (503),
comuni cati onsProtocol Error (504),
comuni cat i onsSubsyst enfai |l ure (505),
configurati onOr Cust om zati onError (506),
congestionX733 (507),
corupt Data (508),
cpuCycl esLi m t Exceeded (509),
dat aSet Or Mbdentrror (510),
degr adedSi gnal X733 (511),
dteDcel nterfaceError (512),
encl osur eDoor QpenX733 (513),
equi pnent Mal function (514),
excessiveVi bration (515),
fileErrorX733 (516),
fireDetected (517),
fram ngError X733 (518),
heat i ngVent Cool i ngSyst enPr obl em (519),
hum di t yUnaccept abl e (520),
i nput Qut put Devi ceError (521),
i nput Devi ceError (522),
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| anError (523),

| eakDet ect ed (524),

| ocal NodeTransm ssi onError X733 (525),
| ossOf FranmeX733 (526),

| ossOFf Si gnal X733 (527),

mat eri al Suppl yExhaust ed (528),

mul ti pl exer Probl enX733 (529),

out O MenoryX733 (530),
ouput Devi ceError (531),

per f or manceDegr aded (532),

power Probl ens (533),

pressur eUnaccept abl e (534),

processor Probl ens (535),
punpFai | urex733 (536),

queueSi zeExceeded (537),
recei veFai |l urex733 (538),

recei ver Fai l urex733 (539),

r enot eNodeTr ansmni ssi onError X733 (540),
resour ceAt Or Neari ngCapacity (541),
responseTi neExecessi ve (542),
retransm ssi onRat eExcessi ve (543),
sof t war eErr or X733 (544),

sof t war ePr ogr amAbnor nal | yTer mi nat ed (545),
sof t war ePr ograntrror (546),

st or ageCapaci t yProbl enX733 (547),

t enper at ur eUnaccept abl e (548),

t hreshol dCrossed (549),

ti m ngProbl enX733 (550),

t oxi cLeakDet ected (551),
transmt Fai |l urex733 (552),
transniterFailure (553),

under | yi ngResour ceUnavai | abl e (554),
ver si onM smat chX733 (555),

-- The following are defined in X 736
aut henti cationFailure (600),

breachOr Confidentiality (601),

cabl eTanper (602),

del ayedl nfornation (603),

deni al O Servi ce (604),

dupli catel nfornmati on (605),

i nformati onM ssing (606),

i nformati onModi ficati onDetected (607),
i nf or mati onQut O Sequence (608),
keyExpi red (609),
nonRepudi ati onFai l ure (610),

out Of Hour sActivity (611),

out O Servi ce (612),

procedural Error (613),
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unaut hori zedAccessAttenpt (614),
unexpect edl nformati on (615),

ot her (1024)
}

| ANAI t uEvent Type :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The I TU event Type val ues.

The I nternet Assigned Nunber Authority (1ANA) is
responsi bl e for the assignnent of the enunerations
inthis TC

Request should come in the formof well-formed
SM [RFC2578] for enuneration names that are uni que
and sufficiently descriptive.
See http://ww.iana.org "
REFERENCE
"I TU Recomendati on X 736, 'Information Technol ogy - Open
Systens | nterconnection - System Managenent: Security
Al arm Reporting Function', 1992"
SYNTAX | NTEGER

{

ot her (1),

conmuni cati onsAl arm (2),
qual i tyOF Servi ceAl arm (3),
processi ngError Al arm (4),
equi pnent Al arm (5),

envi ronnent al Al arm (6),
integrityViolation (7),
operational Viol ation (8),
physi cal Vi ol ation (9),
securityServi ceOr Mechani snVi ol ati on (10),
ti meDormai nVi ol ation (11)

}
END
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5.3. Textual Conventions

| T- ALARM TC-M B DEFI NI TIONS :: = BEG N
| MPORTS
MODULE- | DENTI TY, ni b- 2
FROM SNVPv2- SM -- [RFC2578]
TEXTUAL- CONVENTI ON
FROM SNVPv2- TG -- [RFC2579]

i t uAl ar mfc MODULE- | DENTI TY
LAST- UPDATED "200409090000Z" -- Septenber 09, 2004
ORGANI ZATI ON "I ETF Di stri buted Managenent Worki ng G oup"
CONTACT- | NFO
" WG EMai | : di sman@etf.org
Subscri be: di sman-request @etf.org
http://ww.ietf.org/htm.charters/di sman-charter. htmni

Chair: Randy Presuhn
randy_pr esuhn@n ndspri ng. com

Edi t ors: Sharon Chi shol m
Nort el Networks
PO Box 3511 Station C
Gtawa, Ont. K1Y 4H7
Canada
schi shol @ortel net wor ks. com

Dan Romascanu

Avaya

Atidi m Technol ogy Park, Bldg. #3
Tel Aviv, 61131

| srael
Tel : +972-3-645-8414
Emai | : dromasca@vaya. conf

DESCRI PTI ON
"This M B nodul e defines the I TU Alarm
textual convention for objects not expected to require
regul ar extension.

Copyright (C) The Internet Society (2004). The
initial version of this MB nodul e was published
in RFC 3877. For full legal notices see the RFC
itself. Supplenmentary information may be avail abl e on:
http://ww. ietf.org/copyrights/ianamb. htm"
REVI SI ON "200409090000Z" -- Septenber 09, 2004
DESCRI PTI ON
“Initial version, published as RFC 3877."
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o= { mb-2 120 }

It uPer cei vedSeverity ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"1 TU perceived severity val ues"
REFERENCE

"I TU Recomendati on M 3100, 'Generic Network | nfornation
Model ', 1995
| TU Recommendation X. 733, 'Information Technol ogy - Qpen
Systens | nterconnection - System Managenent: Al arm
Reporting Function’, 1992"
SYNTAX | NTEGER

{

cleared (1),

i ndeterm nate (2),
critical (3),
maj or (4),

m nor (5),

war ni ng (6)

I tuTrendl ndi cation ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"ITU trend indication values for alarns."
REFERENCE

"I TU Recomendati on M 3100, ' Generic Network | nfornation
Model ', 1995
| TU Recommendation X. 733, 'Information Technol ogy - Qpen
Systens | nterconnection - System Managenent: Al arm
Reporting Function’, 1992"
SYNTAX | NTEGER

{

noreSevere (1),

noChange (2),

| essSevere (3)

}
END
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5.4, Definitions
| TALARMM B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
Gauge3d2, mib-2
FROM SNVPv2- SM -- [ RFC2578]
Aut onomousType, RowPoi nt er
FROM SNWPv2- TC -- [ RFC2579]
SnnpAdmi nString
FROM SNVP- FRAMEWORK- M B -- [ RFC3411]
al armLi st Narre, al ar mivbdel | ndex,
al ar mAct i veDat eAndTi nme, al ar mActi vel ndex
FROM ALARM M B -- [ RFC3877]
It uPer cei vedSeverity,
I tuTrendl ndi cation
FROM | TU- ALARM TC-M B -- [ RFC3877]
| ANAI t uPr obabl eCause,
| ANAI t uEvent Type
FROM | ANA- | TU- ALARM TC-M B -- [ RFC3877]
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNMPv2- CONF -- [ RFC2580]
Zer oBasedCount er 32
FROM RMON2- M B; -- [ RFC2021]
i tuAl armM B MODULE- | DENTI TY
LAST- UPDATED "200409090000Z" -- Septenber 09, 2004
ORGANI ZATI ON "1 ETF Di stri buted Managenent Worki ng G oup”
CONTACT- | NFO
"WG EMai | : disman@etf.org
Subscri be: disnman-request@etf.org
http://ww. ietf.org/htm .charters/disman-charter. htmnl
Chair: Randy Presuhn
randy_presuhn@n ndspri ng. com
Editors: Sharon Chi shol m
Nortel Networks
PO Box 3511 Station C
Otawa, Ont. K1Y 4H7
Canada
schi shol @ort el net wor ks. com
Dan Romascanu
Avaya
Ati di m Technol ogy Park, Bldg. #3
Tel Aviv, 61131
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| srael
Tel : +972- 3-645-8414
Emai | : dromasca@vaya. cont

DESCRI PTI ON
"The M B nmodul e describes | TU Alarm i nformation
as defined in | TU Recomendati on M 3100 [ M 3100],
X. 733 [X. 733] and X. 736 [ X 736].

Copyright (C) The Internet Society (2004). The
initial version of this MB nodul e was published
in RFC 3877. For full legal notices see the RFC
itself. Supplenmentary information may be avail abl e on:
http://ww. ietf.org/copyrights/ianamb. htm"

REVI SI ON "200409090000Z" -- Septenber 09, 2004

DESCRI PTI ON

"Initial version, published as RFC 3877."
o= { mb-2 121 }

i tuAl arnmObj ects OBJECT IDENTIFIER ::= { ituAlarmMB 1 }
i tuAl ar mvbdel OBJECT IDENTIFIER ::= { ituAl armObjects 1 }

i tuAl armActive OBJECT | DENTIFIER ::

{ ituAl arntbjects 2 }

i t uAl ar mfabl e OBJECT- TYPE

SYNTAX SEQUENCE OF |tuAl arnkEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Atable of ITU Alarminfornation for possible alarns
on the system"
c:={ ituAl armvbdel 1 }

i tuAl arnEntry OBJECT- TYPE

SYNTAX [tuAl arnEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Entries appear in this table whenever an entry is created
in the al armvbdel Table with a val ue of al armvbdel State in
the range from1l to 6. Entries disappear fromthis table
whenever the corresponding entries are deleted fromthe

al ar mvbdel Tabl e, including in cases where those entries
have been del eted due to local system action. The val ue of
al ar mvbdel Speci fi cPoi nter has no effect on the creation

or deletion of entries in this table. Values of

al ar mvbdel State nap to val ues of ituAl arnPercei vedSeverity
as foll ows:
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al ar mvbdel State -> ituAl arnPercei vedSeverity
1 -> clear (1)
2 -> i ndetermi nate (2)
3 -> war ni ng (6)
4 -> m nor (5)
5 -> maj or (4)
6 -> critical (3)
Al'l other val ues of alarnvbdel State MJST NOT appear
in this table.
This table MJUST be persistent across systemreboots."
| NDEX { al arnLi st Nane, al ar mvbdel | ndex,

i t uAl ar mPer cei vedSeverity }

.:={

ltuAl arnEntry ::= SEQUENCE ({
i t uAl ar mPer cei vedSeverity
i tuAl ar nEvent Type
i t UAl ar mPr obabl eCause
i t uAl ar mAddi ti onal Text
i t uAl ar mGeneri chModel

ituAlarnlfable 1 }

It uPer cei vedSeverity,
| ANAI t uEvent Type,

| ANAI t uPr obabl eCause,
SnnpAdni nSt ri ng,
RowPoi nt er }

i t uAl ar nPer cei vedSeverity OBJECT- TYPE

SYNTAX |tuPerceivedSeverity
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"I TU perceived severity val ues."
REFERENCE
"I TU Recomendati on M 3100, 'Generic Network | nfornation
Model ', 1995
| TU Recommendation X. 733, 'Information Technol ogy - Qpen
Systens | nterconnection - System Managenent: Al arm

Reporting Function', 1992"

o= { ituAlarneEntry 1 }

i t uAl ar mEvent Type OBJECT- TYPE
SYNTAX | ANAI t uEvent Type
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Represents the event type values for the al arns"
REFERENCE
"I TU Recomendati on M 3100,
Model ', 1995
| TU Recommendati on X. 733,
Systens | nterconnection -

"CGeneric Network I nformation

Open

Al arm

"I nformation Technol ogy -
Syst em Managenent :
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Reporting Function’, 1992
| TU Recommendation X. 736, 'Information Technol ogy - Qpen
Systens | nterconnection - System Managenent: Security
Al arm Reporting Function’, 1992"
o= { ituAlarneEntry 2 }

i t uAl ar nPr obabl eCause OBJECT- TYPE

SYNTAX | ANAI t uPr obabl eCause
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"I TU probabl e cause val ues. "
REFERENCE
"1 TU Recommendati on M 3100, 'Generic Network |Information
Model ', 1995
| TU Recommendation X. 733, 'Information Technol ogy - Qpen

Systens | nterconnection - System Managenent: Al arm
Reporting Function’, 1992
| TU Recommendation X. 736, 'Information Technol ogy - Qpen
Systens | nterconnection - System Managenent: Security
Al arm Reporting Function’, 1992"
= { ituAlarnEntry 3 }

i tuAl ar mAddi ti onal Text OBJECT- TYPE
SYNTAX  SnnmpAdmi nString
MAX- ACCESS read-wite

STATUS current
DESCRI PTI ON
"Represents the additional text field for the alarm"”
REFERENCE
"I TU Recomendati on M 3100, 'Generic Network | nfornation
Model ', 1995
| TU Recommendation X. 733, 'Information Technol ogy - Qpen

Systens | nterconnection - System Managenent: Al arm
Reporting Function', 1992"
o= { ituAlarnEntry 4}

i t uAl ar mGeneri cModel OBJECT- TYPE
SYNTAX RowPoi nt er
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Thi s object points to the correspondi ng
row in the al arnmivbdel Table for this alarm severity.

This corresponding entry to al armvbdel Tabl e coul d al so

be derived by perform ng the reverse of the mapping
from al arnmvbdel State to ituAl arnPercei vedSeverity defined
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in the description of ituAlarnEntry to determ ne the
appropriate { al arnli st Nane, al arnivbdel | ndex, al arnivbdel State }
for this { alarnlistNane, alarnibodel | ndex,

i tuAl arnPer cei vedSeverity }."

c:={ ituAlarnEntry 5 }

-- | TU Active Alarm Table --

i tuAl armActi veTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | tuAl armActiveEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"Atable of ITU information for active alarns entries."”
o= { ituAlarmActive 1}

i tuAl armActi veEntry OBJECT- TYPE

SYNTAX It uAl armActi veEntry
MAX- ACCESS not -accessi bl e
STATUS current

DESCRI PTI ON

"Entries appear in this table when alarns are active. They
are removed when the alarmis no | onger occurring."
| NDEX { al arnLi st Nane, al armActi veDat eAndTi ne,
al ar mActi vel ndex }
o= { ituAlarmActiveTable 1 }

| t uAl armActiveEntry ::= SEQUENCE ({
i tuAl ar mActi veTr endl ndi cati on It uTrendl ndi cati on,
i t uAl ar mAct i veDet ect or Aut ononousType,
i t uAl ar mAct i veServi ceProvi der Aut ononousType,
i t uAl ar mAct i veServi ceUser Aut onormousType
}
i tuAl ar mActi veTr endl ndi cati on OBJECT- TYPE
SYNTAX I tuTrendl ndi cation
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Represents the trend indication values for the alarns.”
REFERENCE
"I TU Recomendati on M 3100, ' Generic Network | nfornation
Model ', 1995
| TU Recommendation X. 733, 'Information Technol ogy - Qpen

Systens | nterconnection - System Managenent: Alarm
Reporting Function', 1992"
o= { ituAlarmActiveEntry 1 }
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i tuAl ar mActi veDet ect or OBJECT- TYPE
SYNTAX Aut ononmousType
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"Represents the SecurityAl arnmDet ector object.”
REFERENCE
"I TU Recomendati on X 736, 'Information Technol ogy - Open

Systens | nterconnection - System Managenent: Security
Al arm Reporting Function’, 1992"
o= { ituAlarmActiveEntry 2 }

i tuAl ar mActi veServi ceProvi der OBJECT- TYPE
SYNTAX Aut ononmousType
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"Represents the ServiceProvider object.”
REFERENCE
"I TU Recomendati on X 736, 'Information Technol ogy - Open

Systens | nterconnection - System Managenent: Security
Al arm Reporting Function’, 1992"
o= { ituAlarmActiveEntry 3 }

i tuAl ar mActi veServi ceUser OBJECT- TYPE
SYNTAX Aut ononmousType
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"Represents the ServiceUser object.”
REFERENCE
"I TU Recomrendati on X 736, 'Information Technol ogy - Open

Systens | nterconnection - System Managenent: Security
Al arm Reporting Function’, 1992"
o= { ituAlarmActiveEntry 4 }

-- Statistics and Counters

i tuAl armActiveStatsTable OBJECT- TYPE

SYNTAX SEQUENCE OF |t uAl armActiveStatsEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table represents the I TU alarm statistics
i nformation."

o= { ituAlarmActive 2}
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i tuAl armActi veSt at sentry OBJECT- TYPE
SYNTAX [|tuAl armActiveStatsEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"Statistics on the current active ITU alarns. "

Sept enber 2004

I NDEX  { al arnLi st Nane }
o= { ituAlarmActiveStatsTable 1 }
|t uAl armActiveStatsEntry ::=
SEQUENCE {
i tuAl ar mActi veSt at sl ndet er mi nat eCurrent Gauge32,
i tuAl ar mActiveStatsCritical Current Gauge32,
i tuAl ar mActi veSt at siMaj or Cur r ent Gauge32,
i tuAl ar mActi veSt at sM nor Cur r ent Gauge32,
i t uAl ar mActi veSt at s\War ni ngCur r ent Gauge32,
i tuAl ar mActi veSt at sl ndet er mi nat es Zer oBasedCount er 32,
i tuAl armActiveStatsCriticals Zer oBasedCount er 32,
i tuAl ar mActi veSt at sMhj ors Zer oBasedCount er 32,
i tuAl ar mActi veSt at sM nors Zer oBasedCount er 32,
i t uAl ar mActi veSt at s\War ni ngs Zer oBasedCount er 32
}

i tuAl ar mAct i veSt at sl ndet er mi nat eCurrent OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the current nunber of active alarns with a

i t uAl ar nPer cei vedSeverity of
i tuAl armActiveStatsEntry 1 }

.:={

i ndeterm nate."

i tuAl armActiveStatsCritical Current OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Gauge32
read-only
current

“A count of the current nunber of active alarns with a
i tuAl ar nPer cei vedSeverity of critical."

.:={

i tuAl armActiveStatskEntry 2 }

i tuAl ar mActi veSt at sMaj or Current OBJECT- TYPE

SYNTAX

MAX- ACCESS
STATUS
DESCRI PTI ON

Gauge32
read-only
current
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i tuAl ar nPer cei vedSeverity of major."
o= { ituAlarmActiveStatskEntry 3 }

i tuAl armActi veSt at sM nor Current OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A count of the current nunber of active alarnms with a
i tuAl ar nPer cei vedSeverity of mnor."
o= { ituAlarmActiveStatskEntry 4 }

i t uAl ar mAct i veSt at s\Var ni ngCurrent OBJECT- TYPE

SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

“A count of the current nunber of active alarns with a
i tuAl ar nPer cei vedSeverity of warning."
o= { ituAlarmActiveStatsEntry 5 }

i tuAl ar mActi veSt at sl ndet er m nat es OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A count of the total nunber of active alarnms with a
i t uAl armPer cei vedSeverity of indeterninate since system
restart.”

o= { ituAlarmActiveStatsEntry 6 }

i tuAl armActiveStatsCriticals OBIECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A count of the total nunber of active alarns with a

2004

i tuAl arnPer cei vedSeverity of critical since systemrestart."”

o= { ituAlarmActiveStatskEntry 7 }

i tuAl ar mActi veSt at sMaj ors OBJECT- TYPE

SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"A count of the total nunber of active alarnms with a
i t uAl armPer cei vedSeverity of major since systemrestart."
o= { ituAlarmActiveStatsEntry 8 }
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i tuAl armActi veStat sM nors OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A count of the total nunber of active alarns with a
i tuAl arnPer cei vedSeverity of mnor since systemrestart."”
o= { ituAlarmActiveStatsEntry 9 }

i tuAl ar mActi veSt at sWar ni ngs OBJECT- TYPE
SYNTAX Zer oBasedCount er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A count of the total nunber of active alarms with a
i t uAl armPer cei vedSeverity of warning since systemrestart."
o= { ituAlarmActiveStatsEntry 10 }

-- Conf ornance

i t uAl ar mConf ormance OBJECT IDENTIFIER ::= { ituAlarmMB 2 }
i tuAl armConpl i ances OBJECT I DENTIFIER ::= { ituAl arnConfornmance 1 }

i t uAl ar mConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for systens supporting
the ITU AlarmMB."
MODULE -- this nodul e
MANDATORY- GROUPS {

i t uAl ar MG oup
}
GROUP i t uAl ar nSer vi ceUser Group
DESCRI PTI ON
"This group is optional."
GROUP i t uAl armSecurityG oup
DESCRI PTI ON
"This group is optional."
GROUP i tuAl arntati sticsG oup
DESCRI PTI ON

"This group is optional."
o= { ituAl arnConpliances 1 }

i tuAl arnGroups OBJECT | DENTIFIER ::= { ituAl arnConfornmance 2 }
i tuAl ar mar oup OBJECT- GROUP

OBJECTS {
i t uAl ar mEvent Type,
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i t uAl ar mPr obabl eCause,
i t uAl ar nGeneri chvbdel

}
STATUS  current
DESCRI PTI ON
"I'TU alarmdetails Iist group.”
c:={ ituAl arnoups 1}

i t UAl ar ner vi ceUser Group OBJECT- GROUP
OBJECTS {
i t uAl ar mAddi ti onal Text,
i tuAl armActi veTrendl ndi cation

}
STATUS current
DESCRI PTI ON

"The use of these paraneters is a service-user option."
o= { ituAlarnroups 2 }

i tuAl arnmBecurityG oup OBJECT- GROUP
OBJECTS {
i t uAl ar mAct i veDet ect or,
i tuAl ar mActi veSer vi ceProvi der,
i t uAl ar mActi veServi ceUser

}
STATUS current

DESCRI PTI ON
"Security Al arm Reporting Function”
REFERENCE
"I TU Recomrendati on X 736, 'Information Technol ogy - Open

Systens | nterconnection - System Managenent: Security
Al arm Reporting Function’, 1992"
o= { ituAlarmaoups 3}

i tuAl arnttatisti csG oup OBJECT- GROUP
OBJECTS {
i tuAl armActi veSt at sl ndet erm nateCurrent,
i tuAl armActiveStatsCritical Current,
i tuAl ar mActi veSt at siMaj or Current,
i tuAl armActi veSt at sM nor Current,
i tuAl ar mActi veSt at s\War ni ngCur rent,
i tuAl armActi veSt at sl ndet er m nat es,
i tuAl armActiveStatsCriticals,
i tuAl ar mActi veSt at sMaj ors,
i tuAl armActi veSt at sM nors,
i tuAl ar mAct i veSt at sWar ni ngs

}
STATUS current
DESCRI PTI ON
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"I TU Active Alarm Statistics."
o= { ituAl arnaoups 4 }

END
6. Exanples
6.1. Alarns Based on |inkUp/IlinkDown Notifications

Thi s exanpl e denpnstrates an interface-based alarmthat goes into a
state of "warning" when a |linkDown Notification [ RFC2863] occurs but
the ifAdm nStatus indicates the interface was taken down

adm nistratively. If IfAdm nStatus is "up" when the |inkDown
Notification occurs, then there is a problem so the state of the
alarmis critical. A linkUp alarmclears the alarm

I i nkDown NOTI FI CATI ON- TYPE
OBJECTS { iflndex, ifAdm nStatus, ifQperStatus }
STATUS current
DESCRI PTI ON

c:={ snnpTraps 3}

i nkUp NOTI FI CATI ON- TYPE
OBJECTS { iflndex, ifAdm nStatus, ifQperStatus }
STATUS current
DESCRI PTI ON

c:={ snnpTraps 4 }

al ar mvbdel | ndex 3

al ar mvbdel St at e 1

al ar mvbdel Noti fi cationld i nkUp

al ar mvbdel Var bi ndl ndex 0

al ar mvbdel Var bi ndVal ue 0

al ar mvbdel Descri ption "1inkUp"

al ar mvbdel Speci fi cPoi nter ituAlarnmentry. 3.1

al ar mvbdel Var bi ndSubt r ee iflndex (1.3.6.1.2.1.2.2.1.1)
al ar mvbdel Resour cePr efi x 0.0

al ar mvbdel RowSt at us active (1)

i tuAl ar nEvent Type conmuni cati onsAl arm ( 2)
i t uAl ar nPer cei vedSeverity cleared (1)

i t uAl ar nCGeneri cModel al ar mvbdel Entry. 3.1

al ar mvbdel | ndex 3

al ar mvbdel St at e 2

al ar mvbdel Noti ficationld I i nkDown

al ar mvbdel Var bi ndl ndex 2
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al ar mvbdel Var bi ndVval ue

al ar mvbdel Descri ption

al ar mvbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel Rowst at us

i t uAl ar mEvent Type

i t uAl ar nPer cei vedSeverity
i t uAl ar mGeneri cModel

al ar mvbdel | ndex

al ar mvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue

al ar mvbdel Descri ption

al ar mvbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel Rowst at us

i t uAl ar mEvent Type

i t uAl ar nPer cei vedSeverity
i t uAl ar mGeneri cModel

al ar mAct i vel ndex

al ar mAct i veDat eAndTi ne

al ar mAct i veDat eAndTi ne

al ar mAct i veEngi nel D

al ar mAct i veEngi neAddr essType
al ar mAct i veEngi neAddr ess

al ar mAct i veCont ext Nane

al ar mActi veVari abl es

al armActi veNotificationlD

al ar mAct i veResourcel d

al ar mAct i veLogPoi nt er

al ar mAct i veMbdel Poi nt er

al ar mAct i veSpeci fi cPoi nter

i tuAl ar mActi veTrendl ndi cati on
i t uAl ar nDet ect or

i t uAl ar nSer vi ceProvi der

i t uAl ar ner vi ceUser

al ar mActi veVari abl el ndex
al armActi veVari abl el D
al ar mActi veVari abl eVal ueType

AlarmMB

down (2)

"li nkDown adni ni stratively"
ituAlarnmentry. 3.6

iflndex (1.3.6.1.2.1.2.2.1.1)
0.0

active (1)
conmuni cati onsAl arm ( 2)
war ni ng (6)

al ar mvbdel Entry. 3. 2

i nkDown

p (1)

i nkDown - confirmed problenf
ituAlarnentry. 3.3

iflndex (1.3.6.1.2.1.2.2.1.1)
0.0

active (1)
conmuni cati onsAl arm ( 2)
critical (3)

al ar mvbdel Entry. 3. 3

CNNTWWw

1

2342464573

Dat eAndTi ne,
SnnpEngi nel D,

i pv4

10. 10. 10. 10
SnnpAdni nSt ri ng,

3
1.3.6.1.6.3.1.1.5.3
1.3.6.1.2.1.2.2.1.1. 346
0.0

aiarandeIEntry.3.3
i tuAl armActi veEntry. 1.3
noreSevere (1)

0.0

0.0

0.0
1
sysUpTine. 0

Sept enber 2004

ti meTi cks(3)
al ar mAct i veVari abl eCount er 32Val 0
al ar mAct i veVari abl eUnsi gned32Val 0
al ar mActi veVari abl eTi neTi cksVal 46754
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al ar mActi veVari abl el nt eger 32Val 0

al armActi veVari abl eCct et Stri ngVal "

al ar mActi veVari abl el pAddr essVal 0

al ar mActi veVari abl eQ dVval 0.0

al ar mActi veVari abl eCount er 64Val 0

al ar mActi veVari abl el ndex 2

al armActi veVari abl el D snnmpTrapA D. 0
al ar mActi veVari abl eVal ueType obj ect1d(7)
al ar mActi veVari abl eCount er 32Val 0

al ar mAct i veVari abl eUnsi gned32Val 0

al ar mActi veVari abl eTi meTi cksVal 0

al ar mActi veVari abl el nt eger 32Val 0

al armActi veVari abl eCct et Stri ngVal "

al ar mActi veVari abl el pAddr essVal 0

al ar mActi veVari abl eQ dVval 1.3.6.1.6.3.1.1.5.3
al ar mActi veVari abl eCount er 64Val 0

al ar mActi veVari abl el ndex 3

al armActi veVari abl el D i f1ndex

al ar mActi veVari abl eVal ueType i nt eger 32(4)
al ar mActi veVari abl eCount er 32Val 0

al ar mAct i veVari abl eUnsi gned32Val 0

al ar mActi veVari abl eTi meTi cksVal 0

al ar mActi veVari abl el nt eger 32Val 346

al armActi veVari abl eCct et Stri ngVal "

al ar mActi veVari abl el pAddr essVal 0

al ar mActi veVari abl eQ dVval 0.0

al ar mActi veVari abl eCount er 64Val 0

al ar mActi veVari abl el ndex 4

al armActi veVari abl el D i f Admi nSt at us
al ar mActi veVari abl eVal ueType i nt eger 32(4)
al ar mActi veVari abl eCount er 32Val 0

al ar mAct i veVari abl eUnsi gned32Val 0

al ar mActi veVari abl eTi meTi cksVal 0

al ar mActi veVari abl el nt eger 32Val up (1)

al armActi veVari abl eCct et Stri ngVal "

al ar mActi veVari abl el pAddr essVal 0

al ar mActi veVari abl eQ dVval 0.0

al ar mActi veVari abl eCount er 64Val 0

al ar mActi veVari abl el ndex 5

al armActi veVari abl el D i f Oper St at us
al ar mActi veVari abl eVal ueType i nt eger 32(4)
al ar mActi veVari abl eCount er 32Val 0

al ar mAct i veVari abl eUnsi gned32Val 0

al ar mActi veVari abl eTi meTi cksVal 0

al ar mActi veVari abl el nt eger 32Val down( 2)

al armActi veVari abl eCct et Stri ngVal "

al ar mActi veVari abl el pAddr essVal 0

al ar mActi veVari abl eQ dVval 0.0
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al ar mAct i veVari abl eCount er 64Val
al ar mMAct i veVari abl eOpaqueVal

6. 2.

Consider a systemable to detect four different tenperature states
The system does not

for a widget - normal,

AlarmMB

m nor,

Tenperature Alarns Using CGeneric Notifications

maj or, critical.

have any Notification definitions for these alarmstates. A
tenmperature alarm can be nodel |l ed using the generic alarm
Notifications of alarnCl earState and al armActi ve.

al ar mvbdel | ndex

al ar mMvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue
al ar mvbdel Descri ption

al ar mvbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel RowSt at us

i tuAl ar nEvent Type

i tuPercei vedSeverity

i t uAl ar nGeneri chModel

al ar mvbdel | ndex

al ar mMvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue
al ar mvbdel Descri ption

al ar mivbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel RowSt at us

i tuAl arnEvent St at e

i tuPercei vedSeverity

i t uAl ar nGeneri chModel

al ar mvbdel | ndex

al ar mvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVal ue

al ar mvbdel Descri ption

al ar mivbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
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5

1

al arnCl ear St at e
2

cleared (1)
"Acnme W dget Tenperature Normal"
ituAlarnentry. 5.1

al ar mMActi veResourcel d
0.0

active (1)

envi ronnent al Al arm (6)
cleared (1)

al ar mvbdel Entry. 5.1

5

2

al armActi veSt at e

2

m nor (5)

"Acnme W dget Tenperature M nor"
ituAlarnmentry.5.5

al ar mActi veResourcel d
0.0

active (1)

envi ronnent al Al arm (6)
m nor (5)

al ar mvbdel Entry. 5. 2

5

3

al ar mActi veState
2

maj or (4)

"Acnme W dget Tenperature Major"
ituAl arnentry. 5.4

al ar mActi veResourcel d

0.0
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al ar mivbdel RowSt at us active (1)

i t uAl ar mEvent Type envi ronnent al Al arm ( 6)
i tuPercei vedSeverity maj or (4)

i t uAl ar mGeneri cModel al ar mvbdel Entry. 5. 3

al ar mivbdel | ndex 5

al ar mvbdel St at e 4

al ar mivbdel Noti ficationld al armActi veSt at e

al ar mivbdel Var bi ndl ndex 2

al ar mivbdel Var bi ndVal ue critical (3)

al ar mivbdel Descri ption "Acnme Wdget Tenperature Critical”
al ar mvbdel Speci fi cPoi nter ituAlarnentry. 5.3

al ar mivbdel Var bi ndSubt r ee al ar mActi veResourcel d
al ar mvbdel Resour cePrefi x 0.0

al ar mivbdel RowSt at us active (1)

i t uAl ar mEvent Type envi ronnent al Al arm ( 6)
i tuPercei vedSeverity critical (3)

i t uAl ar mGeneri cModel al ar mvbdel Entry. 5. 4

6.3. Tenperature Alarnms Wthout Notifications

Consider a systemable to detect four different tenperature states
for a widget - normal, minor, major, critical. The system does not
have any Notification definitions for these alarmstates. A
tenmperature alarm can be nodel |l ed wi t hout specifying any
Notifications in the alarmnodel. When a tenperature state other
than normal is detected, an instance of this alarmwould be added to
the active alarmtable, but no Notifications would be sent out.

This could alternatively be acconplished using the nodels from
exanpl e 6.2 and by not specifying any target managers in the SNWP-
TARGET-M B, which would allow the alarmstate Notifications to be
Il ogged in the Notification Log while still preventing Notifications
frombeing transnitted on the wire.

al ar mvbdel | ndex

al ar mvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue
al ar mvbdel Descri ption

cocoro
o

W dget Tenperat ure"

al ar mvbdel Speci fi cPoi nter ituAlarnentry. 6.1

al ar mvbdel Var bi ndSubt r ee 0.0

al ar mvbdel Resour cePrefi x 0.0

al ar mvbdel RowsSt at us active (1)

i t uAl ar mEvent Type envi ronnent al Al arm ( 6)
i tuPercei vedSeverity cleared (1)

i t uAl ar mGeneri cModel al ar mvbdel Entry. 6. 1
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al ar mvbdel | ndex

al ar mMvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue

al ar mvbdel Descri ption

al ar mivbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel Rowst at us

i tuAl arnEvent St at e

i t uAl ar mPer cei vedSeverity
i t uAl ar nGeneri chModel

al ar mvbdel | ndex

al ar mMvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue
al ar mvbdel Descri ption

al ar mivbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel RowSt at us

i tuAl ar nEvent Type

i tuPercei vedSeverity

i t uAl ar nGeneri chModel

al ar mvbdel | ndex

al ar mMvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue
al ar mvbdel Descri ption

al ar mivbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel RowSt at us

i tuAl ar mEvent Type

i tuPercei vedSeverity

i t uAl ar nGeneri chModel

Chi shol m & Ronmscanu

AlarmMB

coconNvoO
o

W dget Tenperat ure"
ituAlarnentry. 6.5

0.0

0.0

active (1)

envi ronnent al Al arm (6)
m nor (5)

al ar mvbdel Entry. 6. 2

cocowo
o

W dget Tenperat ure"
ituAl arnkEntry. 6.4

0.0

0.0

active (1)

envi ronnent al Al arm (6)
maj or (4)

al ar mvbdel Entry. 6. 3

cocorO
o

ituAlarnmentry. 6.3

0.0

0.0

active (1)

envi ronnent al Al arm (6)
critical (3)

al ar mvbdel Entry. 6. 4

St andards Track

W dget Tenperature Severe"
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6.4. Printer MB Al arm Exanpl e

Consider the following Notifications defined in the
printer MB [ RFC3805]:

prt Al ert SeveritylLevel OBJECT- TYPE
-- This value is a type 1 enuneration
SYNTAX | NTEGER {

ot her (1),

critical (3),

war ni ng( 4)

}

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The | evel of severity of this alert table entry. The printer
determ nes the severity |level assigned to each entry into the
table."

o= { prtAlertEntry 2}

printerV2Al ert NOTI FI CATI ON- TYPE
OBJECTS { prtAlertlndex, prtAl ertSeveritylLevel, prtAl ertGoup,
prt Al ert Groupl ndex, prtAlertLocation, prtAl ertCode }
STATUS current
DESCRI PTI ON
"This trap is sent whenever a critical event is added to the
prt Al ertTable."
o= { printerV2AlertPrefix 1}

These Notifications can be used to nodel a printer alarmas foll ows:

al ar mvbdel | ndex 9 al arnvbdel St at e 1
al ar mvbdel Noti ficationld al arnCl ear St at e

al ar mvbdel Var bi ndl ndex 0 al ar mvbdel Var bi ndVal ue 0
al ar mvbdel Descri ption "Printer Al arni

al ar mvbdel Speci fi cPoi nter 0. 0 al ar mvbdel Var bi ndSubt r ee

prt Al ert Goup al ar mvbdel Resour cePrefi x 0.0

al ar mvbdel RowSt at us active (1)

al ar mvbdel | ndex 9 al arnvbdel St at e 2
al ar mvbdel Noti ficationld printerV2Al ert

al ar mvbdel Var bi ndl ndex 2 al ar mvbdel Var bi ndVal ue

war ni ng (4) al ar mvbdel Descri ption "Printer Alarni

al ar mvbdel Speci fi cPoi nter 0. 0 al ar mvbdel Var bi ndSubt r ee

prt Al ert Goup al ar mvbdel Resour cePrefi x 0.0

al ar mvbdel RowSt at us active (1)

al ar mvbdel | ndex 9 al arnmvbdel St at e 3
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al ar mivbdel Noti fi cati onld
al ar mivbdel Var bi ndl ndex

ot her (1) al arnivbdel Descri ption

AlarmMB

printerV2Al ert
2 al ar mvbdel Var bi ndVal ue

"Printer Alarm - unknown

severity" al arnibdel Speci fi cPoi nter 0.0

al ar mMvbdel Var bi ndSubt r ee
al ar mMvbdel Resour cePrefi x
active (1)

al ar mivbdel | ndex
al ar mivbdel Noti fi cati onld
al ar mivbdel Var bi ndl ndex

prtAl ertG oup
0. 0 al ar mvbdel RowSt at us

9 al ar mvbdel St at e
printerV2Al ert
2 al ar mvbdel Var bi ndVal ue

critical (3) al armvbdel Description "Printer Al arnt

al ar mvbdel Speci fi cPoi nt er

0. 0 al ar mvbdel Var bi ndSubt r ee

prt Al ert Goup al ar mvbdel Resour cePrefi x 0.0

al ar mMvbdel RowSt at us

6.5. RMON Al arm Exanpl e

The RMON M B [ RFC2819] defines a nechanismfor generating threshold

active (1)

alarms. Wen the thresholds are crossed, RisingA arm and
Fal li ngAl arm Notifications are generated as appropriate. These
Noti fications can be used to nodel an upper threshold alarm as

foll ows:

al ar mvbdel | ndex

al ar mvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue

al ar mvbdel Descri ption

al ar mvbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel Rowst at us

al ar mvbdel | ndex

al ar mvbdel St at e

al ar mvbdel Noti ficationld
al ar mvbdel Var bi ndl ndex

al ar mvbdel Var bi ndVval ue

al ar mvbdel Descri ption

al ar mvbdel Speci fi cPoi nt er
al ar mvbdel Var bi ndSubt r ee
al ar mvbdel Resour cePrefi x
al ar mvbdel Rowst at us

Chi shol m & Ronmscanu
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1

Fal | i ngAl arm

0

0

"RMON Rising Clear A arnt
0.0

al ar m ndex

0.0

active (1)

N o

i si ngAl arm

[eoNe)

"RMON Ri sing Al arnf
0.0

al ar m ndex

0.0

active (1)
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6.6. The Lifetinme of an Alarm

The foll owi ng exanpl e denonstrates the rel ati onship between the
active alarmtable, the clear alarmtable and the Notification Log

M B.

Consider a systemw th alarns nodelled as in exanple 1 and which al so
supports the informational Notification dsx3Li neStatusChange.

dsx3Li neSt at usChange NOTI FI CATI ON- TYPE
OBJECTS { dsx3Li neSt at us,
dsx3Li neSt at usLast Change }
STATUS current
DESCRI PTI ON
"A dsx3Li neStat usChange trap is sent when the
val ue of an instance of dsx3Li neStatus changes.

can be utilized by an NVMS to trigger polls. \Wen

the line status change results in a | ower |eve

line status change (i.e., dsl), then no traps for

the lower |evel are sent."
::={ ds3Traps 0 1}

0. At systemstart, the active alarmtable, alarmclear table and

the Notification Log are all enpty.

| al armActiveTabl e | | nl mogTabl e

| alarnClear Index | alarm
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1. Sone tinme later, a link goes down generating a |inkDown
Notification, which is sent out and | ogged in the
Notification Log. As this Notification is nodelled as
an alarmstate, an entry is added to the active alarm

t abl e.

AlarmMB

Sept enber 2004

| al armActiveTabl e

link down - problemconfirnmed |

| 1 | i

nkdown

| al arnCl ear Tabl e

| alarnCl ear |ndex |
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2. Sone tine |later, the value of an instance of dsx3Li neStatus
changes. This Notification is sent out and | ogged. As this
is not nodelled into an alarmstate, the active alarmtable
remai ns unchanged.

| al armActiveTabl e |

| 1 | linkDown - problemconfirmed |

| nlmLogPointer | Notification |
R REESEEEEEEEEEEEEEEEE |
| 1 | I'i nkDown |
| 2 | dsx3Li neSt at usChange |
I I

| al arnCl ear Tabl e |

| alarnClear Index | alarm |
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3. Sone tinme later, the link goes back up. A linkUp Notification
is sent out and logged. As this Notification nodels
the clear alarmfor this alarm the alarmentry is renove
fromthe active alarmtable. An entry is added to the
clear alarmtable.

| al armActiveTabl e |

| alarmActivelndex | alarm |
e P EEE T EEETTEEE |
I I
| nl nmogTabl e |
R O EEEEREAEEE R, |
| nlmLogPointer | Notification |
RS EELEEEEEEEEEEPREEE |
| 1 | I'inkDown |
| 2 | dsx3Li neSt at usChange |
| 3 | I'inkUp |
I I

| al arnCl ear Tabl e |
| alarnClear Index | alarm |

| 1 | linkDown - confirmed problem |

7. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnent w thout proper protection can have a negative effect on
net wor k operati ons.

The followi ng objects are defined with a MAX- ACCESS cl ause of read-
wite or read-create: al armvbdel Notificationld,

al ar mvbdel Var bi ndl ndex, al ar nivbdel Var bi ndVal ue,

al ar mvbdel Descri pti on, al arnivbdel Speci fi cPoi nter,

al ar mvbdel Var bi ndSubt r ee, al ar mvbdel Resour cePr efi x,

al ar mvbdel Rowst at us, al ar nC ear Maxi num i t uAl ar mEvent Type,

i t uAl ar mnPr obabl eCause, it uAl armAddi ti onal Text, and

i t uAl ar mGeneri chModel .
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Note that setting the value of al arnCl ear Maxi mumtoo | ow may result
in security related alarnms history being prenmaturely |ost.

Changi ng val ues of al arnmVbdel RowSt at us as part of creating and
deleting rows in the al arnVbdel Tabl e result in adding new al arm
nodel s to the system or taking them out respectively. These
operations need to be carefully planned. Adding a new nodel shoul d
be made in a consistent manner to avoid the systemoverflow with
alarms. Taking out a nodel should result in the deletion of all this
nodel's related alarnms in the system

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).

Further, deploynent of SNWMP versions prior to SNWMPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/delete) them

Note that the alarmthrottling mechani sm associated with the
al armActiveState and al armActiveC ear notifications only applies to a
given alarm Defining multiple alarns fromthe sanme interna
stimulus may then still result in a flood of alarms into the network.

Al t hough the use of conmunity strings in SNMPvl is not considered an
ef fective neans of providing security, security admninistrators SHOULD
consi der whether the fact that al arnmActiveContext Name can revea
comunity string values would make this object sensitive in their

envi ronnent .

This M B nodul e can provide access to information that may al so be
accessed through mani pul ati on of the SNWMP- NOTI FI CATI ON-M B and t he
NOTI FI CATION-LOG- M B. This is expressed in part through the comobn
i ndexi ng structure of nlnlLogNanme [ RFC3014],

snnpNoti fyFilterProfil eNanme [ RFC3413], and al arnli st Nane.
Consequently, it is RECOMVENDED that security adm nistrators take
care to configure a coherent VACM security policy. The objects
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al ar mAct i veLogPoi nter, al armActi veMbdel Poi nter,

al armActi veSpecificPointer, and al arnCl ear Model Poi nter are obj ect
identifiers that reference information to which a particul ar user

m ght not be given direct access. The structure of these object
identifiers does not pernmit the extraction of any sensitive

i nformation. Two ot her objects, alarnC earResourceld, and

al armActi veResourceld, are also syntactically object identifiers, but
their structure could provide a user with potentially useful

i nformation to which he or she m ght not otherw se be granted access,
such as the existence of a particular resource.

For further discussion of security, see section 3.4.
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