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Abstract

Thi s docunment describes an extension to the Internet Printing
Protocol 1.1: Model and Semantics (RFC 2911, RFC 2910). This docunent
specifies the "ippget’ Pull Delivery Method for use with the
"Internet Printing Protocol (IPP): Event Notifications and

Subscri ptions" specification (RFC 3995). This | PPGET Delivery Method
is REQURED for all clients and Printers that support RFC 3995. The
Noti fication Recipient, acting as a client, fetches (pulls) Event
Notifications by using the Get-Notifications operation defined in
this docunent.
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1. Introduction

Thi s docunment describes an extension to the Internet Printing
Protocol/1.1: Mddel and Semantics [RFC 2911], [RFC 2910]. This
docunent specifies the "ippget’ Pull Delivery Method for use with the
"Internet Printing Protocol (IPP): Event Notifications and

Subscri ptions" specification [ RFC3995]. This | PPGET Delivery Method
is REQURED for all clients and Printers that support [RFC3995]. The
Noti fication Recipient, acting as a client, fetches (pulls) Event
Notifications by using the Get-Notifications operation defined in
this docunent. For a description of the base | PP docunents, see
section 21 of this document. For a description of the | PP Event
Notification Mddel, see [ RFC3995].

Wth this Pull Delivery Method, when an Event occurs, the Printer
saves the Event Notification for a period of tinme called the Event
Life. The Notification Recipient fetches (pulls) the Event
Notifications by using the Get-Notifications operation. This
operation causes the Printer to return all Event Notifications held
for the specified Subscription object(s). |If the Notification
Reci pi ent has selected the Event Wait Mdde option to wait for
addi ti onal Event Notifications, the Printer MAY continue to return
Event Notifications to the Notification Recipient as asynchronous
Get-Notification responses as Events occur using the transaction
originated by the Notification Recipient.

The Notification Recipient can term nate Event Wait Mde (w thout
cl osing the connection) by supplying the "notify-wait" (bool ean)
attribute with a 'false’ value in a subsequent Get-Notifications
request. Simlarly, the Printer can term nate Event Wait Mode
(wi thout closing the connection) by returning the "notify-get-
interval" (integer) operation attribute in a Get-Notifications
response that tells the Notification Recipient howlong to wait
before trying again.

2. Term nol ogy

This section defines the following terns that are used throughout
this docunent:
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2.1. Confornmance Terni nol ogy

Capitalized terms such as MJST, MJUST NOT, REQUI RED, SHOULD, SHOULD
NOT, MAY, NEED NOT, and OPTI ONAL have special neaning relating to
conformance as defined in [RFC2119] and [ RFC2911], section 12.1. |If
an i npl enmentation supports the extension defined in this docunent,
then these terns apply; otherw se, they do not. These terns define
conformance to this docunent only; they do not affect conformance to
ot her docunments, unless it is explicitly stated otherw se.

2.2. Oher termnol ogy

Thi s docunent uses the same termninol ogy as [ RFC2911], i ncluding

"client", "Printer", "Job", "attribute", "attribute val ue"

"keyword", "operation", "request", "response", and "support", with

t he sanme neanings. This docunment al so uses term nol ogy defined in

[ RFC3995], such as "Subscription (object)", "Notification Recipient",
"Event", "Event Notification", "Conmpound Event Notification", "Event

Life", and "Event Notification Attribute Goup”", with the same

meani ngs. In addition, this docunent defines the following terns for

use in this document:

Event Wait Mode: The npbde requested by a Notification Recipient
client inits Get-Notifications Request and granted by a Printer
to keep the connection open while the Printer sends subsequent
Get-Notification operation responses to the Notification
Recipient in the formof Event Notifications as they occur.

3. Model and Operation

In a Subscription Creation Operation, when the "notify-pull-nethod"
attribute is present and has the "ippget" keyword val ue, the client
is requesting that the Printer use the "ippget" Pull Delivery Method
for the Event Notifications associated with the new Subscription

bj ect .

When an Event occurs, the Printer MJST generate an Event Notification
and MJST assign it the Event Life. The Printer MJST hold an Event
Notification for its assigned Event Life.

When a Notification Recipient wants to receive Event Notifications
for a Subscription object, it performs the Get-Notifications
operation supplying the Subscription object’s subscription-id, which
causes the Printer to return all un-expired Event Notifications held
for that Subscription object. |If the Notification Recipient has

sel ected the Event WAit Mbde option to wait for additional Event
Notifications, the response to the Get-Notifications request
continues indefinitely as the Printer continues to send Event
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Notifications in the response as Events occur for that Subscription
obj ect .

When the Notification Recipient requests Event Notifications for
Per-Job Subscription Objects, the Notification Recipient typically
perforns the Get-Notifications operation within a second of
perfornming the Subscription Creation operation. Because the Printer
MJST save Event Notifications for at |east 15 seconds (see section
8.1), the Notification Recipient is unlikely to m ss any Event
Notifications that occur between the Subscription Creation and the
Get-Notifications operation

The "ippget’ Delivery Method is designed primarily for (1) a client
that wants to get Events (fromthe job's Per-Job Subscription object)
for a job that it has submitted and (2) a privileged client that
wants to get all job or printer Events froma Per-Printer
Subscri pti on object.

4. General Information

If a Printer supports this Delivery Method, the following are its
characteristics.

Table 1. Information about the Delivery Method

Docunment Met hod Conf or mance Requi r enent Del i very Met hod
Real i zati on
1. What is the URL schene nane for the "ippget’ keyword met hod
Push Delivery Method, or the keyword nane
met hod name for the Pull Delivery
Met hod?
2. 1s the Delivery Method REQUI RED, REQUI RED

RECOMVENDED, or OPTIONAL for an | PP
Printer to support?

3. Wiat transport and delivery protocols | PP with one new
does the Printer use to deliver the operation
Event Notification Content; i.e.,

what is the entire network stack?
4. Can several Event Notifications be Yes.

conbi ned into a Conpound Event
Notification?
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| PP: The ’i ppget’

I's the Delivery Method initiated by
the Notification Recipient (pull),
or by the Printer (push)?

s the Event Notification content
Machi ne Consumabl e or Hunman
Consumabl e?

What section in this docunment answers
the followi ng questions? For a Machi ne
Consurmabl e Event Notification, what is
the representati on and encodi ng of

val ues defined in section 9.1 of

[ RFC3995], and what are the
conformance requirenments thereof? For
a Human Consumabl e Event Notifi cati on,
what is the representation and
encodi ng of pieces of information
defined in section 9.2 of

[ RFC3995], and the conformance

requi renments thereof?

What are the latency and reliability
of the transport and delivery
pr ot ocol ?

What are the security aspects of the
transport and delivery protocol;
e.g., howit is handled in
firewal |l s?

What are the content
restrictions?

| engt h

What are the additional val ues or

pi eces of information that a Printer
sends in an Event Notification content
and the confornance requirenents

t her eof ?

et al. St andards Track

Del i very Met hod

This Delivery Method is

a pull nethod with
aspects of a push
nmet hod, though the

Printer does not
initiate the operation

Machi ne Consumabl e.

Section 5.

Sane as | PP and the
under|ying HTTP
transport.

Sane as | PP and the
under|ying HTTP
transport and in the
sane direction, so no
new firewal l

consi derati ons.

None.

None.
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12. What are the additional Subscription None.
Tenpl ate and/ or Subscri ption
Description attributes and the
conformance requirenments thereof?

13. What are the additional Printer "i pp-event-life"
Description attributes and the (integer (15: MAX))
conformance requirenments thereof?

5. Cet-Notifications Operation

This operation is issued by a client acting in the role of a
Notification Recipient requesting the Printer to return all Event
Notifications held for the identified Subscription object(s).

A Printer MJST support this operation, MJST accept the request in any
state (see [RFC2911] "printer-state" and "printer-state-reasons”
attributes), and MJST remain in the sanme state with the sane
"printer-state-reasons" val ues.

When a Printer perfornms this operation, it MJUST return all and only
those Event Notifications

1. whose associ ated Subscription Cbject’s "notify-subscription-id"
Subscription Description attribute equals one of the val ues of
the "notify-subscription-ids" (1lsetOf integer(1: MAX)) operation
attri bute AND

2. whose associ ated Subscription Object contains the "notify-pull-
nmet hod" attribute and it has the 'ippget’ keyword val ue, AND

3. whose "notify-sequence-nunber” is equal to or greater than the
correspondi ng val ue of the "notify-sequence-nunbers" (1lsetCf
integer(1: MAX)) operation attribute if supplied AND

4. whose Event Life has not yet expired AND

5. where the Notification Recipient client has read-access rights to
the identified Subscription Object (see Access Rights paragraph
bel ow) .

The Notification Recipient client MIST either (a) request Event Wit
Mode by supplying the "notify-wait" operation attribute with a ’true
val ue or (b) suppress Event Wait Mode by omitting the "notify-wait"
operation attribute or by supplying it with a 'false’ value. To
ternm nate Event Wait Mdde subsequently, the Notification Recipient
client MUST close the connection. To term nate Event Wait Mode, the
Printer MJUST either (a) return the "notify-get-interval" operation
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attribute in a Get-Notifications response (RECOWENDED behavi or) or
(b) close the connection. The "notify-get-interval" operation
attributes tell the Notification Recipient howlong to wait before
trying a subsequent Get-Notifications request.

Access Rights: The authenticated user (see [RFC2911], section 8.3)
perfornming this operation MJST be (1) the owner of each Subscription
bj ect identified by the "notify-subscription-ids" operation
attribute (see section 5.1.1), (2) an operator or adninistrator of
the Printer (see [RFC2911], sections 1 and 8.5), or (3) otherw se
aut horized by the Printer’s admnistrator-configured security policy
to request Event Notifications fromthe target Subscription
bject(s). Oherwise, the IPP Printer MIUST reject the operation and
return: "client-error-forbidden’, ’'client-error-not-authenticated’,
or 'client-error-not-authorized status code, as appropriate.
Furthernmore, the Printer’s security policy MAY linit the attributes
returned by the Get-Notifications operation, in a nmanner sinilar to
that of the Get-Job-Attributes operation (see [RFC2911], end of
section 3.3.4.2).

5.1. Get-Notifications Request

The followi ng groups of attributes are part of the Get-Notifications
Request :

Goup 1: Qperation Attributes

Nat ural Language and Character Set:
The "attributes-charset"” and "attri butes-natural -l anguage"
attri butes, as described in [ RFC2911], section 3.1.4.1.

Tar get:
The "printer-uri™ (uri) operation attribute that is the target
for this operation as described in [RFC2911], section 3.1.5.

Requesti ng User Narne:
The "requesting-user-nane" (nane(MAX)) attribute SHOULD be
supplied by the client as described in [ RFC2911], section 8. 3.

5.1.1. notify-subscription-ids (1lsetOf integer(1l: MAX))
This attribute identifies one or nore Subscription objects for which
Events are requested. The client MJST supply this attribute with at
| east one value. The Printer object MJST support this attribute with
mul ti pl e val ues.

If no Subscription Object exists with the supplied identifier, or if
the identified Subscription Object does not contain the "notify-
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pul | -nmethod" attribute with the 'ippget’ keyword value, the Printer
MUST return the "client-error-not-found status code.

Note: The name of both the "notify-subscription-ids" and

"noti fy-sequence-nunbers” end in 's’, as they are nulti-val ued.
However, there are other occurrences of these attribute names
without the s’ that are single val ued.

5.1.2. notify-sequence-nunbers (1lsetOf integer(1l: MAX))

This attribute specifies one or nore of the | owest Event Notification
sequence nunber values for the Subscription objects identified by the
correspondi ng val ues of the "notify-subscription-ids" operation
attribute. The Notification Recipient SHOULD supply this attribute,
and the nunber of val ues SHOULD be the sane as that of the "notify-
subscriptions-ids" attribute. The Printer MJUST support this
attribute with nmultiple val ues.

The Printer MJST NOT return Notification Events with | ower sequence
nunbers for the correspondi ng Subscription object. Therefore, by
suppl yi ng the proper values for this attribute the Notification
Reci pi ent can prevent getting the sane Event Notifications froma
Subscri ption object that were returned on a previous Get-

Noti fications request. The Notification Recipient SHOULD renenber

t he highest "notify-sequence-nunber" value returned for each

Subscri ption object requested and SHOULD pass that value for each
request ed Subscription object on the next Get-Notifications request.

If the Notification Recipient supplies fewer values for this
attribute (including omtting this attribute) than it does for the
"notify-subscription-ids" operation attribute, the Printer assunes a
1" value for each missing value. A value of '1' causes the Printer
to return any un-expired Event Notification for that Subscription
object, as "1 is the | owest possible sequence nunber. |If the

Noti fication Recipient supplies nore values for this attribute than
t he nunber of values for the "notify-subscription-ids" operation
attribute, the Printer ignores the extra val ues.

Note: If a Notification Recipient perforns two consecutive Cet-
Notifications operations with the sane value for "notify-sequence-
nunber" (or omits the attribute), the tine stanp value of the first
Event Notification in the second Get-Notifications Response nmay be
Il ess than that of the tinme stanp of the last Event Notification in
the first Get-Notification Response. This happens because the
Printer sends all unexpired Event Notifications with an equal or

hi gher sequence nunber according to the ordering specified in

[ RFC3995], and sone Event Notifications fromthe first Get-
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Noti fications operation may not have expired by the tinme the second
Get-Notifications operation occurs.

5.1.3. notify-wait (bool ean)

This val ue indicates whether the Notification Recipient wants Event
Wait Mode. The client MAY supply this attribute. The Printer object
MUST support both values of this attribute.

If the client supplies the "false’ value or omts this attribute, the
client is not requesting Event Wait Mbde. |If the value is "true’,
the client is requesting Event Wait Mbde. See the beginning of
section 5.2 for the rules for Event Wait Mbde.

5.2. Get-Notifications Response

The Printer has the follow ng options for responding to a Get-
Notifications Request:

1. The Printer can reject the request and return the 'server-error-
busy’ status code if the Printer is too busy to accept this
operation at this tine. 1In this case, the Printer MJST return
the "get-notify-interval" operation attribute to indicate when
the client SHOULD try again.

2. If the Notification Recipient did not request Event WAit Mde
("notify-wait-node" = 'false or onmitted), the Printer MJST
i medi ately return whatever Event Notifications it currently
hol ds in the requested Subscription object(s) and MJUST return the
"notify-get-interval" operation attribute with the nunber of
seconds from now, at which the Notification Recipient SHOULD
repeat the Get-Notifications Request to get future Event
Noti fications.

3. If the Notification Recipient requested Event Wait Mode
("notify-wait-node" = "true'), the Printer MJST i mmedi ately
return whatever Event Notifications it currently holds in the
request ed Subscription object(s) and MJST continue to return
Event Notifications as they occur until all the requested
Subscription bjects are cancel ed. A Subscription Qoject is
cancel ed either via the Cancel - Subscription operation or by the
Printer (e.g., the Subscription Object is cancel ed when the
associ ated Job conpletes and is no |longer in the Job Retention or
Job History phase; see the "ippget-event-life (integer(15: MAX))"
attribute discussion in section 8.1).

However, the Printer MAY decide to term nate Event Wait Mbde at
any time, including in the first response. |In this case, the
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Printer MUST return the "notify-get-interval" operation
attribute. This attribute indicates that the Printer wi shes to

| eave Event Wait Mbde and the nunber of seconds in the future
that the Notification Recipient SHOULD try the Get-Notifications
operation again. The Notification Recipient MJIST accept this
response and MJST di sconnect. |If the Notification Recipient does
not di sconnect, the Printer SHOULD do so.

Fromthe Notification Recipient’s view, the response appears as an
initial burst of data, which includes the Operation Attributes G oup
and one Event Notification Attributes Group per Event Notification
that the Printer is holding. After the initial burst of data, if the
Noti fication Recipient has selected the Event Wait Mdde option to
wait for additional Event Notifications, the Notification Recipient
recei ves occasional Event Notification Attribute G oups. Proxy
servers may delay sone Event Notifications or cause tine-outs to
occur. The client MJST be prepared to performthe Get-Notifications
operati on agai n when tine-outs occur.

Each attribute is encoded by using the I PP rules for encoding

attri butes [ RFC2910] and MAY be encoded in any order. Note: the
Get - Jobs response in [ RFC2911] acts as a nodel for encoding rmultiple
groups of attributes. See section 11 for the encoding and transport
rul es.

The followi ng groups of attributes are part of the Get-Notifications
Response:

Goup 1: Qperation Attributes

Status Message: |In addition to the REQU RED status code returned
in every response, the response OPTIONALLY includes a "status-
nmessage" (text(255)) and/or a "detail ed-status-nessage"

(text (MAX)) operation attribute, as described in [RFC2911],
sections 13 and 3. 1.6.

The Printer can return any status codes defined in [ RFC2911].
If the status code is not 'successful-xxx', the Printer MJST
NOT return any Event Notification Attribute groups. The
follow ng are descriptions of the inmportant status codes:

successful -ok: The response contains all Event Notification
associated with the specified subscription-ids that had
been supplied in the "notify-subscription-ids" operation
attribute in the request. |If the requested Subscription
bj ects have no associ ated Event Notification, the
response MJUST contain zero Event Notifications.
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successful - ok-events-conpl ete: Indicates when this return

is the last return for all Subscription objects that

mat ch the request, whether or not Event Notifications are

returned. This condition occurs for Event Wait Mdde with

Notification Recipients waiting for responses when (1)

the Subscription Object is canceled with a Cancel -

Subscription operation, (2) the Subscription Cbject is

del eted, when the Per-Printer Subscription |ease tine

expires, or (3) the 'job-conpleted event occurs for a

Per-Job Subscription. This condition also occurs for a

Get-Notifications request that a Notification Recipient

makes after the job conpletes, but before the Event Life

expires. See section 10. 1.

ient-error-not-found: The Printer has no Subscription

bj ects whose "notify-subscription-id" attribute equals

any of the values of the "notify-subscription-ids"

operation attribute supplied, or the identified

Subscri ption Cbject does not contain the "notify-pull-

met hod" attribute with the '"ippget’ keyword val ue.

server-error-busy: The Printer is too busy to accept this
operation. The Printer SHOULD return the "notify-get-
interval" operation attribute in the Operation Attributes
of the response; then the Notification Recipient SHOULD
wait for the nunber of seconds specified by the "notify-
get-interval" operation attribute before performng this
operation again. |If the "notify-get-interval" Operation
Attribute is not present, the Notification Recipient
SHOULD use the normal network back-off algorithnms to
determ ne when to performthis operation again.

(@)

Nat ural Language and Character Set:
The "attributes-charset"” and "attri butes-natural -l anguage"
attri butes, as described in [ RFC2911], section 3.1.4.2.

The Printer MJST use the values of "notify-charset" and
"notify-natural -l anguage", respectively, fromone Subscription
bj ect associated with the Event Notifications in this
response.

Normal ly, there is only one matched Subscription Object, or the
val ue of the "notify-charset” and "notify-natural -I anguage"
attributes is the sane in all Subscription Objects. |If not,
the Printer MJUST pick one Subscription Object fromwhich to
obtain the value of these attributes. The algorithmfor

pi cking the Subscription Cbject is inplenentation dependent.
The choice of natural |anguage is not critical, because 'text’
and ' nane’ values can override the "attributes-natural -

| anguage" operation attribute. The Printer’s choice of charset
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is critical because a bad choice may |leave it unable to send
sone 'text’ and 'nane’ values accurately.

5.2.1. notify-get-interval (integer(0:MAX))

The value of this operation attribute is the nunber of seconds that
the Notification Recipient SHOULD wait before trying the Get-
Notifications operation again. The Printer MJST return this
operation attribute if (1) it is too busy to return events, (2) the
Notification Recipient client did not request Event WAit Mde, or (3)
the Printer is termnating Event Wait Mbde. The client MJST accept
this attribute and SHOULD rei ssue the CGet-Notifications operation
(with or without "notify-wait" = "true’) at the indicated nunber of
seconds in the future in order to get nore Event Notifications This
value is intended to help the client be a good network citizen

The value of this attribute MUST be at |east as |large as that of the
Printer’s "ippget-event-life" Printer Description attribute (see
section 8.1). The Printer MAY return a value that is larger than
that of the "ippget-event-life" Printer Description attribute

provi ded that the Printer increases the Event Life for this
Subscription object so that Notification Recipients taking account of
the larger value and polling with a longer interval will not mss
events. Note: Inplenmenting such an algorithmrequires sone hidden
attributes in the Subscription object that are | MPLEVENTATI ON
DEPENDENT.

If the Printer wants to remain in Event Wait Mode, then the Printer
MUST NOT return this attribute in the response.

Here is a conplete table of conmbinations of "notify-wait", "status-
code", "notify-get-interval", and Event Notification Attributes

G oups for Get-Notification initial (Wait and No Wait) Responses and
subsequent Event Wait Mde Responses (which may stay in Event Wit
Mode or may request the Notification Recipient to | eave Event Wit
Mode) :

Table 2. Conbi nations of "notify-wait", "status-code", and
"notify-get-interval™

Client sends: Printer returns: Printer Event
returns: Notifi cation
"notify-wait" "status-code" "notify-get- Attribute
i nterval" G oups
1. ’'false * " successful - ok’ MUST return N maybe
2. ’'false * "not - f ound’ MUST NOT MUST NOT
3. ’'false * " busy’ MUST return N MJUST NOT
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4, ’'false' * 'event s- MUST NOT "] ob-
conpl et e’ conpl et ed
5. ’'true’ " successful - ok’ MUST NOT MUST
6. ’'true’ " successful - ok’ MUST return N maybe
7. ’'true’ "not - f ound’ MUST NOT MUST NOT
8. ’'true’ " busy’ MUST return N MJUST NOT
9. ’'true’ 'event s- MUST NOT " j ob-
conpl et e’ conpl eted’ or

maybe ot her
* "false’ or client omits the "notify-wait" attribute.

Expl anat i on:

Client does not request Event WAit Mbde.

Client requests Event WAit Mbde.

Subscri ption object not found, or was cancel ed earlier;

client should NOT try again.

3,8: Server busy, tells client to try later; client should try
again in N seconds.

4: Client polled after job conpleted, but before Event Life
expired, and got the 'job-conpleted event, so the client
shoul dn’t bother trying again; client should NOT try
again |l ater.

5: Printer returns one or nore Event Notifications and is OK
to stay in Event Wait Mode; the client waits for nore
Event Notifications to be returned.

6: Printer wants to | eave Event Wait nobde. Can happen on
the first response (with or without Event Notifications)
or happen on a subsequent response with or w thout Event
Notifications; the client SHOULD try again in N seconds.

9: Either (1) the printer returns 'job-conpleted event, or

(2) the Subscription Qobject was cancel ed by either a

Cancel -Job or a Per-Printer Subscription expired w thout

bei ng renewed. For case (1), at |east one Event

Notification MIUST be returned; for case (2), it is

unli kely that any Event Notifications are returned, and

the client should NOT try again.

N 01
Yo

5.2.2. printer-up-time (integer(1: MAX))

The value of this attribute is the Printer’s "printer-up-tine"
attribute at the tine when the Printer sends this response. The
Printer MUST return this attribute. Because each Event Notification
al so contains the value of this attribute when the event occurred,
the value of this attribute lets a Notification Recipient know when
each Event Notification occurred relative to the tine of this
response.
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2: Unsupported Attributes
See [ RFC2911], section 3.1.7, for details on returning
Unsupported Attributes.

3 through N: Event Notification Attributes

The Printer responds with one Event Notification Attributes

G oup per nmatched Event Notification. The entire response is
consi dered a single Conpound Event Notification (see

[ RFC3995]). The matched Event Notifications are all un-expired
Event Notifications associated with the matched Subscri ption
oj ects and MJUST foll ow the "Event Notification O dering”
requirenments for Event Notifications within a Conpound Event
Notification specified in [ RFC3995] section 9. In other words,
the Printer MJST order these Event Notification groups in
ascending tine stanp (and sequence nunber) order for a
Subscription object. |[If Event Notifications for multiple
Subscription objects are being returned, the Notification
Events for the next Subscription object followin ascending
time stanp order, etc.

Each Event Notification Goup MIST contain all of attributes
specified in section 9.1 ("Content of Machi ne Consumabl e Event
Notifications") of [RFC3995], with exceptions denoted by
asterisks in the tables bel ow

The tables below are identical to those in section 9.1
("Content of Machine Consumabl e Event Notifications") of

[ RFC3995], except that each cell in the "Sends" colum is a
" MUST" .

If nore than one Event Notification is being returned and the
status of each is not the same, then the Printer MJST return a
"notify-status-code" attribute in each Event Notification
Attributes group to indicate the differing status val ues.

For an Event Notification for all Events, the Printer includes
the attri butes shown in Table 3.

Table 3. Attributes in Event Notification Content

Sour ce Val ue Sends Source (bj ect
notify-subscription-id (integer(1l: MAX)) MUST Subscri ption
notify-printer-uri (uri) MUST Subscri ption
noti fy-subscri bed-event (type2 keyword) MUST Event

Noti fication
printer-up-time (integer(1: MAX)) * MUST Printer
printer-current-tinme (dateTine) MUST ** Printer
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noti fy-sequence-nunber (integer (0:MAX))
notify-charset (charset)

noti fy-natural -1 anguage (natural Language)
notify-user-data (octetString(63))

notify-text (text)

attributes fromthe "notify-attributes"
attribute

attributes fromthe "notify-attributes"
attribute

attributes fromthe "notify-attributes"
attribute

* As specified in [ RFC3995] section 9,

MJUST be the tinme at which the Event occurred,

whi ch the Event Notification was sent.

MUST
MUST
MUST
NUST * k%
MUST

IVUST * k k%

IVUST * k k%

IVUST * k k%

March 2005

Subscri ption
Subscri ption
Subscri ption
Subscri ption
Event

Noti fication
Printer

Job

Subscri ption

t he val ue of the
"printer-up-tinme" attribute sent in each Event Notification

not the tine at

** The Printer MJST send the "printer-current-tinme" attribute
if and only if it supports the "printer-current-tinme" attribute

on the Printer object.

*** | f the associated Subscription Object does not contain a

"notify-user-data" attribute, the Printer

octet-string of |length O.

MJST send an

**** |f the "notify-attributes” attribute is present on the

Subscription Cbject, the Printer MIUST send al

specified by the "notify-attributes" attribute.
Printer doesn’t support the "notify-attributes" attribute, it
is not present on the associated Subscription Object.

For Event Notifications for Job Events,
the additional attributes shown in Tabl

attributes

Note: |If the

the Printer includes

e 4.

Table 4. Additional Attributes in Event Notification Content for

Job Events

Sour ce Val ue

job-id (integer(1: MAX))

j ob-state (typel enum

j ob-state-reasons (lsetO type2 keyword)

j ob-i npressi ons-conpl eted (integer(0: MAX))

Herriot, et al. St andards Track
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MJUST Job
MJUST Job
MJUST Job
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* The Printer MJST send the "job-inpressions-conpleted" attribute
in an Event Notification only for the conbinations of Events and
Subscri bed Events shown in Table 5.

Table 5. Conbi nati ons of Events and Subscri bed Events for
"j ob-i npressi ons-conpl et ed"”

Job Event Subscri bed Job Event
" j ob- progress’ ' j ob- progress

" j ob-conpl et ed’ " j ob-conpl et ed’

" j ob-conpl et ed’ " j ob- st at e- changed

For Event Notification for Printer Events, the Printer includes
the additional attributes shown in Table 6.

Table 6. Additional Attributes in Event Notification Content for
Printer Events

Source Val ue Sends Sour ce
bj ect

printer-state (typel enum MUST Printer
printer-state-reasons (lsetOf type2 keyword) MJST Printer
printer-is-accepting-jobs (bool ean) MUST Printer

6. Additional Information about Subscription Tenplate Attributes

The ’"ippget’ Delivery Method does not define any addition
Subscription Tenplate attri butes and has the conformance requirenents
for Subscription Tenplate attributes defined in [RFC3995]. This
section defines additional information about Subscription Tenpl ate
attri butes defined in [ RFC3995].

6.1. notify-pull-nmethod (type2 keyword)

This Subscription Tenplate attribute identifies the Pull Delivery
Met hod to be used for the Subscription Object (see [RFC3995]). To
support the 'ippget’ Pull Delivery Method defined in this docunent,
the Printer MJUST support this attribute with the follow ng keyword
val ue:

"ippget’: Indicates that the "ippget’ Pull Delivery Method is to
be used for this Subscription Cbject.
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7. Subscription Description Attributes

The ’"ippget’ Delivery Method has the confornance requirenents for
Subscription Description attributes defined in [RFC3995]. The
"ippget’ Delivery Method does not define any addition Subscription
Description attributes.

8. Additional Printer Description Attributes

This section defines additional Printer Description attributes for
use with the 'ippget’ Delivery Method.

8.1. ippget-event-life (integer(15: MAX))

This Printer Description attribute specifies the Event Life val ue
that the Printer assigns to each Event; i.e., the nunber of seconds
after an Event occurs during which a Printer will return that Event
in an Event Notification in a Get-Notifications response. After the
Event Life expires for the Event, the Printer MAY no | onger return an
Event Notification for that Event in a Get-Notifications response.

The Printer MJST support this attribute if it supports the ’ippget’
Del ivery Method. The value MJST be 15 or nore (at |east 15 seconds),
and 60 (seconds) is the RECOVWENDED value to align with the PWG Job
Monitoring M B [ RFC2707] j neener al JobPer si stence and

j mCeneral Attri but ePersi stence objects.

For exanple, assune the foll ow ng:

1. Aclient perforns a Job Creation operation that creates a
Subscription bject associated with the ’"ippget’ Delivery Method;

2. An Event associated with the new Job occurs inmediately after the
Subscription ohject is created,

3. the sanme client or some other client performs a Get-Notifications
operation so that the client is connected N seconds after the Job
Creation operation

Then, if Nis less than the value of this attribute, the client(s)
perform ng the Get-Notifications operations can expect not to mss
any Event-Notifications, barring sone unforeseen |ack of menory space
inthe Printer. Note: The client MIST initiate the Get-
Notifications at a tine that is sufficiently Iess that N seconds to
account for network latency so that it is connected to the Printer
bef ore N seconds el apses.
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If a Printer supports the 'ippget’ Delivery Method, it MJST keep
"conpleted’, 'canceled , or 'aborted Job objects in the Job
Retention and/or Job H story phases for at least as long as this
attribute’'s value. The Printer MAY retain jobs |longer that this
val ue. See [RFC2911], section 4.3.7.1, and the discussion in

[ RFC3995] (regarding the 'job-conpleted event). The latter explains
that a Notification Recipient can query the Job after receiving a
"job-conpleted’ Event Notification in order to find out other

i nformati on about the job that is ’'conpleted , 'aborted , or
"canceled’. However, this attribute has no effect on the Cancel -
Subscri ption operation, which deletes the Subscription object

i medi ately whether or not it contains the "notify-pull-nmethod"
attribute with the "ippget’ keyword value. Imediately thereafter
subsequent Get-Notifications Responses MJUST NOT contain Event
Notifications associated with the cancel ed Subscription object.

9. New Values for Existing Printer Description Attributes

This section defines additional values for existing Printer
Description attributes as defined in [ RFC3995].

9.1. notify-pull-nmethod-supported (1lsetOf type2 keyword)
The followi ng keyword value for the "notify-pull-nethod-supported"
attribute is added in order to support the new Delivery Method
defined in this docunent:

"i ppget’: The IPP Notification Pull Delivery Method defined in
this document.

9.2. operations-supported (1lsetOtf type2 enun

Table 7 lists the "operation-id" value defined in order to support
the new Get-Notifications operation defined in this docunent.

Table 7. Operation-id Assignnments
Val ue Operati on Nane
0x001C Get-Notifications
10. New Status Codes
The followi ng status code is defined as an extension for this

Delivery Method and is returned as the status code of the Cet-
Notifications operation in Goup 1 or Goup 3 to N (see section 5.2).
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10.

11.

1. successful -ok-events-conpl ete (0x0007)

The Printer MJST return the 'successful -ok-events-conplete’ status
code to indicate when this Get-Notifications response is the | ast
response for a Subscription object, whether or not there are Event
Notifications being returned. This condition occurs for Event Wit
Mode with Notification Recipients waiting for responses when (1) the
Subscription Object is canceled with a Cancel - Subscri ption operation,
(2) the Subscription object is deleted, when the Per-Printer
Subscription |l ease tine expires, or (3) the 'job-conpleted event
occurs for a Per-Job Subscription. This condition also occurs for a
Get-Notifications request that a Notification Recipient nmakes after
the job conpletes, but before the Event Life expires.

Encodi ng and Transport

This section defines the encoding and transport consi derations for
this Delivery Method based on [ RFC2910].

The encoding of a Get-Notifications Response is nodeled after the
Get - Jobs Response (see [RFC2911]). 1In a CGet-Notifications Response,
each Event Notification Attributes Goup MJIST start with an 'event-
notification-attributes-tag’ (see the section "Encodi ngs of
Additional Attribute Tags" in [RFC3995]), and end with an 'end- of -
attributes-tag’. |In addition, for Event Wait Mode the nulti-
part/related is used to separate each nultiple response (in tine) to
a single Get-Notifications Request.

The Printer returns Get-Notification Response as follows:

1. If the Notification Recipient client did not request Event Wit
Mode ("notify-wait" = "false’ or onitted), the Printer ends the
response with an 'end-of-attributes-tag’ (see [ RFC2911], Get-Jobs
encoding), as with any operation response.

2. If the Notification Recipient client requests Event Wait Mode
("notify-wait" = "true’) and the Printer w shes to honor the
request, the Printer MJUST return the response as an
application/ipp part inside a multi-part/related M M nedi a type.
When one or nore additional Events occur, the Printer returns
each as an additional Event Notification Group using a separate
application/ipp part under the nulti-part/related type.

3. If the client requested Event WAit Mdde ("notify-wait" = "true'),
but the Printer does not wish to honor the request in the initial
response and wants the client explicitly polled for Event
Notifications, the Printer MUST return the "notify-get-interval"”
operation attribute (see section 5.2.1). The Printer returns the
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12.

12.

response as an application/ipp part that MAY be inside an rulti-
part/related type. The client MJUST accept this response and

rei ssue the Get-Notifications request in the future indicated by
the value of the "notify-get-interval" attribute val ue.

4. |If the client requested Event Wait Mde ("notify-wait" = "true'),
and the Printer initially honored the request but |later wi shes to
| eave Event WAit Mode, the Printer MJST return the "notify-get-
interval" operation attribute (see section 5.2.1). The Printer
returns the response as an application/ipp part that MJST be
inside an nulti-part/related type.

NOTE: If a Notification Recipient fails to receive a response, it
can ask the Printer for the sanme Event Notifications again. The
Notification Recipient will receive the same Event Notifications that
it should have received the first tine, except for those Event
Notifications that have expired in the meantine.

The Printer MAY chunk the responses, but this has no significance to
the | PP semanti cs.

This notification delivery method uses the I PP transport and encodi ng
[ RFC2910] for the Get-Notifications operation with the follow ng
extension, allocated in [ RFC3995]:
Table 8. The "event-notification-attributes-tag" Val ue
Tag Val ue (Hex) Meani ng
0x07 "event-notification-attributes-tag"

Conf or mance Requirenents

This section lists the conformance requirenents for clients and
Printers.

1. Conformance for IPP Printers

It is OPTIONAL for a Printer to support |IPP Notifications as defined
in [RFC3995]. However, if a Printer supports IPP Notifications, the
Printer MJUST support the 'ippget’ Delivery Method, as defined in this
docunent, as one of its Delivery Methods. [|PP Printers that conform
to this specification

1. MIST neet the conformance requirenments defined in [RFC3995] for a
Pul | Delivery Method;

Herriot, et al. St andards Track [ Page 21]



RFC 3996 | PP: The ’ippget’ Delivery Method March 2005

12.

2. MJST support the Get-Notifications operation defined in section
5, including Event Wait Mbde;

3. MJST support the Subscription Tenplate object attributes, as
defined in section 6;

4. MJST support the Subscription Description object attributes, as
defined in section 7;

5. MJST support the "ippget-event-life" Printer Description
attribute defined in section 8.1, including retaining jobs in the
Job Retention and/or Job History phases for at |east as |ong as
the value specified by the Printer’s "ippget-event-life";

6. MJST support the additional values for IPP/1.1 Printer
Description attributes defined in section 9;

7. MJST support the ’'successful -ok-events-conplete’ status code, as
described in section 10. 1;

8. MJST listen for the IPP Get-Notifications operation requests on
| ANA- assi gned wel | -known port 631, unless explicitly configured
by system adm nistrators or site policies;

9. SHOULD NOT listen for IPP Get-Notifications operation requests on
any other port, unless explicitly configured by system
administrators or site policies; and

10. MUST neet the security conformance requirenments stated in section
18. 4.

2. Confornmance for IPP dients

It is OPTIONAL for an IPP Client to support |IPP Notifications as
defined in [RFC3995]. However, if a client supports |PP
Notifications, the client MJST support the 'ippget’ Delivery Method
as defined in this docunment as one of its Delivery Methods. |PP
Clients that conformto this specification

1. MUIST create Subscription Cbjects by sending Subscription Creation
operation requests containing the "notify-pull-nmethod" attribute
(as opposed to the "notify-recipient-uri" attribute) using the
"ippget’ keyword val ue (see sections 6.1 and 15. 2);

2. MJST send I PP Get-Notifications operation requests (see section
5.1) via the port specified in the associated "ipp URL (if
present) or otherw se via | ANA-assigned wel | -known port 631
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13.

14.

3. MJST convert the associated "ipp’ URLs for use in | PP Get-
Notifications operation to their corresponding 'http’ URL forns
for use in the HITP | ayer, according to the rules in section 5,
"I PP URL Schene", in [RFC2910]; and

4. MJST neet the security conformance requirenments stated in section

18. 5.
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15. | ANA Consi der ati ons

Thi s section contains the exact information that the | ANA has added
to the I PP Registries according to the procedures defined in

[ RFC2911], section 6. These registrations have been published in the
http://ww. i ana. org/ assi gnnment s/ i pp-regi strations registry.

15.1. Attribute Registrations

The following table lists the attributes defined in this docunment.
Thi s has been regi stered according to the procedures in RFC 2911
[ RFC2911] section 6. 2.

Printer Description attributes: Ref er ence Section

i ppget-event-1life (integer(15: MAX)) [ RFC3996] 8.1

15.2. Delivery Method and Additional Keyword Attribute Val ue
Regi strations for Existing Attributes

This section lists additional keyword attribute value registrations
for use with existing attributes defined in other docunents. These
have been regi stered according to the procedures in [ RFC2911],
section 6.1. According to [ RFC3995], section 24.7.3, Pull Delivery
Met hod registrations are the keyword attribute value registrations
for the "notify-pull-nethod" and "notify-pull-nmethod-supported"
attributes.

Herriot, et al. St andards Track [ Page 24]



RFC 3996 | PP: The ’ippget’ Delivery Method March 2005

Attribute (attribute syntax)

Val ues Ref er ence Section
notify-pull-nethod (type2 keyword) [ RFC3995] 5.3.2
noti fy-pull-nethod-supported (lsetOf type2 keyword)

[ RFC3995] 5.3.2.1

i ppget [ RFC3996] 9.1

15.3. Additional Enum Attribute Val ues
The following table lists the enumattribute values defined in this
docunment. These have been registered according to the procedures in
[ RFC2911], section 6.1.

Attribute (attribute syntax)

Val ue Nane Ref er ence Section
operati ons-supported (1lsetOf type2 enum [ RFC2911] 4.4.15
0x001C  Get-Notifications [ RFC3996] 9.2

15. 4. QOperation Registrations

The following table lists the operations defined in this docunment.
Thi s has been regi stered according to the procedures in RFC 2911
[ RFC2911] section 6. 4.

Qper ati ons: Ref er ence Section

Get-Notifications [ RFC3996] 5
15.5. Status Code Registrations
The following table lists the status codes defined in this document.

This has been registered according to the procedures in [ RFC2911],
section 6. 6.

St at us codes: Ref erence Section
successf ul - ok- event s-conpl et e (0x0007) [ RFC3996] 10.1
16. Internationalization Considerations

The I PP Printer MJST localize the "notify-text" attribute as
specified in section 14 of [RFC3995].
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17.

In addition, when the client receives the Get-Notifications response,
it is expected to localize the attributes that have the ' keyword’
attri bute syntax according to the charset and natural |anguage
requested in the Get-Notifications request.

Security Considerations

The | PP Model and Semantics docunent [RFC2911, section 8] discusses
hi gh-1 evel security requirenments (Cient Authentication, Server

Aut henti cation and Operation Privacy). The |IPP Transport and
Encodi ng docunent [RFC2910, section 8] discusses the security
requirenents for the IPP protocol. dient Authentication is the
mechani sm by which the client proves its identity to the server in a
secure manner. Server Authentication is the nechani sm by which the
server proves its identity to the client in a secure manner.
Operation Privacy is defined as a nmechani smfor protecting operations
from eavesdr oppi ng.

The "ippget’ Delivery Method with its Get-Notifications operations
| everages the security nechanismthat are used in IPP/1.1 [ RFC2910
and RFC2911] without adding any additional security nechanisns in
order to maintain the sane security support as |PP/1.1.

The access control nodel for the Get-Notifications operation defined
in this docunment is the sane as the access control nodel for the
Get-Job-Attributes operation (see [ RFC2911], section 3.2.6). The
primary difference is that a Get-Notifications operation is directed
at Subscription Objects rather than at Job objects, and a returned
attribute group contains Event Notification attributes rather than
Job object attributes.

1. Notification Recipient Cient Access Rights

The Notification Recipient client MIUST have the foll owi ng access
rights to the Subscription object(s) targeted by the Get-
Notifications operation request:

The authenticated user (see [RFC2911], section 8.3) performng
this operation MUST be (1) the owner of each Subscription Object
identified by the "notify-subscription-ids" operation attribute
(see section 5.1.1), (2) an operator or adm nistrator of the
Printer (see [RFC2911], sections 1 and 8.5), or (3) otherw se

aut hori zed by the Printer’s administrator-configured security
policy to request Event Notifications fromthe target Subscription
oject(s). Furthernore, the Printer’'s security policy MAY linit
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17.

17.

17.

the attributes returned by the Get-Notifications operation, in a
manner similar to that of the Get-Job-Attributes operation (see
[ RFC2911], end of section 3.3.4.2).

2. Printer Security Threats

Because the Get-Notifications operation is sent in the sane direction
as are Job Creation operations, usually by the same client, this
Event Notification Delivery Method poses no additional

aut henti cation, authorization, privacy, firewall, or port assignment

i ssues above those for the I PP Get-Job-Attributes and Get-Printer-
Attributes operations (see [RFC2911], sections 3.2.6 and 3.2.5).

3. Notification Recipient Security Threats

Unwant ed Events Notifications (span): Unlike Push Event Notification
Delivery Methods in which the IPP Printer initiates the Event
Notification, with the Pull Delivery Method defined in this docunent,
the Notification Recipient is the client that initiates the Get-
Notifications operation (see section 5). Therefore, with this nethod
there is no chance of "spani notifications.

Note: Wien a client stays connected to a Printer by using the Event
Wait Mode (see section 5.1.3) in order to receive Event Notifications
as they occur, it can close down the |IPP connection at any tinme and
so can avoid future unwanted Event Notifications at any tine.

It is true that the client has control over whether to ask for Event
Notifications. However, if the client subscribes to an event and
does a Get-Notifications request, it gets all events for the
Subscription bject in the sequence nunber range (see section 5.1.2),
not just those it wants. |If a client subscribes to a Per-Printer
Subscription job event, such as ’'job-conpleted , and soneone then
starts and cancel s thousands of jobs, the client would have to
receive these events in addition to those it is interested in. A
client can protect itself better by subscribing to its own jobs by
using a Per-Job Subscription, rather than create a Per-Printer
subscri ption whose Job events apply to all jobs.

4. Security Requirements for Printers

For the Get-Notifications operation defined in this docunent, the
sane Printer conformance requirenments apply for supporting and using
Client Authentication, Server Authentication and Qperation Privacy as
stated in [ RFC2910] section 8 for all |PP operations.
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17.5. Security Requirenents for Cients

For the Get-Notifications operation defined in this docunent, the
sane client conformance requirenments apply for supporting and using
Client Authentication, Server Authentication, and Operation Privacy
as stated in [RFC2910], section 8, for all |PP operations.

18. Description of Base | PP Docurments (Informative)
The base set of | PP docunents includes the follow ng:

Design Goals for an Internet Printing Protocol [RFC2567]

Rationale for the Structure and Mddel and Protocol for the Internet
Printing Protocol [RFC2568]

Internet Printing Protocol/1.1: Mdel and Semantics [ RFC2911]

Internet Printing Protocol/1.1: Encoding and Transport [RFC2910]

Internet Printing Protocol/1.1: Inplenenter’s Qui de [ RFC3196]

Mappi ng between LPD and | PP Protocol s [ RFC2569]

"Design Goals for an Internet Printing Protocol" takes a broad | ook
at distributed printing functionality, and it enunerates real-life
scenarios that help clarify the features that need to be included in
a printing protocol for the Internet. It identifies requirenents for
three types of users: end users, operators, and adnministrators. It
calls out a subset of end user requirenments that are satisfied in

| PP/ 1.0 [ RFC2566, RFC2565]. A few OPTI ONAL operator operations have
been added to I PP/ 1. 1.

"Rationale for the Structure and Mbdel and Protocol for the Internet
Printing Protocol” describes IPP froma high-level view defines a
roadnmap for the various docunments that formthe suite of IPP

speci fication docunents, and gives background and rationale for the
| ETF wor ki ng group’s mmj or deci sions.

"Internet Printing Protocol/1.1: Mdel and Semantics" describes a
sinplified nmodel with abstract objects, their attributes, and their

operations that are independent of encoding and transport. It
introduces a Printer and a Job object. The Job object optionally
supports multiple docunents per Job. It also addresses security,

i nternationalization, and directory issues.

"Internet Printing Protocol/1.1: Encoding and Transport"” is a fornma
mappi ng of the abstract operations and attributes defined in the
nodel docunent onto HTTP/ 1.1 [ RFC2616]. It defines the encoding
rules for a new Internet MM nedia type called "application/ipp".
Thi s docunent al so defines the rules for transporting over HITP a
nmessage body whose Content-Type is "application/ipp". This docunent
defines the '"ipp’ schene for identifying PP printers and jobs.
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19.

"Internet Printing Protocol/1.1: Inplenenter’s Cuide" gives insight
and advice to inplenenters of PP clients and | PP objects. It is

i ntended to help themunderstand PP/ 1.1 and sone of the

consi derations that may assist themin the design of their client
and/or | PP object inplenmentations. For exanple, a typical order of
processing requests is given, including error checking. Modtivation
for some of the specification decisions is also included.

"Mappi ng between LPD and | PP Protocols" gives sone advice to
i npl enenters of gateways between | PP and LPD (Line Printer Daenon)
i npl enent ati ons.

Contri butors

Carl Kugler and Harry Lewis contributed the basic idea of in-band
"smart polling" coupled with nultiple responses for a single

operati on on the same connection, with one response for each event as
it occurs. Wthout their continual persuasion, we would not have
arrived at this Delivery Method specification and woul d not have been
able to agree on a single REQU RED Delivery Method for |PP.

Carl Kugl er

| BM Cor poration

6300 Di agonal Hi ghway
Boul der, CO 80301

EMai | : kugl er @is. i bm com
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2005).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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