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Abstract

This nenp defines the Virtual Router Redundancy Protocol (VRRP)

VRRP specifies an election protocol that dynam cally assigns
responsibility for a virtual router to one of the VRRP routers on a
LAN. The VRRP router controlling the IP address(es) associated with
a virtual router is called the Master, and forwards packets sent to
these | P addresses. The el ection process provides dynamc fail over
in the forwarding responsibility should the Master becone

unavail able. This allows any of the virtual router |P addresses on
the LAN to be used as the default first hop router by end-hosts. The
advant age gained fromusing VRRP is a higher availability default
path wi thout requiring configuration of dynam c routing or router

di scovery protocols on every end-host.
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1. Introduction

There are a nunber of nethods that an end-host can use to determ ne
its first hop router towards a particular |IP destination. These

i ncl ude running (or snooping) a dynam c routing protocol such as
Routing Informati on Protocol [RIP] or OSPF version 2 [OSPF], running
an | CWP router discovery client [DISC] or using a statically
configured default route.

Runni ng a dynam ¢ routing protocol on every end-host nay be

i nfeasi ble for a nunber of reasons, including adm nistrative

over head, processing overhead, security issues, or lack of a protocol
i npl ementation for sone platforns. Neighbor or router discovery
protocols nay require active participation by all hosts on a network,
leading to large tinmer values to reduce protocol overhead in the face
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of large nunbers of hosts. This can result in a significant delay in
the detection of a lost (i.e., dead) neighbor, that nmay introduce
unacceptably long "black hole" peri ods.

The use of a statically configured default route is quite popular; it
m ni ni zes configuration and processi ng overhead on the end-host and
is supported by virtually every IP inplenentation. This node of
operation is likely to persist as dynani ¢ host configuration
protocols [ DHCP] are depl oyed, which typically provide configuration
for an end-host | P address and default gateway. However, this
creates a single point of failure. Loss of the default router
results in a catastrophic event, isolating all end-hosts that are
unable to detect any alternate path that may be avail abl e.

The Virtual Router Redundancy Protocol (VRRP) is designed to
elimnate the single point of failure inherent in the static default
routed environnent. VRRP specifies an election protocol that

dynami cal ly assigns responsibility for a virtual router to one of the
VRRP routers on a LAN. The VRRP router controlling the IP
address(es) associated with a virtual router is called the Master,
and forwards packets sent to these |IP addresses. The election
process provides dynamc fail-over in the forwarding responsibility
shoul d the Master becone unavailable. Any of the virtual router’s IP
addresses on a LAN can then be used as the default first hop router
by end-hosts. The advantage gai ned fromusing VRRP is a higher
availability default path without requiring configuration of dynanic
routing or router discovery protocols on every end-host.

VRRP provides a function similar to the proprietary protocols "Hot
St andby Router Protocol (HSRP)" [HSRP] and "I P Standby Protocol™
[1 PSTH].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

1.1. Contributors

The foll owi ng people, who are the authors of the RFC 2338 that this
docunent is based on and replaces, contributed to the text in this
docunent. They are P. Higginson, R Hinden, P. Hunt, S. Knight, A
Lindem D. Mtzel, M Shand, D. Waver, and D. Wi pple. They are not
listed as authors of the docunent due to current RFC-Editor policies.
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1.2. Scope

The remai nder of this docunent describes the features, design goals,
and theory of operation of VRRP. The nessage formats, protocol
processing rules and state nachi ne that guarantee convergence to a
single Virtual Router Master are presented. Finally, operational

i ssues related to MAC address mappi ng, handling of ARP requests,
generation of |ICWVP redirect nmessages, and security issues are

addr essed.

This protocol is intended for use with IPv4 routers only. A separate
specification will be produced if it is decided that sinmilar
functionality is desirable in an I Pv6 environnent.

1. 3. Definitions

VRRP Rout er A router running the Virtual Router Redundancy
Protocol. It may participate in one or nore
virtual routers.

Virtual Router An abstract object nmanaged by VRRP that acts
as a default router for hosts on a shared LAN.
It consists of a Virtual Router Identifier and
a set of associated |P address(es) across a
common LAN. A VRRP Router may backup one or
nore virtual routers.

| P Address Owner The VRRP router that has the virtual router’s
| P address(es) as real interface address(es).
This is the router that, when up, will respond

to packets addressed to one of these IP
addresses for | CWMP pings, TCP connections,
etc.

Primary | P Address An | P address selected fromthe set of real
i nterface addresses. One possible selection
algorithmis to always select the first
address. VRRP advertisenents are al ways sent
using the primary | P address as the source of
the | P packet.

Virtual Router Master The VRRP router that is assum ng the
responsi bility of forwardi ng packets sent to
the I P address(es) associated with the virtual
router, and answering ARP requests for these
| P addresses. Note that if the |IP address
owner is available, then it will always becone
the Master.
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2.

2.

2.

2.

Virtual Router Backup The set of VRRP routers available to assune
forwarding responsibility for a virtual router
shoul d the current Master fail

Requi red Features

This section outlines the set of features that were consi dered
mandat ory and that gui ded the design of VRRP.

1. | P Address Backup

Backup of | P addresses is the primary function of the Virtual Router
Redundancy Protocol. Wile providing election of a Virtual Router
Master and the additional functionality described bel ow, the protocol
shoul d strive to:

- Mnimze the duration of black holes.

- Mnimze the steady state bandw dth overhead and processing
conpl exi ty.

- Function over a wide variety of nultiaccess LAN technol ogi es
capabl e of supporting IP traffic.

- Provide for election of multiple virtual routers on a network for
| oad bal anci ng.

- Support of nultiple Iogical |IP subnets on a single LAN segnent.

2. Preferred Path I ndication

A sinple nodel of Master election anong a set of redundant routers is
to treat each router with equal preference and claimvictory after
converging to any router as Master. However, there are likely to be
many environnents where there is a distinct preference (or range of
preferences) anong the set of redundant routers. For exanple, this
preference may be based upon access |link cost or speed, router
performance or reliability, or other policy considerations. The
protocol should allow the expression of this relative path preference
in an intuitive manner, and guarantee Master convergence to the nost
preferential router currently avail able.

3. Mnimnzation of Unnecessary Service Disruptions

Once Master election has been performed then any unnecessary
transitions between Master and Backup routers can result in a

di sruption in service. The protocol should ensure after Master

el ection that no state transition is triggered by any Backup router
of equal or |ower preference as long as the Master continues to
function properly.
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Sone environnents may find it beneficial to avoid the state
transition triggered when a router becones available that is
preferred over the current Master. It may be useful to support an
override of the inmedi ate convergence to the preferred path.

2.4. Efficient Operation over Extended LANs

Sending | P packets on a nultiaccess LAN requires mapping froman IP
address to a MAC address. The use of the virtual router MAC address
in an extended LAN enpl oying | earning bridges can have a significant
effect on the bandwi dth overhead of packets sent to the virtua
router. If the virtual router MAC address is never used as the
source address in a link level frame then the station location is
never |earned, resulting in flooding of all packets sent to the
virtual router. To inprove the efficiency in this environnent the
protocol should: 1) use the virtual router MAC as the source in a
packet sent by the Master to trigger station learning; 2) trigger a
nmessage i medi ately after transitioning to Master to update the
station learning; and 3) trigger periodic nessages fromthe Master to
mai ntain the station | earning cache.

3. VRRP Overvi ew

VRRP specifies an election protocol to provide the virtual router
function described earlier. Al protocol nessaging is performed
using IP multicast datagranms, thus the protocol can operate over a
variety of nultiaccess LAN technol ogi es supporting | P nulticast.

Each VRRP virtual router has a single well-known MAC address
allocated to it. This docunent currently only details the mapping to
networ ks using the | EEE 802 48-bit MAC address. The virtual router
MAC address is used as the source in all periodic VRRP nessages sent
by the Master router to enable bridge |earning in an extended LAN.

A virtual router is defined by its virtual router identifier (VRID)
and a set of |IP addresses. A VRRP router nmy associate a virtual
router with its real addresses on an interface, and may al so be
configured with additional virtual router mappings and priority for
virtual routers it is willing to backup. The mappi ng between VRID
and addresses nust be coordi nated anong all VRRP routers on a LAN.
However, there is no restriction against reusing a VRRDwth a

di fferent address mapping on different LANs. The scope of each
virtual router is restricted to a single LAN

To nmininize network traffic, only the Master for each virtual router
sends periodic VRRP Advertisement nessages. A Backup router will not
attenpt to preenpt the Master unless it has higher priority. This

el im nates service disruption unless a nore preferred path becones
available. It’s also possible to adm nistratively prohibit al
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4.

4.

1

preenption attenpts. The only exception is that a VRRP router will

al ways beconme Master of any virtual router associated with addresses
it omms. |If the Master becones unavail abl e then the highest priority
Backup will transition to Master after a short delay, providing a
controlled transition of the virtual router responsibility with

m ni mal service interruption.

The VRRP protocol design provides rapid transition from Backup to
Master to minimze service interruption, and incorporates

optim zations that reduce protocol conplexity while guaranteeing
controlled Master transition for typical operational scenarios. The
optimizations result in an election protocol with nmininal runtine
state requirenents, mniml active protocol states, and a single
nmessage type and sender. The typical operational scenarios are
defined to be two redundant routers and/or distinct path preferences
anmong each router. A side effect when these assunptions are viol ated
(i.e., nmore than two redundant paths all with equal preference) is
that duplicate packets may be forwarded for a brief period during
Master election. However, the typical scenario assunptions are
likely to cover the vast najority of deploynents, |oss of the Master
router is infrequent, and the expected duration in Master el ection
convergence is quite small ( << 1 second ). Thus the VRRP

optim zations represent significant sinplifications in the protocol
design while incurring an insignificant probability of brief network
degradati on

Sanpl e Confi gurations
Sanpl e Configuration 1
The following figure shows a sinple network with two VRRP routers
i npl enenting one virtual router. Note that this exanple is provided

to hel p understand the protocol, but is not expected to occur in
actual practice.
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= FEthernet, Token Ring, or FDD
= Host conputer
= Mster Router
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= default router for hosts

VRRP (VRI D=1) fromthe figure above |eaves
Each router is permanently assigned

an | P address on the LAN interface (Rtrl is assigned IP A and Rtr2 is

assigned | P B)

Moving to the VRRP environnent,
permanently assigned | P address.
IPA and Rir2 is the | P address owner of
is then defined by associating a unique identifier (the

ID) with the address owned by a router.
manages virtua

owner of
rout er
virtual router
VRRP pr ot ocol

The exanpl e above shows a virtua
address owned by Rirl (VR D=1, | P_Address=A).
assert
is the | P address owner
When VRRP is enabled on Rir2 for
since it
then the VRRP protoco
temporarily taking over forwarding responsibility for

Rtrl for VRID=1 it wll

since it

with priority=100,
shoul d fai

and each host
one of the routers (in this exanple they all

installs a static default route through
use Rirl’s IP A).

each router has the exact sane
Rtrl is said to be the | P address
IP B. A virtua

Finally, the
router fail over to a backup router.
router configured to cover the IP
When VRRP i s enabl ed on
with priority=255,
for the virtual router |P address.
VRID=1 it will transition to Backup
is not the | P address owner. If Rirl
will transition Rtr2 to Master,

IP Ato provide

itself as Master,

uninterrupted service to the hosts.
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Note that in this exanple IP B is not backed up, it is only used by

Rtr2 as its interface address. |In order to backup IP B, a second
virtual router nust be configured. This is shown in the next
secti on.

4.2. Sample Configuration 2

The followi ng figure shows a configuration with two virtual routers
with the hosts spitting their traffic between them This exanple is
expected to be very conmmon in actual practice.

Fomm e m o e + Fomm oo +
| Rtril | | Rtr2 |
| (MR VRID=1) | | (BR VRI D=1) |
| (BR VRI D=2) | | (MR VRI D=2) |
VRID=1 +----------- + R + VRI D=2
IPA---------- >* O P B
I I
I I
------------------ I Y
N N N N

(1P A (IL A) (1P B) (1P B)

e R S S e T S S e

| HL|] | H| | H] | H]

+----- +  H----- + - H--+ - H- -+
Legend:

e ST SR P Et hernet, Token Ring, or FDDI

H = Host conputer
MR = Master Router
BR = Backup Router
* = | P Address
(IP) = default router for hosts

In the exanpl e above, half of the hosts have configured a static
route through Rirl’s IP A and half are using Rtr2's IP B. The
configuration of virtual router VRID=1 is exactly the sane as in the
first exanple (see section 4.1), and a second virtual router has been
added to cover the I P address owned by Rir2 (VRI D=2, |P_Address=B).
In this case Rir2 will assert itself as Master for VRID=2 while Rirl
will act as a backup. This scenario denonstrates a depl oynent
providing load splitting when both routers are available while
providing full redundancy for robustness.
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Pr ot ocol

The purpose of the VRRP packet is to conmunicate to all VRRP rout
the priority and the state of the Master router associated with t
Virtual Router ID.

2004

ers
he

VRRP packets are sent encapsulated in | P packets. They are sent to

the I Pv4 nulticast address assighed to VRRP.
VRRP Packet For mat

This section defines the fornmat of the VRRP packet and the rel eva
fields in the I P header.

0 1 2 3
01234567890123456789012345678901
T I T i o ST S S S I mi s o S S S S

| Version| Type | Virtual Rtr 1D Priority | Count |P Addrs]|
il s T T S S S S S i N T i ST S S S S S e e L T 2
Aut h Type | Adver | nt | Checksum |

o e e e e e e e e e e e e e A e e e e e e e e A e e e e e e -
| P Address (1) I
o e e e e e e e e e e e e e A e e e e e e e e e e e e e e e -

I

+-

I

+-

I I
I I
I : I
T o i T S o T s T S e e i S S i St S S S
| | P Address (n) I
T o i T S o T s T S e e i S S i St S S S
| Aut henti cation Data (1) |
T o i T S o T s T S e e i S S i St S S S
I

+-

Aut hentication Data (2) |
i SR T T o s ot T S S e S S S e iy SIS S Y S 5

I P Field Descriptions
1. Source Address

The primary | P address of the interface the packet is being sent
from
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5.2.2. Destination Address
The I P nulticast address as assigned by the 1 ANA for VRRP is:
224.0.0. 18
This is a link local scope multicast address. Routers MJST NOT
forward a datagramwi th this destination address regardl ess of its
TTL.
5.2.3. TTL

The TTL MJST be set to 255. A VRRP router receiving a packet with
the TTL not equal to 255 MJST discard the packet.

5.2.4. Protocol

The | P protocol nunber assigned by the I1ANA for VRRP is 112
(decimal).

5.3. VRRP Field Descriptions
5.3.1. Version

The version field specifies the VRRP protocol version of this packet.
Thi s docunent defines version 2.

5.3.2. Type

The type field specifies the type of this VRRP packet. The only
packet type defined in this version of the protocol is:

1 ADVERT| SEMENT
A packet with unknown type MJST be di scarded.
5.3.3. Virtual Rtr 1D (VR D
The Virtual Router ldentifier (VRID) field identifies the virtual
router this packet is reporting status for. Configurable itemin the
range 1-255 (decimal). There is no default.
5.3.4. Priority
The priority field specifies the sending VRRP router’s priority for

the virtual router. Higher values equal higher priority. This field
is an 8 bit unsigned integer field.

H nden St andar ds Track [ Page 11]



RFC 3768 VRRP April 2004

The priority value for the VRRP router that owns the I P address(es)
associated with the virtual router MJST be 255 (decinmal).

VRRP routers backing up a virtual router MJST use priority val ues
between 1-254 (decimal). The default priority value for VRRP routers
backing up a virtual router is 100 (decinal).

The priority value zero (0) has special neaning indicating that the
current Master has stopped participating in VRRP. This is used to
trigger Backup routers to quickly transition to Master wi thout having
to wait for the current Master to tineout.

5.3.5. Count |P Addrs
The nunber of | P addresses contained in this VRRP adverti sement.
5.3.6. Authentication Type

The authentication type field identifies the authentication method
being utilized. Authentication type is unique on a Virtual Router
basis. The authentication type field is an 8 bit unsigned integer.
A packet with unknown aut hentication type or that does not match the
I ocally configured authentication nethod MJST be di scarded.

Note: Earlier version of the VRRP specification had several defined

aut hentication types [RFC2338]. These were renoved in this

speci ficati on because operational experience showed that they did not
provi de any real security and would only cause multiple masters to be
creat ed.

The aut hentication nethods currently defined are:
- No Aut hentication

Reser ved
- Reserved

0
1
2
5.3.6.1. Authentication Type 0 - No Aut hentication
The use of this authentication type neans that VRRP protocol
exchanges are not authenticated. The contents of the Authentication
Data field should be set to zero on transm ssion and ignored on
reception.

5.3.6.2. Authentication Type 1 - Reserved

This authentication type is reserved to maintai n backwards
conmpatibility with RFC 2338.
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5.3.6.3. Authentication Type 2 - Reserved

This authentication type is reserved to maintai n backwards
conpatibility with RFC 2338.

5.3.7. Advertisenent Interval (Adver Int)

The Advertisenent interval indicates the tine interval (in seconds)
bet ween ADVERTI SEMENTS. The default is 1 second. This field is used
for troubl eshooting mi sconfigured routers.

5.3.8. Checksum

The checksum field is used to detect data corruption in the VRRP
nessage.

The checksumis the 16-bit one’s conplenent of the one’s conpl enent

sum of the entire VRRP nmessage starting with the version field. For
computi ng the checksum the checksumfield is set to zero. See RFC
1071 for nore detail [CKSM.

5.3.9. | P Address(es)
One or nore | P addresses that are associated with the virtual router
The nunber of addresses included is specified in the "Count |IP Addrs"
field. These fields are used for troubl eshooting mni sconfigured
routers.

5.3.10. Authentication Data
The authentication string is currently only used to maintain
backwards conpatibility with RFC 2338. It SHOULD be set to zero on
transm ssion and ignored on reception

6. Protocol State Machi ne

6.1. Paraneters per Virtual Router

VRI D Virtual Router Identifier. Configurable item
in the range 1-255 (decimal). There is no
def aul t.

Priority Priority value to be used by this VRRP router

in Master election for this virtual router
The val ue of 255 (decinal) is reserved for
the router that owns the | P addresses
associated with the virtual router. The
value of O (zero) is reserved for Master
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| P_Addr esses

Advertisenment _| nterval

Skew_Ti e

Mast er _Down_I nterva

Pr eenpt _Mbde

Aut henti cati on_Type

Aut henti cati on_Dat a

6.2. Tiners

Mast er _Down_Ti nmer

Adver _Ti mer

H nden

VRRP April 2004

router to indicate it is releasing
responsibility for the virtual router. The
range 1-254 (decinmal) is available for VRRP
routers backing up the virtual router. The
default value is 100 (decinmal).

One or nore | P addresses associated with this
virtual router. Configured item No
defaul t.

Time interval between ADVERTI SEMENTS
(seconds). Default is 1 second.

Time to skew Master_Down_l nterval in seconds.
Cal cul ated as:

( (256 - Priority) / 256 )

Time interval for Backup to declare Master
down (seconds). Calcul ated as:

(3 * Advertisenent_Interval) + Skew_ tine

Control s whether a higher priority Backup
router preenpts a lower priority Master.

Val ues are True to allow preenption and Fal se
to prohibit preenption. Default is True.

Not e: Exception is that the router that owns
the | P address(es) associated with the
virtual router always preenpts independent of
the setting of this flag.

Type of authentication being used. Values
are defined in section 5.3.6.

Aut henti cation data specific to the
Aut henti cati on_Type bei ng used.

Tinmer that fires when ADVERTI SEMENT has not
been heard for Master_Down_| nterval

Timer that fires to trigger sending of

ADVERTI SEMENT based on
Advertisenment _| nterval
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6.3. State Transition D agram
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6.4. State Descriptions

In the state descriptions below, the state nanes are identified by
{state-nane}, and the packets are identified by all upper case
characters.

A VRRP router inplements an instance of the state nmachine for each
virtual router election it is participating in.

6.4.1. Initialize

The purpose of this state is to wait for a Startup event. |If a
Startup event is received, then:

- If the Priority = 255 (i.e., the router owns the |IP address(es)
associated with the virtual router)

0 Send an ADVERTI SEMENT

0 Broadcast a gratuitous ARP request containing the virtual
router MAC address for each | P address associated with the
virtual router.

0 Set the Adver_Tinmer to Advertisenment_Interval

o Transition to the {Master} state

el se

o0 Set the Master_Down_Tiner to Master_Down_I nterval
o Transition to the {Backup} state

endi f
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Backup

pur pose of the {Backup} state is to nonitor the availability and
te of the Master Router.

le inthis state, a VRRP router MJST do the foll ow ng:

MUST NOT respond to ARP requests for the I P address(s) associ ated
with the virtual router.

MUST di scard packets with a destination link |ayer MAC address
equal to the virtual router MAC address.

MUST NOT accept packets addressed to the |IP address(es) associ ated
with the virtual router.

If a Shutdown event is received, then:

o Cancel the Master_Down_Ti ner
o Transition to the {Initialize} state

endi f
If the Master_Down_Tiner fires, then:
0 Send an ADVERTI SEMENT
0 Broadcast a gratuitous ARP request containing the virtual
router MAC address for each | P address associated with the
virtual router
0 Set the Adver_Tinmer to Advertisenment_Interval
o Transition to the {Master} state
endi f
| f an ADVERTI SEMENT is received, then:
If the Priority in the ADVERTI SEMENT is Zero, then:
o0 Set the Master_Down_Tiner to Skew Tine
el se:
If Preenpt_Modde is False, or If the Priority in the
ADVERTI SEMENT is greater than or equal to the |ocal
Priority, then:

0 Reset the Master_Down_Timer to Master_Down_I nterval
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el se:
o D scard the ADVERTI SEMENT
endi f
endi f
endi f

6. 4. 3. Mast er

While in the {Master} state the router functions as the forwarding
router for the I P address(es) associated with the virtual router.

Wiile in this state, a VRRP router MJST do the foll ow ng:

- MJST respond to ARP requests for the | P address(es) associ ated
with the virtual router.

- MJST forward packets with a destination |ink | ayer MAC address
equal to the virtual router MAC address.

- MJST NOT accept packets addressed to the I P address(es) associ ated
with the virtual router if it is not the |IP address owner.

- MJST accept packets addressed to the | P address(es) associ ated
with the virtual router if it is the |IP address owner.

- If a Shutdown event is received, then:
o Cancel the Adver_Tiner
o Send an ADVERTI SEMENT with Priority = 0
o Transition to the {Initialize} state
endi f

- If the Adver _Tiner fires, then:

0 Send an ADVERTI SEMENT o Reset the Adver_Tiner to
Advertisenment _| nterval

endi f
- |If an ADVERTI SEMENT is received, then:
If the Priority in the ADVERTI SEMENT is Zero, then:

0o Send an ADVERTI SEMENT
0 Reset the Adver_Tinmer to Advertisenment_Interval
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el se:

If the Priority in the ADVERTI SEMENT is greater than the
local Priority,

or

If the Priority in the ADVERTI SEMENT is equal to the |ocal
Priority and the primary | P Address of the sender is greater
than the local primary | P Address, then

o Cancel Adver _Ti mer

o Set Master_Down_Tinmer to Master_Down_I nterval
o Transition to the {Backup} state

el se:

o D scard ADVERTI SEMENT

endi f
endi f

endi f

7. Sending and Receiving VRRP Packets

7.1.

Recei vi ng VRRP Packet s

Perfornmed the follow ng functions when a VRRP packet is received:

| f

MJUST verify that the IP TTL is 255.

MUST verify the VRRP version is 2.

MUST verify that the received packet contains the conplete VRRP
packet (including fixed fields, |IP Address(es), and Authentication
Dat a) .

MUST verify the VRRP checksum

MUST verify that the VRID is configured on the receiving interface
and the local router is not the I P Address owner (Priority equals
255 (decimal)).

MUST verify that the Auth Type matches the locally configured

aut hentication nmethod for the virtual router and performthat

aut henti cati on met hod.

any one of the above checks fails, the receiver MJST discard the

packet, SHOULD | og the event and MAY indicate via network managenent
that an error occurred.

H nden

MAY verify that "Count |IP Addrs" and the list of |IP Address
mat ches the | P_Addresses configured for the VRID
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If the above check fails, the receiver SHOULD | og the event and MAY

i ndi cate via network nmanagenent that a m sconfiguration was detect ed.
If the packet was not generated by the address owner (Priority does
not equal 255 (decimal)), the receiver MJST drop the packet,

ot herwi se conti nue processing.

- MJST verify that the Adver Interval in the packet is the sane as
the locally configured for this virtual router

If the above check fails, the receiver MJST discard the packet,
SHOULD | og the event and MAY indicate via network managenent that a
m sconfigurati on was detect ed.

7.2. Transmitting VRRP Packets

The followi ng operati ons MJST be perfornmed when transmtting a VRRP
packet .

- Fill in the VRRP packet fields with the appropriate virtual router
configuration state

- Conpute the VRRP checksum

- Set the source MAC address to Virtual Router MAC Address

- Set the source IP address to interface primary | P address

- Set the IP protocol to VRRP

- Send the VRRP packet to the VRRP I P nulticast group

Not e: VRRP packets are transnitted with the virtual router MAC
address as the source MAC address to ensure that |earning bridges
correctly determ ne the LAN segnent the virtual router is attached
to.

7.3. Virtual Router MAC Address

The virtual router MAC address associated with a virtual router is an
| EEE 802 MAC Address in the follow ng fornmat:

00- 00-5E-00-01-{VRID} (in hex in internet standard bit-order)
The first three octets are derived fromthe 1ANA's OUI. The next two
octets (00-01) indicate the address bl ock assigned to the VRRP

protocol. {VRID} is the VRRP Virtual Router ldentifier. This
mappi ng provides for up to 255 VRRP routers on a network.
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8.

8.

8.

1

2.

3.

Oper ational |ssues
| CMP Redirects

| CMP Redirects may be used nornally when VRRP is running between a
group of routers. This allows VRRP to be used in environnents where
the topology is not synmetric.

The | P source address of an I CWMP redirect should be the address the
end host used when nmaking its next hop routing decision. If a VRRP
router is acting as Master for virtual router(s) containing addresses
it does not own, then it nust determ ne which virtual router the
packet was sent to when selecting the redirect source address. One
nmet hod to deduce the virtual router used is to exanm ne the
destinati on MAC address in the packet that triggered the redirect.

It may be useful to disable Redirects for specific cases where VRRP
is being used to | oad share traffic between a nunber of routers in a
synmetri c topol ogy.

Host ARP Requests

When a host sends an ARP request for one of the virtual router IP
addresses, the Master virtual router MJST respond to the ARP request
with the virtual MAC address for the virtual router. The Master
virtual router MUST NOT respond with its physical MAC address. This
allows the client to always use the same MAC address regardl ess of
the current Master router.

Wien a VRRP router restarts or boots, it SHOULD not send any ARP
nmessages with its physical MAC address for the I P address it owns, it
shoul d only send ARP nessages that include Virtual MAC addresses.
This may entail:

- Wien configuring an interface, VRRP routers should broadcast a
gratuitous ARP request containing the virtual router MAC address
for each IP address on that interface.

- At systemboot, when initializing interfaces for VRRP operation;
del ay gratuitous ARP requests and ARP responses until both the IP
address and the virtual router MAC address are configured.

Proxy ARP

If Proxy ARP is to be used on a VRRP router, then the VRRP router
nmust advertise the Virtual Router MAC address in the Proxy ARP
nmessage. Doing otherw se could cause hosts to learn the real MAC
address of the VRRP router.
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8.4. Potential Forwarding Loop

A VRRP router SHOULD not forward packets addressed to the IP
Address(es) it beconmes Master for if it is not the owner. Forwarding
t hese packets would result in unnecessary traffic. Also in the case
of LANs that receive packets they transmt (e.g., token ring) this
can result in a forwarding loop that is only terninated when the IP
TTL expires.

One such nechanismfor VRRP routers is to add/delete a reject host
route for each adopted | P address when transitioning to/from MASTER
state.

9. Operation over FDDI, Token Ring, and ATM LANE
9.1. Qperation over FDD

FDDI interfaces renove fromthe FDDI ring franmes that have a source
MAC address matching the device s hardware address. Under sone
conditions, such as router isolations, ring failures, protocol
transitions, etc., VRRP nay cause there to be nore than one Master
router. |If a Master router installs the virtual router MAC address
as the hardware address on a FDDI device, then other Masters’
ADVERTI SEMENTS wi Il be renoved fromthe ring during the Master
convergence, and convergence will fail.

To avoid this an inplenmentati on SHOULD configure the virtual router
MAC address by adding a unicast MAC filter in the FDDI device, rather
than changing its hardware MAC address. This will prevent a Master
router fromrenoving any ADVERTI SEMENTS it did not originate.

9.2. Operation over Token Ring

Token ring has several characteristics that make runni ng VRRP
difficult. These include:

- In order to switch to a new naster | ocated on a different bridge
token ring segnent fromthe previous master when using source
route bridges, a nechanismis required to update cached source
route information.

- No general nulticast nechani sm supported across old and new t oken
ring adapter inplenentations. While many newer token ring
adapt ers support group addresses, token ring functional address
support is the only generally available nmulticast nmechanism Due
to the linmted nunber of token ring functional addresses these may
collide with other usage of the sane token ring functiona
addr esses.
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Due to these difficulties, the preferred node of operation over token
ring will be to use a token ring functional address for the VRID
virtual MAC address. Token ring functional addresses have the two
hi gh order bits in the first MAC address octet set to B 1. They
range from 03-00-00-00-00-80 to 03-00-02-00-00-00 (canonical format).
However, unlike multicast addresses, there is only one uni que
functional address per bit position. The functional addresses

03-00- 00-10- 00-00 through 03-00-02-00-00-00 are reserved by the Token
Ring Architecture [ TKARCH for user-defined applications. However,
since there are only 12 user-defined token ring functional addresses,
there may be other non-1P protocols using the same functiona

address. Since the Novell IPX [IPX] protocol uses the

03- 00- 00-10-00-00 functional address, operation of VRRP over token
ring will avoid use of this functional address. |In general, token
ring VRRP users will be responsible for resolution of other user-
defined token ring functional address conflicts.

VRI Ds are mapped directly to token ring functional addresses. In
order to decrease the |ikelihood of functional address conflicts,
allocation will begin with the [argest functional address. Most
non-1P protocols use the first or first couple user-defined
functional addresses and it is expected that VRRP users will choose

VRI Ds sequentially starting with 1.

VRI D Token Ri ng Functional Address
03- 00- 02- 00- 00- 00
03- 00- 04- 00- 00- 00
03- 00- 08- 00- 00- 00
03- 00- 10- 00- 00- 00
03- 00- 20- 00- 00- 00
03- 00- 40- 00- 00- 00
03- 00- 80- 00- 00- 00
03- 00- 00- 01- 00- 00
03- 00- 00- 02- 00- 00
03- 00- 00- 04- 00- 00
03- 00- 00- 08- 00- 00

RPOOWOO~NOUITRAWNE

T

O nore succinctly, octets 3 and 4 of the functional address are
equal to (0x4000 >> (VRID - 1)) in non-canonical fornat.

Since a functional address cannot be used as a MAC | evel source
address, the real MAC address is used as the MAC source address in
VRRP advertisenents. This is not a problemfor bridges since packets
addressed to functional addresses will be sent on the spanning-tree
expl orer path [802.1D].
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9.

10.

The functional address node of operation MJST be inpl enented by
routers supporting VRRP on token ring.

Additionally, routers MAY support unicast node of operation to take
advant age of newer token ring adapter inplenentations that support
non- prom scuous reception for multiple unicast MAC addresses and to
avoid both the nmulticast traffic and usage conflicts associated with
the use of token ring functional addresses. Unicast npde uses the
same mapping of VRIDs to virtual MAC addresses as Ethernet. However,
one inportant difference exists. ARP request/reply packets contain
the virtual MAC address as the source MAC address. The reason for
this is that sone token ring driver inplenentations keep a cache of
MAC addr ess/source routing infornmation i ndependent of the ARP cache.
Hence, these inplenmentations need to receive a packet with the
virtual MAC address as the source address in order to transmt to
that MAC address in a source-route bridged network.

Uni cast node on token ring has one limtation that should be
considered. |If there are VRID routers on different source-route
bri dge segnents and there are host inplenentations that keep their
source-route information in the ARP cache and do not listen to
gratuitous ARPs, these hosts will not update their ARP source-route
i nformation correctly when a switch-over occurs. The only possible
solution is to put all routers with the sane VRID on the sane
source-bridge segnment and use techniques to prevent that bridge
segnent frombeing a single point of failure. These techniques are
beyond the scope this docunent.

For both the nulticast and unicast node of operation, VRRP
advertisenents sent to 224.0.0.18 shoul d be encapsul ated as descri bed
in [ RFC1469] .

Operation over ATM LANE

Operation of VRRP over ATM LANE on routers with ATM LANE interfaces
and/ or routers behind proxy LEC s are beyond the scope of this
docunent .

Security Considerations

VRRP does not currently include any type of authentication. Earlier
versions of the VRRP specification included several types of

aut hentication ranging fromnone to strong. Operational experience
and further analysis determ ned that these did not provide any rea
nmeasure of security. Due to the nature of the VRRP protocol, even if
VRRP nessages are cryptographically protected, it does not prevent
hostile routers frombehaving as if they are a VRRP master, creating
multiple masters. Authentication of VRRP nessages coul d have
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11.

12.

12.

prevented a hostile router fromcausing all properly functioning
routers fromgoing into backup state. However, having nultiple
masters can cause as nuch disruption as no routers, which

aut henticati on cannot prevent. Also, even if a hostile router could
not disrupt VRRP, it can disrupt ARP and create the sane effect as
having all routers go into backup

It should be noted that these attacks are not worse and are a subset
of the attacks that any node attached to a LAN can do independently
of VRRP. The kind of attacks a malicious node on a LAN can do

i ncl ude prom scuously receiving packets for any routers MAC address,
sendi ng packets with the routers MAC address as the source MAC
addresses in the L2 header to tell the L2 switches to send packets
addressed to the router to the nalicious node instead of the router,
send redirects to tell the hosts to send their traffic somewhere

el se, send unsolicited ARP replies, answer ARP requests, etc., etc.
Al'l of this can be done independently of inplenmenting VRRP. VRRP
does not add to these vulnerabilities.

| ndependent of any authentication type VRRP includes a nmechani sm
(setting TTL=255, checking on receipt) that protects agai nst VRRP
packets being injected fromanother renote network. This limts nopst
vul nerabilities to local attacks.

VRRP does not provide any confidentiality. Confidentiality is not
necessary for the correct operation of VRRP and there is no
information in the VRRP nessages that nust be kept secret from other
nodes on the LAN
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13. Changes from RFC 2338

- Moved authors of RFC 2338 to new Contributers section to conply
with RFC editor policy and listed R Hi nden as Editor.
-  Renoved aut hentication nmethods from VRRP. Changes i ncl uded:

0 Renoved the val ues for password and | PSEC based aut hentication.
The fields and values are retained to keep backwards
conpatibility with RFC 2338.

0 Renoved section on extensible security

o Updated security consideration section to renove di scussi on of
di fferent authentication nethods and added new text expl aining
notivation for change and describe vulnerabilities.
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Revi sed the section 4 exanples text with a clearer description of
mappi ng of | P address owner, priorities, etc.

Clarify the section 7.1 text describing address |ist validation.
Corrected text in Preenpt_Mde definition

Changed aut hentication to be per Virtual Router instead of per
Interface.

Added new subsection (9.3) stating that VRRP over ATM LANE is
beyond the scope of this docunent.

Clarified text describing received packet |ength check.

Clarified text describing received authentication check.
Clarified text describing VRID verification check.

Added new subsection (8.4) describing need to not forward packets
for adopted | P addresses.

Added clarification to the security considerations section.

Added reference for conmputing the internet checksum

Updat ed references and author information.

Various snall editorial changes.
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