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The content of this RFC was at one tinme considered by the | ETF, and
therefore it may resenble a current |IETF work in progress or a
published | ETF work. This RFC is not a candidate for any |evel of
Internet Standard. The | ETF disclains any know edge of the fitness
of this RFC for any purpose, and in particular notes that the
decision to publish is not based on | ETF review for such things as
security, congestion control, or inappropriate interaction with
depl oyed protocols. The RFC Editor has chosen to publish this
docunent at its discretion. Readers of this RFC shoul d exercise
caution in evaluating its value for inplenentati on and depl oynment.

Thi s docunent contains a specific interpretation of the applicability
of the MX processing algorithmin RFC 2821, Section 5, to dual-stack
environnents. Inplementors are cautioned that they nust reference
RFC 2821 for the full algorithm this docunent is not to be
considered a full restatement of RFC 2821, and, in case of anbiguity,
RFC 2821 is authoritative.

Abstract

Thi s docunent di scusses SMIP operati onal experiences in |Pv4/v6 dual
stack environnents. As |Pv6-capable SMIP servers are deployed, it
has becone apparent that certain configurations of MX records are
necessary for stable dual-stack (IPv4 and | Pv6) SMIP operation. This
docunent clarifies the existing problens in the transition period
between | Pv4 SMIP and I Pv6 SMIP. It al so defines operational
requirements for stable | Pv4/v6 SMIP operation
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1

Thi s docunent does not define any new protocol.
I ntroduction

Delivery of mail nessages to the final mail drop is not always done
by direct |IP comunication between the subnitter and final receiver,
and there may be sone internediate hosts that relay the nessages. So
it is difficult to know at nessage subni ssion (al so at receiver side)
that all intermediate relay hosts are properly configured. It is not
easy to configure all systens consistently since the DNS
configuration used by mail nessage delivery systens is nore conpl ex
than other Internet services. During the transition period fromlPv4
to I Pv6, nore care should be applied to | Pv4/v6 interoperability.

Thi s docunent tal ks about SMIP operational experiences in |Pv4/v6
dual stack environments. As |Pv6-capable SMIP servers are depl oyed,
it has becone apparent that certain configurations of MX records are
necessary for stable dual-stack (IPv4 and | Pv6) SMIP operati on.

Thi s docunent does not discuss the problens encountered when the
sendi ng MFA and t he receiving MIA have no conmon protocol (e.g., the
sending MITA is | Pv4-only while the receiving MITA is |IPv6-only). Such
a situation can be resolved by naking either side dual-stack or by
maki ng either side use a protocol translator (see Appendix A on

i ssues with protocol translator).

Basi ¢ DNS Resource Record Definitions for Miil Routing

Mai | messages on the Internet are typically delivered based on the
Donai n Nanme System [ Mockapetris]. MX RRs are looked up in DNS to
retrieve the names of hosts running MIAs associated with the donain
part of the nmail address. DNS | ookup uses IN class for both I Pv4 and
| Pv6, and simlarly IN MK records will be used for mail routing for
both IPv4 and | Pv6. Hosts which have I Pv6 connectivity and al so want
to have the nmails delivered using | Pv6 nust define | Pv6 addresses for
the host name as well as |Pv4 addresses [Thonson].

An MX RR has two paraneters, a preference value and the nanme of
destination host. The nane of the destination host will be used to
|l ook up an I P address to initiate an SMIP connection [Partridge].
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For example, an IPv6-only site may have the foll owi ng DNS
definitions:
exanpl e. org. IN MK 1 nxl. exanple.org.
IN MX 10 nx10. exanpl e. org.
nx1l. exanpl e. org. I N AAAA 2001: db8: ffff::1
nmx10. exanpl e. or g. I N AAAA 2001: db8: ffff::2

In the transition period fromIPv4d to | Pv6, there are many | Pv4-only
sites, and such sites will not have nmail interoperability with |IPv6-
only sites. For the transition period, all mail domains should have
MX records such that MX targets with IPv4 and | Pv6 addresses exi st,

e.g.,

exanpl e. org. IN MK 1 nxl. exanple.org.
IN MX 10 nx10. exanpl e. org.
nx1l. exanpl e. org. I N AAAA 2001: db8:ffff::1
IN A 192.0.2.1
I N AAAA 2001: db8:ffff::2
I'N

A 192.0.2.2

nx10. exanpl e. or g.

But, not every MX target may support dual -stack operation. Sone host
entries may have only A RRs or AAAA RRs:

N MK 1 nxl. exanple.org.
N MX 10 nx10. exanpl e. org.
N AAAA 2001:db8:ffff::1

N A 192.0.2.1

exanpl e. org.

I

I
nx1l. exanpl e. org. I
nx10. exanpl e. or g. I
The followi ng sections discuss how the sender side should operate
with | Pv4/v6 conbined RRs (section 3), and how the receiver should
define RRs to nmintain interoperability between IPv4 and | Pv6
networ ks (section 4).

3. SMIP Sender Algorithmin a Dual -Stack Environment

In a dual -stack environnment, MX records for a domain resenble the

fol |l ow ng:
exanpl e. org. IN MK 1 nxl. exanple.org.
IN MX 10 nx10. exanpl e. org.
nx1l. exanpl e. org. IN A 192.0.2.1 ; dual - stack
I N AAAA 2001:db8:ffff::1
nx10. exanpl e. org. I N AAAA 2001: db8:ffff::2 ; IPv6-only

For a single MX record, there are nultiple possible final states,
including: (a) one or nore A records for the IPv4 destination, (b)
one or nore AAAA records for the I Pv6 destination, (c) a mxture of A
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and AAAA records. Because multiple MX records may be defined using
different preference values, nultiple addresses nust be traversed
based on multiple MXs. Domains wthout MX records and failure
recovery cases nmust be handl ed properly as well.

The al gorithmfor a dual -stack SMIP sender is basically the sanme as
that for an IPv4-only sender, but it now includes AAAA | ookups of MX
records for SMIP-over-|Pv6 delivery. 1Pv4/v6 dual stack destinations
shoul d be treated just like multihoned destinations, as described in
RFC 2821 [Klensin], section 5. Wen there is no destination address
record found (i.e., the sender MTAis IPv4-only and there are no A
records avail able), the case should be treated just |like MX records
wi t hout address records, and deliveries should fail.

; if the sender MTAis IPv4-only, email delivery to a.exanple.org
; should fail with the same error as deliveries to b.exanple.org.

a. exanpl e. org. IN MK 1 nxl. a.exanple.org.
nx1l. a. exanpl e. org. I N AAAA 2001: db8:ffff::1 ; IPv6-only
b. exanpl e. or g. INMK 1 nxl. b.exanple.org. ; no address

An algorithmfor a dual-stack SMIP sender is as foll ows:

(1) Lookup the MX record for the destination domain. |f a CNAVE
record is returned, go to the top of step (1) with replacing the
destination donmain by the query’'s result. [|f any MX records are
returned, go to step (2) with the query’ s result (explicit MX).

I f NODATA (i.e., enpty answer with NOERROR(0) RCODE) is
returned, there is no MX record but the nane is valid. Assune
that there is a record like "name. IN MX 0 nane.” (inplicit MX)
and go to step (3). |If HOST_NOT_FOUND (i.e., enpty answer with
NXDOVAI N(3) RCCODE) is returned, there is no such donain. Raise
a permanent emmil delivery failure. Finish. |If SERVFAIL is
returned, retry after a certain period of tine.

(2) Conpare each host name in MX records with the names of the

sending host. |If there is match, drop MX records whi ch have an
equal or larger value than the | owest-preference matchi ng MX
record (including itself). If nmultiple MX records remain, sort

the MX records in ascending order based on their preference

val ues. Loop over steps (3) to (9) on each host nane in M
records in a sequence. |If no MX records remain, the sending
host rnmust be the primary MX host. Qher routing rules should be
applied. Finish

(3) If the sending MIA has | Pv4 capability, |ookup the A records.
Keep the resulting addresses until step (5).
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(4) |If the sending MIA has | Pv6 capability, |ookup the AAAA records.

NOTE: | Pv6 addresses for hosts defined by MX records may be
informed in an additional information section of the DNS
gueries’ result as well as |IPv4 addresses. |If there is no
addi ti onal address information for the MX hosts, separate
gueries for A or AAAA records should be sent. There is no way
to query A and AAAA records at once in current DNS

i mpl emrent ati on.

(5) If there is no A and no AAAA record present, try the next MX
record (go to step (3)). Note that the next MX record could
have the same preference.

NOTE: If one or nore address records are found, an

i mpl ementati on may sort addresses based on the inplenentation’s
preference of A or AAAA records. To encourage the transition
fromlPv4d SMIP to I Pv6 SMIP, AAAA records shoul d take
precedence. The sorting nmay only reorder addresses from MX
records of the sane preference. RFC 2821 section 5 paragraph 4
suggests randoni zation of destination addresses. Randomi zation
shoul d only happen anmobng A records, and anong AAAA records (do
not nmix A and AAAA records).

(6) For each of the addresses, |oop over steps (7) to (9).

(7) Try to nake a TCP connection to the destination s SMIP port
(25). The client needs to follow tinmeouts docunmented in RFC
2821 section 4.5.3.2. If successful, go to step (9).

(8) If unsuccessful and there is another avail abl e address, try the

next avail able address. Go to step (7). |If all addresses are
not reachable and if a list of MX records is being traversed,
try the next MX record (go to step (3)). |If thereis no list of

MX records, or if the end of the list of MX records has been
reached, raise a tenporary email delivery failure. Finish

(9) Attenpt to deliver the enmail over the connection established, as
specified in RFC 2821. If a transient failure condition is
reported, try the next MX record (go to step (3)). If an error
condition is reported, raise a permanent enmil delivery error,
and do not try further MX records. Finish. |If successful, SMIP
delivery has succeeded. Finish
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4. MX Configuration in the Recipient Domain
4.1. Ensuring Reachability for Both Protocol Versions

If a site has dual -stack reachability, the site should configure both
A and AAAA records for its MX hosts (NOTE: MX hosts can be outside of
the site). This will help both IPv4 and | Pv6 senders in reaching the
site efficiently.

4.2. Reachability Between the Primary and Secondary MX

When registering MK records in a DNS database in a dual -stack
environnent, reachability between MX hosts nust be consi dered
carefully. Suppose all inbound email is to be gathered at the
primary MX host, "nxl.exanple.org.":

exanpl e. org. IN M 1 nx1l. exanpl e. org.
IN MX 10 nx10. exanpl e. org.
IN MX 100 nx100. exanpl e. org.

If "nmx1l.exanple.org" is an | Pv6-only node, and the others are |Pv4-
only nodes, there is no reachability between the prinmary MX host and
the other MX hosts. When enail reaches one of the lower MX hosts, it
cannot be relayed to the primary MX host based on MX preferencing
mechani sm Therefore, nxl.exanple.org will not be able to coll ect
all the emails (unless there is another transport nechani sn(s)

bet ween | ower - preference MX hosts and nx1l. exanpl e.org).

; This configuration is troubl esone.
; No secondary MX can reach nxl. exanpl e. org.

exanpl e. org. IN M 1 nx1l. exanpl e. org. ; 1 Pv6-only
IN MX 10 nx10. exanpl e. org. ; 1 Pvd-only
IN MX 100 nx100. exanpl e. org. ; 1 Pvd-only

The easiest possible configuration is to configure the primary MX
host as a dual -stack node. By doing so, secondary MX hosts will have
no problemreaching the primary MX host.

; This configuration works well.
; The secondary MX hosts are able to relay email to the primry MX
; host without any problens.

exanpl e. org. INM 1 nx1l. exanpl e. org. ; dual - stack
IN MX 10 nx10. exanpl e. org. ; 1 Pvd-only
IN MX 100 nx100. exanpl e. org. ; | Pv6-only

It may not be necessary for the primary MX host and | ower MX hosts to
directly reach one another with IPv4 or I Pv6 transport. For exanple,
it is possible to establish a routing path with UUCP or an |Pv4/v6
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translator. It is also possible to drop nessages into a single
mai | box with shared storage using NFS or something el se offered by a
dual -stack server. It is the receiver site’'s responsibility that al

nmessages delivered to MX hosts arrive at the recipient’s mail drop
In such cases, a dual-stack MX host may not be listed in the MX |ist.

5. Operational Experience

Many of the existing | Pv6-ready MIA's appear to work in the way
docunented in section 3.

There were, however, cases where | Pv6-ready MIA's were confused by
broken DNS servers. Wen attenpting to obtain a canonical hostnane,
sone broken name servers return SERVFAIL (RCCDE 2), a tenporary
failure on AAAA record | ookups. Upon this tenporary failure, the
email is queued for a later attenpt. |In the interest of |Pv4/v6
interoperability, these broken DNS servers should be fixed. A
docunent by Yasuhiro Morishita [Mrishita] has nore detail on

nm sconfi gured/ m sbehavi ng DNS servers and their negative side
effects.

6. Open |ssues

0 How shoul d scoped addresses (i.e., link-local addresses) in emnai
addresses be interpreted on MIA's? W suggest prohibiting the use
of 1 Pv6 address literals in destination specification.

0 A future specification of SMIP (revision of RFC 2821) shoul d be
updated to include I Pv6 concerns presented in this nmeno, such as
(1) the additional query of AAAA RRs where A RRs and/or MX RRs are
suggested, and (2) the ordering between | Pv6 destination and |IPv4
desti nati on.

7. Security Considerations
It could be problematic if the route-addr enmil address format
[Crocker] (or "obs-route" address format in [Resnick]) is used across

mul tiple scope zones. MIAs would need to reject email with route-
addr emmi| address fornmats that cross scope zone borders.
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Appendi x A.  Considerations on Transl ators

| Pv6-only MIA to | Pv4-only MIA cases could use help fromlPv6-to-1Pv4
translators such as [Hagino]. Normally there are no special SMIP
considerations for translators needed. |If there is SMIP traffic from
an |Pv6 MIA to an | Pv4 MIA over an | Pv6-to-1Pv4 translator, the | Pv4
MIA wi Il consider this normal | Pv4 SMIP traffic.

Protocols like IDENT [St.Johns] nay require special consideration
when transl ators are used. Al so, there are MIAs which performstrict
checks on the SMIP HELQO EHLO "domai n" paraneter (perform
reverse/forward DNS | ookups and see if the "domain" really associates
to the SMIP client’s IP address). In such a case, we need a speci al
consi deration when translators will be used (for instance, override
"domai n" paraneter by translator’s FQDN address).

Even without a translator, it seenms that there are sone MIA

i npl ementations in the wild which send | Pv6 address literals in a
HELQO EHLO nmessage (li ke "HELO [I Pv6: bl ah]"), even when it is using
| Pv4 transport, or vice versa. |If the SMIP peer is IPv4-only, it
won’'t understand the "[IPv6: blah]" syntax and mails won’t go out of
the (broken) MIA. These inplenentations have to be corrected.
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