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Abstract

This nenp defines a new Subscriber-1D suboption for the Dynam ¢ Host
Configuration Protocol’s (DHCP) relay agent information option. The
suboption allows a DHCP relay agent to associate a stable
"Subscriber-1D" with DHCP client nessages in a way that is

i ndependent of the client and of the underlying physical network

i nfrastructure.
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1

| nt roducti on

DHCP (RFC 2131 [2]) provides |IP addresses and configuration
information for IPv4 clients. It includes a relay agent capability
in which processes within the network infrastructure receive
broadcast nessages fromclients and forward themto DHCP servers as
uni cast nessages. |In network environnents such as DOCSI S dat a- over -
cable and xDSL, it has proven useful for the relay agent to add
information to the DHCP nessage before forwarding it, by using the
relay agent information option (RFC 3046 [3]).

Servers that recognize the relay agent option echo it back in their
replies, and sonme of the information that relays add may be used to
hel p an edge device efficiently return replies to clients. The
information that relays supply can also be used in the server’s
deci si on maki ng about the addresses and configuration paranmeters that
the client should receive.

In many service provider environnments, it is desirable to associate
some provider-specific information with clients’ DHCP nessages. This
is often done by using the relay agent infornmation option. RFC 3046
defines Renote-1D and Circuit-ID suboptions that are used to carry
such information. The val ues of those suboptions, however, are
usual |y based on a network resource such as an | P address of a
networ k access device, an ATM Virtual Crcuit identifier, or a DOCSI S
cabl e-nodemidentifier. As a result, the values carried in these
subopti ons are dependent on the physical network configuration. If a
client connects to the service provider network through different
paths, different values are carried in network-dependent suboptions.

Requi renents Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

The Subscri ber-1D Suboption

I n conpl ex service provider environnents, connecting a customer’s
DHCP configuration and administrative information is necessary. The
Subscri ber-1D suboption carries a value that can be independent of

t he physi cal network configuration through which the subscriber is
connected. This value conplenments, and nmight well be used in
addition to, the network-based relay agent option suboptions

di scussed in Section 2. The "subscriber-id" assigned by the provider
is intended to be stable as custoners connect through different

pat hs, and as network changes occur.
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The Subscriber-ID information allows the service provider to

assi gn/ activate subscriber-specific actions; e.g., assignnent of host
| P address and subnet mask, DNS configuration, or trigger accounting.
This suboption is de-coupled fromthe access network’s physi cal
structure, so subscriber noves from one access-point to another, for
exanpl e, would not require reconfiguration at the service provider’s
DHCP servers.

The Subscriber-IDis an ASCI| string; the encoding of the string is
defined in Section 3.1. The semantic contents of the Subscriber-ID
string are, of course, provider-specific. This specification does
not establish any semantic requirenents on the data in the string.

3.1. Suboption Format

This nenp defines a new DHCP rel ay agent option suboption that
carries a "Subscriber-1D'" value. The value is an ASCII string. The
suboption takes a formsimlar to that of many other relay

i nformati on option suboptions:

0 1 2 3 4 5

e e e e F--- - - S S S
| Code | Len | Subscriber-I1D string
e e e e F--- - - S S S

The Code for the suboption is 6.

The one-octet Len field is the length of the ID string, in octets.
The minimumlength of the ID string is 1 octet.

The "Subscriber-1D" is an NVT ASCI| [4] string. The string MJUST NOT
be NULL term nated, as the length is specified in the "Len" field.

4. Relay Agent Behavi or

DHCP rel ay agents MAY be configured to include a Subscriber-1D
suboption if they include a relay agent information option in relayed
DHCP nmessages. The subscriber-id strings thenselves are assigned and
configured through nechanisnms that are outside the scope of this
neno.
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5.

DHCP Server Behavi or

Thi s suboption provides additional information to the DHCP server.

If it is configured to support this option, the DHCP server nay use
this information in addition to other relay agent option data and

ot her options included in the DHCP client nessages in order to assign
an | P address and/or other configuration parameters to the client.
There is no special additional processing for this suboption.

Security Considerations

Message authentication in DHCP for intradomain use where the out-of-
band exchange of a shared secret is feasible is defined in RFC 3118
[5]. Potential exposures to attacks are discussed in section 7 of

t he DHCP protocol specification in RFC 2131 [2].

The DHCP rel ay agent option depends on a trusted rel ationship between
the DHCP rel ay agent and the server, as described in section 5 of RFC
3046. Fraudulent relay agent option data could potentially lead to
theft-of -service or exhaustion of limted resources (like IP
addresses) by unauthorized clients. A host that tanpered with rel ay
agent data associated with another host’s DHCP nessages coul d deny
service to that host, or interfere with its operation by |eading the
DHCP server to assign it inappropriate configuration paraneters.

While the introduction of fraudulent relay agent options can be
prevented by a perineter defense that bl ocks these options unless the
relay agent is trusted, a deeper defense using authentication for
rel ay agent options via the Authentication Suboption [6] or |PSec [7]
SHOULD be depl oyed as wel I.

There are several data fields in a DHCP nmessage conveying information
that nmay identify an individual host on the network. These include
the chaddr, the client-id option, and the hostnanme and client-fqgdn
options. Depending on the type of identifier selected, the

Subscri ber-1D suboption may al so convey information that identifies a
specific host or a specific user on the network. In practice, this
information isn’'t exposed outside the internal service-provider

net wor k, where DHCP nessages are usually confined. Administrators
who configure data that’s going to be used in DHCP Subscriber-1D
suboptions should be careful to use identifiers that are appropriate
for the types of networks they adm nister. |f DHCP nessages travel
outside the service-provider’s own network, or if the suboption

val ues may becone visible to other users, that nmay raise privacy
concerns for the access provider or service provider
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7. | ANA Consi derati ons
| ANA has assigned a value of 6 fromthe DHCP Rel ay Agent |nformation
Option [3] suboption codes for the Subscriber-1D Suboption descri bed
in this docunent.
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This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Johnson, et al. St andar ds Track [ Page 7]






