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Abstract

Thi s docunent defines a portion of the Managenent |nformation Base
(MB) nodule for use with network nmanagenent protocols in the
Internet conmunity. In particular, it describes objects used for
managi ng the Line Code Specific paraneters of Very Hi gh Speed Digital
Subscri ber Line (VDSL) interfaces using Single Carrier Mdulation
(SCVM Line Coding. It is an optional extension to the VDSL-LI NE-M B,
RFC 3728, which handles |ine code independent objects.
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1. The Internet-Standard Managenent Franework

For a detailed overview of the docunents that describe the current
I nt er net - St andard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410] .

Managed objects are accessed via a virtual information store, ternmed
t he Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
bjects in the MB are defined using the nechani sms defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

2. Overview

Thi s docunent describes an SNMP M B nodul e for nmanagi ng the Line Code
Dependent, Physical Medi um Dependent (PMD) Layer of SCM VDSL Lines.
These definitions are based upon the specifications for VDSL as
defined in T1El, European Tel ecommuni cations Standards Institute
(ETSI), and International Tel econmunication Union (ITU) docunentation
[ TLE1311, T1E1011, T1E1013, ETSI 2701, ETSI 2702, |TW931, | TUWI971].
Additionally the protocol -dependent (and |ine-code dependent)
managenent franmework for VDSL |ines specified by the Digital

Subscri ber Line Forum (DSLF) has been taken into consideration

[ DSLFTR57] and [ DSLFWI96] .
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The M B nodule is located in the MB tree under M B-2 transm ssi on.

The key words "MJST", "MJST NOT", "RECOMMENDED', and "SHOULD' in this
docunent are to be interpreted as described in [ RFC2119].

2.1. Relationship of this MB Mbdule to O her MB Mdul es
The relationship of the VDSL Line MB nodule to other M B nodules, in
particular to the IF-MB presented in RFC 2863 [ RFC2863], is
di scussed in the VDSL-LINE-MB, RFC 3728 [RFC3728]. This section
outlines the relationship of this VDSL Line Extension MB to the
VDSL- LI NE-M B, RFC 3728 [ RFC3728].

2.2. Conventions Used in the MB Mdul e

2.2.1. Naming Conventions

A. Muc -- VDSL transceiver unit at near (Central) end of line
B. WVtur -- VDSL transceiver unit at Renote end of |ine
C. Vtu -- One of either Vtuc or Vtur

D. Curr -- Current

F. Atn -- Attenuation

J. LCS -- Line Code Specific

K. Max -- Maxi mum

Q Mn -- Margin

S. PSD -- Power Spectral Density

T. Rx -- Receive

T. Snr -- Signal to Noise Ratio

U Tx -- Transmt

2.3. Structure
The SCM VDSL Li ne Extension M B contains the following MB group:
o vdsl SCM3 oup :
This group supports M B objects for defining configuration profiles
and for nonitoring individual bands of Single Carrier Mdulation

(SCV) VDSL nodens. It contains the follow ng tabl es:

- vdsl Li neSCMConf Prof i | eTxBandTabl e
- vdsl SCvPhysBandTabl e

If the SCM VDSL Line Extension MB is inmplenented then all objects in
this group MJST be inpl enented.

Figure 1 bel ow displays the relationship of the tables in the
vdsl SCMx oup to the vdsl Goup and to the ifEntry:
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ifEntry(ifType=97) ----> vdslLineTableEntry 1:(0..1)

vdsl Li neTabl eEntry (vdsl Li neCodi ng=SCM
----> vdsl PhysTabl eEntry 1:(0..2)
----> vdsl SCvwPhysBandTabl e 1:(0..5)

vdsl Li neConf Profi | eEntry(vdsl Li neConf Profil eNane)
----> vdsl Li neSCMConf Prof i | eBandTabl e 1: (0..5)

Figure 1: Tabl e Rel ati onshi ps

When the object vdslLineCoding is set to SCM vdsl Li neConf Profil eNane
is used as the index to vdsl Li neSCMConf Profil eBandTable. The

exi stence of an entry in any of the tables of the vdsl SCMaoup is
opti onal

2.4. Persistence

Al'l read-create objects defined in this MB nodul e SHOULD be stored
persistently. Following is an exhaustive |list of these persistent
obj ect s:

vdsl Li neSCMConf Pr of i | eBandl d

vdsl Li neSCMConf Pr of i | eBandUsage

vdsl Li neSCMConf Pr of i | eBandCent er Fr equency
vdsl Li neSCMConf Pr of i | eBandSynbol Rat e

vdsl Li neSCMConf Prof i | eBandConst el | ati onSi ze
vdsl Li neSCMConf Pr of i | eBandTr ansni t PSDLevel
vdsl| Li neSCMConf Pr of i | eBandRowsSt at us

vdsl| Li neSCMPhysBandl d

vdsl Li neSCMPhysBandUsage

vdsl| Li neSCMPhysBandCur r PSDLevel

vdsl Li neSCVMPhysBandCur r Synbol Rat e

vdsl Li neSCvPhysBandCurr Const el | ati onSi ze
vdsl Li neSCMPhysBandCur r Cent er Fr equency
vdsl| Li neSCVPhysBandPer f or manceBandl d

vdsl| Li neSCVPhysBandPer f or manceBandUsage
vdsl| Li neSCMPhysBandPer f or manceBandSnr Mgn
vdsl Li neSCVPhysBandPer f or manceBandAt n

Note also that the interface indices in this MB are maintai ned

persistently. View based Access Control Mdel (VACM data relating
to these SHOULD be stored persistently as well [RFC3415].
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Conf ormance and Conpl i ance

An SCM based VDSL agent does not have to inpl
conpliant with RFC 3728 [ RFC3728].

May 2005

ement this MB to be

|f the SCM VDSL Li ne Extension

MB is inplenented then the follow ng group is mandatory:

- vdsl SCM& oup
Definitions

VDSL- LI NE- EXT-SCMM B DEFINI TIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY,
OBJECT- TYPE,

I nt eger 32,

transm ssi on,

Unsi gned32

TEXTUAL- CONVENTI ON,
Tr ut hval ue,

RowSt at us

MODULE- COVPLI ANCE,
OBJECT- GROUP

i flndex

vdsl| Li neConf Prof i | eNane

FROM | F-M B

vdsl| Ext SCVM B MODULE- | DENTI TY
LAST- UPDATED " 200504280000Z" Apri |
ORGANI ZATI ON "ADSLM B Wor ki ng G oup”
CONTACT-I NFO "WG enmi | :  adslmb@etf.org

I nf o: https://wwil.ietf.org/ mai
Chai r: M ke Sneed

Sand Channel Systens
Post al : P. 0. Box 37324

Ral ei gh NC 27627-732
Enai | : sneedm ke@ot mai | . com
Phone: +1 206 600 7022

Co- Chai r/ Co-edi tor:
Bob Ray

PESA Swi tchi ng Systens, |
Post al : 330-A Wnn Drive
Huntsville, AL 35805
USA
Enai | : rray@esa. com
Phone: +1 256 726 9200 ext. 142

St andards Track

FROM SNWPv2- SM --

FROM SNWPv2-TC --
FROM SNMPv2- CONF --

FROM VDSL- LI NE- M B; --

[ RFC2578]

[ RFC2579]

[ RFC2580]
[ RFC2863]
[ RFC3728]

28, 2005

| man/listinfo/adslmb

nc.
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Co-editor: Menachem Dodge
ECI Tel ecom Ltd.

Post al : 30 Hasivim St.
Pet ach Ti kva 49517,
| srael
Enai | : nbdodge @ eee. org
Phone: +972 3 926 8421
DESCRI PTI ON

"The VDSL-LINE-M B found in RFC 3728 defines objects for the
managenent of a pair of VDSL transceivers at each end of the VDSL
line. The VDSL-LINE-MB configures and nonitors the |ine code

i ndependent paraneters (TC | ayer) of the VDSL line. This MB
nodul e i s an optional extension of the VDSL-LINE-M B and defi nes
objects for configuration and nonitoring of the |ine code specific
(LCS) elenments (PMD layer) for VDSL |ines using SCM coding. The
objects in this extension MB MJST NOT be used for VDSL |ines
using Multiple Carrier Mdulation (MCM |ine coding. |f an object
inthis extension MB is referenced by a |line which does not use
SCM it has no effect on the operation of that line.

Nam ng Conventi ons:

Vtuc -- VDSL transceiver at near (Central) end of |ine
Vtur -- VDSL transceiver at Renpte end of |ine
Vtu -- One of either Vtuc or Vtur

Curr -- Current

Atn -- Attenuation

LCS -- Line Code Specific

Max -- Maxi mum

Myn -- Margin

PSD -- Power Spectral Density

Rx -- Receive

Snr -- Signal to Noise Ratio

Tx -- Transm t

Copyright (C The Internet Society (2005). This version
of this MB nodule is part of RFC 4069: see the RFC
itself for full legal notices."
REVI SI ON "200504280000Z2" - - April 28, 2005
DESCRI PTION "I nitial version, published as RFC 4069."
::={ transm ssion 228 }

vdsl Li neExt SCMM b OBJECT IDENTIFIER ::= { vdsIExtSCVWM B 1 }

vdsl| Li neExt SCMM bCbj ects OBJECT | DENTIFIER :: =
{ vdslLineExtSCMM b 1 }
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-- textual conventions used in this MB

Vdsl| SCMBandl d :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This data type is used as the syntax for the VDSL SCM Band
Identity. Attributes with this syntax identify the SCM Band
referred to. Specified as an | NTEGER, the possible val ues

are:
optional Band (1) -- the optional Band range [25kHz - 138kHz]
firstDownstreanmBand (2) -- first Downstream Band
firstUpstreanBand (3) -- first Upstream Band
secondDownst r eanBand (4) -- second Downstream Band
secondUpst r eanmBand (5) -- second Upstream Band
t hi rdDownstreanBand (6) -- third Downstream Band
t hi rdUpstreanBand (7) -- third Upstream Band"

SYNTAX | NTEGER { optional Band (1),

firstDownstreanmBand (2),
firstUpstreanBand (3),
secondDownst r eanBand (4),
secondUpst reanBand (5),

t hi r dDownst r eanmBand ( 6),
t hi rdUpstreanBand(7) }

-- Single carrier nodulation (SCM configuration profile tables

vdsl Li neSCMConf Pr of i | eBandTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vdsl Li neSCMConf Profi | eBandEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains transmt band descriptor configuration
information for a VDSL Iine. Each entry in this table
reflects the configuration for one of possibly many bands
of a single carrier nodulation (SCM VDSL line. For each
profile which is associated with a VDSL |ine using SCM
line coding, five entries in this table will exist, one for
each of the five bands. Bands which are not in use will be
mar ked as unused. These entries are defined by a manager
and can be used to configure the VDSL line. |If an entry in
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this table is referenced by a |line which does not use SCM
it has no effect on the operation of that |ine."
;.= { vdsl Li neExt SCW bCbj ects 1 }

vdsl Li neSCMConf Prof i | eBandEntry OBJECT- TYPE

SYNTAX Vdsl| Li neSCMConf Profi | eBandEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry consists of a list of parameters that
represents the configuration of a single carrier
nodul ati on VDSL nodem transnit band.

A default profile with an index of 'DEFVAL', will

al ways exist and its paraneters will be set to vendor
speci fic values, unless otherw se specified in this
docunent .

Al'l read-create objects defined in this MB nodul e SHOULD be
stored persistently."

| NDEX { vdsl Li neConf Profil eNane,
vdsl Li neSCMConf Profil eBandl d }
::= { vdsl Li neSCMConf Profi | eBandTable 1 }

Vdsl| Li neSCMConf Profi | eBandEntry :: =

SEQUENCE
{
vdsl Li neSCMConf Pr of i | eBandl d Vdsl| SCvBandl d,
vdsl Li neSCMConf Pr of i | eBandl nUse Tr ut hVal ue,
vdsl Li neSCMConf Pr of i | eBandCent er Fr equency Unsi gned32,
vdsl Li neSCMConf Pr of i | eBandSynbol Rat e Unsi gned32

vdsl Li neSCMConf Pr of i | eBandConst el | ati onSi ze Unsi gned32,
vdsl Li neSCMConf Pr of i | eBandTr ansmi t PSDLevel Unsi gned32

vdsl| Li neSCMConf Pr of i | eBandRowSt at us RowSt at us
}
vdsl Li neSCMConf Profi | eBandl d OBJECT- TYPE
SYNTAX Vds| SCMvBandl d

MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The Bandld for this entry, which specifies which band
is being referred to."
::= { vdsl Li neSCMConf Profi |l eBandEntry 1 }
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vdsl

vdsl

vdsl

vdsl

Li neSCMConf Pr of i | eBandl nUse OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"I ndi cates whether this band is in use.

If set to True this band is in use."

::= { vdsl Li neSCMConf Profi |l eBandEntry 2 }

Li neSCMConf Pr of i | eBandCent er Fr equency OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "Hz"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Specifies the center frequency in Hz"
REFERENCE "T1ELl. 4/ 2000- 011R3" -- Part 2, SCM

.= { vdsl Li neSCMConf Profil eBandEntry 3 }

Li neSCMConf Pr of i | eBandSynbol Rat e OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS " baud"”
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The requested synbol rate in baud."
REFERENCE "T1El. 4/ 2000- 011R3" -- Part 2, SCM

::= { vdsl Li neSCMConf Profi | eBandEntry 4 }

Li neSCMConf Pr of i | eBandConst el | ati onSi ze OBJECT- TYPE
SYNTAX Unsi gned32 (0..16)
UNI TS "l og2"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Specifies the constellation size."
REFERENCE "T1El. 4/ 2000- 011R3" -- Part 2, SCM

::={ vdsl Li neSCMConf Profil eBandEntry 5 }
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vdsl Li neSCMConf Profi | eBandTransm t PSDLevel OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "-0.25 dBm Hz"
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"The requested transmt power spectral density for the VDSL
nmodem  The Actual value in -0.25 dBmf Hz."
REFERENCE "T1El. 4/ 2000- 011R3" -- Part 2, SCM
::={ vdsl Li neSCMConf Profil eBandEntry 6 }

vdsl Li neSCMConf Pr of i | eBandRowSt at us OBJECT- TYPE

SYNTAX Rowst at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object is used to create a new row or nodify or
delete an existing rowin this table.

A profile activated by setting this object to 'active’.
When ‘active’ is set, the systemw || validate the profile.

None of the colums in this row may be nodified while the
rowis in the ‘active state.

Before a profile can be deleted or taken out of
service, (by setting this object to ‘destroy’ or
‘notlnService') it must be first unreferenced
fromall associated lines."

::= { vdsl Li neSCMConf Profi | eBandEntry 7 }

-- SCM physi cal band

vdsl Li neSCMPhysBandTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Vdsl Li neSCMPhysBandEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table provides one row for each SCM Vtu band. This
table is read only as it reflects the current physical
paraneters of each band. For each iflndex which is
associated with a VDSL |ine using SCMline coding, five

entries in this table will exist, one for each of the
five bands. Bands which are not in use will be nmarked
as unused. "

Dodge & Ray St andar ds Track [ Page 10]



RFC 4069 VDSL- LI NE- EXT- SCM M B May 2005

.= { vdsl Li neExt SCW bCbj ects 2 }

vdsl| Li neSCvPhysBandEntry OBJECT- TYPE

SYNTAX Vdsl Li neSCvPhysBandEnt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry in the vdslLi neSCMPhysBandTabl e. "
I NDEX { ifl ndex,
vdsl Li neSCvPhysBandl d }
;.= { vdsl Li neSCWhysBandTabl e 1 }

Vds| Li neSCVPhysBandEntry :: =

SEQUENCE
{
vdsl Li neSCvPhysBandl d Vds| SCvBandl d,
vdsl| Li neSCvPhysBandl nUse Tr ut hVval ue,
vdsl Li neSCMPhysBandCur r Cent er Fr equency Unsi gned32,
vdsl Li neSCMPhysBandCur r Synbol Rat e Unsi gned32
vdsl Li neSCvPhysBandCurr Const el | ati onSi ze Unsi gned32,
vdsl| Li neSCvPhysBandCur r PSDLevel Unsi gned32
vdsl| Li neSCvPhysBandCur r Snr Mgn I nt eger 32,
vdsl| Li neSCvPhysBandCurr At n Unsi gned32
}

vdsl Li neSCvPhysBandl d OBJECT- TYPE
SYNTAX Vds| SCvBandl d

MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"The Bandld for this entry, which specifies which band
is being referred to."
;= { vdsl Li neSCWhysBandEntry 1 }

vdsl Li neSCMPhysBandl nUse OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"I ndi cates whether this band is in use.
If set to True this band is in use."
;= { vdsl Li neSCWhysBandEntry 2 }
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vdsl| Li neSCvPhysBandCur r Cent er Fr equency OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "Hz"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current center frequency in Hz for this band."
REFERENCE "T1El. 4/ 2000- 011R3" -- Part 2, SCM
::={ vdsl Li neSCWhysBandEntry 3 }
vdsl Li neSCMPhysBandCur r Synbol Rat e OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS " baud"”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current value of the synbol rate in baud for this
band. "
REFERENCE "T1ELl. 4/ 2000- 011R3" -- Part 2, SCM
;= { vdsl Li neSCMWPhysBandEntry 4 }
vdsl Li neSCMPhysBandCurr Const el | ati onSi ze OBJECT- TYPE
SYNTAX Unsi gned32 (0..16)
UNI TS "l og2"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The current constellation size on this band."
REFERENCE "T1El. 4/ 2000- 011R3" -- Part 2, SCM
;.= { vdsl Li neSCWhysBandEntry 5 }
vdsl Li neSCMPhysBandCur r PSDLevel OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "- 0.25 dBm Hz"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The transnit power spectral density for the
VDSL nmodem "
REFERENCE "T1El. 4/ 2000- 011R3" -- Part 2, SCM

;= { vdsl Li neSCWhysBandEntry 6 }
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vdsl| Li neSCvPhysBandCur r Snr Mgn OBJECT- TYPE

SYNTAX I nt eger 32
UNI TS "0.25 dB"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Noi se margin as seen by this Vtu and band with respect
toits received signal in 0.25 dB."
.= { vdsl Li neSCWhysBandEntry 7 }

vdsl Li neSCMPhysBandCurr At n OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)
UNI TS "0.25 dB"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"Measured difference in the total power transm tted by
the peer Vtu on this band and the total power received
by this Vtu on this band in 0.25 dB."

::={ vdsl Li neSCVWhysBandEntry 8 }

-- confornmance i nformati on

vdsl Li neExt SCMConf or mance OBJECT | DENTIFIER :: =
{ vdslLineExtSCMM b 2 }
vdsl Li neExt SCM& oups OBJECT | DENTI FIER :: =
{ vdsl Li neExt SCMConf or mance 1 }
vdsl| Li neExt SCMConpl i ances OBJECT | DENTIFIER :: =
{ vdsl Li neExt SCMConf or mance 2 }

vdsl Li neExt SCMM bConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenment for SNVP entities which
manage VDSL interfaces."
MODULE -- this nodul e
MANDATORY- GROUPS

vdsl Li neExt SCM& oup
}

;.= { vdsl Li neExt SCMConpl i ances 1 }
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-- units of confornmance

vdsl Li neExt SCM& oup OBJECT- GROUP
OBJECTS

{

vdsl Li neSCMConf Pr of i | eBandl nUse,

vdsl Li neSCMConf Pr of i | eBandTr ansni t PSDLevel ,
vdsl Li neSCMConf Pr of i | eBandSynbol Rat e,

vdsl Li neSCMConf Pr of i | eBandConst el | ati onSi ze,
vdsl Li neSCMConf Pr of i | eBandCent er Fr equency,
vdsl Li neSCMConf Pr of i | eBandRowSt at us,

vdsl Li neSCMPhysBandl nUse,

vdsl| Li neSCvPhysBandCur r PSDLevel ,

vdsl Li neSCMPhysBandCur r Synbol Rat e,

vdsl Li neSCvPhysBandCurr Const el | ati onSi ze,
vdsl Li neSCMPhysBandCur r Cent er Fr equency,
vdsl| Li neSCvPhysBandCur r Snr Mgn,

vdsl| Li neSCvPhysBandCurr At n

}
STATUS current
DESCRI PTI ON
"A collection of objects providing configuration
information for a VDSL |ine based upon single carrier
nmodul ati on nodem "
::={ vdsl Li neExt SCM oups 1 }

END
5.  Acknow edgnent s

Thi s docunment contains nmany definitions taken froman early version
of the VDSL M B [ RFC3728]. As such, any credit for the text found
within should be fully attributed to the authors of that docunent.

6. Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-create. Such objects may be

consi dered sensitive or vulnerable in some network environnments. The
support for SET operations in a non-secure environnent w thout proper
protection can have a negative effect on network operations. These
are the tables and objects and their sensitivity/vulnerability:

vdsl| Li neSCMConf Pr of i | eBandTabl e

vdsl| Li neSCMConf Pr of i | eBandl nUse,

vdsl| Li neSCMConf Pr of i | eBandTr ansmi t PSDLevel
vdsl Li neSCMConf Pr of i | eBandSynbol Rat e,
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vdsl| Li neSCMConf Pr of i | eBandConstel | ati onSi ze,
vdsl Li neSCMConf Pr of i | eBandCent er Fr equency,
vdsl| Li neSCMConf Pr of i | eBandRowSt at us

VDSL | ayer connectivity fromthe Vtur will permt the subscriber to
mani pul ate both the VDSL Iink directly and the VDSL enbedded
operations channel (ECC) for their own |oop. For exanple, unchecked
or unfiltered fluctuations initiated by the subscriber could generate
sufficient notifications to potentially overwhel meither the
managenent interface to the network or the el enent nanager.

Additionally, allowing wite access to configuration data may all ow
an end-user to increase their service levels or affect other end-
users in either a positive or negative manner. For this reason, the
tabl es and objects listed above should be considered to contain
sensitive information

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) nay be considered sensitive or
vul nerabl e in sonme network environments. It is thus inportant to
control even CET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

vdsl Li neSCMPhysBandl nUse,

vdsl| Li neSCVMPhysBandCur r PSDLevel ,

vdsl Li neSCMPhysBandCur r Synbol Rat e,

vdsl Li neSCMPhysBandCur r Const el | ati onSi ze,
vdsl Li neSCMPhysBandCur r Cent er Fr equency,
vdsl| Li neSCMPhysBandCur r Snr Mgn,

vdsl Li neSCVPhysBandCurr At n

Read access of the physical band paraneters may provi de know edge to
an end-user that would allow malicious behavior, for exanple the
application of an intentional interference on one or all of the
physi cal bands in use.

SNWP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is

al l owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOMMENDED that inplenmenters consider the security features as
provi ded by the SNWMPv3 framework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c mechani snms (for
aut henti cati on and privacy).
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8.

8.

Further, deploynent of SNWP versions prior to SNWPv3 is NOT
RECOVMENDED. Instead, it is RECOMVENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNMP entity giving access to an

i nstance of a MB nodule is properly configured to give access to the
objects only to those principals (users) that have legitimate rights
to indeed GET or SET (change/create/delete) them

| ANA Consi der ati ons

The | ANA has assigned the transm ssion val ue 228 to VDSL- LI NE- EXT-
SCM M B.
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