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Abstract

Thi s docunent specifies a 224-bit one-way hash function, called
SHA-224. SHA-224 is based on SHA-256, but it uses a different
initial value and the result is truncated to 224 bits.

1. Introduction

Thi s docunent specifies a 224-bit one-way hash function, called

SHA- 224. The National Institute of Standards and Technol ogy (NI ST)
announced the FIPS 180-2 Change Notice on February 28, 2004 which
speci fi es the SHA-224 one-way hash function. One-way hash functions
are al so known as nessage digests. SHA-224 is based on SHA-256, the
256-bit one-way hash function already specified by N ST [ SHA?].
Conput ati on of a SHA-224 hash value is two steps. First, the SHA- 256
hash value is conputed, except that a different initial value is
used. Second, the resulting 256-bit hash value is truncated to 224
bits.

NI ST i s devel opi ng gui dance on cryptographi c key nanagenent, and N ST
recently published a draft for coment [NISTGQUI DE]. Five security

| evel s are discussed in the guidance: 80, 112, 128, 192, and 256 bits
of security. One-way hash functions are available for all of these

| evel s except one. SHA-224 fills this void. SHA-224 is a one-way
hash function that provides 112 bits of security, which is the
general ly accepted strength of Triple-DES [ 3DES].

Thi s docunent mekes the SHA-224 one-way hash function specification

available to the Internet community, and it publishes the object
identifiers for use in ASN. 1- based protocols.
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1.

1.

Usage Consi derations

Since SHA-224 is based on SHA-256, roughly the same anmpunt of effort
is consuned to conmpute a SHA-224 or a SHA-256 di gest nessage di gest
val ue. Even though SHA-224 and SHA-256 have roughly equival ent
comput ati onal conplexity, SHA-224 is an appropriate choice for a
one-way hash function that provides 112 bits of security. The use of
a different initial value ensures that a truncated SHA-256 nessage

di gest val ue cannot be nistaken for a SHA-224 nessage di gest val ue
conmputed on the sane data

Sone usage environments are sensitive to every octet that is
transnitted. |In these cases, the snaller (by 4 octets) nessage
di gest val ue provided by SHA-224 is inportant.

These observations lead to the foll ow ng gui dance:

*  When selecting a suite of cryptographic algorithns that all offer
112 bits of security strength, SHA-224 is an appropriate choice
for one-way hash function

*  \Wien terseness is not a selection criteria, the use of SHA-256 is
a preferred alternative to SHA-224.

Ter ni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ STDAORDS] .

SHA- 224 Descri ption

SHA- 224 nay be used to conpute a one-way hash val ue on a nessage
whose |l ength [ ess than 2764 bits.

SHA- 224 nakes use of SHA-256 [ SHA2]. To conpute a one-way hash
val ue, SHA-256 uses a nessage schedul e of sixty-four 32-bit words,
ei ght 32-bit working variables, and produces a hash val ue of eight
32-bit words.

The function is defined in the exact sane manner as SHA-256, with the
following two exceptions:

First, for SHA-224, the initial hash value of the eight 32-bit
wor ki ng vari ables, collectively called H shall consist of the
follow ng eight 32-bit words (in hex):
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H O = c1059ed8 H4 = ffc00b3l
H 1 = 367cd507 H 5 = 68581511
H 2 = 3070dd17 H 6 = 64f 98f a7
H 3 = f70e5939 H 7 = befa4fa4

Second, SHA-224 sinply nakes use of the first seven 32-bit words
in the SHA-256 result, discarding the renaining 32-bit words in
the SHA-256 result. That is, the final value of His used as
foll ows, where || denotes concatenation
HO || H1 || H2]|] H3 || H4 || H5 || H6
3. Test Vectors

This section includes three test vectors. These test vectors can be
used to test inplenentations of SHA- 224.

3. 1. Test Vector #1

Let the nessage to be hashed be the 24-bit ASCI| string "abc", which
is equivalent to the follow ng binary string:

01100001 01100010 01100011
The SHA-224 hash val ue (in hex):
23097d22 3405d822 8642a477 bda255b3 2aadbce4 bdaOb3f7 e36c9da7
3.2. Test Vector #2

Let the nessage to be hashed be the 448-bit ASCI| string
"abcdbcdecdef def gef ghf ghi ghi j hi j ki j kI j kI nkl | rmomopnopq"

The SHA-224 hash value is (in hex):
75388b16 512776cc 5dbab5dal fd890150 b0c6455c b4f58b19 52522525
3.3. Test Vector #3

Let the nessage to be hashed be the binary-coded form of the ASCI
string which consists of 1,000,000 repetitions of the character "

a".
The SHA-224 hash value is (in hex):

20794655 980c91d8 bbb4clea 97618a4b f03f 4258 1948b2ee 4ee7ad67
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4.

6.

6.

1.

oj ect ldentifier

NI ST has assigned an ASN.1 [ X. 208-88, X 209-88] object identifier for
SHA- 224. Sone protocols use object identifiers to nane one-way hash
functions. One exanple is CVMs [CMS]. Inplenmentations of such
protocols that make use of SHA-224 MUST use the foll ow ng object
identifier.

i d-sha224 OBJECT IDENTIFIER ::= { joint-iso-itu-t(2)
country(16) us(840) organization(1l) gov(101)
csor(3) nistalgorithm4) hashal gs(2) sha224(4) }

Security Considerations

One-way hash functions are typically used with other cryptographic
al gorithms, such as digital signature algorithns and keyed- hash
nmessage aut hentication codes, or in the generation of random val ues.
Wien a one-way hash function is used in conjunction wth another
algorithm there may be requirenents specified el sewhere that require
the use of a one-way hash function with a certain nunber of bits of
security. For exanple, if a nmessage is being signed with a digita
sighature algorithmthat provides 128 bits of security, then that
sighature algorithmnmay require the use of a one-way hash al gorithm
that al so provides the same nunber of bits of security. SHA-224 is
intended to provide 112 bits of security, which is the generally
accepted strength of Triple-DES [3DES].

Thi s docunment is intended to provide the SHA-224 specification to the
Internet conmunity. No independent assertion of the security of this
one-way hash function is intended by the author for any particul ar
use. However, as long as SHA- 256 provides the expected security,

SHA- 224 will also provide its expected |level of security.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (2004).

This docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ S HE
REPRESENTS OR | S SPONSCORED BY (I F ANY), THE I NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF
THE | NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the ETF' s procedures with respect to rights in | ETF Docunments can
be found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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