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Abstract
Thi s docunent describes an application [ayer client-server protocol
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Ext ensi bl e Markup Language (XM.), the protocol defines generic query
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is based on the

1. Introduction
The specification outlined in this docunent
functional requirenents described in CRISP [17].
1.1. Use of XM
Thi s docunent describes the specification for the Internet Registry
Information Service (IRIS), an XML text protocol intended to describe
the query types and result types of various registry infornmation
services. IR S is specified by using the Extensible Markup Language
Newt on & Sanz St andar ds Track
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(XM.) 1.0 as described in [2], XM. Scherma notation as described in
[4] and [5], and XM. Nanespaces as described in [3].

1.2. General Concepts

Each kind of Internet registry is identified by a registry type. The
identifier for a registry type is a Uniform Resource Name (URN) used
within the XM. instances to identify the XM. schema that formally
describes the set of queries, results, and entity classes all owed
within that type of registry.

The structure of these URNs nakes no assunptions or restrictions on

the types of registries they identify. Therefore, IRIS may support

multiple registry types of a disparate or sinmilar nature; it is only
a matter of definition. For instance, a single registry type may be
defined for domain nanme registries, and nultiple registry types for

the various | P address registries.

A registry information server may handl e queries and serve results
for multiple registry types. Each registry type that a particular
regi stry operator serves is a registry service instance.

IRIS and the XML schema formally describing RIS do not specify any
registry, registry identifier, or know edge of a particul ar service
i nstance or set of instances. IRISis a specification for a
framework with which these registries can be defined, used and, in
sone cases, interoperate. The framework nerely specifies the
elements for registry identification and the el enents that nust be
used to derive queries and results.

This framework allows a registry type to define its own structure for
nam ng, entities, queries, etc., through the use of XML nanmespaces
and XM. schenmas (hence, a registry type MJST be identified by the
same URI that identifies its XM. nanespace). To be conpliant, a
registry type's specification nmust extend fromthis framework.

The franmework defines certain structures that can be comon to al
registry types, such as references to entities, search continuations,
and entity classes. A registry type may declare its own definitions
for all of these, or it may mx its derived definitions with the base
definitions.

RIS defines two types of referrals: an entity reference and a search
continuation. An entity reference indicates specific know edge about
an individual entity, and a search continuation allows distributed
searches. Both referrals may span differing registry types and

i nstances. No assunptions or specifications are nmade about the
roots, bases, or neshes of entities.
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1.

1.

Framewor k Layers

The IRI'S framework can be thought of as having three |ayers.

Regi stry-Specific |domain | address | etc... |
Conmmon- Regi stry | IRI'S |
Application-Transport | beep | iris-lwz | etc... |

In this figure, "beep" refers to the Bl ocks Extensible Exchange
Protocol (BEEP) (see [20]), and "iris-lwz" refers to a theoretica
UDP bi ndi ng that uses conpression.

The differing |ayers have the follow ng responsibilities:
Regi stry-Specific :: defines queries, results, and entity cl asses

of a specific type of registry. Each specific type of registry is
identified by a URN

Conmon- Regi stry :: defines base operations and semantics comon to
all registry types such as search sets, result sets, and
referrals. It also defines the syntaxes for tal king about
specific registry types.

Application-Transport :: defines the nmechanisns for

aut henti cation, nessage passing, connection and session
managenent, etc. It also defines the URI syntax specific to the

application-transport nechani sm
Definitions

For clarity, the follow ng definitions are supplied:

O registry type -- Aregistry serving a specific function, such as a
domain registry or an address registry. Each type of registry is

assi gned a URN

0 registry schema -- The definition for a registry type specifying
the queries, results, and entity cl asses.

0 authority -- Areference to the server or set of servers
cont ai ni ng i nformation.

o resolution nmethod -- The technique used to | ocate an authority.

0 entity class -- A group of entities with a conmopn type or conmon
set of characteristics.
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0 entity nane -- The identifier used to refer to a single entity
within an entity cl ass.

o entity reference -- A pointer to an entity conposed of an
authority, an optional resolution nethod, a registry type, an
entity class, and an entity name. One type of entity reference is
the IRIS URI (defined in Section 7).

The terns "derivative", "derive", and "derivation" are used with the
sane neaning for deriving one type of elenment from another as
specified in XM__SS [5].

1.5. Further Reading
Appendi x B contains text answering the question, "Wy IR S?".

Thi s docunent describes the structure at the core of IRIS. The
foll ow ng docunments describe the other aspects of IRIS relevant to
CRISP [17]: iris-beep [1] and iris-dreg [18].

2. Docunent Terni nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [8].

3. Protocol ldentification

The root elenment of all request XM instances MJST be <request>. The
root elenent of all response XM instances MJST be <response>. These
elements identify the start of the IRIS elenents, the XML nanespace
used as the identifier for IRI'S, and, optionally, the |location of the
schema. These el enents and the associ ated cl osing tag MJST be
applied to all requests and responses sent by both clients and
servers.

The use of the schema location attribute 'xsi:schemalLocation’ is
OPTIONAL with respect to this specification, and IR S inpl enmentations
MAY resolve it to retrieve the schema or MAY use a |locally cached
version of the schema

Versioning of the IRIS protocol is the responsibility of the
application-transport |ayer but MJST be associated with the XM
nanespace [3] URI representing IRIS. A change in this UR indicates
a change of the underlying schema and, therefore, a new version of
the protocol (and vice versa).
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4.

4.

4.

Exchange Descri ption

This section describes the request and response exchanges of the

protocol. The descriptions contained within this section refer to
XML el enents and attributes and their relation to the exchange of
data within the protocol. These descriptions also contain

speci fications outside the scope of the formal XM syntax.
Therefore, this section will use ternms defined by RFC 2119 [8] to
descri be the specification outside the scope of the formal XM
syntax. Wile reading this section, please reference Section 6 for
details on the formal XM synt ax.

1. Request Format

A <request> el enent contains an optional <control> elenment and a set
of <searchSet> el enents.

The <searchSet> el enents enable a client to query a particular
registry type by using the URN identifying the registry type. This
can be found in one of its two children: <l ookupEntity> and <query>.

The <l| ookupEntity> el ement describes the | ookup of an entity in a
specific registry. This elenment has three attributes:
"registryType’, 'entityClass’, and 'entityNane’'. The ’'registryType
attribute contains the registry identifier for the registry type in
whi ch the | ookup operation will take place. The 'entityC ass
attribute contains the token identifying the index for which the

| ookup operation will take place, and the "entityNanme' attribute
contains the nane of the entity to | ook up

The <query> elenent is abstract and may not |egally appear in an XM
instance. It provides the base type that registry schemas will use
to define derived query types. This derivation nechanismis
described in Section 4.3.

Each <searchSet> may al so contain a <bag> elenment. \Wen this el ement
appears as a child of <searchSet>, it MJST NOT contain the 'id
attribute. For a description of the <bag> el enent, see Section 4.4.

The <control > el emrent may contain one child elenent of any XM
nanmespace. This child elenent allows a client to signal a server for
speci al states or processing. An exanple of one such <control> child
el enent may be found in Section 4.3.8.

2. Response For mat

The <response> el enent contains an optional <reaction> elenent, a set
of <resultSet> el enents, and an optional <bags> el enent.
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The <resultSet> el enents are responses to a <searchSet> request. The
contents of this elenment contain an <answer> el enent, an optional
<addi tional > el ement, and error elenments, if applicable.

The children of the <answer> el enent are of the follow ng types:

0 <result>is an abstract elenent and nmay not be legally placed in
an XM. instance. It provides the base type to be used by registry
schemas to define derived result types. This derivation mechani sm
is described in Section 4.3.

0 <entity>is an element specifying an entity reference. See
Section 4. 3.5.

0 The <searchContinuation> el ement specifies a query referral. |Its
one child is any el ement derived from <query> (see Section 4.3.1).
To direct the query to a referent server, <searchContinuation> has
a mandatory "authority’ attribute and an optional 'resolution’
attribute. The <searchContinuation> el enent may al so contain a
"bagRef’ attribute. For a description of the 'bagRef’ attribute,
see Section 4.4.

Wien following entity references and search continuations, clients
SHOULD only follow an <entity> or <searchContinuati on> response once.
Failure to do so may result in the client process getting stuck in a
never - endi ng query | oop, comonly known as a referral | oop.

The <additional > el enent only contains <result> elenents, as

descri bed above. This elenent allows a server to indicate to a
client results that were not specifically queried but that are
related to the queried results, thus enabling the client to display
this distinction to a user properly. The <additional > el enent use is
opti onal

The followi ng el ements, which represent error conditions, nmay be
returned:

0 <insufficientResources> -- The correspondi ng query requires
resour ces unobtai nabl e by the server.

o <invalidNane> -- A nanme given in a query is not syntactically
correct.
0 <invalidSearch> -- Paraneters of the correspondi ng query are not

semanti cal | y neani ngful.

0 <gueryNot Supported> -- The correspondi ng query is not supported by
this server.
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0 <limtExceeded> -- The correspondi hg query requires nore resources
than al | owed.

0 <nameNot Found> -- The nane given in a query does not match a known
entity.
0 <perm ssionDenied> -- The authentication given does not all ow

access to a specific result entry.

0 <bagUnrecogni zed> -- The contents of a bag were unrecogni zed. See
Section 4. 4.
0 <bagUnacceptable> -- The contents of a bag were not and never will

be acceptable. See Section 4.4.

0 <bagRefused> -- The contents of a bag were not acceptable at this
tinme. See Section 4.4,

o0 A derivative of <genericCode> as described in Section 4. 3.

The <resultSet> section is divided into the <answer> and <additi onal >
sections to allow easier processing and navigation of the results by
aclient. Servers MJST return the direct answers to queries in the
<answer > el enent and MAY return results in the <additional > el enent
for which a reference has been made in the <answer> elenent. Results
in the <additional > el enent MJST have been referenced in the
<answer>, either as direct children of the <answer> el enent or as
deeper descendants of the <answer> el enment.

This serves two purposes. First, it nmay elinmnate a requery by the
client for references contained in the <answer> elenent. Second, it
di sti ngui shes between results that are a direct result of a query and
those that woul d have been returned had the client followed the
appropriate referrals, thus hinting how clients could process or
display the returned results. For instance, clients constructing
conpl ex displays with tree navigation wi dgets will know that results
in the <answer> el enent should all be directly beneath the root node
of the tree, while results in the <additional > el enent are | eaf nodes
of those produced fromthe <answer> el enent.

A <reaction> elenent (child of <response>) is a response to a
<control > el ement, and provides a neans for a server to advise a
client of the effect of a <control> el enent.

The <bags> el enment (child of <response>) is optional. It contains
<bag> el enments, and the contents of each <bag> el ement constitute one
el enent in any XM. nanmespace. Each <bag> el enent has an 'id’
attribute, which is referenced by the 'bagRef’ attribute of entity
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references (<entity>) and search continuations
(<searchContinuation>). See Section 4.4.

4. 3. Ext ensi on Fr amewor k

Because the RIS schena defines only one query type, and two stand-
al one result types, and does not define a registry structure, it is
of limted use by itself. Extension of IRIS is acconplished through
the use of a base IRIS schema, as defined in XM__SD [4] and XM._SS
[5], and through extension of it by schemas constructed on top of

| RI S.

4.3.1. Derived El enents

The XML Schema definition of IRIS requires schenas of registry types
to derive el enent types frombase types in the IRIS definition. The
regi stry schemas MJST derive elenments to define typed queries and
results.

While the RIS schema definition does not prohibit the derivation of
any elenents, registry schemas SHOULD restrict the derivations to the
follow ng types:

0 <qguery> -- As defined, this elenment contains no content and has no
valid attributes. It is abstract and therefore only its
derivatives appear in XM instances. Registry schemas derive from
this element to define the queries all owed.

0 <result> -- As defined, this elenent contains no content and has
five valid attributes: "authority’, 'resolution’ (optional),
"registryType’, 'entityCass’, 'entityNane’, and
"tenporaryReference’ (optional, see Section 4.3.6). It is
abstract and therefore only its derivatives appear in XM
i nstances. Registry schemas derive fromthis elenent to define
results that may be returned froma query.

0 <genericCode> -- As defined, this elenment is an instance of
<codeType>. It contains the optional elenments <explanation> and
<l anguage>, which further describe the nature of the error.

0 <entity> -- ldentifies a reference to an entity. Registry schemas
SHOULD use el enents derived from<entity> but MAY use <entity>
directly. The advantage of deriving from<entity> vs. direct use
is the chance to define the name of the elenment and to use that
nane descriptively -- for instance, as the role the entity plays
with respect to another entity. See Section 4.3.5.
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4. 3.

4. 3.

0 <seeAlso> -- Indicates a reference to an entity that has indirect
association with a parent elenment representing an entity. This
element is derived fromthe <entity> elenent (Section 4.3.5).

Regi stry schemas MAY derive fromthis elenent or MAY use it
directly.

2. Registry Type ldentifier Requirenments

The identifier for a registry type and the XM. nanespace identifier
used by the XML Schema describing the registry MJST be the sane.
These identifiers MIST be restricted to a URN [7] registered in the
"ns’ class of the ANA registry governed by XM._URN [9]. These
identifiers are case insensitive.

This is a restriction on XM._NS [3], which specifies that an XM
nanmespace identifier is any valid URl [6].

These identifiers MAY be abbreviated to the part foll owing the class
conmponent and its separator of the URN. For exanple, the full URN
"urn:ietf:parans: xm :ns:dregl" nay be abbreviated to "dregl".

In use with IRI'S, this abbreviation MJST NOT be used inside of XM

i nstances in which the XML Schema [4] specifies the use of a URI for
schema identification or where XML_NS [3] specifies the use of a URI
for XM. nanmespace identification

3. Entity d asses

IRI'S provides entity classes to help avoid collisions with entity
nanmes within any given registry type. Their specification in queries
al so allows server inplenentations to narrow search or | ookup scopes
qui ckly to a single index.

For instance, the entity name "192.0.2.0" might refer to separate
entities in the "nane-server" and "network" classes. The entity
"192.0.2.0" in the "nane-server" class may refer to the nane server
host that is also multi-homed by address 192.0. 2. 255 and known in DNS
as "ns.exanple.cont, whereas the entity "192.0.2.0" in the "network"
class may refer to the network 192.0. 2/ 30.

IRIS defines two default entity classes of "local" and "iris", which
MUST NOT be redefined. These entity classes MJST be valid in al
regi stry types.

The "local" class is reserved for entities defined locally by a
server operator and does not denote any particular type of entity. A
| ookup in this entity class MAY result in an entity reference or
search continuation. For exanple, "iris:dregl//exanple.conlocal/
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nyhosts" may result in a search continuation yielding the naneservers
for exanpl e.com

The "iris" class is reserved for entities specific to a particular
service instance. It MJST contain the follow ng entity nanes (see
Section 4.3.4):

o "id", which yields a result of <serviceldentification> (see
Section 4.3.7.1).

o "limts", which yields a result of <limts> (see Section 4.3.7.2).
This entity class MAY contain other locally defined entities as
wel | .

The nanmes of entity classes in a registry schema are of type token

as defined by XML_SD [4]. Their case sensitivity MJST be defined by
the definition of the registry type. In general, they SHOULD be case
i nsensitive.

4.3.4. Nanes of Entities

The nanmes of entities in a registry schema are of type token, as
defined by XM__SD [4].

Nanmes of entities SHOULD be unique within an instance of any
particular entity class within a registry. Two entities SHOULD NOT
have the sane nanme, but a single entity MAY be known by mnultiple

nanes. In situations where a single name nay result in two entities,
the registry schema SHOULD nmake al |l owances by defining result types
that contain entity references to both entities (e.g., "exanple.cont

can refer to both the domai n exanpl e.com and the host exanple.com
However, this type of conflict SHOULD generally be avoi ded by the
proper use of entity classes.

The case sensitivity of entity nanmes is dependent on the entity cl ass
in which they reside. The definition of a registry type MJST specify
the case sensitivity for entity names. A registry type MAY define
the entity nanes of differing entity classes as having different case
sensitivity.

4.3.5. References to Entities

The el enent <entity> allows references to entities in result sets,
either as a direct child of <resultSet> or within a nore conpl ex
structure deriving from<result>  The <entity> elenment is defined by
"entityType' . Registry schemas SHOULD define el ements derived from
<entity> when referencing entities but may use the <entity> el enent
directly. Deriving a new elenment allows a registry schema to use the
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4. 3.

nane of the new elenent to signify the relationship the referenced
entity has with the referrer. A derivative of <entity> MJST NOT be
used as a substitute when the <entity> elenent is declared (such as
in the <answer> section of the <resultSet>).

The <entity> elenment (and el ements of type 'entityType’') can have
child el enments of <displayName> with an optional ’'I|anguage’

attribute. These are provided so that servers may provide clients
with a nmore human-friendly description of the entity reference. This
is often useful to users navigating referral structures.

The <entity> elenment (and its derivations) have the follow ng
attributes:

o ’'authority’, 'resolution’ (optional), ’'registryType’
"entityC ass’, and 'entityName’ -- These attributes specify where
the entity nay be found.

0 ’'tenporaryReference’ -- This attribute is optional. See Section
4. 3. 6.

o ’'referentType’ -- This attribute contains the expected type of the

entity being referenced and may contain the word "ANY" or a
qualified XM. nane. Unlike the other attributes of <entity>, this
attribute is qualified and declared in the RIS XM. nanespace.
Therefore it will also be qualified with the prefix associ ated
with the IRIS XM. nanespace (e.g., 'iris:referentType’). This
allows clients to recognize entity references using an el ement
derived from<entity>

0 ’'bagRef’ -- This attribute is optional. |If present, it mnust
contain an XM. identifier to a <bag> elenent in the <bags> section
of the result set. For a description of the 'bagRef’ attribute,
see Section 4. 4.

6. Tenporary Entities

I nstances may exist in which an entity reference needs to be
tenmporary. For exanple, a particular type of result may only have
one uni que key. |If that key contains semantic nmeani ng that nmay not
be exposed to all users, a synthetic key will have to be substituted.

Furthernmore, there nmay be tinmes when data in the data store is not
normal i zed in the same nanner as that expressed by the registry

schema. In the registry schema, objects of type A may reference
objects of type B. But in the data store, objects of type A may
contain objects of type B. Again, a synthetic key will have to be

tenporarily produced.
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To support such use cases, results and entity references can be

decl ared tenporary by using the 'tenporaryReference attribute. This
attribute is of type boolean [4] and has a default value of "false".
It is optional for <result> derivatives and el enents of type
"entityType’

When this attribute is used, the entity reference data (e.g.
"entityCass’, 'entityNane') is only valid within the response in
which it appears and may not be consistent with subsequent responses.
A server MJST include the referent of any tenporary entity reference
in the <additional > section of the sanme <result Set>

4.3.7. <result> Derived El enents

The base IRIS framework contains three elenents directly derived from
the <result> elenment for use by any registry type.

4.3.7.1. <serviceldentification>
An exanple of a <serviceldentification> result:

<serviceldentification
aut hori ty="exanpl e. cont' registryType="dregl"
entityCd ass="iris"
entityNanme="id" >
<authorities>
<aut hority> exanpl e.com </ aut hority>
<aut hority> exanpl e.net </authority>
<aut hority> exanple.org </authority>
</authorities>
<oper at or Nane>
I nternet Assigned Nunmbers Authority
</ oper at or Nane>
<eMai | >
i ana@ ana. org
</ eMil >
</ serviceldentification>

The <serviceldentification> element is provided to allow IRIS clients

to reference IRIS service instances. It contains the follow ng
el ement s:
0 <authorities> -- This elenent contains one or nore <authority>

el ements. Each <authority> elenent contains a URI authority
conponent for which the server has results. Although a server MAY
only return a partial list of its authority areas, depending on
operator policy, it MJUST return the authority for which the client
has request ed.
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4. 3.
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<operator Nane> -- This el ement contains the name of the operator
of the server.

<eMai |l > -- These optional elenents contain enail addresses of the
operator of the service instance.

<phone> -- These optional elenments contain phone nunbers of the
operator of the service instance.

<seeAl so> -- See Section 4.3.1 for its definition
2. <limts>

exanple of a <limts> result:

imts
aut hori ty="exanpl e. cont' registryType="dregl"
entityCdass="iris" entityName="limts">

<t ot al Queri es>
<per Hour >2</ per Hour >
<per Day>15</ per Day>
</total Queri es>
<t ot al Resul t s>
<per Hour >25</ per Hour >
<per Day>200</ per Day>
</total Resul t s>
<t ot al Sessi ons>
<per Hour >2</ per Hour >
<per Day>15</ per Day>
</t ot al Sessi ons>
limts>

e <limts> el ement provides a nechanismallowing a server to inform
client of the linmits it may encounter from overuse of the service.

e contents describe the service [imtations to a client at the
rrent |level of access. The contents of this elenent are as

Il ows:
<total Queries> -- This el enent describes the total nunber of
gueries that the server will accept. The children of this el enment

indicate this nunber per unit of time. The children are

<per Second>, <perM nute>, <perHour>, and <perDay>. Each child
MUST only appear once as a child of <total Queries> but nore than
one child MAY be present. For exanple, a server could indicate
that it will accept 15 queries a minute but only 60 queries a day.
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0 <totalResults> -- This elenent describes the total nunber of
results that the server will send to a client. The children of
this elenent indicate this nunber per unit of time in the sane
manner as <total Queri es>

0 <total Sessions> -- This el enment describes the total nunber of
sessions that the server will accept froma client. The children
of this elenment indicate this nunber per unit of time in the sane
manner as <total Queries>  The definition of a session is defined
the by application transport |ayer.

0 <otherRestrictions> -- This elenment describes other restrictions
that may only be expressible outside of the structured syntax of
the other child elements of <limts>  This el enent may have
opti onal <description> child elenments, each with a mandatory
"l anguage’ attribute.

0 <seeAlso> -- These elenments are provided to reference other
entities, such as a <sinpleEntity> (Section 4.3.7.3) describing a
publ i shed policy. See <seeAl so> (Section 4.3.1).

Al'l of these child elenents are optional, and a server may express
that it has no limts by using a <limts> elenent with no content
(e.g., <limts authority=... [>).

4.3.7.3. <sinpleEntity>
An exanpl e of a <sinpleEntity> result:

<sinmpl eEntity
aut hori ty="exanpl e. com' regi stryType="dregl"
entityd ass="1local "
entityNanme="notice" >
<property nane="|egal " | anguage="en">
Exanpl e.comis reserved according to RFC 2606
</ property>
</sinpl eEntity>

The <sinpleEntity> elenent is provided so that service operators nay
make sinple additions to other entities wi thout deriving entirely new
registry types. |Its definition allows service operators to reference
it fromother entities (using, for instance, a <seeAl so> el enent).
The <sinpleEntity> is nmeant to represent nane and val ue pairs of
strings, allowi ng each pair to be associated with a specific | anguage
qualifier and an optional URI pointing to nore information.
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Clients may easily display such information in a two-colum table.
Applications using binary data or richer data structures are out of
scope for this elenent. Wen such usage scenarios arise, a client
will likely need specific know edge to handl e such data, thus calling
the need for a new registry type into question

4.3.8. <control> and <reaction> El enents

The <control > (Section 4.1) and <reaction> (Section 4.2) elenents
allowthe client to request fromthe server special states for the
processing of queries. The intent of these elenments is to allow
extensibility so that sonme jurisdictions my adopt policies for query
processing wi thout requiring re-versioning of IRIS or any registry

t ype.

Thi s docunent defines one control, <onlyCheckPermni ssions> and its
requi site reaction, <standardReaction>, for conpliance with CRI SP
[17].

Wien a client sends an <onl yCheckPerm ssions> control, it is only
asking the server to check to see whet her adequate pernissions are
avail able to execute the queries in the associ ated request. A server
MUST respond to this control with a <standardReaction> el enent.

The <standardReacti on> el enent provi des a server with a standard
nmeans to respond to controls (it may be used by other controls, but
this is left to their definition). 1t contains four children

0 <control Accepted> -- the processing or state needed by the contro
has been accept ed.

0 <control Denied> -- the processing or state needed by the contro
has been denied (a transient failure).

0 <control Di sabl ed> -- the processing or state needed by the contro
cannot be activated (a perrmanent failure).

0 <control Unrecogni zed> -- the control is not recognized (a
per manent failure).

| f <onlyCheckPermissions> is rejected, then the server MJST return
all appropriate result sets (i.e., for every search set in the
request), but all result sets MJST be enpty of results and MJST
contain no errors (a reaction is not part of a result set and is
therefore not a result set error). This control applies to al

search sets or none of them therefore a server MJST issue a
rejection if <onlyCheckPerm ssions> cannot be accepted for all search
sets in a request.
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An exanple of an RIS XM. exchange using these el enents foll ows:

<?xm version="1.0"?>
<request xm ns="urn:ietf:paranms:xm:ns:irisl"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schenma- i nst ance" >

<control >
<onl yCheckPer m ssions />
</control >

<sear chSet >

<| ookupEntity
regi stryType="dregl"
entityCd ass="| ocal "
enti tyNanme="AUP" />

</ sear chSet >
</ request >

<?xm version="1.0"?>
<response xm ns="urn:ietf:params:xm:ns:irisl"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >

<reaction>
<st andar dReacti on>
<control Accepted />
</ st andar dReact i on>
</reaction>

<resul t Set >
<answer >

<sinmpl eEntity
aut hori ty="exanpl e. cont registryType="dregl"
entityC ass="local" entityNanme="AUP" >
<property nane="| egal " | anguage="en">
It isillegal to use information fromthis service
for the purposes of sending unsolicited bulk email
</ property>
</sinpleEntity>

</ answer >
</resul t Set >

DOHDDODDODDLDDDNDDDNLDNLONLONL OOOOOOOOOOOOOOOOOO

</ response>
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4.4. Relay Bags

| RIS enpl oys bags to allow a server to relay information to a
referent server via the client. These bags are generated by the
queri ed server, passed to the client as opaque data, and then passed
to the referent server for processing. The contents of the bags are
not defined by IRI'S, and the client MJST NOT nmake any assunptions
about the contents of a bag when relaying it fromone server to

anot her.

When a server returns a result set to a client, the <response>

el enent may contain a <bags> child elenment. This child el ement
contains one or nore <bag> el enents. Each of these MJST contain an
"id attribute containing the XM. data type ID. Entity references
and search continuations that have to specify a bag to be used when
they are foll owed MJUST have a 'bagRef’ attribute containing the XM
data type IDREF. See Section 4.2. This allows the response to
specify a bag only once but allows each entity reference or search
continuation (in all result sets) to have a distinct bag, as needed.

Wien following an entity reference or search continuation that
specifies the use of a bag, the client MJST include the referenced
bag in the search set as a child of the <searchSet> elenent. See
Section 4.1.

See Section 4.2 for the list of errors a server may return to a
client when a bag is received. A server MJUST NOT ignhore a bag when
it is received. 1In case a bag cannot be recogni zed or accepted, one
of the errors from Section 4.2 MJST be returned.

An exanple of an RIS XM. exchange using these el enents foll ows:

<?xm version="1.0""?>
<request xm ns="urn:ietf:paranms:xm:ns:irisl"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >

<sear chSet >

<bag>
<si npl eBag xm ns="http://exanple.com ">
D99, 0,99, 0.9.9.9.9.9.9.9.0.9.9.0.9.9.0.0.9.0.9.0.0.9.9.0.9.9.0.9.9.0.9.¢0.4
</ si npl eBag>
</ bag>

<| ookupEntity
regi stryType="dregl"
entityCd ass="| ocal "
enti tyNanme="AUP" />

0000000000000 00O0
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</ sear chSet >
</ request >

<?xm version="1.0"?>

<response xm ns="urn:ietf:params:xm:ns:irisl"
xmns:iris="urn:ietf:params:xm :ns:irisl”
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance" >

<resul t Set >
<answer >

<entity authority="exanpl e.con bagRef="x1"
regi stryType="dregl"
entityC ass="local" entityNane="AUP"
iris:referent Type="ANY" >
<di spl ayNane | anguage="en" >
Accept abl e Usage Policy
</ di spl ayNanme>
</entity>

</ answer >
</resul t Set >

<bags>

<bag id="x1">
<si npl eBag xm ns="http://exanple.com ">
AAAAB3Nz aCly c2EAAAABI WAAAI EAOddD+WBAgI OLel 98GLr 77f Z
</ si nmpl eBag>
</ bag>

</ bags>
</ response>

DODLODDDODDDDDDDDLDLDDLDLDNLLOHLLAOHNLLLY OOOO

5. Database Serialization

This section describes a method for serializing IRIS registry
entities. The descriptions contained within this section refer to
XML el enents and attributes and their relation to this serialization
process. These descriptions also contain specifications outside the
scope of the formal XML syntax. This section will use terns defined
by RFC 2119 [8] to describe these. Wiile reading this section,

pl ease reference Section 6 for needed details on the formal XM

synt ax.
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A database of IRIS entities can be serialized to file storage with
XM. [2] by using the IRIS defined <serialization> elenment. This
el enent contains <result> el enent derivatives and
<serializedReferral > el ements

Derivatives of the <result> elenment are entities. Servers |oading
these entities MJST place the entity in the entity classes specified
by the elenents 'registryType', 'entitydass’, and 'entityNange’
attributes and in any entity classes the entities nmay apply according
to explicitly defined children of that elenent. For instance, if a
registry type has two entity classes "foo" and "bar" and a <result>
derivative has the attributes entityd ass="foo" and entityNanme="one"
and a child el ement <bar>two</bar>, the server is to enter that
entity into the entity class "foo" as the nanme "one" and into the
entity class "bar" as the nanme "two".

Servers loading entities as serialized derivatives of the <result>
el ement MAY translate the authority attribute. Servers will likely
have to do this if the authority for the entity has changed.

<serializedReferral > elements allow the serialization of explicit
entity references and search continuations. This elenent has a child
<source> el ement containing the "authority’, 'resolution” (optional),
"registryType', 'entityClass’, and 'entityNane’' attributes. The
attributes of this elenent are used to signify the entity that can be
referenced to yield this referral

As nentioned above, there nay be tinmes when a server needs to
translate the authority attribute of a | oaded entity.

| npl ement ati ons nust al so beware of this need for referrals. During
deserialization, servers MJIST change the authority attribute of a
referral (either <entity> or elenments derived from<entity> or
<source> child of <serializedReferral>) to contain a valid authority
of the server if the serialized attribute is enpty. During
serialization, servers and their related processes MJST | eave the
authority attribute enpty for referrals in which the referent is an
entity for which the server answers queri es.

The following is an exanple of serialized IR S:
<iris:serialization
xmns:iris="urn:ietf:params: xm:ns:irisl"

xm ns="urn:ietf:paranms: xm :ns:irisl"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance" >
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<serviceldentification
aut hority="iana.org" registryType="dregl"
entityC ass="iris"
entityNanme="id" >
<aut horities>
<authority> iana.org </authority>
</authorities>
<oper at or Nane>
I nternet Assigned Nunmbers Authority
</ oper at or Nane>
<eMai | >
dbart on@ ana. org
</ eMil >
<seeAl so
iris:referent Type="iris:sinpleEntity"
aut hority="iana.org" registryType="dregl"
entityCd ass="| ocal "
entityNanme="notice">
<di spl ayNane | anguage="en">
Legal Notice
</ di spl ayName>
</ seeAl so>
</ serviceldentification>

<serializedReferral >
<source
aut hori ty="exanpl e. cont' registryType="dregl"
entityCd ass="iris"
entityName="id"/>
<entity
iris:referent Type="iris:serviceldentification"
aut hority="iana.org" registryType="dregl"
entityC ass="iris" entityNanme="id"/>
</serializedReferral >

<si nmpl eEntity
aut hority="iana.org" registryType="dregl"
entityd ass="1local "
entityNanme="notice" >
<property nane="|egal " | anguage="en">
Pl ease use the net w sely!
</ property>
</sinpleEntity>

</iris:serialization>

Newt on & Sanz St andards Track [ Page 21]



RFC 3981 | RI S- Core January 2005

6. Formal XM. Syntax

IRIS is specified in XM. Schema notation. The formal syntax
presented here is a conplete schema representation of RIS suitable
for automated validation of RIS XM instances.

<?xm version="1.0"7?>

<schema xm ns="http://ww. w3. or g/ 2001/ XM_Scherma"
xmns:iris="urn:ietf:paranms: xm:ns:irisl"
t arget Namespace="urn:ietf: parans: xm:ns:irisl"
el enment For nDef aul t ="qual i fied" >

<annot ati on>
<docunent ati on>
Internet Registry Information Service (IRI'S) Scherma vl
</ docunent at i on>
</ annot ati on>

<| - - sy ——(————r————— S }
<I-- -->
<!-- The Transactions -->
<I-- -->
<| - - sy ——(————r————— S }

<el enent name="request" >
<conpl exType>
<sequence>
<el enent
nanme="control "
type="iris:control Type"
m nCccur s="0"
maxQOccurs="1" />
<el enent
nane="sear chSet "
type="iris:searchSet Type"
m nCccur s="1"
maxQOccur s="unbounded" />
</ sequence>
</ conpl exType>
</ el enent >

<el enent name="r esponse" >
<conpl exType>
<sequence>
<el enent
nanme="reaction"
type="iris:reactionType"
m nCccur s="0"
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maxQOccurs="1" />
<el enent
nanme="resul t Set "
type="iris:result Set Type"
m nCccur s="1"
maxQOccur s="unbounded" />
<el enent
nane="bags"
type="iris: bagsType"
m nCccur s="0"
maxQOccurs="1" />
</ sequence>
</ conpl exType>
</ el enent >

<conpl exType
nane="sear chSet Type" >
<sequence>
<el enent
nane="bag"
type="iris: bagType"
m nCccur s="0"
maxCQccurs="1" />
<choi ce>
<el enent
nanme="1| ookupEntity"

type="iris:| ookupEntityType" />

<el enent
ref="iris:query" />

</ choi ce>

</ sequence>

</ conpl exType>

<conpl exType
nane="resul t Set Type" >
<sequence>
<el enent
name="answer"
m nCccurs="1"
maxQccurs="1">
<conpl exType>
<sequence>
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<el enent

ref="iris:result"”

m nCccur s="0"

maxQOccur s="unbounded" />
<el enent

ref="iris:entity"

m nCccur s="0"

maxQOccur s="unbounded" />
<el enent

ref="iris:searchConti nuati on"

m nCccur s="0"
maxQOccur s="unbounded" />
</ sequence>
</ conpl exType>
</ el enent >
<el enent
nane="addi ti onal "
m nCccur s="0"
maxQccurs="1">
<conpl exType>
<sequence>
<el enent
ref="iris:result"
m nCccurs="1"
maxQOccur s="unbounded" />
</ sequence>
</ conpl exType>
</ el enent >
<choi ce
m nCccur s="0"
maxQccurs="1" >
<el enent
nanme="i nsuffi ci ent Resour ces"
type="iris:codeType" />
<el enent
nane="i nval i dNanme"
type="iris:codeType" />
<el enent
nanme="i nval i dSear ch"
type="iris:codeType" />
<el enent
nane="quer yNot Support ed"
type="iris:codeType" />

<el enent
name="1im t Exceeded"
type="iris:codeType" />
<el enent

nanme="nameNot Found"
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type="iris:codeType" />
<el enent
nane="per m ssi onDeni ed"
type="iris:codeType" />
<el enent
nane="bagUnr ecogni zed"
type="iris:codeType" />
<el enent
nane="bagUnaccept abl e"
type="iris:codeType" />
<el enent
nanme="bagRef used"
type="iris:codeType" />
<el enent
ref="iris:genericCode"/>
</ choi ce>
</ sequence>
</ conpl exType>

<| - s s e e —————————————————————— >
<I-- -->
<l-- Controls and Reactions -->
<l-- -->
<| - s s e e —————————————————————— >

<conpl exType
name="cont r ol Type">
<sequence>
<any
namespace=" ##any"
pr ocessCont ent s="ski p"
m nCccur s="1"
maxQOccurs="1" />
</ sequence>
</ conpl exType>

<conpl exType
name="reacti onType" >
<sequence>
<any
nanmespace=" ##any"
pr ocessCont ent s="ski p"
m nCccur s="1"
maxCOccurs="1" />
</ sequence>
</ conpl exType>
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<I--

<l-- Queries and Lookups
<l--

<conpl exType
nanme="queryType" />

<el enent
nanme="query"
type="iris: queryType"
abstract="true" />

<conpl exType
nane="| ookupEntityType" >
<attribute
nanme="regi stryType"
type="anyURl "
use="required" />
<attribute
nane="entityC ass"
type="t oken"
use="required" />
<attribute
nane="entityNane"
type="t oken"
use="required" />
</ conpl exType>

<I--

<l-- Results
<I--

<conpl exType
nane="resul t Type" >
<attribute
nane="aut hority"
use="required"
type="t oken" />
<attribute
nanme="resol ution"
type="t oken" />
<attribute
nanme="regi stryType"
use="required"
type="anyURl " />
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<attribute
nane="entityC ass"
use="required"
type="t oken" />

<attribute
nane="entityNane"
use="required"
type="t oken" />

<attribute
nane="t enpor ar yRef er ence"
defaul t="fal se"
t ype="bool ean" />

</ conpl exType>

<el enent
nanme="resul t"
type="iris:resultType"
abstract="true" />

<I--

<l-- Errors
<I--

<conpl exType
nane="codeType" >
<sequence
m nCccur s="0"
maxCccur s="unbounded" >
<el enent
nane="expl anati on" >
<conpl exType>
<si npl eCont ent >
<ext ensi on
base="string">
<attribute
use="required"
nanme="| anguage"
type="1anguage" />
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
</ sequence>
</ conpl exType>
<el enent
nane="generi cCode"
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type="iris:codeType"
abstract="true" />

<!-- Entity References and
<l-- Search Continuations

<conpl exType
nane="entityType" >
<sequence>
<el enent
nane="di spl ayNane"
m nCccur s="0"
maxCccur s="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on
base="string">
<attribute
nanme="| anguage"
use="required"
type="1 anguage" />
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
</ sequence>
<attribute
nane="aut hority"
use="required"
type="t oken" />
<attribute
nanme="resol ution"
type="t oken" />
<attribute
nanme="regi stryType"
use="required"
type="anyURl " />
<attribute
nane="entityC ass"
use="required"
type="t oken" />
<attribute
nane="entityNane"
use="required"
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type="t oken" />
<attribute
nanme="r ef er ent Type"
use="required"
form"qualified"
type="iris:referent TypeType" />
<attribute
nanme="t enpor ar yRef erence"
defaul t="fal se"
t ype="bool ean" />
<attribute
nane="bagRef "
type="1|DREF" />
</ conpl exType>

<el ement
nane="entity"
type="iris:entityType" />

<si npl eType
nane="r ef erent TypeType" >
<uni on

menber Types="QNane iris:anylLiteral Type" />

</ si npl eType>

<si npl eType
nane="anylLiteral Type">
<restriction
base="string">
<enuneration
val ue="ANY" />
</restriction>
</ si npl eType>

<conpl exType

nanme="sear chConti nuati onType" >
<sequence>

<element ref="iris:query" />
</ sequence>
<attribute

nane="bagRef "

type="1|DREF" />
<attribute

name="aut hority"

type="t oken"

use="required" />
<attribute

nanme="resol uti on"
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type="t oken" />
</ conpl exType>

<el enent
nane="sear chConti nuati on"
type="iris:searchContinuati onType" />

<!-- sy ——(————r————— S }
<I-- -->
<l -- Bags -->
<I-- -->
<!-- sy ——(————r————— S }

<conpl exType
nane="bagsType" >
<sequence>
<el enent
nane="bag"
m nCccurs="1"
maxCccur s="unbounded" >
<conpl exType>
<conpl exCont ent >
<ext ensi on
base="iris: bagType" >
<attribute
use="required"
nane="id"
type="ID" />
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
</ el ement >
</ sequence>
</ conpl exType>

<conpl exType
nanme="bagType" >
<sequence>
<any
nanmespace=" ##any"
pr ocessCont ent s="ski p"
m nCccur s="1"
maxCOccurs="1" />
</ sequence>
</ conpl exType>

<!-- s s e ey p— -->
<I-- -->
<l-- Derived Results for use with all -->
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<I-- registry types.
<l--

<el enent
nane="seeAl so"
type="iris:entityType" />

<I--

<l-- Service ldentification
<I--

<conpl exType
nane="serviceldentificati onType">
<conpl exCont ent >
<ext ensi on
base="iris:resultType">
<sequence>
<el enent
nane="aut horities"
m nCccurs="1"
maxQccurs="1">
<conpl exType>
<sequence>
<el enent
nane="aut hority"
type="t oken"
m nCccurs="1"

maxCQccur s=" unbounded"

</ sequence>
</ conpl exType>
</ el enent >
<el enent
nanme="oper at or Nane"
type="string"
m nCccur s="0"
maxQOccurs="1" />
<el enent
nane="eMi | "
type="string"
m nCccur s="0"
maxQOccur s="unbounded" />
<el enent
nane="phone"
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type="string"
m nCccur s="0"
maxQOccur s="unbounded" />
<el enent

ref="iris:seeAl so"
m nCccur s="0"
maxQOccur s="unbounded" />

</ sequence>

</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<el enent
nane="servi cel dentification"
type="iris:serviceldentificationType"
substituti onGoup="iris:result" />

<I-- -->
<I-- Limts -->
<l-- -->

<conpl exType
nanme="IlinitsType">
<conpl exCont ent >
<ext ensi on
base="iris:resultType">
<sequence>
<el enent
name="t ot al Queri es"
m nCccur s="0"
maxQccurs="1" >
<conpl exType>
<group
ref="iris:tinmeLimtsG oup"
m nCccurs="1"
maxQOccurs="4" [>
</ conpl exType>
</ el enent >
<el enent
nanme="t ot al Resul t s"
m nCccur s="0"
maxQccurs="1" >
<conpl exType>
<group
ref="iris:tinmeLimtsG oup"
m nCccur s="1"
maxQOccurs="4" [>
</ conpl exType>
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</ el enent >
<el enent
nanme="t ot al Sessi ons"
m nCccur s="0"
maxCQccurs="1" >
<conpl exType>
<group
ref="iris:tinmeLimtsG oup"
m nCccur s="1"
maxQOccurs="4" [>
</ conpl exType>
</ el enent >
<el enent
nanme="ot her Restricti ons"
m nCccur s="0"
maxQccurs="1">
<conpl exType>
<sequence>
<el enent
nane="descri ption"
m nCccur s="0"
maxQOccur s="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on
base="string">
<attribute
nanme="| anguage"
t ype="1 anguage"
use="required" />
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el enent >
</ sequence>
</ conpl exType>
</ el enent >
<el enent
ref="iris:seeAl so"
m nCccur s="0"
maxQOccur s="unbounded" />
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>
<el enent
name="limts"
type="iris:limtsType"
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substituti onGoup="iris:result" />

<gr oup
name="ti nmeLi m t sG oup" >
<choi ce>
<el enent
nane="per Second"
type="nonNegati vel nteger" />
<el enent
nane="per M nut e"
type="nonNegati vel nteger" />
<el enent
nanme="per Hour"
type="nonNegati vel nteger" />
<el enent
nanme=" per Day"
type="nonNegati vel nteger" />
</ choi ce>
</ gr oup>

<I--

<I-- Sinple Entity
<l--

<conpl exType
nane="si npl eEnti tyType" >
<conpl exCont ent >
<ext ensi on
base="iris:resultType">
<sequence>
<el enent
nane="property"
m nCccurs="1"
maxCccur s="unbounded" >
<conpl exType>
<si npl eCont ent >
<ext ensi on
base="string">
<attribute
nanme="nane"
type="string"
use="required" />
<attribute
nanme="I| anguage"
t ype="1 anguage"
use="required" />
<attribute
nane="uri"
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type="anyURl " />
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
</ el ement >
</ sequence>
</ ext ensi on>
</ conpl exCont ent >
</ conpl exType>

<el ement
nanme="si npl eEntity"
type="iris:sinpleEntityType"
substitutionGoup="iris:result" />

<| - s s e e —————————————————————— >
<l -- --2>
<l-- Derived Controls and Reactions -->
<I-- -->
<| - s s e e —————————————————————— >
<l-- -->
<l-- Only Check Pernmni ssions -->
<l-- -->
<el enent

nane="onl yCheckPer m ssi ons" >
<conpl exType />
</ el enent >

<I-- -->
<l-- Standard Reaction -->
<I-- -->
<el enent

nanme="st andar dReacti on" >
<conpl exType>
<choi ce>
<el enent
nane="control Accept ed" >
<conpl exType/ >
</ el enent >
<el enent
nanme="cont r ol Deni ed" >
<conpl exType/ >
</ el enent >
<el enent
nanme="cont r ol D sabl ed" >
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<conpl exType/ >
</ el enent >
<el enent
name="cont r ol Unr ecogni zed" >
<conpl exType/ >
</ el enent >
</ choi ce>
</ conpl exType>
</ el enent >

<I--

<l-- Serialization
<I--

<conpl exType
nanme="seri al i zedRef erral Type" >
<sequence>
<el enent name="source" >
<conpl exType>

<attribute
nane="aut hority"
use="required"
type="t oken" />

<attribute
nanme="resol ution"
type="t oken" />

<attribute
nanme="regi stryType"
type="anyURl "
use="required" />

<attribute
nane="entityC ass"
type="t oken"
use="required" />

<attribute
nane="entityNane"
type="t oken"
use="required" />

</ conpl exType>
</ el ement >

<choi ce>
<el enent
ref="iris:searchContinuation"
<el enent
ref="iris:entity" />
</ choi ce>
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</ sequence>
</ conpl exType>

<el enent
nane="serialization">
<conpl exType>
<choi ce
m nCccurs="1"
maxQOccur s="unbounded" >
<el enent
ref="iris:result" />
<el enent
nane="seriali zedReferral "

January 2005

type="iris:serializedReferral Type" />

</ choi ce>
</ conpl exType>
</ el enent >
</ schenma>
Fi gure 8
7. The RIS UR

The RIS URI
fields and | ook simlar to users.

has a very rigid structure. Al

IRIS URIs have the sanme

But the IRIS URIs are flexible because they allow different methods
to be enployed to find servers and allow the use of nultiple
transports (with BEEP being the default).

7. 1. URI Definition

An IRI'S UR

[6] has the follow ng genera

synt ax.

iris:<registry>/<resolution>/<authority>/<class>/ <nane>

The full
2396 [6] and RFC 2732 [ 15].

ABNF [11] follows, with certain values included from RFC

registry-urn "/"

"/" authority

[ "/" entity-class "/" entity-nane ]

iris-uri = scheme ":"

[ resolution-method ]
schene "iris"
aut hority

registry-urn
resol uti on-met hod
entity-cl ass

Newt on & Sanz
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7.

7.

7.

2.

3.

entity-nane
unreserved
escaped

*(unreserved | escaped)
/'l as specified by RFC2396
/'l as specified by RFC2396

An RIS URI MUST NOT be a relative URI. The resolution nethod,
entity class, and entity name MJST be of the UTF-8 [12] character set
encoded with "application/x-ww-formurlencoded", as specified by
URL_ENC [ 14].

When the entity-class and entity-nane conponents are not specifi ed,
the defaults "iris" and "id" MJST be inplied. For exanple,
"iris:dregl//com' is interpreted as "iris:dregl//comiris/id".

When the resolution-nethod is not specified, the default is the
direct resolution nethod described in Section 7.3.2.

Transport Specific Schenes

The "iris" schene nane is not application transport specific. The
URI resol ution process MAY deternine the application transport. An
exanmpl e of such a process is direct resolution (Section 7.3.2), which
uses the steps outlined in Section 7.3.3 to determ ne the application
transport.

A mappi ng between an application transport and I RIS MAY define a
schenme nanme signifying its use with the semantics of the IRIS URI.

The rules for determ ning which application transport to use are as
foll ows:

o If an application transport specific scheme name is present, the
application transport it signifies SHOULD be used if possible.

o If aclient has a preferred transport and the resol ution process
allows for its use, the client MAY use that application transport.

0 Oherwi se, the default application transport specified by IR S-
BEEP [ 1] MJST be used.

URI Resol ution
1. Registry Dependent Resol ution
Interpretation and resolution of the authority conmponent of an IRI'S
URI nmay be altered with the specification of a resolution-nethod in

the URI. If no resolution-nethod conponent is specified in the URI,
the default is the direct resolution nmethod (see Section 7.3.2).
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Alternate resolution nethods MAY be specified by registry types. The
identifiers for these nethods MJUST conformto the ABNF in Section
7. 1.

7.3.2. Direct Resolution

In the direct resolution process, the authority conponent of an IRI'S
URI may only contain a dormain nane, a domain name acconpani ed by a
port nunber, an |IP address, or an | P address acconpani ed by a port
nunber. The authority conponent of the schene indicates the server

or set of servers authoritatively responsible for a donain according
to records in DNS (Section 7.3.3) if a donmain is specified. If an IP
address is specified, it indicates the specific server to be queri ed.

The rules for resolution are as foll ows:

o If the authority conponent is a donain name acconpani ed by a port
nunber as specified by RFC 2396, the domain nane is converted to
an | P address via an A or AAAA record to the DNS.

o If the authority conponent is a donmain nanme by itself, the
service/transport location (Section 7.3.3) process is used. |If
this process produces no results, then the DNS is queried for the
A or AAAA RRs corresponding to the domai n nanme, and the port
number used is the well-known port of the transport used according
to Section 7. 2.

o If the authority conponent is an |IP address, then the DNS is not
queried, and the IP address is used directly. |If the port nunber
is present, it is used directly; otherwi se, the port nunber used
is the well-known port of the transport used according to Section
7.2.

The use of an IPv6 address in the authority conmponent MJST conformto
RFC 2732 [15].

7.3.3. Transport and Service Location

The direct resolution nethod (Section 7.3.2) uses the profiled use of
the NAPTR and SRV resource records defined in S-NAPTR [10] to
determ ne both the location of a set of servers for a given service
and the set of possible transports that may be used. It is
RECOVMENDED t hat any resol uti on net hod not meking explicit use of the
di rect resolution process should use S-NAPTR [10] in whatever process
it does define.
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S-NAPTR [10] requires an application service |label. The direct
resolution nmethod (Section 7.3.2) uses the abbreviated form of the
registry URN as the application service |abel. Oher resolution
met hods MAY specify other application service |abels.

See Appendix A for sanple uses of S-NAPTR

7.4.

IRIS URI Exanpl es

Here are sone exanples of IRIS URIs and their neaning:

(0]

|r|s dregl// exanpl e. conidonaln/exanple com

Finds a server authoritative for "exanple.com according to the
rules of direct resolution (Section 7.3.2).

The server is asked for "exanple.cont in the "domai n" index, or
entity class, of the "dregl" registry.

i s:dregl//exanpl e.com

Finds a server authoritative for "exanple.com according to the
rules of direct resolution (Section 7.3.2).

The server is asked for "id" in the "iris" index, or entity
class, of the "dregl" registry.

s: dregl// coni donai n/ exanpl e. com

Finds a server authoritative for "conl according to the rules
of direct-resolution (Section 7.3.2).

The server is asked for "exanple.cont in the "domai n" index, or
entity class, of the "dregl" registry.

i s:dregl//192.0. 2. 1: 44/ dorai n/ exanpl e. com

Following the rules of direct-resolution (Section 7.3.2), the
server at |P address 192.0.2.1 on port 44 is queried by using
BEEP.

The server is asked for "exanple.cont in the "domai n" index, or
entity class, of the "dregl" registry.

is.lwz:dregl//192.0. 2. 1: 44/ domai n/ exanpl e. com

Following the rules of direct-resolution (Section 7.3.2), the
server at I P address 192.0.2.1 on port 44 is queried by using a
i ghtwei ght application transport.

The server is asked for "exanple.cont in the "domai n" index, or
entity class, of the "dregl" registry.
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0
0
0

8.

8. 1.

Speci fications of

|r|s beep: dregl// com domai n/ exanpl e. com
Finds a server authoritative for "coni according to the rules
of direct-resolution (Section 7.3.2).
Uses the BEEP application transport.
The server is asked for "exanple.cont in the "domain" index,
entity class, of the "dregl" registry.

iris:dregl/ bottom exanpl e. conf donmai n/ exanpl e. com

* Finds a server authoritative for "exanple.com according to the
rules of the resolution nmethod 'bottom as defined by the
registry type urn:ietf:parans: xm:ns:dregl

* The application transport used is determ ned by the ’bottom
resol uti on net hod.

* The server is asked for "exanple.com in the "domain" index,
entity class, of the "dregl" registry.

iris.beep:dregl/botton exanpl e. conm’ domai n/ exanpl e. com

* Finds a server authoritative for "exanple.com according to the
rules of the resolution nmethod 'bottom as defined by the
registry type urn:ietf:parans: xm:ns:dregl
Uses the BEEP application transport.
The server is asked for "exanple.cont in the "domai n" index,
entity class, of the "dregl" registry.

Checklists
Regi stry Definition Checkli st

registry types MJST include the follow ng explicit

definitions:

(0]

(0]

Formal XML syntax deriving fromthe RIS XM..
An identifying registry URN
Any registry specific resolution nethods.

A registration of the abbreviated registry URN as an application

service | abel for conpliance with S NAPTR [10]. Note that this is

a different 1ANA registry than the registry type URN | ANA
registry.

Alist of well-known entity classes.

A statenent regarding the case sensitivity of the names in each
entity cl ass.
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8.2. Transport Mapping Checkli st

Speci fications of transport mappi ngs MJST include the follow ng
explicit definitions:

0 A URI schenme nane specific to the transport.

0 An application protocol |abel for conpliance with S NAPTR [ 10].
See Section 7.3.3. Note that although this is a different |ANA
registry than the URI schene nane | ANA registry, it is RECOMVENDED
that they be the sane string of characters.

o The set of allowable character set encodings for the exchange of
XML (see Section 9).

0 The set of security mechanisns.
9. Internationalization Considerations

IRIS is represented in XM.. XM. processors are obliged to recognize
both UTF-8 and UTF-16 [12] encodings. XM provides for mechanisns to
identify and use other character encodi ngs by neans of the "encodi ng"
attribute in the <xm > declaration. Absence of this attribute or a
byte order mark (BOV) indicates a default of UTF-8 [13] encoding.
Thus, for conpatibility reasons and per RFC 2277 [16], use of UTF-8
[13] is RECOWENDED with IRI'S.

The conplete list of character set encoding identifiers is naintained
by I'ANA at [21].

The application-transport |ayer MJST define a common set of character
set encodings to be understood by both client and server.

Local i zation of internationalized strings may require additional
information fromthe client. Entity definitions SHOULD use the
"l anguage" type defined by XML_SD [4] to aid clients in the

| ocal i zation process. See Section 4.3.7.3 for an exanple.
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10.

11.

12.

12.

| ANA Consi der ati ons

Thi s docunent uses a proposed XM. nanespace and schema registry
specified in XM._URN [9]. Accordingly, the follow ng registration
information is provided for the | ANA

0 URN URI:
* urn:ietf:paranms:xm:ns:irisl
o Contact:

*  Andrew Newt on <andy@xr. us>
*  Marcos Sanz <sanz@leni c. de>
o XM.:
*  The XML Schema specified in Section 6

Security Considerations

The RIS XM. | ayer provides no authentication or privacy facilities
of its own. It relies on the application-transport |ayer for all of
these abilities. Application-transports should explicitly define
their security nmechani snms (see Section 8.2).

Referral IRIS registry results may contain entity | ookups and search
continuations that result in a client query operation against another
registry service. Cients SHOULD NOT use authentication credentials
and mechani sns subject to replay attacks to conduct subsequent entity
| ookups and search continuati ons.
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Appendi x A.  S-NAPTR and I RIS Uses
A 1. Exanple of SSNAPTR with IR'S

This section shows an exanple of S-NAPTR [10] use by IRIS. In this
exanple, there are two registry types: REGA and REGB. There are al so
two IRIS application transports: iris-a and iris-b. Gven this, the
use of S-NAPTR offers the foll ow ng:

1. A nmeans by which an operator can split the set of servers running
REGA fromthe set of servers running REGB. This is to say, the
operator is able to split out the set of servers serving up data
for REGA fromthe set of servers serving up data for REGB

2. A neans by which an operator can distinguish the set of servers
running iris-a fromthe set of servers running iris-b. This is to
say, the operator is able to split out the set of servers running
protocol iris-a serving REGA and REGB data fromthe set of servers
runni ng protocol iris-b serving REGA and REGB dat a.

3. A neans by which an operator can specify which set of the servers
to operate and which set of the above servers to delegate to
anot her operator.

To inmplenment the first feature, the operator deploys the following in
his or her DNS zone:

exanpl e. com

- order pref flags service re repl acenent
I N NAPTR 100 10 " "REGA'iris-a:iris-b" "" rega.exanple.com
I N NAPTR 100 10 " "REGB:iris-a:iris-b" "" regb. exanple.com

To inplenment the second feature, the operator then adds the foll ow ng
in their DNS zone:

rega. exanpl e. com

- order pref flags service re replacenent

N NAPTR 100 10 "s" "REGA'iris-a" "" _iris-a._udp.exanple.com
regb. exanpl e. com

I N NAPTR 100 10 "s" "REGA'iris-b" "" _iris-b._tcp.exanple.com

pref weight port target
RV 10 0 34 bi g- a. exanpl e. com
RV 20 0 34 smal | - a. exanpl e. com
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_iris-b._tcp.exanpl e.com

- pref weight port target

I N SRV 10 0 34 bi g- b. exanpl e. com

I N SRV 20 0 34 smal | - b. exanpl e. com

Finally, an operator nay decide to operate the REGA services while
del egating the REGB services to sonebody else. Here is howthat is
done:

exanpl e. com

- order pref flags service re repl acenent
I N NAPTR 100 10 " "REGA'iris-a:iris-b" "" rega.exanpl e.com
I N NAPTR 100 10 " "REGB:iris-a:iris-b" "" sonmebodyel se. com

O the operator nay decide to operate REGB services under the iris-a
protocol /transport while del egating the REGB services under the
iris-b protocol/transport to sonebody el se.

exanpl e. com

- order pref flags service re repl acenent

I N NAPTR 100 10 " "REGB:iris-a:iris-b" "" regh. exanpl e.com

I N NAPTR 100 10 "s" "REGB:iris-a" "" _iris-a._udp.exanple.com

I N NAPTR 100 10 "s" "REGB:iris-b" "" _iris-b._tcp.sonmebodyel se. com

_iris-a._udp. exanpl e. com

- pref weight port target

I N SRV 10 0 34 bi g- a. exanpl e. com

I N SRV 20 0 34 smal | - a. exanpl e. com

Note that while this last exanple is possible, it is probably not

advi sabl e because of the operational issues involved in synchronizing
the data between exanpl e.com and sonebodyel se.com It is provided
here as an exanple of what is possible.

A. 2. Using S-NAPTR for Cohabitation
G ven the exanples in Appendix A. 1, the use of S NAPTR coul d be part
of a transition strategy for cohabitation of protocols solving the
probl ens of CRISP [17].
For example, the type of data for donain information could be given
the application service |abel of "DREGL". Gven this, the service
field of an S-NAPTR conpliant NAPTR record could read

"DREGL: whoi s:iris-beep"
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This service field conveys that domain data, as defined by CRISP, is
avail able via both the iris-beep protocol and the whois protocol.
The whoi s application protocol |abel refers to RFC 954 [19].

Appendi x B. | RI'S Design Phil osophy

Beyond the concrete argunments that could be placed behind a

t hought ful analysis of the bits flying across the ether, there are
ot her abstract reasons for the devel opnment of IRIS. This section
attenpts an expl anation

B.1. The Basic Prem se

| RIS has been designed as a directory service for public-facing
registries of Internet resources. The basic premise is this:

o0 Aclient should be able to |l ook up any single piece of data from
any type of registry. This |ookup should involve a straight-
forward and consistent definition for finding the registry and
should entail a hit to a single data index in the registry.

0o Anything nore, such as searches up and down the DNS tree to find
the registry or searches across nultiple indexes in a registry,
requires a client with special know edge of the data rel ati onshi ps
contained within a registry.

Therefore, RIS does the follow ng:

o It specifies the basic schema | anguage used by all registries to
specify their schenss.

o It provides the basic framework for a registry to nake a
reference to an entity in another type of registry.

And, therefore, IRI'S does not do the follow ng:

o It does not specify a commopn query | anguage across all types of
registries. A conmon query | anguage inposed across multiple types
of registries usually results in the disabling of certain
functions by a server operator in order to neet acceptable |evels
of performance, |eaving a commobn query | anguage that does not
conmonl y wor K.

o It does not inpose any relationship between sets of data in any

type of registry, such as specifying a tree. There are many types
of Internet resources, and they do not all share the same style of
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B. 2.

B. 3.

relationship with their contained sets of data. Wen it is not a
natural fit, an inposition of a comon relationship is often a
concern and not a benefit.

The Lure of a Universal dient

The design prenmise of IRIS signhifies that, for directory services,
there is no such thing as a universal client (or that if there is
one, it is comonly called the "web browser").

For IRIS, the closest thing to a universal client is one that nay

"l ook up" data and may be able to display the data in a rudinentary
fashion. For a client to be able to "search" data or display it in a
truly user-friendly manner, it mnmust have specific know edge about the
type of data it is retrieving.

Attenpts to outfit a universal client with a conmon query | anguage
are al so not very useful. A conmon query | anguage nmay be applied to
a specific problemdomain, which would require a user to have
expertise in both the common query | anguage and t he probl em domai n.
In the end, the outcone is usually the devel opnent of a client
specific to the problem domain but saddled with translation of the
user’s desires and the | owest-comon-denomn nator aspect of the query
| anguage.

Server Consi derations

As nentioned above, IRIS was designed for the directory service needs
of public-facing registries. In this light, certain aspects of nore
generalized directory services are a hindrance in an environnment that
does not have the sane control and safety considerations as a managed
net wor k.

For instance, a commpn query | anguage can provide great flexibility
to both the power user and the abusive user. An abusive user could
easily submit a query across nultiple indexes with partial val ues.
Such a query would have no utility other than to cause denial of
service to other users. To conbat this, a service operator nust
restrict the types of queries that cause harmto overall perfornance,
and this act obsoletes the benefit of a commobn query | anguage.

Anot her consideration for server perfornance is the lack of a
required data relationship. Because sets of data often have
differing relationships, a one-size-fits-all approach does not fit
well with all types of registries. In addition, public-facing
services tend to have service level requirenments that cannot
reasonably be net by transform ng conplete data stores froma native
format into a format enforcing an artificial set of relationships.
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To conbat these issues, operators of public-facing services tend to
create their own custom query parsers and back-end data stores. But
doing so brings into question the use of a generalized directory
servi ce.

Finally, RIS is built upon a set of standard technol ogical |ayers.
This allows service operators to switch conponents to neet the needs
of their particular environnent.

B.4. Lookups, Searches, and Entity C asses

| RIS supports both | ookups and searches. Conceptually, the
di fference between the two is as foll ows:

A "l ookup" is a single query with a discrete value on a single
i ndex.

Anyt hi ng nore, such as partial value queries, queries across
nmul tiple indexes, or nultiple queries to a single index is a
"search".

Lookups are acconplished through the defined query <l ookupEntity>.
This query specifies a discrete name, called the entity nanme, to be
queried in a single index, called the entity class. Therefore,

i npl ementati ons may consider a type of registry to be conposed of
mul tipl e i ndexes, one for each defined entity cl ass.

There are no standard searches in IRIS. Each type of registry
defines its own set of searches.

B.5. Entities References, Search Continuations, and Scope

Due to its effect on client behavior and the side effects such
behavi or may have on servers, IRIS makes a clear distinction between
entity references (<entity>) and search continuations
(<searchContinuation>). It is not an add-on, but a fundanental core
of the protocol.

The distinction is very inportant to a client:

"Co | ook over there and you will find what you seek." "Go | ook
over there and you may find what you seek, or you may find sone
ot her stuff, or you may find nothing."

Finally, because IRI'S makes no assunpti ons about and places no
requirements on the relationship of data in a registry, this also
extends to data of the same registry type spread across nultiple
authority areas. This nmeans that IRI'S nakes no requirenments as to
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the scope of entity references or search continuations. The scope is
determ ned by what the registry type needs and by what the registry
type allows a service operator.
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rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.

Acknow edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Newt on & Sanz St andards Track [ Page 52]






