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Abstract
RFC 3261 currently specifies 3DES as the nmandatory-to-inpl ement
ci phersuite for inplenmentations of SSMME in the Session Initiation
Protocol (SIP). This docunent updates the normative gui dance of RFC
3261 to require the Advanced Encryption Standard (AES) for S/'M ME.
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1.

| nt roducti on

The Session Initiation Protocol (SIP) specification (RFC 3261 [1])
currently details optional support (a normative MAY) for the use of
secure MME, or SSMME (RFC 2633 [8]). Since RFC 3261 was publi shed,
the S/M ME specification and the underlying Cryptographic Message
Syntax (CM5, RFC 3369 [3]) have undergone sone revision. Ongoing
work has identified AES as a algorithmthat m ght be used for content
encryption in S/ M ME.

The Advanced Encryption Standard (AES [6]) is widely believed to be
faster than Triple-DES (3DES, which has previously been mandated for
usage with SSMME) and to be conparably secure. AES is also believed
to have conparatively | ow nenory requirements, which makes it
suitable for use in nobile or enbedded devices, an inportant use-case
for SIP.

As an additional consideration, the SIP specification has a
reconmendati on (normative SHOULD) for support of Transport Layer
Security (TLS, RFC 2246 [7]). TLS support in SIP requires the usage
of AES. That neans that currently, inplenentations that support both
TLS and S/M ME nust support both 3DES and AES. A sinilar duplication
of effort exists with DSSin SSMME as a digital signature algorithm
(the mandatory TLS ci phersuite used by SIP requires RSA). Unifying
the ci phersuite and signature al gorithmrequirenents for TLS and

SIM M would sinmplify security inplenentations.

It is therefore desirable to bring the S/M ME requirenent for SIP
into parity with ongoing work on the S/M Mt standard, as well as to
unify the algorithmrequirenments for TLS and SSMME. To date, S/M M
has not yet seen w despread deploynent in SIP user agents, and
therefore the mini mum ci phersuite for SSM M coul d be updated wi thout
obsol eting any substantial deploynents of SIMMe: for SIP (in fact,
these changes will probably nake support for S/IMME easier). This
docunent therefore updates the normative requirenents for SSMME in
RFC 3261.

Note that work on these revisions in the SSM M working group is
still in progress. This docunment will continue to track that work as
it evolves. By initiating this process in the SIP W5 now, we provide
an early opportunity for input into the proposed changes and give

i npl erenters some warning that the SSMME requirenments for SIP are
potential Iy changi ng.
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2.

Ter ni nol ogy

In this docunment, the key words "MJST", "MJST NOT", "REQU RED',
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOMVENDED', " NOT
RECOVMENDED', "MAY", and "OPTI ONAL" are to be interpreted as
described in BCP 14, RFC 2119 [2] and indicate requirenent |evels for
conpliant SIP inplenmentations.

S/'M ME Ci phersuite Requirenents for SIP

The followi ng updates the text of RFC 3261 Section 23.3, specifically
the fifth bullet point. The text currently reads:

o S/MME inplenmentations MJST at a mini mum support SHAL as a digital
signature algorithm and 3DES as an encryption algorithm All
ot her signature and encryption algorithnms MAY be support ed.
| mpl ement ati ons can negotiate support for these algorithnms with
the "SM MECapabilities" attribute.

This text is updated with the foll ow ng:

S/M ME i npl enentations MIUST at a m ni mum support RSA as a digital
signhature algorithmand SHAL as a digest algorithm[5], and AES as an
encryption algorithm (as specified in [4]. For key transport, S/M M
i npl ement ati ons MUST support RSA key transport as specified in
section 4.2.1. of [5]. S/MME inplenmentations of AES MJST support
128-bit AES keys, and SHOULD support 192 and 256-bit keys. Note that
the S/M ME specification [8] mandates support for 3DES as an
encryption algorithm DH for key encryption and DSS as a signhature
algorithm In the SIP profile of S/MMg, support for 3DES, DH and
DSS i s RECOMWENDED but not required. All other signature and
encryption al gorithns MAY be supported. |nplenmentations can

negoti ate support for algorithnms with the "SM MECapabilities"
attribute.

Since SIPis 8-bit clean, all inplementations MUST use 8-bit binary
Content - Transfer-Encoding for SMME in SIP. |nplenentations MAY
al so be able to receive base-64 Content-Transfer-Encoding.

Security Considerations

The migration of the SSMME requirenent fromTriple-DES to AES i s not
known to introduce any new security considerations.
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8. Full Copyright Statenent

Copyright (C) The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR I'S SPONSORED BY (IF ANY), THE I NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIMTED TO ANY WARRANTY THAT THE USE COF THE

| NFORVATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. |Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nmade to obtain a general |icense or permission for the use of
such proprietary rights by inplenmenters or users of this

speci fication can be obtained fromthe I ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that nmay cover technol ogy that nay be required to inplenment
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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