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Abstract

Thi s docunment describes an approach for providing RSVP protocol
services over |IP tunnels. We briefly describe the problem the
characteristics of possible solutions, and the design goals of our
approach. We then present the details of an inplenmentati on which
nmeets our design goals.

1. Introduction

| P-in-1P "tunnel s" have becone a w despread nmechanismto transport
datagrans in the Internet. Typically, a tunnel is used to route
packets through portions of the network which do not directly

i npl emrent the desired service (e.g. IPv6), or to augnent and nodify
t he behavi or of the deployed routing architecture (e.g. nulticast
routing, mobile IP, Virtual Private Net).

Many | P-in-1P tunneling protocols exist today. [IP4INP4] details a
nmet hod of tunneling using an additional |Pv4 header. [ M NENC
describes a way to reduce the size of the "inner" |IP header used in
[1 P41 NI P4] when the original datagramis not fragnented. The generic
tunneling method in [I PV6CGEN] can be used to tunnel either |Pv4 or

| Pv6 packets within IPv6. [RFCL933] describes how to tunnel |Pv6
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datagrans through | Pv4 networks. [RFCL701] describes a generic
routi ng encapsul ati on, while [ RFC1702] applies this encapsulation to
| Pv4. Finally, [ESP] describes a mechanismthat can be used to
tunnel an encrypted |IP datagram

From t he perspective of traditional best-effort |IP packet delivery, a
tunnel behaves as any other |ink. Packets enter one end of the
tunnel, and are delivered to the other end unl ess resource overl oad
or error causes themto be |ost.

The RSVP setup protocol [RFC2205] is one conponent of a framework
designed to extend I P to support nultiple, controlled classes of
service over a wide variety of link-1evel technol ogies. To depl oy
this technology with maxi mum flexibility, it is desirable for tunnels
to act as RSVP-controllable |inks within the network.

A tunnel, and in fact any sort of link, may participate in an RSVP-
aware network in one of three ways, depending on the capabilities of
t he equi pment from which the tunnel is constructed and the desires of
t he operator.

1. The (logical) link may not support resource reservation or QS
control at all. This is a best-effort link. W refer to this as
a best-effort or type 1 tunnel in this note.

2. The (logical) link may be able to prom se that sonme overal
| evel of resources is available to carry traffic, but not to
all ocate resources specifically to individual data flows. A
configured resource allocation over a tunnel is an exanple of
this. W refer to this case as a type 2 tunnel in this note.

3. The (logical) link may be able to nmake reservations for
i ndi vidual end-to-end data flows. W refer to this case as a
type 3 tunnel. Note that the key feature that distinguishes
type 3 tunnels fromtype 2 tunnels is that in the type 3 tunnel
new tunnel reservations are created and torn down dynam cally
as end-to-end reservati ons cone and go.

Type 1 tunnels exist when at |east one of the routers conprising the
tunnel endpoi nts does not support the scheme we describe here. In
this case, the tunnel acts as a best-effort link. Qur goal is sinply
to make sure that RSVP nessages traverse the link correctly, and the
presence of the non-controlled link is detected, as required by the
i nt egrated services franework.

Wien the two end points of the tunnel are capable of supporting RSVP
over tunnels, we would like to have proper resources reserved al ong
the tunnel. Depending on the requirenents of the situation, this

m ght nean that one client's data flowis placed into a | arger
aggregate reservation (type 2 tunnels) or that possibly a new,
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2.

2.

separate reservation is made for the data flow (type 3 tunnels).
Note that an RSVP reservation between the two tunnel end points does
not necessarily nmean that all the internediate routers along the
tunnel path support RSVP, this is equivalent to the case of an

exi sting end-to-end RSVP session transparently passing through non-
RSVP cl oud.

Currently, however, RSVP signaling over tunnels is not possible.
RSVP packets entering the tunnel are encapsulated with an outer IP
header that has a protocol nunber other than 46 (e.g. it is 4 for

| P-in-1P encapsul ati on) and do not carry the Router-Alert option,
maki ng themvirtually "invisible" to RSVP routers between the two
tunnel endpoints. Mreover, the current IP-in-IP encapsul ation
schene adds only an I P header as the external wapper. It is

i npossi ble to distinguish between packets that use reservations and
those that don’'t, or to differentiate packets belonging to different
RSVP Sessions while they are in the tunnel, because no distinguishing
i nformati on such as a UDP port is available in the encapsul ati on.

Thi s docunent describes an | P tunneling enhancenent mechani smt hat
allows RSVP to nmake reservations across all IP-in-1P tunnels. This
nmechani smis capabl e of supporting both type 2 and type 3 tunnels, as
descri bed above, and requires mniml changes to both RSVP and ot her
parts of the integrated services franework.

The Desi gn
Desi gn Goal s
Qur design choices are notivated by several goals.

* Co-existing with nost, if not all, current IP-in-1P tunneling
schenes.

Limting the changes to the RSVP spec to the m ni mum possi bl e.
Limting the necessary changes to only the two end points of a
tunnel. This requirenent |eads to sinpler deploynent, |ower
overhead in the internediate routers, and | ess chance of failure
when the set of internediate routers is nodified due to routing
changes.

* Supporting correct inter-operation with RSVP routers that have
not been upgraded to handl e RSVP over tunnels and with non- RSVP
tunnel endpoint routers. In these cases, the tunnel behaves as a
non- RSVP i nk.
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2.2. Basic Approach

The basic idea of the nethod described in this docunent is to
recursively apply RSVP over the tunnel portion of the path. In this
new session, the tunnel entry point Rentry sends PATH nessages and
the tunnel exit point Rexit sends RESV nessages to reserve resources
for the end-to-end sessions over the tunnel.

We discuss next two different aspects of the design: how to enhance
an I P-in-1P tunnel with RSVP capability, and how to nap end-to-end
RSVP sessions to a tunnel session

2.2.1. Design Decisions

To establish a RSVP reservation over a unicast IP-in-1P tunnel, we
made the foll owi ng design deci sions:

One or nore Fixed-Filter style unicast reservations between the two
end points of the tunnel will be used to reserve resources for
packets traversing the tunnel. In the type 2 case, these reservations
will be configured statically by a managenment interface. In the type
3 case, these reservations will be created and torn down on demand,
as end-to-end reservation requests cone and go.

Packets that do not require reservations are encapsulated in the
normal way, e. g. being wapped with an I P header only, specifying
the tunnel entry point as source and the exit point as destination.

Dat a packets that require resource reservations within a tunnel nust
have sonme attribute other than the I P addresses visible to the
internmediate routers, so that the routers nay nmap the packet to an
appropriate reservation. To allow internediate routers to use
standard RSVP filterspec handling, we choose to encapsul ate such data
packets by prepending an I P and a UDP header, and to use UDP port
nunbers to distinguish packets of different RSVP sessions. The
protocol nunber in the outer IP header in this case will be UDP

Figure 1 shows RSVP operating over a tunnel. Rentry is the tunne
entry router which encapsul ates data into the tunnel. Some nunber of
internmediate routers forward the data across the network based upon
the encapsul ati ng I P header added by Rentry. Rexit is the endpoint
of the tunnel. It decapsulates the data and forwards it based upon
the original, "inner" |IP header.
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Intranet :--| Rentry|===================| Rexit|___:Intranet

Figure 1. An exanple |P Tunnel
2.2.2. Mapping between End-to-End and Tunnel Sessions

Figure 2 shows a sinple topology with a tunnel and a few hosts. The
sendi ng hosts H1L and H3 may be one or nmultiple I P hops away from
Rentry; the receiving hosts H2 and H4 may al so be either one or
multiple I'P hops away from Rexit.

H1 H2

Figure 2: An exanple end-to-end path with
a tunnel in the mddle.

An RSVP session may be in place between endpoints at hosts Hl and H2.
W refer to this session as the "end-to-end" (E2E for short) or
"original" session, and to its PATH and RESV nessages as the end-to-
end nessages. One or nore RSVP sessions may be in place between
Rentry and Rexit to provide resource reservation over the tunnel. W
refer to these as the tunnel RSVP sessions, and to their PATH and
RESV nessages as the tunnel or tunneling nessages. A tunnel RSVP
sessi on may exist independently from any end-to-end sessions. For
exanpl e t hrough network managenent interface one may create a RSVP
session over the tunnel to provide QS support for data flow from H3
to H4, although there is no end-to-end RSVP session between H3 and
H4.

Wien an end-to-end RSVP session crosses a RSVP-capabl e tunnel, there
are two cases to consider in designing nechanisnms to support an end-
to-end reservation over the tunnel: nmapping the E2E session to an
exi sting tunnel RSVP session (type 2 tunnel), and dynam cally
creating a new tunnel RSVP session for each end-to-end session (type
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3 tunnel). 1In either case, the picture | ooks Iike a recursive
application of RSVP. The tunnel RSVP session views the two tunne
endpoints as two end hosts with a unicast Fixed-Filter style
reservation in between. The original, end-to-end RSVP session views
the tunnel as a single (logical) link on the path between the
source(s) and destination(s).

Note that in practice a tunnel may conbine type 2 and type 3
characteristics. Sone end-to-end RSVP sessions may trigger the
creation of new tunnel sessions, while others nmay be mapped into an
exi sting tunnel RSVP session. The choice of how an end-to-end session
is treated at the tunnel is a matter of |ocal policy.

When an end-to-end RSVP session crosses a RSVP-capable tunnel, it is
necessary to coordinate the actions of the two RSVP sessions, to

det ermi ne whether or when the tunnel RSVP session should be created
and torn down, and to correctly transfer error and ADSPEC i nfornation
between the two RSVP sessions. W made the foll ow ng design
deci si on:

* End-to-end RSVP control nessages being forwarded through a
tunnel are encapsulated in the same way as normal | P packets,
e.g. being wapped with the tunnel |P header only, specifying
the tunnel entry point as source and the exit point as
desti nati on.

2.3. Mjor Issues

As | P-in-1P tunnels are being used nore widely for network traffic
managenent purposes, it is clear we nmust support type 2 tunnels
(tunnel reservation for aggregate end-to-end sessions). Furthernore,
these type 2 tunnels should allow nore than one (confi gurabl e,
static) reservation to be used at once, to support different traffic
classes within the tunnel. Wether it is necessary to support type 3
tunnel s (dynam ¢ per end-to-end session tunnel reservation) is a
policy issue that should be |eft open. Qur design supports both
cases.

If there is only one RSVP session configured over a tunnel, then al
the end-to-end RSVP sessions (that are allowed to use this tunnel
session) will be bound to this configured tunnel session. However
when nore than one RSVP session is in use over an |IP tunnel, a second
design issue is how the association, or binding, between an original
RSVP reservation and a tunnel reservation is created and conveyed
fromone end of the tunnel to the other. The entry router Rentry and
the exit router Rexit nust agree on these associations so that

Terzis, et al. St andar ds Track [ Page 6]



RFC 2746 RSVP Operation Over |P Tunnels January 2000

changes in the original reservation state can be correctly mapped
into changes in the tunnel reservation state, and that errors
reported by internmediate routers to the tunnel end points can be
correctly transforned into errors reported by the tunnel endpoints to
t he end-to-end RSVP session

We require that this same associ ati on mechani smwork for both the
case of bundled reservation over a tunnel (type 2 tunnel), and the
case of one-to-one mappi ng between original and tunnel reservations
(type 3 tunnel). In our schenme the association is created when a
tunnel entry point first sees an end-to-end session’s RESV nessage
and either sets up a new tunnel session, or adds to an existing
tunnel session. This new association nmust be conveyed to Rexit, so
that Rexit can reserve resources for the end-to-end sessions inside
the tunnel. This information includes the identifier and certain
paraneters of the tunnel session, and the identifier of the end-to-
end session to which the tunnel session is being bound. In our
schene, all RSVP sessions between the same two routers Rentry and
Rexit will have identical values for source |IP address, destination
| P address, and destination UDP port nunber. An individual session is
identified primarily by the source port val ue.

We identified three possible choices for a binding mechani sm

1. Define a new RSVP nessage that is exchanged only between two
tunnel end points to convey the binding information.

2. Define a new RSVP object to be attached to end-to-end PATH
nmessages at Rentry, associating the end-to-end session with one
of the tunnel sessions. This new object is interpreted by Rexit
associ ating the end-to-end session with one of the tunne
sessi ons generated at Rentry.

3. Apply the sanme UDP encapsul ation to the end-to-end PATH
nmessages as to data packets of the session. Wen Rexit
decapsul ates the PATH nessage, it deduces the relation between
the source UDP port used in the encapsul ati on and the RSVP
session that is specified in the original PATH nessage.

Terzis, et al. St andar ds Track [ Page 7]



RFC 2746 RSVP Operation Over |P Tunnels January 2000

The | ast approach above does not require any new design. However it
requires additional resources to be reserved for PATH nessages (since
they are now subject to the tunnel reservation). It also requires a
priori know edge of whether Rexit supports RSVP over tunnels by UDP
encapsul ation. |If Rentry encapsul ates all the end-to-end PATH
nmessages with the UDP encapsul ati on, but Rexit does not understand
this encapsul ation, then the encapsul ated PATH nessages will be | ost
at Rexit.

On the other hand, options (1) and (2) can handle this case
transparently. They allow Rexit to pass on end-to-end PATHs received
via the tunnel (because they are decapsulated normally), while
throwi ng away the tunnel PATHs, all w thout any additional
configuration. W chose Qption (2) because it is sinpler. W
describe this object in the follow ng section

Packet exchanges nust follow the foll ow ng constraints:

1. Rentry encapsul ates and sends end-to-end PATH nessages over the
tunnel to Rexit where they get decapsul ated and forwarded
downst r eam

2. Wen a correspondi ng end-to-end RESV nessage arrives at Rexit,
Rexit encapsulates it and sends it to Rentry.

3. Based on sone or all of the information in the end-to-end PATH
nmessages, the flowspec in the end-to-end RESV nessage and | ocal
policies, Rentry decides if and how to map the end-to-end
session to a tunnel session.

4. |If the end-to-end session should be napped to a tunnel session,
Rentry either sends a PATH nmessage for a new tunnel session or
updates an exi sting one.

5. Rentry sends a E2E Path contai ning a SESSI ON_ASSOC obj ect
associ ating the end-to-end session with the tunnel session
above. Rexit records the association and renoves the object
before forwardi ng the Path nessage further

6. Rexit responds to the tunnel PATH nessage by sending a tunnel
RESV nessage, reserving resources inside the tunnel

7. Rentry UDP-encapsul ates arriving packets only if a
correspondi ng tunnel session reservation is actually in place
for the packets.
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2.3.1. SESSI ON_ASSOC nj ect

The new obj ect, called SESSION ASSCC, is defined with the foll ow ng
format:

T S T T s T T o S T o s st s U S S Y I o S S
| | engt h | class | c-type

B s e i ST o S i S T KT T sl s S SO S S S o L—
I SESSI ON obj ect (for the end-to-end session) I
!l-- B T T s e T o S o o o T iy st S I S S S L—
I Sender FILTER-SPEC (for the tunnel session) I
!l-- B T T s e T o S o o o T iy st S I S S S L—
SESSI ON_ASSCC nj ect
Lengt h
This field contains the size of the SESSI ON ASSOC object in bytes.
C ass
Shoul d be 192.
Ctype

Shoul d be sent as zero and ignored on receipt.
SESSI ON obj ect

The end-to-end SESSI ON contained in the object is to be napped to
the tunnel session described by the Sender FILTER-SPEC defi ned
bel ow.

Sender FI LTER- SPEC

This is the tunnel session that the above nentioned end-to-end
session maps to over the tunnel. As we nentioned above, a tunnel
session is identified primarily by source port. This is why we use
a Sender Filter-Spec for the tunnel session, in the place of a
SESSI ON obj ect .
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2.3.2. NODE_CHAR nj ect

There has to be a way (other than through configuration) for Rexit to
conmuni cate to Rentry the fact that it is a tunnel endpoint
supporting the schenme described in this docunment. We have defined for
this reason a new object, called NODE_CHAR, carrying this
information. If a node receives this object but does not understand
it, it should drop it wi thout producing any error report. Chjects
with O ass-Num = 10bbbbbb (‘b’ represents a bit), as defined in the
RSVP specification [ RFC2205], have the characteristics we need. Wile
for now this object only carries one bit of information, it can be
used in the future to describe other characteristics of an RSVP
capabl e node that are not part of the original RSVP specification.

The obj ect NODE _CHAR has the follow ng fornmat:

T S T T s T T o S T o s st s U S S Y I o S S
| | engt h | class | c-type |
T S T T s T T o S T o s st s U S S Y I o S S
| Reserved | Tl
T S T T s T T o S T o s st s U S S Y I o S S

Lengt h

This field contains the size of the NODE_CHAR object in bytes. It
shoul d be set to eight.

d ass

An appropriate val ue should be assigned by the | ANA. W propose
this value to be 128.

Ctype

Shoul d be sent as zero and ignored on receipt.
T bit

This bit shows that the node is a RSVP-tunnel capabl e node.
When Rexit receives an end-to-end reservation, it appends a NODE_CHAR
object with the T bit set, to the RESV object, it encapsulates it and
sends it to Rentry. Wien Rentry receives this RESV nessage it deduces
that Rexit inplenments the nmechani smdescribed here and so it creates
or adjusts a tunnel session and associates the tunnel session to the

end-to-end session via a SESSI ON_ASSCC obj ect. Rentry should renove
t he NODE_CHAR obj ect, before forwardi ng the RESV nessage upstream |If
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on the other hand, Rentry does not support the RSVP Tunnels nechani sm
it would sinply ignore the NODE _CHAR object and not forward it
further upstream

3. Inplenmentation

In this section we discuss several cases separately, starting from
the sinplest scenario and noving to the nore conpl ex ones.

3.1. Single Configured RSVP Session over an |P-in-IP Tunnel

Treating the two tunnel endpoints as a source and destination host,
one easily sets up a FF-style reservation in between. Now the
guestion is what kind of filterspec to use for the tunne
reservation, which directly relates to how packets get encapsul ated
over the tunnel. W discuss two cases bel ow.

3.1.1. In the Absence of End-to-End RSVP Session

In the case where all the packets traversing a tunnel use the
reserved resources, the current IP-in-1P encapsul ation could be used.
The RSVP session over the tunnel would sinply specify a FF style
reservation (with zero port nunber) with Rentry as the source address
and Rexit as the destination address.

However if only some of the packets traversing the tunnel should
benefit fromthe reservation, we nust encapsul ate the qualified
packets in IP and UDP. This allows internediate routers to use
standard RSVP filterspec handling, w thout having to know about the
exi stence of tunnels.

Rat her than supporting both cases we choose to sinplify

i npl enentations by requiring all data packets using reservations to
be encapsulated with an outer | P and UDP header. This reduces speci al
case checki ng and handl i ng.

3.1.2. In the Presence of End-to-End RSVP Session(s)

According to the tunnel control policies, installed through sone
managenent interface, sonme or all end-to-end RSVP sessions may be
allowed to map to the single RSVP session over the tunnel. In this
case there is no need to provide dynam ¢ binding infornati on between
end-to-end sessions and the tunnel session, given that the tunne
session is unique and pre-configured, and therefore well-known.

Binding multiple end-to-end sessions to one tunnel session, however,

rai ses a new question of when and how the size of the tunne
reservation should be adjusted to acconmpdate the end-to-end sessions
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mapped onto it. Again the tunnel manager nakes such policy decision
Several scenarios are possible. In the first, the tunnel reservation
is never adjusted. This makes the tunnel the rough equival ent of a
fi xed-capacity hardware link. In the second, the tunnel reservation
i s adj usted whenever a new end-to-end reservation arrives or an old
one is torn down. In the third, the tunnel reservation is adjusted
upwar ds or downwar ds occasional ly, whenever the end-to-end
reservation | evel has changed enough to warrant the adjustment. This
trades off extra resource usage in the tunnel for reduced control
traffic and overhead.

We call a tunnel whose reservation cannot be adjusted a "hard pipe",
as opposed to a "soft pipe" where the anobunt of resources allocated
is adjustable. Section 5.2 explains howthe adjustnent can be carried
out for soft pipes.

3.2. Miltiple Configured RSVP Sessions over an |P-in-IP Tunnel
It is straightforward to build on the case of a single configured

RSVP session over a tunnel by setting up multiple FF-style
reservations between the two tunnel endpoints using a managenent

interface. In this case Rentry nust carefully encapsul ate data
packets with the proper UDP port nunbers, so that packets bel ongi ng
to different tunnel sessions will be distinguished by the

internmedi ate RSVP routers. Note that this case and the one descri bed
bef ore describe what we call type 2 tunnels.

3.2.1. In the Absence of End-to-End RSVP Session

Not hi ng nore needs to be said in this case. Rentry classifies the
packets and encapsul ates them accordi ngly. Packets with no
reservations are encapsulated with an outer |P header only, while
packets qualified for reservations are encapsul ated with a UDP header
as well as an |IP header. The UDP source port value should be properly
set to map to the correspondi ng tunnel reservation the packet is
supposed to use.

3.2.2. In the Presence of End-to-End RSVP Session(s)

Since in this case, there is nore than one RSVP session operating
over the tunnel, one must explicitly bind each end-to-end RSVP
session to its correspondi ng tunnel session. As discussed
previously, this binding will be provided by the new SESSI ON_ASSOC
obj ect carried by the end-to-end PATH nessages.
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3.3. Dynamically Created Tunnel RSVP Sessions

This is the case of a type 3 tunnel. The only differences between
this case and that of Section 4.2 are that:

- The tunnel session is created when a new end-to-end session
shows up.

- There is a one-to-one mappi ng between the end-to-end and tunnel
RSVP sessi ons, as opposed to possi bly nmany-to-one mappi ng that
is allowed in the case described in Section 4. 2.

4. RSVP Messages handling over an | P-in-1P Tunnel
4.1. RSVP Messages for Configured Session(s) Over A Tunne

Here one or nore RSVP sessions are set up over a tunnel through a
managenent interface. The session reservation paraneters never
change for a "hard pipe" tunnel. The reservation paraneters nay
change for a "soft pipe" tunnel. Tunnel session PATH nessages
generated by Rentry are addressed to Rexit, where they are processed
and del et ed.

4.2. Handling of RSVP Messages at Tunnel Endpoints
4.2.1. Handling End-to-End PATH Messages at Rentry

When forwardi ng an end-to-end PATH nessage, a router acting as the
tunnel entry point, Rentry, takes the follow ng acti ons dependi ng on
the end-to-end session nentioned in the PATH nessage. There are two
possi bl e cases:

1. The end-to-end PATH nessage is a refresh of a previously known
end-t o-end session.
2. The end-to-end PATH nessage is froma new end-to-end session

If the PATH nessage is a refresh of a previously known end-to-end
session, then Rentry refreshes the Path state of the end-to-end
session and checks to see if this session is mapped to a tunnel
session. If this is the case, then when Rentry refreshes the end-to-
end session, it includes in the end-to-end PATH nessage a

SESSI ON_ASSCC obj ect linking this session to its correspondi ng tunne
session It then encapsul ates the end-to-end PATH nessage and sends it
over the tunnel to Rexit. If the tunnel session was dynamically
created, the end-to-end PATH nessage serves as a refresh for the

| ocal tunnel state at Rentry as well as for the end-to-end session
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O herwise, if the PATH nessage is froma new end-to-end session that
has not yet been mapped to a tunnel session, Rentry creates Path
state for this new session setting the outgoing interface to be the
tunnel interface. After that, Rentry encapsul ates the PATH nessage
and sends it to Rexit wi thout adding a SESSI ON ASSOC nessage.

Wien an end-to-end PATH TEAR is received by Rentry, this node
encapsul ates and forwards the nmessage to Rexit. If this end-to-end
sessi on has a one-to-one mapping to a tunnel session or if this is
the last one of the nany end-to-end sessions mapping to a tunnel
session, Rentry tears down the tunnel session by sending a PATH TEAR
for that session to Rexit. If, on the other hand, there are renaining
end-to-end sessions nmapping to the tunnel session, then Rentry sends
a tunnel PATH nessage adjusting the Tspec of the tunnel session.

4.2.2. Handling End-to-End PATH Messages at Rexit

Encapsul at ed end-to-end PATH nessages are decapsul ated and processed
at Rexit. Depending on whether the end-to-end PATH nessage contains a
SESSI ON_ASSOC obj ect or not, Rexit takes the foll ow ng steps:

1. If the end-to-end PATH nessage does not contain a SESSI ON_ASSCC
obj ect, then Rentry sets the Non_RSVP flag at the Path state
stored for this end-to-end sender, sets the global break bit in
t he ADSPEC and forwards the packets downstream Alternatively,

i f tunnel sessions exist and none of them has the Non_RSVP fl ag
set, Rexit can pick the worst-case Path ADSPEC parans fromthe
exi sting tunnel sessions and update the end-to-end ADSPEC usi ng
these values. This is a conservative estination of the conposed
ADSPEC but it has the benefit of avoiding to set the break bit
in the end-to-end ADSPEC before mapping information is
available. In this case the Non_RSVP flag at the end-to-end
Path state is not set.

2. If the PATH nessage contains a SESSI ON_ASSCC obj ect and no
association for this end-to-end session already exists, then
Rexit records the association between the end-to-end session
and the tunnel session described by the object. If the end-to-
end PATH arrives early before the tunnel PATH nessage arrives
then it creates PATH state at Rexit for the tunnel session
When t he actual PATH nessage for the tunnel session arrives it
is treated as an update of the existing PATH state and it
updates any information missing. W believe that this situation
is another transient along with the others existing in RSVP and
that it does not have any long-termeffects on the correct
operati on of the mechani sm described here.
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Before further forwardi ng the nessage to the next hop along the
path to the destination, Rexit finds the corresponding tunnel
session’s recorded state and turns on Non_RSVP flag in the
end-to-end Path state if the Non_RSVP bit was turned on for the
tunnel session. |f the end-to-end PATH nessage carries an
ADSPEC obj ect, Rexit performnms conposition of the
characterization paraneters contained in the ADSPEC. It does
this by considering the tunnel session’s overall (conposed)
characterization paranmeters as the |ocal paraneters for the
logical link inplemented by the tunnel, and conposing these
paranmeters with those in the end-to-end ADSPEC by executing
each paraneter’s defined conposition function. In the |ogical
link’s characterization paranmeters, the nininumpath | atency
may take into account the encapsul ati on/ decapsul ati on del ay and
the bandwi dth estinmate can represent the decrease in avail able
bandwi dth caused by the addition of the extra UDP header.
ADSPECs and conposition functions are discussed in great detail
in [ RFC2210].

If the end-to-end session has reservation state, while no
reservation state for the matching tunnel session exists, Rexit
send a tunnel RESV nessage to Rentry matching the reservation
in the end-to-end session.

If Rentry does not support RSVP tunneling, then Rexit will have no
PATH state for the tunnel. In this case Rexit sinply turns on the
gl obal break bit in the decapsul ated end-to-end PATH nessage and
forwards it.

4.2.3. Handling End-to-End RESV Messages at Rexit

When forwardi ng a RESV nessage upstream a router serving as the exit
router, Rexit, may discover that one of the upstreaminterfaces is a
tunnel. In this case the router perforns a nunber of tests.

Step 1: Rexit nust determine if there is a tunnel session bound to
the end-to-end session given in the RESV nessage. |If not, the tunne
is treated as a non-RSVP |ink, Rexit appends a NODE_CHAR object with
the T bit set, to the RESV nessage and forwards it over the tunne
interface (where it is encapsulated as a nornal |P datagram and
forwarded towards Rentry).

Step 2: If a bound tunnel session is found, Rexit checks to see if a
reservation is already in place for the tunnel session bound to the
end-to-end session given in the RESV nessage. If the arriving end-
to-end RESV nessage is a refresh of existing RESV state, then Rexit
sends the original RESV through tunnel interface (after adding the
NCODE_CHAR obj ect). For dynam c tunnel sessions, the end-to-end RESV
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nmessage acts as a refresh for the tunnel session reservation state,
while for configured tunnel sessions, reservation state never
expires.

If the arriving end-to-end RESV nessage causes a change in the end-
to-end RESV fl owspec paraneters, it may also trigger an attenpt to
change the tunnel session's flowspec paraneters. 1In this case Rexit
sends a tunnel session RESV, including a RESV_CONFI RM obj ect.

In the case of a "hard pipe" tunnel, a new end-to-end reservation or
change in the | evel of resources requested by an existing reservation
may cause the total resource | evel needed by the end-to-end
reservations to exceed the | evel of resources reserved by the tunne
reservation. This event should be treated as an admi ssion contro
failure, identically to the case where RSVP requests exceed the | evel
of resources avail able over a hardware |ink. A RESV_ERR nessage wth
Error Code set to 01 (Admission Control failure), should be sent back
to the originator of the end-to-end RESV nessage.

If a RESV CONFI RM response arrives, the original RESV is encapsul ated
and sent through the tunnel. If the updated tunnel reservation fails,
Rexit nmust send a RESV ERR to the originator of the end-to-end RESV
nmessage, using the error code and value fields fromthe ERROR _SPEC
obj ect of the received tunnel session RESV ERR nessage. Note that the
pre-existing reservations through the tunnel stay in place. Rexit
continues refreshing the tunnel RESV using the old fl owspec.

Tunnel session state for a "soft pipe" nay al so be adjusted when an
end-to-end reservation is deleted. The tunnel session gets reduced
whenever one of the end-to-end sessions using the tunnel goes away
(or gets reduced itself). However even when the |ast end-to-end
sessi on bound to that tunnel goes away, the configured tunnel session
remai ns active, perhaps with a configured mniml flowspec.

Note that it will often be appropriate to use some hysteresis in the
adj ustment of the tunnel reservation paraneters, rather than
adjusting the tunnel reservation up and down with each arriving or
departing end-to-end reservation. Doing this will require the tunnel
exit router to keep track of the resources allocated to the tunnel
(the tunnel flowspec) and the resources actually in use by end-to-end
reservations (the sumor statistical sumof the end-to-end
reservation flowspecs) separately.

When an end-to-end RESV TEAR is received by Rexit, it encapsul ates
and forwards the nmessage to Rentry. If the end-to-end session had
created a dynanic tunnel session, then a RESV TEAR for the
correspondi ng tunnel session is send by Rexit.
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4.2.4. Handling of End-to-End RESV Messages at Rentry.

If the RESV nessage received is a refresh of an existing reservation
then Rentry updates the reservation state and forwards the nessage
upstream On the other hand, if this is the first RESV nessage for
this end-to-end session and a NODE CHAR object with the T bit set is
present, Rentry should initiate the mappi ng between this end-to-end
sessi on and sone (possibly new) tunnel session. This mapping is based
on sone or all of the contents of the end-to-end PATH nessage, the
contents of the end-to-end RESV nessage, and |ocal policies. For
exanpl e, there could be different tunnel sessions based on the

bandwi dth or del ay requirenments of end-to-end sessions)

If Rentry decides that this end-to-end session should be mapped to an
exi sting configured tunnel session, it binds this end-to-end session
to that tunnel session

If this end-to-end RSVP session is allowed to set up a new tunne
session, Rentry sets up tunnel session PATH state as if it were a
source of data by starting to send tunnel -session PATH nessages to
Rexit, which is treated as the unicast destination of the data. The
Tspec in this new PATH nessage is conputed fromthe original PATH
nmessage by adjusting the Tspec paraneters to include the tunne

over head of the encapsul ation of data packets. In this case Rentry
shoul d al so send a PATH nessage fromthe end-to-end session this tine
cont ai ni ng the SESSI ON_ASSOC obj ect |inking the two sessions. The
recei pt of this PATH nessage by Rexit will trigger an update of the

end-to-end Path state which in turn will have the effect of Rexit
sendi ng a tunnel